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Top Stories 

• Computerworld reports that PBS NewsHour identified a subset of the 1.3 million accounts 
accessed in the Gawker hack that included an unknown number of accounts with the .gov 
domain. (See item 39 and 48)  

• According to the Kent Reporter, the U.S. Army Corps of Engineers continues to watch 
levees across western Washington and has deployed six flood fight teams for river 
observation and conducting emergency operations as rivers continue to rise. (See item 58) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. December 14, CBS 3 Springfield – (Massachusetts) Manhole explosions and fires at 
the Springfield Quadrangle. A series of explosions rocked a historic section of 
downtown Springfield, Massachusetts December 13, and damaged one of the oldest 
buildings in the city. Fire officials said it is likely an electrical short started a fire 
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underground, allowing the flames to heat until the only place they had to escape was 
straight up. There were five fires with two manhole explosions on Edwards St., two 
small fires in the electrical room of the D’Amour Museum of Fine Arts, and the largest 
fire at the Blake house, now used for museum security. Columbia Gas was called to the 
scene, but soon learned there is no natural gas set up on Edwards street, only electricity. 
The Western Massachusetts Electric Company confirmed a fault with their 
underground system December 13. They say this particular network is usually very 
reliable, and they don’t know what caused the fire. They’re working to put together the 
sequence of fires to determine a cause. Damage is estimated at $80,000 at the Blake 
House, with another $10,000 in smoke damage to the Fine Arts and Connecticut Valley 
Museums. 
Source: http://www.cbs3springfield.com/news/local/Manhole-Explosions-and-Fires-at-
the-Springfield-Quadrangle-111811624.html 

2. December 13, Houston Chronicle – (National) U.S. issues new guidance for offshore 
drilling. The Presidential administration December 13 gave new details about the rules 
for deep-water drilling, responding to oil companies’ complaints that mandates 
imposed since the Gulf of Mexico oil spill are so unclear they are delaying projects. 
Although the administration lifted its deep-water drilling moratorium in October, the 
government has yet to approve any proposed projects that would have been blocked by 
the ban. All projects must first meet new environmental and safety standards, but 
industry leaders said they have had trouble understanding some of the rules. The 18-
page guidance document issued December 13 is meant to “ensure that the oil and gas 
industry has clear direction on what is expected,” said the director of the Bureau of 
Ocean Energy Management, Regulation and Enforcement. It contains no new rules for 
deep-water drilling — just more information about how companies can comply with 
previously established mandates for testing safety equipment, estimating the potential 
size of oil spills and other issues. The ocean energy bureau also addressed the thorny 
issue of how to calculate the “worst-case discharge” of oil from offshore wells — an 
estimate that dictates a number of mandates for operators, including the amount of 
money they would have available in case of a spill, and their capability to respond to 
one. However, before imposing substantive new mandates, federal agencies generally 
must go through a formal rule-making process that requires they first be proposed and 
subjected to a public comment period. 
Source: http://www.chron.com/disp/story.mpl/business/energy/7337903.html 

3. December 13, KFYR 5 Bismarck – (North Dakota) Gas pipeline explodes. Tires and 
metal scrap are all that remains after a trench digging machine ruptured a gas pipeline 
in Billings County, North Dakota December 10, causing an explosion. The accident 
occurred northeast of Belfield, and no one was injured. A man was heating a pipe his 
crew was working on, which was above the ground, when they struck the buried pipe. 
“All of a sudden I was getting pelted with rocks and stuff, and I looked to my right and 
there was just this great big fireball and it was coming towards me,” said a worker. 
“Two guys took off running, and I dropped the propane torch that I had and took off 
running.” Frontier Services, the company building the new pipe, said the trencher along 
with two trucks were destroyed in the accident. One worker was in one of those trucks 
and barely escaped with his life. Underground lines are generally marked when digging 

http://www.chron.com/disp/story.mpl/business/energy/7337903.html
http://www.cbs3springfield.com/news/local/Manhole-Explosions-and-Fires-at-the-Springfield-Quadrangle-111811624.html
http://www.cbs3springfield.com/news/local/Manhole-Explosions-and-Fires-at-the-Springfield-Quadrangle-111811624.html
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work like this is taking place. A spokesperson for Williston Basin Interstate Pipeline 
Company, which operates the gas line, said records indicate it was marked, while 
officials at Frontier said there were no flags or paint marking a line.  
Source: http://www.kfyrtv.com/News_Stories.asp?news=45148 

4. December 13, Fayetteville Observer – (North Carolina) Downed Moore County line 
cuts power to 20,000. More than 20,000 people across Moore County, North Carolina, 
were without power December 13 after a pine tree fell on a major transmission line 
along U.S. 1 near Midland Road, according to the Southern Pines Fire Department. The 
fire chief said reports began coming in about 4:10 p.m. that power was out. The county 
was reporting that more than 20,000 were without power. High winds in the area likely 
caused the tree to fall, the chief said. 
Source: http://www.fayobserver.com/articles/2010/12/13/1055394?sac=Home 

5. December 13, KERO 23 Bakersfield – (California) 2 injured after 2, 500-gallon tanks 
catch fire. Two people were injured when two, 500-gallon tanks caught fire in an oil 
field in Bakersfield, Calfiornia December 13. The Kern County Fire Department said it 
received a call at about 5:40 a.m. December 13, for a possible well on fire near gate 2 at 
the Elk Hills oil field. The Kern County Hazardous Materials Team and the department 
of environmental health also responded. When crews arrived they found te tanks 
containing well operation fluids on fire along with a leaking natural gas line. Crews 
cooled the tanks and injected foam to suppress any flammable vapors. Once the tanks 
were cooled, crews shut down the gas line to begin cleaning the debris. The cause of 
the fire is under investigation. 
Source: http://www.turnto23.com/news/26118964/detail.html 

6. December 12, WILX 10 Lansing – (Michigan) Thousands without power in Lansing, 
East Lansing. Approximately 10,000 Board of Water and Light customers were 
without power December 12 in Lansing, Michigan. A spokesman said the affected 
areas are scattered but include parts of downtown Lansing, East Lansing, and Lansing’s 
West side. He said something internal had gone wrong at a substation within the Eckert 
Plant complex, and that the outage was not weather-related. A spokesman said the 
Board will be routing affected customers to another circuit and that they should 
gradually regain power. He said that could take a few hours or longer. A Red Cross 
representative said the power outage has affected 40 to 50 percent of the city. 
Source: 
http://www.wilx.com/news/headlines/Thousands_Without_Power_in_Lansing_East_La
nsing_111751454.html?ref=454 

7. December 11, Roanoke Valley Daily Herald – (North Carolina) Power station boom 
starts fire. A piece of equipment at the Rosemary Substation in Roanoke Rapids, North 
Carolina blew up December 10, causing a fire leading to the closure of a block of 13th 
Street, yet leaving city residents with power. A supervisor for substation technical 
operations for Dominion North Carolina Power, said a piece of equipment known as a 
PTCT exploded around 8:30 a.m. December 10, cutting power to the Rosemary Power 
Station in Roanoke Rapids, but not causing any power outages for residential 
customers. The supervisor said several pieces blew off the device, but as of December 

http://www.kfyrtv.com/News_Stories.asp?news=45148
http://www.fayobserver.com/articles/2010/12/13/1055394?sac=Home
http://www.turnto23.com/news/26118964/detail.html
http://www.wilx.com/news/headlines/Thousands_Without_Power_in_Lansing_East_Lansing_111751454.html?ref=454
http://www.wilx.com/news/headlines/Thousands_Without_Power_in_Lansing_East_Lansing_111751454.html?ref=454
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10, Dominion was not certain what caused the explosion. The Roanoke Rapids Fire 
Department responded to the scene, but the fire was contained and was allowed to burn 
itself out. The PTCT is used to take the amount of power coming into the facility and 
reduce it to a manageable, usable level. The supervisor said it would cost Dominion 
more than $100,000 to repair the substation.  
Source: 
http://www.rrdailyherald.com/articles/2010/12/11/news/doc4d040290bb43a217048800.
txt 

For another story, see item 32  
 
[Return to top]  

Chemical Industry Sector 
 

Nothing to report 
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

8. December 14, New London Day – (Connecticut) Millstone Unit 2 reactor at half 
power for repair. The Unit 2 reactor at Millstone Power Station in Waterford, 
Connecticut was at half-power over part of the weekend December 11 and 12, and on 
December 13, so a leak in tubes on a feedwater heater can be repaired. A series of 
feedwater heaters are used to heat up water that is fed back into a steam generator to 
create steam, which is then piped to a turbine that is turned to generate electricity, said 
a Nuclear Regulatory Commission spokesman. The water circulates through the tubes 
as it is being heated. Dominion, the owner of Millstone, identified leaks in two tubes 
December 11, a company spokesman said. 
Source: http://www.theday.com/article/20101214/BIZ02/312149923/1044 

9. December 13, San Diego North County Times – (California) San Onofre: New reactor 
vessel heads delivered. San Onofre Nuclear Generating Station near San Clemente, 
California took delivery December 13 of two new reactor vessel heads, steel-and-alloy 
structures critical to containing the heat and pressure produced by the sustained nuclear 
reactions that keep the seaside plant operating. The 85-ton vessel heads cost $11 
million each, according to plant owner Southern California Edison, which is replacing 
the components as a preventative step and to make it easier to refuel the plants twin 
reactors. Edison’s chief nuclear officer said during a press conference December 13 
that welds in the vessel heads of other plants have sometimes leaked, causing problems. 
“We have not seen any of that type of situation here at San Onofre, but most plants in 
the nuclear industry are replacing these on kind of a preventive schedule,” the chief 
nuclear officer said. He added that the new vessel heads have an improved design that 
will result in less radiation exposure for workers. 
Source: http://www.nctimes.com/news/local/sdcounty/article_6b8be5be-7239-5731-
b5a0-4e2590e062bd.html 

http://www.rrdailyherald.com/articles/2010/12/11/news/doc4d040290bb43a217048800.txt
http://www.rrdailyherald.com/articles/2010/12/11/news/doc4d040290bb43a217048800.txt
http://www.theday.com/article/20101214/BIZ02/312149923/1044
http://www.nctimes.com/news/local/sdcounty/article_6b8be5be-7239-5731-b5a0-4e2590e062bd.html
http://www.nctimes.com/news/local/sdcounty/article_6b8be5be-7239-5731-b5a0-4e2590e062bd.html
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[Return to top]  

Critical Manufacturing Sector 
 

Nothing to report 
 
[Return to top]  

Defense Industrial Base Sector 
 

Nothing to report 
 
[Return to top]  

Banking and Finance Sector 

10. December 14, Wallet Pop – (National) One in four households victim of white collar 
crime: report. White collar crime now affects more Americans than all other forms of 
crime combined, according to a new report published by the the National White Collar 
Crime Center (NW3C). Conducted by the NW3C and the Bureau of Justice Assistance, 
the 2010 National Public Survey on White Collar Crime found that nearly one in four 
American households were victims of white collar crime during the past 12 months. 
The survey of 2,503 adults from June to August 2010 asked respondents about personal 
and household experiences involving mortgage fraud, credit card fraud, identity theft, 
unnecessary home or auto repairs, price misrepresentation, and losses due to dishonest 
stockbrokers, fraudulent business ventures, and Internet scams. The NW3C is a non-
profit membership group that studies white collar crime and works with law 
enforcement and companies. The group also partners with the FBI on the Internet 
Crime Complaint Center. 
Source: http://www.walletpop.com/2010/12/13/one-in-4-households-victim-of-white-
collar-crime-report/ 

11. December 13, Montgomery News – (Pennsylvania) Alleged robber of three Abington 
banks indicted. The alleged robber of three Abington, Pennsylvania banks was 
indicted December 9. The 44-year-old male suspect was charged with four counts of 
bank robbery between July 12 and August 17. According to the FBI, the suspect is 
charged with robbing a Citizens Bank in Philadelphia July 12. In Abington, the suspect 
allegedly robbed three banks on Old York Road within 1 month. The suspect is charged 
with the July 19 robbery of a PNC Bank branch, 123 Old York Road, the August 12 
robbery of a FirstTrust Bank branch, 261 Old York Road, and the August 17 robbery of 
a TD Bank branch, 710 Old York Road. The FBI and Abington police sent out several 
surveillance photos of the suspect, who eventually turned himself in to police in 
Reading August 26. The suspect has an additional charge of walking away from the 
halfway house, where he had been staying. According to the FBI, the suspect left the 
house June 27 and did not return there, or to his job at a Willow Grove restaurant. If 
convicted of all charges, the suspect faces up to 85 years in prison, a fine of $1.25 

http://www.walletpop.com/2010/12/13/one-in-4-households-victim-of-white-collar-crime-report/
http://www.walletpop.com/2010/12/13/one-in-4-households-victim-of-white-collar-crime-report/
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million, 3 years of supervised release, and a special assessment of $400, the FBI said. 
Source: 
http://www.montgomerynews.com/articles/2010/12/13/glenside_news_globe_times_ch
ronicle/news/doc4d06c167ebe85682009229.txt 

12. December 13, IDG News Service – (International) Operation Payback has new 
target: Corporate fax machines. The activists behind Operation Payback have come 
up with a new way to annoy corporations that have severed their ties with WikiLeaks: 
bombard them with faxes. In online chats, group members have posted the fax numbers 
for about a half-dozen corporations and are calling volunteers to fill up the fax 
machines, using free online fax services such as MyFax.com and FaxZero.com. They 
are recommending that people use anonymizing software such as the Tor Project to 
access these sites, so that they cannot be traced by authorities. Anonymous has posted a 
list of numbers that it says are no longer responsive. One number, the Visa fax number 
listed by Yahoo Finance, was disconnected Monday afternoon. A Visa spokesman did 
not immediately have a comment on the situation, but Visa seems to be aware of the 
problem. A call center operator asked for Visa’s fax number on Monday said simply: “I 
cannot provide that information.” 
Source: 
http://www.computerworld.com/s/article/9201082/Operation_Payback_has_new_target
_Corporate_fax_machines 

13. December 12, Reuters – (International) Dutch release man accused of cyber 
attacks. A 19-year-old Dutchman arrested on December 11 over a cyber attack on the 
Web site of the public prosecution office was released December 12 after admitting 
involvement in the attack, Dutch authorities said. The man was the second teenager 
arrested in the Netherlands for cyber attacks in the past few days after police detained a 
16-year-old youth December 9 in connection with cyber attacks by WikiLeaks 
supporters. The youth, arrested in The Hague, is being held on remand. The 
prosecutor’s office said December 12 that the 19-year-old man admitted involvement in 
the so-called “denial of service” attack against the prosecutor’s Web site. He also 
confessed to being involved in cyber attacks against Mastercard, Visa and 
Moneybookers, the statement added. Cyber activists around the globe have attacked 
organizations seen as foes of WikiLeaks in retaliation for the ending of services to the 
Web site after it published thousands of secret U.S. diplomatic reports. 
Source: http://ca.reuters.com/article/technologyNews/idCATRE6BA25Y20101212 

14. December 11, Associated Press – (National) Madoff trustee sues accountants for 
$900 million. The trustee recovering money for investors who lost billions of dollars in 
Bernard Madoff’s fraud sued two accountants for $900 million, accusing them of 
assisting the convict in a $20 billion Ponzi scheme. The trustee filed the lawsuit 
December 10 against the two accountants. The trustee also named their wives, one of 
the accountant’s son, and other family members as defendants. The suit was filed hours 
after the trustee filed a civil racketeering case accusing offshore bankers of assisting the 
convict in his fraud. Taken together, the actions seem to broaden the number of 
accomplices the trustee thinks are responsible in the convict’s decades worth of fraud, 
even though the financier insisted to authorities that he acted alone. The suit seeks to 

http://www.montgomerynews.com/articles/2010/12/13/glenside_news_globe_times_chronicle/news/doc4d06c167ebe85682009229.txt
http://www.montgomerynews.com/articles/2010/12/13/glenside_news_globe_times_chronicle/news/doc4d06c167ebe85682009229.txt
http://www.computerworld.com/s/article/9201082/Operation_Payback_has_new_target_Corporate_fax_machines
http://www.computerworld.com/s/article/9201082/Operation_Payback_has_new_target_Corporate_fax_machines
http://ca.reuters.com/article/technologyNews/idCATRE6BA25Y20101212
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recover $900 million that investors allegedly gave to the convict believing he would 
invest it. The convict admitted last year the investments were a scam and most of the 
money had disappeared by late 2008. The trustee said the accountants were active 
participants in the fraud, helping funnel money into the convict’s investment funds. 
Source: http://www.miamiherald.com/2010/12/11/1969092/madoff-trustee-sues-
accountants.html 

15. December 11, BankInfoSecurity.com – (Michigan; Pennsylvania) Two banks closed 
Dec. 10. Federal and state regulators closed two banks December 10, raising the total 
number of failed institutions to 173 so far in 2010. Paramount Bank, Farmington Hills, 
Michigan, was closed by the Michigan Office of Financial and Insurance Regulation, 
which appointed the Federal Deposit Insurance Corp. (FDIC) as receiver. FDIC entered 
into a purchase and assumption agreement with Level One Bank, Farmington Hills, to 
assume all Paramount deposits. The four branches of Paramount reopened December 
13 as branches of Level One. As of September 30, Paramount had about $252.7 million 
in assets and $213.6 million in deposits. FDIC and Level One entered into a loss-share 
transaction on $233.1 million of Paramount’s assets. Level One will share in the losses 
on the asset pools covered under the loss-share agreement. FDIC estimated the cost to 
the Deposit Insurance Fund (DIF) will be $90.2 million. Earthstar Bank, Southampton, 
Pennsylvania was closed by the state’s secretary of banking, and the FDIC was 
appointed as receiver. FDIC entered into a purchase and assumption agreement with 
Polonia Bank, Huntingdon Valley, Pennsylvania, to assume all of Earthstar’s deposits, 
except for certain out-of-state certificates of deposit. As of September 30, Earthstar had 
about $112.6 million in assets and $104.5 million in deposits. Polonia also agreed to 
purchase approximately $77.1 million of the failed bank’s assets. The FDIC will retain 
most of the assets for later disposition. 
Source: http://www.bankinfosecurity.com/articles.php?art_id=3166 

[Return to top]  

Transportation Sector 

16. December 14, Homeland Security Today – (National) U.S. ferries vulnerable to 
attack, audit found. While some steps have been taken to increase the security of 
ferries in the United States, the U.S. Coast Guard should review security studies, 
reassess vehicle screening requirements, and take other actions to improve security, 
according to a federal watchdog. In its new report, Maritime Security: Ferry Security 
Measures Have Been Implemented, but Evaluating Existing Studies Could Further 
Enhance Security, Government Accountability Office (GAO) discusses U.S. Coast 
Guard (USGC) intelligence findings from April 2010. The public version of the for 
official use only GAO study said in April 2010, USCG officials reported no credible 
terrorist threats identified against ferries and their facilities during the previous year. 
This was true, even though maritime intelligence officials found terrorist groups with 
the capability of attacking ferries. GAO stated, “in April 2010, Coast Guard officials 
stated that the relative risk to ferries is increasing, as evidenced by attacks against land-
based mass transit and other targets overseas. Federal agencies — including the Coast 
Guard, the Transportation Security Administration (TSA), and Customs and Border 

http://www.miamiherald.com/2010/12/11/1969092/madoff-trustee-sues-accountants.html
http://www.miamiherald.com/2010/12/11/1969092/madoff-trustee-sues-accountants.html
http://www.bankinfosecurity.com/articles.php?art_id=3166
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Protection (CBP) — ferry operators, and law enforcement entities report that they have 
taken various actions to enhance the security of ferries and facilities and have 
implemented related laws, regulations, and guidance.” According to 2008 data, U.S. 
ferries carried more than 82 million passengers and over 25 million vehicles, making 
ferries potential targets for terrorism in the United States. Ferries have been targets of 
terrorists overseas, GAO pointed out. DHS concurred with GAO’s recommendations. 
Source: http://www.hstoday.us/content/view/15727/149/ 

17. December 14, KMGH 7 Denver – (Colorado) Fireworks in bag, Denver airport 
evacuated. A passenger trying to check a bag containing fireworks at Denver 
International Airport (DIA) in Denver, Colorado triggered a more than 2-hour 
evacuation at four airline ticket counters December 13, police said. The police bomb 
squad was called about 3 p.m., and the incident forced the delay of a British Airways 
flight to London and the evacuation of passengers and airline employees in the 
northwest terminal area, a DIA spokeswoman said. A male passenger was checking the 
fireworks-laden bag at the British Airways counter when passengers for the London 
flight were checking in, a Denver police spokesman said. A bomb squad member in a 
protective suit examined the bag and police seized the fireworks as evidence, he said. 
Firefighters also responded. The bag contained “a commercial type of fireworks that 
was particularly sensitive to movement and to shock,” the spokesman said. Passengers 
and employees were allowed to return to ticket counters for British Airways, American, 
Lufthansa and US Airways about 5:30 p.m., according to police and DIA officials. 
Source: http://www.firehouse.com/topic/fire-prevention-and-investigation/fireworks-
bag-denver-airport-evacuated 

18. December 14, Associated Press – (North Carolina) 2 NC women hit by trains, killed 
in separate cases. Police say two women have been killed after stepping onto railroad 
tracks at two locations in North Carolina. Multiple media organizations reported one 
woman was killed December 13 in Kannapolis after stepping in front of an Amtrak 
train. A police captain said the woman was behind a pawn shop and not at a traffic 
crossing. Investigators do not know if she stepped in front of the passenger train on 
purpose. Police in Raleigh say a woman was struck and killed by a Norfolk Southern 
freight train December 13. Authorities say she was apparently sitting on the tracks. 
Source: http://www.blueridgenow.com/article/20101214/APN/1012141890?tc=ar 

19. December 14, Torrance Daily Breeze – (California) 3 men killed by Amtrak 
train. Three men were struck and killed by a northbound Amtrak train in Commerce, 
California, stranding 125 passengers on board for 5 hours while investigators combed 
the incident scene for evidence December 13. Amtrak Pacific Surfliner Number 589 
was in an area where the allowable track speed was 79 mph at 8:37 p.m. when it struck 
and killed the men, according to Amtrak and Los Angeles County Sheriff’s Department 
accounts. “The conductor saw three people on the tracks and he applied the brakes,” A 
sheriff’s headquarters bureau spokesman said. “He couldn’t stop and he saw two people 
get hit. The third person was considered missing. Later they did find the third person.” 
It was not immediately clear what the three men were doing on the tracks. 
Source: http://www.dailybreeze.com/latestnews/ci_16855133 

http://www.firehouse.com/topic/fire-prevention-and-investigation/fireworks-bag-denver-airport-evacuated
http://www.firehouse.com/topic/fire-prevention-and-investigation/fireworks-bag-denver-airport-evacuated
http://www.blueridgenow.com/article/20101214/APN/1012141890?tc=ar
http://www.dailybreeze.com/latestnews/ci_16855133
http://www.hstoday.us/content/view/15727/149/
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20. December 14, KAAL 6 Austin – (Minnesota, Wisconsin) Crashes temporarily close I-
90 bridge. Several crashes on Interstate 90 near La Crosse, Wisconsin forced the 
Minnesota Department of Transportation to close eastbound traffic on the bridge over 
the Mississippi River December 14 shortly after 7 a.m. That bridge was re-opened to 
traffic around 8:30 a.m. Drivers were asked to avoid the area and cross the Mississippi 
River using the Highway 14/14/61 bridge in La Crescent, Minnesota. 
Source: http://kaaltv.com/article/stories/S1881700.shtml?cat=10219 

21. December 14, Talking Points Memo – (District of Columbia) Feds say Va. man 
threatened Metro system on Facebook. A 26-year-old Virginia man is being held in 
federal custody after he allegedly threatened to set off bombs on the Washington D.C. 
transit system. The FBI was alerted to the threats, allegedly sent on Facebook’s instant 
messaging system, by an informant before any plot was developed. The suspect was 
arrested December 7. According to federal authorities, he described how to build a pipe 
bomb and said he would place bombs on the third and fifth cars of Washington 
Metropolitan Area Transit Authority trains since those trains had the highest number of 
commuters on them. The nature of the messages the suspect allegedly sent to the FBI’s 
complainant indicates they had a close relationship. The female complainant contacted 
the FBI’s New Orleans office in late November. A special agent with the FBI’s Joint 
Terrorism Task Force, wrote in an affidavit that the Afghanistan-born suspect said he 
could put a bomb underneath a sewer head in Georgetown in Washington D.C. during 
rush hour. 
Source: 
http://tpmmuckraker.talkingpointsmemo.com/2010/12/feds_say_va_man_threatened_m
etro_system_on_faceboo.php 

22. December 14, WBEN 930 AM Buffalo – (New York) Passengers evacuated from 
burning metro bus. The 19 passengers and the driver of a Niagara Frontier 
Transportation Authority (NFTA) bus are OK after the bus caught fire while traveling 
northbound in Grand Island, New York December 13. The fire broke out just before 10 
a.m. No cause has been determined. Everyone got out safely according to an NFTA 
spokesman and the passengers were transferred to another bus dispatched to the scene. 
Source: http://www.wben.com/Passengers-Evacuated-from-Burning-Metro-
Bus/8767621 

23. December 13, USA TODAY – (National) Freeze extends beyond Midwest. A blast of 
Arctic air — which brought blizzard conditions to the Midwest over the weekend, 
collapsed the roof of the Metrodome in Minneapolis and forced hundreds of flight 
cancellations — was sweeping down the Eastern seaboard December 13. The blast is 
forecast to drop temperatures below freezing as far south as Florida, where the 
governor declared a state of emergency for citrus growers, and cause flight delays in 
the Northeast after wreaking havoc on travel in the upper Midwest. “The really big 
story is the winter weather in the Midwest,” said a spokesman for Delta Air Lines. “We 
have restarted operations in Minneapolis. As the storm goes through, we are restarting 
operations at other airports. We’ll reaccommodate passengers as quickly as we can.” 
Nearly 1,500 flights were canceled at Chicago’s O’Hare and Midway airports, said a 
spokeswoman for the Chicago Department of Aviation. There were delays at several 

http://kaaltv.com/article/stories/S1881700.shtml?cat=10219
http://tpmmuckraker.talkingpointsmemo.com/2010/12/feds_say_va_man_threatened_metro_system_on_faceboo.php
http://tpmmuckraker.talkingpointsmemo.com/2010/12/feds_say_va_man_threatened_metro_system_on_faceboo.php
http://www.wben.com/Passengers-Evacuated-from-Burning-Metro-Bus/8767621
http://www.wben.com/Passengers-Evacuated-from-Burning-Metro-Bus/8767621
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airports in the East, including Atlanta, Boston, and Newark. High winds and mounds of 
snow closed roads in several states. At least four weather-related deaths were reported 
Sunday — two in Wisconsin and one each in Minnesota and Indiana. 
Source: http://www.usatoday.com/weather/forecast/2010-12-13-
winterweather13_ST_N.htm 

For another story, see item 3  
 
[Return to top]  

Postal and Shipping Sector 
 

Nothing to report 
 
[Return to top]  

Agriculture and Food Sector 

24. December 14, Bloomberg – (Florida) Florida orange crop to avoid ‘killer’ overnight 
freeze. Florida’s orange crop, the largest in the United States., may be spared a “killer” 
overnight frost, with temperatures at 4 a.m. December 14 close to freezing, said a 
senior meteorologist at British Weather Services. Temperatures near Orlando, Florida, 
were about minus 1 degree Celsius (30 degrees Fahrenheit), while Tampa was at 1.3 
degrees Celsius, he said by phone. Any damage to the orange crop may be “at the 
bottom end of the scale,” he said. Orange-juice futures rose to the highest since May 
2007 in New York December 13 after Florida declared a state of emergency amid 
severe cold and the prospects of crop damage. Florida’s governor said “extreme 
temperatures” threatened the state with a “major disaster.” The fruit can be damaged 
when temperatures fall below 28 degrees Fahrenheit for several hours, according to 
AccuWeather Inc. Some areas of Florida may be subject to freezes through December 
15, the governor said in a statement December 10, citing National Weather Service 
forecasts. 
Source: http://www.sfgate.com/cgi-bin/article.cgi?f=/g/a/2010/12/14/bloomberg1376-
LDEVG36K50XU01-0O2FH7KLUH20JPTBH7VH63OK73.DTL 

25. December 14, Food Safety News – (North Carolina; California; National) Walnut 
recall expanded nationwide. Another company is recalling products containing 
walnuts supplied by Atlas Walnuts of Visalia, California, because they may contain 
Salmonella. In a news release, Tropical Nut & Fruit of Charlotte, North Carolina, said 
it was recalling all its products containing walnuts supplied by Atlas Walnuts and 
distributed nationwide to retail stores, manufacturers, and other distributors. Earlier in 
December, Mojave Foods Corporation recalled 60 packages of El Guapo Shelled 
Walnut, supplied by Atlas Walnuts and distributed only in retail stores in Southern 
California. Atlas Walnuts said it recalled its product after one of it customers reported a 
positive result for Salmonella. The company said it conducted additional Salmonella 
tests on the same product lot and those results were negative, according to an 
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announcement December 13 from Tropical Nut & Fruit. 
Source: http://www.foodsafetynews.com/2010/12/walnut-recall-expands-nationwide/ 

26. December 13, Lehigh Valley Express-Times – (Pennsylvania) Giant Food Stores sues 
contractor over carbon monoxide poisoning. The construction company hired to 
renovate the Forks Township, Pennsylvania, Giant, not the supermarket chain, is 
responsible for the carbon monoxide poisoning that sickened 11 people earlier this 
year, according to court papers the supermarket’s attorney filed December 13. A Forks 
Township resident in October filed a lawsuit against Giant Food Stores LLC, alleging 
she and her two children suffered carbon monoxide poisoning March 15 while 
shopping in the store off Sullivan Trail. The lawsuit filed on her behalf by an attorney 
accused Giant of negligence by failing to properly monitor the subcontractor, Diplomat 
Demolition. Giant contracted with Delaware County-based Target Building 
Construction to build the 12,700-square-foot expansion. In turn, Target hired Diplomat 
Demolition to work on the project, according to court papers. Target failed to “properly 
supervise, inspect and/or monitor” its employees or representatives and failed to notify 
the grocery store of the dangerous carbon monoxide levels caused by Diplomat 
Demolition, Giant’s court filing says. Emergency personnel evacuated the grocery store 
after carbon monoxide gas reached dangerous levels due to the use of a propane-
powered tile cutter in a confined area inside the store. Fire officials compared using the 
tile cutter to running a car inside a closed garage. 
Source: 
http://www.lehighvalleylive.com/easton/index.ssf/2010/12/giant_food_stores_sues_con
trac.html 

27. December 12, Associated Press – (National) Southern farmers struggle with drought 
in U.S. Farmers across the South in the United States are contending with abnormally 
dry weather and a drought that began the spring of 2010. Crops in dry fields then baked 
during stretches of record-setting summer heat that scorched peanut fields, stressed 
cotton plants, and stunted citrus fruit. The U.S. Department of Agriculture (USDA) has 
declared disasters in parts of 16 states, with some of the driest spots in Texas, 
Louisiana, Arkansas, Alabama, Georgia, and Florida. The dry spell will likely continue 
in Georgia. A University of Georgia professor, the state’s climatologist, said dry 
conditions are common after a wet winter like last year’s that was caused by the El 
Nino weather pattern. Three-quarters of Alabama’s land is either abnormally dry or in a 
drought. Conditions are worst in east-central Alabama near the Georgia line, where 
some areas are about 10 inches below normal for the year after going without rain for 
more than 2 months during the crucial late-summer growing season. Abnormally dry 
conditions in North Carolina have covered much of the state since April, with 18 
counties in the west and central regions still experiencing a moderate drought. 
Source: http://www.huffingtonpost.com/2010/12/13/farmers-across-the-south-
_n_795881.html 

28. December 12, Washington Post – (National) Invasive insects are growing threat to 
trees, forests. Emerald ash borers — named for their habit of drilling through bark — 
have crawled into 15 states in the United States and two Canadian provinces since 
surfacing near Detroit, Michigan in 2002, arriving in Tennessee this summer. In 

http://www.foodsafetynews.com/2010/12/walnut-recall-expands-nationwide/
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http://www.huffingtonpost.com/2010/12/13/farmers-across-the-south-_n_795881.html
http://www.huffingtonpost.com/2010/12/13/farmers-across-the-south-_n_795881.html
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response, the U.S. Department of Agriculture and state natural resources departments 
have rolled out campaigns urging the public to look out for the bug and to use only 
local sources of firewood. From 1860 to 2006, at least 455 tree-loving insect species 
arrived on American shores, as did 16 damaging tree diseases, said the authors of a 
report in the December issue of the journal BioScience. Despite regulations designed to 
stymie the six-legged hoard, two to three new invasive insect species set up shop in the 
United States each year. In 2009, the National Center for Ecological Analysis and 
Synthesis, which is funded by the National Science Foundation, predicted the emerald 
ash borer will cost government agencies $10 billion to $20 billion over the next decade. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/12/12/AR2010121202126.html 

[Return to top]  

Water Sector 

29. December 14, Powhatan Today – (Virginia) Water main break on U.S. 60 in 
Powhatan. About 40 customers of Powhatan’s Flat Rock Area Water System in 
Virgina are expected to be without drinking water for at least 24 hours December 14 
after a water main broke overnight. The director of utilities and general services said 
the break occurred near Frisbee’s Restaurant on U.S. 60. It has not yet been determined 
what caused the break. He said county personnel were alerted to the problem by an 
alarm on the water tower and at the booster station, and were on scene by 5 a.m. The 
county hopes to have repairs completed by the end of December 14, but said it will 
likely be 24 hours before customers have drinkable water. Once repairs are made, the 
waterlines will have to be flushed and tested for bacteria, he said. Flat Rock Elementary 
School and Powhatan High School are closed as a result of the break. Most of the water 
that escaped from the broken pipe went into a nearby stream. Some went onto U.S. 60, 
and the Virginia Department of Transportation has already put sand down on the ice 
that formed on the roadway. 
Source: http://www.powhatantoday.com/index.php/news/article/water-main-break-in-
powhatan-leaves-customers-without-water/24713/ 

30. December 14, Associated Press – (Iowa) Iowa officials: Wapello wastewater got into 
river. Iowa State officials said about 88,000 gallons of untreated wastewater got into 
the Iowa River in Louisa County after a Wapello pump station failed. The Department 
of Natural Resources (DNR) said city workers discovered the problem December 13. 
They soon set up a bypass to allow for repairs. After that work was completed, city 
staffers removed the bypass so wastewater could resume flowing to the treatment plant. 
DNR said a second pump at the station had been removed for repairs about 2 weeks 
ago. 
Source: http://www.kwqc.com/Global/story.asp?S=13668457 

31. December 13, Water Technology Online – (National) Researcher develops highly-
sensitive fluoride sensor. A Florida State University researcher has developed a new 
method for detecting dangerous levels of fluoride in drinking water, according to a 
press release. Working with a team of graduate students and postdoctoral researchers, 
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he developed a molecular sensor that changes color when a sample containing fluoride 
is added to it. The sensor utilizes a compound called naphthalene diimide, which 
interacts with fluoride ions in a uniquely colorful way. The sensor has a remarkable 
“nanomolar” sensitivity for fluoride, meaning it can detect about one ten-thousandth of 
a milligram of fluoride in a liter of water. 
Source: http://watertechonline.com/news.asp?N_ID=75485 

32. December 13, CNN – (New York) New York governor pauses ‘fracking’. The New 
York governor has signed an executive order halting the controversial natural gas 
drilling process called hydraulic fracturing until July 1. The process — also known as 
“fracking” — has come under scrutiny because of its alleged harmful effects on 
underground drinking water and the environment — although industry leaders have 
insisted it’s safe. The governor’s order — which was signed December 11 — prohibits 
horizontal hydraulic fracturing in New York until the state Department of 
Environmental Conservation completes a comprehensive review. 
Source: http://www.cnn.com/2010/US/12/13/new.york.fracking.moratorium/ 

33. December 9, Omaha World-Herald News Service – (Iowa) Company fined for 
pollution. A district court judge has assessed a $225,000 civil penalty against OSI 
Industries LLC for wastewater and air pollution control violations at OSI’s cooked 
meat production facility near Oakland, Iowa. In the decree issued December 8, the 4th 
district court judge also enjoined OSI from further violations. In a petition filed in 
Pottawattamie County District Court, the attorney general alleged OSI has since 2007 
frequently discharged wastewater into an unnamed tributary of the West Nishnabotna 
River. The petition also alleged OSI failed to apply for 26 air quality construction 
permits for equipment installed since 1995. OSI submitted after-the-fact construction 
permit applications. 
Source: http://www.omaha.com/article/20101209/MONEY/712109916 

[Return to top]  

Public Health and Healthcare Sector 

34. December 14, CBS 21 Harrisburg – (Pennsylvania) Explosion puts 70 out of 
homes. Nearly 70 people living in a Lebanon County assistance facility are out of their 
homes after an explosion. It happened December 13 at the American House Personal 
Care Home in Lebanon, Pennsylvania. Fire officials told CBS 21 news a heating unit 
exploded in the basement of the facility. 
Source: http://www.whptv.com/news/local/story/Explosion-puts-70-out-of-
homes/apzly68yQk2SLzFDeboekw.cspx 

35. December 13, Associated Press – (Maryland) Health care programs still vulnerable 
to fraud. An audit of programs that provide health care benefits to low-income 
Maryland residents shows that not enough has been done to control costs and prevent 
fraud. The review by the office of legislative audits of the medical care programs 
administration comes 2 years after a former state worker pleaded guilty to stealing 
almost $1.8 million from the kidney disease program. Auditors reviewed from 
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September 2005 to June 2009 and found the programs did not fully correct procedures. 
The medical care programs administration spent about $6.8 billion on behalf of about 
881,000 people in fiscal 2010. The deputy secretary of health and mental hygiene for 
health care said some changes have been more and more are coming. 
Source: http://www.necn.com/12/13/10/Health-care-programs-still-vulnerable-
to/landing_nation.html?&blockID=3&apID=87c6c9a4a1fe433c8561b9fd44afff54 

36. December 13, Associated Press – (Maryland) Narcotics stolen in well-planned 
robbery. Police in Baltimore, Maryland, said a pharmaceutical delivery driver was 
abducted and narcotics were stolen from his truck in a well-planned and unusual 
robbery December 13. A police spokesman said three people, including one armed with 
a handgun, approached the driver outside a pharmacy in west Baltimore. He said the 
robbers locked the driver in the back of the truck and drove less than 2 miles to a spot 
near Interstate 95 in south Baltimore. There, they unloaded 87 crates of narcotics into a 
private vehicle and drove off, leaving the driver, who called 911 and was found 
unharmed. Police are working with the Drug Enforcement Administration and the FBI 
to investigate the case. Investigators believe the robbers likely knew what was in the 
truck or what was being delivered to the pharmacy. 
Source: http://www.newsok.com/narcotics-stolen-in-well-planned-
robbery/article/feed/226493?custom_click=pod_headline_asia 

37. December 13, Associated Press – (National) Walgreen warns customers that its e-
mail database has been breached. Walgreen Co. said a list of customers’ e-mail 
addresses has been breached and spam may have been sent out directing customers to 
enter personal data into outside Web sites. The company notified customers December 
10 their e-mail had been compromised, but said no other personal information was at 
risk. Walgreen warned consumers to be aware of potential e-mail scams that ask for 
personal information. It reminded customers that Walgreen will not send e-mails asking 
for credit card, Social Security, or other personal identification information. The 
company would not disclose the number of customers affected. “We want to assure you 
that the only information that was obtained was your e-mail address,” the company 
said, in an e-mail statement to customers. “Your prescription information, account and 
any other personally identifiable information were not at risk because such data is not 
contained in the e-mail system, and no access was gained to Walgreens consumer data 
systems.” 
Source: http://www.latimes.com/business/nationworld/wire/sns-ap-us-walgreen-data-
breach,0,7808388.story 

[Return to top]  

Government Facilities Sector 

38. December 14, Denver Post – (Colorado) Colorado’s state computer systems 
fail. Colorado’s computer systems are at “high risk” of online attack, and a firm hired 
to secretly hack into agencies’ systems easily gained access to thousands of documents 
containing Coloradans’ sensitive personal information, an audit released December 13 
revealed. The audit, conducted from February through November, found that 12 of 20 
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agencies had failed to submit plans outlining their computer system security measures 
to the state’s office of cyber security as required by law. And while there had been 43 
cyber-security incidents reported to the office since 2006, auditors thought the number 
was higher, noting that some known incidents had not been reported. Most alarming to 
lawmakers on the legislative audit committee was the result of a “covert” test by a 
private security firm on state agencies. 
Source: http://www.denverpost.com/technology/ci_16852217 

39. December 13, Computerworld – (National) Hackers could use leaked Gawker info to 
attack government workers. Passwords used by people employed by U.S. federal, 
state, and local governments were among those disclosed by the Gawker hack 
December 11 and 12, according to a report by PBS NewsHour December 13. If the 
passwords published online by the Gnosis hacker group were also used by those people 
for their work e-mail accounts, the passwords could be used in future targeted attacks 
against government employees to plant malware or steal other information. PBS 
NewsHour identified a subset of the 1.3 million accounts accessed in the Gawker hack 
that included an unknown number of accounts with the .gov domain, including ones 
from the Department of Defense, NASA, National Institute of Health, and the U.S. 
Postal Inspection Service. Employees at agencies in several states, ranging from Idaho 
to Virginia, were also among those whose addresses and passwords were harvested. 
Gnosis’ list of compromised e-mail addresses and passwords has been published on the 
Internet, and is readily available to anyone, other hackers included, via a BitTorrent 
download. 
Source: 
http://www.computerworld.com/s/article/9201078/Hackers_could_use_leaked_Gawker
_info_to_attack_government_workers 

40. December 13, eSecurity Planet – (Wisconsin) University of Wisconsin warns of 
major data breach. Tens of thousands of former University of Wisconsin students and 
staff members the week of December 13 continued to receive advisory letters from the 
university, warning them that hackers managed to break into a database containing their 
Social Security numbers and other sensitive information. It appears the hackers had 
unbridled access to the database for more than 2 years, putting at least 60,000 former 
students and employees at risk. School officials first began notifying affected 
individuals November 30, almost 1 month after the breach was first detected. 
According to University of Wisconsin officials, the data breach was discovered in late 
October, when the Wisconsin Union, which administers the campus ID card program, 
noticed that a database was repeatedly accessed going back as far as January 2008. A 
compromised file in the database included Social Security numbers associated with 
individual photo IDs and names. 
Source: http://www.esecurityplanet.com/news/article.php/3916921/article.htm 

41. December 13, KKTV 11 Colorado Springs – (Colorado) Gas leak forces evacuation of 
Peterson AFB commissary. A gas leak at Peterson Air Force Base in Colorado 
Springs, Colorado, forced the evacuation of patrons at the BX/commissary complex 
December 13. Ten people were evaluated and released by medical responders around 
2:40 p.m. The scene was cleared at approximately 3:20 p.m. and business was back to 
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normal. The 21st Civil Engineer Squadron isolated and contained the leak and is 
working to repair the problem. In the interim, the heating, ventilating, and air 
conditioning was disabled to prevent distribution of the gas. “Our base responders are 
equipped to handle these types of incidents, and their quick response resulted in the 
safe evacuation of the BX and commissary as well as the isolation of the problem,” said 
a colonel and 21st Space Wing commander. 
Source: 
http://www.kktv.com/home/headlines/Peterson_Air_Force_Base_Commissary_Evacuat
ed_Due_To_Gas_Leak_111817669.html 

42. December 13, WBNS 10 Columbus – (Ohio) Man arrested over alleged threats to 
shoot Kenyon College students. A Knox County, Ohio, man was arrested the weekend 
of December 11 and 12 after allegedly threatening to shoot students at Kenyon College 
in Gambier, Ohio. The suspect faces charges of inducing panic, deputies said December 
13. According to the Knox County Sheriff’s Office, Kenyon College safety officers 
notified deputies of a conversation the man had in a Gambier bar December 11. In that 
conversation, the suspect allegedly said he was going to shoot students at the college so 
police would shoot him. “It was reported to our campus safety office who then reported 
it to the sheriff’s office,” a Kenyon spokesman said. “We are on heightened alert now. 
Our residence halls are locked.” The college has also increased the number of safety 
officers patrolling campus. The suspect said it was all a mistake, but the Knox County 
sheriff and college officials do not agree. He was taken into custody later that same 
night without incident at his home in Gambier. Deputies said a semi-automatic rifle and 
four, 30-round magazines for the weapon were found at the man’s home, but no 
ammunition for the gun was found. The man was released on bail December 13. 
Source: http://www.10tv.com/live/content/local/stories/2010/12/13/story-gambier-man-
arrested-kenyon-college-threats.html 

43. December 10, GovernmentExecutive.com – (National) Threats of violence against 
IRS employees persist. Assaults, bomb threats, and intimidation continue among the 
impediments faced by Internal Revenue Service (IRS) employees in carrying out their 
duties, according to the latest semiannual report released December 8 to Congress from 
the Treasury Inspector General for Tax Administration. As part of its statutory mission, 
the Treasury IG investigates threats and attacks against IRS employees, property and 
data infrastructure, and the report, which covers the period April through September 
2010, said employees contend with “increasing threats,” attributing some of the new 
dangers to the Internet. The IG’s Office of Investigations “has continued to 
aggressively pursue those who threaten the safety and security of IRS personnel, data 
and facilities, or who otherwise attempt to corruptly impact the integrity of the IRS and 
the federal system of tax administration,” the report said. The report comes during a 
political climate of rising hostility toward federal taxation and nine months after an IRS 
employee died when a tax protester flew a small aircraft into a federal building in 
Austin, Texas. 
Source: http://www.govexec.com/dailyfed/1210/121010cc1.htm 

For another story, see item 48  
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[Return to top]  

Emergency Services Sector 

44. December 14, Atlanta Journal-Constitution – (Georgia) At least 4 Ga. jails on 
lockdown during inmate protest. At least four Georgia prisons were locked down 
December 13 for the fifth day as inmates continued a work stoppage they organized 
using cell phones bought from guards, an inmate advocate said. A department of 
corrections spokeswoman said there had been no “major incidents or issues” reported at 
the four prisons on lockdown or at any of the state’s other 26 facilities. But advocates 
and inmates’ relatives said heat and hot water were turned off at some prisons and there 
had been some physical confrontations between prisoners and guards. Corrections 
officials said the prisons on lockdown are Hays State Prison in Trion, Macon State 
Prison in Oglethorpe, Telfair State Prison in Helena, and Smith State Prison in 
Glennville. Advocates said inmates had also shut down all activity, at times, at 
Augusta, Baldwin, Calhoun, Hancock, Hays, Macon, Rogers, Smith, Telfair, Valdosta, 
and Ware state prisons. The 30 prisons statewide house almost 53,000 men and women. 
A prisoner advocate said the inmates are protesting the lack of fruits and vegetables in 
their meals, no pay for their work, poor living conditions, and parole decisions. 
Source: http://www.correctionsone.com/contraband/articles/3058157-At-least-4-Ga-
jails-on-lockdown-during-inmate-protest/ 

45. December 13, Austin American-Statesman – (Texas) FBI clears police crime lab in 
audit. An audit completed by the FBI found no deficiencies in the Austin, Texas Police 
Department’s DNA crime lab, according to report published in December. The FBI was 
investigating the crime lab after a complaint was filed in February by a former DNA 
analyst. He claimed that there was a hostile work environment, errors in casework, and 
favorable treatment of one employee by the lab supervisor. After the allegations were 
publicly disclosed in July, Travis County prosecutors said they would seek an outside 
review of the lab. In October, a joint review by the Texas Department of Public Safety 
and the Texas Rangers cleared the lab of the allegations. The FBI said its objectives 
were to determine if the Austin crime lab complied with National DNA Index System 
participation requirements, met FBI quality assurance standards, and kept forensic 
complete and accurate profiles in nationally-shared databases. In their conclusion, the 
FBI said four profiles were questionable, but no recommendations were made. The 
report did not identify the profiles. 
Source: http://www.statesman.com/blogs/content/shared-
gen/blogs/austin/cityhall/entries/2010/12/13/an_audit_report_completed_by.html 

46. December 10, WPVI 6 Philadelphia – (Pennsylvania) Cell phone glitch hits Phila. 911 
center. The Philadelphia, Pennsylvania 911 center experienced problems with people 
trying to call the emergency service with their cell phone December 10. 911 
Dispatchers had trouble hearing incoming calls from cell phones. Philadelphia police 
tried to determine the cause of the problem. When the dispatchers have trouble hearing 
the voice of a caller, police said they immediately called that cell phone back to make 
sure the caller received the needed service. 
Source: http://abclocal.go.com/wpvi/story?section=news/local&id=7835912 
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Information Technology Sector 

47. December 14, H Security – (International) Google issues security update for Chrome 
8. Google has released version 8.0.552.224 of Chrome for Windows, Mac OS X, and 
Linux into its Stable and Beta channels. The security update addresses a total of five 
vulnerabilities in the WebKit-based browser, two of which are rated as “High” priority. 
One of the high risk issues affects only 64-bit versions of Linux, while the other relates 
to stale pointers in cursor handling. Other issues include browser crashes due to bad 
extensions, CSS parsing problems, and a NULL pointer issue in web worker handling. 
Further details of the vulnerabilities are being withheld until “a majority of users are 
up-to-date with the fix”. 
Source: http://www.h-online.com/security/news/item/Google-issues-security-update-
for-Chrome-8-1152553.html 

48. December 14, Computerworld – (International) Gawker hack analysis reveals weak 
passwords. Gawker, which operates several popular technology sites, including 
Gizmodo and Lifehacker, confirmed December 12 that its servers had been hacked, and 
that hundreds of thousands of registered users’ e-mail addresses, usernames, and 
passwords had been accessed. A group calling itself “Gnosis” claimed credit for the 
attack and said it had pilfered more than 1.3 million accounts. The most common 
passwords were uncovered by Duo Security, an Ann Arbor, Michigan-based two-factor 
authentication provider, after running John the Ripper (JtR), a password hash cracking 
tool, on the list of Gawker user passwords posted on the Web over the weekend. Using 
an eight-core Xeon-powered system, Duo Security brute-forced 400,000 password 
hashes of the 1.3 million stolen from Gawker, cracking the first 200,000 in under an 
hour. The director of security operations at nCircle Security, said December 13 it was a 
sure bet that hackers would utilize the Gawker information, because many people reuse 
the same password for most of their e-mail and online accounts. He was commenting 
on the news that some e-mail addresses revealed in the Gawker hack belonged to 
employees of federal, state, and local governments, and that hackers would use the 
information in targeted attacks to gain access to agency networks. Duo provided a 
clearer idea of the scope of the threat to governments, pointing out that 15 of the 
accounts for which it had cracked password encryption belonged to people working at 
NASA, 9 were assigned to users employed by Congress, and 6 belonged to employees 
of the Department of Homeland Security. 
Source: 
http://www.computerworld.com/s/article/9201139/Gawker_hack_analysis_reveals_wea
k_passwords 

49. December 14, Softpedia – (International) New information stealing trojan hijacks 
shortcuts. Security researchers warn about a new information stealing trojan which 
hijacks file shortcuts in order to ensure its execution after reboot, instead of adding 
registry entries. According to malware analysts from German antivirus vendor Avira, 
upon execution, the trojan searches for .lnk (shortcut) files on the desktop and in a 
predefined set of folders. It reads the target of those shortcuts and renames the files to 

http://www.h-online.com/security/news/item/Google-issues-security-update-for-Chrome-8-1152553.html
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click_[original_name].exe. It then creates copies of itself with the original names in the 
same locations in order to be executed when users click on the shortcuts. The copies 
contain instructions to run the renamed files after being executed themselves, in order 
to cover up the hijacking. Once running in memory, the trojan monitors browsing 
sessions for login attempts on a list of hardcoded websites, including PayPal, Google, 
YouTube, Yahoo!, and MSN. Some Chinese sites like youku.com, tudou.com, 
sogou.com, or soho.com are also targeted, possibly suggesting this threat’s origin. 
Furthermore, the login information captured by the trojan is sent to a website hosted on 
a server in China. 
Source: http://news.softpedia.com/news/New-Information-Stealing-Trojan-Hijacks-
Shortcuts-172426.shtml 

50. December 14, Help Net Security – (International) Hacktivism and social engineering 
emerge as top threats. Hacktivism and more profit-oriented malware, social 
engineering, and malicious codes with the ability to adapt to avoid detection will be the 
main threats in the coming year, according to PandaLabs. There will also be an increase 
in the threats to Mac users, new efforts to attack 64-bit systems and zero-day exploits. 
The major security trends of 2011 are: malware creation, cyber war, cyber-protests, 
social engineering, BlackHat SEO attacks, Windows 7 influencing malware 
development, mobile phones, Mac, HTML5, and highly dynamic and encrypted threats. 
Source: http://www.net-security.org/secworld.php?id=10311 

51. December 13, V3.co.uk – (International) RealPlayer receives big security fix. Real 
Networks has issued a security update for its RealPlayer media tool. The company said 
that users who update to the latest versions of the Windows, MacOS X, and Linux 
versions of RealPlayer will be protected from the 27 reported flaws. Real Networks 
said that none of the vulnerabilities has been reported as being actively targeted for 
exploits in the wild. Among the 27 vulnerabilities addressed in the patch are flaws 
which, if exploited, could allow an attacker to remotely install and execute code on a 
targeted system. The company said that users can protect against all of the 
vulnerabilities by upgrading to the latest version of the software. 
Source: http://www.v3.co.uk/v3/news/2273910/real-player-security-update 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

52. December 13, New Jersey Office of the Attorney General – (New Jersey; National) 
Union County man pleads guilty to stealing valuable internet domain name. The 

http://news.softpedia.com/news/New-Information-Stealing-Trojan-Hijacks-Shortcuts-172426.shtml
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New Jersey Attorney and Criminal Justice Director announced that a Union County 
man pleaded guilty today to stealing a company’s Internet domain name and selling it 
over eBay for more than $110,000 to an unsuspecting buyer. This is the first known 
conviction for a domain name theft. According to the Director, the convict, 26, of 
Union Township, pleaded guilty to theft by unlawful taking, theft by deception, and 
computer theft, all in the second degree, before a Superior Court judge in Union 
County. The charges were contained in a November 16, 2009 state grand jury 
indictment. The convict was arrested on July 30, 2009 by members of the New Jersey 
State Police Cyber Crimes Unit as a result of a State Police investigation into the theft 
of P2P.com, an Internet domain name. On that same date, troopers executed a search 
warrant at the convict’s residence and seized a large volume of business and computer 
records relevant to the domain name theft. 
Source: http://www.nj.gov/oag/newsreleases10/pr20101213a.html 

[Return to top]  

Commercial Facilities Sector 

53. December 14, WDIV 4 Detroit – (Michigan) Dozens of apartments destroyed in 
fire. A firefighter and resident were rushed to the hospital December 13 after a fire 
destroyed 40 apartments in a Westland, Michigan apartment complex. The fire 
destroyed four buildings in the Waynewood Apartment Complex on North Wayne 
Road near Warren Road. Fire officials told Local 4 the fire started at about 6:30 p.m., 
spread quickly and burned for more than 5 hours. Residents said the fire quickly ripped 
through the complex. Freezing temperatures and high winds made it difficult for 
firefighters to fight the blaze, officials said. One firefighter and one resident were taken 
to the hospital with injuries. Fire officials said they believe the fire was started in a 
lower level apartment, but they will begin their investigation December 14. 
Source: http://www.clickondetroit.com/news/26123838/detail.html 

54. December 13, KFOX 14 El Paso – (New Mexico) Cloudcroft residents devastated by 
massive fire. Fire broke out in Cloudcroft, New Mexico, destroying two buildings and 
six businesses in the heart of the small town. Smoke and flames rose from the buildings 
on Burro Street starting around 4 a.m. December 13. The two buildings on fire where 
The Copper Butterfly and the Pine Stump Mall. By mid-morning, all firefighters could 
do was make sure the already damaging fire did not spread. “We know we lost six 
businesses. Put about 25 or 30 people out of a job. No telling the inventory loss to all of 
these businesses,” said the Cloudcroft Mayor. No one was injured, but many were 
concerned the fire could hurt the town’s fragile economy. 
Source: http://www.kfoxtv.com/news/26116754/detail.html 

55. December 13, Ozarks First – (Missouri) Police: strip mall evacuation was attempted 
arson, insurance fraud. The owners of “The Bristo” in Joplin, Missouri, and an 
acquaintance have been charged with attempted 2nd degree arson. Investigators say the 
December 10 incident was an attempt to set the business on fire and collect insurance 
money. A news release issued December 13 by the Joplin Police Department said the 
three are each charged in Newton County. Businesses at 32nd and Connecticut were 

http://www.clickondetroit.com/news/26123838/detail.html
http://www.kfoxtv.com/news/26116754/detail.html
http://www.nj.gov/oag/newsreleases10/pr20101213a.html
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evacuated around 9:30 a.m. December 10. That is when someone from Bistro called in 
a gas leak. Firefighters responded to the scene and discovered gas had leaked into the 
attic of the complex. Officials had the utilities at the strip mall shut off and were trying 
to air-out the complex. 
Source: http://ozarksfirst.com/fulltext?nxd_id=370746 

56. December 13, Portland Forecaster – (Maine) Acid illegally dumped in West 
Falmouth, 2 hospitalized after exposure. Two public works employees in Falmouth, 
Maine, were taken to the hospital after being exposed to muriatic acid dumped illegally 
behind the West Falmouth shopping center at about 10:30 a.m. December 13. The acid, 
which is highly corrosive and used in masonry cleaning, leaked out of a large recycling 
bin behind the plaza building and the two employees, who were cleaning up around the 
bin, breathed in the fumes. The town employees, a man and a woman, were treated for 
respiratory issues and released later the same day. Less than 1 gallon of the substance 
leaked out and there was no damage to the property. Falmouth Fire and Rescue and 
hazmat teams from the Portland were called in to help with the cleanup, which took 
more than 4 hours, he said. 
Source: http://www.theforecaster.net/content/n-falacidspill-121610 

For another story, see item 1  
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National Monuments and Icons Sector 

57. December 13, Orlando Sentinel – (Florida) Fire destroys building at historic citrus 
complex. A fire December 13 destroyed one of the buildings that is part of the Strawn 
Historic Citrus Packing House District in rural DeLeon Springs, Florida. Although no 
one was seen on the property, the owner told investigators that transients have sought 
shelter there and memorabilia has been stolen, the division chief for Volusia County 
Fire Services said. There is no electricity to the site, which is fenced with barbed wire 
and has gates that were padlocked, he said. The State Fire Marshal’s office is 
investigating the cause of the blaze. The fire department received a call about the fire at 
6:55 a.m. from a driver who was passing by. The buildings on the 8-acre site on Lake 
Winona Road are vacant. Twenty firefighters responded, bringing water to the remote 
area, and put the blaze out by 7:27 a.m., authorities said. The citrus complex was 
placed on the National Register of Historic Places in September 1993. 
Source: http://www.orlandosentinel.com/news/local/volusia/os-fire-historic-strawn-
citrus-house-20101213,0,736976.story 

For another story, see item 1  
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Dams Sector 
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58. December 13, Kent Reporter – (Washington) Army Corps remains on levee watch; 
Hanson Dam reservoir has adequate storage for floodwaters. The U.S. Army Corps 
of Engineers continues to watch levees around western Washington and has deployed 
six flood fight teams for river observation and conducting emergency operations as 
rivers continue to rise across western Washington. Currently Howard Hanson Dam is 
retaining water to keep flows at Auburn at or below 9,000 cubic feet per second (cfs), 
the trigger flow rate for a flood warning. Flows were expected to drop below the 9,000 
cfs trigger flow at or around 1 p.m. December 13. The reservoir is nearly empty and 
capable of storing the forecast inflow amounts should additional storage be needed to 
keep downstream flows below flood stage. As coordinated with local officials, the 
Corps is sending levee walkers out along the Green River levees for a real-time 
assessment of levee conditions, although no problems are expected at this rate of flow, 
which is 3,000 cfs below the flood level on the lower Green River. 
Source: http://www.pnwlocalnews.com/south_king/ken/news/111792114.html 

59. December 13, Sacramento Business Journal – (California) Crews begin new levee 
construction in West Sacramento. To reduce the flood risk for West Sacramento, the 
U.S. Army Corps of Engineers on December 13 began building a setback levee near the 
intersection of Jefferson Boulevard and South River Road. Under a $3.8 million 
contract awarded in August, Yerba Buena Engineering and Construction Inc. of San 
Francisco will construct a 15-foot-high, 2,200-foot-long setback levee with a 75-foot-
deep “cutoff wall” meant to reduce seepage. The new levee will be built 250 feet 
behind the existing levee, and will widen the river channel so it can hold more water 
during a storm or flood. The existing levee will be reduced once the new levee is built. 
Certain sections will be left intact to protect mature trees. The project is part of a larger 
joint effort between the Corps and the Central Valley Flood Protection Board to 
strengthen levees along the Sacramento River and its tributaries. Construction is 
expected to continue through November. Related detours of South River Road are 
expected to occur between mid-April and early November. 
Source: http://www.bizjournals.com/sacramento/news/2010/12/13/crews-begin-new-
levee-construction-in.html 
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