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• According to Associated Press, dozens of motorists were trapped in vehicles for up to 12 
hours after a heavy snowstorm closed a major highway in LaPorte, Indiana. (See item 22) 

• CNN reports heavy rains triggered mudslides in Washington State December 12 that shut 
down passenger and freight trains between Portland and Seattle, and Seattle and Canada. 
(See item 23) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. December 13, Detroit News – (Michigan) Deep freeze causes accidents, closes 
schools, leaves thousands powerless. A dangerously cold weather system moving 
through Michigan closed hundreds of schools, knocked out power to tens of thousands 
and caused slick roads December 13 as temperatures remained in the low teens. A 
powerful storm pounded the Midwest over the weekend of December 11 and 12, 
dumping as much as 7 inches of snow in the northern suburbs of Michigan, a 
meteorologist stated. About 68,000 DTE Energy customers lost power because of the 
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storm December 12, and 27,000 still were without service December 13, the utility 
reported. Consumers Energy, which serves Michigan’s rural and outlying areas, 
reported more than 24,000 outages. 
Source: http://www.detnews.com/article/20101213/METRO/12130353/1409/Deep-
freeze-causes-accidents--closes-schools--knocks-out-power-to-thousands 

2. December 13, Help Net Security – (National) Data privacy a primary concern in the 
smart grid world. Privacy has emerged as the number one concern related to data 
security and management, with data governance as an emerging concern, according to 
IDC Energy Insights. As utilities implement new initiatives such as smart metering, 
data volumes are expected to increase significantly. However, the survey revealed that, 
while management and integration of this data are a priority, respondents 
overwhelmingly report data privacy as the key element of IT strategic plans for 
security. Another finding is that one third of the utilities surveyed noted that IT is not 
involved in developing business cases for new initiatives such as renewable generation, 
energy efficiency, smarter distribution grids, and smart metering. Even more worrisome 
is that for 13 percent of utilities, IT does not become involved until the project is well 
under way. 
Source: http://www.net-security.org/secworld.php?id=10304 

3. December 13, Wallowa County Chieftain – (National) Dam work could impede fuel 
supplies to eastern Oregon. A 14-week shutdown of three dams could affect delivery 
of gasoline, diesel, aviation fuel and biofuels to eastern Oregon, the state Department of 
Energy announced December 9. The Army Corps of Engineers will close The Dalles, 
John Day and Lower Monumental dams on the Columbia and Snake rivers December 
10, through March 18 to replace downstream navigation lock gates. Normally, fuel is 
moved by barge on the rivers from the Port of Portland to Pasco, Washington, to serve 
eastern Oregon. Petroleum suppliers are investigating other options to ensure adequate 
and timely fuel deliveries. 
Source: http://www.wallowa.com/Main.asp?SectionID=9&ArticleID=22878 

4. December 13, Jamestown Sun – (North Dakota) Coal cars go off the rails. Twenty-one 
cars in a 123-car Burlington Northern Santa Fe Railway (BNSF) coal train derailed 
December 12 on the west side of the railroad yard in Jamestown, North Dakota. The 
Stutsman County emergency manager said the derailment happened around 7 a.m. Cars 
at the front of the fully loaded train spilled their coal over the railroad yard tracks. The 
yard is BNSF property — as is the gravel road bordering it. The Jamestown Police 
Department assisted with traffic control closing parts of 17th Avenue Southwest and 
other affected roadways. The Stutsman County’s Sheriff’s Department also responded. 
The railroad crossing at the west end of the yard was cleared at 4:30 p.m. December 12, 
according to the BNSF director of public affairs. She said cleanup will be slow due to 
the weather and the tonnage involved. The derailed cars will most likely be 
unsalvageable, she added, and will be scrapped. The cause of the derailment is under 
investigation. Once the cleanup is completed, the track will be inspected and repaired. 
Source: http://www.jamestownsun.com/event/article/id/125232/ 
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5. December 11, WHTM 27 Harrisburg – (Pennsylvania) 3-alarm fire levels biodiesel 
plant. Firefighters in Adams County, Pennsylvania are investigating after a three-alarm 
fire destroyed a biodiesel pant and leaked chemicals into a nearby creek December 11. 
The fire erupted at around 2 p.m. at Soy Energy on Oxford Road in Tyrone Township. 
According to a public information officer at the scene, 16 fire companies responded to 
battle the blaze. Hazardous materials crews were on standby because responders were 
concerned about five different chemicals that were in the building. Crews were 
allowing the fire to burn down until it became more manageable for them to extinguish. 
One person suffered a minor injury and Hanover Hospital crews were on the scene in 
case of any more injuries. The American Red Cross also assisted a family that lives 
near the plant. 
Source: http://www.abc27.com/Global/story.asp?S=13657787 

6. December 10, Alaska Journal of Commerce – (Alaska) Study shows no change in the 
number of Slope oil spills. The state Department of Environmental Conservation 
(DEC) has released results of a 2-year, $1.6 million study that shows no overall change 
in the number of spills in Alaska from 1995 through 2009. “The number of spills each 
year is neither increasing nor decreasing,” the DEC director stated. DEC did the study 
following spills from North Slope field pipelines in 2006 and 2009, and in 2010 on the 
Trans-Alaska Pipeline System, to see if there was a trend of increasing spills perhaps 
related to aging pipeline infrastructure. Data does suggest an increase in frequency of 
spills of more than 1,000 gallons. The study also indicated a greater number of spills 
related to older infrastructure and spills linked to in-field flow lines that carry mixtures 
of crude oil, water and natural gas from wells to petroleum processing facilities. The 
combination of oil, water and gas can be highly corrosive. Corrosion also was found to 
be the most common cause of spills of more than 1,000 gallons. DEC’s goal over time 
will be to tighten its requirements so there is a decline in the number of spills against 
the 15-year average.  
Source: http://www.alaskajournal.com/stories/121010/oil_ssnc.shtml 

7. December 10, Press Register – (Alabama) Train derails in Prichard; blocks traffic 
on St. Stephens Road. A freight train went off the rails in Prichard, Alabama 
December 10, sending 10 cars off the tracks, a spokeswoman stated. There were no 
reported injuries, but the derailment stopped the train as it passed over St. Stephens 
Road, blocking traffic on the street. The Canadian National Railway train came off the 
tracks between First Avenue and Cayouga Street shortly before 8 a.m., the 
spokeswoman said. No hazardous materials were involved, but three of the overturned 
cars were carrying coal. 
Source: http://blog.al.com/live/2010/12/train_derails_in_prichard.html 

[Return to top]  

Chemical Industry Sector 

8. December 13, WBAL 11 Baltimore – (Maryland) US50 reopens after hazmat 
situation. Route 50 was closed in both directions in the Annapolis, Maryland, area for 
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hours the evening of December 12 because of a hazardous materials situation. 
Maryland State Police said a chemical being transported by a tanker-truck from New 
Jersey reacted with water and created a small vapor cloud. The incident happened 
shortly before 5:30 p.m., and the highway reopened in both directions by the late 
evening. Anne Arundel County fire officials said the driver of the tanker truck noticed 
the leak and pulled over. He began experiencing some type of symptoms, possibly as a 
result of exposure to some type of chemical. The driver, identified as a 50-year-old 
man, was transported to the hyperbaric chamber at Shock Trauma for treatment. Route 
50 remained closed in both directions between Route 450 in Parole and Route 424 in 
Davidsonville, and will remain so until haz-mat teams determine there is no longer a 
risk to threat. I-97 northbound from westbound 50 remained open during the 
investigation. 
Source: http://www.wbaltv.com/news/26109465/detail.html 

9. December 12, Daytona Beach News-Journal – (Florida) Wreck creates nightmare. A 
fiery tractor-trailer crash on Interstate 95 in the early-morning hours December 11 near 
Daytona Beach, Florida, blocked southbound traffic for most of the day, as crews 
worked into the night to repair road damage done by a hazardous material that leaked 
from the truck. Nobody was seriously hurt in the accident, which happened about 2:10 
a.m., according to the Florida Highway Patrol. The tractor-trailer was going south on I-
95 between LPGA Boulevard and International Speedway Boulevard when a tire 
blowout caused the truck to lurch into the median and burst into flames, the Daytona 
Beach Fire Department said. Hazardous materials seeping from a few 55-gallon drums 
on the truck initially delayed firefighting efforts, but Daytona Beach and Volusia 
County firefighters were able to put the fire out within about 20 minutes. The cleanup 
stretched into the night, because of damage done to the roadway by whatever leaked 
from the truck. The Florida Department of Transportation reported road damage 
indicative of battery acid and sulfuric acid, however, and had to repave about 150 feet 
of the inside lane. 
Source: http://www.news-journalonline.com/news/local/east-
volusia/2010/12/12/wreck-creates-nightmare.html 

10. December 11, Southwest Riverside News Network – (California) Crews will haul away 
Escondido “Bomb Factory” house rubble on Monday. Crews December 13 were 
slated to start removing the rubble of an Escondido, California, home destroyed in a 
controlled fire to safely dispose of a large cache of bomb-making materials found 
inside. The San Diego County Sheriff’s Bomb Arson unit determined the December 9 
incineration of the house destroyed all of the explosives and hazardous materials inside, 
so the rubble will be dumped in local landfills, said a San Diego County spokesman. 
Crews from the state, county, and private companies will work together to clean up the 
site, and California’s Department of Toxic Substances Control and the San Diego 
County Department of Environmental Health will oversee the removal process. Waste 
from the fire will be kept wet to constrain dust to the burn site, and fiber rolls will be 
used to ensure runoff from the site does not go into storm drains. The cleanup process 
will continue until the middle of the week of December 13. Officials decided to burn 
the so-called “Bomb Factory” home to the ground to dispose of the hazardous materials 
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at the site after bomb crews said removing the explosive materials would be too 
dangerous. The home owner who rented the house with his wife for about 4 years, 
pleaded not guilty December 6 to eight federal criminal counts and was ordered held 
without bail. 
Source: http://www.swrnn.com/southwest-riverside/2010-12-11/local-county-
news/crews-will-haul-away-escondido-bomb-factory-house-rubble-on-monday 

For more stories, see items 5 and 42  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

11. December 9, pressofAtlanticCity.com – (New Jersey) Oyster Creek nuclear cleanup 
plan could take 60 years. The Oyster Creek nuclear plant will be around long after it 
closes in 2019, judging by papers its owner filed with the Nuclear Regulatory 
Commission (NRC). Exelon Corp. announced December 9 it will close the plant by the 
end of 2019 instead of building a pricey cooling tower state regulators had required as a 
condition of a water permit. Exelon submitted a tentative game plan for shutting down 
the plant in 2009 in the event the NRC did not renew its operating license. Later that 
year, Oyster Creek won a 20-year license renewal. But according to its 
decommissioning plan, the company said it would wait as long as 60 years to dismantle 
the plant so nuclear material will have time to decay. Exelon chose the long-term 
method of commissioning, known in the nuclear industry as the SAFSTOR method, 
where the plant would be locked down and decontaminated at a later date. The 
alternative is immediate dismantling, known in the industry as the DECON method, 
which has its own benefits and complications, the NRC spokesman said. 
Source: http://www.pressofatlanticcity.com/news/top_three/article_6ea42408-03d6-
11e0-b685-001cc4c002e0.html 

[Return to top]  

Critical Manufacturing Sector 

12. December 11, Detroit News – (Michigan) 5 workers injured at Dearborn steel 
plant. Three workers suffered minor burns at a Dearborn, Michigan, steel plant 
December 10, the same plant cited 2 years ago by state regulators for not adequately 
protecting its workers from serious safety hazards. Officials at the Severstal plant on 
Miller Road said there was a “disruption in operations” around 2:30 p.m. A total of five 
workers sustained injuries. “We had a minor reaction in the basic oxygen furnace area,” 
a Severstal spokeswoman said. Two of the injured workers were transported to 
Oakwood Hospital while the third went to Detroit Receiving Hospital. The condition of 
the workers was unclear late December 10. Two other workers were treated at the scene 
and released. Severstal and Dearborn police officials said early reports about the 
severity of the accident were inaccurate. “This was not an explosion,” a Dearborn 
police sergeant said. The December 10 accident was the second in less than 6 months at 
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the Severstal plant. 
Source: http://www.detnews.com/article/20101211/BIZ/12110351/1409/metro/5-
workers-injured-at-Dearborn-steel-plant 

[Return to top]  

Defense Industrial Base Sector 

13. December 10, Aviation Week – (National) NASA IG finds shuttle IT security 
lapses. NASA’s strategy for the disposal of surplus space shuttle program assets has 
exposed sensitive data, including operational and maintenance technology information 
subject to U.S. export controls, through the release of computers and other Information 
Technology equipment, a NASA inspector says in a December 7 report. The IG 
findings were based on a yearlong audit that was focused on property disposal activities 
at Kennedy and Johnson space centers as well as the Ames and Langley research 
centers. While responding to security concerns raised by the IG staff during the audit 
that concluded in June, NASA’s chief information officer and assistant administrator 
for strategic infrastructure offered solutions that would not materialize until mid-2011 
or not at all due to the expense or differences of opinion regarding who is responsible 
for verifying that hard drives and other equipment have been “sanitized” of sensitive 
information prior to release. 
Source: 
http://www.aviationweek.com/aw/generic/story.jsp?id=news/asd/2010/12/10/08.xml&h
eadline=NASA IG Finds Shuttle IT Security Lapses&channel=space 

[Return to top]  

Banking and Finance Sector 

14. December 10, Harrisburg Patriot-News – (Pennsylvania) East Pennsboro police 
think robber struck PNC Bank twice, seek suspect. East Pennsboro Township, 
Pennsylvania, Police and the FBI believe the man who robbed the PNC Bank at 235 
North Enola Road around 1 p.m. December 9 is the same man who robbed the branch 
November 23. Police said they are investigating if the man could be involved in similar 
robberies throughout the area. A man entered the bank and jumped onto the teller 
counter, demanded money, grabbed an undisclosed amount from the teller’s drawer and 
fled the building on foot, heading north along Routes 11&15, toward East Columbia 
Road in Enola, police said. No weapon was displayed and there were no customers in 
the branch at the time of the robbery. The robber was described as a black man 18- to 
25-years-old, 6-foot to 6-foot-2 and thin in build. He was wearing dark colored sweat 
pants and a dark colored hoodie, which was pulled over his head at the time of the 
robbery, and his face was covered with a white cloth. He wore a pair of newer Nike 
sneakers, dark in color. 
Source: 
http://www.pennlive.com/midstate/index.ssf/2010/12/east_penn_police_think_robber.h
tml 
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15. December 10, WWMT 3 Kalamazoo – (Indiana) Man arrested in string of bank 
robberies. There is new information about a string of bank robberies in West 
Michigan. Back in March, police caught up with the 36-year-old suspect after they say 
he tried to rob a bank in Valparaiso, Indiana. But the FBI found evidence linking him to 
several in West Michigan, including a bank robbery in Schoolcraft back in February. 
The week of December 6, a grand jury indicted him on those cases. In all, police think 
he robbed at least 10 banks in West Michigan and in Indiana. 
Source: http://www.wwmt.com/articles/newschannel-1384794-robberies-string.html 

16. December 10, Winter Haven News Chief – (Florida) Police chief says Lake Wales 
victim of identity theft. The city of Lake Wales, Florida has suffered identity theft. 
That is the best description the Lake Wales police chief has for the recent theft of 
hundreds of thousands of dollars from a city account at Center State Bank. He told 
commissioners December 9 his department is working with the state attorney’s Office 
and the Florida Department of Law Enforcement to develop suspects. He would not be 
surprised to see the FBI take part, too. “We don’t have suspects at this point,” the chief 
said. “It could be internally in the city, internally in the bank, or even people outside 
Lake Wales.” The amount of money taken, he said, is close to $400,000 through 
automatic clearing house (ACH) withdrawals. He is sure that amount will change as the 
investigation progresses. 
Source: 
http://www.newschief.com/article/20101210/NEWS/101219999/1021/news01?Title=P
olice-chief-says-Lake-Wales-victim-of-identity-theft 

17. December 10, Indianapolis Star – (Indiana) Device victimized Chase ATM 
customers. Chase Bank is working with the FBI to track fraud artists who victimized 
about 300 customers at an undisclosed ATM in Indianapolis, Indiana in November, a 
company spokeswoman said the week of December 6. Chase’s fraud department found 
an object known as a skimming device had been placed on one of the machines a few 
hours one night, she said. About 300 customers of Chase had their accounts 
compromised. The spokeswoman said all received new debit cards and, if needed, 
reimbursements. 
Source: http://www.indystar.com/article/20101210/LOCAL/12100355/Device-
victimized-Chase-ATM-customers?odyssey=tab|mostpopular|text|LOCAL 

18. December 8, KFSN 30 Fresno – (California) Dapper Bandit hits two valley 
banks. The man who robbed the Bank of America in Fresno, California November 17 
looks to be the same man who robbed the Rabobank in Tulare December 7. Wearing a 
cap, turtleneck and sport coat, he has been unofficially dubbed the “Dapper Bandit.” 
But he is carrying a gun under that coat. A sergeant with the Fresno Police Department 
said, “What is happening he goes into the bank approaches a teller he shows them a 
handgun and he demands the money from the bank teller. The bank teller gives the guy 
the money and he walks out.” Fresno Police said the clear surveillance photos give 
them hope someone will identify the robber. “This one is significant because it’s an 
emerging series and we feel he’s going to hit again,” a Fresno police sergeant said. 
Police have not connected this suspect to any other robberies, but there are similarities 
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to a suspect who is wanted for a dozen other bank robberies, who is known as the 
“Geezer Bandit.” But FBI officials told KSFN 30 Fresno they had no reason to believe 
the Dapper Bandit and the Geezer Bandit were the same person. The Dapper Bandit is 
described as a white male, between 30 and 40 ... around 6 feet tall and 200 pounds. The 
Geezer Bandit is about the same size, but said to be 70 years old. 
Source: http://abclocal.go.com/kfsn/story?section=news/local&id=7832852 

For another story, see item 37  
 
[Return to top]  

Transportation Sector 

19. December 13, Associated Press – (National) Light fixture catches fire at Metro 
Center station in Washington, delays expected. The Washington Metropolitan Area 
Transit Authority (Metro) said a light fixture caught fire at the Metro Center train 
station in Washington, D.C. December 13, and customers were delayed as a result. A 
Metro spokeswoman said the fire was reported about 8 a.m., and that fire officials were 
on scene. She said customers traveling on the blue and orange lines could expect delays 
as a result of the fire, which was in the area of the station where trains arrive and 
depart. 
Source: http://www.wdbj7.com/sns-ap-dc--metro-fire,0,4290523.story 

20. December 13, Associated Press – (New York; New Jersey) George Washington 
Bridge reopens hours after multi-vehicle wreck. The upper level of the George 
Washington Bridge into New York City has reopened to traffic nearly 4 hours after a 
multi-vehicle wreck December 13. However, motorists could expect major delays 
throughout the morning rush. A spokesman for the Port Authority of New York and 
New Jersey said the inbound lanes were closed following a crash involving seven 
tractor-trailers and a car under the apartments at 3:15 a.m. December 13. The 
spokesman said there was one minor injury. Workers had to clean up fuel and 
antifreeze from the bridge deck before reopening the upper level about 7:07 a.m. The 
cause of the crash is under investigation. 
Source: http://www.nydailynews.com/ny_local/2010/12/13/2010-12-
13_george_washington_bridge_reopens_hours_after_multivehicle_wreck.html 

21. December 13, WBTV 3 Charlotte – (National) Charlotte teen fell from plane in 
‘major breach of security,’ authorities believe. A Massachusetts prosecutor said it is 
likely the individual, whose mutilated body was found in a Boston suburb, fell from the 
sky after stowing away in an airplane wheel well. The Norfolk District Attorney said it 
appears Charlotte-Douglas Airport in North Carolina had a “major breach of security,” 
and it is unclear what if anything the airport has done to keep it from happening again. 
The district attorney said police searched the area December 10 in Milton where the 16-
year-old male was found last month, and found sneakers and a shirt matching clothing 
his family said he had worn. He said the items were found along a path a Boston-bound 
plane would have taken while approaching the city. Authorities believe the individual 
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hid in the airplane, in what the district attorney called a very serious national security 
issue. The body was found November 15, less than 24 hours after he was last seen in 
Charlotte. The wheel well theory has consistently been the only thing that explains how 
he could have gotten to the Boston area so fast, and how his body could have been 
mutilated so badly. 
Source: http://www.wistv.com/Global/story.asp?S=13662693 

22. December 13, Associated Press – (Indiana; National) Snow in northwest Indiana trap 
some motorists. Authorities were working frantically December 13 to reach motorists 
in snow-covered northwest Indiana who were trapped in their cars in biting 
temperatures. A LaPorte County sheriff’s deputy said officials do not know how many 
people were stranded, but that some had been stuck for as long as 12 hours and many 
were in a 10-mile stretch of U.S. 30 near LaPorte. “All the way across U.S. 30 is at a 
standstill and all of those vehicles are occupied,” the deputy said. The National 
Weather Service issued a winter storm warning for parts of northern Indiana, where 
heavy lake effect snow was expected to drop an additional 5 to 10 inches of snow 
December 13. Indiana authorities were having a hard time reaching motorists as snow 
plows struggled with the high drifts and roadways clogged with nearly 100 abandoned 
cars and some jackknifed semitrailers. But the wind caused the most trouble. “As soon 
as the plows go through an area, the wind is blowing fresh snow right back into the 
roads,” a state highway department spokesman said. LaPorte and Porter counties issued 
emergency orders telling drivers to stay off the roads as the area had winds up to 30 
mph. A powerful storm carrying snow and high winds struck much of the upper 
Midwest over the weekend, canceling flights and closing major highways in several 
states. Schools in Indiana, Michigan, Wisconsin, and other states closed December 13 
because of the snow and low temperatures. 
Source: http://www.npr.org/templates/story/story.php?storyId=132019484 

23. December 12, CNN – (Washington) Flooding hits western Washington, mudslides 
halt Amtrak service. Heavy rains caused several rivers in western Washington state to 
overflow their banks December 12, and triggered mudslides that shut down passenger 
trains north and south of Seattle, authorities said. Rivers in nine counties had crested at 
or above flood stage by December 12, the state emergency operations center reported. 
A mudslide north of Vancouver, Washington, just across the state line from Portland, 
Oregon, shut down Amtrak’s Cascades train route for 48 hours, a Washington 
Department of Transportation spokeswoman said. “They have to make sure where the 
mudslide occurred or anywhere else along that track, that the slope is stable enough to 
where there will not be any chances of an additional mudslide occurring before they 
release passenger traffic back onto the track,” she told CNN. Mudslides occurred north 
of Seattle as well, effectively shutting down train service that connected the city to 
Canada, the spokeswoman said. But shutting down the Portland-to-Seattle run has “a 
much bigger impact that affects a lot more people,” she said. The larger mudslide 
occurred 6 miles north of Vancouver December 11, said a spokesman for the 
Burlington Northern Santa Fe Railway, which owns the tracks. An adjacent freight line 
that carries up to 40 trains a day was also affected by the mudslide, and crews were 
working to reopen that line December 12, he said. 

http://www.wistv.com/Global/story.asp?S=13662693�
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Source: http://articles.cnn.com/2010-12-12/us/washington.mudslide_1_mudslide-train-
service-flood-stage?_s=PM:US 

24. December 12, KSPR 33 Springfield – (Missouri) 643 passengers stranded on popular 
Branson boat finally evacuated after 18 hours. It was a dinner cruise gone bad — 
after about 18 hours trapped on a boat designed to accommodate passengers for a mere 
fraction of that time, 643 people were evacuated safely. They were on the Showboat 
Branson Belle, swept aground at Poverty Point on Table Rock Lake, Missouri by fierce 
winds just before 9 p.m. December 11. The rescue effort was no small undertaking; it 
took dozens of law enforcement agencies and the construction of a road. When the 
showboat set sail at 4 p.m. December 11, winds were teetering around 22 miles per 
hour. But that quickly changed, forcing the boat to a rocky shore 4 hours later. “It was 
decided that the best thing for the people involved was to stay on the boat where it was 
warm, they had water and food,” A\a sergeant with the Missouri Highway Patrol 
explained. It became a waiting game — waiting for rescue crews to build a road from 
the boat to level ground, and waiting for the winds to subside. Nine passengers with 
medical needs were taken off the boat December 11 in what rescuers called very 
dangerous conditions. A propeller was the only apparent item on the boat damaged in 
the incident. 
Source: http://articles.kspr.com/2010-12-12/rescue-effort_25188772 

25. December 11, WKRN 2 Nashville – (Tennessee) Fiery tanker crash closes Columbia 
highway. A fiery tanker crash shut down Nashville Highway in Columbia, Tennessee 
December 11. The Tennessee Highway Patrol said the tanker truck struck an SUV just 
before 3 a.m., causing it to flip and explode. The SUV ran a stop sign, authorities said. 
State troopers said two people were taken to Maury Regional Hospital. The drivers of 
the tanker truck and the SUV were flown to Vanderbilt University Medical Center in 
Nashville. Firefighters let the fire burn out itself, which took up to 4 hours. Officials 
were waiting for the debris to cool off so workers could remove the tanker. The 
Tennessee Department of Transportation was expected to assess the damage and will 
likely have to make repairs to the roadway. 
Source: http://www.wkrn.com/Global/story.asp?S=13656522 

For more stories, see items 4, 6, 7, 8, and 9  
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Postal and Shipping Sector 
 

Nothing to report 
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Agriculture and Food Sector 
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26. December 13, Bloomberg – (Florida) Orange juice jumps to three-year high on 
Florida cold. Orange juice futures jumped to a 3-year high in New York on speculation 
cold weather will damage the crop in Florida, the biggest U.S. grower of oranges. 
Florida’s governor declared a state of emergency December 10 because of the threat of 
possible damage to agriculture crops. Florida also produces strawberries and sugar. 
Temperatures in central and northern Florida may fall to between 26 degrees and 34 
degrees Fahrenheit late December 13, a senior meteorologist at AccuWeather Inc. said. 
Orange-juice futures rose 32 percent this year on concern dry and cold weather would 
damage Florida’s crop. 
Source: http://www.businessweek.com/news/2010-12-13/orange-juice-jumps-to-three-
year-high-on-florida-cold.html 

27. December 11, Food Safety News – (California; Hawaii) Chicken recalled for not 
listing whey as allergen. California’s Pampanga Food Company Inc., based in 
Anaheim, is recalling approximately 14,430 pounds of sauteed chicken products 
because they contain an undeclared allergen, whey, the U.S. Department of 
Agriculture’s Food Safety and Inspection Service (FSIS) announced December 10. A 
Class I, High Health risk recall, it is the 66th of the year involving either meat or 
poultry. The products subject to recall are 30-pound cases of “Pampanga Sauteed 
Chicken,” with each case containing 3-pound bags. Each package bears the 
establishment number “P-9029-A” inside the USDA mark of inspection as well as a 
packaging date between May 6, 2010 and December 6, 2010. Each case has a 
production date appearing as a lot number ranging from “0506” to “1203.” The 
products were sent to distribution centers for further sale to restaurants in both 
California and Hawaii. 
Source: http://www.foodsafetynews.com/2010/12/chicken-recalled-for-not-listing-
whey-as-allergen/ 

28. December 11, Yakima Herald-Republic – (Washington) Worker injured in hop plant 
explosion still hospitalized. A man injured in an explosion December 10 at a hop 
processing plant in Yakima, Washington, remained at Harborview Medical Center, 
state officials said December 11. The man was the most seriously wounded among six 
workers who were injured when a tank that is part of a carbon dioxide system ruptured 
at the Hopstract warehouse in the 300 block of North Second Avenue, according to the 
Yakima Fire Department. Initial reports indicated four workers were injured. A state 
department of labor spokesman said investigators contacted the scene December 10 and 
11, and expect to hold an initial meeting with company representatives December 13. 
The agency has up to 6 months to complete its review, which looks at the incident as 
well as general safety practices, the spokesman said. 
Source: http://www.yakima-herald.com/stories/2010/12/11/worker-injured-in-hop-
plant-explosion-still-hospitalized 

29. December 11, IDG News Service – (National) Hackers steal McDonald’s customer 
data. McDonald’s is working with law enforcement authorities after malicious hackers 
broke into another company’s databases and stole information about an undetermined 
number of the fast food chain’s customers. McDonald’s has also alerted potentially 
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affected customers via e-mail and through a message on its Web site. “We have been 
informed by one of our long-time business partners, Arc Worldwide, that limited 
customer information collected in connection with certain McDonald’s websites and 
promotions was obtained by an unauthorized third party,” a McDonald’s spokeswoman 
said via e-mail December 11. McDonald’s hired Arc to develop and coordinate the 
distribution of promotional e-mail messages, and Arc in turn relied on an unidentified 
e-mail company to manage the customer information database. This e-mail company’s 
systems were hacked into. The data, which customers had provided voluntarily, does 
not include Social Security Numbers, credit card numbers, nor any sensitive financial 
information, she said. 
Source: 
http://www.computerworld.com/s/article/9200918/Hackers_steal_McDonald_s_custom
er_data 

30. December 10, New Bedford Standard-Times – (Massachusetts) DEP: Dredging has no 
effect on PCB in harbor seafood. Harbor dredging has not affected PCB 
concentrations in seafood caught around the Superfund site in New Bedford, 
Massachusetts. That was the message the state department of environmental protection 
section chief for the site told the crowd gathered in the the National Historic Park 
Building December 8. This summer marked the start of the seventh season of dredging 
in the harbor, with crews working to remove PCB-contaminated sediment. Citing data 
culled from monitoring an array of seafood species in different areas in and around the 
harbor from 2002-08, the section noted dredging had not exacerbated the problem of 
tainted harbor seafood. “The good news is that it wasn’t getting any worse,” he said. 
“The fear with dredging was that you were just going to make a mess.” There had been 
analysis of PCB contaminants in species ranging from quahog to lobster to black sea 
bass. Some seafood advisories are still in effect. 
Source: 
http://www.southcoasttoday.com/apps/pbcs.dll/article?AID=/20101210/NEWS/121003
23/1018/OPINION 

For another story, see item 60  
 
[Return to top]  

Water Sector 

31. December 13, Clay County Environmental News Examiner – (Ohio) Piles of road salt 
polluting public and private wells in Ohio. Environmental regulators said huge piles 
of road salt used to melt ice on streets and sidewalks are polluting the drinking water in 
several Ohio towns. The Ohio Environmental Protection Agency has found rainwater 
runoff from salt piles is polluting public and private wells in five Ohio communities. 
The western Ohio village of Camden had water tainted so strongly by salt the town’s 
residents had to abandon their wells. The Preble County health commissioner said the 
salty water can also corrode plumbing fixtures. One of the problems in controlling the 
situation is there are no legal limits on how much salt can be in drinking water aside 
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from a federal guideline meant to safeguard taste. 
Source: http://www.examiner.com/environmental-news-in-charleston/piles-of-road-
salt-polluting-public-and-private-wells-ohio 

32. December 9, WANE 15 Fort Wayne – (Indiana) Ft. Wayne battles record water main 
breaks. This year is a record year for the number of water main breaks in Fort Wayne, 
Indiana, and the city utilities department is struggling to keep pace with how quickly 
the mains must be replaced. On December 8, there were 11 water main breaks, and on 
December 9, there were two more. “We’ve got an aging infrastructure. It’s a Fort 
Wayne issue. It’s a national issue,” the deputy director of engineering at Fort Wayne’s 
city utilities said. Fort Wayne’s water system started in the late 1800s. Some pipes are 
now more than 100 years old. “It needs to be replaced, but we have another challenge. 
The pipe that’s newer is actually worse than that really old stuff,” he said. After World 
War II, the pipes installed were made with thinner iron. Pipes are expected to last at 
least 100 years, but the mains installed in the 1940s and 1950s are breaking decades too 
soon. So far in 2010, there have been more than 450 water main breaks, breaking the 
previous record of 418 in 2005. Since 2000, most years are in the mid to upper 200s 
regarding breaks. The engineering director said the dry summer is the main reason 
2010 is so high. “When it’s dry, the moisture leaves the dirt and it constricts and cracks. 
Those cracks can go down four or five feet to where the mains are and put pressure on 
the pipe and cause a crack.” Now the cold temperatures are also making the soil to shift 
and cause breaks in pipes. Every time a main breaks, it takes crews 2 to 4 hours to fix it 
and costs between $5,000 and $6,000. 
Source: http://www.wane.com/dpp/news/local/ft.-wayne-battles-record-water-main-
breaks 

[Return to top]  

Public Health and Healthcare Sector 

33. December 11, KGUN 9 Tuscon – (Arizona) S. Tucson dentist site of hazmat 
incident. A spill of an analgesic at a dentist’s office in South Tucson, Arizona, 
December 10, was handled by the South Tucson Fire Department and the Tucson Fire 
Department’s (TFD) hazardous materials team. The pain medication, which is used in 
root canal procedures, is “potent to the skin” in large quantities, said a Tucson fire 
captain. A small bottle of the substance was accidentally dropped on the floor of the 
office. TFD removed the substance and took two people to a hospital for “evaluation,” 
she said. The incident took place in the 2900 block of South 6th Avenue. 
Source: http://www.kgun9.com/Global/story.asp?S=13657728 

34. December 10, Fort Wayne News-Sentinel – (Indiana) Gas leak prompts closure, 
evacuation of medical annex. The Fort Wayne-Allen County Department of Health 
Medical Annex in Fort Wayne, Indiana closed December 10 because of a gas leak at 
the building. The county’s environmental and safety director said a utility company hit 
a gas line shortly before noon, which caused the leak. The health department 
administrator said employees and clients were safely evacuated from the building. The 
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health department’s immunization clinic, infectious disease center/TB clinic, and 
HIV/STD clinic are in the medical annex. 
Source: http://www.news-
sentinel.com/apps/pbcs.dll/article?AID=/20101210/NEWS02/101219998/1001 

35. December 8, Ochsner Health System – (Louisiana; Michigan ) HELP Financial 
Corporation mailing error. Ochsner Health System of New Orleans, Louisiana, was 
notified by some of its patients October 4 that letters sent out by the HELP Financial 
Corporation (765 Wing Street, Plymouth, Michigan 48170) on behalf of Ochsner 
contained incorrect patient information. These patients indicated the name, medical 
record number, account number, and account balance on the letter did not match the 
records for the person to whom the letter was mailed. Ochsner has a contract with 
HELP to assist patients with payment arrangements for outstanding hospital and/or 
clinic account balances. Ochsner’s investigation revealed the mistake was the result of 
a programming error at HELP Financial Corporation. HELP has identified how the 
problem occurred and has assured Ochsner he problem has been corrected. This error 
did not affect any patients’ Ochsner account balance, financial records, and/or medical 
record. Medical information and Social Security numbers were not disclosed as a result 
of HELP’s error. In addition, no patient is able to access another patient’s medical 
records or financial records using the incorrect information on the letters they received. 
Source: http://www.ochsner.org/news/story/help_financial_corporation_mailing_error/ 

[Return to top]  

Government Facilities Sector 

36. December 11, KHQ 6 Spokane – (Washington) Student brings grenade to Grant 
Elementary, prompts evacuation. Grant Elementary School on E. 9th in Spokane, 
Washington, was evacuated December 10 after a student brought an antique grenade to 
school. The evacuation lasted for about 15 minutes. The grenade was determined by the 
Spokane Police Department to be inert, antique, and not active. School officials told 
KHQ that even though the grenade was not active, it is still considered a weapon and 
the student would be disciplined. 
Source: http://www.khq.com/Global/story.asp?S=13652684 

37. December 10, National Business Review – (International) Bomb squad lift cordon 
from U.S. Consulate in Auckland CBD. Police closed Customs Street East in 
Auckland, New Zealand, after the discovery of a “suspicious substance” in the 
basement of the Citigroup building in Customs St East — home of the U.S. Consulate. 
Police have since lifted the cordon, and traffic and pedestrians are allowed to move 
around as normal. Bomb squad personnel arrived on the scene around 4:15 p.m., 
donning flak jackets. Police, ambulance, and fire officers were also on the scene. As 
well as vehicle and pedestrian access being blocked, people were unable to access a 
series of Britomart bus stops, Sal’s Pizza, or NBR’s head office, which is directly 
across the street from the Citigroup building. There was no word on what sparked the 
incident or whether a device was found. 
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Source: http://www.nbr.co.nz/article/suspicious-substance-found-basement-us-
consulate-central-auckland-134630 

38. December 10, Porterville Recorder – (California) Students detonate explosive device 
at school. Taking an idea from the popular Web site YouTube, two Burton Middle 
School students in Porterville, California, are facing consequences after bringing 
chlorine and alcohol to school, mixing it, and then detonating it December 9. No one 
was injured and no property was damaged. Burton Middle School’s principal said the 
students set up the small explosive device at the beginning of the lunch period in a 
somewhat isolated area of campus. No other students were around when they mixed the 
chemicals and set off the bomb. There are several video versions of young people doing 
the same thing on YouTube. The two boys told school officials they watched those 
videos and decided to try it for themselves. One of the students had downloaded on his 
cell phone the video of one such act, the principal said. 
Source: http://www.recorderonline.com/news/school-47339-students-one.html 

39. December 9, Associated Press – (Pennsylvania) Pa. man charged in Facebook 
threats against school. Federal authorities said an unemployed amusement park 
worker in eastern Pennsylvania threatened to carry out “the most heinous school 
shooting ever imagined.” The FBI said a Bethlehem resident made that threat and 
others on Facebook after he was fired from nearby Dorney Park and Wildwood 
Kingdom in October. The suspect was charged December 9 with interstate 
communication of threats. He is in federal custody pending a bail hearing December 
13. Authorities said the suspect posted a threat November 16 that said there are 
“Enough elementary schools in a 10-mile radius to initiate the most heinous school 
shooting ever imagined.” It continued: “And hell hath no fury like a crazy man in a 
Kindergarten class.” The public defender’s office did not immediately return a request 
for comment. 
Source: http://www.ldnews.com/news/ci_16818506 

40. December 9, Land Line Magazine – (Illinois) Illinois Secretary of State employee 
charged with selling ID info. A veteran employee of the Illinois Secretary of State’s 
driver’s license office tried to sell information he thought belonged to state driver’s 
license holders. The employee, however, was caught in an FBI sting that may cost him 
his job and prison time. Lake County, Illinois, reportedly charged the suspect with three 
counts of conspiracy to commit identity theft. The Daily Herald reported the suspect 
was a 22-year employee of the state office, which issues driver’s licenses and 
commercial driver’s licenses. Three times in 2007, the man agreed to exchange 
personal identity information in exchange for store gift cards, and Chicago Cubs 
baseball tickets, the newspaper reported. Each time the other person was an FBI 
informant, the Herald reported, so the cases did not compromise real individuals. 
According to court records, the suspect filed for bankruptcy in 2009. 
Source: http://www.landlinemag.com/todays_news/Daily/2010/Dec10/120610/120910-
04.shtml 
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41. December 9, Gov Info Security – (National) Virtual nuke testing system data at 
risk. The United States has not conducted an underground nuclear weapons test since 
1992, instead relying on supercomputers to simulate the effects of changes to weapon 
systems, calculate the confidence of future untested systems, and ensure compliance 
with military requirements. In a report to the House Energy and Commerce Committee 
made public December 9, the Government Accountability Office questioned the 
effectiveness of contingency and disaster recovery plans employed by the National 
Nuclear Security Administration (NNSA), the agency that oversees management of the 
supercomputers at three Energy Department laboratories: Los Alamos, Sandia, and 
Lawrence Livermore. “Until the agency fully implements a contingency and disaster 
recovery planning program for its weapons laboratories, it has limited assurance that 
vital information can be recovered and made available to meet national security 
priorities and requirements,” said the GAO report: National Nuclear Security 
Administration Needs to Improve Contingency Planning for Its Classified 
Supercomputing Operations. GAO said all three labs have implemented some 
components of a contingency planning and disaster recovery program, but the NNSA 
hasn’t provided effective oversight to ensure they have comprehensive and effective 
contingency and disaster recovery planning and testing. “Due to lack of planning and 
analysis by NNSA and the laboratories, the impact of a system outage is unclear,” 
GAO said. 
Source: http://www.govinfosecurity.com/articles.php?art_id=3162 

For another story, see item 16  
 
[Return to top]  

Emergency Services Sector 

42. December 13, KFOX 14 El Paso – (Texas) Vehicle discovered at police station with 
ammunition, chemicals. A suspicious vehicle at an El Paso, Texas, police station 
brought out the bomb squad and hazmat unit December 12. El Paso police did not say 
much about the vehicle left by someone in the El Paso Police Department’s Pebble 
Hills Regional Command parking lot. “At this point, all we can say is that it was taken 
to Pebble Hills at approximately 10:30 this morning [Sunday],” an El Paso police 
officer said. The items spotted inside the vehicle forced officers to close the parking lot 
and shut down part of Pebble Hills Boulevard for hours. “It contained miscellaneous 
types of ammunition and unknown types of chemicals,” the officer told KFOX 14. 
Since the car was loaded with ammunition and chemicals, officers called for extra help. 
“The bomb squad was on-call to safely remove the ammunition from the vehicle, and at 
that point, the Hazardous Materials Team was on-call to go ahead and secure the 
vehicle, and secure the chemicals,” he said. While the parking lot was closed, police 
told KFOX the regional command remained open during this entire situation, and that 
police duties were not affected. 
Source: http://www.kfoxtv.com/news/26110178/detail.html 
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43. December 13, WSBTV 2 Atlanta – (Georgia) Power outage hits police 
department. All telephones and radio systems at the Norcross Police Department in 
Georgia were temporarily incapacitated by a power outage December 12, Norcross 
police said. Norcross police issued an alert just before 4 p.m. Residents were 
encouraged to call 911 for assistance while the power was down. The Gwinnett County 
Police Department was relaying information to Norcross personnel, a Norcross police 
captain said. All systems within the Norcross Police Department were restored at about 
4:30 p.m., including phones and power, he said. Georgia power said there were 900 
outages reported in metro Atlanta, half of which were in DeKalb County. Officials 
blamed the outage on the cold weather. 
Source: http://www.wsbtv.com/news/26109092/detail.html 

44. December 12, Associated Press – (New Jersey) Report: Late NJ doc improperly 
supplied steroids. Hundreds of law enforcement officers, firefighters, and corrections 
officers in New Jersey improperly obtained anabolic steroids and human growth 
hormone from a Jersey City physician before his death, according to a published report. 
A 7-month investigation by the Star-Ledger of Newark found the physician frequently 
broke the law and his own oath by faking medical diagnoses to justify his prescriptions 
for the drugs. The newspaper found at least 248 officers and firefighters from 53 
agencies obtained muscle-building drugs from the man, including some that have been 
linked to increased aggression, confusion, and reckless behavior. Six of those patients 
were named in lawsuits alleging excessive force or civil rights violations around the 
time they received drugs from him or shortly afterward. The newspaper’s investigation 
drew on prescription records, court documents, and detailed interviews with the 
physician’s employees. It found many of the officers and firefighters willingly took part 
in the ruse, while others were persuaded by the physician’s sales pitch, one that glossed 
over the risks and legal realities. In most cases, if not all, those obtaining the drugs used 
their government health plans to pay for the substances. Evidence gathered by the 
newspaper suggests the total cost to taxpayers reaches into the millions of dollars. 
Source: http://www.newsday.com/news/region-state/report-late-nj-doc-improperly-
supplied-steroids-1.2537124 

45. December 11, Newark Star-Ledger – (New Jersey) Newark police receive bomb 
threat, no explosives found. A call suggesting a bomb had been placed at a Newark, 
New Jersey, police station resulted in a search of police stations around the city 
December 11, authorities said. The threat was called in around 5:30 a.m., but no 
specific precinct or location was named, said a Newark police detective. A subsequent 
sweep of all precincts found no explosive devices, he said, and the threat was deemed 
to be unfounded. 
Source: 
http://www.nj.com/news/index.ssf/2010/12/newark_police_receive_bomb_thr.html 

For another story, see item 54  
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Information Technology Sector 

46. December 13, Softpedia – (International) Hackers compromise Gawker, expose user 
passwords. Gawker Media must deal with a serious security breach after hackers 
managed to compromise several of its servers and leaked a database of 1.3 million 
usernames and passwords. In a network-wide announcement, Gawker warned users 
who have an account on any of its 10 highly-trafficked blogs, which include Gizmodo, 
LifeHacker, Jezebel, and Kotaku, that their passwords were compromised. A group 
called Gnosis took credit for the attack and it seems that its motive was Gawker’s 
taunting of Anonymous and 4chan members, which at one point it called “script 
kiddies.” Gnosis noted the hacked database contained the log-in details of 1.5 million 
users, of which 1.3 million were copied and leaked online. The data contained 
usernames, passwords, and e-mail addresses. 
Source: http://news.softpedia.com/news/Hackers-Compromise-Gawker-Servers-
Expose-User-Passwords-172180.shtml 

47. December 13, Softpedia – (International) Twitter fast-spreading spam attack linked 
to Gawker compromise. A spam attack promoting acai berry diets is quickly 
spreading on Twitter and apparently it uses hundreds of thousands of accounts hijacked 
following the Gawker database compromise. The flood of spam messages began 
December 13 and are among the lines of “Lost 10lbs using acai berry! RT This! [link]” 
or “Im not gaining weight this year cuz of acai berry! [link].” The advertised domains 
contain “acainews” in their name, but as a senior technology consultant at Sophos 
noted, they could change at any time. The links take users to an article on a fake a news 
Webs ite, which displays the logos of ABC, Fox News, CNN, CBS, and USA Today, in 
order to gain credibility. The goal is to trick visitors into buying weight loss products. 
This aggressive spam attack has been linked to a compromise of Gawker user accounts 
that happened the weekend of December 12. 
Source: http://news.softpedia.com/news/Twitter-Fast-Spreading-Spam-Attack-Linked-
to-Gawker-Compromise-172206.shtml 

48. December 11, The Register – (International) Exim code-execution bug, now with root 
access. Exim maintainers warned of an in-the-wild attack that allowed miscreants to 
execute malicious code with unfettered system privileges by exploiting a bug in older 
versions of the open-source mail transfer agent. The memory-corruption vulnerability 
resides in Exim 4.69 and earlier versions, and already has been used in at least one 
attack to completely root an enterprise server, according to this account. The code-
execution attack works in concert with a privilege-escalation vulnerability that results 
when admins want to use multiple configuration files, a popular option. Exim 
recommended that option be turned off so root privileges are required to override the 
default configuration file. Security pros sounded the alarm because the vulnerability is 
remotely exploitable and is already being used maliciously. Although the attack was 
not reported until December 8, it was not until eDecember 10 that Exim maintainers 
were able to reproduce the exploit. Attack code has also been added to the Metasploit 
exploitation kit, making it easy for others to reproduce the attack. Maintainers for the 
Debian and Red Hat distributions of Linux have issued patches. The most reliable fix is 
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to update to version 4.7. 
Source: http://www.theregister.co.uk/2010/12/11/exim_code_execution_peril/ 

49. December 10, Computerworld – (International) Manchester teen arrested for selling 
Call of Duty DDoS tool. A teenager in Manchester, England has been arrested after 
being caught selling a “booting tool” used to attack and kick players off the hugely 
popular Call of Duty online game. The software used to launch the attacks, “Phenom 
Booter,” was traced to the United Kingdom by game publisher Activision, which found 
it for sale on a forum allegedly connected to the 17-year-old. The youth is currently 
under arrest and is likely to be charged with offenses under the Computer Misuse Act, 
police said. Such shell tools have spread around gaming recently as a way of “booting” 
or “kicking” rival players by locating their IP address from online gaming Web sites 
using a technique known as ARP poisoning. Anyone using such a tool can wield 
considerable power, removing one or more players from games hosted on servers, even 
making it impossible for anyone to use them at all. The youth is the first person ever to 
be arrested in the United Kingdom in connection with an alleged online gaming 
offense. 
Source: http://www.networkworld.com/news/2010/121010-manchester-teen-arrested-
for-selling.html?hpg1=bn 

50. December 10, IDG News – (International) Google, Microsoft ad networks briefly hit 
by with malware. For a brief period the week of December 5, cybercriminals infected 
Google’s and Microsoft’s online ad networks with malicious advertisements that 
attacked users’ PCs, according to security consultancy Armorize. The attacks started 
December 5 and lasted a few days, sending victims who clicked on the ads to malicious 
Web pages. Those pages took advantage of known software bugs to install backdoor 
programs that gave the attackers control of the victims’ PCs, or to install software that 
made it appear as though the PCs were filled with malicious software. Google 
acknowledged December 10 it had experienced some issues on its DoubleClick 
network, but said it put a stop to them quickly. A Google spokesman would not say 
how the malicious ads got onto Google’s ad network, but Armorize’s chief technology 
officer said cybercriminals may have tricked Google by serving the ads from a domain 
similar to that used by a legitimate ad-serving company, AdShuffle, based in Irving, 
Texas. The ads exploit bugs in Adobe Reader, Java, and other PC software. The bugs 
have been previously identified, which means people with up-to-date software and 
antivirus products should not be at risk. 
Source: 
http://www.computerworld.com/s/article/9200899/Google_Microsoft_ad_networks_bri
efly_hit_by_with_malware 

For more stories, see items 2 and 29  
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

51. December 13, Siliconrepublic – (International) Hardware fault in Dublin blamed for 
Amazon.com outage. A hardware fault on Amazon.com’s servers in Dublin, Ireland 
was to blame for a brief outage December 12, and not a hactivist attack from hacker 
group Anonymous. At 11:15 p.m. December 12, shoppers in the UK, France, Germany, 
Austria, and Italy were locked out of the site for half an hour. While it was initially 
thought the outage was the work of hacker group Anonymous, Amazon.com said the 
problem was due to a hardware failure at a Dublin-based hosting facility that serves the 
site. Amazon last week withdrew its services from WikiLeaks. Anonymous launched 
an attack against Amazon.com as part of its Operation Payback campaign, but the 
attack failed. Other sites like Visa and MasterCard, which removed their services, were 
attacked by hactivists and suffered outages. Reports indicated Anonymous planned to 
launch a distributed denial of service attack against Amazon.com but decided it did not 
have sufficient “forces”. It also decided attacking a major online retailer when ordinary 
people were buying Christmas presents would have been in poor taste. Tipping its hat 
to Amazon.com’s infrastructure, Anonymous said its distributed system makes it more 
resilient against denial of service attacks. 
Source: http://www.siliconrepublic.com/strategy/item/19604-hardware-fault-in-dublin/ 

52. December 12, Peninsula Daily News – (Washington) Forks radio stations remain off 
air after lightning strike on tower. Engineers were assessing damage to the AM and 
FM radio stations December 10 after lightning struck the tower December 8, said a 
station manager in Forks, Washington. The station, which is owned by First 
Broadcasting Capital Partners LLC, would remain silent for an undetermined amount 
of time. The tower, which transmits KBDB-FM 96.7 and KBIS-AM 1490, was struck 
while a lightning storm hit the West End December 8. The same storm put about 3,700 
Clallam County Public Utility District (PUD) customers in the dark after lightning hit a 
transformer. The outage stretched from Beaver to Forks to Oil City, said a PUD 
spokesman. 
Source: http://www.peninsuladailynews.com/article/20101212/news/312129987/forks-
radio-stations-remain-off-air-after-lightning-strike-on-tower 

53. December 10, Softpedia – (International) Spammers use free hosting providers as 
redirectors. Security researchers warned spammers are increasingly abusing free 
hosting services to install redirectors with the purpose of hiding their real spam sites. 
This multi-layered approach gives spammers more flexibility and makes their Web 
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sites harder to detect, block, and shut down. The technique is combined with a similar 
abuse of URL shorteners. Many pages with unique and random URLs get created via 
free hosting services and are then shortened before being sent out in spam e-mails. 
These pages use JavaScript redirect scripts and are hosted on URLs of the form 
http://fipxmdmzp.[censored].com/?iyzdm=yngqsa, where most of the composing parts 
are random. The JavaScript code is obfuscated using techniques unseen in previous 
attacks. This is meant to hide the spam site URL as best as possible. “Redirecting users 
in this way shows that spammers are going to considerable lengths to hide the 
addresses of their actual spam sites, and actively trying to make more difficult detection 
by anti-spam companies,” wrote a senior software engineer at Symantec Hosted 
Services. 
Source: http://news.softpedia.com/news/Spammers-Use-Free-Hosting-Providers-as-
Redirectors-171997.shtml 

54. December 10, Hagerstown Herald-Mail – (Maryland) Verizon restores service to 432 
exchange area. Some residents in the Boonsboro and Keedysville, Maryland areas 
were unable to make phone calls December 10 outside of their 432 exchange code, 
including 911 calls, due to damage to a telephone line, the Washington County 
emergency services director said. Verizon restored service to customers by late in the 
evening, a company spokeswoman said. The outage affected land lines and cell phones 
in the 432 exchange area, or the area in which phone numbers begin 301-432-. In that 
area, calls would connect only to other phone numbers beginning with 432. To make a 
cell phone call to a number outside that exchange, the user had to leave the Boonsboro-
Keedysville area. The problem resulted from a Verizon fiber line being cut during work 
to repair a water-main break in the area of North Main Street and Stouffer Avenue in 
Boonsboro December 10. A Verizon spokeswoman said cables in an underground 
conduit were cut and the company had to replace a few hundred feet of the cable to 
restore service. Verizon was able to restore full phone service to customers by 9:30 
p.m. 
Source: http://www.herald-
mail.com/?cmd=displaystory&story_id=258285&format=html 

[Return to top]  

Commercial Facilities Sector 

55. December 13, Minneapolis Star Tribune – (Minnestoa) Metrodome roof rips, 
collapses. For the fourth time in the Metrodome’s 28-year history, snow and high 
winds ripped and deflated its roof December 12, leaving a big hole in the Minneapolis, 
Minnesota, skyline. The roof of the stadium used for professional football games and 
college baseball games gave way at 5 a.m. when three fabric panels tore under the 
weight of more than 24 inches of snow in places, creating a mess that ultimately could 
cost the Minnesota Vikings National Football League team millions in lost revenue. No 
one was injured. Officials from Birdair Structures Inc., the Amherst, New York, 
rooftop fabricator and installer, will arrive in Minneapolis to assess damage and start 
repair work December 13, the Dome facilities and engineering director for the 
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Metropolitan Sports Facilities Commission said. No one could estimate yet how long 
repairs might take. 
Source: 
http://www.startribune.com/111748539.html?elr=KArksLckD8EQDUoaEyqyP4O:DW
3ckUiD3aPc:_Yyc:aU1yDEmP:QMDCinchO7DU 

56. December 12, Detroit News – (Michigan) 9 hospitalized in early morning Detroit 
fire. A December 12 fire in an occupied apartment building on the east side of Detroit, 
Michigan, sent nine people to the hospital with injuries, including a firefighter. None of 
the injured was seriously hurt, according to a fire dispatcher. The fire was reported 
about 9 a.m. in the 2200 block of Hurlbut, between Vernor and Kercheval. The fire was 
out by 11:30 a.m. 
Source: 
http://www.detnews.com/article/20101212/METRO01/12120322/1409/METRO/9-
hospitalized-in-early-morning-Detroit-fire 

57. December 12, Contra Costa Times – (California) Montclair Target shoppers 
evacuated as suspicious luggage probed. Two unattended suitcases were found 
outside of a department store in Montclair, California December 12, leading to the 
evacuation of about 500 shoppers for more than 3 hours. Target security personnel 
found the suitcases on the north exterior of the store on Central Avenue at 12:42 p.m. 
Fire and police officials responded and thought the luggage was suspicious and notified 
the bomb squad. Shoppers and employees were evacuated and the store was shut down 
while the Ontario Fire Department’s Bomb Squad checked out the bags. The suitcases 
were scanned with X-ray equipment and were found to be empty. No further 
investigation is planned, police said. During the investigation, the north side of the 
Target parking lot was cordoned off as were portions of the lots at Best Buy, Carl’s Jr., 
and Hometown Buffet. 
Source: http://www.contracostatimes.com/california/ci_16842580?nclick_check=1 

58. December 11, WXII 12 Winston-Salem – (North Carolina) Meth lab found in Yadkin 
County motel room. Authorities in Yadkin County, North Carolina, said they 
discovered a methamphetamine lab inside a room at the Yadkin Inn. The Yadkin 
County EMS director said a call was made to 911 at about 9:45 p.m. December 9 
concerning a small fire in one of the rooms. He said whoever had been in the room had 
left by the time fire officials arrived at the scene. Officers said firefighters who 
responded to the call discovered chemicals used to produce meth inside the room and 
contacted the State Bureau of Investigation (SBI), which dispatched a hazardous 
materials unit. So far, no arrests have been made, but officials said there are two 
persons of interest in the case. The SBI called in a team from South Carolina that 
specializes in cleaning up meth labs. The entire hotel was cordoned off with crime 
scene tape. 
Source: http://www.wxii12.com/r/26090961/detail.html 

59. December 10, Cullman Times – (Alabama) Authorities report two devices exploded 
overnight. Local, state, and federal authorities are investigating two December 9 
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explosions — one in the city of Cullman, Alabama, business district and another in a 
rural area of the county. No one was reported injured in the blasts, which the police 
chief said was heard by an officer at Cullman Shopping Center and a dispatcher at the 
police station, and by residents in the city and county. A passing motorist also reported 
seeing smoke coming from one of the car wash ports at Arnold Street Car Wash. The 
second explosion was in an open area west of Cullman along the County Road 1200 
area between 11 p.m. and midnight. Evidence was recovered at both scenes, the 
assistant chief of the Cullman Police Department said. Cullman investigators were on 
the scene December 10 at the car wash collecting evidence from one of the ports and 
across the parking lot. “We have found evidence, but we’re not in a position to say 
what type of device it was. We have asked ATF (Bureau of Alcohol Tobacco and 
Firearms) and the ABI (Alabama Bureau of Investigation) for assistance,” a sergeant 
said. The explosive device was apparently planted on one of the hanging sprayers in a 
port of the car wash. A large blackened area was visible on the wall. The second device 
was apparently exploded in an open field. 
Source: http://www.cullmantimes.com/local/x1964518249/Authorities-report-two-
devices-exploded-overnight 

60. December 10, Associated Press – (Arizona) Fire dept: 3 people injured in explosion 
at fair. An explosion and fire at the Tucson, Arizona, street fair injured three people 
December 10. Fire officials said the three were working a food booth at the 4th Avenue 
Street Fair when a propane line exploded. A Tucson Fire Department spokeswoman 
told the Associated Press the department received a call just after 9 a.m. of a small 
explosion and flash fire. She said a malfunctioning propane line was leaking and 
somehow the propane ignited and caused an explosion. The blast blew out a window in 
a food vendor’s trailer. One worker was seriously injured, and two others have minor 
injuries. All three were transported to a Tucson hospital. The fair was not open at the 
time of the explosion. 
Source: http://www.myfoxphoenix.com/dpp/news/local/tucson/apx-AZTucsonStreet-
Fair-Explosion_33317009-12102010 

[Return to top]  

National Monuments and Icons Sector 

61. December 13, WHNT 19 Huntsville – (Alabama) Fire destroys Monte Sano State 
Park office. Employees at Monte Sano State Park in Huntsville, Alabama are cleaning 
up what is left of the park headquarters after flames burned the building to the ground 
early December 11. The fire started just before 4 a.m. A camper woke up to popping 
sounds and alerted the park manager. “We’re very fortunate that one of our campers 
was awake and noticed it because with the weather and the wind, it could have 
potentially been worse than what it was,” the park manager said. Fire marshals are 
investigating the cause, but they believe the fire may have been started by heating units 
in the ceiling. Park staff plan to move operations across the street to the campground 
store for now. 
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Source: http://www.whnt.com/news/whnt-monte-sano-state-park-office-fire-
121310,0,3659799.story 

[Return to top]  

Dams Sector 

62. December 10, Associated Press – (National) Corps on target to lower Missouri River 
reservoirs. The Army Corps of Engineers said it expects to complete its drawdown of 
the Missouri River reservoirs by the end of December. The agency had to boost its 
releases through the dams this fall because runoff this year was 54 percent above 
normal. The Corps lowers the lake levels each fall in preparation for spring snowmelt 
and runoff the following year. Once the reservoirs are at their desired level, the Corps 
said it will return to normal winter release rates. 
Source: http://www.kcautv.com/Global/story.asp?S=13650336 

63. December 9, Associated Press – (Tennessee) Corps of Engineers says lull in work at 
Center Hill Dam until construction of barrier wall. The Army Corps of Engineers 
said a lull in work to prevent seepage at Center Hill Dam in Tennessee does not mean 
the project has ended. The Corps office in Nashville said in a statement that a decrease 
in construction activity at the dam on the Caney Fork River in Dekalb County reflects a 
transition from the first phase of grout placement to constructing a foundation barrier 
wall. The project manager said the grouting contract is complete and proposals for 
constructing a foundation barrier wall are being evaluated. The Corps plans to award 
the contract to build a permanent seepage barrier for the earthen dam’s foundation next 
spring. The project’s total estimated cost is $295 million, with about $120 million 
already spent. 
Source: http://www.whnt.com/news/sns-ap-tn--centerhilldam,0,981974.story 

For another story, see item 3  
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