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Top Stories 

• The St. Louis Post-Dispatch reports TransCanada Corp. is digging up 10 sections of a new, 
2,151-mile crude oil pipeline that runs through many midwestern U.S. states after tests 
showed it may contain defective steel. (See item 5) 

• According to the Associated Press, the Federal Aviation Administration (FAA) is missing 
key information on who owns one-third of the 357,000 private and commercial aircraft in 
the U.S. (See item 19) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. December 10, Kittanning Leader-Times – (Pennsylvania) Tanker truck explosion 
kills Ford City man. A Ford City, Pennsylvania man was killed and a co-worker from 
Vandergrift, Pennsylvania, injured when a tanker truck exploded December 9 in 
Armstrong County. The vice president of operations for West Penn Energy said the 
men were “thawing a valve” on the back of the empty water tanker in the yard of the 
facility when the explosion occurred shortly before 9 a.m. State police in East Franklin 
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said there was an explosion and a manhole cover came off a residual waste tanker 
truck, striking both employees. A spokesman said it was a hatch that blew off from 
pressure inside the tanker. West Penn Energy provides support services to the oil and 
gas industry, including water hauling and water pumping. 
Source: http://www.pittsburghlive.com/x/valleynewsdispatch/lifestyles/s_713020.html 

2. December 10, North Andover Eagle-Tribune – (National) Gas being restored to 
Methuen today. Gas will be restored December 10 to 950 homes in the western part of 
Methuen, Massachusetts gas company officials report. Gas company workers and 
officials with Columbia Gas of Massachusetts worked throughout the night from 
December 9 to correct the problem, caused by a drop in pressure in a gas main. More 
than 1,200 homes and businesses on 83 streets lost gas service in the incident, and all 
schools in Methuen were closed December 10. The drop in pressure occurred during 
routine maintenance work, according to a Columbia gas spokesman. Gas company 
workers had to go door-to-door at the 950 affected homes — and break into homes that 
were vacant — to shut down their gas meters — before they could restore pressure. 
That process was completed at 5:20 a.m. December 10. Upon completion, the company 
was able to re-gas the affected gas main pipe, and will be going door-to-door to turn 
meters back on. “It’s going to be an all day affair because as you know there were 950 
meters,” the spokesman said. Because of freezing temperatures, the city set up an 
emergency shelter at a grammar school that can accommodate 400 people. The city 
also made arrangements for buses to move people from housing authority property to 
the shelter if needed. 
Source: http://www.eagletribune.com/local/x1312703789/Update-Gas-service-crews-
may-have-to-break-into-homes 

3. December 9, WJW 8 Cleveland – (Ohio) Power restored to 20,000 after major 
outage. All power has been restored to 20,000 Cleveland Public Power (CPP) 
customers in Cleveland, Ohio who were left in the dark December 9. According to a 
CPP spokeswoman, a major outage occurred at 5:44 p.m. and lasted about 1 hour. The 
outage was caused by a blown transformer at a west side substation, officials said. 
Customers from the west side to the near east side of Cleveland were affected by the 
outage. The spokeswoman said along with street, traffic and highway lights, some 
homes and businesses were without power as well. 
Source: http://www.fox8.com/news/wjw-power-outage-cleveland-dec-9-
txt,0,6226228.story 

4. December 9, San Antonio Express-News – (California) Tesoro’s Martinez plant 
operating at reduced rates. Tesoro Corporation’s 166,000-barrel-per-day Golden 
Eagle refinery near Martinez, California, was operating at reduced rates December 9 as 
a result of an electrical fire that occurred following a power outage at the plant. Tesoro 
officials are not yet sure when all units will be operating again, but supplies to 
customers will not be affected, a company spokesman said. One plant employee 
suffered a minor injury during the event, was treated on-site and returned to work. “As 
a result of the outage, which occurred following a voltage dip and an electrical fire in a 
nonprocessing unit switching station, the refinery lost power to several processing 
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units,” a spokesman said in a statement. “As a standard precaution, the refinery vented 
excess hydrocarbon vapors to the atmosphere, and those vapors were flared off.” 
Source: http://www.mysanantonio.com/news/energy/article/Tesoro-s-Martinez-plant-
operating-at-reduced-rates-871685.php 

5. December 9, St. Louis Post-Dispatch – (Illinois) Massive oil pipeline to be checked 
for defective steel. TransCanada Corp. is digging up 10 sections of a new, $5.2 billion 
crude oil pipeline after government-ordered tests identified possibly defective steel that 
may have been used in its construction. As one of the longest and most expensive 
pipelines ever built in North America, the Keystone pipeline can carry about a half-
million barrels per day, enough to supply about 2 percent of the country’s daily 
demand. Oil began reaching the refinery in late June and will continue to flow during 
the work. Federal regulators ordered more extensive tests on the Keystone line after 
problems with substandard steel surfaced in several other projects. An investigation 
revealed several pipelines built during a construction boom from 2007 to 2009 
contained significant amounts of defective pipe that stretched under pressure. 
TransCanada officials declined to provide details about the 47 anomalies they found, 
including the percentage of any expansions. Nine anomalies were detected in Missouri, 
12 in Kansas, 14 in Nebraska and 12 in South Dakota. Investigators traced the 
problems to defective steel produced by several mills, but mostly by Welspun Power 
and Steel, a manufacturer based in India. The Keystone pipeline stretches 2,151 miles 
from the Athabasca tar sands of Alberta, Canada to the ConocoPhillips’ Wood River 
refinery in Roxana, Illinois, then on to Patoka, Illinois. 
Source: http://www.istockanalyst.com/article/viewiStockNews/articleid/4734390 

6. December 8, Marion Star – (Ohio) Vandalism cuts power to 1,200 in Morrow 
Co. Vandalism and theft of copper ground wire at a substation in southern Morrow 
County, Ohio, knocked out power to about 1,200 customers of American Electric 
Power (AEP) December 8. Households affected were in the Fulton area. AEP restored 
power to all but 112 by noon, and expected to have power restored to the rest by 2 p.m. 
December 8. At 4:10 a.m. a vandal or vandals cut fencing, entered the substation 
through the north side and cut and removed copper grounds from the equipment in the 
substation. In the process, regulators, which maintain voltage levels for electricity 
provided to customers, were damaged. 
Source: http://www.marionstar.com/article/20101208/UPDATES01/101208007/-
1/newsfront2 

[Return to top]  

Chemical Industry Sector 

7. December 10, KRGV 5 Rio Grande Valley – (Texas) Chemical spill clean up nearly 
complete. Cleanup at the site of a chemical spill was nearly complete December 10 in 
Donna, Texas. A Texas Commission on Environmental Quality (TCEQ) spokesperson 
said the company sent the soil and chemicals found at the old plant for testing. The tests 
will determine where the contaminated liquids and soil can be disposed of. The city of 
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Donna and TCEQ learned about the spill after a chemical fire earlier this year. The fire 
was started by demolition crews who were tearing down old storage tanks. 
Source: http://www.krgv.com/news/local/story/Chemical-Spill-Clean-Up-Nearly-
Complete/nEOQBy3nkE2QTS7kQbAFLQ.cspx 

8. December 9, Associated Press – (West Virginia) 2 brothers killed in blast at W.Va. 
chemical plant. Two brothers who lived within walking distance of the small chemical 
plant where they worked were killed December 9 in an explosion there. Two others 
were injured. The blast happened around 1:30 p.m. at the AL Solutions Inc. plant in 
New Cumberland, a small town in West Virginia’s northern Panhandle about 33 miles 
west of Pittsburgh. It was the third fatal explosion at the plant in the last 15 years. The 
plant site is home to a large, corrugated metal building complex and a smaller stucco-
and-cinder-block building that sits across the parking lot, which is where the victims 
were working. The police chief said they were working with titanium powder, which is 
used as an alloy additive in aluminum. It is highly flammable and burns much hotter 
than wood or other fuels, which is why firefighters had to finish extinguishing hot spots 
before investigators could get to the dead men inside. Officials with the federal 
Occupational Safety and Health Administration arrived at the scene the night of 
December 9, around the time it was safe to enter the building. A law enforcement 
official said there would be a joint investigation by the federal agency, state officials, 
and law enforcement. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5gwOgoqWilkZpuGSz6qRVuD
QVgNrg?docId=03bf3d95d67c48118a26fb22af67390d 

9. December 9, KTUL 8 Tulsa – (Oklahoma) Truck carrying fertilizer overturns on 
IDL. Traffic on downtown Tulsa’s inner dispersal loop is at a crawl after a semi truck 
carrying fertilizer overturned in Oklahoma December 9. It happened at about 12:20 
p.m. on the Interstate 244 ramp to northbound Highway 75. The truck was carrying 
more than 52,000 pounds of fertilizer, much of which spilled from the truck. The 
fertilizer spilled onto the highway ramp and into the median. Crews said it could take 3 
to 5 hours to clean up, but hoped to be done by mid rush-hour. Investigators said it 
appears the load shifted while the driver was taking the ramp, sending the truck onto its 
side. 
Source: http://www.ktul.com/Global/story.asp?S=13646204 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

10. December 10, PressofAtlanticCity.com – (New Jersey) Oyster Creek transformer 
being replaced. Exelon’s Oyster Creek Generating Station in Lacey, Township New 
Jersey will continue to operate at reduced power December 10, after officials took the 
station’s turbine station offline December 9 at 5 p.m., as station operators replace one 
of the two main transformers. Both transformers were replaced during the station’s 
refueling and maintenance outage, but, now, one needs replacing after returning 
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abnormal readings during the plant’s start-up procedures. Station operators said the 
replacement did not affect aquatic life in the nearby canal, and environmental experts 
continue to monitor the waterway. 
Source: http://www.pressofatlanticcity.com/news/press/ocean/article_4230c7fa-0462-
11e0-822a-001cc4c002e0.html 

11. December 8, Media Newswire – (Vermont) More tritium contamination detected in 
deeper groundwater monitoring wells. Vermont Yankee notified the state health 
department December 3 about high concentrations of tritium detected in samples taken 
November 29 from two of its nine newest groundwater monitoring wells near the 
Vernon, Vermont nuclear plant. Both are deeper wells, about 60 feet below ground 
level and just above bedrock: GZ-12D, located near the Containment Access Building 
(CAB), measured tritium concentration at 65,000 picocuries per liter ( pCi/L ); GZ-
22D, located near the Construction Office Building (COB), measured tritium 
concentration of 500,000 pCi/L. Split samples are being sent to the Vermont 
Department of Health Laboratory for independent analysis. The finding of tritium in 
GZ-22D is of particular concern because it is near the former COB drinking water well. 
On October 8 the COB well, about 360 feet deep, was found to be contaminated with 
tritium. This was the first finding of tritium contamination in a drinking water well on 
site or off site. No other drinking water sources on site or off site have show tritium 
above the lower limit of detection, nor have they measured any other nuclear power 
plant-radioactive materials. According to Vermont Yankee, the seven other new wells 
are located outside of the current plume area, and show no indication of tritium. 
Source: http://media-newswire.com/release_1136145.html 

[Return to top]  

Critical Manufacturing Sector 
 
See item 8  

 
[Return to top]  

Defense Industrial Base Sector 

12. December 9, Military Times – (National) Cracks plague Ticonderoga-class 
cruisers. A new issue is plaguing all 22 of the Navy’s Ticonderoga-class cruiser: 
cracks in the aluminum superstructure. One such vessel, the Port Royal, was operating 
in the Pacific Northwest in September when sailors discovered new cracks in the 
superstructure, including an eight-crack on the 06 level, one of the highest decks in the 
ship. Most of the cracks are being repaired during regular overhauls, but in the case of 
the Port Royal, the damage was enough to send the ship home to Pearl Harbor in 
Hawaii for yet another extended repair period. So far, the Navy has awarded $14 
million to BAE Systems in Pearl to fix the Port Royal. The work package will include 
repairs to the bulkheads and deck around two gas turbine intakes; fuel oil storage tank 
top repairs; superstructure crack repairs; and removal and replacement of aluminum 
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decking and plating. The work is expected to be finished February 2011. 
Source: http://www.militarytimes.com/news/2010/12/navy-cracks-plague-ticonderoga-
class-cruisers-120910w/ 

13. December 9, Washington Post – (International) U.S. agents raid offices of Afghan, 
Iraq security contractor. Federal agents raided the Tennessee headquarters of a 
security contractor involved in Afghanistan and Iraq December 8 on warrants officials 
said were related to alleged violations of defense-related export controls. The 
contractor, EOD Technology Inc. (EODT), provides security and other services for the 
State and Defense departments. It was selected in late September to take over security 
for the U.S. Embassy compound in Kabul. One federal official said the alleged offenses 
fell under a law known as International Traffic in Arms Regulations, which governs 
export and import of certain defense-related items. The raid, directed by the U.S. 
attorney for eastern Tennessee, included agents from Immigration and Customs 
Enforcement, DHS, the FBI, and the Defense Criminal Investigative Service. Court 
documents were sealed and law enforcement officials said they would make no public 
comment on what they described as an ongoing investigation begun more than 1 year 
ago by the Special Inspector General for Iraq Reconstruction. EODT has been cited in 
the past for activities deemed “at odds with with U.S. interests in the region,” according 
to the U.S. Senate Foreign Relations Committee. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/12/09/AR2010120907072.html 

[Return to top]  

Banking and Finance Sector 

14. December 10, Arizona Republic – (Arizona) Ex-police officer accused in five Ariz. 
bank robberies. A former Phoenix, Arizona, police officer has been arrested on 
suspicion of five area bank robberies in which he is accused of making off with more 
than $133,000. The 40-year-old suspect, who left the police department in 2005 after 
13 years, was taken into custody after a 4-year investigation involving the FBI’s Bank 
Robbery Task Force, and the Maricopa County Attorney’s Office, the agencies 
announced December 9. A 95-count indictment accuses the man of armed robbery, 
kidnapping, aggravated assault, and theft in a string of Bank of America robberies over 
5 months in 2006. The man wore a ski mask during the heists, according to 
investigators. He was identified in part through “assistance from the public,” officials 
said. He is being held in lieu of $1 million bail. 
Source: http://www.mydesert.com/article/20101210/NEWS11/101210007/Ex-cop-
accused-in-five-Ariz-bank-robberies 

15. December 10, Bucks County Courier Times – (Pennsylvania) Police detonate bomb 
inside bank. A bank robber attempted to extort money from a Bensalem, Pennsylvania, 
bank December 9 by leaving a gift-wrapped package containing a pipe bomb and 
directions on how to arrange payment. The Philadelphia Bomb Squad detonated the 
crude weapon inside the M&T Bank on the 1800 block of Street Road after the bank 
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and several nearby businesses were evacuated, police said. No one was injured. 
Bensalem’s public safety director said a bank employee found a gift-wrapped package 
in a bag hanging in one of the bank’s entranceways at 8:30 a.m. and brought it inside. 
A note inside the package read, “This is a bomb,” and demanded money, he said. The 
package had directions about how to contact someone to send the money to, police 
said. The bank employee called 911 and left the area. Bensalem police ordered 
everyone out of the bank and several nearby shops, and closed parts of Street and 
Hulmeville roads. The Philadelphia Bomb Squad checked the device and determined it 
was a pipe bomb with a cell phone attached to detonate the explosives inside the pipe. 
A member of the bomb squad detonated the bomb inside the building, causing minor 
damage and sending a piece of the device shooting through one of the bank’s glass 
entrances, police said. 
Source: 
http://www.phillyburbs.com/news/news_details/article/28/2010/december/10/police-
detonate-bomb-inside-bank.html 

16. December 9, Roseville Press-Tribune – (California; National) Roseville man admits to 
role in $3m Ponzi scheme. Following an investigation by the U.S. Secret Service, a 
Roseville, California man has pleaded guilty to helping defraud investors of 
$2,975,352, court files show. In a plea deal with federal prosecutors, the suspect 
confessed to pocketing $160,458 in a Ponzi scheme involving an unnamed co-
conspirator, whom the man sent $564,241. The 49-year-old suspect appeared in federal 
court December 9, when he was appointed a public defender. The defendant admitted 
to posing as an escrow officer, paying off investors with funds from 22 other investors, 
who believed their money would go toward real estate deals. His cooperation with the 
office of a U.S. attorney requires the suspect to disclose all assets related to the scam. 
Source: 
http://granitebaypt.com/detail/166839.html?content_source=&category_id=2&search_f
ilter=&user_id=&event_mode=&event_ts_from=&event_ts_to=&list_type=&order_by
=&order_sort=&content_class=1&sub_type=&town_id= 

17. December 9, Associated Press – (National) NY trustee seeks $1B from 7 
international banks. Seven global banking institutions enabled a disgraced financier’s 
Ponzi scheme by “creating and offering derivative investment products linked to 
various ... feeder funds,” a court-appointed trustee alleged December 7. A trustee 
announced a lawsuit in federal bankruptcy court in Manhattan that seeks to recover 
more than $1 billion from Citibank, Natixis, Fortis, ABN AMRO, Banco Bilbao 
Vizcaya Argentaria, Merrill Lynch, and Nomura. The suit alleges the banks received 
transfers of money from the financier’s business “through numerous feeder funds at 
times when they either knew or should have known of ... (the) fraud.” 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/12/08/AR2010120803329.html 

18. December 8, Arizona Republic – (Arizona) Police: Possible serial bank robber 
operating in Surprise. ”Skeletor Bandit” is what the FBI dubbed a suspected serial 
bank robber who they say hit several banks in Arizona. An FBI official confirmed they 
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are looking for a man with the same moniker as the villainous character from 1980s 
children’s cartoon He-Man that they believe robbed four banks. A special agent and 
FBI spokesman said investigators believe the 25- to 35-year-old man robbed two banks 
in Flagstaff and one bank in Surprise on two separate occasions. The robber most 
recently hit AmTrust Bank at 14543 W. Grand Ave. December 6. The man is suspected 
of robbing the same bank December 6. Both times he threatened the teller with a 
handgun while wearing a Halloween-style mask, Surprise police said. The suspect may 
be driving a dark blue or dark gray 2000 to 2001 Chevrolet sedan with dark tinted 
windows that is possibly an Impala, authorities said. 
Source: 
http://www.azcentral.com/community/westvalley/articles/2010/12/08/20101208surpris
e-bank-robberies-abrk.html 

[Return to top]  

Transportation Sector 

19. December 10, Associated Press – (National) FAA loses track of 119,000 planes. The 
Federal Aviation Administration (FAA) is missing key information on who owns one-
third of the 357,000 private and commercial aircraft in the U.S. — a gap the agency 
fears could be exploited by terrorists and drug traffickers. The records are in such 
disarray that the FAA said it is worried criminals could buy planes without the 
government’s knowledge, or use the registration numbers of other aircraft to evade new 
computer systems designed to track suspicious flights. It has ordered all aircraft owners 
to re-register their planes in an effort to clean up its files. About 119,000 of the aircraft 
on the U.S. registry have “questionable registration” because of missing forms, invalid 
addresses, unreported sales or other paperwork problems, according to the FAA. In 
many cases, the FAA cannot say who owns a plane or even whether it is still flying or 
has been junked. Already there have been cases of drug traffickers using phony U.S. 
registration numbers, as well as instances of mistaken identity in which police raided 
the wrong plane because of faulty record-keeping. Next year, the FAA will begin 
canceling the registration certificates of all 357,000 aircraft and require owners to 
register anew. 
Source: http://www.foxnews.com/us/2010/12/10/ap-enterprise-faa-loses-track-planes/ 

20. December 10, Associated Press – (Wisconsin) 2 people arrested after 6-hour 
freeway standoff. Two people have been arrested following a 6-hour standoff that shut 
down a Milwaukee, Wisconsin freeway. The situation began about 4 a.m. December 10 
when a male driver and female passenger refused deputies’ commands to leave a 
suspected stolen SUV on westbound Interstate 94. At about 10 a.m., tactical officers 
used a robot to break a window in the vehicle and send a cloud of gas inside. That is 
when the driver opened the front door, held his hands up and laid down on the freeway. 
Deputies removed the passenger from the vehicle. Authorities have not said whether 
the suspects were armed or why they refused to come out of the SUV. Traffic on the 
major thoroughfare was shut down during the morning commute. 
Source: http://www.kivitv.com/Global/story.asp?S=13651355 
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For more stories, see items 5, 9, and 15  
 
[Return to top]  

Postal and Shipping Sector 

21. December 9, KBTX 3 College Station – (Texas) White powder found in mail at local 
hotel. A suspicious white powdery substance was discovered on the contents of an 
envelope received in the mail at the Hampton Inn on Texas Avenue in College Station, 
Texas. The two employees who discovered the envelope December 9 contacted College 
Station authorities. The envelope and its contents were confined to a small office area. 
When the first responding unit arrived on the scene, neither of the two persons exposed 
to the powder were exhibiting any symptoms of exposure to a hazardous substance. 
EMS personnel kept both employees under observation while hazardous materials 
response team members entered the office and tested the envelope and its contents. No 
toxic or hazardous substance was found. 
Source: 
http://www.kbtx.com/local/headlines/White_Powder_Found_in_Mail_at_Local_Hotel_
111628404.html 

22. December 9, Boston Globe – (Massachusetts) White powder sent to BJ’s Wednesday 
poses no threat, says FBI. An envelope sent to the Natick, Massachusetts BJ’s 
Wholesale Club containing a threatening letter and white powder December 8 
prompted a state hazmat and FBI response, according to a fire chief. According to 
preliminary tests, the powder did not pose a risk to employees, said an FBI spokesman. 
He would not say whether the incident will be further investigated by his agency, per 
FBI policy. He said an employee got the mail December 8 at about 4:10 p.m., and 
found the letter and powder. He did not know what the letter said or who sent it. 
Source: 
http://www.boston.com/yourtown/news/natick/2010/12/white_powder_sent_to_bjs_yes
te.html 

[Return to top]  

Agriculture and Food Sector 

23. December 10, Lexington Herald-Leader – (Kentucky) Fire destroys McDonald’s in 
Frankfort. Fire destroyed the McDonald’s on Versailles Road in Frankfort, Kentucky, 
December 8, the battalion chief said. The fire was reported about 11 p.m., when 
employees noticed smoke coming from the heat and ventilation system’s heat 
exchanger. The employees evacuated the restaurant, which had a 24-hour drive-
through. No one was injured. Investigators will focus on that the heat exchanger to 
determine the cause of the blaze. Firefighters remained at the scene until about 4 a.m. 
December 9. 
Source: http://www.firefightingnews.com/article-us.cfm?articleID=87776 
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24. December 10, Associated Press – (Arkansas) 1 killed in silo collapse at Ark. feed 
mill. The Howard County sheriff’s office said a worker was killed December 9 when a 
grain silo collapsed at Tyson Foods’ feed mill in Nashville, Arkansas. The manager of 
the mill said in a news release that authorities recovered the body of the 48-year-old 
worker after the collapse of the structure about 2:30 a.m. Only three of the facility’s 30 
employees were on-site when the silo collapsed, and the other 2 were unhurt. The 
manager said the mill would close down until completion of a safety review, including 
assessment of other buildings at the site. Sheriff’s deputies, the Arkansas Department 
of Emergency Management, the county’s emergency services officials, and local fire 
departments responded. 
Source: http://www.stuttgartdailyleader.com/state_news/x1757255413/1-killed-in-silo-
collapse-at-Ark-feed-mill 

25. December 9, Associated Press – (Minnesota) Search warrant served on raw milk in 
Minnetonka. Minnesota agricultural officials confiscated hundreds of gallons of milk 
delivered to a house in the latest development of their crackdown on unpasteurized 
milk. Investigators December 7 confiscated about 400 gallons of milk a man was 
delivering to a house in Minnetonka, where customers were waiting to pick up their 
orders, according to search warrant documents cited by Minnesota Public Radio. The 
state has tried repeatedly to stop the man and his brother from selling unpasteurized 
milk. Agriculture officials towed the brothers’ truck to a state building. The search 
warrant said officials received an anonymous tip the home had served as a raw milk 
drop site in the past. The man said he has a constitutional right to sell dairy products. 
State health officials have blamed the farm in Sibley County for illnesses associated 
with an E. coli outbreak earlier this year that sickened several people. State inspectors 
reported problems, including rodent droppings and possible manure contamination in 
the milking facilities. 
Source: http://www.grandforksherald.com/event/article/id/186364/group/homepage/ 

For another story, see item 9  
 
[Return to top]  

Water Sector 

26. December 9, Bismarck Tribune – (North Dakota) Water outage hits several eastern 
ND communities. Several eastern North Dakota communities experienced a water 
outage December 9. KSJB radio reported that Stutsman Rural Water District members 
north of Jamestown would have no water supply for much of the day while a water line 
break is repaired. The affected towns and areas are Pingree, Buchanan, Sutton, 
Bordulac, Courtenay, Edmunds, Carrington, Melville, and the Spiritwood Lake area. 
Source: http://www.bismarcktribune.com/news/state-and-regional/article_3564a9ee-
03b6-11e0-b487-001cc4c03286.html 

27. December 9, Associated Press – (South Carolina) Sewage spill on Parris Island. An 
estimated 90,000 gallons of wastewater overflowed on Parris Island, South Carolina, 
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near Panama Street and New Britain Street. The Beaufort-Jasper Water and Sewer 
Authority said the leak was found December 9 and may have started 2 days before. A 
broken sewer pipeline leaked into a nearby storm drain system at the same intersection. 
The system outfalls to the Beaufort River about 200 feet east of the intersection of 
Panama and Nicaragua Streets. The sewer pump station associated with the leak has 
been temporarily taken out of service to stop the overflow, and the pipeline is being 
repaired. The South Carolina Department of Health and Environmental Control 
(SCDHEC) said it is working with other agencies to try to mitigate negative effects. 
SCDHEC is evaluating the effects of the overflow on the shellfish harvesting areas 
located in the area of the overflow and will issue advisories if needed. 
Source: http://www2.wsav.com/news/2010/dec/09/sewage-spill-parris-island-ar-
1190051/ 

For more stories, see items 6, 10, and 11  
 
[Return to top]  

Public Health and Healthcare Sector 

28. December 10, Associated Press – (Pennsylvania) Report: Hospital faces investigation 
for stun guns. A Pennsylvania hospital is being investigated by state and federal 
authorities after a review found security guards used stun guns on unruly patients four 
times since 2008. The Morning Call of Allentown said a state Department of Health 
report completed in October shows the use of stun guns was against regulations and 
threatened the health and rights of patients at Lehigh Valley Hospital. The hospital told 
the newspaper the incidents were “law enforcement” matters and in no way “ related to 
patient restraint in the normal course of care. The state report also said that as of 
October 15, security guards at the hospital were no longer using the devices. 
Source: http://www.wfmj.com/Global/story.asp?S=13650507 

29. December 10, Hawaii News Now – (Hawaii) Chemical odor causes evacuation at 
Nanakuli clinic. In West Oahu, Hawaii, a chemical odor forced about 20 patients and 
staff from a Nanakuli health clinic December 9. The James and Abigail Campbell clinic 
patients were evacuated, after they complained of symptoms ranging from eye irritation 
to nausea. At least six people were treated at the scene. The source of the foul smell 
could not be found. 
Source: http://www.hawaiinewsnow.com/Global/story.asp?S=13650085 

For another story, see item 35  
 
[Return to top]  

Government Facilities Sector 

30. December 9, Livingston Patch – (New Jersey) Heritage evacuated and boy charged 
with having ‘crude incendiary device’ at school. A seventh grader at Heritage 
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Middle School in Livingston, New Jersey has been charged with possession of an 
explosive device, Livingston police said. The school was evacuated shortly before the 
final bell December 9 when school officials were told the boy had a “crude incendiary 
device.” A police sergeant saiid the boy had a group of matches taped together “that if 
pulled apart could possibly ignite.” The youth was taken into police custody and was 
charged as a juvenile for possession of an explosive device. Additional charges are 
possible, the sergeant said. The boy showed the device to other students. The school 
was evacuated as a precaution. A student told school officials about the matches, the 
district’s communications manager said. The Essex County Sheriff Department bomb-
sniffing dogs were brought in as a precaution, the sergeant said. No other devices were 
found. 
Source: http://livingston.patch.com/articles/heritage-evacuated-after-crude-incendiary-
device-is-found 

31. December 9, Pasadena Patch – (Maryland) Chemical odor scare at Northeast High 
School. Northeast Senior High School in Pasadena, Maryland, was evacuated 
December 9 after reports of a chemical odor. A captain with the Anne Arundel County 
Fire Department said the first reports of the odor came at 9:29 a.m. December 9. The 
fire department’s hazardous materials team was dispatched to the school and the cause 
was determined to be an organic solvent that was used on the floor tiles overnight. The 
solvent was only known to be an irritant. Students were being picked up by parents and 
guardians but school was not dismissed. Two adults reported nausea but refused further 
treatment. Another adult reported nausea and accepted treatment at Baltimore 
Washington Medical Center. Four students reported nausea as well and were treated by 
the school nurse. 
Source: http://pasadena.patch.com/articles/chemical-odor-scare-at-chesapeake-high-
school 

32. December 8, University World News – (National) US: Hackers hit universities’ 
database ‘jackpots’. Since 2008, 158 data breaches have compromised more than 2.3 
million records at American higher education institutions, according to a recent report 
by Application Security, Inc, a U.S. database safety company. Identity theft has become 
the U.S.’ largest consumer complaint, according to the Federal Trade Commission 
(FTC), with nearly 1 million new victims each year. The problem has been exacerbated 
— and the illicit rewards made greater — by cyber criminals successfully hacking into 
the databases of semi-autonomous tertiary educational institutions. “When an attacker 
gets access to university databases, it’s like hitting the jackpot,” said the New York-
based Application Security’s vice-president of product management. For larger 
institutions, with tens of thousands of students along with staff and faculty, “a 
university or college could be housing potentially billions of PII (personally identifiable 
information),” he said. 
Source: http://www.universityworldnews.com/article.php?story=20101208202734901 

33. December 1, Associated Press – (Maryland; Oregon) FBI: Md. bomb plot suspect 
knew about Oregon sting. A 21-year-old man charged with trying to blow up a 
Baltimore-area military recruiting center in Maryland briefly hesitated when he heard 
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about a federal sting operation that nabbed an alleged terrorist in Oregon in November 
but decided to keep going with his plan, authorities said. The suspect, a naturalized 
U.S. citizen, faces charges of attempted murder of federal officers and attempted use of 
a weapon of mass destruction. A woman who identified herself as the suspect’s mother 
told the Associated Press December 9 that she tried to persuade him not to convert to 
Islam. She said she’s a “devout American” and is upset and embarrassed over her son’s 
actions. Court documents released December 8 said the suspect told the informant he 
thought about nothing but jihad and was not deterred even after a Somali-born teenager 
was arrested in Portland, Oregon, the day after Thanksgiving in an FBI sting. 
Source: 
http://news.yahoo.com/s/ap/20101209/ap_on_re_us/us_recruiting_center_bomb_plot 

For another story, see item 2  
 
[Return to top]  

Emergency Services Sector 

34. December 9, WHEC 10 Rochester – (New York) Thruway emergency evacuation 
plan nearly complete. The New York State Thruway Authority said it is close to 
completing an emergency evacuation plan. Officials are coming together to discuss 
ways to prevent another disaster on the Thruway. This is in response to the week of 
November 29, when hundreds of drivers were stranded on the highway for hours. An 
accident and heavy snow shut down the thruway for nearly 2 days. Starting the 
weekend of December 11 and 12, Thruway employees will be stationed at entrance 
ramps to turn away drivers in case of an emergency. Officials are also discussing the 
idea of installing remote control gates that could possibly block entrance ramps. 
Source: http://www.whec.com/news/stories/S1875305.shtml?cat=566 

35. December 9, KPHO 5 Phoenix – (Arizona) Agencies simulate disaster evacuation 
exercise. The Federal Coordinating Center held a National Disaster Medical Systems 
drill December 9. The full-scale simulated exercise consisted of a C-120J medical plane 
landing at Phoenix Sky Harbor Airport in Phoenix, Arizona with 25 evacuees from a 
catastrophic earthquake zone in Northern California. In the simulation, responders from 
Phoenix-area hospitals were alerted and the patients needing varying levels of care 
were taken to area hospitals participating in the drill. Another 125 fake patients were 
virtually sent to area hospitals as well. The Federal Coordinating Center director said, 
“This is a Unified Command Exercise and will focus on preparing emergency 
responders and military personnel to effectively receive, triage and transport medical 
patients to local area hospitals.” 
Source: http://www.kpho.com/valleynews/26079247/detail.html 

36. December 9, KRIS 6 Corpus Christi – (Texas) Thieves steal explosives from CCPD 
facility. The Corpus Christi Police Department in Corpus Christi, Texas is asking for 
the public’s help recovering powerful explosives stolen from a police facility. Officials 
said 4.9 lbs. of C4 explosive, 3 lbs. of TNT, 83 blasting caps, and some shape charges 
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were stolen. The theft was discovered December 8 when officers went to the facility to 
retrieve some items for disposal. The thieves used a truck and a tree to help them get 
high enough to climb over the fence, then they used a torch to cut through the lock on 
the storage container. For the time being, everything the thieves did not steal has been 
moved to another location. 
Source: http://www.kristv.com/news/thieves-steal-explosives-from-ccpd-facility/ 

37. December 8, WJHG 7 Panama City – (Florida; Illinois) Parker Police track down 
fake FBI agent. Parker, Florida detectives said a 34-year-old man is now in police 
custody, after he was located at a home in Urbana, Illinois. Authorities said he walked 
into at least two Parker businesses, claiming to be an FBI agent, and asked to inspect 
any large bills they had in the cash register. At the time of the alleged crime, the man 
who claimed to be an FBI counterfeit money inspector was wearing a straw hat, t-shirt, 
and flowered shorts, and the tellers at the stores he targeted flatly refused his request, 
calling police instead. After Parker police tracked the man to Illinois, Urbana police 
were able to take him into custody without incident. He has been extradited to the Bay 
County, Florida jail, and is being charged with two counts of impersonating a law 
enforcement officer. 
Source: 
http://www.wjhg.com/news/headlines/Parker_Police_track_down_fake_FBI_agent_11
1547519.html?ref=519 

For another story, see item 14  
 
[Return to top]  

Information Technology Sector 

38. December 10, Computerworld – (International) Mozilla patches 13 Firefox security 
bugs. Mozilla patched 13 vulnerabilities in Firefox December 9, including a re-patch 
for a bug that was thought quashed in March 2010. Eleven of the 13 were rated 
“critical,” the threat level representing bugs that hackers could conceivably use to 
hijack a system or infect it with malware. Of the two remaining vulnerabilities, one was 
labeled “high” and the second was tagged as “moderate.” The patched versions were 
designated Firefox 3.6.13 and Firefox 3.5.16 by Mozilla, which continues to provide 
security updates for Firefox 3.5. 
Source: 
http://www.computerworld.com/s/article/9200741/Mozilla_patches_13_Firefox_securit
y_bugs 

39. December 10, IDG News – (International) Power glitch hits Toshiba’s flash memory 
production line. Toshiba could lose up to a fifth of the NAND flash memory chips it 
was making for delivery early in 2011, after a momentary power glitch caused its 
production line to halt. But the problem should not have a long-term effect on chip 
prices, which could drop by more than half in 2011, according to analyst data. The 
glitch occurred December 8 at 5:21 a.m., when problems bringing a substation online at 
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a thermal-electric power plant caused a drop in supply voltage for 0.07 seconds, said 
substation-operator Chubu Electric Power. The drop, while brief, was enough to cause 
major problems for Toshiba because its back-up power-supply did not kick in. As a 
result, machines on the company’s NAND memory chip production line in Yokkaichi, 
central Japan, stopped working. Because of the highly integrated nature of a chip 
production line, where each machine works at a precise pace so the entire line is in 
harmony, a fault in even one machine is enough to bring production to a halt. 
Source: 
http://www.computerworld.com/s/article/9200738/Power_glitch_hits_Toshiba_s_flash
_memory_production_line 

40. December 9, Computerworld – (International) Microsoft ships delayed patches for 
Office for Mac 2008. Microsoft issued an Office for Mac 2008 security update 
December 8 that patched four vulnerabilities the company had disclosed but not 
addressed in November. Office for Mac 2004, which harbors the same four flaws, 
remains unpatched, however. Microsoft released an update November 9 for Office for 
Mac 2011 — which shipped just 2 weeks earlier — that patched four bugs, all rated 
“important,” the second-highest threat ranking in the company’s four-step scoring 
system. At the time, Microsoft labeled each of the four with the phrase “remote code 
execution,” indicating they could be used by attackers to infect a Mac with malware. It 
did not update Office for Mac 2008 or 2004 at the same time. In reply to questions in 
November, a representative for Microsoft said the updates for Mac Office 2004 and 
2008 were not ready, but the company chose to issue fixes that were finished, 
particularly those for the more popular Office suites for Windows. The 333MB update 
to Office for Mac 2008 December 8 also includes some stability improvements to 
Entourage, the e-mail client included with that version of the suite. Microsoft did not 
set a release date for Office for Mac 2004 fixes. 
Source: 
http://www.computerworld.com/s/article/9200618/Microsoft_ships_delayed_patches_f
or_Office_for_Mac_2008 

41. December 9, Computerworld – (International) Microsoft slates another monster 
patch Tuesday. Microsoft December 9 said it will deliver a record 17 security updates 
next week to patch 40 vulnerabilities in Windows, Internet Explorer (IE), Office, 
SharePoint, and Exchange. Among the 40 patches will be two that address a pair of 
bugs that hackers have already exploited. “[The large number of patches being 
released] is partly due to vulnerability reports in Microsoft products increasing slightly 
... [and to the fact that] Microsoft supports products for up to ten years,” the director of 
the Microsoft Security Response Center, said in a December 9 post to the team’s blog. 
“Older products meeting newer attack methods, coupled with overall growth in the 
vulnerability marketplace, result in more vulnerability reports.” Two of the 17 updates 
were tagged with Microsoft’s “critical” label, the highest threat ranking in its four-step 
scoring system. Another 14 were marked “important,” the second-highest rating, while 
the remaining update was labeled “moderate.” 
Source: 
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http://www.computerworld.com/s/article/9200642/Microsoft_slates_another_monster_
Patch_Tuesday?taxonomyId=17&pageNumber=1 

42. December 9, Computerworld – (International) Pro-WikiLeaks cyber army gains 
strength; thousands join DDoS attacks. The retaliatory attacks by pro-WikiLeaks 
activists are growing in strength as hackers add botnets and thousands of people 
download an open-source attack tool, security researchers said December 9. In recent 
days, distributed denial-of-service (DDoS) attacks have been launched against several 
sites, including those belonging to Amazon, MasterCard, PayPal, and the Swiss 
payment transaction firm PostFinance, after each terminated WikiLeaks accounts or 
pulled the plug on services. Most of those participating in the attacks are using the 
LOIC (Low Orbit Ion Cannon) DDoS tool, said researchers with Imperva and Sophos. 
The open-source tool, which is sometimes classified as a legitimate network- and 
firewall-stress testing utility, is being downloaded at the rate of about 1,000 copies per 
hour, said the Web research team lead at Imperva’s Application Defense Center. LOIC 
has become the DDoS tool of choice in the pro-WikiLeaks attacks because users can 
synchronize their copies with a master command-and-control server, which then 
coordinates and amplifies the attacks. 
Source: 
http://www.computerworld.com/s/article/9200659/Pro_WikiLeaks_cyber_army_gains_
strength_thousands_join_DDoS_attacks 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 
 

Nothing to report 
 
[Return to top]  

Commercial Facilities Sector 

43. December 9, KING 5 Seattle – (Washington) ‘Dummy bomb’ causes Mount Vernon 
strip mall evacuation. Police said a suspicious package that forced them to evacuate a 
strip mall in Mount Vernon, Washington, December 9 had all the makings of a bomb, 
but it was not set up to detonate. The manager of the Dollar Tree store at 220 E. 
College Way called 911 around 5 p.m. after spotting the package with wires coming 
out of it. Police evacuated nearby businesses and brought in the bomb squad. For a 
time, police said they believed the package may have been an actual bomb and they 
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planned to blow it up. Upon closer inspection, they determined it was a dummy bomb. 
They said it contained shrapnel, wires and a battery, but there was no way to detonate 
it. 
Source: http://www.king5.com/news/local/Bomb-squad-responds-to-suspicious-
package-in-Mount-Vernon-111640949.html 

44. December 9, KSN 3 Wichita – (Kansas) No one injured after man opens fire outside 
Salina motel. Salina, Kansas police respondedto a call of shots being fired at 
America’s Best Value Inn on S. 9th St. around 3:45 a.m. December 8, and when they 
arrived they found a man standing at his hotel room door with a rifle. As officers kept a 
close eye on the suspect, they say he fired one round into the air from the high-powered 
rifle as other hotel guests watched in fear. Police said the incident happened in a well-
populated area, raising the concern of someone getting hurt. No one was injured, 
including the suspect. Police took the man into custody nearly 3 hours later. He was 
taken to the hospital for evaluation and then booked into the Salina County Jail. Back at 
the scene, police found three shell casings – two from a rifle and one from a handgun in 
the hotel parking lot. 
Source: http://www.ksn.com/news/local/story/No-one-injured-after-man-opens-fire-
outside/yfSn1f7G3Equo4JEIMVKoQ.cspx 

45. December 9, Associated Press – (Maryland) Arrest made in Md. gasoline 
attack. Police in Frederick, Maryland, said they have charged a local man with 
attempted arson and 13 counts of reckless endangerment for pouring about 2 gallons of 
gasoline inside an apartment building. They said a 32-year-old man had been in a 
traffic accident December 8 outside the complex on Heather Ridge Drive. After his car 
was towed, he allegedly poured gasoline on the interior, second-floor landing. The 
assistant state fire marshal said residents of 12 apartments were displaced for about 2 
hours that evening while authorities removed the gasoline-soaked carpet and ventilated 
the building. 
Source: http://washingtonexaminer.com/news/nation/2010/12/police-probe-gasoline-
attack-md-apartment 

46. December 9, Birmingham News – (Alabama) Two-alarm apartment fire in Bessemer 
injures one person, displaces 44. One person was injured and 44 people displaced in 
an afternoon fire that destroyed more than 20 units of an apartment complex in 
Bessemer, Alabama. The Bessemer fire marshal said the fire at the Cedar Creek Court 
apartments on Flint Hill Road was reported around 2 p.m. December 9. It took about 45 
minutes for firefighters to get the blaze under control. It was a two-alarm fire. The 
person injured was a woman who climbed from a balcony on the second floor and fell 
to the ground. She was taken to an area hospital, authorities said. The fire marshal said 
the fire appears to be accidental, but it still is under investigation. Firefighters will 
remain on the scene for several hours to douse hot spots. 
Source: http://blog.al.com/spotnews/2010/12/huge_apartment_fire_in_besseme.html 

For more stories, see items 2, 15, 21, and 22  
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National Monuments and Icons Sector 

47. December 9, Mesothelioma News – (Montana) Glacier National Park in Montana 
closed due to asbestos scare. Glacier National Park in Whitefish, Montana, 
temporarily closed December 6 after potential asbestos materials were discovered 
during the installation of a new heating, ventilation, and air conditioning system in the 
park’s headquarters building. The park claims there is no confirmation that the 
materials contain asbestos but are acting on the possibility some of the building 
materials may contain asbestos. The park is working on asbestos testing and will 
remain closed until it is deemed safe to return, and employees have been temporarily 
relocated to other offices in the area. Asbestos can be potentially dangerous when 
disturbed, typically during renovations. Once airborne, fibers can be easily inhaled and, 
if inhaled, can settle into the lung and possibly lead to the development of deadly 
asbestos cancers such as mesothelioma. 
Source: http://www.mesotheliomanews.com/2010/12/09/glacier-national-park-
asbestos-scare/ 

48. December 9, KWTX 10 Waco – (Texas) Texas Forest Service braces for severe 
winter wildfire season. Conditions are expected to remain dry over the next 3 months, 
and a severe winter wildfire season is predicted for the state, the Texas Forest Service 
(TFS) said December 9. TFS said residents should be aware of the potential threat to 
homes and businesses. TFS officials met the week of December 6 in College Station, 
Texas, with meteorologists from the National Weather Service to talk about the impact 
of the dry conditions as they prepare for what they expect will be a busy winter. A 
meteorologist, who is one of fewer than 100 meteorologists in the country trained to 
work with teams during emergencies, said the current La Nina weather pattern is a 
cause for concern. He suggested residents keep an eye on the forecast and take 
precautions when winds are high and humidity is low. 
Source: 
http://www.kwtx.com/news/headlines/Texas_Forest_Service_Braces_For_Severe_Wint
er_Wildfire_Season_111637269.html?ref=269 
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Dams Sector 

49. December 10, Milton Standard-Journal – (Pennsylvania) Concerns over dam 
prompted alerts. With waters along the West Branch of the Susquehanna River in 
Pennsylvania on the rise the week of November 29 as heavy rains blanketed central 
Pennsylvania, emergency management agencies in counties along the river were alerted 
to a potential problem with a 1,918-foot-long rolled-earth dam located at the 
headwaters of the river. While the alert never reached a stage where the public was 
notified, at least one government agency in upper Northumberland County reportedly 
evacuated its offices due to the threat of additional high water which could have 
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developed had a problem with the dam occurred. No additional problems developed 
during the flooding, but concerns surrounding the George B. Stevenson Dam, located in 
Sinnemahoning State Park, surfaced as rising waters triggered an alert passed along to 
emergency management agencies from Cameron County to Northumberland County. 
Source: http://www.standard-
journal.com/articles/2010/12/10/news/doc4d024158d6798833250334.txt 

50. December 9, KSAT 12 San Antonio – (Texas) Improvements being made to Olmos 
Dam. Major improvements are taking place at the Olmos Dam in San Antonio, Texas, 
including the installation of 68 steel anchors, which will help provide stability. Built in 
1928, the dam was lost upgraded in 1974. The historic floods of 1998 and 2002 forced 
county leaders to take a closer look at necessary improvements. “First of all, it’s a 
safety issue to protect everybody that lives downside of this dam,” said a county judge. 
“It’s probably going to be the most important project that Bexar County is doing at this 
period of time.” The $4 million project is the second in a series of 5 projects, aimed at 
improving flood control in Bexar County. The project is expected to be completed at 
the end of next year. 
Source: http://www.ksat.com/news/26081693/detail.html 

51. December 9, Associated Press – (Tennessee) Center Hill Dam project still ongoing, 
Corps says. The Army Corps of Engineers said a lull in work to prevent seepage at 
Center Hill Dam does not mean the project has ended. The Corps office in Nashville, 
Tennessee said in a statement a decrease in construction activity at the dam on the 
Caney Fork River in Dekalb County reflects a transition from the first phase of grout 
placement to constructing a foundation barrier wall. The project manager said the 
grouting contract is complete and proposals for constructing a barrier wall are being 
evaluated. The Corps plans to award the contract to build a permanent seepage barrier 
for the earthen dam’s foundation next spring. The project’s total estimated cost is $295 
million, with about $120 million already spent. 
Source: 
http://www.tennessean.com/article/20101209/NEWS01/101209054/1001/NEWS 

52. December 9, UPI – (International) Laos dam faces unresolved issues. As officials 
prepared for the inauguration of a new hydropower dam in Laos December 8, problems 
remain, environmentalists said. Funded by the World Bank, Asian Development Bank 
and other public and private investors, the $1.5 billion Nam Theun 2 will generate 
1,000 megawatts of electricity, more than 90 percent to be exported to Laos’ neighbor, 
Thailand. To make way for the project’s 174-square-mile reservoir, more than 6,000 
people had to be uprooted from their villages. Citing social and environmental issues 
concerning Nam Theun 2, a coalition of activists representing 34 groups and 
individuals from 18 countries signed a letter to the World Bank and Asian 
Development Bank the week of December 6, calling for immediate action to ensure 
sustainable livelihoods for the affected communities. Problems downstream include 
flooding, decline of fisheries, riverbank erosion, flooding of riverbank gardens, 
ecosystem changes along the river and poor water quality. However, the World Bank 
maintains Nam Theun 2 represents an example of how hydropower can help support 
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development in an economically, environmentally and socially sustainable way. 
Source: http://www.upi.com/Science_News/Resource-Wars/2010/12/09/Laos-dam-
faces-unresolved-issues/UPI-92581291929688/ 
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