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• The Fayetteville Observer reported a search warrant charges that a U.S. Navy intelligence 
specialist stationed at Fort Bragg sold top secret documents to an undercover FBI agent 
posing as a foreign intelligence officer. (See item 36) 

• According to the St. Petersburg Times, Hillsborough County, Florida law enforcement 
officials have investigated 13 incidents of people impersonating police officers, often 
during the commission of other crimes. (See item 40) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. December 6, Atlanta Journal-Constitution – (Georgia) Transmission line problem 
cuts power to 8,500 in south metro. A problem with a transmission line in Henry 
County, Georgia left thousands of EMC customers without electricity December 6. A 
spokeswoman for Central Georgia EMC said the outage left more than 8,500 of the 
utility’s customers in the Hampton and McDonough areas without power. The 
spokeswoman said the electricity went out about 7:15 a.m. Power had been restored to 
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all customers by shortly after 9 a.m., she said. It was not immediately clear what caused 
the problem. 
Source: http://www.ajc.com/news/transmission-line-problem-cuts-768266.html 

2. December 5, KOB 4 Albuquerque – (New Mexico) Brazen thief steals barrels full of 
gas from Santa Fe station. Police said a man at a Sante Fe, New Mexico gas station 
was arrested after trying to get away with not paying for nearly a dozen drums of bio-
diesel fuel. Police think more gas stations were hit and there could be more arrests. 
Police claim an alert gas station clerk made the arrest possible, and it could lead police 
to more arrests in the theft of more than 2,000 gallons of bio-diesel fuel in the last 
month in Santa Fe. Police said around noon December 3, a clerk at a gas station on 
Baca street and Cerrillos road noticed a U-Haul parked next to the gas station pump for 
a very long time. When the clerk went to check it out, he realized fuel was being 
pumped into nearly a dozen 55 gallon drums. The man told the clerk he had paid for 
just 5 dollars worth of fuel and then fled. Police tracked down the U-Haul and arrested 
the driver and charged him with larceny. Police said the suspect had used a credit card 
that was rigged so that the fueling station would continue pumping long after it was 
supposed to automatically shut off. The police chief suspects the people involved in 
this major fuel heist may also be involved in three other cases of fuel theft around Santa 
Fe; all of them happened on Friday afternoons. 
Source: http://www.kob.com/article/stories/s1867366.shtml 

3. December 4, Salt Lake Tribune – (National) Spill II even bigger than Chevron 
thought. The latest oil spill on Salt Lake City, Utah’s east bench was at least two to 
three times larger than previously estimated, Chevron reported December 3. Thanks to 
2 days of scraping, scooping, and suctioning, crews have recovered all but a fraction of 
the crude that leaked December 1 from an apparently faulty pipeline valve near Red 
Butte Garden’s amphitheater in the Wasatch foothills. The oil giant said December 3 it 
hoped to recover this weekend the remaining 5 percent of leaked oil — thickened by 
the frigid air for easier cleanup. The Salt Lake City fire captain said crews have 
removed about half the contaminated soil. Chevron cannot yet explain why December 
1’s leak occurred. But it did increase the estimate of spilled oil to as much as 500 
barrels, up from the 100 to 200 barrels reported December 2. The Salt Lake City mayor 
was scheduled to meet December 6 with officials from the U.S. Department of 
Transportation’s Pipeline and Hazardous Materials Safety Administration (PHMSA) 
about his demand that the pipeline remain shut down until a thorough, independent 
review confirms it is safe. 
Source: http://www.sltrib.com/sltrib/home/50804522-76/spill-pipeline-chevron-
lake.html.csp 

4. December 2, KOTV 6 Tulsa – (Oklahoma) Oklahoma coal mine operator In LeFlore 
County agrees to pay fines. The U.S. Department of Labor’s Mine Safety and Health 
Administration (MSHA) said it has reached a settlement agreement with an Arkansas 
coal mining company in the 2007 death of an employee at its Rock Island Mine in 
LeFlore County, Oklahoma. Farrell-Cooper Inc. has agreed to pay penalties totaling 
$375,204 for seven citations issued in the wake of the fatality, including three flagrant 
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violations. On November 16, 2007, a 66-year-old truck driver, was fatally injured when 
the truck he was operating backed over the edge of a spoil dump, where waste materials 
from the surface coal mine were deposited. The truck rolled 177 feet down the dump 
slope and came to rest upside down in a pool of water at the bottom of the pit. The 
cause of death was drowning. Just two weeks earlier, a similar accident occurred at the 
same mine when a truck nearly slid off the roadway, injuring the driver. In a news 
release, MSHA issued three flagrant violations to Farrell-Cooper, the first because it 
failed to provide the driver with new miner training. The release said a second flagrant 
violation was issued for failing to conduct shift examinations and identify hazardous 
conditions at the mine site. MSHA issued a third flagrant violation for not providing 
berms, bumper blocks, safety hooks, or similar means to prevent overtravel and 
overturning at the pit spoil dump. 
Source: http://www.newson6.com/Global/story.asp?S=13604884 

For more stories, see items 30 and 49  
 
[Return to top]  

Chemical Industry Sector 

5. October 4, Denver Post – (Colorado) Baking soda neutralizes I-25 acid spill. Denver, 
Colorado crews and an environmental contractor successfully contained about 50 
gallons of sulfuric acid that spilled onto Interstate 25 before any could leak into the 
South Platte River, officials said December 3. Public works and environmental health 
officials used large amounts of sodium bicarbonate, or baking soda, to neutralize and 
absorb the acid, a spokeswoman for the department of environmental health said. The 
driver of the truck that spilled the acid December 2 was not cited for the spill, 
according to a Denver police record. She told police she was traveling 35 mph about 7 
p.m. when a car stopped abruptly in front of her, forcing her to slam on the brakes. She 
told police that is what she thinks caused one of 10 containers she was transporting to 
leak. A representative from the Illinois transport company could not be reached. 
Northbound lanes of I-25 near University Boulevard were reopened at 6 a.m. December 
3 after crews worked nonstop through the night to clean the spill. 
Source: http://www.denverpost.com/news/ci_16774338 

For more stories, see items 9 and 17  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

6. December 5, Detroit Edison and Detroit Press – (Michigan) Fermi 2 power plant 
returns to service. The Fermi 2 Nuclear Power Plant in French Charter Township, 
Michigan returned to service December 5 when operators synchronized the plant to the 
Detroit Edison electrical system, following refueling and maintenance outage that 
began October 24. Plant operations resumed as scheduled despite the fact radioactive 
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water flooded a few buildings December 1. The flooding was cleaned up by December 
2. The incident occurred when a drain valve was stuck open on a system that filters 
water condensed from radioactive steam. That caused a holding tank to overflow. The 
water contaminated some of the shoes of workers sent in to clean it up. It also entered 
the plant’s sewer system through a bathroom floor drain Officials with DTE and the 
federal Nuclear Regulatory Commission aren’t sure of the amount of water involved in 
the overflow. There was no radioactive exposure to the workers and no danger to plant 
employees or the public, a plant spokesman said. The plan was operating at 25 percent 
power when restarted December 5, with the plan to increase to full power over the next 
several days. Besides replacing about a third of the fuel in the reactor, Fermi 2 workers 
performed more than 3,400 separate inspections and equipment maintenance activities, 
including replacement of one of the two main unit transformers, and inspection and 
maintenance on the plant’s high-pressure turbine and main generator. More than 1,300 
supplemental workers were at Fermi 2 to support the large amount of work. 
Source: http://markets.financialcontent.com/pennwell.ogj/news/read?GUID=15885037 

7. December 5, Associated Press – (New Jersey) Oyster Creek nuclear plant back 
online after transformer malfunction caused it to shut down. The nation’s oldest 
operating nuclear plant is back online, albeit with some restrictions. The Oyster Creek 
nuclear plant in Lacey Township, New Jersey returned to service at 11:55 a.m. 
December 4, nearly 35 hours after it went offline due to “abnormal indications” with 
one of two new transformers that had been installed recently at the site. A plant 
spokesman said the facility will temporarily operate at reduced power on one 
transformer while crews continue repair work on the other transformer. The problems 
were discovered shortly after the plant had been brought back online following a 
maintenance outage in which both main transformers were replaced at a cost of $33 
million. 
Source: http://www.pressofatlanticcity.com/news/press/ocean/article_7f8c0436-0005-
11e0-9758-001cc4c002e0.html 

[Return to top]  

Critical Manufacturing Sector 

8. December 6, Sydney Morning Herald – (International) Qantas A380 engine had 
problems before explosion. It has been revealed that the engine that disintegrated on a 
Qantas Airbus A380 near Singapore in November had earlier been taken off the aircraft 
to fix another problem. The Australian newspaper said investigators have revealed the 
engine was only refitted in February 2010. An Australian Transport Safety Bureau 
report released the week of November 29 shows the No. 2 engine was originally fitted 
as the aircraft’s No. 4 engine but was removed last year after metal was found in a chip 
detector. The relatively new engine had performed just 3,419 flight hours and 416 
landing and take-off cycles at the time. The engine was sent to a Singapore workshop 
certified to maintain and repair Rolls-Royce engines in September 2009. Engineers 
found spalling in a low-pressure compressor bearing and replaced the bearing 
assembly. The low-pressure compressor is a different part of the engine than the one 
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that failed in the dramatic Singapore incident. The repair was completed in December 
2009. The engine was fitted to the aircraft February 24 and had completed a further 
2,895 flight hours since then, the report said. 
Source: http://www.smh.com.au/travel/travel-news/qantas-a380-engine-had-problems-
before-explosion-20101206-18mbp.html 

9. December 6, Erie Times-News – (Pennsylvania) Probe continues into cause of 
Saegertown factory fire. Eleven fire departments spent hours working to contain a fire 
that was first spotted at the Progress For Industry industrial plating plant in 
Saegertown, Pennsylvania at about 2:30 a.m. December 5. Flames were shooting 30 
feet into the air when the first crews arrived on scene, the Saegertown fire chief said. 
Firefighters used aerial trucks to knock down the flames before entering the building to 
fight the fire from inside. They were able to contain the fire to the back half of the 
building, but the front portion received some smoke and water damage, he said. 
Mounds of dirt and booms were placed to contain water that ran from the plant, 
because of the chemicals used in the manufacturing process. Cleanup of that water was 
expected to continue December 6 
Source: 
http://www.goerie.com/apps/pbcs.dll/article?AID=/20101206/NEWS02/312069940 

[Return to top]  

Defense Industrial Base Sector 

10. December 6, Guam News Watch – (International) U.S. Navy Ship Alan Shepard off 
for repairs. The U.S. Navy Ship Alan Shepard is off for repairs. Guam News Watch 
caught a glimpse of the damaged weapons supply ship leaving Apra Harbor in Guam 
December 6 under the power of two tugs. An ocean-going navy tug awaited the 
Shepard once it arrived on the open ocean. A spokesman for the military said the 
Shepard is being towed by the USNS Safeguard to Sembawang Shipyard in Singapore 
for repairs. The tow itself will take a few weeks. Repairs are expected to take 3 weeks. 
Once the ship’s shafting system is fixed and a blemish on the hull is repaired in 
Singapore, the Shepard will return to replenishing U.S. Navy ships in the seventh fleet. 
The spokesman said the Shepard underwent $4.7 million in routine maintenance at the 
Guam shipyard. 
Source: http://guamnewswatch.com/201012063775/Local-News/US-Navy-Ship-Alan-
Shepard-Off-for-Repairs.html 

[Return to top]  

Banking and Finance Sector 

11. December 6, Associated Press – (National) ‘Operation Broken Trust’ targets 
financial fraud. A nationwide law enforcement crackdown targeting financial fraud 
has led to cases against 343 criminal defendants involving $8.3 billion in estimated 
losses, the U.S. Attorney General announced December 6. “Operation Broken Trust” is 
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the first national effort of its kind aimed at a broad array of investment fraud schemes, 
and the 3 and one-half month campaign was organized by the Presidential 
administration’s Financial Fraud Enforcement Task Force. The schemes that were 
uncovered highlight “the pervasiveness of the threat,” the FBI’s Executive Assistant 
Director told a news conference. In one case in Texas, an oil and gas investment Ponzi 
scheme defrauded 7,700 investors of more than $485 million. In another case, in 
Chicago, Illinois, the operator of a Ponzi scheme victimized elderly Italian immigrants 
and hundreds of others after promising them annual returns of 10 to 15 percent. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/12/06/AR2010120602898.html?hpid=moreheadlines 

12. December 4, KSAZ 10 Phoenix – (Arizona) Armed man robs Mesa bank. Mesa, 
Arizona police and the FBI are looking for a brazen bank robber. Police said the man 
caught in surveillance photos from Chase Bank at Gilbert and McKellips pointed a gun 
at a teller November 30. He then handed her a notebook and demanded money, police 
said. The robber was described as white, in his 30s, about 5 feet 9 inches to 6 feet tall, 
with a medium build and no hair. He was last seen wearing gray-framed sunglasses; a 
plaid, fleece-lined hooded jacket, a light blue shirt, and dark pants. 
Source: http://www.myfoxphoenix.com/dpp/news/crime/armed-man-robs-mesa-bank-
12042010 

13. December 4, Buffalo News – (New York) Big spender indicted in plan to fool 
investors. His neighbors in Hamburg, New York, knew the suspect of a financial fraud 
scheme was a big spender last year, when he bought two homes for a total of $6.3 
million, plus a Hummer, a Corvette, two Land Rovers, and a Mercedes Benz — all at 
the age of 22. But where did the money come from? He stole it from customers of his 
investment firm, according to federal prosecutors, who charged the suspect December 3 
with wire fraud, money-laundering, and conspiracy. “Our indictment alleges that (the 
suspect) attempted to defraud investors out of more than $8 million between June 2008 
and July 2009,” the U.S. attorney said. “When all this started, he was just 21-years-
old.” As part of what authorities called a highly sophisticated scheme, the suspect 
attracted wealthy investors by offering high returns on sophisticated investments, such 
as “private trust leveraging agreements.” According to court papers, the suspect was 
such a slippery character that some investors did not know his real name. 
Source: http://www.buffalonews.com/city/police-courts/courts/article273733.ece 

14. December 4, Federal Bureau of Investigation – (California) Third person charged in 
foreclosure rescue scheme that involved $725 million in mortgages. With a new 
criminal case being filed December 4 in Los Angeles, California, federal authorities 
have now charged three defendants for their roles in a foreclosure rescue scam that 
promised the owners of hundreds of distressed properties that they could indefinitely 
postpone foreclosure sales. A 74-year-old male of Los Angeles was charged December 
4 in U.S. district court with two counts of bankruptcy fraud. In a plea agreement also 
filed December 4, the suspect admitted his role in the scheme that filed fraudulent 
bankruptcies to delay foreclosures on more than 1,400 properties that had outstanding 
loans totaling nearly three-quarters of a billion dollars. As a result of the scheme, which 
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continued through July, numerous lenders lost interest payments on the mortgages for 
up to 3 years, and the suspect and his associates collected nearly $550,000 in fees from 
homeowners. 
Source: 
http://7thspace.com/headlines/365918/third_person_charged_in_foreclosure_rescue_sc
heme_that_involved_725_million_in_mortgages.html 

15. December 3, Wichita Eagle – (Kansas) 3 men charged in Equity Bank 
robbery. Three Wichita, Kansas men face federal charges stemming from the 
December 1 robbery of the Equity Bank. The U.S. Attorney said December 3 his office 
has charged the three male suspects with bank robbery. The three also face one count of 
brandishing firearms during the robbery. According to an FBI affidavit filed in U.S. 
District Court: Three men entered the bank at 555 N. Webb Road just after 10:30 a.m. 
December 1. Two of the robbers pointed guns at employees. One man covered the 
lobby, while the other two jumped the counter and removed cash from teller drawers. 
The gunmen also took money from the bank vault, then fled in a stolen Chevrolet 
Tahoe, an FBI Special Agent said in a sworn statement to the court. 
Source: http://www.kansas.com/2010/12/03/1616867/3-men-charged-in-equity-bank-
robbery.html 

[Return to top]  

Transportation Sector 

16. December 6, Associated Press – (International) Plane evacuated at German airport 
in bomb scare. An Aeroflot flight was evacuated at a Berlin, Germany airport 
December 6 after an unidentified person claimed there was a bomb on board, but the 
incident turned out to be a hoax, federal police said. A federal police spokesman said 
140 passengers were evacuated, and then searched along with their luggage. The plane 
was also searched, but no explosives were found. The plane was allowed to depart from 
Schoenefeld airport and head to Moscow, Russia after a 5-hour delay, the police 
spokesman said. He said the threat was sent by fax to several German news agencies, 
who then alerted authorities. The police spokesman declined to say what was behind 
the threat. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5jqOQiIOTBWfIlKdbjdpMiM7y
9Q_w?docId=79ccbc28575d436b975c9e93271a2ff6 

17. December 6, State College Centre Daily Times – (Pennsylvania) Truck hauling 
locomotive overturns in Reedsville area. The eastbound lanes of U.S. Route 322 in 
Pennsylvania were closed for several hours after a tractor-trailer hauling a locomotive 
engine overturned at about 11 p.m. December 5 near the double bridges between the 
Reedsville and Burnham exits. When the tractor-trailer flipped on its side, the engine 
broke loose from the trailer, and went over an embankment, Mifflin County Regional 
Police reported. Due to hazmat cleanup, the eastbound lanes were closed for several 
hours. Police were assisted at the scene by Milroy EMS, Reedsville Fire and Rescue, 
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Derry Township Fire Police, Eagle Towing and Recovery, and Mifflin County 
Emergency Management Agency. 
Source: http://www.centredaily.com/2010/12/06/2382331/truck-hauling-locomotive-
overturns.html 

18. December 6, Associated Press – (Utah) Small plane crashes in neighborhood in Utah 
city. A pilot trying to land in heavy fog crashed in a neighborhood in a northern Utah 
city, causing an explosion that set two homes ablaze, police said. The pilot was 
critically injured but no one on the ground was hurt. The Cessna 210 was landing at the 
Ogden-Hinckley Airport in Roy, Utah when it went down about 6 p.m. December 5. 
The Roy City fire chief said the aircraft clipped a power line and crashed, causing a 
blast that started two nearby homes on fire. Officials said the fires had been 
extinguished. Pieces of the aircraft were scattered around the block. About 20 to 30 
homes were evacuated, but after a few hours all had returned except for the residents of 
the fire-damaged homes. Rocky Mountain Power officials said the crash caused power 
outages that affected about 1,700 customers, though power was apparently restored to 
many later in the night. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/12/06/AR2010120601840.html 

19. December 6, Associated Press – (International) Ryanair plane evacuated after smoke 
develops in cockpit, cabin after landing in Austria. An official said a Ryanair plane 
was evacuated after smoke was detected in the cockpit and cabin shortly after landing 
as planned at a southern Austrian airport. A Graz Airport spokeswoman said the 
incident happened December 5 on a Boeing 737 from London Stansted Airport in 
England carrying 147 passengers, who were ordered to disembark quickly. The 
spokesman said no one was hurt, adding engineers are checking the aircraft to 
determine what caused the smoke. 
Source: http://www.winnipegfreepress.com/world/breakingnews/ryanair-plane-
evacuated-after-smoke-develops-in-cockpit-cabin-after-landing-in-austria-
111372854.html 

20. December 3, Fort Worth Star-Telegram – (Texas) D/FW Airport issues ‘all clear’ 
after investigation of suspicious suitcase. Half of Terminal D at Dallas Fort Worth 
International Airport in Dallas, Texas was shut down December 3 after a suspicious 
suitcase that was “making a sound” was reported in a baggage claim area, a spokesman 
said. It was found to be benign and the “all clear” was announced about 7 p.m. After 
the sound was noticed, a robot was employed to check out the carry-on-sized bag while 
the airport’s hazardous materials team and bomb disposal units assisted, an airport 
spokesman said. “We contacted the owner (of the bag) and two bomb techs were 
employed,” he said. During the inspection, passengers were sent to other areas, and 
flights were shifted to other gates, the spokesman said. “There was some impact on 
flights.” Affected were gates 23 through 40 of Terminal D, the airport’s newest 
building. 
Source: http://www.star-telegram.com/2010/12/03/2678290/half-of-terminal-down-at-
dfw-airport.html 
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21. December 3, Associated Press – (New Jersey) FAA probing lasers pointed at 
Newark-bound planes. Federal authorities were investigating reports of lasers being 
pointed at planes landing at Newark Liberty International Airport in Newark, New 
Jersey December 3. The Federal Aviation Administration (FAA) said it received about 
a dozen reports from pilots this week. All involved planes landing at the airport coming 
from the north. An FAA spokesman said there were six incidents December 1, and 
several more earlier in the week. The pilots reported seeing green laser lights in their 
cockpits while on final approach. 
Source: http://online.wsj.com/article/AP85d084c2dd8d4af88d75ebe0aa9342ec.html 

[Return to top]  

Postal and Shipping Sector 

22. December 5, San Diego Union-Tribune – (California) Fallbrook explosion causes no 
injuries, damage. San Diego, California sheriff’s deputies are investigating an 
explosion inside of a mailbox near the intersection of Hillrise and La Canadaroads in 
Fallbrook December 5. There were no injuries or damage, according to the sheriff’s 
department. A homeowner reported the explosion just before 3 p.m., and described a 
vehicle thought to be involved. After intercepting the described vehicle, deputies could 
not link the driver to the incident. The source of the explosion was likely an acid bomb 
made out of a 16-ounce water bottle, deputies said in a news release. There was no 
noticeable damage to the mailbox, but county haz-mat officials responded to neutralize 
any chemical residue left at the scene. Possession of any “sealed device containing 
chemically reactive substances assembled for the purposes of causing an explosion” is 
punishable under state law with up to a year in prison and a $10,000 fine, according to 
authorities. 
Source: http://www.signonsandiego.com/news/2010/dec/05/fallbrook-mailbox-bomb-
causes-no-injuries-damage/ 

23. December 4, Philadelphia Inquirer – (Pennsylvania) Jail offices evacuated over batch 
of cake mix. A batch of cake mix sent through the mail triggered the evacuation 
December 3 of the administration building at the House of Correction, a medium- and 
minimum-security jail in the Philadelphia, Pennsylvania Prison System. The powdery 
mix was found in inmates’ incoming mail that a guard was inspecting. The discovery 
brought hazardous-materials and fire department teams to the jail, in the 8000 block of 
State Road. The building reopened about 12:30 p.m., officials said. The administration 
building, including the warden’s and deputy warden’s offices, was evacuated. The 
administration offices and inmate housing are separated by a long corridor, prison 
officials said, and no inmates were removed from the jail. 
Source: 
http://www.philly.com/inquirer/local/20101204_Jail_offices_evacuated_over_batch_of
_cake_mix.html 

[Return to top]  
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Agriculture and Food Sector 

24. December 6, Food Safety News – (Ohio) Apple cider recalled in Ohio. Bauman 
Orchards, Inc. of Rittman, Ohio, recalled approximately 50,000 gallons of apple cider 
after an Ohio Department of Agriculture inspection discovered potential product 
contamination. The vice president of the company said the recall was a precautionary 
measure because the apple cider was underprocessed. He said no illnesses or adverse 
effects have been reported to the company in connection with the cider. The cider can 
be identified by: UPC 2290600128 gallons, UPC 2290600064 half gallons. 
Manufacture dates are September 1, 2010, through December 5, 2010. The cider was 
distributed to stores in Ohio. 
Source: http://www.foodsafetynews.com/2010/12/apple-cider-recalled-in-ohio/ 

25. December 5, CNN – (National) 72,000 pounds of canned chicken salad recalled. The 
discovery of hard plastic inside packages prompted a nationwide recall of 72,000 
pounds of canned chicken salad, one of several recalls involving poultry and meat 
products issued through U.S. food safety authorities in recent days. The Suter Company 
is recalling 8.2-ounce packages of the “Bumble Bee Lunch on the Run Chicken Salad 
Complete Lunch Kit,” and 3.5-ounce packages of “Bumble Bee Chicken Salad with 
Crackers,” according to a statement released December 5 by the U.S. Department of 
Agriculture’s Food Safety and Inspection Service. While the company is headquartered 
in Sycamore, Illinois, its products are sold from coast to coast. The recalled products — 
which have a August 2011 “best-by” date for the lunch kit, and February 2012 
corresponding date for the cracker package — were put together and shipped out to 
distributors and stores between August 14 and 28 of 2010. 
Source: http://www.cnn.com/2010/HEALTH/12/05/chicken.recall/index.html?hpt=T2 

26. December 5, Associated Press – (Alaska) Invasive water plant found in Chena 
River. State and federal officials are assessing an invasive freshwater plant that has 
gotten a foothold in Alaska to determine what kind of threat it poses to the 
environment. The common waterweed plant, with the scientific name Elodea 
canadensis, was found in the Chena Slough and the Chena River this summer by the 
U.S. Forest Service, the Fairbanks Daily News-Miner reported. Biologists said it 
probably got dumped into the slough from an aquarium sometime in the past decade. 
Also known as Canadian waterweed, Elodea is native to southern Canada and the 
eastern United States. It has invaded most of northern Europe and has spread all the 
way across Russia to Lake Baikal. Elodea is “highly productive” and can fill up slow-
moving waterways and lakes, making fishing or boating virtually impossible, an 
aquatic ecologist for the National Park Service in Fairbanks said. It could also alter 
stream flow, which could impact spawning salmon in the Chena River or Arctic 
grayling in Chena Slough. 
Source: http://www.adn.com/2010/12/05/1589397/invasive-water-plant-found-in.html 

27. December 4, KTLA 5 Los Angeles – (California) 42,000 pounds of tamales 
recalled. Diana’s Mexican Food Products in California is recalling 42,000 pounds of 
chicken tamales because the label does not say the tamales contain whey. The U.S. 
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Department of Agriculture’s (USDA’s) Food Safety and Inspection Service (FSIS) 
announced December 3 it had done what department called a routine inspection at the 
South Bay company’s plant. USDA officials said whey is a known allergen and it must 
be declared on the label. There are no reports of anyone becoming sick from the 
tamales, and if a person is not allergic to whey, the tamales are perfectly safe to eat. 
The tamales were produced between February 2010 and December 2, 2010 and were 
distributed to restaurants in California. 
Source: http://www.ktla.com/news/landing/ktla-tamales-recalled,0,1819144.story 

28. December 3, Associated Press – (Nebraska) Neb. man denies faking cattle inspection 
reports. A former Nebraska cattle inspector has been ordered to stand trial on federal 
charges he faked reports about mad cow disease. Court documents filed in U.S. District 
Court in Omaha show the 41-year-old suspect of Cozad, pleaded not guilty December 2 
to making false statements and mail fraud. A trial date was set for February 7. The 
suspect was employed by the state Department of Agriculture from July 2009 through 
March under a U.S. Food and Drug Administration grant. An indictment said he 
submitted inspection reports on 92 Nebraska cattle operations, along with travel 
expenses, but never actually performed the inspections. The suspect faces up to 25 
years in prison and $500,000 in fines if convicted. 
Source: http://www.siouxcityjournal.com/news/state-and-
regional/nebraska/article_dd71fe14-ff53-11df-a2ee-001cc4c002e0.html 

[Return to top]  

Water Sector 

29. December 6, Pittsburgh Tribune-Review – (National) Driveway sealant polluting 
urban lakes, reservoirs. A black sealant sprayed on parking lots, driveways and 
playgrounds turns out to be the largest contributor to the rise of a toxic pollutant in 
urban lakes and reservoirs across America, according to a U.S. Geological Survey 
(USGS) study. Scientists saw concentrations of polycyclic aromatic hydrocarbons 
(PAHs) going up rapidly in the 1990s in areas of urban sprawl. PAHs have been known 
as a probable human carcinogen since the 19th century, when cancer struck chimney 
sweeps, said a USGS scientist and a principal author of the report. The research was 
based on sampling of sediments from the bottom of 40 lakes and reservoirs in 
commercial and residential areas in cities and suburbs typical of where most Americans 
live — not near old industrial sites. The study showed that lakes with high levels of 
PAHs had a large fraction coming from coal-tar-based sealants. The opposite also was 
true — lakes that had low PAH levels had a very low fraction of them from the sealant. 
The scientists found that coal-tar-based sealants contribute, on average, about half of 
the PAHs in U.S. urban lakes. Vehicles account for about a quarter, on average. Coal 
combustion, the next highest source, is about 20 percent, but varies greatly because of 
different levels of coal use around the nation. The study was published in the journal 
Science of The Total Environment. An alternative sealant, an asphalt-emulsion-based 
one, has PAH levels about 1,000 times lower. 
Source: http://www.pittsburghlive.com/x/pittsburghtrib/news/s_712389.html 
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30. December 5, KSL 5 Salt Lake City – (Utah) Officials concerned another oil spill 
could contaminate drinking water. A second spill of hundreds of barrels of oil near 
Red Butte Creek in Salt Lake City, Utah has officials considering nightmare scenarios, 
regarding potential contamination to the water supply of hundreds of thousands of 
Utahns. The deputy director of the Salt Lake City Department of Public Utilities who 
oversees Salt Lake City’s water supply is calling for a new look at the risk to culinary 
water of future oil spills. On December 1, as much as 500 barrels of oil leaked from a 
Chevron pipeline valve about 500 feet from the scene of a larger spill in June. Though 
neither spill tainted the water supply, the deputy director worries a similar spill in 
another spot could. “You could ultimately end up impacting the water supply of over a 
million people,” he said. Water managers fear a pipeline could spill oil near one of the 
reservoirs or rivers thatsupply water to much of the population of the Wasatch Front. 
“We don’t have the expertise in house to provide the assurance that this pipeline is 
going to be safe,” he said. Chevron officials said they are listening. He has asked 
Chevron to help develop a robust new plan that addresses risks and vulnerabilities, with 
water and emergency planners. The hope is the plan will enhance training, mitigation 
and planning, and perhaps include new pipeline shut-off valves at key spots. 
Source: http://www.ksl.com/?nid=148&sid=13536895 

31. December 2, U.S. Environmental Protection Agency – (Texas) EPA requests Texas 
issue Clean Water Act Permits. The U.S. Environmental Protection Agency (EPA) 
has requested the Texas Commission on Environmental Quality (TCEQ) take the 
necessary steps to reissue Clean Water Act (CWA) discharge permits to sewage 
treatment plants and industrial facilities in Texas. The TCEQ has a significant number 
of draft CWA discharge permits that have not been issued pending resolution of various 
EPA concerns. Of the 80 discharge permits of concern, many have been delayed due to 
issues regarding discharge toxicity. There are significant environmental consequences 
to the continued authorization of discharges under expired permits. In some cases, EPA 
is concerned expired permits continue to authorize toxic discharges. EPA is requesting 
that TCEQ issue the long overdue discharge permits within 6 months so that the 
cleanup and conservation of the state’s waters can proceed. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/e77fdd4f5afd88a3852576b3005a604f/bbc3b
46e8ded1e28852577ed00731add!OpenDocument 

32. December 2, U.S. Environmental Protection Agency – (National) Residential 
homebuilder settles Clean Water Act Violations in 21 states. Beazer Homes USA, 
Inc., a national residential homebuilder, agreed December 2 to pay a $925,000 civil 
penalty to resolve alleged Clean Water Act violations at its construction sites in 21 
states, the Justice Department and U.S. Environmental Protection Agency (EPA) 
announced. As part of the settlement, Beazer will implement a company-wide 
stormwater program to improve compliance with stormwater runoff requirements at 
current and future construction sites. The complaint, filed simultaneously with the 
settlement agreement in federal court in Nashville, Tennessee, alleged a pattern of 
violations discovered through site inspections and by reviewing company 
documentation. The alleged violations include failure to obtain permits until after 
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construction began, or failing to obtain them at all. At sites with permits, violations 
included failure to prevent or minimize the discharge of pollutants such as silt and 
debris in stormwater runoff. The settlement requires Beazer to develop improved 
pollution prevention plans for each construction site, conduct additional site 
inspections, and promptly correct any problems detected. The company must properly 
train construction managers and contractors and designate trained staff for each site. 
Beazer must also implement a management and internal reporting system to improve 
oversight of on-the-ground operations and submit annual reports to EPA. Seven states 
have joined the settlement. The states of Colorado, Florida, Indiana, Maryland, Nevada, 
and Tennessee, and the Commonwealth of Virginia will receive a portion of the 
$925,000 penalty. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/e77fdd4f5afd88a3852576b3005a604f/83436
409bd086f71852577ed00619bdc!OpenDocument 

33. December 1, WPTV 5 West Palm Beach – (Florida) Copper wire caper. Police in 
Stuart, Florida, are looking for the culprits who stole copper wire. Sometime over the 
Thanksgiving break, a thief or thieves climbed the fence at the sewage treatment plant 
and stole heavy spools of copper wire. The wire is so thick no ordinary tools could cut 
through it. The crooks took advantage of a hole designed in the wall around the plant 
and rolled the wire through. “This took a lot of work to unbundle 1,500 pounds of 
copper wiring then load it on a vehicle to transport it away from the site,” said a Stuart 
police sergeant. Police said they have put an alert out to area metal recyclers. The metal 
exchanges have copper trading at about $3.80 per pound. 
Source: http://www.wptv.com/dpp/news/region_martin_county/stuart/copper-wire-
caper- 

[Return to top]  

Public Health and Healthcare Sector 

34. December 5, WPVI 6 Philadelphia – (New Jersey) No injuries after Deptford nursing 
home fire. Gloucester County, New Jersey firefighters battled a blazeDecember 5 in a 
laundry room at a nursing home. The fire broke out around 3:20 a.m. in the laundry 
room, which was located in the basement of the Innova Health and Rehab Center 
located in the 1500 block of Clements Bridge Road in Deptford, New Jersey. Staff 
from the nursing home along with firefighters were able to relocate dozens of residents 
of the home to another section of the facility without any incident or injury to the 
residents. 
Source: http://abclocal.go.com/wpvi/story?section=news/local&id=7825760 

[Return to top]  

Government Facilities Sector 
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35. December 5, Associated Press – (Arkansas; Washington) Ark. man arrested in 
Seattle in bomb case. A 40-year-old Arkansas man has been arrested in Seattle, 
Washington, in connection with an attempted bombing of a polling place at a northwest 
Arkansas church in June, according to federal authorities. A U.S. attorney said the 
suspect was arrested without incident December 3, and appeared before a federal judge 
in Washington. He was ordered detained and returned to Arkansas. Court documents 
said the suspect was arrested on complaints of attempted use of force against those 
engaged in federally protected activities and possession of an unregistered firearm. 
Authorities found an improvised explosive device inside a 12-ounce soda can at Osage 
Baptist Church in Osage, Arkansas, June 8 and said that the bomb could have killed 
anyone within 10 to 15 feet of it had it exploded. An FBI Special Agent said authorities 
determined the device was powered by several AAA-size batteries that had their skins 
stripped off of them. In November, contractors cleaning out a foreclosed Huntsville 
residence once owned by the suspect found printed material that described the making 
of explosive devices and alerted authorities, who also found books and manuals related 
to constructing explosive devices and militia extremism, the FBI Special Agent said. 
He said authorities later found other bomb-making materials. 
Source: http://www.seattlepi.com/local/6420ap_ar_church_bomb_arrest.html 

36. December 5, Fayetteville Observer – (National) Espionage investigation centers on 
Fort Bragg. A U.S. Navy intelligence specialist stationed at Fort Bragg in Fayetteville 
and Spring Lake, North Carolina, is under investigation for espionage after he sold top 
secret documents to an undercover FBI agent posing as a foreign intelligence officer, 
according to a search warrant filed in federal court December 3. A Naval Criminal 
Investigative Service spokesman (NCIS) said the 22-year-old, of the Naval Reserve, 
was being held in Norfolk, Virginia. The warrant indicated the suspect sold documents 
on several occasions staged by investigators at two Spring Lake hotels. According to 
the search warrant, the suspect met an undercover FBI agent November 15 in the lobby 
of the Hampton Inn on Bragg Boulevard. Posing as a foreign intelligence officer, the 
special agent brought the suspect to his room, where the suspect discussed his access to 
military computer networks and classified networks, the warrant noted. The suspect 
allegedly said he could be a very valuable source of information over the course of his 
planned 20-year Navy career. At a meeting the next day at the same hotel, the suspect 
produced two documents - one labeled “secret” and the other “top secret” and accepted 
$1,500 in cash, the warrant alleged. He agreed to meet the agent again November 19, 
when he produced 51 pages of secret and top secret documents, according to the 
warrant. 
Source: http://www.thesunnews.com/2010/12/05/1850907/espionage-investigation-
centers.html 

37. December 3, KENS 5 San Antonio – (Texas) Child’s discovery forces building 
evacuation in Windcrest. A child’s discovery forced 250 people inside the 
Immigration Custom Enforcement building in the 8900 block of Fourwinds Road in 
Windcrest, Texas, to evacuate around 10:30 a.m. December 3. According to sources, 
the child discovered two teaspoons of a white, powdery substance then alerted 
authorities. The facility remained closed for remainder of December 3 as investigators 
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tried to determine what the substance was. Officials said 90 people went through a 3-
hour decontamination process just to be safe. Preliminary tests reveal the substance was 
not a drug and even though HAZMAT teams are not sure what the powder is, officials 
said they now believe it is harmless. “We didn’t want to expose anyone, the best we 
could do was to try to minimize exposures,” the Windcrest fire chief said. Officials are 
not yet revealing where in the building the substance was discovered and why it was so 
suspicious. 
Source: http://www.kens5.com/news/Childs-discovery-forces-evacuation-of-building-
in-Windcrest-111293064.html 

For another story, see item 43  
 
[Return to top]  

Emergency Services Sector 

38. December 6, Washington Post – (Maryland) Hylton’s cars vandalized at police 
facility. Two unmarked sedans used by the Prince George’s County, Maryland police 
chief were shot with a pellet gun in recent weeks in the parking lot at police 
headquarters. Supporters of the chief suspect the vandalism is retaliation for the chief’s 
efforts to punish officers for misconduct. The cars were damaged in October while they 
were parked in the chief’s marked spots at headquarters. No other vehicles were 
damaged. The parking lot is for police officers and civilian employees, but it is not 
secured, and no surveillance cameras are trained on the chief’s parking spots, near the 
entrance. About the same time the cars were vandalized, the air was let out of the tires 
of the marked cruiser assigned to a corporal who works in the chief’s office. The 
corporal discovered the deflation when she was driving on the Capital Beltway in the 
Washington D.C. metor area and struggled to control the vehicle. An inspection 
determined the tire pressure for each of the tires was about half of normal level, 
according to the police source. Two people who represent organizations that support 
retaining the chief said they suspect the vandalism is retaliation for what they said are 
the chief’s efforts to hold officers accountable for misconduct. In an interview last 
month, the chief said 46 county officers are suspended or on administrative duty. The 
number represents 3 percent of the 1,500-member force. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/12/05/AR2010120504132.html 

39. December 5, San Antonio Express-News – (Texas) Emergency call service restored to 
Hays and San Marcos. Emergency call operations in the counties of San Marcos, 
Texas and Hays, Texas were restored December 4 after services were disrupted for 
nearly 8 hours. The counties restored their 911 services about 9 p.m. after a 
construction crew accidentally severed the fiber-optic phone line for the services at 
1:15 p.m. The crew was installing a water line at FM 1625 and Interstate 35 when it cut 
the phone line, forcing officials to reroute 911 calls. Emergency calls to San Marcos, 
Texas police, fire and EMS, the Hays County, Texas Sheriff’s Department, rural fire 
departments, and Texas State University were diverted to Travis County 911 
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dispatchers. The calls were transmitted through backup systems to dispatchers in the 
affected areas. Mobile back-up systems were set up to respond in case of a long-term 
service disruption. 
Source: http://www.mysanantonio.com/news/local_news/article/Emergency-call-
service-restored-to-Hays-and-San-862085.php 

40. December 5, St. Petersburg Times – (Florida) Fake police gear ‘scary’ to those who 
wear badge. Two brothers were killed and four others were critically injured 
November 26 while they played cards on the front porch in Ruskin, Florida. But what 
made a horrible crime even more troubling was the clothing authorities said the 39-
year-old suspect wore when he opened fire: a black T-shirt or vest, with “SHERIFF” in 
big letters across the front. If officials decide to add a charge of impersonating an 
officer, the case will join 13 similar cases in Hillsborough, Florida this year. “It’s 
scary,” a Hillsborough County Sheriff’s Office spokesman said. Not just for the public, 
but for deputies, too, he said. “It undermines the validity of a real law enforcement 
officer.” Wearing law enforcement gear is not illegal. It is only when someone 
identifies himself or herself as law enforcement or gives an official directive that the 
action could become a felony. The gear’s mere existence means deputies and police 
officers must take extra care to ensure citizens believe they are who they say they are. 
A spokesman brought up a case from less than 3 months ago, when authorities said a 
man posing as an officer pulled over a woman, handcuffed her and raped her in a 
nearby parking lot. 
Source: http://www.tampabay.com/news/publicsafety/fake-police-gear-scary-to-those-
who-wear-badge/1138236 

41. December 4, Philadelphia Inquirer – (Pennsylvania) Jail offices evacuated over batch 
of cake mix. A batch of cake mix sent through the mail triggered the evacuation the 
morning of December 3 of the administration building at the House of Correction, a 
medium- and minimum-security jail in the Philadelphia, Pennsylvania Prison System. 
The powdery mix was found in inmates’ incoming mail, which a guard was was 
inspecting. The discovery brought hazardous-materials and Fire Department teams to 
the jail. The building reopened about 12:30 p.m. The administration building, including 
the warden’s and deputy warden’s offices, was evacuated. The administration offices 
and inmate housing are separated by a long corridor and no inmates were removed 
from the jail. 
Source: 
http://www.philly.com/inquirer/local/20101204_Jail_offices_evacuated_over_batch_of
_cake_mix.html 

42. December 4, CBS4 Denver – (Colorado) Colo. officials assess damage from major 
data leak. Western Colorado law-enforcement authorities are assessing the damage 
from a major security breach that exposed employees’ personal information, names of 
confidential informants and investigative files to public view on the Internet. The 
information from the Mesa County Sheriff’s Department also included e-mails about 
crime victims and homicide investigations, along with personal details about sheriff’s 
employees, such as their home addresses, their spouses and children’s names, and the 
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schools the children attend. The informants have been notified and officials are laying 
out plans to alert others who may have been exposed. Officials said a Mesa County, 
Colorado information technology employee inadvertently posted the information on a 
site that could be accessed without a password. Officials said the employee thought the 
site was secure. The sheriff’s department said its files include information on up to 
200,000 people, but it was not clear how many of them were included in the leaked 
data. Authorities said more than 20 years worth of data was posted on the site. It is 
unclear how long the information was on the site. Authorities said it was accessed by 
someone outside the county for the first time October 30. The information was taken 
down November 24 when authorities were alerted by an individual who found his or 
her name there. 
Source: http://cbs4denver.com/wireapnewsco/Colorado.officials.assess.2.2034731.html 

43. December 4, WJHG 7 Panama City – (Florida) FBI trains local authorities in week 
long. Members of the Regional Domestic Security Taskforce worked closely with the 
FBI the week of November 29, learning how to assess car bombs and other potential 
terrorists’ threats. FBI agents detonated several large vehicle bombs at Eglin Airforce 
Base near Valparaiso, Florida to simulate a crime scene. Local participants said they 
are now better equipped to handle these type of emergencies. 
Source: 
http://www.wjhg.com/news/headlines/FBI_Trains_Local_Authorities_In__111309314.
html 

For another story, see item 23  
 
[Return to top]  

Information Technology Sector 

44. December 6, New York Observer – (International) Growing pains: Tumblr’s kittens 
have been down all night. The increasingly popular blogging service Tumblr, based in 
New York, had been unavailable since about 6 p.m. December 5. The outage brought 
down the blogs of various media organizations, including The Observer, as well as the 
status pages where Twitter and Foursquare communicate with users about their 
downtime. Tumblr went down because of a scheduled maintenance that “went 
haywire,” the Tumblr founder told TechCrunch, forcing the engineers to take down a 
critical database cluster. Tumblr has been manually rebuilding the cluster all night and 
the service will be up soon, he said. 
Source: http://www.observer.com/2010/daily-transom/growing-pains-tumblrs-kittens-
have-been-down-all-night 

45. December 6, ComputerWorld UK – (International) Many malware attacks triggered 
by USB devices. One in every eight malware attacks occurs via a USB device, often 
targeting the Windows AutoRun function, according to Czech security vendor Avast 
Software. The company reported that of the 700,000 recorded attacks on computers in 
the Avast user community during the last week of October, 13.5 percent came via USB 
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devices such as flash drives. AutoRun alerts computer users when a new device is 
connected and helps them choose which application should run the new files. 
“AutoRun is a really useful tool, but it is also a way to spread more than two-thirds of 
current malware,” said an Avast virus analyst. Cybercriminals are taking advantage of 
people who use USB flash drives to share large files with friends or transfer files at 
their workplaces, he said. Infected USB devices — which can include portable gaming 
units, digital cameras, mobile phones, or MP3 players — start executable files that 
invite a wide array of malware into host computers. The incoming malware copies 
itself into Windows and can replicate itself each time the computer is started. Avast 
urged users not to boot up PCs that already have USB devices attached, because the 
malware will load before some antivirus programs do. 
Source: 
http://www.computerworld.com/s/article/352998/USB_Devices_Guilty_in_Many_Mal
ware_Attacks 

46. December 6, The Register – (International) Alleged Russian spam-lord hauled into 
US court. A Russian who allegedly at one time ran a network of compromised 
machines responsible for a third of global spam appeared in federal court in Wisconsin 
December 3 to deny the charges. The 23-year-old resident of Moscow faces charges 
that he forged e-mail spam messages in violation of the U.S. CAN-SPAM Act, 
following his arrest at the Bellagio Hotel in Las Vegas, Nevada in November. 
Prosecutors alleged the Russian was responsible for pumping out a staggering 10 
billion spam messages per day, touting pills and counterfeit goods using the infamous 
Mega-D botnet network. The suspect entered a not guilty plea. He was denied bail after 
prosecutors successfully arguing he presented a flight risk if released. The prosecution 
is taking place in Wisconsin because local agents there bought a specimen purchase of 
Viagra through a Canadian Pharmacy operation allegedly promoted by the suspect’s 
junk mails, the Associated Press reports. The pills unsurprisingly turned out to be 
counterfeit. 
Source: http://www.theregister.co.uk/2010/12/06/mega_d_botmaster_charges/ 

47. December 6, The Register – (International) Anonymous attacks PayPal in ‘Operation 
Avenge Assange’. Anonymous has launched a broad-ranging campaign in support of 
WikiLeaks, starting with a DDoS assault on a PayPal Web site. The denial of service 
attack lasted for 8 hours and resulted in numerous service disruptions, Panda Security 
reports. The group, spawned from anarchic message board 4chan, first came to 
prominence with a long running campaign against the Church of Scientology, its beef 
with the Hubbard faithful centering on their attempts to censor content from the net. 
PayPal’s decision to stop processing donations for WikiLeaks following its 
controversial publication of U.S. diplomatic cables as well as the withdrawal of hosting 
services by Amazon are seen on 4chan and elsewhere as attempts to censor the whistle-
blowing site, a development Anonymous intends to oppose. 
Source: 
http://www.theregister.co.uk/2010/12/06/anonymous_launches_pro_wikileaks_campai
gn/ 
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48. December 6, New New Internet – (National) Study: No hacking needed when 
modern spies steal corporate data. A new study reveals two-thirds of employees 
expose sensitive data outside the workplace, some even revealing highly confidential 
information such as customer credit card and Social Security numbers. Conducted by 
People Security, the Visual Data Breach Risk Assessment Study also found most 
companies lack policies or measures to safeguard sensitive information from computer 
screen snooping when employees are working outside of their offices. 70 percent of the 
800 respondents said their company had no explicit policy on working in public places, 
and 79 percent reported no company policy on the use of privacy filters to prevent 
visual data breaches. With the increase of mobile workers carrying confidential data 
with them outside the office, snooping is no longer a harmless hobby and may represent 
a weak link in corporate data security practices, said the chief security strategist of 
People Security. More than half of survey respondents are aware of the security issues 
of using their laptops for work purposes outside their place of employment. 57 percent 
said they have stopped working on their laptops because of privacy concerns in a public 
place, and 70 percent said they would be more productive in public places if they 
thought no one else could see their screen. 
Source: http://www.thenewnewinternet.com/2010/12/06/study-no-hacking-needed-
when-modern-spies-steal-corporate-data/ 

49. December 4, Federal Bureau of Investigation – (Texas; National) Texas man pleads 
guilty to computer hacking charges. A United States attorney announced that in 
Midland, Texas, a 37-year-old Andrews, Texas man faces up to 10 years in federal 
prison after pleading guilty to illegally accessing his former employer’s computer 
database and deleting files. Appearing before a United States Magistrate Judge 
December 3, the suspect pleaded guilty to a charge of one count of computer fraud. By 
pleading guilty, the suspect admitted that on September 1, 2010, he illegally gained 
access to the computer system of Gray Wireline, Inc., and deleted approximately 68 
files, including analysis reports on oil and natural gas wells in Odessa, Levelland, 
Denver City, and Andrews, Texas. As a result, Gray Wireline estimates that it had to 
spend approximately $16,000 to correct and remedy the damage. 
Source: 
http://7thspace.com/headlines/365913/texas_man_pleads_guilty_to_computer_hacking
_charges.html 

50. December 3, eSecurity Planet – (International) Holiday Twitter topics concealing 
malware. Hackers have been extremely busy devising new Twitter-based campaigns 
using popular — but bogus — holiday topics to help distribute malware through the 
popular microblogging site. A quick click on the shortened URLs embedded in several 
thousand tweets with holiday-themed titles, such as “Nobody Cares About Hanukkah” 
or “Shocking Video of the Grinch,” can infect a user’s PC or mobile device with 
malware that is then shared among other followers in short order. Just like a garden 
variety Black Hat SEO campaign, hackers flood the Twitterverse with tweets on 
popular or timely topics and then sit back and wait for unsuspecting victims to retweet 
themselves into a malware-induced malaise. On December 2 alone, PandaLabs 
researchers said they identified more than 300 Twitter accounts that were specifically 
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targeting various trending topics on the site. Cyber crooks are using anything related to 
the holidays as enticing lures to get people to infect their mobile devices and PCs. This 
year, scams offering free Apple iPads have been especially prevalent. But hackers are 
not limiting their devious campaigns to reindeer and dancing elves. Hot topics ranging 
from the Sundance Film Festival, the World AIDS Day campaign, and anything related 
to an actor’s botched speech calling for the U.S. to host either the 2018 or 2022 World 
Cup soccer tournament, return thousands of malicious tweets with truncated URLs. 
Source: http://www.esecurityplanet.com/trends/article.php/3915636/Holiday-Twitter-
Topics-Concealing-Malware.htm 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

51. December 6, CNN – (National) Comcast customers in Midwest experience internet 
service outage. For the second time in a week, Comcast customers found themselves 
offline — this time, in the Midwest. On December 5, Internet service outages affected 
Illinois, Minnesota, Indiana, and Michigan, according to a Twitter account for Comcast 
customer service. At about 1 a.m. December 6, a Comcast spokesman tweeted, 
“Everyone should be just about back online, if not should be very shortly.” Last 
weekend, customers on the East Coast also experienced outages. The disruption 
affected the Boston and Washington, D.C., areas, a Comcast spokesman said. 
Source: http://www.cnn.com/2010/US/12/06/comcast.outage/ 

52. December 6, IDG News Service – (International) RIM to give Indian government 
access to BlackBerry Messenger. Research In Motion has agreed to provide the 
Indian government with access to BlackBerry Messenger communications on a case-
by-case basis, according to a spokesman for the company in India. The company will, 
however, only allow the government “lawful access” to these communications after 
following due legal process, rather than providing continuous access to the messages, 
the spokesman said. The Indian government said December 3 that its security agencies 
are still not able to intercept and monitor in a readable format the communications 
made through RIM’s Messenger and enterprise services. The government believes 
terrorists are increasingly using mobile and online communications to plan attacks. The 
government expects to have access to BlackBerry Messenger communications by the 
end of January 2011, India’s Home Secretary told the Wall Street Journal. A resolution 
to India’s demand for access to corporate e-mail on BlackBerry Enterprise Server has, 
however, not been found. The Indian government is working on getting access to these 
communications from RIM’s corporate customers. 
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Source: 
http://www.computerworld.com/s/article/9199778/RIM_to_give_Indian_government_a
ccess_to_BlackBerry_Messenger 

53. December 4, Lincoln Journal Star – (Nebraska) Windstream voicemail down across 
the state. Windstream customers in Nebraska may not have been able to access their 
voicemail December 4. The telephone company reported voicemail outage across the 
entire state. The company was in the process of upgrading voicemail systems, which 
caused the outage. A Windstream representative, said service was restored December 4. 
About 2,000 mailboxes were deleted in the process, but they will be restored, he said. 
Source: http://journalstar.com/news/local/article_af11005e-4ef7-5833-b291-
12b744045fac.html 

[Return to top]  

Commercial Facilities Sector 

54. December 6, Riverside Press-Enterprise – (California) Outdoor ice rink evacuated 
after electrical arc. About 90 people were evacuated from an outdoor ice skating rink 
in Temecula, California December 5 after electricity arced from a power supply source. 
Skaters told rink managers about 11:30 a.m. that they could see electricity arcing from 
a power source to the rink located at Mercedes and Main streets by phone. Firefighters 
and sheriff’s deputies evacuated skaters from the rink. No one was injured. The cause 
of the electrical short was unknown. The rink opened November 26 in Old Town. 
Source: 
http://www.pe.com/localnews/inland/stories/PE_News_Local_D_rinkevac06.3a31e50.
html 

55. December 5, NY1 News – (New York) Safety concerns force evacuation of Bronx 
apartment building. Dozens of Bronx, New York, residents are in emergency housing 
after the city ordered their building evacuated December 4. The New York City Fire 
Department and the city’s buildings department issued a vacate order for the 
apartments in Highbridge after discovering the building only had one exit. At least 24 
apartments were evacuated, and the Red Cross said at least 47 people requested 
emergency housing. Residents said the building had other safety issues as well. “They 
told us we have to leave because, I mean, fire escapes are practically falling off on the 
first floor,” said one tenant. The building’s landlord has been ordered to fix the 
problems or the city’s housing department would have to step in. 
Source: http://www.ny1.com/content/top_stories/130079/safety-concerns-force-
evacuation-of-bronx-apartment-building 

56. December 4, Associated Press – (Arizona) 500 people evacuated as fire hits Phoenix 
hotel. Authorities said a fire at a Phoenix, Arizona, hotel forced the evacuation of 500 
people. A Phoenix Fire Department spokesman said crews were called to the Crowne 
Plaza hotel at about 8:30 p.m. December 3. The spokesman said people in the hotel and 
a dinner party in the banquet area were evacuated after fire alarms went off. 
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Investigators said the blaze began in a storage room on the fourth floor of the hotel, 
where it was contained and extinguished by the hotel’s sprinkler system. Three rooms 
had water damage, but hotel management said it was able to relocate the guests to other 
rooms. 
Source: http://www.myfoxphoenix.com/dpp/news/local/phoenix/apx-AZHotel-Fire-
Evacuation_66242261-12042010 

57. December 4, Stamford Advocate – (Connecticut) Smoky fire forces evacuation of 
Shippan senior apartments. A small but smoky fire in an eighth-floor apartment at a 
senior-housing complex in Shippan, Connecticut evacuated the 148-unit building 
December 4. One resident was treated for smoke inhalation in the lobby of Shippan 
Place. The fire was reported just before noon, and a second alarm was issued because 
firefighters reported a smoke condition in the high-rise building. Firefighters found 
heavy smoke in the apartment. The fire began in a hallway when a plastic object 
somehow caught fire. The cause is being investigated. The apartment does not appear 
to be habitable, leaving at least one woman displaced for the time being. 
Source: http://www.stamfordadvocate.com/news/article/Smoky-fire-forces-evacuation-
of-Shippan-senior-860357.php 

[Return to top]  

National Monuments and Icons Sector 
 

Nothing to report 
 
[Return to top]  

Dams Sector 

58. December 6, VHeadline – (International) 300 families evacuated as Manuelote 
reservoir in Zulia State leaks water. The executive vice president of Venezuela has 
confirmed that 300 families have been evacuated from an area affected by a rupture in 
Manuelote reservoir located in Mara municipality (Zulia). He said the rupture was a 
slow process that started in the early hours December 6. The environment minister has 
been ordered to the reservoir to inspect the damage and assess the state of the reservoir. 
There were no fatalities. The reservoir is 35 meters high and contains 266 million cubic 
meters of water. Reports continue to come in about roads made impassable by 
mudslides or flooding in other areas such as Merida and Trujillo, as Venezuela enters 
the third week of constant rains. 
Source: http://www.vheadline.com/readnews.asp?id=99348 

59. December 6, News 24 – (International) Thousands evacuated in Australian 
floods. Thousands of Australians were evacuated from their homes or stranded as 
surging floodwaters swamped towns in the area’s worst deluge in 36 years, officials 
said December 6. Parts of south-eastern New South Wales were declared natural 
disaster areas as swollen rivers spilled into the streets and water levels continued to 
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rise, forcing the closure of major highways, the state premier said. “We are anticipating 
that there may be additional flooding and the water may still be rising here in Wagga 
and as we see over the next few days those floodwaters move westward,” he told 
reporters from the badly hit town. About 3,000 properties were isolated and around 
1,500 had been evacuated, according to the State Emergency Service (SES). A total of 
34 New South Wales regions were now natural disaster zones, the premier said, with 17 
declarations issued in the past few days. About 170 soldiers had joined hundreds of 
SES volunteers in sandbagging and rescue efforts. 
Source: http://www.news24.com/World/News/Thousands-evacuated-in-Australian-
floods-20101206 

60. December 4, Dover Times-Reporter – (Ohio) MWCD identifies nearly 500 shoreline 
projects at reservoirs. Nearly 500 individual sites in need of varying amounts of 
shoreline improvements have been identified at the reservoirs managed by the 
Muskingum Watershed Conservancy District (MWCD) in Ohio. MWCD engineering 
staff members have been using innovative mapping and aerial photographic technology 
to review the 300 total miles of shoreline at the reservoirs and reports that 
improvements are needed at an estimated 480 locations. The work would cover about 
24 miles of shoreline at the 10 MWCD lakes. A total of 23 shoreline stabilization 
projects at four reservoirs estimated to cost about $1.5 million will be handled between 
December 2010 and April 2011, the MWCD chief engineer said. Work is scheduled at 
the following reservoirs this winter: Atwood Reservoir – nine projects; Charles Mill 
Reservoir – four projects; Seneca Reservoir – seven projects; Tappan Reservoir – two 
projects. Work under way at Pleasant Hill Reservoir will continue, he said. “A number 
of these project sites are located near roads or other important sites that eventually 
could threaten the continued safe access of the highways, bridges or other structures,” 
he said. “The site at Pleasant Hill Reservoir, which we identified as the highest priority 
of all of the MWCD reservoirs last year, threatens several homes if it is not addressed.” 
Source: http://www.timesreporter.com/news/x1790521063/MWCD-identifies-nearly-
500-shoreline-projects-at-reservoirs 
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