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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. December 3, Associated Press – (Wisconsin) EPA investigating Wis. power 
plants. The U.S. Environmental Protection Agency (EPA) notified the state of 
Wisconsin the week of November 29 it was starting an investigation into 15 publicly 
owned power plants to determine if they were violating clean air laws. The EPA sent a 
letter to the state department of administration asking for information about the plants 
“to determine whether the emission sources at these facilities are complying with the 
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Clean Air Act.” The letter said information submitted may result in a civil or criminal 
action. The EPA letter comes after the governor’s administration acknowledged as 
many as eight state-run plants have violated the Clean Air Act in recent years. The 
Wisconsin Department of Administration said it would reduce coal use, use cleaner 
alternative fuels, or otherwise limit emissions at plants that heat University of 
Wisconsin campuses in Eau Claire, La Crosse, Oshkosh and River Falls, and the 
Mendota Mental Health Institute. Those locations, along with several other facilities, 
were identified in the EPA letter. 
Source: http://www.forbes.com/feeds/ap/2010/12/03/business-financial-impact-us-
wisconsin-power-plants_8179782.html 

2. December 2, WTNH 8 Bridgeport – (Connecticut) Power back on after transformer 
fire. The power is back on in Middletown, Connecticut after a transformer fire knocked 
thousands of customers off-line December 2. The fire happened around 6 p.m. and 
knocked out power to about 5,400 customers, including most of the homes and 
businesses along Route 66. CL&P still does not know what exactly led to the 
equipment failure. Power was restored by 10 p.m. 
Source: http://www.wtnh.com/dpp/news/middlesex_cty/middletown-power-outage-
transformer-fire 

3. December 2, Bothell Reporter – (Washington) Fallen tree causes power outage in 
Bothell, north Kenmore this morning; about 100 customers still powerless. Due to 
a fallen tree tangled in a high-voltage transmission line, about 9,500 customers in the 
Bothell and north Kenmore, Washington areas were without power December 2, 
according to a Puget Sound Energy media-relations official. At post time, power has 
been restored to all but about 100 customers. At about 6:50 a.m. December 2, the 
highline feeding two substations malfunctioned, the official said. 
Source: http://www.pnwlocalnews.com/north_king/bkn/news/111196139.html 

[Return to top]  

Chemical Industry Sector 

4. December 3, Charleston Gazette – (West Virginia) DuPont plant chemical leak sends 
two to hospital. Two DuPont Belle plant employees were taken to a local hospital for 
evaluation after a release of the chemical monomethylamine (MMA) from a railcar at 
the plant in Belle, West Virginia December 3. The incident happened about 2:20 a.m. 
as a plant worker was collecting a sample of the chemical to check for product quality. 
The plant fume alarm sounded and a plant emergency response team responded to the 
scene. MMA is a clear, colorless gas that is recognizable by its fishy odor. Vapor 
exposure can be harmful, especially to the eyes, and can cause tearing, and 
inflammation of the lungs and upper respiratory tract. The plant also reported a MMA 
leak in 2009. 
Source: http://sundaygazettemail.com/News/201012030341 

http://www.forbes.com/feeds/ap/2010/12/03/business-financial-impact-us-wisconsin-power-plants_8179782.html�
http://www.forbes.com/feeds/ap/2010/12/03/business-financial-impact-us-wisconsin-power-plants_8179782.html�
http://www.wtnh.com/dpp/news/middlesex_cty/middletown-power-outage-transformer-fire�
http://www.wtnh.com/dpp/news/middlesex_cty/middletown-power-outage-transformer-fire�
http://www.pnwlocalnews.com/north_king/bkn/news/111196139.html�
http://sundaygazettemail.com/News/201012030341�


 - 3 - 

5. December 3, San Mateo Daily Journal – (California) DA sues over illegal bio-waste 
dumping. A defunct, Burlingame, California company put at least 115 containers of 
potentially carcinogenic hazardous waste in unmarked cardboard boxes and paid a 
residential moving company $200 to cart it away. After closing Metrigen, Inc. in 
November 2008, executives reportedly decided not to pay a licensed waste transporter 
$5,142.43 to move the company’s chemicals. Instead, the two executives hired a 
residential moving company in December 2008 to cart away several sealed cardboard 
boxes. A prosecutor with the consumer and environmental unit said the chemicals were 
a dangerous collection of hazardous waste. The containers inside the sealed boxes had 
labels noting the contents reacted to water and air, was sensitive to light, incompatible 
with acid, carcinogenic and harmful to the reproductive system. On December 29, 
2008, the moving company put the four boxes in a cardboard recycling dumpster in the 
loading dock area of a San Bruno, California industrial park. The boxes sat in 1 to 2 
inches of water. The district attorney’s Office is seeking an injunction against the 
former company and its two officers to prevent future violations, civil penalties of at 
least $660,000, and reimbursement to the public agencies that had to investigate and 
clean up the waste. 
Source: http://www.smdailyjournal.com/article_preview.php?id=147435&title=DA 
sues over illegal bio-waste dumping 

6. December 3, Denver Post – (Colorado) I-25 reopened following sulfuric acid 
spill. Crews reopened northbound I-25 at South University Boulevard in Denver, 
Colorado at about 6 a.m. December 3, according to a Colorado Department of 
Transportation spokeswoman The lanes were closed December 2 after about 250 
gallons of sulfuric acid leaked onto Interstate 25 and into its drainage systems. Crews 
continue to finish the cleanup and are trying to determine the damage and 
environmental impact. A spokesman for the Denver Fire Department, said a semi 
hauling about 38,000 pounds of sulfuric acid was leaking the corrosive chemical as it 
drove along the interstate, and other motorists reported the leak. The semi was carrying 
10 totes, each containing about 250 gallons of the acid. When hazmat crews were able 
to enter the trailer, they found one tote ruptured, but the other nine appeared intact. A 
spokesman said the cleanup for public works depends on how much acid went into the 
drainage systems. 
Source: http://www.denverpost.com/news/ci_16766000 

7. December 2, Detroit Free Press – (Michigan) Soap maker charged with hazmat 
violations. The owner of a Detroit, Michigan, chemical soaps and dye company ran a 
dirty business, according to charges announced December 2 by a U.S. attorney. The 
president and owner of Chem-Serve Corp. was arraigned on charges of illegally storing 
and disposing hazardous waste at his nearly 5-acre site in Detroit, in violation of the 
federal Resource Conservation and Recovery Act. Numerous inspections had revealed 
that some of the warehouses were severely deteriorated with caved-in roofs and 
missing walls. Many of the drums at Chem-Serve were deteriorating; some were rusted 
and leaking, others were stored in the partially roofless warehouse. A federal 
Environmental Protection Agency sampling of the property in January 2008 also 
revealed that many drums tested positive for corrosivity. 
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Source: http://www.freep.com/article/20101202/NEWS01/101202068/1320/Soap-
maker-charged-with-hazmat-violations 

8. December 2, KPSP 2 Thousand Palms – (California) Deadly crash blocks all WB 
lanes of Interstate 10 in Whitewater. All westbound lanes of the Interstate 10 near 
Whitewater, California were reopened late December 1, nearly 9 hours after being 
closed after a big rig crashed on the freeway, killing the driver and spilling about 
42,000 pounds of fertilizer additive onto the roadway. As of 9:42 p.m., December 1 all 
lanes were reopened, according to California Highway Patrol reports. The 45-year-old 
driver of the truck of Los Angeles, California, was killed when he was ejected from the 
truck after he lost control of it and it rolled and struck a steel/concrete bridge railing. 
Besides the fertilizer additive, road crews had to clean up gasoline that leaked from the 
truck. 
Source: http://www.kpsplocal2.com/Content/Headlines/story/Deadly-Crash-Blocks-
All-WB-Lanes-of-Interstate-10/wIjqXtySWUiohTvD2D3VkA.cspx 

For another story, see item 36  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

9. December 2, Milwaukee Journal Sentinel – (Florida; Wisconsin) Point Beach upgrade 
supported; public comment sought. Federal nuclear regulators issued a finding 
December 2 that there would be “no significant impact” on the environment from a 
proposed 17 percent increase in power output from the Point Beach nuclear plant’s two 
reactors near Two Rivers, Wisconsin. NextEra Energy Resources Inc. has proposed to 
expand the output of the two reactors during plant outages next year. The Florida-based 
power company sells the electricity generated by the plant to We Energies of 
Milwaukee. The Nuclear Regulatory Commission (NRC) draft finding marks another 
step in the agency’s review process for the power upgrade, which NextEra proposed 
last year. We Energies has proposed to buy more power from the plant in 2011 as part 
of a rate case pending with the state public service commission. But the Milwaukee 
utility also said it hasn’t made a final decision on whether to buy the extra power. The 
NRC environmental analysis concluded the upgrade would result in creation of more 
spent nuclear fuel that would be stored in the plant’s spent fuel pool as well as outside 
the plant in concrete casks. But the analysis said the systems used to store the fuel have 
already passed environmental review and would not be changed by the upgrade. The 
analysis said there was no need for an expansion of the cooling water system that draws 
in Lake Michigan water and discharges it back into the lake, but that the power plant’s 
higher electricity output would result in a 17 percent increase in the amount of waste 
heat discharged into Lake Michigan system. 
Source: http://www.jsonline.com/blogs/business/111217689.html 

For another story, see item 31  
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[Return to top]  

Critical Manufacturing Sector 

10. December 3, Bloomberg – (International) Australian regulator cites oil leak for 
Qantas Trent 900 engine explosion. Australia’s aviation regulator said an oil leak in a 
Rolls-Royce Group Plc engine was the likely cause of an explosion that forced a 
Qantas Airways Ltd. Airbus SAS A380 to make an emergency landing in Singapore 
last month. An oil fire was “central to the engine failure,” the Australian Transport 
Safety Bureau said in its preliminary report issued December 2 on the November 4 
explosion. While investigations are continuing, the regulator has issued a safety 
recommendation for Rolls-Royce and airlines to carry out checks and modify engines 
where the issue appears. A misaligned pipe caused by a manufacturing defect in the 
Trent 900 powerplant caused the oil leak that ultimately led to an explosion that sent 
shrapnel through the plane’s wing, the ATSB said. The regulator said it was satisfied 
with Qantas’s actions, which included an immediate grounding of its six A380s 
following the explosion and inspections. Rolls-Royce said in an e-mailed statement 
today the regulator’s findings are “consistent” with its own public statements and the 
London-based engine-maker will continue to work with authorities to ensure 
compliance. 
Source: http://www.bloomberg.com/news/2010-12-03/australian-regulator-cites-oil-
leak-for-qantas-trent-900-engine-explosion.html 

11. December 2, Agence France-Presse – (International) Boeing delays first Dreamliner 
to ANA. Boeing has delayed delivery of the first 787 Dreamliner airplane to Japan’s 
All Nippon Airways as it probes a fire that erupted during a test flight, a company 
spokeswoman said December 1. The first 787 delivery to ANA is currently set for the 
middle of the first quarter next year. The delay-plagued program is already running 
about 3 years behind schedule. The company halted test flights as it investigated an 
electrical fire that forced an emergency landing last week. 
Source: 
http://www.industryweek.com/articles/boeing_delays_first_dreamliner_to_ana_23341.a
spx 

12. December 2, Edmunds – (National) Glitch pops up in Toyota Camry recall. Toyota 
said it will fix accelerator pedal assemblies in the Avalon, Camry, and Camry Hybrid 
that may have been damaged in the company’s big recall for unintended acceleration. 
But it said the matter is a secondary repair and not another recall. The technical service 
bulletin instructs Toyota dealership technicians how to repair two weld nuts that “may 
be damaged” in the recall repair. “Suggestions that this TSB was issued to resolve 
customer complaints about accelerator pedal feel after the recall or that this TSB is a 
recall are wrong,” Toyota said in a statement. “No TSB is planned for other models 
since this component is unique to the Camry and Avalon platform.” However, 
Consumer Reports said on its Web site that “as many as 500 owners of those cars have 
complained of gas pedals that feel loose or have play side-to-side.” The new TSB 
applies to 2005-’10 Avalons and 2007-’10 Camry and Camry Hybrid cars that were 
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subject to the original recall. That recall dealt with accelerator pedals that could 
become stuck in place or trapped by floor mats. Toyota said technicians may have 
accidentally stripped bolts on the accelerator bracket of those vehicles during repairs 
related to the recall. 
Source: http://www.insideline.com/toyota/camry/glitch-pops-up-in-toyota-camry-
recall.html 

[Return to top]  

Defense Industrial Base Sector 
 

Nothing to report 
 
[Return to top]  

Banking and Finance Sector 

13. December 3, Credit Union Times – (Arizona) Defaulted business loans surpass $25 
million for AEA FCU. More than $25 million in alleged fraudulent loans authorized 
by the former vice president of business services at AEA Federal Credit Union are now 
in default, according to the Arizona Office of the U.S. Attorney. The former vice 
president, along with his wife and an Arizona businessman were arrested December 2 
for their roles in approving questionable AEA business loans in exchange for nearly $1 
million, the attorney’s office said. The businessman accomplice used the loans to fund 
his businesses, many of which are now bankrupt. An 11-month investigation revealed 
several inconsistencies with business loans authorized by the former vice president 
including actions to thwart internal and external audits. 
Source: http://www.cutimes.com/News/2010/12/Pages/Defaulted-Business-Loans-
Surpass-25-Million-for-AEA-FCU.aspx 

14. December 3, Montgomery Media – (Pennsylvania) FBI suspect Cheltenham bank 
robber of three Philly holdups. The man believed responsible for the November 12 
robbery of the Sovereign Bank branch at 500 Central Avenue in Cheltenham, 
Pennsyvlania is believed responsible for at least three other bank holdups in the 
Philadelphia area, according to the FBI. The FBI issued a press release December 2 
asking for the public to help the bureau, along with Cheltenham Township and 
Philadelphia police, to identify and locate the suspected bank robber. During the 
Cheltenham holdup, the robber presented a demand note and got away with about 
$6,000, according to a police report. In addition to the Cheltenham robbery, the suspect 
is believed responsible for the November 30 robbery of the Bank of America branch at 
1000 Cottman Avenue, Philadelphia; the December 1 holdup of the Bank of America 
branch at 6425 Rising Sun Avenue, Philadelphia; and the December 2 robbery of the 
VIST Financial branch at 8004 Verree Road in Philadelphia. 
Source: 
http://www.montgomerynews.com/articles/2010/12/03/glenside_news_globe_times_ch
ronicle/news/doc4cf90f8f8aa1b346163164.txt 
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15. December 3, New New Internet – (National) ‘Relentless’ crooks pull a fast one with 
payday loan scam. Criminals posing as FBI representatives and lawyers are scamming 
consumers in a payday loan phone collection scam, according to IC3, the FBI’s cyber 
crime center. In this scam, a caller claims the victim is delinquent in a payday loan and 
has to immediately pay up to avoid legal consequences. The callers, who say they 
represent the FBI, various law firms, or other legitimate-sounding agencies, claim to be 
collecting debts for companies such as United Cash Advance, U.S. Cash Advance, U.S. 
Cash Net, and other Internet check-cashing services. The fraudsters often have accurate 
information about the victims, including Social Security numbers, dates of birth, 
addresses, employer information, bank account numbers, names, and telephone 
numbers of relatives and friends. IC3 said it is unclear how this information is obtained, 
but suspects it comes from victims’ previous online applications for other loans or 
credit cards. 
Source: http://www.thenewnewinternet.com/2010/12/02/relentless-crooks-pull-a-fast-
one-with-payday-loan-scam/ 

16. December 2, Chattanooga Chattanoogan – (Tennessee) FBI Agent found guilty of 
federal wire and bankruptcy fraud. A 44 year-old former FBI Special Agent was 
found guilty of 15 counts of wire fraud and 3 counts of bankruptcy fraud December 2 
by a federal jury in Nashville, Tennessee. Sentencing was set for March 4 at 10 a.m. 
The former Agent faces a total of 315 years in prison and $6.5 million in fines. The 
maximum penalty for each violation of the wire fraud statute is 20 years in prison and a 
$250,000 fine. The maximum penalty for each count of bankruptcy fraud is 5 years in 
prison and a $250,000 fine. Each count also carries a mandatory $100 special 
assessment. The court may also order restitution to any victims of the fraud. The former 
Agent was indicted in May by a federal grand jury for wire fraud, bank fraud and 
swearing a false oath in bankruptcy. The jury failed to reach a verdict on the bank fraud 
charge. Authorities said he devised a wire fraud scheme to defraud SunTrust Mortgage 
Company, Inc., in connection with the purchase of rental properties totaling $1.25 
million in May and July 2006. In addition, he devised a scheme to defraud the SunTrust 
Bank in connection with a $100,000 line of credit and making three false statements in 
connection with his subsequent bankruptcy petition in July 2009. 
Source: http://www.chattanoogan.com/articles/article_189728.asp 

17. December 2, myCentralJersey.com – (New Jersey) Serial bank robber caught after 
crashing into Old Bridge police car. Police arrested a man who officials said robbed a 
bank, struck a marked Old Bridge, New Jersey police car, and led police on a foot 
chase December 1. The 43-year-old suspect was charged with that robbery, along with 
three other bank robberies in Monmouth County over the last 2 years. Further 
investigation revealed the suspect had robbed the same Capital One Bank twice, April 
6, 2009 and December 21, 2009, according to an assistant county prosecutor. He is also 
accused of robbing a TD Bank in Howell on Route 9 South August 6. 
Source: http://www.mycentraljersey.com/article/20101202/NEWS/101202044/Serial-
bank-robber-caught-after-crashing-into-Old-Bridge-police-car 
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18. December 1, Associated Press – (California) Warrant: Calif bomb suspect says he 
robbed 3 banks. A man suspected of operating a virtual “bomb factory” at his San 
Diego County, California house has told authorities he robbed three banks and tried to 
rob a fourth. The information is contained in a search warrant released December 1. 
The warrant said the suspect told an FBI agent and sheriff’s detective in a November 22 
interview that he robbed three Bank of America branches in San Diego, in November 
2009 and in June and July of this year. It said he also admitted trying to rob a fourth 
Bank of America branch last year. The 54-year-old suspect has pleaded not guilty to 26 
counts of manufacturing or possessing explosives, and two bank robbery counts. He is 
being held on $5 million bail. Authorities said explosives were discovered in the 
suspect’s rented home after a gardener was injured this month in a blast in the 
backyard. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/12/01/AR2010120108161.html 

[Return to top]  

Transportation Sector 

19. December 3, Lower Hudson Journal News – (Connecticut; New York) New Haven 
Line: Half-hour power outage from Harrsion to Cos Cob delays five trains. Five 
trains were delayed on the Metro-North New Haven Line December 3, when an 8-mile 
stretch between the Harrison, New York, and Cos Cob, Connecticut, stations lost power 
at 9:25 a.m. Power was restored at 9:57 a.m. A Metro-North spokeswoman said there 
would be a few residual delays due to the outage, which was still being investigated. 
Four of the five trains affected were in stations at the time of the outage. Service to 
other sections of the New Haven line, as well as the other branches of Metro-North 
were not affected. 
Source: http://www.lohud.com/article/20101203/NEWS02/12030380/-
1/newsfront/New-Haven-Line--Half-hour-power-outage-from-Harrsion-to-Cos-Cob-
delays-five-trains 

20. December 2, Agence France-Presse – (International) US airport security program to 
launch in Yemen. A U.S.-style airport security program will soon be set up in Yemen, 
where an Al-Qaeda affiliate has engineered a string of failed international airline 
attacks, U.S. officials said. “We have a program that will be starting up in the very near 
future, an 18-month program with Yemen,” an official with the U.S. Transportation 
Security Administration told a Senate hearing on international airline safety. Yemen-
based Al-Qaeda in the Arabian Peninsula has claimed it was behind a foiled air cargo 
bomb plot in October, in which printer toner cartridges that had been rigged as bombs 
were shipped out of Sanaa. 
Source: 
http://www.google.com/hostednews/afp/article/ALeqM5hpA1839r1T5ZpKSJrVVqWu
qvGoNA?docId=CNG.f9a0b4d03dfba10ea4d940df1f67012d.b71 
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21. December 2, Washington Post – (District of Columbia; Maryland; Virginia) Metro 
panel advances safety upgrades NTSB urged after Red Line crash. A Washington 
Metropolitan Area Transit Authority (Metro) board panel approved a $10 million 
project December 2 to replace track circuits as well as a plan to increase the capital 
funds available for safety upgrades the National Transportation Safety Board (NTSB) 
recommended after the June 2009 Red Line crash. Also, the panel approved 
designating $15.7 million in existing funds in Metro’s annual capital budget for 
carrying out the NTSB recommendations, in addition to $10 million already set aside 
for that purpose in the spring by the Metro interim general manager. The full board is 
expected to vote on both proposals at its December 16 meeting. The Metro chief 
financial officer said the transit agency plans to devote about $1 billion over the next 7 
years to implementing NTSB recommendations, including $262 million on 14 projects 
and about $800 million for new rail cars. The NTSB recommended in July that Metro 
replace more than half of its 3,000 track circuits because of the risk that they could 
malfunction and allow trains to go undetected by the automatic train-control system, as 
happened in the Red Line crash that killed nine people and injured dozens. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/12/02/AR2010120205674.html 

22. December 2, Newark Star-Ledger – (New Jersey) AirTrain at Newark airport shuts 
down for hours after power failure. The AirTrain at Newark Liberty International 
Airport in Newark, New Jersey shut down for several hours December 2 due to a power 
failure, the Port Authority of New York and New Jersey said. Service along most of the 
3-mile elevated monorail system was restored at 1:10 p.m., after going out at 7 a.m., 
said a Port Authority spokesman. He said a mile-long stretch linking the AirTrain 
system to a heavy rail station in Newark serving New Jersey Transit and Amtrak trains 
on the Northeast Corridor line was restored at 4:30 p.m. Shuttle buses filled in while 
AirTrain service was out. The spokesman said there were no reported injuries as a 
result of the outage. He said the cause of the outage was under investigation. The 
system’s manufacturer, Bombardier Transportation, has been called in to help. 
Source: 
http://www.nj.com/news/index.ssf/2010/12/airtrain_at_newark_airport_shu.html 

23. December 2, Detroit Free Press – (International) State Senate shelves plan for 2nd 
Detroit bridge. A state plan to build a second bridge across the Detroit River from 
Detroit, Michigan to Canada was buried by the Michigan state senate December 2, 
despite pleas from the governor and a retiring senator, who said it would create 
thousands of jobs and a more secure U.S.-Canada border for commercial traffic. All 22 
senate Republicans and one Democrat voted against bringing the issue to the senate 
floor December 2, the final session day of the current legislature. It will be up to the 
governor-elect and a new legislature next year to revive the project. The bridge plan, 
called the Detroit River International Crossing (DRIC), has been vehemently opposed 
by the owner of the Ambassador Bridge, who said it would cost his bridge business. He 
has proposed building his own second span across the Detroit River, next to the 
Ambassador Bridge. The Canadian government has offered to pay up to $550 million 
of Michigan’s cost of the proposed public-private DRIC project. Canadian officials also 
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have opposed the plan for a second bridge proposed by the owner of the Ambassador 
Bridge. 
Source: http://www.freep.com/article/20101202/NEWS15/101202050/1285/State-
Senate-shelves-plan-for-2nd-Detroit-bridge 

24. December 2, KTVB 7 Boise – (Idaho) Highway 21 closed due to avalanche 
danger. The Idaho Transportation Department (ITD) has closed a 12-mile stretch of 
Idaho 21 due to avalanche danger. Highway 21 is now closed between Grandjean Road 
and Banner Creek Summit. The closure started at noon December 2. An ITD 
spokesman said about 1 foot of new snow fell in the area over the past few days, 
creating unstable conditions. Another foot of snow is expected to fall overnight. The 
avalanche crew is continuing to monitor the avalanche-prone corridor and was slated to 
be back out December 3 to check the snowpack. 
Source: http://www.ktvb.com/news/Highway-21-closed-due-to-avalanche-danger-
111218144.html 

25. December 2, Jackson Clarion-Ledger – (Mississippi) Train derailment closes 
highway in Yazoo. Highway 3 is closed in Yazoo County, Mississippi December 2 
after a collision between a train and a log truck caused the train to derail. A Mississippi 
Highway Patrol (MHP) spokesman said the truck hit one car of the train that was in the 
intersection and that caused six of the cars to turn over. A Ford F-150 pickup truck was 
also involved in the accident. A spokesperson from the Yazoo City police department 
said the driver of the truck was sent to the hospital with minor head injuries. 
Investigators from Canadian National Railroad, MHP, and the Mississippi Department 
of Transportation are working the scene. Officials said the highway would likely be 
closed for several hours. 
Source: 
http://beta.clarionledger.com/article/20101202/NEWS/101202001/Train+derailment+cl
oses+highway+in+Yazoo 

For another story, see item 10  
 
[Return to top]  

Postal and Shipping Sector 
 

Nothing to report 
 
[Return to top]  

Agriculture and Food Sector 

26. December 3, Food Safety News – (New York) Health alert now a recall for NY 
Gourmet Salads. NY Gourmet Salads, Inc., a deli supplier and caterer in Brooklyn, 
New York is recalling various meat and poultry products produced without federal 
inspection, the U.S. Department of Agriculture’s Food Safety and Inspection Service 
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(FSIS) announced December 2. The company’s ready-to-eat deli products were also the 
subject of a public health alert issued October 30. After a continued investigation by 
FSIS, the firm recalled its products. NY Gourmet Salads and the government have been 
at odds for months, and the U.S. Department of Justice announced in August it was 
seeking a permanent injunction against the company and its president. In the complaint, 
the defendants were charged with selling food that was prepared, packed, or held under 
unsanitary conditions, and that may have become contaminated with filth or may have 
been injurious to health. Inspections over many years, including one in March found 
Listeria monocytogenes throughout the manufacturing facility. 
Source: http://www.foodsafetynews.com/2010/12/more-problems-for-brooklyn-salad-
maker/ 

27. December 2, Associated Press – (National) Ky. officials open investigation in cattle 
case. Kentucky’s agriculture commissioner and attorney general have opened an 
investigation into an Indiana-based cattle brokerage that left farmers nationwide 
hanging for as much as $130 million. The United States Department of Agriculture’s 
(USDA) Grain, Inspection, Packers and Stockyards Administration filed a complaint 
the week of November 22 against Eastern Livestock Co. alleging the firm failed to pay 
for livestock purchases or maintain an adequate bond. The USDA estimates the 
company owes more than $130 million to more than 700 ranchers and farmers in 30 
states, including Kentucky. 
Source: http://www.businessweek.com/ap/financialnews/D9JS1I5O0.htm 

28. December 2, Food Poison Journal – (California) Jerry’s Deli worker infected by 
hepatitis A. Customers of Jerry’s Famous Deli, a Los Angeles, California, institution 
near the UCLA campus, may be at risk for developing hepatitis A infection if they ate 
there during the month of November. An employee of the Westwood deli was 
diagnosed with acute hepatitis A, a virus that is spread by close physical contact and 
through fecal contamination of food or drink. The Los Angeles Public Health 
Department has yet to receive any further reports of hepatitis A related to the deli. The 
Department issued a press release December 2: Patrons who ate sandwiches at the 
restaurant or who ate catered sandwiches from this location on November 18, 21, 23, or 
24, 2010, should receive an immune globulin (IG) shot or a hepatitis A vaccination no 
later than 14 days after their exposure to prevent or reduce illness. 
Source: http://www.foodpoisonjournal.com/2010/12/articles/foodborne-illness-
outbreaks/jerrys-deli-worker-infected-by-hepatitis-a/ 

29. December 2, Southwest Farm Press – (National) USDA border inspections to curtail 
spread of citrus greening into Texas and California. Citing continuing Asian citrus 
greening quarantines in Florida and outbreaks of the disease in Georgia, Louisiana, and 
South Carolina, the U.S. Department of Agriculture will step up U.S.-Mexico border 
inspections over the holiday season. The goal is to diminish the threat of infected plants 
crossing Mexico ports of entry to keep Texas and California free of the same deadly 
disease that has cost the Florida citrus industry an estimated $300 million annually 
since it was first detected in 2005. “USDA is working closely with U.S. Customs and 
Border Protection to stop the infiltration of all plant material across the border that 
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might spread citrus greening disease to U.S. soil,” a USDA spokesman said. 
Source: http://southwestfarmpress.com/orchard-crops/usda-border-inspections-curtail-
spread-citrus-greening-texas-and-california 

[Return to top]  

Water Sector 

30. December 3, Davidson County Dispatch – (North Carolina) Thomasville reports 
104,058-gallon wastewater spill. The city of Thomasville, North Carolina, has 
reported a 104,058 gallon spill of untreated wastewater December 1. The wastewater 
came from manholes along the North Hamby outfall line and spilled into North Hamby 
Creek in the Yadkin/Pee Dee River Basin. Grease blocking the line caused the spill. 
City crews spent more than an hour breaking up the blockage. 
Source: http://www.the-
dispatch.com/article/20101203/ARTICLES/101209917/1005/news?Title=Thomasville-
reports-104-058-gallon-wastewater-spill&tc=ar 

31. December 2, WRGB 6 Schenectady – (New York) Air and water contamination at 
Knolls Atomic Power Lab spark investigations. Demolition of old contaminated 
buildings has been stopped at the Knolls Atomic Power Laboratory (KAPL) in 
Niskayuna, New York, pending multiple investigations. Mishaps by the subcontractor 
caused contamination to leak into the air and spill into the Mohawk River on three 
separate occasions. In early October, heavy rains fell on the demolition site, which was 
not properly secured and carried some contaminants into an already compromised area 
on the site. On October 25, more heavy rains fell and this time the sites pumps failed. 
That resulted in more contamination to spill into the Mohawk River just upriver from 
where many residents get their water. 
Source: http://www.cbs6albany.com/news/contamination-1280904-sparks-
demolition.html 

32. December 1, Anderson Independent-Mail – (Georgia) Rainfall, equipment seen as 
causes for sewer spill. More than three inches of rain that fell on the Toccoa, Georgia 
area earlier the week of November 29 is being pinpointed as one of the causes for a 
sanitary sewer spill in the Toccoa Wastewater Collection System. A city of Toccoa 
employee discovered the flow at about 6:30 p.m. December 1 at a manhole just outside 
the fenced area of the Ward Creek Lift Station. According to the Toccoa Utilities 
Director, about 3.2 inches of rain fell over November 30 and December 1 in that 
location. However, a spokesman said while the rain is a contributing factor, a larger 
culprit may be the failure of a piece of equipment. The end result of the spill was about 
10,000 gallons overflowing into Ward Creek before it stopped at about midnight. 
Source: http://www.independentmail.com/news/2010/dec/01/rainfall-equipment-seen-
causes-sewer-spill/ 

For another story, see item 6  
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[Return to top]  

Public Health and Healthcare Sector 

33. December 2, AZ Family – (Arizona) Tucson man arrested for promoting fraudulent 
health remedies. Authorities arrested a Tucson, Arizona man December 2 who 
allegedly promoted fraudulent health remedies, including a cancer treatment. The 48-
year-old man is accused of operating an illegal medical treatment business from his 
home on North Sarnoff Road in Tucson. He reportedly told individuals he could treat 
illnesses such as cancer with an unproven treatment in exchange for money, according 
to the Phoenix FBI Special Agent in Charge. One of the unproven treatments was 
ozone therapy. According to state records, the accused man has no medical license or 
certification to administer such treatment and has no license to operate a medical 
treatment program in Arizona. The man was arrested December 2 on charges of 
aggravated assault, fraud, illegally controlling an enterprise, and practicing medicine 
without a license. FBI agents and Tucson police officers searched the man’s home and 
are continuing to investigate. 
Source: http://www.azfamily.com/news/Tucson-man-arrested-for-selling-fake-cancer-
treatment-111219204.html 

[Return to top]  

Government Facilities Sector 

34. December 2, WJXT 4 Jacksonville – (Florida) Suspicious package at school not a 
bomb. Bomb squad investigators determined a suspicious package at Mayport Middle 
School in Jacksonville, Florida, was not a bomb, but their investigation was continuing 
into what it is and who put it there. A object prompted a callout by the Jacksonville 
Sheriff’s Office bomb squad, Jacksonville Fire Rescue Hazmat team and Naval Station 
Mayport Fire Department and bomb squad December 2. A fire rescue spokesman said 
the word “bomb” was written on the package, which was leaking a green fluid. About 
250 students and staff who were at the school for after-school activities were moved to 
the gym for safety precautions. The package was found near the bleachers on the 
football field before 4 p.m., about 45 minutes after school was dismissed. More than 2 
and one-half hours later, investigators determined it was not a bomb. 
Source: http://www.news4jax.com/news/26000640/detail.html 

35. December 2, WBNS 10 Columbus – (Ohio) Courthouse worker accused of phoning 
in bomb threat to her job. A Delaware County, Ohio, employee was charged with 
inducting panic December 2 after she allegedly left a threatening voicemail at the 
county’s juvenile courthouse in Delaware, Ohio. The caller made “bomb threats” and 
threatened to go to the courthouse “with a gun and harm people,” the sheriff said. The 
call was reported at 8:48 a.m., and deputies secured the building. Investigators traced 
the call to a woman, and she was arrested a short time later at her home. The woman, 
68, works part-time for the court. 
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Source: http://www.10tv.com/live/content/local/stories/2010/12/02/story-delaware-
woman-allegedly-calls-in-bomb-threat-court.html?sid=102 

36. December 2, Associated Press – (Wisconsin) Fumes force Jefferson HS evacuation 
in south Wis. Police said Jefferson High School in Jefferson, Wisconsin, was 
evacuated after workers spilled chlorine and hydrochloric acid December 2 as they 
tried to repair the school’s pool. Police said one person was sent to a hospital. The 
accident happened about 1:15 p.m. Police said workers were trying to fix the pool, 
where an accident November 29 hurt two people. WISN-TV reports fumes filled the 
hallways and students were evacuated from the building. On November 29, two 
students were allegedly banging diving bricks against the observation window of the 
pool before it shattered. A 16-year-old boy was injured when he was sucked through 
the hole into the adjoining room. A gym teacher who dived into the pool to rescue the 
student also was hurt. 
Source: http://www.chicagotribune.com/news/chi-ap-wi-schoolevacuated-
w,0,369312.story 

37. December 2, Oakland Tribune – (California) Dozens of Oakland schools go without 
heat this week. As temperatures dipped into the low 40s the week of November 29, 
students and staff at dozens of Oakland, California, schools shivered in their 
classrooms, a problem the district spokesman said was caused by “a combination of old 
equipment and a flawed policy.” Heating problems were reported in about 65 schools 
and offices throughout the city this week, according to a school district log. As of the 
afternoon December 2, heat had been fully restored to about 25 schools. This is not the 
first time Oakland students have endured cold indoor temperatures. During a cold spell 
in December 2009, district officials reported heating problems at nearly two dozen 
schools. 
Source: http://www.mercurynews.com/breaking-news/ci_16758921?nclick_check=1 

38. December 2, NextGov – (National) GSA aware of cloud challenges. General Services 
Administration (GSA) predicts its move to a cloud-based e-mail system for all 
employees will be a good thing in the long run, but the agency’s chief information 
officer acknowledged some immediate challenges December 2. Information security is 
the paramount concern with the switch to the system that will use the Google Apps for 
Government platform, the CIO said during an afternoon call with reporters. Anytime a 
switch in a critical business platform occurs, other problems are bound to crop up as 
well, she said. Those include management challenges such as making sure everybody 
understands the process and the plan, as well as training issues. Another problem that 
could pop up is ensuring information contained in the current platform is migrated 
successfully to the cloud, she said. 
Source: 
http://techinsider.nextgov.com/2010/12/gsa_aware_of_challenges_on_moving_to_clou
d.php?oref=latest_posts 

[Return to top]  
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Emergency Services Sector 

39. December 3, UPI – (International) International fire aid reaches Israel. Firefighting 
aircraft from Bulgaria, Cyprus, Greece, and Britain arrived in Israel to help battle the 
massive forest fire that has claimed 41 lives, police said. The firefighting planes went 
into operation December 3 and began dousing the flames that have already destroyed 
thousands of acres in the Carmel Forest area, Israel rescue officials told Israel Radio. 
France, Romania, Egypt, Jordan, Turkey, Russia, and the United States all pledged to 
send aircraft, firefighting teams, and equipment to help extinguish the blaze that also 
threatened the outskirts of Israel’s third largest city, Haifa. The number of fatalities rose 
to 41 December 3, Israel police said, after 36 Israel Prison Service cadets were killed 
along with two officers and a civilian when the bus they rode in was engulfed in flames 
December 2. 
Source: http://www.upi.com/Top_News/World-News/2010/12/03/International-fire-
aid-reaches-Israel/UPI-70311291373487/ 

40. December 3, Associated Press – (New York) NY Thruway to review evacuation 
plans after snowstorm. State authorities plan to review emergency procedures in the 
wake of an accident on a western New York highway that stranded hundreds of 
motorists for hours in the grip of a heavy snowstorm. The executive director of the 
New York State Thruway Authority told the Buffalo News that although the sudden 
storm overwhelmed officials late December 1, people who could have been and wanted 
to be evacuated should have been. A Lake Erie-fed storm that began December 1 and 
continued through December 2 buried parts of Buffalo and some suburbs under more 
than 2 feet of snow. Downtown Buffalo was largely spared. Dozens of schools canceled 
classes. The newspaper said officials are calling for a “post-situation review” and a new 
plan to make sure the situation does not happen again. 
Source: http://www.whec.com/news/stories/S1865160.shtml?cat=565 

41. December 2, Targeted News Service – (Ohio) Dayton Fire Department receives 
nearly $1 million federal grant to upgrade emergency communications 
system. The Dayton Fire Department in Dayton, Ohio has been notified it will receive 
nearly $1 million in federal grant money to replace its aging emergency 
communications system with new state-of-the-art radios mobile data terminals (MDTs). 
The $996,500 grant from the Federal Emergency Management Association and DHS 
will be matched by a $248,124 contribution from the City of Dayton, bringing the total 
investment in new radios and MDTs to more than $1.2 million. The fire department 
expects to use the grant funds to purchase more than 330 new portable and mobile 
radios and MDT units over the next several months. 
Source: 
http://www.fireengineering.com/index/articles/Wire_News_Display.1315375958.html 

42. December 2, Orange County Register – (California) Bomb squad detonates explosive 
acid at H.B. police lab. The Orange County Sheriff’s Bomb Squad in California was 
called out December 1 to detonate an explosive acid in the Huntington Beach Police 
Department’s defunct crime lab, police reported. Police were cleaning out some 
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equipment and supplies because the forensic crime lab has been closed as a result of 
budget cuts. During the cleanup, officers found picric acid that had started to 
crystallize, which can make the acid explosive, police reported. According to the 
University of Santa Barbara, picric acid is extremely explosive when dried and 
chemists add water to desensitize it. If the acid dries out, the friction of twisting the 
plastic cap off the bottle is enough to spark an explosion, the university reported. 
Huntington Beach police called in the bomb squad as a precautionary measure to 
remove the 56 grams of picric acid. The sheriff’s detonated the substance in their 
detonation trailer. 
Source: http://www.ocregister.com/news/acid-278524-police-explosive.html 

43. December 2, Catskill Daily Mail – (New York) CodeRed notification system goes 
into effect. On November 24, more than 1,400 telephones began to ring in the Village 
of Coxsackie, New York. E-mails were launched, text messages beeped, and cell phone 
ring tones began to chime. The event was a test call of a new emergency notification 
system called CodeRed. CodeRed is a notification system that can automatically send 
out messages letting residents know of an emergency situation. Previously, village 
officials relied on things like manually made telephone calls from the village clerk’s 
office to sandwich boards on village streets to let residents know what was going on. 
Now, it can all be done within minutes. The mayor, office staff, police and fire 
departments, water and sewer departments, and the department of public works will 
have the ability to send out messages. Events that are not emergencies must go through 
the mayor first. Only those with their contact information in the system can be 
contacted, but others can register free of charge to receive notification calls. CodeRed 
will cost the village $3,700 per year for an unlimited number of messages. 
Source: 
http://www.thedailymail.net/articles/2010/12/02/greene_county/news/doc4cf3ae2adcf0
a315219751.txt 

For another story, see item 16  
 
[Return to top]  

Information Technology Sector 

44. December 3, ComputerWeekly.com – (Unknown Geographic Scope) AVG update 
crashes 64-bit Windows 7 systems. The latest software update from security supplier 
AVG Technologies has caused problems with many users running Microsoft’s 64 bit 
Windows 7 operating system. The conflict between update 3292 for both free and paid-
for versions of the software causes systems to go into an infinite crash loop, the 
company said. AVG has withdrawn the update and published an advisory on how to get 
affected systems running again and links to FAQs. AVG also said it will release a 
program to ensure the fix is completed automatically as soon as possible. Users who are 
running Windows 7 and have not downloaded and installed update 3292 will be 
unaffected, the company said. 
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Source: http://www.computerweekly.com/Articles/2010/12/03/244315/AVG-update-
crashes-64-bit-Windows-7-systems.htm 

45. December 3, ComputerWorld – (International) Google quashes 13 Chrome bugs, 
adds PDF viewer. Google December 2 patched 13 vulnerabilities in Chrome as it 
shifted the most stable edition of the browser to version 8. Chrome 8 also debuted 
Google’s built-in PDF viewer, an alternative to the bug-plagued Adobe Reader plug-in, 
and included support for the still-not-launched Chrome Web Store. The 13 flaws fixed 
in Chrome 8.0.552.215 are in a variety of components, including the browser’s history, 
its video indexing, and the display of SVG (scalable vector graphics) animations. Four 
of the baker’s dozen are tagged as “high” level bugs, Google’s second-most-serious 
rating, while five are pegged “medium” and four are labeled as “low.” 
Source: 
http://www.computerworld.com/s/article/9199418/Google_quashes_13_Chrome_bugs_
adds_PDF_viewer 

46. December 2, TrendLabs Malware Blog – (International) Updated ZeuS-LICAT 
variant spotted. There is a new LICAT sample that communicates with its command-
and-control (C&C) server using a pseudo-random domain that was not among those 
generated by the original algorithm. Not only does this new variant use different XOR 
keys, it also uses more keys as well. The original LICAT variant’s domain generation 
algorithm (DGA) used the same XOR key twice: once for where its configuration file 
was located, and another were new/updated variants could be downloaded 
automatically. In this new variant, however, different keys are used; neither do they 
share the same value from the original variant. This doubles the number of domains 
that have to be monitored and blocked by researchers. 
Source: http://blog.trendmicro.com/updated-zeus-licat-variant-spotted/ 

47. December 2, Softpedia – (International) Twitter trends poisoned with malicious 
links. Security researchers warn that malware distributors are aggressively pushing 
malicious links via Twitter Trends in a black hat search engine optimization-like 
(BHSEO) campaign meant to infect users. Just like Google Trends, which lists the 
hottest Google search topics and keywords, Twitter Trends provides a list of most 
discussed subjects on the microblogging platform at any given time. In fact, Twitter 
trending topics are more visible than the Google’s trends, because they are listed by 
default in the sidebar of every users’ timeline. Clicking on any of them generates a real-
time feed of tweets that contain the specific term, making it easier for people to follow 
public discussions on particular topics. Cyber criminals commonly poison the results 
for the latest Google hot searches with malicious links, in what is known as BHSEO. 
Some of them are now applying the same concept on Twitter. A security expert with 
antivirus vendor Kaspersky Lab, warned that there is currently an ongoing campaign 
using this technique.The expert said this Twitter Trends poisoning effort is quite 
aggressive, with almost 3,000 malicious links posted for every popular topic within a 
40-minute window. 
Source: http://news.softpedia.com/news/Twitter-Trends-Poisoned-with-Malicious-
Links-169994.shtml 

http://www.computerweekly.com/Articles/2010/12/03/244315/AVG-update-crashes-64-bit-Windows-7-systems.htm�
http://www.computerweekly.com/Articles/2010/12/03/244315/AVG-update-crashes-64-bit-Windows-7-systems.htm�
http://www.computerworld.com/s/article/9199418/Google_quashes_13_Chrome_bugs_adds_PDF_viewer�
http://www.computerworld.com/s/article/9199418/Google_quashes_13_Chrome_bugs_adds_PDF_viewer�
http://blog.trendmicro.com/updated-zeus-licat-variant-spotted/�
http://news.softpedia.com/news/Twitter-Trends-Poisoned-with-Malicious-Links-169994.shtml�
http://news.softpedia.com/news/Twitter-Trends-Poisoned-with-Malicious-Links-169994.shtml�


 - 18 - 

48. December 2, Softpedia – (International) Malicious links spammed from fake 
Amazon profiles. Security researchers from cloud security provider Zscaler have 
identified many fake Amazon profiles that are being used to spam links to rogue online 
pharmacies and malware distribution sites. Fake profiles have long been used for spam 
on all Web sites that allow inter-user communication, starting years ago with forums 
and continuing today with social networks. The latest spam campaigns are using fake 
profiles to abuse these community features in order to advertise malicious links. One 
attack promotes adult content of an illegal nature and it directs users to two We bsites 
hosted on a server previously involved in trojan and scareware distribution. The same 
domains are also advertised on Google Groups using the same fake profile-based 
spamming method. In another scheme, thousands of fake Amazon accounts are used to 
promote counterfeit prescription drugs that link back to rogue online pharmacies. 
Source: http://news.softpedia.com/news/Malicious-Links-Spammed-from-Fake-
Amazon-Profiles-170030.shtml 

49. December 2, Softpedia – (International) McAfee investigates DLL preloading flaw in 
Enterprise product. McAfee is investigating a publicly disclosed DLL preloading 
vulnerability in version 8.5i of its VirusScan Enterprise (VSE) product, which can lead 
to remote code execution. McAfee VirusScan Enterprise is the company’s endpoint 
antivirus product for corporate environments and is currently at version 8.7i Patch 4. In 
an article published December 1, McAfee revealed it is investigating reports of a 
vulnerability in VSE 8.5i and earlier, which could allow remote attackers to execute 
arbitrary code in the context of the antivirus. The company described the flaw as a 
“DLL Side Load issue” and rated its impact as medium. The calculated CVSS base 
score is 5.7 out of 10. In contrast, vulnerability research company Secunia rates the 
issue as “highly critical” and calls it an “insecure library loading” flaw. This 
discrepancy in severity rating is caused by the fact McAfee treats this as an 
unconfirmed report, which keeps the CVSS score down. When the antivirus product 
tries to scan ActiveX content embedded inside the file, it attempts to load traceapp.dll 
from the current working directory. This presents an opportunity for attackers to place a 
rogue library with that name in the same folder as the Word document and have it 
loaded. The only mitigation available at the moment is to upgrade to VSE 8.7i, which is 
not vulnerable. 
Source: http://news.softpedia.com/news/McAfee-Investigates-Code-Execution-Flaw-
in-Enterprise-Scanner-170168.shtml 

50. December 1, Softpedia – (International) Murder video scam circulating on 
Facebook. Facebook scammers are luring users into signing up for premium rate 
services with promises of a video showing a guy killing his roommate after playing 
Black Ops. The new spam messages, which, according to security researchers from GFI 
Software are rapidly spreading on the social networking site, read: “TODAY ONE 
GUY KILLED HER ROOM MATE WHILE PLAYING A BLACK OPS GAME IN 
NETWORK. LIVE DEATH VIDEO CAUGHT ON CAMERA” Black Ops refers to 
“Call of Duty: Black Ops,” the seventh installment in the Call of Duty game series, 
which was just released. This, of course, is just a lure and there is no video of any 
killing. Clicking on the picture as instructed prompts a permissions request dialog from 
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a rogue Facebook app called “Shock news.” The application wants access to post on 
people’s walls. Allowing it to do this will cause users to unknowingly send spam from 
their accounts. The app prompt is followed by a so called “human authentication” test, 
which requires people to take an IQ quiz that tries to sign them up for a $9.99 per 
month SMS service. 
Source: http://news.softpedia.com/news/Murder-Video-Scam-Circulating-on-
Facebook-169699.shtml 

51. December 1, Softpedia – (International) New scareware poses as HDD 
defragmentation tools. Scareware creators have temporarily steered away from the 
fake antivirus theme they commonly use to put out a new line of rogue programs that 
pose as defragmentation utilities. According to security researchers from antivirus giant 
Symantec, hese applications started to appear in the later half of October, but have 
since increased their prevalence and new variants are now detected on a daily basis. 
Some of the fake defrag tools observed so far had names like “Ultra Defragger”, 
“Smart Defragmenter”, “HDD Defragmenter”, “System Defragmenter”, “Disk 
Defragmenter”, “Quick Defragmenter”, “Check Disk”, or “Scan Disk.” However, 
despite being named differently, all of them have the same interface. After installation 
these clones proceed to perform a system scan and, like any scareware applications 
whose purpose is to scare users into buying a license, claim to identify multiple 
problems. 
Source: http://news.softpedia.com/news/New-Scareware-Poses-as-HDD-
Defragmentation-Tools-169914.shtml 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

52. December 3, Northescambia.com – (Florida) 3rd copper theft reported from a 
Molino tower. For the second time in just over 2 months, copper wiring was stripped 
from a county-owned radio tower in Molino, Florida. The theft was discovered 
December 2 at the communications tower, which is located behind the Escambia 
County Health Department on Highway 29. Each time, the thief removed copper wiring 
that is part of the tower’s grounding equipment. Radio communications using the tower 
were not interrupted. In October, a technician for CES Team One Communications, the 
company that maintains the radio tower for Escambia County, discovered items worth 
about $3,450 missing from the tower. That theft occurred sometime between September 
1 and October 11. On November 22, technicians discovered hundreds of dollars in 
copper grounding wire missing from the privately owned communications tower 
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adjacent to the Molino Ballpark on Crabtree Church Road. The wiring was part of that 
tower’s electrical grounding system. There were no reports that any of the services on 
the tower were disrupted. At least one cellular telephone company serves the Molino 
area from the tower. 
Source: http://www.northescambia.com/?p=37150 

53. December 3, IDG News Services – (International) WikiLeaks.org downed by domain 
hosting service. WikiLeaks’ main Web site could not be accessed December 3 through 
its WikiLeaks.org domain name after a subsidiary of Dynamic Network Services 
terminated its domain name service. Dynamic Network Services’ subsidiary, 
EveryDNSdotnet, terminated the WikiLeaksdotorg domain name because repeated 
DDoS (Distributed Denial of Service) attacks against WikiLeaks “have, and future 
attacks would, threaten the stability of the EveryDNSdotnet infrastructure, which 
enables access to almost 500,000 other websites,” it said on its Web site. The domain 
name service termination comes just days after Amazon Web Services stopped hosting 
WikiLeaks on its servers for breaking user rules saying that Websites must use their 
own content and not carry data that might injure others. The Senate U.S. Homeland 
Security and Governmental Affairs Committee had also asked Amazon to stop hosting 
the controversial Web site. 
Source: 
http://www.computerworld.com/s/article/9199398/WikiLeaks.org_downed_by_domain
_hosting_service 

54. December 3, KTLA 5 Los Angeles – (California) Internet restored to majority of 
Time Warner customers. Time Warner said Internet service has been restored to a 
“vast majority” of customers who were affected by a statewide outage in California 
December 2. Around 5 p.m., customers from Northern California to San Diego started 
reporting problems. Engineers were able to fix the problem just before 8:30 p.m. A 
company spokesperson apologized for the inconvenience and said the cause of the 
outage is under investigation. Time Warner Cable is the second-largest cable operator 
in the United States with more than 14 million subscribers. 
Source: http://www.ktla.com/news/landing/ktla-time-warner-internet-phone-
out,0,3027803.story 

55. December 2, KHON 2 Honolulu – (Hawaii) Oceanic phone customers experience 
state-wide service outage. Oceanic telephone customers experienced a state-wide 
service outage in Hawaii December 2, according to a recorded message on Oceanic’s 
information line. The recording also said services for some cable television and Internet 
customers have been affected as well. Customers called into the KHON2 newsroom, 
complaining their calls to Oceanic were met with a busy signal. Oceanic officials have 
not said when service will be completely restored. 
Source: http://www.khon2.com/news/local/story/Oceanic-phone-customers-experience-
state-wide/d7sfLFyEbUWYgLpmC8k4Zw.cspx 

56. December 1, Softpedia – (International) Polymorphic injection attack targets 
WordPress blogs. Security researchers have identified a sophisticated mass injection 
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attack that uses polymorphic obfuscation and so far has targeted WordPress blogs at a 
U.S.-based hosting provider. According to a principal virus researcher at Sophos, the 
attacks began in the middle of November, and they all seem to affect Web sites running 
the popular blogging platform. Successful infection will result in one or several .php 
files being dropped on the Web server in multiple WordPress directories. However, 
despite the .php extension, these rogue files actually contain malicious JavaScript code 
obfuscated with a technique that makes every one unique. In the security world this is 
known as polymorphic code and is used to evade antivirus software and intrusion 
detection systems. The second step of the attack is to inject code in legit .js files used 
by WordPress, like the jQuery library, with the purpose of loading the .php files along 
with them. Finally, when the obfuscated JavaScript makes it onto the pages parsed by 
the visitors’ browsers, it generates a hidden element. This element is meant to load 
malicious content from remote servers in an attempt to infect computers with malware. 
Source: http://news.softpedia.com/news/Polymorphic-Injection-Attack-Targets-
WordPress-Blogs-169953.shtml 

[Return to top]  

Commercial Facilities Sector 

57. December 3, WESH 2 Orlando – (Florida) Apartment fire forces evacuation. One 
family’s apartment home was seriously damaged after an air handler in the unit sparked 
a fire that forced an evacuation of the entire building. Firefighters in Brevard County, 
Florida said a blaze broke out at the Courtenay Palms Apartment complex on Skylark 
Avenue in Merritt Island December 3. All residents in the building were evacuated 
safely. Deputies from the Brevard County Sheriff’s Office assisted in the evacuation. 
Source: http://www.wesh.com/news/26006648/detail.html 

58. December 2, KTUU 2 Anchorage – (Alaska) Apartment building evacuated after 
carbon monoxide leak. A Government Hill apartment building in Anchorage, Alaska 
was evacuated December 2 after a carbon monoxide leak. Firefighters responded at 
about 2 a.m. to a 911 call reporting a carbon monoxide alarm in one of the apartments 
at 717 Elm St., Building 33. The caller stated there were five occupants in the 
apartment and one was feeling ill. The first engine company on the scene found CO 
levels in the building to be at unsafe levels. Four residents were taken to the hospital for
evaluation. Investigators found that the leak originated from the boiler room, and 
natural gas company Enstar responded to secure the boiler. The building was deemed 
unsafe for occupancy. 
Source: http://www.ktuu.com/news/ktuu-carbon-monoxide-evacuation-
120210,0,28954.story 

59. December 2, WHIO 95.7 FM Dayton – (Ohio) Target evacuated after carbon 
monoxide scare. Fire units were called to the Target at Bridgewater Falls in Fairfield 
Township, Ohio, December 2 after readings indicated high carbon monoxide levels. 
The Middletown Journal said medics responded when an employee became ill. Crews 
took readings and found the elevated levels because of faulty equipment inside the 
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store. The store was evacuated. Four workers were taken to Mercy Hospital in Fairfield 
to be checked for carbon monoxide poisoning. No customers became ill. The store has 
since reopened. 
Source: http://newstalkradiowhio.com/localnews/2010/12/target-evacuated-after-
carbon.html 
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National Monuments and Icons Sector 

60. December 2, Associated Press – (Montana) Another man pleads guilty to starting 
fires in national forest. A third man has pleaded guilty to his role in starting fires in 
the Beaverhead-Deerlodge National Forest in Butte, Montana 2009. The suspect 
pleaded guilty to damaging government property during a hearing before a U.S. 
magistrate. The suspect’s sentencing is scheduled for March 2. Prosecutors said the 
man and two other men tried to start fires in beetle-killed trees in the Black Mountain 
area October 17, 2009. One of the man’s co-defendants was a temporary firefighter for 
the U.S. Forest Service at the time. Two other men have also pleaded guilty to their 
roles in the fires and face sentencing January 5. 
Source: http://billingsgazette.com/news/state-and-regional/montana/article_f361b29e-
fe33-11df-8b49-001cc4c002e0.html 
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Dams Sector 

61. December 3, Mid Columbia Tri-City Herald – (Washington) Lock gate pieces for dam 
en route. Pieces of a new navigation lock gate for Lower Monumental Dam in 
Washington, made their way up the Columbia River on a barge December 2. The Army 
Corps of Engineers will close the lock and begin a 13-week project to replace the 
existing lock gate at the dam near Kalohtus, Washington, December 10. The Corps 
plans to replace gates on locks at two other dams while locks at five dams will close for 
maintenance during the outage period, which is scheduled to last into March 2011. 
Corps officials have said closing everything at once will minimize inconvenience to 
shippers. A spokesman said the gate replacement is something engineers expected to 
eventually have to do as part of the normal life cycle of the dam. 
Source: http://www.tri-cityherald.com/2010/12/03/1276810/lock-gate-pieces-for-dam-
en-route.html 

62. December 3, SouthCoastToday.com – (National) March floods heightened interest in 
dam removal. The floods of March uncorked a river of interest in dam removal from 
Pennsylvania to Maine. Five years ago, it was the near collapse of a dam above 
Taunton, Massachusetts that unnerved many. The rains this spring in the Northeast 
were enough to spur enough interest to keep several people in an organization working 
on dam removal. There are just two dam removal projects in the Taunton River, 
Massachusetts watershed, which has an estimated 200 dams dating back to the 18th 
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century, most of them useless now. On the Mill River to the north, a spokesperson with 
Massachusetts River Restoration Program said removing three dams and installing a 
fish ladder on the fourth will open up 31 miles of river and tributaries to wildlife in a 
natural state. The need to remove the dams is to improve safety, cut maintenance and 
repair costs, and restore natural habitat. 
Source: 
http://www.southcoasttoday.com/apps/pbcs.dll/article?AID=/20101203/NEWS/120303
29/-1/NEWSMAP 

63. December 3, Australian Broadcasting Corporation – (International) ACT dams full to 
overflowing. The capital region of Australia has already received its best spring rain in 
27 years, and the rain just keeps on coming. About 3.5 inches of rain fell across 
Canberra overnight December 2 into December 3 and more heavy falls are forecast. 
The Territory’s combined dam level is now at 100 percent, after Googong Dam reached 
capacity December 3. The deluge also caused a sewage spill into Lake Burley Griffin. 
The downpour December 2 caused a dam wall to collapse at Queanbeyan’s sewage 
treatment plant, causing it to leak into the Molonglo River. Acting general manager of 
Queanbeyan City Council said the health risk is being managed with the closure of the 
lake and a warning against direct contact with river water. A spokesman said the 
council is installing a diversion channel at the treatment plant. 
Source: http://www.abc.net.au/news/stories/2010/12/03/3083892.htm 
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