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Top Stories 

• According to the International Business Times, a report by the U.S. Government 
Accountability Office (GAO) found gaps in security of wireless networks used by federal 
agencies and made many recommendations to enhance safety. (See item 30) 

• The Des Moines Register reports computer hackers have broken into an Iowa state 
government Web site for the third time this year, exposing continued vulnerabilities in the 
state’s digital security programs. (See item 38) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. December 1, Associated Press – (New York) High winds knock out power to 31K in 
NY state. High winds are blamed for knocking out power to more than 31,000 utility 
customers across upstate New York December 1, while blowing snow caused 
treacherous driving conditions in some areas. About 12,000 National Grid customers 
were without electricity December 1, most of them in the Adirondacks and central New 
York. NYSEG reported more than 13,400 customers without power scattered 
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throughout the utility’s coverage area from Westchester to the Buffalo region. Central 
Hudson Gas and Electric reported about 6,100 outages. The National Weather Service 
said more than 3 inches of snow fell near Buffalo, while the Rochester areas received 
up to 3 inches of rain before it turned to snow. At least three tractor-trailers reportedly 
jackknifed on slick roads south of Buffalo. 
Source: http://online.wsj.com/article/AP685a0d6d28eb463a9ea87cb37c4c8304.html 

2. November 30, Associated Press – (Louisiana) Gas line break; much of Oak Grove 
evacuated. A natural gas pipeline broke between Louisiana Highways 1 and 3191 
northwest of Natchitoches, Louisiana November 30, but there was no fire and nobody 
was hurt, a spokesman for Tennessee Gas Pipeline Co. said. Nearly 2 and one-half 
miles of Louisiana 3191, and all side roads along it were evacuated, and the Martin 
Luther King Center was set up as an evacuation center, according to a statement on the 
Natchitoches Parish Sheriff’s Office’s Web site. Much of the Oak Grove community 
was affected, and about 150 homes evacuated after the 24-inch, high-pressure line 
ruptured, sheriff’s officials told KTBS-TV. A state police spokesman said the incident 
was under control less than 2 and one-half hours after the first report, and evacuated 
residents were being allowed back into their homes. 
Source: http://www.dailycomet.com/article/20101130/APN/1011302506?Title=Gas-
line-break-much-of-Oak-Grove-evacuated&tc=ar 

3. November 30, Reuters – (California) Exxon says L.A. refinery returns to normal 
ops. Exxon Mobil Corp said its 150,000 barrel per day (bpd) Los Angeles-area refinery 
in Torrance, California, returned to normal operations November 30 after completing 
the restart of a unit shut November 26. Exxon has declined to identify the unit, but 
West Coast traders said the refinery’s 100,000-bpd gasoline-producing fluidic catalytic 
cracking unit was shut November 26 by a mechanical problem. Exxon had been 
restarting the multiple units at the refinery last week following a mid-week power 
outage when the problem was found. 
Source: http://www.reuters.com/article/idUSWEN370920101130 

[Return to top]  

Chemical Industry Sector 

4. November 30, Bloomberg – (Texas) Operating conditions at Lyondell chemical 
plant cause flaring. LyondellBasell Industries NV said operating conditions in a 
“process unit” caused flaring at its chemical complex in Channelview, Texas, according 
to a message left on a community hotline. The Rotterdam, Netherlands-based company 
was working to resolve the issue as soon as possible, according to the message left 
November 30. A company spokesman based in Houston could not immediately be 
reached for comment. The complex has two olefin units at its north side facility that 
manufacture ethylene, propylene, butadiene, and benzene, according to the company 
Web site. The south-side operation uses many of those to produce gasoline-blending 
products and other chemicals, according to the Web site. The Channelview complex is 
about 20 miles east of Houston. 
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Source: http://www.bloomberg.com/news/2010-11-30/operating-conditions-at-
lyondell-chemical-plant-cause-flaring.html 

5. November 30, U.S. Environmental Protection Agency – (National) EPA screens 1,000 
chemicals using ToxCast. The U.S. Environmental Protection Agency’s (EPA) 
ToxCast screening program has entered a new phase, screening 1,000 chemicals for 
potential toxicity to people and the environment. ToxCast is designed to determine how 
chemical exposures impact the human body and how the chemicals most likely lead to 
health effects. When fully implemented, ToxCast will be able to screen thousands of 
chemicals in fast, cost-effective tests that provide people with relevant information. 
During the first phase ToxCast tested about 300 chemicals, primarily pesticides, in 
more than 500 fast, automated tests or assays. The assays use human and animal cells 
and proteins to screen chemicals. Another 700 chemicals are now being screened in 
ToxCast’s second phase. The chemicals being tested are found in industrial and 
consumer products, food additives and drugs that never made it to the market. ToxCast 
is reducing EPA’s reliance on slow and expensive animal toxicity tests, enabling the 
agency to screen chemicals more quickly and to predict and identify potential health 
risks. EPA scientists have compared the first phase of ToxCast data to the vast number 
of animal studies available in EPA databases. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/73EC2518E34BC93D852577EB0060DD7
C 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

6. December 1, Associated Press – (Iowa) Flaw is repaired at Palo nuclear plant. A 
repair to a flaw in a weld on the reactor at the Duane Arnold Energy Center near Palo, 
Iowa has been completed. A spokeswoman for Iowa’s only nuclear power plant said 
the work was done along with other activities in November’s planned shutdown for 
maintenance. She would not disclose when the plant near Cedar Rapids will be back 
online. The plant’s owner, NextEra Energy, found the flaw during recent inspections. 
The company said the flaw penetrated 70 percent through a pipe wall. NextEra said the 
kind of fault is not unique to the plant. 
Source: http://www.desmoinesregister.com/article/20101201/NEWS/12010347/-
1/watchdog/Flaw-is-repaired-at-Palo-nuclear-plant 

7. December 1, Platts – (Georgia) NRC panel rejects effort to reopen Vogtle reactor 
licensing case. A Nuclear Regulatory Commission (NRC) licensing panel on 
November 30 rejected a bid by environmental and women’s groups to re-open the 
combined construction permit-operating license proceeding of Georgia Power’s new 
Vogtle-3 and -4 nuclear generating units. The Atomic Safety and Licensing Board 
(ASLB) ruled against the Blue Ridge Environmental Defense League, the Center for a 
Sustainable Coast and Georgia Women’s Action for New Directions, which filed 
August 13 to reopen the proceeding. The groups argued that the design for the proposed 
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new reactors does not provide sufficient protection against corrosion. The ASLB ruled 
that the contention did not meet the requirements for reopening a previously-closed 
case. The November 30 decision can be appealed to the full commission. NRC would 
have to hold a final hearing prior to the award of the licenses. 
Source: 
http://www.platts.com/RSSFeedDetailedNews/RSSFeed/ElectricPower/8242369 

8. November 30, ComputerWorld – (International) Stuxnet researchers cautious about 
Iran’s admission of centrifuge issues. Although Iran apparently confirmed November 
29 that the Stuxnet worm disrupted the country’s uranium enrichment efforts, one of 
the researchers who has dug deepest into the malware was not ready to call it a done 
deal. “If that information is accurate, then, yes, it’s very interesting,” said the manager 
of operations on Symantec’s security response team, in an interview November 29. If 
Stuxnet did affect centrifuges used to enrich uranium at Iran’s nuclear sites, the official 
continued — again stressing the word “if” — that would mean that Symantec’s latest 
analysis of the worm was on the mark. “But we’d like to get firm confirmation that 
Stuxnet was definitely used to disrupt centrifuges,” he said. But that proof may never 
come, despite announcement November 29 by the Iranian President that enemies of his 
country had “succeeded in creating problems for a limited number of our centrifuges 
with the software they had installed.” Iran’s story on Stuxnet has changed in the past 
several months, and it is possible that the Iranian President’s admission was a 
smokescreen for more prosaic problems. 
Source: 
http://www.computerworld.com/s/article/9198579/Stuxnet_researchers_cautious_about
_Iran_s_admission_of_centrifuge_issues 

[Return to top]  

Critical Manufacturing Sector 

9. December 1, Dayton Daily News – (Ohio) Fire forces evacuation of factory, 17 units 
called to scene. An active fire broke out around 7:30 a.m. December 1 at the brake 
manufacturer Advics Manufacturing Ohio in a Lebanon, Ohio, industrial park. A 
dispatcher for the Lebanon fire department said all workers at the plant at 1650 
Kingsview Drive were evacuated and no injuries are reported. Crews from Lebanon, 
Clear Creek, Turtle Creek, South Lebanon, and Wayne Township responded. Advics, 
which opened in 1989, produces automotive component parts, including disc brake 
calipers and antilock braking system control modulator units for passenger cars and 
light trucks. The company’s Web site said more than 600 people work at the plant. 
Source: http://www.daytondailynews.com/news/dayton-news/fire-forces-evacuation-of-
factory-17fire-forces-evacuation-of-factory-17-units-called-to-scene-1017654.html 

[Return to top]  

Defense Industrial Base Sector 
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10. December 1, Chambersburg Public Opinion – (Pennsylvania) Power outage at 
Cumberland Valley Business Park and Letterkenny Army Depot gives 4,000 a day 
off. Letterkenny Army Depot and businesses in the neighboring Cumberland Valley 
Business Park in Greene Township, Pennsylvania, lost power November 30 for more 
than 7 hours. Power went out about 11:30 a.m. and was restored at 6:49 p.m., acoording 
to an Allegheny Power spokesman. Letterkenny dismissed employees working the day 
shift, and closed for the second and third shifts. Defense agencies at Letterkenny track 
Army equipment worldwide, keep the military’s payroll, and repair weapon systems. 
The depot was to resume normal operations December 1. 
Source: http://www.publicopiniononline.com/localnews/ci_16747337 

[Return to top]  

Banking and Finance Sector 

11. November 30, SPAMfighter News – (International) Internet gaming and e-commerce 
phishing assaults explode. Internet Identity (IID) services and technology provider 
recently published its Phishing Trends Report that found global phishing attacks based 
on mimicking gaming and e-commerce Web sites rose considerably from one year to 
another during July-September 2010 i.e. Q3-2010. The report said cases in which 
cyber-criminals impersonated e-commerce Web sites, other than eBay, to capture 
sensitive information from unwitting users, rose 317 percent during Q3-2010 in 
contrast with Q3-2009. Similarly, phishing assaults mimicking online games rose 347 
percent during Q3-2010 in contrast with Q3-2009. IID thinks this trend will continue in 
Q4-2010, given past history. For instance, over Q3-Q4 2009, phishing attacks on e-
commerce Web sites, other than eBay, rose 86 percent. IID states that in spite of the 
growing number of gaming and e-commerce Webs ite phishing attacks, these sectors 
are subject to just 7 percent each of all spoofed assaults. The maximum number of 
phishing assaults (79 percent) happens within the money-transfer and banking sectors; 
4 percent occur through social networks and e-mail; and 3 percent from operations 
within “other” sectors. The president and CTO of IID said conventional cyber-
criminals exploited ongoing events, leading to a rise in phishing assaults spoofing e-
commerce Web sites on the run up and at the time of the vacation period when 
shopping was the highest. He further said that as people globally became active 
participants during the excessive Internet shopping season, there could be rises in e-
commerce assaults worldwide. 
Source: http://www.spamfighter.com/News-15452-Internet-Gaming-and-E-Commerce-
Phishing-Assaults-Explode.htm 

12. November 30, Associated Press – (International) Ex-Deloitte partner charged with 
insider trading. Federal regulators charged a former partner at Deloitte & Touche LLP 
and his wife with insider trading November 30, accusing the couple of providing 
confidential information on company acquisitions to relatives overseas. The Securities 
and Exchange Commission (SEC) announced the civil charges against the suspect and 
his wife, who live in San Francisco, California. The SEC alleged in a lawsuit that the 
couple gave advance notice of at least seven acquisitions planned by the accounting 
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firm’s clients to the wife’s sister and brother-in-law in London, England. The SEC said 
the brother-in-law’s trades off the confidential information reaped profits of $3 million. 
The wife was arrested November 30 by FBI agents on criminal charges of obstructing 
the SEC’s investigation of the case. The indictment, handed up by a federal grand jury 
in San Francisco November 23, was unsealed November 30. The wife appeared in 
federal court and was released on a $250,000 bond; she is scheduled to be in court 
again December 14. The couple, through their attorneys, disputed the SEC’s civil 
charges and said they would contest them in court. The agency is seeking unspecified 
fines and restitution. 
Source: http://www.businessweek.com/ap/financialnews/D9JQRKDO1.htm 

13. November 30, NorthJersey.com – (New Jersey) Bergen County woman accused of 
running $8M Ponzi scheme. A Bergen County, New Jersey woman who promised 
high returns to investors in a business that purportedly bought and sold designer 
clothing and electronic goods was charged November 30 with orchestrating a 
multimillion-dollar Ponzi scheme. The 39-year-old suspect, who resides in Fair Lawn, 
surrendered to the FBI in Newark to face wire fraud charges in a scheme that allegedly 
bilked investors out of at least $2 million from December 2008 to September 2010. She 
allegedly used investors’ funds to pay for a Royal Caribbean cruise and purchases at 
luxury retailers like Burberry, Gucci, and Coach. She also allegedly gave more than 
$26,000 to her mother, who authorities said had no role in the business. 
Source: 
http://www.northjersey.com/news/113010_Bergen_County_woman_accused_of_runni
ng_8_million_ponzi_scheme.html 

14. November 30, Grosse Pointe Today – (Michigan) Woman charged in October 
robbery of Chase Bank in Grosse Pointe City. A 24-year-old Detroit, Michigan 
woman has been arrested and charged in the robbery of the Chase Bank branch in the 
City of Grosse Pointe, Michigan, October 28, an FBI spokesman confirmed November 
30. The suspect had her initial hearing in federal court November 22 and was released 
on bail. A Special Agent would not release any other information about the 
investigation, which continues. The robbery was thought to be part of a three-bank 
spree by a man-woman team, who also hit Chase Banks in St. Clair Shores and Detroit 
the same day, all within a 2-hour period. Both the man and woman were caught on 
bank video systems wearing Oakland A’s baseball caps. 
Source: http://grossepointetoday.com/news/001584-woman-charged-october-
robberyof-chase-bank-grosse-pointe-city 

15. November 29, The Register – (International) Oz bank meltdown due to file 
corruption. The 5-day mainframe bank system meltdown at the National Bank of 
Australia (NAB) was due to a corrupted file on an IBM mainframe system that was 
being upgraded. Staff attempted the upgrade November 25, but it failed to complete. It 
was reversed and that was when, it appears, ongoing payment processing data in a file 
was corrupted. It caused payments to stop or to be recorded incorrectly, with some 
customer accounts having multiple incorrect debits applied. Money transfers to other 
banks as well as the NAB’s own customers were affected. Private and business 
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customers were prevented from accessing their accounts at ATMs and electronic funds 
transfer payments stopped. Customers had to attend branches in person to get cash, and 
the bank hurriedly opened some branches November 28 to cope with the rush. A 
payment processing backlog built up. Some customers had interest applied to illusory 
debts in their accounts, and the bank’s support staff had the massive job of rolling 
everything back to a known good point, and then reapplying transactions in strict time 
to get everything back up to date. The bank has promised that disadvantaged customers 
will have their accounts put right. 
Source: http://www.theregister.co.uk/2010/11/29/nab_mainframe_cockup/ 

[Return to top]  

Transportation Sector 

16. December 1, New York Post – (New York) MTA terror-proofed tunnels nearly 
complete. The Metropolitan Transit Authority (MTA) is nearing completion on a $250 
million anti-terror project to reinforce underwater subway tunnels and bridges in New 
York City against a bomb blast. Since 2004, agency contractors have been lining 
subway tubes — especially the 10 that run under the East River — with high-impact-
bearing metal that would prevent collapse or massive flooding in the case of a terrorist 
attack. And in the more shallow tunnels that are not fully dug into rock, workers 
dropped massive slabs of rock and concrete on the riverbed to prevent disaster. The 
Post revealed November 30 how the Port Authority is paying $600 million to beef up 
the vulnerable PATH subway tunnels beneath the Hudson River with blast plates and 
floodgates that would withstand rushing water in the case of an explosion. The 
agency’s seven bridges are being “hardened” with plates and “collars” on cables that 
can resist a blast. In January, the state comptroller reported that “93 percent of all 
facility hardening was completed,” and that the MTA’s project cost about $22 million 
more than expected. The MTA’s security program also includes an increased police 
presence, and the “If You See Something, Say Something” campaign. 
Source: 
http://www.nypost.com/p/news/local/mta_terror_proofs_bridges_tunnels_q4CYUqpXg
QOXlP7jI3GGoJ 

17. December 1, CNN – (International) American Airlines flight goes off end of runway 
in Montreal. An American Airlines jet with 111 passengers on board ran off the 
runway at Trudeau International Airport in Montreal, Quebec, Canada November 30, 
an airport official said. There were no injuries and the plane was not seriously 
damaged, according to an airport spokeswoman. All of the passengers were evacuated 
to an airport terminal. Flight 802, a Boeing 737 that originated in Dallas, Texas, went 
off the end of the runway around 8 p.m. The cause of the incident is not known, or 
whether rain was a factor. The Canadian Transportation Safety Board will handle the 
investigation. 
Source: http://news.blogs.cnn.com/2010/12/01/american-airlines-flight-goes-off-end-
of-runway-in-montreal/ 
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18. November 30, Associated Press – (Florida) FBI investigating man poking, shoving 
flight attendant. An American Airlines passenger accused of shoving and poking a 
flight attendant was taken for questioning after landing in Miami, Florida. An airline 
spokesman said the passenger became angry with the flight attendant during a trip from 
Guatemala City, Guatemala November 30. The spokesman said the passenger followed 
the flight attendant into the plane’s kitchen, near the front of the Boeing 737-800. 
That’s where the passenger reportedly poked and shoved the flight attendant. The 
passenger eventually returned to his seat following an order from the captain. 
Authorities met the passenger when the plane landed at the Miami International 
Airport. The FBI is investigating. 
Source: http://www.firstcoastnews.com/news/local/news-
article.aspx?storyid=179324&catid=4 

19. November 30, Bismarck Tribune – (North Dakota) Railroad disputes accident 
findings. The Federal Railroad Administration (FRA) said a saturated road bed, 
weakened by the failure of the railroad track’s drainage system, was the probable cause 
of a March 25 derailment that killed a railroad conductor and injured an engineer south 
of Washburn, North Dakota. Officials from the Dakota Missouri Valley and Western 
(DMVW) Railroad dispute the FRA findings, saying the accident was caused by an 
unknown underground spring that eroded the bank below the track. An FRA 
spokesman sent an e-mail November 30 saying the agency’s attorneys will review the 
incident report and determine if fines are warranted. The conductor died after two 
DMVW railroad engines derailed on an embankment that gave way just above Turtle 
Creek, feeding the Missouri River. No hazardous materials were loaded on the train. 
The FRA report said the locomotives leaked about 2,000 gallons of diesel fuel, but the 
fuel was contained and did not enter Turtle Creek or the Missouri River behind it. 
Tainted soil was removed and properly disposed of, according to federal and state 
guidelines. 
Source: http://www.bismarcktribune.com/news/local/article_355cf882-fcd3-11df-8296-
001cc4c03286.html 

20. November 30, Santa Maria Times – (California) Two county supervisors to ask for 
Highway 154 safety measures. Two county supervisors will ask the full board the 
week of December 6 to take several steps to improve safety on Highway 154 in 
California. The request follows an October meeting at which representatives of the 
California Highway Patrol (CHP), Caltrans, and the Santa Barbara County Association 
of Governments agreed to make road improvements, step up law enforcement, and 
possibly ban trucks from hauling all types of hazardous materials on the highway. At 
the present time only hazardous waste is banned from the winding two-lane road which 
stretches from Highway 101 through the Santa Ynez Valley, along Lake Cachuma and 
over the San Marcos pass into Santa Barbara. The long-standing issue of safety on the 
road came to a head in August when a heavily loaded big-rig lost its brakes and crashed 
into a house in Santa Barbara at the end of the highway, killing a family of three. 
Source: http://www.santamariatimes.com/news/local/article_0b0d301c-fcea-11df-af53-
001cc4c002e0.html 
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21. November 29, Louisville Courier-Journal – (Kentucky) No explosives found at 
Louisville airport after K-9 team detects something suspicious in cargo. No 
explosives were found at the Louisville International Airport in Louisville, Kentucky 
after bomb-sniffing dogs detected something suspicious on a Continental Airlines cargo 
pallet shortly before 7 p.m. November 30, according to Louisville Metro Police. The 
police department’s bomb squad assisted the Transportation Security Administration 
(TSA) by X-raying packages, a police spokeswoman said. Because nothing suspicious 
was found, she said it cannot be determined what caused the dog to signal an alert. The 
cargo facility where the pallet was located was evacuated, according to another TSA 
spokeswoman. The airport closed one runway as a precaution for about 15 minutes, but 
no flights were significantly delayed by the incident, an airport spokeswoman said. 
Source: http://www.courier-
journal.com/article/20101130/NEWS01/311300085/1008/No+explosives+found+at+Lo
uisville+International+Airport+after+dog+picks+up+scent 

For more stories, see items 2 and 25  
 
[Return to top]  

Postal and Shipping Sector 
 

Nothing to report 
 
[Return to top]  

Agriculture and Food Sector 

22. December 1, Food Safety News – (National) Salmonella prompts nutmeg 
recall. Frontier Natural Products Co-op is recalling nutmeg it received from a New 
Jersey supplier because it may be contaminated with Salmonella. Mincing Overseas 
Spice Company of Dayton, New Jersey, supplied the nutmeg being sold under Frontier 
Natural Products Co-op and Whole Foods Markets brands. The recalled products, 
Frontier Bulk 16 oz. ground nutmeg with the UPC Code: 0-89836-00165-8, Lot Code 
0306 and Whole Foods 365 brand 1.92 oz. ground nutmeg with the UPC Code: 0-
99482-41931-8, Lot Code 0321, were sold in all 50 states and some parts of Canada to 
distributors, retailers, and consumers. 
Source: http://www.foodsafetynews.com/2010/12/salmonella-fear-leads-to-nutmeg-
recall/ 

23. December 1, Associated Press – (Ohio) Ohio silo collapses, unleashing ‘sea of 
corn’. An Ohio fire chief said a metal grain silo collapsed into a “sea of corn” up to 12 
feet deep that pushed a nearby home off its foundation in Norwalk, Ohio. No one was 
hurt in the November 30 collapse that spilled more than 100,000 bushels of corn, the 
chief said. He said corn that flowed like water knocked over a fire hydrant and created 
a “one-block mess” in the community about 50 miles southwest of Cleveland. 
Neighbors described hearing an explosion, but the chief said what they likely heard was 
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the sound of the bin breaking apart. He said it was not clear what caused the silo to give 
way. Afterward an attached but empty grain dryer, resembling a smaller bin, was 
leaning. The chief said the grain dryer would be dismantled. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/12/01/AR2010120102399.html 

24. November 30, Reuters – (National) Monsanto GMO sugarbeets to be destroyed: 
court. A federal judge November 30 ordered the destruction of plantings of genetically 
modified sugar beets developed by Monsanto Co after ruling previously the U.S. 
Agriculture Department (USDA) illegally approved the biotech crop. A U.S. District 
Court judge in August banned the planting and sales of Monsanto’s “Roundup Ready” 
biotech sugar beets after determining that their approval in 2005 by the USDA was 
illegal. He said the government must conduct a thorough environmental review before 
approving the crop to comply with the law. But shortly after the ruling, the USDA 
issued permits allowing companies to plant seedlings to produce seed for future 
Genetically modified organism (GMO) sugar beet crops. In his ruling, the judge said 
those seedlings “shall be removed from the ground.” Earthjustice, a consumer group 
that brought the case against the USDA and had asked the judge to order the young 
plants be destroyed, said the action was the first court-ordered destruction of a GMO 
crop. Sugar beets account for more than half of the nation’s sugar supply, and 
Monsanto’s Roundup Ready beets have been popular with farmers as they have been 
genetically altered to withstand sprayings of the chemical herbicide Roundup, making 
weed management easier for producers. 
Source: http://www.reuters.com/article/idUSTRE6B00Y520101201 

25. November 30, KCRG 9 Cedar Rapids – (Iowa) Some streets reopen, others still 
closed after train derailment. One major street in Cedar Rapids, Iowa, has re-opened 
after a train derailment November 30, but two roads remain closed. Freight cars have 
been removed from the crossing at Eighth Avenue SE, allowing traffic to resume. The 
cars were on the rear of the same train that had at least three cars leave the tracks near 
the Third Street SE crossing just south of Eighth Avenue about 8:40 a.m. At least six 
Iowa Northern railcars derailed, including the one near the intersection of Third Street 
and Ninth Avenue SE that overturned and spilled corn, officials said. Sections of the 
railroad track, owned by Cedar Rapids and Iowa City Railway (CRANDIC), were 
damaged. A spokeswoman for CRANDIC parent company Alliant Energy said one of 
the two street crossings still blocked should be cleared by the afternoon, but “the other 
one is going to take some time.” She said the derailment’s cause has not been 
determined. The Iowa Northern Railway train was using CRANDIC trackage to deliver 
a trainload of corn to the ADM ethanol plant in southwest Cedar Rapids. No one was 
injured and no hazardous materials were aboard the train. The train was carrying grain 
and headed into downtown to switch cars, officials said. 
Source: http://www.kcrg.com/news/local/Train-Derailment-Snarling-Downtown-
Cedar-Rapids-Traffic-111039024.html 

[Return to top]  
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Water Sector 

26. November 30, Waste and Recycling News – (Florida) Florida Keys declared off-limits 
to sewage discharges. The National Oceanic and Atmospheric Administration has 
declared areas of the Florida Keys off-limits to boat sewage discharges. The new rule 
said boaters may not discharge boat sewage into any of the waters of the Florida Keys 
National Marine Sanctuary. After December 27, boaters must use on-shore pumpout 
stations instead. Discharges have been prohibited in state waters in the Keys since 
2002. Established in 1990, the Florida Keys National Marine Sanctuary protects 2,900-
square-nautical miles of marine habitat, including maritime heritage resources, as well 
as coral reef, hard bottom, seagrass. 
Source: 
http://www.wasterecyclingnews.com/headlines2.html?id=1291134126&allowcomm=tr
ue 

27. November 30, Salem News – (Massachusetts) Burst water main closes Water Street 
in Danvers. A broken water pipe forced the closing of the Waters River Bridge on 
Water Street November 30 shutting down traffic and some businesses on a busy road 
that leads to Peabody and Salem, Massachusetts. The town manager said officials 
hoped to reopen the bridge to traffic by the 5 p.m. rush hour December 1, but wasn’t 
certain they could meet that deadline. The break in the 30-inch-diameter underground 
pipe was discovered around 7 a.m. It occurred next to the Waters River Bridge, which 
has been under construction for the past year. The director of operations for the 
Danvers Public Works Department said work was not being done on the bridge at the 
time of the break. The town manager and the director said they did not know what 
caused the pipe to break, but noted the cast-iron pipe “appears to be pre-1900.” 
Source: http://www.salemnews.com/local/x862973750/Burst-water-main-closes-Water-
Street-in-Danvers 

[Return to top]  

Public Health and Healthcare Sector 

28. November 30, Federal Bureau of Investigation – (Pennsylvania) Doctor charged in 
scheme to submit fraudulent Fen-Phen claims. A doctor was charged November 30 
by indictment with 13 counts of mail fraud and wire fraud in connection with a scheme 
to submit fraudulent Fen-Phen claims, announced a U.S. Attorney. He was charged in 
connection with his review of the echocardiograms of more than 1,100 patients who 
filed claims with the American Home Product Settlement Trust in Philadelphia, 
Pennsylvania. According to the indictment, he falsely certified that these patients’ tests 
showed that they had sustained heart damage from the prescription diet drugs Pondimin 
(also known as fenfluramine), and Redux (also known as dexfenfluramine), whereas, in 
fact, many of these claimants had not been harmed. It is charged that the doctor entered 
into agreements with lawyers who represented persons who believed that they had been 
injured by taking Fen-Phen. Under these agreements, he agreed to read 
echocardiograms of the lawyers’ clients to determine whether they qualified for 
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compensation from the trust. 
Source: http://philadelphia.fbi.gov/dojpressrel/pressrel10/ph113010.htm 

29. November 30, Imperial Valley News – (Texas) Medical equipment company 
manager sentenced to federal prison for role in Medicare fraud scheme. Two 
Houston, Texas-area residents were sentenced to 120 months in prison and 41 months 
in prison, respectively, for their roles in a durable medical equipment (DME) Medicare 
fraud scheme, the departments of Justice and Health and Human Services announced 
November 30. The first was sentenced to 120 months in prison and 3 years of 
supervised release, and was ordered to pay $453,112 in restitution jointly and severally 
with the second culprit. The second was sentenced to 41 months in prison and 3 years 
of supervised release, and was ordered to pay $80,000 in restitution jointly and 
severally with the first. According to evidence introduced at trial, the man submitted 
over $1.1 million in claims to Medicare on behalf of KO for DME, including power 
wheelchairs, that was medically unnecessary. The wheelchairs and accessories were 
billed as catastrophe-related in connection with Hurricanes Katrina, Rita, Ike, and 
Gustav. The second man, as a part of his plea, admitted to delivering medically 
unnecessary DME, including power wheelchairs, to Medicare beneficiaries whom he 
knew did not need the DME. 
Source: 
http://imperialvalleynews.com/index.php?option=com_content&task=view&id=8690&
Itemid=1 

For another story, see item 54  
 
[Return to top]  

Government Facilities Sector 

30. December 1, International Business Times – (National) GAO finds gaps in wireless 
security at federal agencies. The U.S. Government Accountability Office (GAO) 
found several gaps in the security of wireless networks used by federal agencies and 
made several recommendations to enhance safety, according to a report published 
November 30. U.S. federal networks, including the Pentagon, have increasingly 
become targets of cyber attacks and hacking. The Pentagon is currently stepping up its 
cyber security system after hackers hijacked the Internet for over 15 minutes earlier in 
November. Given such intrusions in cyber security, the GAO was asked to suggest 
several updates to its previous report on information security. “Existing government-
wide guidelines and oversight efforts do not fully address agency implementation of 
leading wireless security practices,” the GAO said. The GAO conducted detailed 
testing at the Departments of Agriculture, Commerce, Transportation, Veterans Affairs, 
and the Social Security Administration. 
Source: http://www.ibtimes.com/articles/87462/20101201/gao-internet-wireless-
security-pentagon.htm 
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31. December 1, Mid Columbia Tri-City Herald – (Washington; Oregon) URS fined for 
violations at Umatilla Chemical Depot. The operator of the Umatilla Chemical 
Depot’s incineration plant was fined for the second time this year November 30 by 
Oregon. The state department of environmental quality levied $58,600 in penalties 
against the Washington Demilitarization Co., a URS-owned company, for eight 
hazardous waste violations. That follows $41,600 in civil penalties to ensure 
compliance with the plant’s waste treatment permit 4 months ago. The largest portion 
of the new fine, $20,800, is for failing to conduct complete air quality monitoring for 
chemical weapon agent in the plant’s filter system, the state said. Although near real-
time monitors were operating, a secondary monitor required to check for residual VX 
nerve agent was not fully operational for almost 1 month this spring, according to the 
state. The incinerator by then was on its final and continuing campaign to destroy 
weapons mustard agent. At no time were workers, the public or the environment in 
jeopardy, said a spokesman for the Umatilla Chemical Agent Disposal Facility. The 
violations should not have occurred, but they did not present a direct danger, he said. 
Source: http://www.tri-cityherald.com/2010/12/01/1273540/urs-fined-over-burning-
violations.html 

32. November 30, McDowell News – (North Carolina) Student sets fire in school 
bathroom. A student-ignited fire at East McDowell Junior High in Marion, North 
Carolina, November 30 cleared one wing of the school and caused more than $1,000 
worth of damage. A detective with the Marion Police Department said a 14- or 15-year-
old girl set paper hand towels and the wall-mounted towel holder in one of the 
bathrooms ablaze around 9 a.m., filling that portion of the building with smoke. The 
assistant chief of Marion Fire Department stated the fire occurred in a separate wing of 
the school that is attached to the main body by a corridor. The students in that separate 
wing were evacuated to the auditorium. Marion firefighters were summoned to clear 
the smoke from the building and did so using large fans. They were on the scene a little 
more than an hour. The case will likely be turned over to juvenile authorities. Also on 
the scene that day were members of McDowell County Emergency Medical Services, 
McDowell County Emergency Management, and the McDowell County Rescue Squad. 
Source: http://www2.mcdowellnews.com/news/2010/nov/30/student-sets-fire-school-
bathroom-ar-578951/ 

33. November 30, Kansas City Star – (National) Two men sentenced for making threats 
to federal officials and facilities. Two men charged in unrelated cases with making 
threats to federal officials and facilities were sentenced November 30 in U.S. District 
Court. A 39-year-old received a sentence of “time served” for threatening two federal 
judges and a Federal Aviation Administration official in 2008. The former pilot 
allegedly was upset that his medical certificate had been suspended and was angry with 
two judges who had dismissed lawsuits he had filed. A U.S. District judge praised the 
man for making progress on his mental health issues and ordered him to continue 
taking his medications and keep away from judges. And a 66-year-old man asked for 
and received an 18-month sentence for phoning a bomb threat to the federal courthouse 
April 5. Though prosecutors had urged a 14-month sentence, the man’s attorney told a 
U.S. District judge that he wanted the extra prison time to get treatment for depression 
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and other health issues. 
Source: http://www.kansascity.com/2010/11/30/2487597/two-men-sentenced-for-
making-threats.html 

34. November 30, Associated Press – (National) U.S. cuts access to files after leak 
embarrassment. The U.S. State Department severed its computer files from the 
government’s classified network, officials said November 30, as U.S. and world leaders 
tried to clean up from the embarrassing leak that spilled America’s sensitive documents 
onto screens around the globe. By temporarily pulling the plug, the U.S. significantly 
reduced the number of government employees who can read important diplomatic 
messages. It was prompted by the disclosure of hundreds of thousands of those 
messages this week by WikiLeaks, the self-styled whistleblower organization. The 
documents revealed that the U.S. is still confounded about North Korea’s nuclear 
military ambitions, that Iran is believed to have received advanced missiles capable of 
targeting Western Europe and — perhaps most damaging to the U.S. — that the State 
Department asked its diplomats to collect DNA samples and other personal information 
about foreign leaders. 
Source: http://news.yahoo.com/s/ap/20101130/ap_on_go_ca_st_pe/wikileaks 

35. November 30, Associated Press – (Indiana) Another anti-Semitic incident reported 
at Indiana University. The director of Indiana University’s Jewish Studies Program 
said November 30 someone took Hebrew texts from library shelves, moved them to 
library bathrooms, and urinated on them. It is the latest in a series of anti-Semitic 
incidents reported at Indiana University’s Bloomington campus. The Jewish Studies 
program director told the Herald-Times the acts are disturbing and seem to be 
escalating. Police said they are aggressively investigating five ingot incidents of 
suspected anti-Semitic incidents reported at Indiana University over the past week, 
including rocks thrown through windows at the Chabad House Jewish Student Center, 
and the Helene G. Simon Hillel Center. Police have contacted the FBI, and are looking 
for a person of interest who they describe as a white male age 40 to 50 with grayish-
blond hair and a gray beard. 
Source: http://www.local12.com/news/state/story/Another-Anti-Semitic-Incident-
Reported-At-Indiana/ISoOp2nAeUOXpnUeD7AfiA.cspx 

[Return to top]  

Emergency Services Sector 

36. December 1, South Bend Tribune – (North Dakota) Informants can now text crime 
tips in Cass County. Cass County, North Dakota officials have developed a system 
they say will make it easier for the public to report crime tips. The Cass County 
Sheriff’s Office recently implemented a program that allows cell phone users in the 
county to provide anonymous tips via text messaging or the Web. The service was built 
specifically to allow text messaging informants to remain anonymous by encrypting the 
text messages and routing them through several secure servers, which protects the 
personal details of the informant. The program also allows police to respond by text 
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message to the originating cell phone without knowing the identity of the individual 
who left the tip, according to a news release. This secure application allows the tipster 
and the investigator to have two-way dialogue without jeopardizing the identity of the 
person. 
Source: http://www.southbendtribune.com/article/20101201/News01/101209958/-
1/googleNews 

37. December 1, Lakeland Ledger – (Florida) New PCSO system scans license 
plates. Several Polk County, Florida, law enforcement agencies soon will be using a 
sophisticated, and potentially intrusive, camera/computer system that can read license 
plates on moving vehicles and instantaneously report on whether they are involved in 
criminal activity. At VeriPlate’s heart is a camera that can focus on a moving vehicle’s 
license plate and wirelessly transmit the letter-number combination to national, state, 
and local crime information databases. The computer instantaneously notifies an officer 
of any cars that are stolen or linked to some other criminal matter. The Polk County 
Sheriff’s Office has nine VeriPlate licence plate recognition systems for use throughout 
the county. The units are not fully operational yet, a sheriff said. The systems are made 
by NDI Recognition Systems, which has an office in Longwood. Dozens of Florida law 
enforcement agencies already have experience with VeriPlate, including sheriff’s 
offices in Alachua, Brevard, Highlands, Hardee, Palm Beach, and Sarasota counties, 
and police departments in Daytona Beach, Fort Lauderdale, Gainesville, and North 
Miami Beach, said an NDI spokesman. 
Source: 
http://www.theledger.com/article/20101201/NEWS/12015006/1410?Title=New-PCSO-
System-Scans-License-Plates 

38. December 1, Des Moines Register – (Iowa) Hack of alert system shows 
vulnerabilities. Computer hackers have broken into an Iowa state government Web 
site for the third time this year, exposing continued vulnerabilities in the state’s digital 
security programs. The latest incident occurred November 27 when a hacker breached a 
server used by the Iowa Department of Public Safety to issue Amber Alert bulletins 
involving child abduction cases. The hacker used the access at 8:18 a.m. to reissue an 
Amber Alert warning from February about a Council Bluffs teenager who was missing 
and later found safe. The bulletin was canceled at 8:23 a.m. and there is no indication 
that any search was launched to find the girl. The Iowa Division of Criminal 
Investigation’s cybercrime unit is investigating in cooperation with the Iowa 
Department of Administrative Services, a spokeswoman said. 
Source: http://www.desmoinesregister.com/article/20101201/NEWS/12010342/-
1/watchdog/Hack-of-alert-system-shows-vulnerabilities 

For another story, see item 48  
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39. December 1, IDG News Service – (International) China to inspect government 
computers for pirated software. As part of a new push to weed out piracy in the 
country, China will inspect central and local government computers to ensure all the 
departments are using copyrighted software. The government made the announcement 
November 30, adding that the inspections will be completed before the end of October 
2011. Coinciding with the announcement, Microsoft said it has filed a lawsuit against 
10 Chinese companies for selling computers pre-installed with pirated software. The 
U.S. company has been a major victim of such copyright violations in the country and 
has been working with China’s government to stop them. Along with the inspections of 
government computers, China also plans on establishing budget controls for the long-
term procurement of software, according to the November 30 statement from China’s 
general administration of press and publication. The government also wants to push 
businesses to use legitimate software. 
Source: 
http://www.computerworld.com/s/article/9198818/China_to_inspect_government_com
puters_for_pirated_software 

40. December 1, ITworld – (International) WikiLeaks moves to Amazon cloud to 
weather DDOS attacks. After 2 days of increasingly intense DDOS attacks, 
controversial secret-government information site WikiLeaks has moved or expanded 
from the Swedish PRQ hosting provider to Amazon’s EC2 cloud service. It may have 
previously switched at least part of its content to the French ISP Octopuce. Specifically, 
according to traces by Computerworld and other sites, WikiLeaks’ data is feeding from 
two sites owned by Amazon: one in Seattle and one in Ireland. A hacker or 
organization that calls itself The Jester has claimed credit for the attacks, which 
hovered around 4Mbit/second November 29 and reached as high as 10Gbit/sec 
November 30, according to anti-DOS service providers. The documents were spread 
out between the main WikiLeaks site and a secondary site. The sites were unavailable 
intermittently November 30 as a result of the attacks, which came from a small number 
of IP addresses, largely in Russia, eastern Europe, and Thailand. Ten gigabits per 
second is a big attack, but not in the most-aggressive league, according to the SVP of 
network intelligence and availability at Verisign. 
Source: http://www.itworld.com/security/129322/wikileaks-moves-amazon-cloud-
weather-ddos-attacks?page=0,0 

41. December 1, The Register – (International) Feds pursue Russian, 23, behind 1/3 of all 
world spam. FBI investigators have named a 23-year-old Russian as a prime suspect 
behind the operation of the infamous 500,000 Mega-D botnet, blamed for an estimated 
one in three spam e-mails prior to a take-down operation early last year. The 23-year-
old Moscow resident was accused of violating U.S. anti-spam and fraud laws in a 
sworn testimony by an FBI agent investigating the case, the Smoking Gun reports. 
Webmail records from two Gmail accounts and financial transactions (via the 
ePassporte service) link the suspect to the operation of the botnet, according to court 
paper submitted in a grand jury investigation. He is the first suspect to be named in the 
Mega-D botnet investigation. 
Source: http://www.theregister.co.uk/2010/12/01/mega_d_botnet_suspect_named/ 
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42. December 1, The Register – (International) Russia beats off U.S., floods world with 
spam. Russia has eclipsed the United States as the main villain in global spam 
distribution, according to stats published by Russian security firm Kaspersky Lab 
December 1. While Russia was top of the rogues, the United States fell from its 
customary heights to a lowly 18th place for October, the month covered by the latest 
reports. Kaspersky credits the takedown of both the Pushdo/Cutwail and Bredolab 
botnets for the drop. Many of the infected machines that made up the components of 
these zombie networks were based in the United States. Few experts expect the drop to 
be sustained over the long term. 
Source: http://www.theregister.co.uk/2010/12/01/spam_stats_russia_overtakes_us/ 

43. December 1, The Register – (International) Free software repository brought down 
in hack attack. The main source-code repository for the Free Software Foundation has 
been taken down following an attack that compromised some of the Web site’s account 
passwords and may have gained unfettered administrative access. The SQL-injection 
attacks on GNU Savannah exploited holes in Savane, the open-source software hosting 
application that was spun off from SourceForge, a campaigns manager for the Free 
Software Foundation told The Register. The attackers were then able to obtain the 
entire database of usernames and hashed passwords, some of which were decrypted 
using brute-force techniques. Project managers took GNU Savannah offline November 
27, more than 48 hours after the attack occurred. Restored data will come from a 
backup made on November 24, prior to the compromise. The campaigns manager said 
there is no reason to believe any of the source code hosted on the site was affected by 
the breach. 
Source: http://www.theregister.co.uk/2010/12/01/gnu_savannah_hacked/ 

44. November 30, DarkReading – (International) New tool patches offline 
VMs. Researchers with IBM and North Carolina State University have come up with a 
way to patch security holes in virtual machines (VMs) even when these systems are 
offline, closing a potential security hole. They built a tool called Nuwa. “We’ve 
designed a way to patch these virtual machines while they are offline so that they are 
kept up to date in terms of security protection,” said a lead researcher. “Current 
patching systems are designed for computers that are online, and they don’t work for 
dormant computers or virtual machines. The tool we developed automatically analyzes 
the ‘script’ that dictates how a security patch is installed, and then automatically 
rewrites the script to make it compatible with an offline system.” Nuwa is based on 
technology developed by IBM called Mirage that handles large numbers of offline VM 
images. According to the research, Nuwa sped up patching by more than four times that 
of an online method, and two to four times as fast when used with IBM’s Mirage. 
Source: http://www.darkreading.com/database-
security/167901020/security/application-security/228400237/new-tool-patches-offline-
vms.html 

45. November 30, Help Net Security – (International) Canon image originality 
verification proven useless. ElcomSoft discovered a vulnerability in Canon’s Original 
Data Security System, a validation system to guarantee authenticity of digital images 
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captured with supported Canon cameras. The vulnerability opens the possibility to 
produce images that will be positively validated by Canon’s own Original Data 
Security Kit (OSK-E3) regardless of whether or not the images are, in fact, genuine. 
After performing analysis of Canon hardware, ElcomSoft researchers were able to 
extract secret keys used to calculate authentication data from Canon EOS digital 
cameras, and use the keys for adding authenticity signatures to a set of manipulated 
digital images. The vulnerability exists in all Canon cameras manufactured to this day 
that have the security feature. ElcomSoft made Canon aware about the vulnerability by 
notifying the vendor as well as the CERT Coordination Center as a trusted third-party. 
Source: http://www.net-security.org/secworld.php?id=10221 

46. November 29, DarkReading – (International) New HTTP POST DDoS attack tools 
released. Two free tools have been unleashed that exploit the recently demonstrated 
slow HTTP POST attack that takes advantage of a generic flaw in HTTP — the so-
called “R U Dead Yet?” tool and the OWASP HTTP POST Tool. In October, 
researchers at the OWASP 2010 Application Security Conference in Washington, D.C., 
demonstrated how the HTTP protocol leaves the door open for attackers to wage a new 
form of distributed denial-of-service (DDoS) attack that floods Web servers with very 
slow HTTP “POST” traffic. The researcher who first discovered the attack in 2009 with 
a team of researchers in Singapore, and a researcher with Proactive Risk, also 
demonstrated how an online game could be used as a means of recruiting bots for an 
“agentless” botnet that executes this HTTP POST DDoS attack. The researcher who 
first discovered the attack said HTTP is broken and all Web-based servers or systems 
with a Web interface are vulnerable. An independent researcher unleashed “R U Dead 
Yet?” the week of November 22, and then the security researchers pushed out their tool 
November 25. 
Source: http://www.darkreading.com/vulnerability-
management/167901026/security/application-security/228400147/new-http-post-ddos-
attack-tools-released.html 

For more stories, see items 47 and 50  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

47. December 1, The Register – (International) 97% of Internet now full up, warn IPv4 
shepherd boys. Less than 3 percent of IPv4 address space is still to be allocated, after 
two huge chunks were given to American and European ISPs. ARIN and RIPE, which 
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administer IP addresses on either side of the Atlantic, each received two /8 address 
blocks in November. A fifth block went to their African equivalent. The moves leave 
only seven /8 blocks — 2.7 percent of the total of 256 — unallocated by the Internet 
Assigned Numbers Authority (IANA). For years, warnings were issued that the Internet 
in its current incarnation is running out of space for new devices. Now that reality is 
imminent. In mid-November, a key figure in the development of ARPANET, the 
forerunner to the Internet, said: “There’s no question we’re going to be out of address 
space by springtime of 2011.” Even that estimate could be optimistic. The CTO of ISP 
Timico said: “I will need to revise my exhaustion date but February is either looking 
good or too late.” It remains to be seen what effect the exhaustion of IPv4 will have. 
ISPs vary wildly in readiness for the successor protocol, IPv6, which provides many 
orders of magnitude more address space. For Internet users, any effects won’t likely be 
felt until IPv6-only services start appearing. If ISPs have not upgraded networks by 
then, those parts of the Internet will be inaccessible to their customers. 
Source: http://www.theregister.co.uk/2010/12/01/ipv4_countdown/ 

48. December 1, Pittsburgh Tribune-Review – (Pennsylvania) Verizon offering reward in 
Fayette County copper theft. Almost 25 incidents involving the theft of telephone 
cable remain under investigation in Fayette County, Pennsylvania with Verizon 
offering a reward of up to $50,000 for information leading to the arrest and prosecution 
of whoever is responsible. A Verizon spokesman said someone has been cutting 
sections of its phone line from poles at various locations throughout the county since 
April 2010. The most recent theft occurred November 23 in the Point Marion area and 
resulted in the loss of more than 600 feet of copper wire. The spokesman said the thefts 
have taken place in secluded rural areas, making it difficult to catch the culprits. “It’s 
put the safety of our customers at risk,” he said, noting that affected customers cannot 
call 911 from their land lines until service is restored. “It’s caused unnecessary 
outages.” In addition, the thefts have cost Verizon about $200,000 in damages, he said. 
Source: http://www.pittsburghlive.com/x/dailycourier/news/s_711675.html 

49. November 30, Network World – (Georgia) AT&T goes after copper wire 
thieves. Copper thieves targeting Atlanta, Georgia are now being targeted themselves 
by AT&T, which is offering $3,000 for information leading to arrests. The Atlanta 
Journal-Constitution (AJC) reported that in one recent 3-day stretch, nearly 7,000 
customers and two schools lost land line phone service. A cell phone tower also was 
temporarily knocked out. AT&T saw 11 thefts in 1 week in one location, including 8 in 
one morning. Damage to telephone lines exceeded $500 in each case. Georgia law 
makes that a felony, punishable by jail time and fines, the AJC report stated. 
Source: http://www.networkworld.com/community/node/68972 

50. November 30, Android Community – (International) T-Mobile G2 hardware security 
hacked completely! Even though T-Mobile took a lot of precautionary measures to 
make sure that the G2 phone would not be able to be rooted, the hardware is now fully 
unlocked. This is more than just simply rooting and putting ROMS on, the hardware is 
now completely open for development. Unlocking the phone is a very complicated 
process done by some pro developers who know exactly what they are doing, but they 

http://www.theregister.co.uk/2010/12/01/ipv4_countdown/�
http://www.pittsburghlive.com/x/dailycourier/news/s_711675.html�
http://www.networkworld.com/community/node/68972�


 - 20 - 

are certain to post a step by step guide on how normal android users can do it. 
Source: http://androidcommunity.com/t-mobile-g2-hardware-security-hacked-
completely-20101130/ 

[Return to top]  

Commercial Facilities Sector 

51. December 1, Pittsburgh Tribune-Review – (Pennsylvania) Arrest made in North Side 
copper thefts. Pittsburgh, Pennsylvania police arrested a homeless man November 30 
and charged him with stealing copper wire from Heinz Field stadium property, and they 
suspect he and another man took nearly $30,000 worth of the material in November. 
Security officers at Heinz Field saw a man pushing an empty shopping cart about 2 
a.m. November 29 outside a white tent near the North Shore stadium’s Gate A. The tent 
— nearly 100 feet long — stores copper and construction materials for the nearby 
Stage AE amphitheater set to open December 4, police said. Someone broke into the 
tent at least five times in the past month, police said, and security officers monitor 
video cameras in the area. The suspect went out of view of the cameras and moments 
later reappeared pushing the cart “loaded with wire,” according to a police affidavit. 
Heinz Field primarily serves as the home to the National Football League’s Pittsburgh 
Steelers, and the University of Pittsburgh. 
Source: http://www.pittsburghlive.com/x/pittsburghtrib/news/s_711617.html 

52. December 1, U.S. Department of Justice – (Ohio) Conneaut man pleads guilty to 
setting fire to African-American church. A man pleaded guilty December 1 to one 
count of intentionally damaging, destroying, and attempting to destroy religious 
property, because of the race, color, and ethnic characteristics of individuals associated 
with that property, said a United States Attorney for the Northern District of Ohio. The 
suspect admitted that on May 20, he set on fire the First Azusa Apostolic Faith Church 
of God, located at 312 Jefferson Street in Conneaut, Ohio. This church is the sole 
African-American church in the Conneaut area. The front door was scorched, but the 
flames did not penetrate the interior the church. Investigators later determined a door 
had been doused with an accelerant, as had other doors on the church, but those did not 
catch fire. 
Source: http://www.justice.gov/usao/ohn/news/2010/29November2010_2.html  

53. December 1, WNYT 13 Albany – (New York) Man charged in Delmar hazmat 
situation. A 24-year-old man has been charged in connection with a November 29 haz-
mat situation at an apartment building in Delmar, New York. Bethlehem police arrested 
the Delmar man for storing a number of dangerous, flammable chemicals in a storage 
unit at the Cherry Arms Apartments. Police said the man resisted arrest and tried to 
prevent an officer from leaving the apartment complex November 29. Tenants were 
evacuated around 2 p.m. after police said one tenant saw the chemicals and notified 
authorities. According to police, the chemicals included acetone, xylene, nitric acid, 
sulfuric acid, propane, and butane, as well as a commercial grade vacuum chamber. 
The man, police said, is the brother of a teen who was seriously injured during a house 
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explosion in December 2009 on Adams Place in Delmar. Police said a makeshift lab 
was found in the home. The man was charged with obstructing governmental 
administration in the second degree and resisting arrest. He was arraigned in Bethlehem 
Town Court and sent to the Albany County Jail on $15,000 bail. A preliminary hearing 
is scheduled for December 6. 
Source: http://wnyt.com/article/stories/S1861946.shtml?cat=300 

54. November 30, Orange County Register – (California) 3 injured in Tustin office 
building fire. A fire inside a two-story office building in Tustin, California, quickly 
consumed much of 50,000-square-foot building, authorities said. Nearly 120 
firefighters were fighting the blaze, which continued to burn inside the two-story 
building for more than 2 hours. Three people were injured in the fire: two firefighters 
and a 62-year-old man inside an office where the fire began, officials said. Officials 
received initial reports of a couch on fire inside a first-floor mental health services 
office November 30, a battalion chief of the Orange County Fire Authority said. Flames 
quickly spread through the front of the building, forcing firefighters to restrict their 
attack from the outside. Part of the roof of the building collapsed just minutes after 
firefighters arrived. The fire was reported at 7:39 a.m. at 17291 Irvine Blvd. 
Firefighters from the Orange County Fire Authority, Santa Ana, and the Orange Fire 
Department responded. The building is home to several businesses, including legal 
firms, mental health services, and real estate offices. 
Source: http://www.ocregister.com/news/fire-278088-office-officials.html 

55. November 29, KPBS 15 San Diego – (International) US officials warn warehouse 
owners near border to watch for tunnelers. U.S. federal authorities are going door to 
door in San Diego, California, warning warehouse owners near the U.S.-Mexico border 
to watch out for tunnelers. Authorities with the Federal Tunnel Task Force are passing 
out fliers to warehouse owners in Otay Mesa — the industrial area just a few hundred 
feet from the border fence. An Immigration and Customs Enforcement spokeswoman 
said it is an area where authorities have seen a growing number of tunnels inside 
warehouses in the last few years. Authorities have unearthed two sophisticated drug 
smuggling tunnels in Otay Mesa in the last month. Both had rail systems, one with a 
motorized cart, to move bales of drugs from Tijuana to San Diego. The flier federal 
agents are passing out asks people to report subterranean noises, unexplained 
vibrations, and the odor of marijuana. It also asks warehouse owners to keep an eye out 
for renters who pay in cash, are unusually withdrawn, or keep unusual business hours. 
Source: http://www.kpbs.org/news/2010/nov/29/us-officials-warn-warehouse-owners-
near-border-wat/ 

For another story, see item 35  
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56. November 30, WDAF 4 Kansas City – (Missouri) Copper thieves hit historic KC 
park. Thieves looking for copper have caused costly damage to a historic Kansas City, 
Missouri landmark, officials said. City officials said thieves caused $80,000 in damage 
when they stripped copper from the domes along the colonnade at Kessler Park near 
Gladstone Boulevard and St. John Avenue in the old Northeast area of the city. The 
copper was installed in November 2004 during a restoration of the 100-year-old domes. 
City officials said crews will repair the damage over the winter, but they will use a 
material other than copper. The city has also installed security cameras at the park. 
Source: http://www.fox4kc.com/news/wdaf-story-kessler-park-copper-theft-
113010,0,10507.story 

[Return to top]  

Dams Sector 

57. December 1, Connellsville Daily Courier – (Pennsylvania) Heavy rains bring 
potential for flooding. The heavy, steady rains that the Fay-West area of Pennsylvania 
experienced November 30 are expected to continue through the afternoon of December 
1. Officials from the National Weather Service in Pittsburgh said there is a potential for 
flooding. According to the National Weather Service, the Youghiogheny River at 
Connellsville could reach flood stage the afternoon of December 1. “The Yough at 
Connellsville is expected to reach 12 and one-half feet and the flood stage there is 12,” 
said a National Weather Service meteorologist. The Yough Dam at Confluence is not 
expected to reach flood levels. 
Source: http://www.pittsburghlive.com/x/dailycourier/news/s_711716.html 

58. November 30, Thibodaux Daily Comet – (Louisiana) Area could flood half of every 
year. Grand Isle and low-lying coastal communities in Terrebonne and Lafourche, 
Louisiana, could flood for as long as half of every year by 2100 as land continues to 
sink and sea levels rise, a new study shows. Grand Isle has flooded significantly only 
four times in the past 4 years, but rising seas and sinking land beneath the island will 
have a dramatic effect on it and other coastal communities by 2050, according to 
National Oceanic and Atmospheric Administration research. Grand Isle, now home to 
2,500 year-round residents, could suffer as many as 79 floods lasting 20 days a year in 
just a few decades. The study is based on 5 years of measurements at a benchmark on a 
bulkhead at the U.S. Coast Guard station on the inland side of the island’s eastern end. 
While the study only looked at Grand Isle, the subsidence levels found there are similar 
readings at other sea-level benchmarks in nearby Terrebonne and Lafourche, and could 
spell major problems for the long-term survival of local communities, the report said. 
Source: 
http://www.dailycomet.com/article/20101130/ARTICLES/101139942/1212?p=all&tc=
pgall&tc=ar 

59. November 30, KVAL 13 Eugene – (Oregon) Fallen crane at Dexter Dam to be 
removed. A crane hanging off Dexter Dam in Dexter, Oregon, since early November 
will be removed the week of November 29, according to the Army Corps of Engineers. 
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The 80,000 pound crane, which was being used to help replace parts of two spillway 
gates at Dexter Dam, fell November 5. No one was injured, but the crane leaked about 
10 gallons of diesel and oils on the reservoir side of the dam. Since then, the Army 
Corps of Engineers have been working on a plan to recover and remove the crane, 
which was leaning over the reservoir. On November 29, the crane was successfully 
placed upright after 6 hours of work. Now the contractor, Knight Construction, will 
move the crane off the dam over the next 2 to 3 days. A replacement crane is already in 
place to proceed with the work to finish repairing Dexter’s spillway gates. 
Source: http://www.kval.com/news/local/111084819.html 
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