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Top Stories 

• CNN reported a 15-year-old sophomore, accused of holding 23 classmates and a teacher 
hostage for about 5 hours November 29 at his Marinette, Wisconsin high school, fired his 
two weapons at least five times and had a duffel bag containing more bullets with him. 
(See item 36) 

• U.S. Immigration and Customs Enforcement announced that seizure orders were executed 
against 82 domain names of commercial Web sites engaged in the illegal sale and 
distribution of counterfeit goods and copyrighted works. (See item 53) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. November 30, Sidney Sun-Telegraph – (Nebraska) Power outage result of multiple 
problems. Multiple issues within Sidney, Nebraska’s electric grid was the cause behind 
a pre-Thanksgiving power fiasco that lasted more than 7 hours. According to a report 
by the Electric Department superintendent, the power outage began at 10:50 p.m. 
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November 24, when a main line from the south substation near the Lodgepole Valley 
Youth Camp burned down. Crews switched feeders out of the power plant and the 
substation to restore power, but a breaker in the North Side substation tripped, taking 
out power to central Sidney. While crews repaired the damage at the south substation, 
system frequencies somehow changed and began to trip the 115 KV circuit switcher, 
which feeds the North Side substation. City crews ended up repairing all three 
conductors at the Lodgepole Valley Youth Camp. Power was restored at 6:15 a.m. 
November 25, with the final outage at the city’s blending tank, which had power 
restored at 6:40 a.m. 
Source: http://www.suntelegraph.com/cms/news/story-202363.html 

2. November 30, Associated Press – (Pennsylvania) Pa. copper thieves caused gas 
explosion at home. A state police fire marshal believes thieves intentionally caused a 
natural gas explosion after stealing a copper natural gas line and other copper utility 
lines from a vacant home in southwestern Pennsylvania. Copper thefts are common 
because the metal is easily sold for scrap. A fire marshal out of the Belle Vernon 
barracks said someone cut copper lines out of the home in Redstone Township 
November 27. That caused a gas leak and it appears the thieves then ignited the gas in a 
way authorities are not revealing. Troopers arrived to find the gas still leaking and 
evidence of an explosion which blew out windows, doors, and other household items 
into yards nearby. Police have not named or arrested any suspects. 
Source: http://www.ldnews.com/news/ci_16741681 

3. November 29, KETV 7 Omaha – (Nebraska) Copper theft was inside job, OPPD 
says. Omaha, Nebraska investigators said the theft of $14,000 in copper from an 
Omaha Public Power District (OPPD) substation was an inside job. A former employee 
has been charged with felony theft. Investigators said the suspect cashed in on the thefts 
during the past year and a half, and they believe he worked alone. Police believe the 
suspect stole 3,200 pounds of copper and aluminum during the past 18 months. “He 
knew what he was doing what money he could get from this,” said a Douglas County 
Sheriff’s Office spokesman. 
Source: http://www.ketv.com/r/25951952/detail.html 

4. November 29, ClintonNews.com – (Mississippi) Storm knocks out power, closes 
roads. Severe storms caused heavy damage in Yazoo and Attala counties November 
28-29 as heavy winds and rain raced through Mississippi and knocked out power to 
2,700 Entergy customers. Warren, Yazoo, and Attala counties reported the most 
outages. The National Weather Service said first responders have reported injuries in 
Kosciusko, and a tornado touching down in Yazoo City. Mobile homes were blown off 
their blocks just after 10 p.m., the weather service said. The extent of damage and 
number of injuries was not known. In Yazoo County, traffic signals were not working 
on U.S. 49, according to the Mississippi Department of Transportation (MDOT. Flash 
flooding and heavy rains were reported in Vicksburg. Mississippi 149/Mississippi 16 
was closed at 10:40 p.m., because of downed power lines and poles, MDOT reported. 
Crews were working to clear roadways of debris and had reopened Mississippi 12 west 
of I-55, the agency said. 

http://www.suntelegraph.com/cms/news/story-202363.html�
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Source: 
http://www.clintonnews.com/apps/pbcs.dll/article?AID=/D0/20101129/NEWS/101129
023/Storm-damage-reported-in-Miss 

5. November 29, WTOL 11 Toledo – (Ohio) Contractor knocks out power to thousands 
in Ottawa County. Toledo Edison said about 3,500 customers in Ottawa County, 
Ohio, were without power November 30 after a transformer blew up. The outage 
started at 5 p.m. and impacted residents from the south side of Port Clinton to the 
Sandusky County line. A Toledo Edison spokeswoman said a private contractor was 
working on power lines on Fremont Road when a power line dropped to the ground and 
blew out a transformer. As a result, the power was likely be out for 6 to 8 hours as 
crews worked to fix the transformer. Additionally, the number of folks without power 
in the area was expected to grow. 
Source: http://www.wtol.com/Global/story.asp?S=13584146 

[Return to top]  

Chemical Industry Sector 
 
See item 29  

 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

6. November 30, Toledo Blade – (Ohio) New part heads for Davis-Besse. Davis-Besse’s 
new 82-ton reactor head is being transported east along I-280 in Lake Township en 
route to the nuclear power complex in Oak Harbor, Ohio. The reactor head, built in 
Japan and shipped to the Port of Cleveland after having its components installed in 
France, was too heavy for the bridge over Sandusky Bay and too wide for Ohio 
Turnpike booths, so the Ohio Department of Transportation developed a special route 
for it. It arrived yesterday and will be held in a specially designed building, a 
FirstEnergy spokesman said. 
Source: http://toledoblade.com/article/20101130/NEWS16/101139999 

7. November 30, Brattleboro Reformer – (Vermont) VY ground water extraction 
halted. Entergy has tentatively halted further extraction of contaminated ground water 
from its wells at its Vernon, Vermont nuclear power plant November 18. It was 
incorrectly reported in the Brattelboro Reformer November 24 that remediation had 
ceased. According to the Vermont Department of Health’s Web site, when Yankee 
ceased extraction, the wells were still pumping out water that contained at least 100,000 
picocuries per liter of radioactive tritium. A Vermont Yankee spokesman said it was 
decided November 29 that more information was needed from hydrogeologists on the 
next steps before extraction would continue. The chief engineer for Fairewinds 
Associates said Entergy’s decision not to continue removing the contaminated water is 
another huge mistake. “The more tritiated water that is removed from the dirt, the less 

http://www.clintonnews.com/apps/pbcs.dll/article?AID=/D0/20101129/NEWS/101129023/Storm-damage-reported-in-Miss�
http://www.clintonnews.com/apps/pbcs.dll/article?AID=/D0/20101129/NEWS/101129023/Storm-damage-reported-in-Miss�
http://www.wtol.com/Global/story.asp?S=13584146�
http://toledoblade.com/article/20101130/NEWS16/101139999�
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there is that can move into the bedrock,” he said. “All of the decisions to shut the 
extraction wells down after 300,000 gallons were removed were made before the 
tritium was detected in the bedrock.” Yankee technicians removed 309,000 gallons of 
groundwater from beneath the plant, 9,000 of which was cleaned and returned to the 
plant’s reactor system. 
Source: http://www.reformer.com/localnews/ci_16738766 

8. November 30, Associated Press – (Nebraska) NPPD gets 20-year license to operate 
nuke plant. Nebraska Public Power District (NPPD) has been given federal permission 
to continue operation of Cooper Nuclear Station near Brownville in southeast 
Nebraska. The Lincoln Journal Star said the utility CEO signed papers for a 20-year 
license extension November 29. NPPD said the plant can generate as much as 810 
megawatts of electricity. It began commercial operation in 1972. 
Source: http://www.nebraska.tv/Global/story.asp?S=13586636 

[Return to top]  

Critical Manufacturing Sector 

9. November 29, Santa Cruz Sentinel – (National) National Highway Traffic Safety 
Administration investigating repairs of recalled rental cars. Federal regulators are 
investigating how quickly rental car companies repair vehicles subject to a safety recall. 
The National Highway Traffic Safety Administration sent letters in mid-November to 
GM, Chrysler, and Ford asking for records on recall repairs for 2.9 million cars owned 
by rental companies. The agency’s office of defects investigation said the audit was 
prompted by “recent allegations of crashes and deaths from un-remedied recalled 
vehicles.” In June, a jury hearing a wrongful death lawsuit against Enterprise Rent-A-
Car of San Francisco, California awarded $15 million in damages to the parents of two 
sisters from of Santa Cruz, California. The sisters died in 2004 when their rented PT 
Cruiser caught fire and hit a truck. The car was subject to a safety recall for a power 
steering hose defect that could cause a fire under the hood; it had not been repaired. 
Enterprise, the nation’s largest rental car company, and its corporate parent admitted 
they were negligent and that “their negligence was the sole proximate cause of the fatal 
injuries,” according to a document signed by their attorneys in the case. 
Source: http://www.mercurynews.com/breaking-news/ci_16736705 

10. November 29, Phone Scoop – (National) U.S. Dept. of Transportation wants to 
disable phones in cars. The Secretary of Transportation said the U.S. Department of 
Transportation (DOT) wants to make it impossible to use cellular phones while in 
moving vehicles through the use of blocking technology. “I think the technology is 
there,” he said. “And I think you’re going to see the technology become adaptable in 
automobiles to disable these cell phones.” The move is being considered due to the 
rising number of traffic deaths (about 5,500) and injuries (500,000) that result each year 
from distracted driving. Right now, there are no federal laws to prevent drivers from 
using cell phones, though a number of states and municipalities have enacted such 
legislation. The Secretary, however, does not think the laws are a big enough deterrent. 

http://www.reformer.com/localnews/ci_16738766�
http://www.nebraska.tv/Global/story.asp?S=13586636�
http://www.mercurynews.com/breaking-news/ci_16736705�
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He indicated that jamming equipment would not be used, but instead the DOT is 
considering software solutions from companies such as Zoomsafter, tXtBlocker, and 
iZup, which disable certain phone features when it is determined that they are in a 
moving vehicle. The Secretary did not provide any sort of time frame. 
Source: http://www.phonescoop.com/news/item.php?n=7037 

[Return to top]  

Defense Industrial Base Sector 

11. November 30, Naval Open Source INTelligence – (National) JSF engine too big for 
regular transport at sea. The Navy is struggling to remedy a significant design 
oversight that poses a major potential hindrance to its ability to successfully deploy and 
maintain the F-35C Lightning II, the carrier-based variant of the joint strike fighter: Its 
powerful single engine, when packed for shipping, is too large to be transported to sea 
by normal means when replacements are required. “That is a huge challenge that we 
currently have right now,” said a captain with the JSF Program Office. He said the 
program office is working with the Navy staff and carrier systems planners to solve the 
problem. 
Source: http://nosint.blogspot.com/2010/11/jsf-engine-too-big-for-regular.html 

[Return to top]  

Banking and Finance Sector 

12. November 30, Seattle SunBreak – (Washington; International) Hacker breached 
1,000+ credit card accounts in Seattle attack. At the end of October, a wave of credit 
card fraud caught people’s attention, with the Tukwila, Washington-based BECU credit 
union acknowledging some 100 cases reported by its capitol hill customers. A month 
later, the U.S. Secret Service said that more than 1,000 credit and debit card accounts 
may have been breached by a foreign hacker. Reports Bank Info Security: The scheme 
appears to involve the sale or distribution of the stolen account information to 
numerous individuals across the country, as well as in foreign countries. Those 
individuals then used the information to make purchases against the consumer 
accounts. Capitol Hill Seattle (CHS) reported on the story from the ground up, 
discovering that the Broadway Grill restaurant was the victim of a hack of its software, 
and then the hacker was able to “leapfrog from the restaurant’s access to a critical 
server in the transaction process” where account information was available. “He was 
able to access numbers off the server going back prior to October,” a Secret Service 
Agent told CHS, gaining access to accounts of people who had never eaten at 
Broadway Grill. At that time, fraud reports had totaled about 400. 
Source: http://thesunbreak.com/2010/11/29/hacker-breached-1000-credit-card-
accounts-in-seattle-attack 

13. November 29, St. Petersburg Times – (Florida) Bomb threat empties East Lake 
bank. A Fifth Third Bank in East Lake, Florida was evacuated November 29 after the 

http://www.phonescoop.com/news/item.php?n=7037�
http://nosint.blogspot.com/2010/11/jsf-engine-too-big-for-regular.html�
http://thesunbreak.com/2010/11/29/hacker-breached-1000-credit-card-accounts-in-seattle-attack�
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company received a bomb threat, authorities said. “A male called, and he stated that the 
place was going to blow up,” said a Pinellas County Sheriff’s Office spokesman. The 
sheriff’s office was notified of the threat to the bank branch at 1100 East Lake Road 
about 12:45 p.m. Authorities were on the scene, and there was no indication of an 
explosive device, the spokesman said. 
Source: http://www.tampabay.com/news/publicsafety/bomb-threat-empties-east-lake-
bank/1137033 

14. November 29, Forbes – (National) WikiLeaks will unveil major bank scandal. First 
WikiLeaks exposed government secrets. Next up: The private sector, starting with one 
major American bank. In an exclusive interview earlier in November, the WikiLeaks 
founder told Forbes that his whistleblower site will release tens of thousands of 
documents from a major U.S. financial firm in early 2011. The WikiLeaks founder 
would not say exactly what date, what bank, or what documents, but he compared the 
coming release to the e-mails that emerged in the Enron trial, a comprehensive look at a 
corporation’s bad behavior. “It will give a true and representative insight into how 
banks behave at the executive level in a way that will stimulate investigations and 
reforms, I presume,” he told the Forbes reporter. 
Source: http://blogs.forbes.com/andygreenberg/2010/11/29/exclusive-wikileaks-will-
unveil-major-bank-scandal/?boxes=Homepagechannels 

15. November 29, Gwinnett Daily Post – (Georgia) FBI: Armored car employee robbed 
Monday at gunpoint. The robbery of an armored car employee November 29 in 
Snellville, Georgia, may be connected to a recent series of similar crimes in metro 
Atlanta, officials said. According to the FBI’s Atlanta office, a courier for Loomis 
Armored Car was reloading an ATM at the Wells Fargo Bank at 3520 Centerville 
Highway November 29, when a black man approached him and put a semi-automatic 
handgun to his head at about 9:20 a.m. The suspect made out with an undisclosed 
amount of cash and was seen getting into the back seat of a blue or silver vehicle, 
described as possibly being a “Buick, Oldsmobile or Jaguar,” the Special Agent in 
Charge said. Gwinnett police responded to the scene before turning it over to the FBI. 
The robber is described as a black man in his late 20s, medium build and wearing a 
black-hooded sweatshirt and black cap. FBI agents are “comparing the details” of 
several other armored vehicle robberies in recent months — including another in 
Gwinnett — to weigh whether they are connected, the Special Agent in Charge said. 
Source: 
http://www.gwinnettdailypost.com/localnews/headlines/FBI_Armored_car_employee_r
obbed_Monday_at_gunpoint_111017449.html 

16. November 29, Swellesley Report – (Massachusetts) Wellesley bank robber — the U-
30 Bandit — pleads guilty. The Boston branch of the FBI announced November 29 
that a Norwood, Massachusetts man dubbed the “U-30 Bandit” has been convicted in 
federal court of eight counts of armed bank robbery, including at a Bank of America in 
Wellesley in March 2009. The 34 -ear-old suspect pled guilty to the eight counts related 
to bank robberies in which he brandished a semi-automatic handgun and sometimes left 
behind hoax devices that initially looked like bombs. He became known as the U-30 

http://www.tampabay.com/news/publicsafety/bomb-threat-empties-east-lake-bank/1137033�
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Bandit because he got in and out of the banks he robbed in under 30 seconds. The 
suspect faces up to 25 years in prison on each count of bank robbery. His half brother 
and getaway driver was sentenced for his role in 3 robberies to 60 months in jail. 
Source: http://www.theswellesleyreport.com/2010/11/wellesley-bank-robber-the-u-30-
bandit-pleads-guilty/ 

17. November 29, Alton Telegraph – (National) Reports of card fraud still coming 
in. Law enforcement agencies continue to receive reports of fraudulent purchases and 
cash withdrawals from the accounts of customers at two Bethalto, Illinois-area financial 
institutions, leading authorities to believe organized crime may be involved. “We’re 
still getting them and turning them over to the FBI,” said a Madison County Sheriff’s 
Department spokesman. The thief could be operating offshore and selling credit and 
debit card numbers to others in the United States, he said. He said the numbers indicate 
a large operation, perhaps international in scale. The institutions are First MidAmerica 
Credit Union, and Liberty Bank in Bethalto. Fraudulent transactions have been made 
all over the country, including the Texas cities of Houston, Dallas, and Waco, as well 
as in Colorado, and Louisiana. The transactions have ranged between $46 and $651 
each. The spokesman said his office has received 30 reports of fraudulent transactions, 
and perhaps hundreds of reports have come in to other law enforcement agencies. The 
Bethalto Police Department received six reports in the week from November 22 to 
November 29. 
Source: http://www.thetelegraph.com/news/reports-47727-fraudulent-dixon.html 

For more stories, see items 39 and 47  
 
[Return to top]  

Transportation Sector 

18. November 30, Associated Press – (International) Man charged with releasing cruise 
ship anchor. A California man faces charges after allegedly releasing the anchor on a 
moving cruise ship heading from Costa Maya, Mexico, to Tampa, Florida. The FBI 
reports that the passenger on Holland America’s MS Ryndam entered a restricted area 
and released the ship’s rear anchor November 27. The man faces charges in Tampa 
federal court of attempting to damage a vessel and endangering a ship’s safe 
navigation. The 719-foot ship was not damaged. The passenger was identified using 
surveillance footage. When questioned by the FBI, he admitted to being drunk at the 
time. He acknowledged releasing the anchor, as well as throwing a life buoy overboard. 
Source: http://www.myfoxphoenix.com/dpps/news/national/cruise-ship-anchor-arrest-
apx-113010_10859422 

19. November 30, Helena Independent Record – (Montana) Helena flight makes 
emergency landing in Great Falls. A plane heading from Helena, Montana, to 
Denver, Colorado, November 29 had to make an emergency landing in Great Falls, 
Montana following engine problems. The assistant director for the Helena Regional 
Airport said one of the thrust reversers, which are used to reduce the plane’s speed, was 

http://www.theswellesleyreport.com/2010/11/wellesley-bank-robber-the-u-30-bandit-pleads-guilty/�
http://www.theswellesleyreport.com/2010/11/wellesley-bank-robber-the-u-30-bandit-pleads-guilty/�
http://www.thetelegraph.com/news/reports-47727-fraudulent-dixon.html�
http://www.myfoxphoenix.com/dpps/news/national/cruise-ship-anchor-arrest-apx-113010_10859422�
http://www.myfoxphoenix.com/dpps/news/national/cruise-ship-anchor-arrest-apx-113010_10859422�
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not functioning correctly. The plane’s pilot chose to land in Great Falls versus back at 
Helena because of more favorable runway conditions. 
Source: http://helenair.com/news/local/article_1f710846-fc4d-11df-a793-
001cc4c03286.html 

20. November 30, VOA News – (International) Somali pirates hijack Malaysian ship, 23 
crew. Somali pirates have hijacked a Malaysian-flagged container ship in the Indian 
Ocean. Multiple sources said November 30 that pirates seized the MV Albedo west of 
the Maldives islands November 26. The ship was en route from the United Arab 
Emirates to Kenya. The European Union’s anti-piracy force said the Albedo has a crew 
of 23 from Pakistan, Bangladesh, Sri Lanka, and Iran. Somali pirates are now reported 
to be holding at least 22 vessels with more than 500 hostages. Pirates have continued to 
hijack ships despite naval patrols by the European Union, the North Atlantic Treaty 
Organization, and countries such as Russia and China. 
Source: http://www.voanews.com/english/news/africa/Somali-Pirates-Hijack-
Malaysian-Ship-23-Crew-111034399.html 

21. November 29, Lake Stevens Journal – (Washington) SR 20, North Cascades Highway 
temporarily closed for snow storm. The North Cascades Highway (SR 20) 
temporarily closed at 4 p.m. November 29, in lieu of weather forecasts projecting up to 
2 feet of new snow through November 30. The Washington State Department of 
Transportation (WSDOT) closed the highway because the potential for avalanches is 
too high and dangerous. The highway is closed between milepost 134, 7 miles east of 
Diablo Dam on the west side of 4,855’ Rainy Pass and milepost 171, 9 miles west of 
Mazama on the east side of 5,477’ Washington Pass. Crews will reassess the avalanche 
and road conditions following the storm to determine if the roadway can be safely 
cleared and reopened. 
Source: http://www.lakestevensjournal.com/county-state/article.exm/2010-11-
29_sr_20__north_cascades_highway_temporarily_closed_for_snow_storm__ 

22. November 29, WHAS 11 Louisville – (Kentucky) Delta flight to Memphis makes 
emergency landing at Louisville airport. A passenger jet to Memphis, Tennessee had 
to be diverted to an airport at Louisville, Kentucky, November 29, because of problems 
with the cabin pressure. The Delta flight originated from Toronto, Canada. There are no 
reports of any injuries. Passengers were able to get on another jet to head for Memphis. 
Source: http://www.whas11.com/news/Delta-flight-to-Memphis-makes-emergency-
landing-at-Louisville-airport-111010334.html 

For another story, see item 4  
 
[Return to top]  

Postal and Shipping Sector 
 

Nothing to report 
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[Return to top]  

Agriculture and Food Sector 

23. November 30, Chattanooga Times Free Press – (Georgia) Counties declared ag 
disasters. More than 150 Georgia counties have been declared agricultural disaster 
areas as excessive heat and drought took a toll on crops over the summer. To qualify, 
counties had to have sustained production losses of 30 percent or greater because of the 
drought. The disaster designation by the U.S. Department of Agriculture (USDA) 
allows farmers in the designated counties to be considered for low-interest emergency 
loans from the department’s Farm Service Agency. In a news release, Georgia’s 
governor praised the USDA decision to “do everything in our power to assist farmers in 
counties that have been hit hard by dry weather and extreme heat in the past several 
months.” Soybean, corn, and cattle farmers all took a hit over the summer. Farmers in 
qualified counties have until July 26, 2011, to apply for emergency loan assistance. 
Source: http://www.timesfreepress.com/news/2010/nov/30/counties-declared-ag-
disasters/ 

24. November 30, CNN – (National) Senate approves long-delayed food safety bill. The 
U.S. Senate passed a food safety bill November 30 to give more power to the Food and 
Drug Administration (FDA), more than a year after the House of Representatives 
passed a similar measure. The bill, designed to bolster the safety of the nation’s food 
supply, passed 73 to 25. A version of the bill was passed by the House of 
Representatives in July of 2009 but had languished in the Senate, a fact that has 
angered some food safety advocates. At that time, the Center for Science in the Public 
Interest said there had been 85 recalls of FDA-regulated foods since the House of 
Representatives passed their version of the bill. The recalls were associated with 1,850 
reported illnesses, the report said. The bill, called the Food Safety Enhancement Act (S. 
510), covers many aspects of food safety, including better preventive control measures 
by manufacturers, more frequent inspections of facilities, and greater FDA authority 
over recalls. The bill is supposed to help the government and food manufacturers 
handle situations like recent recalls on lettuce, peanuts, and eggs. The bill will allow the 
FDA to order direct recalls instead of relying on voluntary recalls by manufacturers. 
Source: 
http://www.cnn.com/2010/POLITICS/11/30/food.safety.bill/index.html?hpt=C1 

25. November 29, Oxford Press – (Ohio) Bomb threat reported at Arby’s. Authorities 
found no bombs November 28 after a threat was called in to Arby’s on Lynn Street in 
Oxford, Ohio. The restaurant received a call at 1:34 p.m. from a man who said, 
“There’s a bomb in the bathroom,” according to police. Employees checked the 
bathrooms and found nothing. The building was evacuated. Police and firefighters 
found nothing inside or outside the building. 
Source: http://www.oxfordpress.com/news/oxford-news/bomb-threat-reported-at-arbys-
1015993.html 
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26. November 29, Associated Press – (Alabama) Priceville diner hit by fire. Officials in 
Priceville, Alabama, said fire gutted a restaurant November 28 near the Alabama 67 
and I-65 interchange. Libby’s Catfish & Diner was closed after a fire that required 
emergency response from three fire departments. The cause of the blaze remains 
unknown. Responders are not sure what started the blaze, but signs of a minor 
explosion suggested it could have been a gas leak. State fire officials will investigate. 
Source: 
http://www.montgomeryadvertiser.com/article/20101129/NEWS/101129010/Priceville
+diner+hit+by+fire+ 

27. November 29, KITV 4 Honolulu – (Hawaii) Slugs, tree frogs found in shipments of 
Christmas trees. Agriculture inspectors in Hawaii are shaking up the latest load of 
Christmas trees to arrive in Honolulu. Matson Navigation Company’s last large 
shipment of evergreens arrived November 27 and underwent a thorough screening 
November 28. State agriculture inspectors looked at 62 refrigerated containers holding 
thousands of Christmas trees from the Pacific Northwest. “Today, we found several 
slugs and we’re concerned about it being a problem here to our agriculture industry, 
environment and also public safety,” said a plant quarantine inspector. Inspectors 
stopped the container holding 200 to 400 trees, and tagged it for quarantine until the 
agriculture department identifies the slug. The inspector said any pest that is new to the 
islands could pose a problem. The previous week, consumers found two tree frogs in 
their Christmas trees and turned them over to the agriculture department. 
Source: http://www.kitv.com/r/25944742/detail.html 

28. November 29, Cody Enterprise – (Wyoming) Herd tests positive for brucellosis. A 
second cattle herd in Park County, Wyoming, was confirmed to test positive for 
brucellosis. A state veterinarian said this case is not connected to another herd that 
tested positive earlier this month, and it most likely caught the disease from free 
roaming elk. “The culture we took is the same that’s showing in the elk,” he said. This 
new case still will not affect the brucellosis-free status of the state, he said. Two of 12 
cattle within Wyoming’s Designated Surveillance Area, where cattle have to be tested 
before changing ownership, showed positive for the bacterial disease. 
Source: http://www.codyenterprise.com/news/local/article_8f847a76-fc09-11df-9a90-
001cc4c002e0.html 

29. November 29, KMSB 11 Tucson – (Arizona) Haz mat situation evacuates businesses 
in midtown Tucson. A Tucson, Arizona meat-packing business was evacuated 
November 29 after an ammonia leak. Tucson fire officials said 14 employees fled the 
business. Seven other businesses and two homes in the area were also temporarily 
evacuated. It happened at the Stock Yards near the intersection of 14th Street and Kino 
Parkway. Fire officials said the ammonia is toxic and can cause serious injury if 
inhaled. One employee was treated at the scene but refused transport to a hospital. 
Source: http://www.fox11az.com/news/local/Haz-mat-situation-evacuates-businesses-
110985754.html 
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Water Sector 

30. November 30, Lakeland Ledger – (Florida) Mulberry still without water this 
morning. The water is off in Mulberry, Florida, and is is not clear when it will be back 
on, a city spokeswoman said November 30. As of 10:45 a.m., crews were still working 
to fix a major mechanical failure at the utility, and they did not have an estimate of 
when it would be fixed. Mulberry utility customers should expect the water to be off all 
day, and they will need to boil water for sometime after it is restored. 
Source: 
http://www.theledger.com/article/20101130/NEWS/101139999/1002/sports?Title=Mul
berry-Water-Utility-Reports-Outage 

31. November 29, Wilkes Journal-Patriot – (North Carolina) 76 million gallons lost due to 
town water leaks. North Wilkesboro, North Carolina, is losing 94 million gallons of 
water annually, or approximately 10 percent of the amount produced at the town’s 
water treatment plant. Eight percent of the loss, of 76 million gallons per year, is 
attributed to “real loss,” or leakage from pipes. Based on an average production cost of 
23 cents per 1,000 gallons, the value of the lost water is $18,000. Two percent of the 
loss is “apparent loss” due to meter inaccuracies or theft. Based on the retail water rate 
of $2.59 per 1,000 gallons (combined water and sewer rates), that’s a $45,000 annual 
loss. The leak detection results were reported November 23 to the North Wilkesboro 
commissioners by an engineer with Cavanaugh and Associates. He explained the 
purpose of the study was to establish a baseline amount of water being lost, and to 
develop performance indicators to monitor future water loss. The researchers identified 
eight different significant leaks that town crews will repair, if possible. The engineer 
said the town’s percentage of water loss, compared to other towns, was “low to 
medium.” 
Source: http://www.journalpatriot.com/fullstory.asp?id=2751 

32. November 29, Lebanon Daily News – (Pennsylvania) Oil leaks into Quittie. Between 
300 and 400 gallons of heating oil leaked into the Quittapahilla Creek the weekend of 
November 27 and 28 from a vacant building that soon will be torn down as part of the 
bridge project over the railroad tracks in Lebanon, Pennsylvania. It may have been 
caused by criminal activity inside the building. The planning officer for the Lebanon 
County Emergency Management Agency said a water pipe burst in the former PDK 
warehouse at Ninth and Scull streets November 27 and flooded the basement. Water 
filled two underground oil tanks and forced the remaining oil out of the tanks. The oil-
and-water mixture then leaked through cracks in the building’s foundation, into the 
storm-water system and then into the Quittie. “I would say both Saturday and Sunday 
you could consider it an environmental emergency,” the planning officer said. “If you 
don’t contain it, it could get into the [Swatara Creek], and there are a couple of water 
departments along the Swattie that take drinking water from it.” City fire crews and the 
Lebanon County Hazardous Materials Unit responded. He said crews spent 7 hours on 
the scene November 27, and another 6 hours there November 28. He estimated that 75 
percent of the leaked oil was contained. The incident is being investigated by police for 
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possible criminal activity. 
Source: http://www.ldnews.com/news/ci_16735518 

For another story, see item 7  
 
[Return to top]  

Public Health and Healthcare Sector 

33. November 30, Associated Press – (National) NJ man pleads guilty in tax refund 
fraud scheme. A New Jersey man has pleaded guilty to participating in a scheme to 
file false tax returns using stolen personal information. The 28-year-old Englewood 
man pleaded guilty November 29 in U.S. District Court in Newark to conspiracy to file 
false claims against the United States and to commit credit card fraud. Prosecutors said 
he and others used names and Social Security numbers stolen from medical records at 
hospitals and government offices to file false federal income tax returns that claimed 
tax refunds. The Internal Revenue Service paid at least $200,000 in refunds based on 
the conspirators’ claims. The criminal faces up to 5 years in prison and a $250,000 fine. 
Sentencing is set for February 28. 
Source: 
http://www.dailyrecord.com/article/20101130/UPDATES01/311300015/NJ+man+plea
ds+guilty+in+tax+refund+fraud+scheme 

34. November 29, KCRA 3 Sacramento – (California) Suspicious fire hits Sacramento 
dental office. A two-alarm blaze hit a Sacramento, California, dental office November 
29 near Florin Road and South Land Park Drive, officials said. The City of Sacramento 
Fire Department said they are concerned about hazardous materials inside the office. 
The fire started at 6:30 p.m., officials said. A dentist was the first to respond after the 
office intrusion alarm went off the evening of November 29. Because of the alarm, fire 
investigators said the fire is suspicious. Sacramento fire investigators said no one was 
injured, but the fire destroyed several businesses. The cause remains under 
investigation. 
Source: http://www.kcra.com/mostpopular/25954252/detail.html 

35. November 26, Associated Press – (Maryland) Md. fire marshal: Medical clinic blaze 
suspicious. Maryland fire investigators said a blaze that destroyed a medical clinic in a 
historic Frederick, Maryland, farmhouse is considered suspicious. A deputy state fire 
marshal said November 26 that an arson dog detected accelerants at the scene of the 
November 25 fire in the farmhouse in the 8100 block of Runnymeade Drive. Officials 
said two firefighters sustained minor injuries while battling the blaze. The marshal said 
investigators have been in touch with the owner, but he is out of the state. The clinic 
closed earlier this year after the doctor’s medical license was suspended. 
Source: http://www.myfoxdc.com/dpp/news/maryland/md-fire-marshal-medical-clinic-
blaze-suspicious-112610 
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Government Facilities Sector 

36. November 30, CNN and Associated Press – (Wisconsin) Police: School suspect fired 
at least 5 times, had more bullets. A 15-year-old sophomore, accused of holding 23 
classmates and a teacher hostage for about 5 hours November 29 at his Marinette, 
Wisconsin high school, fired his two weapons at least five times and had a duffel bag 
containing more bullets with him, authorities said November 30. The alleged hostage-
taker died November 30 at a hospital of a self-inflicted gunshot wound, authorities said. 
The teen turned one of his guns on himself as police broke into the Marinette High 
School classroom after hearing gunshots. All 24 hostages were unharmed. The 
Marinette police chief said police are still trying to determine a motive, saying the 
student was well-liked, had no prior law enforcement contact, and “was a good 
student.” Five or six shell casings from both weapons — a .22-caliber semi-automatic 
and a 9-millimeter semi-automatic — were found in the classroom. Bullets were also 
found in the suspect’s pocket at the hospital, and a duffel bag left in the classroom 
contained “numerous live rounds,” the chief said. A bomb squad was called in to X-ray 
and remove the bag. The school was closed November 30. 
Source: 
http://www.cnn.com/2010/CRIME/11/30/wisconsin.hostage/index.html?hpt=T2 

37. November 30, WTVB 1590 AM Coldwater – (Michigan) Police: Attack against 
Wayne State University thwarted. A violent attack planned on the campus of Wayne 
State University (WSU) in Detroit, Michigan has been thwarted by police. Officers and 
the FBI raided the home of the student from Dearborn, Michigan, who made the 
threats. The student has been banned from the WSU campus but has not been 
identified. A statement from the university said no weapons or ammunition were found 
in the search of the student’s residence. 
Source: http://wtvbam.com/news/articles/2010/nov/30/police-attack-against-wayne-
state-university-thwar/ 

38. November 30, Ridgewood Patch – (New Jersey) State government Web sites 
knocked offline Monday. Problems with a cooling unit are being blamed for the 
temporary shut down of many of New Jersey government’s most visited Web sites 
November 29, NorthJersey.com reported. The main state Web site remained offline 
until well after midnight. The outage impacted many state agency sites, including the 
motor vehicle commission, attorney general’s office, treasury department, and 
governor’s office. A treasury department spokesman said officials were forced to shut 
down the Web site’s servers after a cooling unit broke. The servers were shut down to 
prevent overheating. 
Source: http://ridgewood.patch.com/articles/state-government-websites-knocked-
offline-monday-6 

39. November 29, Associated Press – (New York) Tech expert charged in $4M theft 
from Columbia U. A computer expert engineered a more than $4 million theft from 
Columbia University in New York by manipulating its bill-paying system, and he used 
some of the money to buy himself an $80,000 car, prosecutors said. The suspect is 
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fighting the charges, and “we expect that he’ll be vindicated,” his lawyer said 
November 29. According to prosecutors, one of Columbia’s accounts was altered in 
October to channel money illicitly into an account in the name of the suspect’s 
information technology business. The account collected more than $4.4 million — then 
withdrawn in cash or transferred to other accounts controlled by the suspect — before 
his arrest the week of November 22 at his Bronx, New York home, a court complaint 
said. Found with $200,000 in cash on him and his $80,000-plus Audi parked outside, 
the suspect, 48, said: “The money just appeared in my account,” according to the 
complaint. 
Source: http://online.wsj.com/article/AP9ffbb3a15fd143e4a4d81f0f219d47ed.html 

40. November 29, InformationWeek – (National) WikiLeaks fallout: White House orders 
security clampdown. The U.S. President’s administration November 29 ordered all 
federal agencies that deal with sensitive information to review and enhance their 
internal security programs in an effort to staunch the flow of unauthorized documents 
to WikiLeaks and other rogue Web sites. Among other things, the administration is 
ordering agency heads to develop stricter criteria for determining which federal 
employees are given access to secured computer systems and networks that store 
classified data. “Our national defense requires that sensitive information be maintained 
in confidence to protect our citizens, our democratic institutions, and our homeland,” 
said the Office of Management and Budget director, in a letter to agency heads. Several 
newspapers, including The New York Times, Der Spiegel, The Guardian, and Le 
Monde, over the weekend published stories that disclosed the contents of classified, 
U.S. government documents first obtained by WikiLeaks. 
Source: 
http://www.informationweek.com/news/security/management/showArticle.jhtml?articl
eID=228400135&cid=RSSfeed_IWK_News 

[Return to top]  

Emergency Services Sector 

41. November 30, Inland Valley Daily Bulletin – (California) Hazardous chemical 
prompts evacuation in Mira Loma. Firefighters evacuated 20 employees from a Mira 
Loma, California, business November 29 after someone brought a container of 
hazardous chemicals to a fire station. California Fire officials said a small container of 
calcium carbide was dropped off at Station 17 in the 10400 block of San Sevaine Way 
in Mira Loma at 4:49 p.m. The substance can be used to make acetylene gas and is 
flammable when it comes in contact with water, fire officials said. Firefighters 
evacuated a neighboring business as a precaution. Hazardous materials personnel 
removed the container from the fire station. 
Source: http://www.dailybulletin.com/news/ci_16739493 

42. November 29, Denver Post – (Colorado) Colorado rural ambulance services in a 
state of emergency. Morgan County Ambulance Service has been dipping into a 
reserve fund every year to cover losses but now faces a budget crisis hitting many rural 
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ambulance services in Colorado. Facing falling revenue and budget cuts, the rural 
ambulance services are searching for ways to maintain emergency services. The 
Morgan County service gets no tax revenue from the county, relying solely on patient 
billing. Other counties from Summit to Bent to Logan have searched for more 
permanent funding solutions to preserve their communities’ links to emergency health 
care. The Morgan County ambulance director and a paramedic choose their safer and 
cheaper converted Chevy Suburban ambulance for the slip-and-fall calls and many 
other runs. The director pioneered full-service SUV ambulances for this part of 
Colorado in one of his many penny-pinching efforts to preserve the endangered 
ambulance company. With no backup from the government, places like Summit have to 
get creative to find money. “I have patients that are paying $20 a month for 5 years,” 
said the Summit County ambulance director. “And we will absolutely accept that if 
they get on a payment plan with us.” 
Source: http://www.denverpost.com/headlines/ci_16731038 

43. November 29, KOMO 4 Seattle – (Washington) Package prompts evacuation of 
Bainbridge Island police station. A suspicious package brought to the Bainbridge 
Island Police Department in Washington November 29 prompted an emergency 
evacuation. A woman who found an unrecognized container in her car brought it to the 
station, said a police lieutenant. Fearing the package contained explosives, police 
contacted the Washington State Patrol (WSP). WSP X-rayed the item on the scene and 
determined it did not contain any explosives. The police station, as well as all 
neighboring structures within 500 feet, were evacuated during the incident. The origin 
of the package has not been determined. 
Source: http://www.komonews.com/news/local/111008424.html 

44. November 28, Fort Lauderdale Sun Sentinel – (Florida) Fla. sheriff’s tech tool has ear 
for crime. For the last 8 months, the Broward Sheriff’s Office in Florida has been 
testing a $500,000 audio-surveillance system that has yielded several arrests. The 
gunfire detection system, called the ShotSpotter, was credited most recently in the 
arrest of four men who, deputies said, took part in a home-invasion robbery. The 
system is so accurate, it directed deputies to within 30 feet of where the bullets were 
fired, said a sheriff deputy detective. Law enforcement agencies nationwide have 
installed 65 ShotSpotter systems. In Florida, only Broward, and the Riviera Beach 
Police Department are using the equipment. A big drawback has been the price of the 
acoustic gunfire tracking system itself, starting at about $200,000 per square mile 
covered. The FBI loaned the system to Broward in April. One academic who studied a 
similar system in Virginia warned in 2008 that law enforcement should not rush to 
spend tax money on it. An early problem was the system picked up noises like 
firecrackers or a car backfiring, and mistook them for gunfire. To teach the ShotSpotter 
software, Broward’s Sheriff’s Office goes through each of the sound files every week 
and tells the computer what triggered the sensors. The computer then rejects sounds 
that match those made by non-weapons. 
Source: http://www.officer.com/online/article.jsp?siteSection=1&id=55566 
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Information Technology Sector 

45. November 30, Infosecurity – (International) Security researcher warns on fake trojan 
removal kit. A security researcher has issued a warning about a fake trojan removal kit 
that infects Windows users with the ThinkPoint Rogue malware. Writing in his security 
blog November 29, the researcher said the “Windows Trojan Removal Kit” effectively 
hijacks users’ PCs using the ThinkPoint Rogue malware. This malware, the Sunbelt 
Software/GFI Software researcher said, only has a close to 50 percent detection rate in 
the IT security software stakes. The file, he said, is currently being offered up by 
typical “fake security scan” pages, such as microsoftwindowssecurity152(dot)com. 
Installing the executable can potentially cause fake “Blue Screens of Death” and 
payment nag screens to appear. He has posted details on his blog about how to work 
around the supposed locked up desktop, and how the malware appears to be flagging 
itself as Trojan.Win32.Generic.pak!cobra, a malware infection that was originally 
discovered at the start of this year. 
Source: http://www.infosecurity-magazine.com/view/14302/security-researcher-warns-
on-fake-trojan-removal-kit/ 

46. November 30, Softpedia – (International) New rootkit functions as adware 
distribution platform. Security researchers from BitDefender have come across a new 
rootkit, which seems designed to drop a lot of adware programs on the infected 
systems. Detected as Rootkit.Woor.A, the malware installs itself as a randomly named 
service and runs as a system driver. This allows it to perform actions with kernel 
privileges. The rootkit overwrites the legit explorer.exe with a malicious version, which 
is subsequently called during the normal system boot process. The rootkit also 
interferes with the operation of antivirus programs and other system monitoring 
application by preventing their execution on the system. The researchers warn that a 
component downloads all sorts of adware-like programs, such as games, video players, 
or streaming and instant messaging utilities. The rogue programs ask users to pay for 
licenses and having so many installed on the computer can affect its performance 
considerably. 
Source: http://news.softpedia.com/news/New-Rootkit-Functions-as-Adware-
Distribution-Platform-169448.shtml 

47. November 29, Computerworld – (International) Scammers can hide fake URLs on 
the iPhone, says researcher. Identity thieves can hide URLs on the iPhone’s limited 
screen real estate, tricking users into thinking they are at a legitimate site, a security 
researcher said November 29. In a proof-of-concept, the researcher showed how 
legitimate Web applications such as Bank of America’s mobile banking application 
hide Safari’s address bar after rendering the page. He speculated that developers use 
this practice to use as much as possible of the limited screen real estate on mobile 
devices like the iPhone. “Note that on the iPhone, this only happens for sites that follow 
directives in HTML to advertise themselves as mobile sites,” said the researcher on his 
personal blog and in an entry on the SANS Institute’s blog. The ability to hide the 
address bar in iOS is by design, noted the researcher. “I did contact Apple about this 
issue and they let me know they are aware of the implications, but do not know when 
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and how they will address the issue,” the researcher said. He suggested that Apple 
modify iOS to prevent Web applications from hiding the URL. 
Source: 
http://www.computerworld.com/s/article/9198380/Scammers_can_hide_fake_URLs_o
n_the_iPhone_says_researcher 

48. November 29, PC World – (International) Ransomware attack resurfaces to hold 
files hostage. The latest ransomware attack seems to be a variant of the GpCode Trojan 
that has made seemingly annual reappearances to extort money for the past few years. 
A compromised system will show a Notepad pop-up, or change the desktop 
background to display a message that reads “Attention!!! All your personal files were 
encrypted with a strong algorithm RSA-1024 and you can’t get an access to them 
without making of what we need!” This message is followed by more broken English 
instructions directing the user to read a text file explaining that a ransom of $120 is 
required to get the decryption key. Past ransomware extortion efforts created an 
encrypted copy of the file, but left the original intact. This latest version, however, 
encrypts the original file — making any recovery efforts significantly harder, if not 
virtually impossible. Users are directed to shut the computer down as quickly as 
possible once the ransom alert appears. In the background, the malware is still busy 
doing its dirty work, and by shutting the system down — yanking the plug from the 
wall if necessary — the user might be able to save some of the data. 
Source: http://www.networkworld.com/news/2010/112910-ransomware-attack-
resurfaces-to-hold.html?hpg1=bn 

49. November 29, The Register – (International) Pirate Bay appeal failure spawns more 
DoS attacks. The failure of the Pirate Bay appeal has spawned reprisal denial of 
service attacks by the loosely banded Anonymous collective against the International 
Federation of the Phonographic Industry (IFPI). Both the ifpi.org and ifpi.se sites 
became largely unavailable November 27 after the sites became the latest target of the 
ongoing Operation:Payback campaign against entertainment industry Web sites. 
Activists behind the attack used the Low Orbit Ion Cannon (LOIC) to flood the site 
with useless traffic. The move follows the decision by a Swedish appeal court to reduce 
the sentences of three of the Pirate Bay defendants but to increase their fines. The IFPI 
chief exec was among the first to welcome the verdict, a move that arguably made the 
organization a prime target for reprisal denial of service attacks. 
Source: http://www.theregister.co.uk/2010/11/29/pirate_bay_revenge_ddos/ 

50. November 27, Softpedia – (International) Two arrested in Japan for using malware 
to steal Lineage accounts. Two people were arrested in Japan November 17 for 
allegedly infecting Lineage II players with a trojan designed to steal their online 
gaming log-in credentials. The Yomiuri Shimbun newspaper reported the two were 
arrested based on suspicion of unauthorized computer access. According to the police, 
the two met online while playing “Lineage II: The Chaotic Throne,” a very popular 
Massively Multiplayer Online Role Playing Game, and decided to hijack the accounts 
of other players. They set up a Web site claiming to offer software that artificially 
increases the abilities of Lineage II virtual characters and started advertising it. The 
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software was actually a trojan designed to steal account Lineage usernames and 
passwords. The two put game items like swords and shields found in the compromised 
accounts up for sale on specialized real-money market places. The suspects were 
allegedly able to earn almost $12,000 between April and June 2010. The police 
suspects there were more than 100 victims. The pair might also end up facing charges 
of business obstruction. 
Source: http://news.softpedia.com/news/Two-Arrested-in-Japan-for-Stealing-Lineage-
Accounts-with-Malware-169098.shtml 

For more stories, see items 51 and 53  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

51. November 30, IDG News Service – (National) P2P-based alternative to DNS hopes to 
challenge ICANN. A group led by the former Pirate Bay spokesman is forming to 
develop a peer-to-peer-based alternative to today’s ICANN-controlled DNS system, 
according to a blog posted November 30. He went public with the project, which also 
includes an alternative root server, on his Twitter account. The first step is a new root 
server, and the second step will be a new DNS system, he said. The P2P DNS project is 
aimed at keeping the Internet uncensored, the blog post said. The underlying 
infrastructure will be based on BitTorrent technology. To improve security, the data 
and the transmission will be signed, he said. Developing a system that can compete 
with DNS will be not be easy. One of the main challenges will be to offer the same 
robustness, said an IT security advisor at Swedish consultant Kirei. The P2P DNS 
Project could succeed in attracting users in file-sharing circles, but will have a hard 
time getting other users on board. The project could also come to realize the security 
advisor’s greatest fear, which is DNS will be split into different parts. 
Source: 
http://www.computerworld.com/s/article/9198638/P2P_based_alternative_to_DNS_ho
pes_to_challenge_ICANN 

52. November 30, TechFlash – (Washington) Mysterious bullet hole leads to Comcast 
outage in West Seattle. Service went down for about 2,500 Comcast customers in 
Seattle, Washington November 29 after a bullet hole was discovered to have severed a 
fiber line. Technicians for the company were able to quickly resolve the problem. In a 
Tweet, Comcast representatives admitted that an outage tied to a bullet hole is “pretty 
unusual.” In a follow-up, the company said they may never know why it occurred. A 
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TechFlash reporter reached out to Comcast to get a more detailed explanation on what 
happened and whether they have turned the matter over to the Seattle Police 
Department. A Comcast spokesman said the company did not plan to investigate 
further. 
Source: http://www.techflash.com/seattle/2010/11/mysterious-bullet-hole-leads-to.html 

53. November 29, U.S. Immigration and Customs Enforcement – (International) ICE seizes 
82 Web site domains involved in selling counterfeit goods as part of Cyber 
Monday crackdown. Seizure orders were executed against 82 domain names of 
commercial Web sites engaged in the illegal sale and distribution of counterfeit goods 
and copyrighted works as part of an ongoing investigation by U.S. Immigration and 
Customs Enforcement (ICE), known as Operation In Our Sites v. 2.0. During the 
course of the operation, federal law enforcement agents made undercover purchases 
from online retailers suspected of selling counterfeit goods. In many instances, the 
goods were shipped directly into the United States from suppliers in other countries 
using international express mail. If the goods were confirmed as counterfeit or 
otherwise illegal, seizure orders for the domain names of the Web sites that sold the 
goods were obtained from U.S. magistrate judges. Individuals attempting to access the 
Web sites will find a banner indicating the domain name of the site has been seized by 
federal authorities. 
Source: http://www.ice.gov/news/releases/1011/101129washington.htm 

For another story, see item 10  
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Commercial Facilities Sector 

54. November 30, KMBC 9 Kansas City – (Kansas) 3-Alarm blaze claims Kansas 
country club. A three-alarm fire at Milburn Golf and Country Club in Overland Park, 
Kansas was brought under control 5 hours after it was reported November 29. A fire 
department spokesman said crews were able to keep the fire from spreading to the 
club’s pro shop. But flames consumed the main portion of the clubhouse. The fire chief 
said there was a small fire earlier in the day on the roof at the clubhouse, where some 
repair work had been done. Workers thought the fire was out and never reported it, 
firefighters said. The cause of the fire is under investigation. At one point, Overland 
Park residents were also asked to conserve water because fire crews were putting so 
much water on the fire. No one was hurt in the fire. One worker was inside when the 
fire broke out and safely escaped. 
Source: http://www.firehouse.com/topic/firefighter-safety/3-alarm-blaze-claims-
kansas-country-club 

55. November 29, Reuters – (Oregon) Somali-born teen pleads not guilty in U.S. bomb 
case. A Somali-born teenager pleaded not guilty in federal court November 29 to 
charges that he tried to detonate what he thought was a car bomb at a crowded 
Christmas tree-lighting ceremony in Oregon November 26. The 19-year-old naturalized 
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U.S. citizen was arrested November 26 in Portland, capping an elaborate FBI sting 
operation that federal investigators said revealed his determination to commit mass 
slaughter. A single-page federal indictment returned against him charged him with 
attempted use of a weapon of mass destruction, an offense that carries a maximum 
sentence of life in prison. The same charge was lodged against him in a criminal 
complaint filed November 26, but the indictment frees the government from the need to 
present its case to a judge in a preliminary hearing to go to trial. His defense attorney 
entered a not-guilty plea on his behalf during a 15-minute arraignment in U.S. District 
Court in Portland, accusing the FBI of essentially entrapping his client. The defense 
attorney argued that his client was drawn into trouble by “quite sophisticated 
government agents” who were “basically grooming the individual,” and that his arrest 
“was timed for maximum impact and maximum publicity.” He also criticized FBI 
agents for failing to record their first encounter with the suspect. The FBI has 
acknowledged that technical difficulties prevented that initial meeting from being 
captured on tape. 
Source: http://news.yahoo.com/s/nm/20101130/ts_nm/us_usa_security_somali 

56. November 26, Associated Press and KING 5 Seattle – (Washington) Carbon 
monoxide poisoning sends 14 to hospital. Fourteen people were treated at a hospital 
for carbon monoxide poisoning because a family was using charcoal briquettes in a 
Lynnwood, Washington, apartment fireplace without opening the damper. Police said 
the family realized there was something wrong November 25 when a 3-year-old boy 
passed out. The boy and three adults were taken to Swedish Edmonds Hospital. 
Another 10 people, ranging in age from 8- to 34-years-old, were taken to Providence 
Colby Campus in Everett. The boy was treated for carbon monoxide poisoning with 
oxygen therapy. All of the other patients were sent to the hospital for observation. All 
units of the apartment building were briefly evacuated while firefighters ventilated the 
building. 
Source: http://www.ktvb.com/news/regional/Carbon-monoxide-poisoning-sends-14-to-
hospital-110882139.html 

For more stories, see items 29 and 34  
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National Monuments and Icons Sector 
 

Nothing to report 
 
[Return to top]  

Dams Sector 

57. November 30, Associated Press – (Louisiana) Corps to raise part of Mississippi 
River levee. The Army Corps of Engineers wants to raise a stretch of levee on the 
Mississippi River to defend the West Bank of the New Orleans, Louisiana area from 
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hurricanes. The Corps is proposing to raise about 15 miles of levee between English 
Turn and Oakville, a community south of Belle Chasse in Plaquemines Parish. The 
Corps said the river levee was designed to protect against high river waters, not 
hurricane storm surge. The river levee work is part of the work since Hurricane Katrina 
to make the New Orleans region safer from hurricanes. A public meeting to discuss the 
work is set for December 6. 
Source: http://www.wxvt.com/Global/story.asp?S=13585766 

58. November 29, Lincoln Journal Star – (Nebraska) Vandals damage Bruning Dam. In 
October, vandals threw chunks of concrete rubble down the riser of the Bruning Dam in 
Nebraska and smashed a valve used to make repairs to the Fillmore County dam. As a 
result, water has gushed through the broken valve for weeks, and repairs are impossible 
because of the pressure on the valve from the volume of water in the lake. Bruning 
Dam is about 4 miles northeast of Bruning in Fillmore County. The rustic spot boasts a 
250-acre lake that serves anglers, and duck, goose, and pheasant hunters, and 123 acres 
of public land. The general manager of the Little Blue Natural Resources District said 
recreational opportunities would be limited for months because the lake must be 
drained before the valve can be replaced for about $100. “It is not so much the cost of 
the valve, but the cost for employee time and equipment, lost groundwater recharge 
opportunities, lost construction options, and lost hunting and fishing opportunities.” 
Valve repairs will be made this fall, but the lake will not start to refill until spring. 
Source: http://journalstar.com/news/local/article_8662f55b-3987-5a17-8069-
d2d865d55fbc.html 

59. November 29, Waterloo Cedar Falls Courier – (Iowa) Corps of Engineers: Decorah 
levees need help. Decorah, Iowa’s two levees are not very good, according to the U.S. 
Army Corps of Engineers. The Corps built the levees in the 1940s and ‘50s, but 
Decorah operates and maintains the structure. Corps representatives met with city 
officials recently to discuss details of an inspection and deficiencies. The right-bank 
levee received an overall “unacceptable” rating because of problems that may prevent 
the system from performing as intended during a flood. The levee protects portions of 
the city south of the Upper Iowa River. The designation means the levee is not eligible 
for federal rehabilitation assistance if damaged in a flood or storm, the Corps said. But 
the Corps will continue to inspect the levee and provide assistance to fight flooding. 
Decorah’s left-bank levee was rated “minimally acceptable” with problems that must 
be corrected within 2 years. If the deficiencies are not fixed, the system will be 
unacceptable and become inactive. The left-bank levee protects portions of the city 
north of the Upper Iowa River. Deficiencies in the left bank were similar to those on 
the opposite side. The city administrator told Corps officials the community would 
address the deficiencies in an appropriate and timely fashion. The Corps also wants 
trees on the levees removed, including stumps and roots larger than one-half inch in 
diameter, and derrick stones lost during the flood replaced to minimize erosion. 
Source: http://wcfcourier.com/news/local/article_aafcb4bc-6be1-5ce8-89de-
a67417fec88b.html 

[Return to top]  

http://www.wxvt.com/Global/story.asp?S=13585766�
http://journalstar.com/news/local/article_8662f55b-3987-5a17-8069-d2d865d55fbc.html�
http://journalstar.com/news/local/article_8662f55b-3987-5a17-8069-d2d865d55fbc.html�
http://wcfcourier.com/news/local/article_aafcb4bc-6be1-5ce8-89de-a67417fec88b.html�
http://wcfcourier.com/news/local/article_aafcb4bc-6be1-5ce8-89de-a67417fec88b.html�


 - 22 - 

 
 
 
 

 
DHS Daily Open Source Infrastructure Report Contact Information  

 
About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday] 
summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily 
Open Source Infrastructure Report is archived for ten days on the Department of Homeland Security Web site: 
http://www.dhs.gov/iaipdailyreport 

Contact Information 
Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703)387-2267  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
 

 

http://www.dhs.gov/iaipdailyreport�
mailto:cikr.productfeedback@hq.dhs.gov�
mailto:support@govdelivery.com�
mailto:support@govdelivery.com�
mailto:support@govdelivery.com�
mailto:nicc@dhs.gov�
mailto:soc@us-cert.gov�
http://www.us-cert.gov/�

