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• According to TG Daily, the FCC on October 21 released a paper warning about a massive 
shortage of spectrum in coming years. Even if spectrum and device efficiency doubles and 
the number of cell towers continues to grow at its current pace, the U.S. will need around 
300 additional megahertz of spectrum by 2014, the report said. (See item 44) 

• The Associated Press reports that part of a shopping mall in Roseville, California, was 
destroyed October 21 after police say a man barricaded himself inside and started a fire that 
damaged an entire arm of the mall. (See item 46) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. October 21, KIRO 7 Seattle – (Washington) Power out in Gig Harbor. There was a 
large power outage in Gig Harbor, Washington, that affected 31,000 customers, 
Peninsula Light Company said. Gig Harbor reported 31,000 meters down and another 
11,000 down on the Key Peninsula, the director of member services at Peninsula Light 
said. Tacoma’s transmission line to Gig Harbor went down and crews were working 
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now to restore it. According to Peninsula Light’s Twitter account, the outage was 
caused by a problem with a transmission system in Tacoma. They said that the 
estimated time of power restoration to the Gig Harbor peninsula was 6:30 p.m October 
21. An airport near the Tacoma Narrows Bridge was running on a backup generator. 
Source: http://www.kirotv.com/news/25471122/detail.html 

For another story, see item 28  
 
[Return to top]  

Chemical Industry Sector 

2. October 22, WFOR 4 Miami – (Florida) Chemical spill bogged down traffic on I-
595. All lanes were closed at Pine Island Road around 8 a.m. on 1-595 in Davie, 
Florida, after a pool cleaning truck involved in an accident with two other vehicles 
spilled containers of chlorine and acid onto the highway. The October 22 incident 
happened between South Pine Island Road and Nob Hill Road. A second accident 
involving five vehicles occurred in the same area a short time later. No serious injuries 
were reported. The westbound lanes were shutdown for several hours as a Broward 
Sheriff Fire Rescue hazardous materials crew removed the chemicals from the road. All 
lanes were reopened to traffic around 10:30 a.m. 
Source: http://cbs4.com/local/i.595.accident.2.1975608.html 

3. October 22, Sioux Falls Argus Leader – (South Dakota) Truck explodes near 
Brandon. A large truck left the road and exploded in flames near Highway 42 and 
481st Street near Brandon, South Dakota, about 3 a.m. October 21. Deputies think there 
were chemicals in the truck that caused the explosion but they were not sure. The driver 
of the Matco vehicle was transported to a hospital with non-life-threatening injuries. 
The man driving the truck was not a Matco employee, but a mechanic who had 
serviced the vehicle and was taking it for a test drive. An accident reconstruction 
specialist began to investigate the explosion that night. 
Source: http://www.argusleader.com/article/20101022/NEWS/10220340/1001/news 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

4. October 22, Buffalo News – (New York) Tackling West Valley’s leaking 
radiation. Engineers have been working for more than a decade to figure out how to 
stop radioactive material leaked years ago from the West Valley Demonstration Project 
from seeping into a nearby creek that flows toward Lake Erie. They have built scale 
models, run sophisticated computer programs at the University at Buffalo and dug a 
trial containment wall on site. All those years of work will be put to the test by next 
week, when construction on a trench more than two football fields long and filled with 
a volcanic mineral is complete. “We don’t often see the research that we do translate 
into projects that are helping communities and cleaning up the environment, especially 
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something as innovative as this,” said a UB professor of civil, structural and 
environmental engineering. “For me, this is about as good as it gets in terms of 
combining research and education with actually solving a problem.” The problem, in 
this case, is that groundwater that trickles underneath the former nuclear waste 
reprocessing plant has been picking up a radioactive material known as Strontium-90 
that was leaked into the ground under the plant decades ago. The contaminated water 
then seeps into nearby Erdman Brook. The brook connects to Cattaraugus Creek, which 
eventually flows into Lake Erie. While engineers believe the amount of Strontium-90 in 
the water is too small to pose an immediate health and safety risk, they want to stop the 
flow and address community concerns while government agencies determine the future 
of the West Valley site. 
Source: http://www.buffalonews.com/city/communities/southern-tier/article227363.ece 

5. October 22, Fosters Daily Democrat – (New Hampshire) AG reaches agreement on 
Seabrook relicensing application. The Attorney General has reached an agreement 
with NextEra Energy Seabrook, the operator of the Seabrook Station nuclear facility in 
Seabrook, New Hampshire concerning a number of issues relating to its application for 
relicensing. Under this agreement, the State has secured NextEra’s commitment to 
undertake additional monitoring and assessment of key systems and components at 
Seabrook Station. The State has also preserved its ability to participate in any hearing 
that the NRC decides to hold on the relicensing application. According to the attorney 
general the State conducted an extensive review of NextEra’s application and engaged 
in discussions with NextEra officials over the past several weeks in an effort to identify 
ways in which NextEra could enhance the monitoring and assessment of Seabrook 
Station to continue to ensure the plant’s safety into the future. The State and NextEra 
agreed to terms relating to assessing the condition of underground piping, monitoring 
and repairing fiberglass components, committing to follow specified aging 
management programs for heat sensitive components, incorporating groundwater 
monitoring in its buried pipe aging management program, developing a plan for 
implementing a metals leaching aging management program, and developing a revised 
aging management plan for protective coatings inside the reactor containment. 
Seabrook Station generates 1,245 mw of power. Its original operating license issued by 
the Nuclear Regulatory Commission (“NRC”) expires in 2030. Recently, in accordance 
with federal regulations, Seabrook applied to extend its license for an additional 20 
years to 2050. As a result of the agreement, the State will not independently seek a 
hearing before the NRC on the relicensing application.  
Source: 
http://www.fosters.com/apps/pbcs.dll/article?AID=/20101022/GJNEWS_01/71022991
5/-1/FOSNEWS 

6. October 21, Reuters – (National) No US reactors to shut over GE/Hitachi crack 
report. None of the more than two dozen U.S. boiling-water reactors named in a report 
from General Electric Co (GE.N)/Hitachi Ltd’s (6501.T) nuclear venture will have to 
shut in the near future, the U.S. Nuclear Regulatory Commission said on October 21. 
GE/Hitachi told the NRC in a report that it had found “crack indications” on control rod 
blades at a non-U.S. nuclear power plant. The U.S. reactors were named because they 
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have a similar control rod blade design to the reactor with crack indications. The 
GE/Hitachi notification is a standard Part 21 report used to tell the industry about 
something that does not meet NRC standards. So far in 2010, nuclear equipment 
manufacturers and operating companies have filed over 40 Part 21 reports with the 
NRC, several of which list many affected reactors. The operators of the U.S. reactors 
with the blades in question will likely check whether they found any indication of 
cracks in previous inspections, an NRC spokesman said. 
Source: http://www.reuters.com/article/idUSN219367520101021 

[Return to top]  

Critical Manufacturing Sector 

7. October 22, Associated Press – (National) Red dust worries residents near US 
metals plants. Red dust covers the ground around the Alcoa alumina plant as mud is 
scooped up in Point Comfort, Texas. The red dust is the waste left after alumina is 
extracted from bauxite ore. According to experts it is unclear whether the red dust is 
harmful to health. The dust, along with the red mud lakes nearby, are reminders that the 
small town of Point Comfort and its Alcoa alumina factory are face the same 
challenges as in Hungary, where a red mud reservoir burst earlier this month, 
unleashing a massive flood of caustic red sludge that covered nearby villages and killed 
at least nine people. Many say the disaster in Hungary is unlikely to happen here. But 
the United States’ three alumina refineries have their own pollution worries. Though 
U.S. plants remove and recycle much of the caustic soda, making the waste less acidic, 
the dust still affects the lives of nearby residents. 
Source: http://www.ajc.com/business/red-dust-worries-residents-687846.html 

8. October 21, Los Angeles Times – (National) GM to set aside $773 million to clean up 
old factory sites. In an agreement that could pump new economic life into depressed 
communities from the Midwest to the East Coast, General Motors Co. will create a 
$773-million trust fund to clean up pollution at old factory sites and prepare them for 
new uses and investment. The money, put up under a deal negotiated with state and 
federal officials as part of GM’s plan to emerge from bankruptcy, is earmarked for 89 
projects in 14 states. While the ultimate goal of the cleanup is to rehabilitate the 
abandoned sites and turn them over to new businesses, the most immediate benefit may 
be the jobs created in areas that have been especially hard hit by the decline of the U.S. 
auto industry and the recession. GM agreed to establish the fund as part of its 
bankruptcy reorganization, for which it expects final approval early next year. More 
than $300 million of the $773 million would be split almost evenly between Michigan 
and New York. Michigan’s share would go to cleaning up 56 properties across the 
state, with most of the money going to remediation work in Flint. 
Source: http://www.latimes.com/business/la-fi-gm-clean-up-20101021,0,7188100.story 

9. October 21, Knoxville News Sentinel – (Tennessee) Alcoa restoring operations to 
fire-damaged mill. Aluminum sheet manufacturer Alcoa has restored operations at its 
hot mill to three shifts after a September 18 fire disrupted production. The fire damaged 
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the mill’s roof and appeared to involve fluid from a hydraulic line. No one was hurt in 
the fire. The company said the mill has been running with three shifts since October 6, 
and as repairs continue to be made in returning the mill to full production about 30 
employees have been temporarily recalled from layoffs to assist in producing aluminum 
sheet. 
Source: http://www.knoxnews.com/news/2010/oct/21/alcoa-restoring-operations-fire-
damaged-mill/ 

[Return to top]  

Defense Industrial Base Sector 

10. October 22, Vertex News – (National) Army field tests curvy uniform for women 
soldiers. The U.S. Army will field-test the first combat uniform shaped to fit women’s 
curves. Some 160,000 women currently serve in the Army, and they have long had to 
make do with unisex uniforms that were made with men in mind. As a result, 
complaints poured in that the uniforms hampered movement and were not comfortable. 
According to Paris-based news agency AFP, the new camo outfits cinch at the waist 
and feature smaller shoulders and vents for their bustlines, and the pants have elastic 
waistbands instead of drawstrings. About 600 women soldiers will field test their new 
uniforms starting in January. If all goes well, they will be standard issue sometime in 
2012. 
Source: http://mystateline.com/fulltext-news/?nxd_id=204656 

11. October 22, WAVY 10 Hampton Roads – (National) Navy to test alt-fuel powered 
vessel. The Navy will conduct a full power demonstration of an alternative fuel 
powered Riverine Command Boat October 22 at Naval Station Norfolk. The 49-foot 
vessel will run on a blend of 50 percent algae-based and 50 percent NATO F-76 fuel. 
The Riverine has been used in the Iraq War to patrol rivers. It has a shallow draft and 
travels at speeds of 40 knots. “From a strategic perspective, we are reducing reliance on 
fossil fuels from unstable locations. Tactically, efficient use of energy resources 
extends our combat range and use of non-petroleum fuels assures multiple supplies are 
available,” said the director of the Chief of Naval Operations Energy and 
Environmental Readiness Division. The testing and demonstration of alternative fuels 
for ships is led by Naval Sea Systems Command’s advanced fuels program office. The 
office, in coordination with the Task Force Energy Maritime Working Group, is 
working to achieve the Secretary of the Navy’s energy target of a Green Strike Group 
in local operations by 2012 and deploy a Strike Group, the Great Green Fleet, by 2016 
composed completely of alternatively powered ships. 
Source: http://www.wavy.com/dpp/military/Navy-to-test-alt-fuel-powered-vessel 

12. October 21, Reuters – (National) Airborne laser fails 2nd shootdown test in row. A 
converted Boeing Co 747 equipped with a powerful laser failed to shoot down a mock 
enemy ballistic missile, the Pentagon’s Missile Defense Agency said October 21, the 
system’s second botched flight test in a row. Preliminary indications are that the so-
called Airborne Laser Test Bed tracked the target’s exhaust plume but did not hand off 
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to a second, “active tracking” system as a prelude to firing the high-powered chemical 
laser, said an MDA spokesman. About $4 billion has gone into it since the Boeing-led 
team won the contract for it in 1996. The system is designed to focus a super-heated, 
basketball-sized beam on a pressurized part of a boosting missile long enough to cause 
it to fail. The Airborne Laser system successfully shot down a target ballistic missile in 
February in the first such test of a flying directed-energy weapon. 
Source: http://www.reuters.com/article/idUSTRE69K3RZ20101021 

13. October 20, Defence Professionals – (National) US Marine Corps tests Zeiss laser 
rangefinder featuring target acquisition for M1 Abrams battle tank. The US 
Marine Corps ordered a laser rangefinder featuring a target acquisition function from 
Carl Zeiss Optronics for its research and development program. “Our instruments have 
proven their reliability on numerous missions – it is therefore no wonder that the 
Marine Corps wants to continue using our Zeiss precision,” says the President & CEO 
of Carl Zeiss Optronics. He emphasizes that “the Marine Corps values the reliability of 
Carl Zeiss Optronics, both in working with the company and the technology.” Through 
this summer, the optronics company has delivered 590 laser rangefinders for the M1 
fleet.  
Source: http://www.defpro.com/news/details/18899/ 

[Return to top]  

Banking and Finance Sector 

14. October 21, Softpedia – (International) Avalanche gang switches from traditional 
phishing to ZeuS. Security researchers warn that one of the world’s largest phishing 
gangs, known in the security industry as Avalanche, is now relying on the infamous 
ZeuS trojan to steal sensitive data from users. The announcement came from the Anti-
Phishing Working Group (APWG), an international association of security vendors, 
financial organizations and law enforcement agencies, that aims to prevent identity 
theft and fraud resulting from phishing attacks. The Avalanche gang is a large 
cybercriminal syndicate believed to operate out of Eastern Europe. According to 
APWG’s statistics, it was responsible for as much as two thirds of the phishing attacks 
recorded during the second half of 2009. Since then the group seems to have scaled 
back their traditional phishing operations significantly in favor of the more efficient 
ZeuS information stealing trojan. APWG reports that only four Avalanche-related 
phishing attacks were observed during July 2010, which is significantly lower than 
2009. 
Source: http://news.softpedia.com/news/Avalanche-Gang-Switches-from-Traditional-
Phishing-to-ZeuS-162138.shtml 

15. October 21, Softpedia – (National) FBI publishes detailed cyberfraud advisory for 
businesses. Following an unprecedented rise in cybercriminal activity targeting small- 
and medium-sized businesses, municipalities, schools, and other organizations, the IC3 
has released a detailed advisory with information about preventing, detecting and 
responding to corporate account takeover incidents. The document was drafted by the 
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FBI, the United States Secret Service, the Internet Crime Complaint Center (IC3) and 
the Financial Services Information Sharing and Analysis Center (FS-ISAC). The 
advisory starts by explaining the methods used by cybercriminals to target 
organizations and gain access to their bank accounts. These include sending phishing or 
infected emails to senior executives and other key employees, often posing as 
notifications from known institutions or services. Advices regarding protecting against 
such attacks range from educating workers about security practices, to enhancing the 
security of the organization’s computer network and strengthening internal banking 
protocols. For example, the document recommends that online banking operations be 
performed from dedicated computers only. This means that those systems should not be 
used for browsing, emailing, social networking or other unrelated activities. 
Furthermore, deploying all security updates for the operating system, as well as 
installed applications is mandatory, not to mention running a comprehensive and up-to-
date anti-malware solution. The advisory also recommends enabling Data Execution 
Prevention (DEP) in Windows, blocking AutoRun and disabling JavaScript support in 
Adobe Reader, a common attack vector in corporate environments. As far as banking 
security is concerned, the law enforcement officials recommend enforcing a strict 
policy where two different persons using two separate computers are needed to 
authorize wire or ACH transfers. 
Source: http://news.softpedia.com/news/FBI-Publishes-Detailed-Cyberfraud-Advisory-
for-Businesses-162232.shtml 

16. October 21, KXLY 4 Spokane – (Idaho) School bomb threat, bank robbery possibly 
connected. Investigators are trying to determine if a bomb threat and bank robbery are 
connected in North Idaho. The bomb threat was called into Garwood Elementary 
School in Rathdrum just after 10 a.m. October 21, and just an hour later a Wells Fargo 
bank was robbed. At Garwood, 340 students were bused from the elementary school to 
Lakeland High School. Concerned parents showed up to be reunited with their kids. 
While law enforcement focused its energies at Garwood responding to the bomb threat, 
the Wells Fargo along Highway 41 in Rathdrum was robbed. The Sheriff’s Department 
is trying to figure out if the bomb threat was used as a distraction. “This is often a ploy 
that’s used to divert police to a different location so they can try to get a clear 
getaway,” the police official said. 
Source: http://www.kxly.com/news/25471519/detail.html 

17. October 21, KVOA 4 Tucson – (Arizona) Police looking for “Manila Bandit”. Tucson 
police are looking for a man they call the “Manila Bandit.” They say he has robbed at 
least three banks since July. In each of the incidents, the suspect has entered the bank 
carrying a large manila envelope. Police say he then places the money in it during the 
robbery. The following dates and locations are the three most recent known incidents 
involving this suspect: July 23, 2010 4752 East Sunrise Drive US Bank (Inside 
Safeway store) October 11, 2010 3275 North Swan Road Wells Fargo (Inside Basha’s 
store) October 18, 2010 7740 East Speedway Boulevard Pyramid Credit Union The 
suspect is described as a white male, 45 to 50 years old, 5’6” to 5’8” tall, 180 to 200 
pounds, and wearing prescription-style glasses. In each case he has worn a baseball-
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style cap, and long-sleeved shirt. 
Source: http://www.kvoa.com/news/police-looking-for-manila-bandit-/ 

18. October 21, DarkReading – (National) FBI warns of ‘Corporate Account Takeover’ 
scams. Cybercriminals are targeting the financial accounts of small and midsize 
businesses (SMBs), fraudulently transferring money directly from their accounts, the 
FBI warned October 20. In a fraud alert issued October 20, the FBI said “corporate 
account takeover” attacks use malware to steal passwords and other credentials from 
senior executives at SMBs and then use those credentials to empty the companies’ 
coffers. “To obtain access to financial accounts, cyber criminals target employees—
often senior executives or accounting, HR personnel, and business partners—and cause 
the targeted individual to spread [malware], which in turn steals their personal 
information and log-in credentials,” the FBI says in its full report. “Once the account is 
compromised, the cyber criminal is able to electronically steal money from business 
accounts,” the report explains. “Cyber criminals also use various attack methods to 
exploit check archiving and verification services that enable them to issue counterfeit 
checks, impersonate the customer over the phone to arrange funds transfers, mimic 
legitimate communication from the financial institution to verify transactions, create 
unauthorized wire transfers and ACH payments, or initiate other changes to the 
account.” In addition to targeting account information, attackers also seek to gain 
customer lists and other proprietary information, often using the same malware-
spreading techniques, the report says. The FBI first began warning enterprises about 
corporate account takeovers in 2006, but they are rising in numbers because 
cybercriminals have found them rather easy to perpetrate—especially when it comes to 
SMBs that do not have a dedicated IT security staff, the report says. The rewards are 
great—often surpassing hundreds of thousands of dollars—and the risk is low. 
Source: http://www.darkreading.com/smb-
security/security/perimeter/showArticle.jhtml?articleID=227900529 

19. October 20, Bloomberg – (National) Computer expert pleads guilty to hacker stock 
scheme. An Arizona computer specialist who did time in prison for his role in an 
Internet stock-fraud scheme pleaded guilty in New Jersey October 20 to a similar scam. 
The suspect admitted in federal court in Trenton that he inflated the prices of thinly 
traded stocks between November 2007 and February 2009 by promoting them through 
mass e-mails, or spam, and by taking over the brokerage accounts of third parties. The 
suspect also pleaded guilty in August 2009 to his role in a scheme led by another man 
who prosecutors said was once “the world’s most notorious illegal spammer.” The 
suspect, who was sentenced to a year in prison in that case, was released in April, 
records show. The other man is serving a 51-month prison term. “The conspirators may 
have updated the fraud with technology, but strip away the army of computers and this 
is a classic pump and dump scheme,” the U.S. attorney said in a statement. The suspect, 
who pleaded guilty to conspiracy to commit securities fraud and fraud in connection 
with electronic mail, faces as many as five years in prison. The U.S. district judge set a 
sentencing date of February 2.  
Source: http://www.businessweek.com/news/2010-10-20/computer-expert-pleads-
guilty-to-hacker-stock-scheme.html 
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[Return to top]  

Transportation Sector 

20. October 22, ABC News Radio – (International) TSA says marshals dealt with drunk 
passenger ‘appropriately’. A government official has confirmed with ABC News that 
federal air marshals intervened — at the request of the flight crew — in the case of an 
unruly passenger aboard a Continental Airlines flight from Houston to Brazil. On 
October 1, the federal air marshals subdued an intoxicated passenger. The marshals 
themselves were subsequently taken into custody by Brazilian authorities upon landing. 
In an official statement, the Transportation Security Administration said they believe 
the air marshals “acted appropriately within the provisions of the Convention on 
Offenses and Certain Other Acts Committed on Board Aircraft.” 
Source: http://www.670kboi.com/rssItem.asp?feedid=118&itemid=29590274 

21. October 21, KMGH 7 Denver – (Colorado) ‘Joke’ gets elderly woman removed from 
plane. An elderly woman was removed from a plane at Denver International Airport 
October 20 and questioned by police after she apparently made a joke. The 
Transportation Security Administration said it was notified by a flight crew that a 
passenger made an inappropriate comment onboard Southwest Airlines Flight 3687 
while it was at the gate. The pilot also called police, and officers asked the woman to 
get off the plane, TSA officials said. A flight attendant said when the lady handed her 
bag to the flight attendant she jokingly said, “Oh, be careful with my bag, it has a 
detonator in it.” The woman was interviewed by police then released and allowed to 
rebook her flight, TSA officials said. 
Source: http://www.thedenverchannel.com/news/25464812/detail.html 

22. October 21, KHOU 11 Houston – (Texas) Pipeline ‘pig’ crashes through Texas 
home. Those worried about the growing number of gas pipelines in North Texas may 
have new justification for their concerns. This time, it’s not a leak or an explosion, but 
a pipeline testing device that was launched into the air like a missile. The device called 
a “pig” — being used to pressure test a pipeline under construction — was launched 
like a missile out of the end of a pipe, straight toward a house 500 feet away. As the 
photographs provided to News 8 showed, it was a direct hit — right into the house’s 
bedroom. The 150 lb. flying object was retrieved by its owners, DFW Midstream. They 
admit their mistake and have offered to pay for damages to two homes. “It’s an isolated 
incident that occurred during a standard pipeline test... conducted more than 600 times 
in the area,” said the president of DFW Midstream. 
Source: http://www.khou.com/home/Pipeline-pig-crashes-through-Texas-home-
105446583.html 

23. October 21, Bio Prep Watch – (Rhode Island) Rhode Island port adds chemical 
threat detectors. Rhode Island homeland security officials have beefed up security at 
the Port of Providence by placing three chemical detectors to sample the air for 
potential chemical threats. The detectors can tell security officials if an accidental or 
intentional release of dangerous chemicals has occurred, the Providence Journal 
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reports. The devices can detect 15 industrial chemical compounds, including ammonia, 
and can identify seven bioterrorist chemical agents, including sarin and mustard gas. 
Providence Homeland Security officials staged a simulated emergency this week to 
demonstrate the capability of the chemical detectors. The simulated emergency 
involved an accident that involved a truck hitting a moving railroad train which, in turn, 
caused a chlorine release, the Providence Journal reports. The chemical detectors will 
mainly be monitored by the Enforcement Division of the state Department of 
Environmental Management.  
Source: http://www.bioprepwatch.com/news/218251-rhode-island-port-adds-chemical-
threat-detectors 

24. October 20, Associated Press – (California) Feds erred on Coast Guard texting 
before crash. Federal investigators were mistaken when they claimed that a Coast 
Guard crew member sent text messages just before his boat collided with another vessel 
and killed an 8-year-old boy before a holiday boat parade in San Diego Bay. The 
National Transportation Safety Board reported in August that a Petty Officer made and 
received a half-dozen texts only 10 to 15 minutes before the December 20 crash. A 
revised memo issued in September says the texts were made hours earlier, attributing 
the error on a time zone difference in phone records. 
Source: http://www.msnbc.msn.com/id/39763066/ns/us_news-crime_and_courts/ 

For more stories, see items 2 and 3  
 
[Return to top]  

Postal and Shipping Sector 
 

Nothing to report 
 
[Return to top]  

Agriculture and Food Sector 

25. October 22, Food Safety News – (Michigan; Arizona) Del Monte recalls cantaloupes 
for Salmonella. Del Monte Fresh Produce N.A. Inc. on October 21 recalled certain 
cantaloupes grown and shipped from Arizona for distribution in the Detroit, Michigan 
area. In a statement, Del Monte Fresh said the recalled cantaloupes “have the potential 
to be contaminated with Salmonella.” The bad cantaloupes were discovered through 
random testing by the Michigan Department of Agriculture. No illnesses have yet been 
associated with the recall. An estimated 81 cartons of cantaloupes, each containing 15 
cantaloupes per carton, were distributed beginning October 11 to wholesalers in Detroit 
who in turn sold them to other wholesalers and/or to retail and foodservice outlets. 
Source: http://www.foodsafetynews.com/2010/10/del-monte-recalls-cantaloupes-for-
salmonella-contamination/ 
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26. October 22, Food Safety News – (Illinois) Subway Salmonella outbreak linked to 
supplier. The source of the outbreak of Salmonella at Illinois Subway restaurants in 
late April and June 2010 may have been a food distributor in the central part of the 
state, authorities said October 21. In a final, 69-page report on the outbreak, the Illinois 
Department of Public Health said it could not identify the exact source of the problem, 
but that the “most likely source” of the lettuce, tomatoes, and olives linked to the 
illnesses was Lincoln-based Sysco Central Illinois Inc., which delivered produce to the 
affected restaurants. More than two dozen people were hospitalized in the outbreak, 
which included 109 confirmed cases and more than 90 probable or suspected cases. 
The report said 49 restaurants in 28 central and northern Illinois counties were 
connected to the outbreak. More than 480 workers at the stores had to be tested; a 
dozen of them were found to be positive for the Hvittingfoss strain of Salmonella. 
Source: http://www.foodsafetynews.com/2010/10/illinois-subway-salmonella/ 

27. October 21, Environmental Health News – (National) Pesticides taint one-fifth of 
kids’ food. More than one-quarter of the food eaten by a small number of U.S. children 
contained pesticides, confirming again that food is a source of chemical exposures for 
youngsters. Researchers measured 14 varieties of pesticides in the fruits, vegetables, 
and juices tested. While many studies have measured levels of pesticides in various 
foodstuffs on grocery shelves and a few have looked at levels excreted from the body, 
little has been known about the level of pesticides found in the food that children 
actually consume. The study attempted to capture the pesticide levels of foods just as 
they were prepared and in the amounts eaten by the children. High levels of pesticide 
exposure among fetuses and children have been linked to negative health effects 
ranging from increased rates of attention deficit hyperactivity disorder (ADHD) to 
increased blood pressure. In addition, recent research finds evidence of pesticide by-
products in nearly 94 percent of children studied. 
Source: http://www.environmentalhealthnews.org/ehs/newscience/pesticides-found-in-
one-fifth-of-produce-kids-eat 

[Return to top]  

Water Sector 

28. October 21, Associated Press – (West Virginia) Firm hired to study coal slurry, 
water in W.Va. Triad Engineering has been chosen to study possible links between the 
underground injection of coal slurry and the contamination of drinking water supplies 
in southern West Virginia, the Department of Environmental Protection (DEP) said 
October 21. Residents of the Boone County communities of Prenter and Seth are suing 
eight coal companies they believe poisoned their wells by pumping slurry into old 
underground mines. Slurry is the wastewater produced when coal is washed to help it 
burn more efficiently. For decades, coal companies in Appalachia have injected slurry 
into worked-out underground mines as a cheap alternative to building dams or filtration 
and drying systems. The industry defends the practice as safe, but critics contend slurry 
seeps through cracks in the earth and into the groundwater. The DEP secretary said 
Triad’s one-year study will be “far more comprehensive” than a previous DEP 
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investigation. The $130,000 study includes all homes along Hopkins Fork of Big Coal 
River and tributaries of Hopkins Fork from Seth to Prenter. 
Source: http://www.businessweek.com/ap/financialnews/D9J09NG00.htm 

29. October 21, Kinston Free Pres – (North Carolina) ONWASA continues clean up at 
wastewater treatment plant. The Onslow Water and Sewer Authorities (ONWASA) 
in North Carolina is working to complete the clean up process at the Hickory Grove 
Wastewater Treatment Plant, which was under four feet of water after rains from 
Tropical Storm Nicole. The plant, located in the Piney Green area, has returned to 
normal operation, according to a press release from ONWASA. During the heavy rains 
and flooding that followed, the plant was completely underwater, causing an 
undetermined amount of wastewater to flow into the Little Northeast Creek. The plant, 
which has a capacity of 25,000 gallons, averages less than 15,000 gallons per day. 
Work is continuing to repair the fence surrounding the facility, which was damaged by 
the floodwater, according to ONWASA. The Hickory Grove Treatment Plant is a small, 
facultative lagoon treatment facility, according to the release. Waste is captured in a 
lagoon and is then routed through a tank where it is disinfected. The treated wastewater 
is then discharged into the Little Northeast Creek. ONWASA has been in constant 
communication with the North Carolina Department of Water Quality in Wilmington. 
All of the water quality samples are indicating normal operation, and ONWASA is 
continuing to monitor the facility in compliance with our permit. 
Source: http://www.enctoday.com/news/plant-83955-jdn-wastewater-water.html 

30. October 21, Associated Press – (California) Odor complaints halt work at Richmond 
sewage plant. A Richmond, California, wastewater treatment plant has halted some 
operations after residents complained about bad smells and health problems. Residents 
of the Point Richmond neighborhood say the odor has been permeating homes and 
sickening families. Some have complained about nausea, headaches, respiratory 
problems, and other symptoms they attribute to breathing hydrogen sulfide, which has a 
rotten-egg smell. The sewage plant operator Veolia Water has reduced operations to 
minimize production of the colorless gas. The company plans to repair or replace 
cracked covers on digesting machines, which could lead to the release of hydrogen 
sulfide. Officials with the Bay Area Air Quality Management District told the Contra 
Costa Times they are investigating the complaints. 
Source: http://www.mercurynews.com/breaking-
news/ci_16398657?nclick_check=1&forced=true 

For another story, see item 4  
 
[Return to top]  

Public Health and Healthcare Sector 

31. October 22, Tulsa World – (Oklahoma) Police arrest two in pharmacy robbery 
investigation. Police in Tulsa, Oaklahoma, made two arrests after serving search 
warrants in an investigation that involves five separate pharmacy robberies, police said 
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October 22. The pharmacy robberies include a CVS Pharmacy that was robbed by a 
lone gunman about 3:40 a.m. October 21, according to a Tulsa police department 
sergeant. Following the robbery, detectives suspected one of the men and began 
surveillance on his residence. Both suspects were arrested between 7:30 p.m. and 8:40 
p.m. October 21, records show. One of the men is being held on complaint of robbery 
with a firearm, robbery of a pharmacy, possession of firearm in commission of a 
felony, trafficking controlled drugs, and tax stamp. He is being held without bond and 
is on hold for U.S. Immigration and Customs Enforcement, records show. The second 
is being held on complaint of robbery with a firearm, possession of controlled drugs 
with intent to distribute, possession of firearm in commission of a felony, and 
possession of marijuana. 
Source: 
http://www.tulsaworld.com/webextra/content/2010/crimesite/article.aspx?subjectid=45
0&articleid=20101022_11_0_TlaPlc535913 

32. October 21, KFOR 4 Oklahoma City – (Oklahoma) Medical records found in public 
recycle deposit. An Oklahoma man was dropping off some recycling items October 21 
at a Norman, Oklahoma recycling center when he came across a disturbing discovery: 
Hundreds of folders containing medical records scattered throughout the bin. The files 
had personal information about patients from all over, including Norman, Moore, 
Noble, Blanchard, Maysville, and Oklahoma City. They appear to have come from at 
least two different doctors’ offices — Norman Pediatric Associates and Norman 
Oncology — in the Norman area. The contents of the folders included detailed records 
of oncology patients, children, and their parents. The attorney for Norman Oncology 
says, “They were not released from the office and they were not thrown in the trash by 
the office of Norman Urology.” He and the attorney for Norman Pediatric Associates 
both say they are investigating how this happened. Both offices say they will also be 
contacting any patients whose information may have been compromised. 
Source: http://www.kfor.com/news/local/kfor-news-med-records-found-trash-
story,0,7956821.story 

[Return to top]  

Government Facilities Sector 

33. October 22, Associated Press – (Georgia) Feds: Brunswick man threatened gunfire 
rampage. A Brunswick, Georgia, man accused of threatening to get his gun and “shoot 
everyone” at a local Social Security office will remain jailed until trial. The suspect is 
charged with threatening to assault and murder a federal official over a confrontation 
with a Social Security representative on October 14. A U.S. magistrate judge ordered 
the man held in jail without bail after a hearing October 21. The judge said there was a 
serious risk that Taylor would endanger others if released. A federal agent said the man 
became agitated when a Social Security representative told him that he needed to file a 
request to appeal deductions to his benefits. 
Source: http://www.sfexaminer.com/local/ap/feds-brunswick-man-threatened-gunfire-
rampage-105518838.html 
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34. October 21, Westport Herald-News – (Massachusetts) Bomb scare empties Fall River 
courthouse for two hours. The Fall River Justice Center in Massachusetts was shut 
down for two hours October 21 as police officers, court officials, and trained dogs 
swept through the five-story structure, looking for a suspicious package. Safety 
officials typically do not discuss the specifics of false alarms or bomb scares, but fire 
and police officials confirmed nothing was found. Everyone returned to business late in 
the day. Until officials decided it was safe to go back inside, police officers and 
firefighters shut down South Main Street and Second Street from Borden to Spring 
Streets, blocking the center of downtown from 9:30 to 11:30 a.m. 
Source: http://www.wickedlocal.com/westport/highlight/x2030534885/Bomb-scare-
empties-Fall-River-courthouse-for-two-hours 

35. October 21, WBRC 6 Birmingham – (Alabama) Birmingham City Hall reopens after 
bomb scare. Birmingham City Hall in Alabama was locked down October 21 due to a 
bomb threat. Birmingham Police said at least three suspicious packages were 
discovered at two entrances to City Hall. One of the packages, a piece of luggage, was 
found at the 19th Street entrance to City Hall, and the other two were found on the 
opposite side of the building. The bomb squad checked all of the suspicious pieces and 
found them to be empty. City Hall officials said no one was allowed in nor out of the 
building during the incident. No one was hurt. 
Source: http://www.myfoxal.com/Global/story.asp?S=13364454 

For another story, see item 16  
 
[Return to top]  

Emergency Services Sector 

36. October 22, Dayton Daily News – (Ohio) SWAT team rifles, 60 rounds stolen from 
sheriff’s deputy. Xenia, Ohio police and the Greene County Sheriff’s Office are 
searching for two SWAT team weapons with at least 60 rounds of ammunition that 
were kept in a large case stolen from a deputy’s residence. The county’s Regional 
SWAT team member reported the theft to Xenia police, estimating it happened between 
October 17 and October 20. The four-foot, 50-pound, black case was locked with at 
least one padlock. Inside the case was a Colt AR-15 rifle, a .223 caliber weapon, and a 
Heckler and Koch MP-5, a .40-caliber weapon. Also inside was a scope, a silencer, and 
two loaded magazines for the MP-5. A Greene County Sheriff’s Office major said that 
there was no forced entry into the deputy’s garage. “The deputy has lived in this home 
for a long time, so it is very possible [a thief] knew a deputy was there.” The sheriff’s 
office is offering a reward for the equipment or information that results in its return. He 
also said Xenia police is conducting the investigation of the theft while the Sheriff’s 
Office is handling an administrative review of the deputy’s actions. 
Source: http://www.daytondailynews.com/news/crime/swat-team-rifles-60-rounds-
stolen-from-sheriffs-deputy-982876.html 
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37. October 21, Albany Times-Union – (New York; Vermont) Stolen Vermont fire truck 
found in Albany. A fire rescue truck apparently stolen in East Dover, Vermont, was 
found October 21 in Albany, New York. Vermont State Police confirmed that 
firefighters in the small southern Vermont community discovered the medium-duty 
2005 Ford pick-up size rescue truck missing from the department garage at 5:30 a.m. 
The bright red truck with “East Dover Fire Rescue” in big letters on the sides was 
found in a parking lot near the Albany bus station off Broadway at 7 p.m., an Albany 
police spokesman said. The truck was not damaged and none of its medical and rescue 
equipment seemed to be disturbed, he said. The keys were found in the ignition. 
Source: http://www.timesunion.com/default/article/Stolen-Vermont-fire-truck-found-
in-Albany-717695.php 

For another story, see item 45  
 
[Return to top]  

Information Technology Sector 

38. October 22, The H Security – (International) Pidgin 2.7.4 closes DoS 
vulnerability. The Pidgin development team has released version 2.7.4 of its open 
source instant messenger application. According to the developers, this maintenance 
and security update addresses a medium-risk vulnerability in the libpurple library used 
by Pidgin and other instant messaging clients, including Adium and Meebo, that could 
lead due to a remote denial-of-service (DoS) attack. Pidgin 2.7.4 closes more than 20 
bugs and adds support for new drop-down account options, such as the ILC cipher and 
HMAC options, a new plug-in action menu under Tools for the Voice and Video 
Settings plug-in and improvements for Yahoo file transfers under some scenarios. 
Other changes include three new Root Certificate Authorities (CA), support for the 
Gadu-Gadu protocol in the gevolution plug-in and updates to Bonjour, which now 
requires version 2.0.0 or later of Apple’s Bonjour Print Services. The developers also 
note that, due to the security issue, some translation updates that were submitted on 
October 20 did not make it into the release. 
Source: http://www.h-online.com/security/news/item/Pidgin-2-7-4-closes-DoS-
vulnerability-1123352.html 

39. October 22, The H Security – (International) FaceTime beta is a backdoor to Apple 
accounts. Until recently, the beta version of FaceTime, Apple’s video telephone 
software for Mac OS X, was quite careless with users’ personal data. When the just 
released FaceTime application was launched, the security question and the answer, 
along with the previous user’s birthday, from a previous log-in, could be accessed 
without having to log-in to that account. In combination with the Apple ID, which was 
also displayed, the password could be reset, providing complete access to the account 
currently registered making it possible, for instance, to go shopping in the iTunes Store 
with another user’s account. The issue was problematic when more than one user 
shared the same computer, such as is the case with a publicly used Mac. Even if a user 
had properly logged out, the account could still be accessed because the application 
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automatically put the password into the log-in dialogue. Apple reacted quickly and 
remedied the problem within the server. Now, a click on “View details” brings the user 
back to the general settings page. 
Source: http://www.h-online.com/security/news/item/FaceTime-beta-is-a-backdoor-to-
Apple-accounts-1123731.html 

40. October 21, GamePro – (International) Server attack disrupts Minecraft. On his 
blog, Minecraft’s creator explained that an attack on the server is the cause of the 
game’s multiplayer being unavailable, adding that he is not sure why his game was 
under attack. He explained how this distributed denial of service (DDoS) attack works 
and brought down the server, comparing the way a DDoS disrupts a server to how a 
person paying with coins, then finding out they do not have enough, can tie up a line at 
a supermarket. “As to why minecraft.net is being targeted, I’m not sure,” he said. 
According to Kotaku, a post on 4chan claims responsibility for the attack because they 
want the creator to provide more updates for the game. While there is no way to 
confirm if the post is valid, the poster claims that those behind the attacks are not active 
4chan members or people from rival games. The post says, “[The attack’s] purpose is 
to send a clear message of how the future of Minecraft will turn out unless he gets to 
work, namely by influencing the amount of sales taking place, due to the attacks.” 
Source: http://www.networkworld.com/news/2010/102110-server-attack-disrupts.html 

41. October 21, Help Net Security – (International) Global e-crime gang transitions to 
crimeware. The world’s most prolific phishing gang has completed a transition from 
using conventional phishing to massively propagating stealthy password-stealing 
crimeware that does not require user cooperation to surrender financial account 
credentials, according to a report by APWG. While the Avalanche botnet infrastructure 
had been used to launch conventional spam-based phishing attacks over the past two 
years, the phishing has been replaced with a scheme that infects users’ PCs with the 
potent Zeus Trojan, a powerful banking credential-stealing malware. The phishing 
syndicate had been successfully using the Avalanche botnet for conventional spam-
based phishing attacks that provoke a user to visit a counterfeit website and enter or his 
or her credentials. This Avalanche phishing accounted for two-thirds of all phishing 
attacks observed worldwide in the second in late 2009. But the Avalanche 
infrastructure was involved in just four conventional phishing attacks in the month of 
July 2010. Instead, the Avalanche-based syndicate ramped up a concerted campaign of 
crimeware propagation to fool victims into receiving the Zeus crimeware and infecting 
their PCs with it. Avalanche has been sending billions of faked messages from tax 
authorities such as the IRS, false alerts/updates purporting to be from popular social 
networking sites, and other lures. These lures take victims to drive-by download sites, 
where the criminals infect vulnerable machines.  
Source: http://www.net-security.org/secworld.php?id=10026 

42. October 21, IDG News Service – (International) Adobe warns of Shockwave 
bug. Adobe warned October 21 of a critical bug in its Shockwave Player that affects 
both Windows and Macintosh PCs. The bug, which was publicly disclosed October 21, 
“could cause a crash and potentially allow an attacker to take control of the affected 
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system,” Adobe said in a message on its website. In its security advisory, Adobe said it 
considers the issue “critical,” and is working on a patch for the flaw. The company is 
not saying when that patch will ship, however. So far, there are not any reports of 
attacks that leverage the bug, but this type of public disclosure of a serious bug is often 
a harbinger of future attacks. Adobe’s Reader software has been a regular target for 
Web-based attacks over the past year, and while the Shockwave Player is used by about 
half as many people as Reader, it is probably good enough for many hackers. 
“Hundreds of millions of computers with Internet connectivity have Shockwave 
installed, so, this will obviously be an attractive target for attackers,” security vendor 
Symantec said October 21 in an e-mailed statement. If attacks do become a problem, 
users can disable Shockwave in their Web browsers until a patch becomes available. 
The bug was found by a security researcher who said he released details of the problem 
to celebrate the fact that he now has 1,000 followers on Twitter. He had earlier 
promised to release an Adobe 0day when he crossed that threshold. 
Source: 
http://www.computerworld.com/s/article/9192365/Adobe_warns_of_Shockwave_bug 

For more stories, see items 14, 15, and 18  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

43. October 22, Emergency Management – (National) Broadcasters file for more time 
for updating EAS. A number of broadcast groups has filed a request to extend the 
timeframe for broadcasters to re-equip their stations for the Emergency Alert System 
(EAS). As it stands, broadcasters have until late March of 2011 to install equipment 
that is capable of receiving messages using the Common Alerting Protocol (CAP). But, 
the broadcasters say they need more time. The National Association of Broadcasters 
and other broadcast groups told the Federal Communications Commission (FCC) the 
March 2011 deadline is simply too soon, since it was only late September 2010 when 
the clock started ticking on the mandatory upgrades. That is when FEMA announced it 
had approved the most recent version of CAP, a message standard. The broadcasters 
say they need more than the 180-day window they have been given to see which 
vendors will be declared CAP compliant, get operational and regulatory issues 
resolved, buy equipment, and install it. They would like the timetable pushed back to 
September 30, 2011, giving them a year to comply.  
Source: http://www.emergencymgmt.com/emergency-blogs/alerts/Broadcasters-File-
for-More-102210.html 
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44. October 22, TG Daily – (National) Spectrum crunch likely to be worse than 
expected. There will be a further, massive shortage of spectrum in coming years if 
more is not made available, the FCC has warned. In a paper released October 21, the 
FCC said it expects there to be 35 times as much mobile data traffic in 2014 than there 
was in 2009 — and that this may well be an underestimate, given the iPad boom. “The 
explosive growth in mobile communications is outpacing our ability to keep up,” said 
the FCC chairman. “If we don’t act to update our spectrum policies for the 21st 
century, we’re going to run into a wall — a spectrum crunch — that will stifle 
American innovation and economic growth and cost us the opportunity to lead the 
world in mobile communications.” According to the report, even if spectrum and 
device efficiency doubles and the number of cell towers continues to grow at its current 
pace, the U.S. will need around 300 additional megahertz of spectrum by 2014. The 
FCC estimates the economic value of this spectrum as $120 billion. The chairman said 
that the FCC was making progress with its plans to encourage broadcasters to give up 
spectrum in exchange for rewards — although he didn’t say how many, if any, had 
signed up. The FCC recently released the first block of spectrum to be sold off in 20 
years. 
Source: http://www.tgdaily.com/business-and-law-features/52151-spectrum-crunch-
likely-to-be-worse-than-expected 

45. October 21, Urgent Communications – (Florida) Florida county makes transition to 
NG 911. Intrado announced that Charlotte County, Florida, recently launched a next-
generation 911 system that leverages the vendor’s technology. The IP-based system 
will allow the county’s public-safety answering point to receive high-bandwidth files 
— such as building floor plans, digital photos and video — that are sent to them from 
wireless 911 callers. The platform will let the PSAP receive 911 texts, which is 
important for the hearing impaired, many of whom are abandoning their TTD/TTY 
devices, said Intrado’s vice president of marketing strategy. However, PSAPs only can 
receive texts from wireless 911 callers when carriers make such service available. So 
far, only one PSAP in the country actually can receive wireless 911 texts — in Black 
Hawk County, Iowa — but the director expects that to change over time. 
Source: http://urgentcomm.com/psap/news/charlotte-county-ng911-transition-
20101021/ 

[Return to top]  

Commercial Facilities Sector 

46. October 22, Associated Press – (California) Major northern Calif. mall burns after 
standoff. Part of a high-end regional mall in Northern California was destroyed 
October 21 after police say a man barricaded himself inside and started a fire. Police 
said the man holed up in a video game store at the Roseville Galleria and started a 
small blaze that later blew up, damaging an entire arm of the mall. The 1.3 million-
square-foot Galleria was evacuated by the time the fire erupted and spread to the roof, 
and no injuries were reported. City officials said part of the roof on the mall’s south end 
collapsed. A Roseville fire department spokesman said the fire burned a wing of the 
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mall that appeared to extend several hundred yards between two anchor tenants, 
Macy’s and J.C. Penney. He said water and smoke damage was extensive beyond that 
wing. Police descended on the mall when a man claiming to have a gun entered a 
GameStop store and told employees to get out. The employees said the man then 
barricaded himself in a back room and started a fire. He was hiding outside the store 
when a SWAT team entered the mall, and he was arrested without further incident. 
Authorities had thought the mall’s sprinkler system doused the blaze. But police later 
said the fire began spreading as members of the bomb squad were checking the man’s 
backpack to see if it contained explosives, forcing them to flee the building. 
Source: http://abcnews.go.com/US/wirestory?id=11939532&page=1 

47. October 21, Silver City Sun News – (New Mexico) Bomb threat directed at 
Walmart. A bomb scare October 20 by someone who identified himself as “the Tri-
City Bomber” led to the evacuation of Walmart and shut down the retail store for more 
than three hours, according to the Silver City, New Mexico police department. Officers 
responded to the threat at about 8:20 p.m., which led to the evacuation of the nearby 
O’Riley’s Auto Parts store and and the KFC restaurant. A male subject called the Grant 
County Central Dispatch Center and told the dispatcher there was a bomb inside 
Walmart and that it would explode in a few hours, according to the preliminary 
investigation. A search of the store turned up nothing unusual. After the period of time 
indicated by the caller had expired, the store was re-opened. The investigation into the 
bomb scare/threat is continuing. This is the second bomb scare that Walmart has 
received in about a month. The first bomb scare happened September 11. 
Source: http://www.scsun-news.com/ci_16394074 
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National Monuments and Icons Sector 

48. October 22, Alexandria Town Talk – (Louisiana) Fighting fire with fire — Crews 
have Kisatchie wildfire 75 percent contained. Crews have been fighting fire with fire 
to try to contain a forest blaze that has consumed more than 3,800 acres in the Kisatchie 
National Forest in southern Natchitoches Parish in Louisiana. As of October 21, the 
“Wrangler” wildfire in the Kisatchie Hills Wilderness Area was 75 percent contained, 
officials said. The wildfire is believed to have been caused by lightning during a storm 
October 11. About 250 firefighters from the area and from around the South have been 
fighting the wildfire. “We have the Southern Area Blue Team — consisting of 
specialists from Oklahoma, Georgia, Mississippi, Florida — to help assist with the 
fire,” the Kisatchie public affairs officer for the U.S. Forest Service said. They have 
been working in difficult terrain and are hampered by drought conditions and 
restrictions on the types of vehicles that can be used because it is a wilderness area. The 
Wilderness Area is closed, but the Red Dirt National Wildlife Management Preserve 
and other areas of Kisatchie National Forest remain open. 
Source: http://www.thetowntalk.com/article/20101022/NEWS01/10220332 
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Dams Sector 

49. October 22, New Orleans Times-Picayune – (Louisiana) Levee officials urged to 
double-check corps’ modeling. East bank levee officials are weighing whether to hire 
a consultant to double-check complex computer modeling that has informed design and 
construction of billions of dollars in improvements to the New Orleans area’s hurricane 
levee system. The call for oversight is being led by an engineer who resigned this year 
from the Southeast Louisiana Flood Protection Authority East but is still pushing the 
authority to review the modeling. The computer modeling was performed after Katrina 
by an Army Corps of Engineers-led task force that included experts from academia and 
the private sector. The modeling used numeric assumptions to mimic what likely would 
occur during various storm scenarios, but the engineer questions many of those 
assumptions. The design of that barrier across the Mississippi River-Gulf Outlet and 
Gulf Intracoastal Waterway, along with hundreds of other new or improved levees, 
floodwalls, gates and closure structures in the five-parish hurricane protection system, 
is based on the same modeling. Once complete, the modeling spelled out its version of 
what would be needed to protect against a so-called 100-year storm, which is the level 
of protection Congress authorized and financed after Katrina. The corps vigorously 
defends the modeling and ensuing designs, calling them conservative to the nth degree.  
Source: http://www.nola.com/news/t-p/eastjefferson/index.ssf?/base/news-
9/1287729076146380.xml&coll=1 

50. October 21, Associated Press – (Maryland) Officials question order to repair 
western Md. dam. Washington County, Maryland, officials are questioning a state 
order to complete repairs on a failing dam, noting repair work has already begun. The 
order calls for repairs to the dam at Devil’s Backbone County Park to be completed 
within 180 days of receiving a permit and says deficiencies, including severe erosion, 
could lead to sudden failure. At a meeting October 19, county commissioners 
questioned why the state Department of the Environment had issued the order when the 
county has already begun repairs on the dam in southern Washington County. The 
commissioners directed Public Works Director to work with the county attorney’s 
office to evaluate the ramifications of not signing the consent order.  
Source: http://wjz.com/local/Officials.question.order.2.1974211.html 

51. October 21, Heber Springs Sun-Times – (Arkansas) Will dam break in 
earthquake? Greers Ferry Lake Dam and dikes are earthquake proof, according to the 
U.S. Army Corps of Engineers. It is not news that dozens upon dozens, and possibly 
hundreds, of earthquakes have rattled Faulkner and Cleburne Counties, and much of 
northern Arkansas, over the past several months. Little or no damage has been reported 
with the minor quakes. But what do all of those little trimmers add up to in the long run 
for Greers Ferry Dam? Not much. “There are two types of earthquake classifications to 
consider,” said the dam safety program manager for the U.S. Army Corps of Engineers 
in Little Rock. “There is the operating-basis earthquake (OBE) and the maximum 
credible earthquake (MCE). The dam nor the dikes would sustain any damage with an 
OBE. There would not be a breach with the concrete dam or the earth dikes in the event 
of an MCE. There would possibly be damage, but not a breach.” The OBE is what the 
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area has been experiencing and is explained by the Corps as “the maximum vibratory 
ground motion that can be expected to occur at the site during the economic life of the 
project, usually 100 years.” An MCE is a large earthquake and is described by the 
Corps as “the earthquake that would cause the most severe vibratory ground motion or 
foundation dislocation capable of being produced at the site under the currently known 
tectonic framework.” 
Source: http://www.thesuntimes.com/newsnow/x2030531066/Will-dam-break-in-
earthquake 
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