
 - 1 - 

Homeland 
Security  
Daily Open Source Infrastructure 

 

Report for 22 October 2010 
 

Current Nationwide  
Threat Level  

ELEVATED 

 
Significant Risk of Terrorist Attacks 

For information, click here: 
http://www.dhs.gov  

 

 
Top Stories 

• Food Safety News reports that a San Antonio, Texas company was ordered to stop 
processing food and recall all products shipped since January, after it was linked to 
chopped celery contaminated with Listeria monocytogenes that appears to be responsible 
for five deaths. (See item 28) 

• According to the Philadelphia Inquirer, two affiliated Philadelphia companies lost a 
computer flash drive containing the names, addresses, and personal health information of 
280,000 people. (See item 38) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. October 21, WSPA 7 Spartanburg – (South Carolina) Copper thieves knock out 
power to thousands in Chesnee October 21. Thousands of Duke Energy customers in 
Spartanburg County, South Carolina, lost power overnight October 20 after a substation 
was vandalized apparently to steal copper. The Spartanburg County Sheriff’s Office 
said a deputy was called to the substation early October 21 at West Manning Street and 
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Hanna Height Drive in Chesnee. Parts of a transformer had been cut to steal the metal. 
The incident report said about $500 worth of copper wire was stolen. Duke Energy 
reported more than 2,800 customers lost service because of the theft. Most service was 
restored by 5 a.m. The deputy said a suitcase and a pair of bolt cutters were found at the 
facility. Damage, labor to repair it, and the loss of revenue would bring the estimated 
loss to the power company to about $20,000. 
Source: http://www2.wspa.com/news/2010/oct/21/2/vandals-knock-out-power-
thousands-chesnee-thursday-ar-991416/ 

2. October 21, Lexington Herald-Leader – (Kentucky) PSC settles case over Licking 
Valley RECC power outage. The Kentucky Public Service Commission (PSC) 
announced October 20 it has closed its case against Licking Valley Rural Electric 
Cooperative for not reporting power outages. The PSC, which regulates utilities, cited 
the cooperative in July 2010, noting it did not disclose major power outages in 
December 2009. The utility, based in West Liberty, replied quickly with a revised plan 
for responding to emergencies and took steps to ensure future outages are disclosed, 
according to a PSC statement. In an order filed October 20, the commission accepted a 
settlement negotiated by the PSC's staff and the utility. The settlement did not include a 
fine. 
Source: http://www.kentucky.com/2010/10/21/1488294/psc-settles-case-over-power-
outage.html 

3. October 21, Reuters – (International) Caribbean depression expected to become 
hurricane. A tropical depression formed in the northwestern Caribbean Sea October 21 
and was expected to strengthen into a tropical storm and eventually a hurricane on a 
forecast track toward Belize and Mexico's Yucatan peninsula, the U.S. National 
Hurricane Center said. If it develops into a tropical storm as expected later October 21 
with winds between 39-73 miles per hour, it will be called Richard and be the 17th 
named storm of the busy 2010 Atlantic Hurricane Season. The Miami-based center's 
forecast showed the storm strengthening into a hurricane by early October 23 and 
making landfall in Belize or on Mexico's Yucatan peninsula October 25. Its forecast 
track would take it into the southwestern Gulf of Mexico early the week of November 
1, probably near Mexico's oil-rich Bay of Campeche, but it was too early to say with 
certainty whether it would subsequently threaten the concentration of U.S. oil and gas 
installations in the northern Gulf of Mexico. 
Source: http://www.reuters.com/article/idUSTRE69K2IE20101021 

4. October 21, Atlanta Journal-Constitution – (Georgia) Gas leak shuts busy Gwinnett 
road, forces evacuations. A busy stretch of U.S. 78 in Snellville, Georgia was shut 
down and several businesses evacuated October 21 because of a natural gas leak. The 
Gwinnett County fire captain said a 2-inch gas main at the intersection of U.S. 78 and 
Rockdale Circle was cut shortly before 7:30 a.m. Walton EMC shut down power to the 
area about 9 a.m., and crews were still working to repair the leak at 10 a.m. U.S. 78 was 
closed from Scenic Highway to Rosebud Road, with Grayson Parkway also blocked 
near its intersection with U.S. 78. Authorities evacuated several businesses, including a 
QuikTrip gas station, a CVS pharmacy, and a Waffle House. According to QuikTrip 
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employees, a crew working to repair an earlier water main break apparently hit and 
ruptured the gas line. QuikTrip management told the AJC that the store had likely lost 
about $5,000 in gasoline and inside sales October 21. Other nearby businesses, while 
not evacuated, were still affected by the power outage and the closed roads. 
Source: http://www.ajc.com/news/gwinnett/gas-leak-shuts-busy-687068.html 

5. October 21, U.S. Environmental Protection Agency – (Oklahoma) EPA orders 
Oakland Petroleum Operating, Inc. to stop discharging. The Environmental 
Protection Agency (EPA) has issued a cease and desist administrative order to Oakland 
Petroleum Operating, Inc. of Tulsa, Oklahoma, for violations of the federal Clean 
Water Act. A September 21, 2010, EPA inspection of the company’s oil field 
production and brine disposal facility in Osage County, Oklahoma, found two 
unauthorized discharges of oil field brine and produced wastewater into Turkey Creek 
generated by oil production activities. The inspection also revealed that water located at 
the discharge points of entry into Turkey Creek was contaminated with brine 
discharges and salts. Based on these findings, Oakland Petroleum was ordered to cease 
all discharges of pollutants from the facility, and remove all brine and contaminated 
soils from the flow path located between the brine tanks and injection flow line within 
the facility and the discharge points into Turkey Creek. The company has also been 
ordered to remove all residual brine within Turkey Creek and within 30 days provide 
written certification that these activities have been completed. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/4855c3458d31cf70852577c3004df008?Op
enDocument 

6. October 20, KPLC 7 Lake Charles – (Louisiana) 'Suspicious device' found next to 
Gulf Highway neutralized. Authorities with Louisiana State Police dispatched their 
hazardous materials unit to Gulf Highway and East Lincoln in Lake Charles October 20 
in response to a suspicious device found on the side of the road. The device was found 
on the side of Gulf Highway near Lincoln Road south of the Lake Charles Regional 
Airport. The device, which was found near a natural gas pipeline, was neutralized by 
the haz-mat unit. A perimeter remained in place for much of October 20 as crews 
searched for possible secondary devices as well as evidence. Traffic was diverted for a 
while, but all roads were re-opened. 
Source: http://www.kplctv.com/Global/story.asp?S=13356698 

For more stories, see items 34 and 70  
 
[Return to top]  

Chemical Industry Sector 

7. October 20, Bloomberg – (Texas) Chevron loses power at Pasadena, Texas, 
chemical plant. Chevron Phillips Chemical Co. LLC lost power at its chemical plant in 
Pasadena, Texas, causing the safety flares on site to emit black smoke, according to a 
message left by the company on a community hotline. The October 20 incident 
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occurred at 11:40 a.m. and has since stopped, the company said in the recording. The 
Pasadena plant makes high-density polyethylene, a resin converted into plastic pipes, 
milk jugs, food and beverage containers, household chemical and detergent bottles, 
pails and drums, according to the company Web site. 
Source: http://www.bloomberg.com/news/2010-10-20/chevron-loses-power-at-
pasadena-texas-chemical-plant-update1-.html 

For more stories, see items 31, 36, and 37  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

8. October 21, Prague Post – (International) Man holding Uranium busted in Czech 
Republic. Czech authorities earlier this month detained a 45-year-old German citizen 
in possession of a quantity of uranium as well as a range of firearms and explosives, the 
Prague Post reported October 20. Police arrested the man October 7 over transactions 
involving chemicals. "We searched his house October 8 and found a large amount of 
highly explosive substances, machine guns, various military arms and ammunition, 
along with nuclear material, uranium 238 and 235," a regional police spokeswoman 
said. "Because of the nature of the chemicals, we had to call in firefighters as well as 
the State Office for Nuclear Safety to help with the confiscation." The material seized 
did not include weapon-grade uranium, the Post reported. An October 9-10 search of a 
separate apartment the suspect owns in Germany turned up machine gun components, 
ammunition, an explosives trigger, and "obscure chemicals," the deputy state 
prosecutor in the city of Koblenz said in a statement. The German, who has studied 
pyrotechnics, told Czech authorities of his longtime interest in chemistry. The Czech 
Republic has charged the man with unauthorized production and possession of nuclear 
materials, and with unauthorized possession of arms and ammunition. In Germany, he 
has been formally accused of violating the War Weapons Control Act and the 
Explosives Act. 
Source: http://www.globalsecuritynewswire.org/gsn/nw_20101021_7353.php 

9. October 21, Brattleboro Reformer – (Vermont) Small leak in pipe at Vermont 
Yankee. A pinhole leak in a steam drainline connected to Vermont Yankee’s (VY) 
nuclear reactor is no threat to the plant’s safety and operability according to a Nuclear 
Regulatory Commission (NRC) spokesman. The leak was discovered during an 
operator walkdown September 24, and has been sealed with a temporary patch said 
VY's director of communications. A NRC spokesman said Entergy, which owns and 
operates the Vernon power plant, attempted to repair the leak October 6 and could not 
get good steam isolation on the system without going into the steam tunnel. "Therefore, 
the company decided to halt the effort and rescheduled it for October 15. On October 
15, they found it was not a weld that was leaking but that a through-wall hole (pinhole 
leak) had developed and a different repair plan would have to be put together," the 
NRC spokesman said. The drain line is part of the power plant’s high pressure coolant 
injection system. The HPCI is part of the plant’s safety system, used if the plant has to 
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shut down suddenly. Because there is a tremendous amount of pressure inside the 
reactor vessel, said the NRC spokesman, high pressure is needed to inject cooling water 
into the vessel. Because the drain line itself is not safety related, the leak is considered 
"non-reportable" and there is no timeframe in which the hole needs to be fixed, said the 
VY director of communications. 
Source: http://www.reformer.com/localnews/ci_16392277 

10. October 20, Associated Press – (National) Alarms over radiation from thyroid 
cancer patients. Cancer patients sent home after treatment with radioactive iodine 
have contaminated hotel rooms and set off alarms on public transportation, a 
Congressional investigation has found. They have come into close contact with 
vulnerable people, including pregnant women and children, and the household trash 
from their homes has triggered radiation detectors at landfills. A Democratic 
Congressman from Massachusetts said the problem stems from a decision years ago by 
the Nuclear Regulatory Commission (NRC) to ease requirements that thyroid cancer 
patients remain in the hospital a few days after swallowing doses of radioactive iodine 
to shrink tumors. "There is a strong likelihood that members of the public have been 
unwittingly exposed to radiation from patients," the Congressman wrote October 20 in 
a letter to the NRC that details findings by his staff. "This has occurred because of 
weak NRC regulations, ineffective oversight of those who administer these medical 
treatments, and the absence of clear guidance to patients and to physicians." The letter 
coincided with an NRC meeting October 20 to examine the issue. It is unclear whether 
exposure occurs at levels high enough to cause harm. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5hcpCsMgDRPjdNgFE2f9raGF-
BYPw?docId=eac3fdf001f7460583cf897a81fa8eba 

[Return to top]  

Critical Manufacturing Sector 

11. October 21, BBC News – (International) Toyota to recall over a million cars in US 
and Japan. Toyota has announced a recall of more than 1.5 million cars worldwide 
over brake and fuel pump defects. The carmaker said the decision affected certain 
Avalon, Highlander, and several Lexus cars, including 740,000 cars in the United 
States, 600,000 in Japan, and 17,000 in the United Kingdom. It wants to ensure that 
fluid does not leak from the brake master cylinder, causing the warning light to turn on. 
The fault could cause the brake pedal to feel spongy, and braking performance to 
"gradually decline." Toyota said that if the brake warning light is triggered, drivers still 
have another 200 miles to drive to find help before the brake performance deteriorates. 
Toyota is not aware of any accidents because of the issue. The models affected in the 
U.K .are some Lexus IS, GS and RX models built between 2003-2005. The U.S. recall 
affects 2005-06 Avalon cars, 2004-06 Highlander (non Hybrid) and Lexus RX330 cars, 
and 2006 Lexus GS300, IS250, and IS350 cars, according to the company's press 
release. The recall also affects 33,000 cars in continental Europe, 60,000 in China, 
30,000 in Australia, and 50,000 in the rest of Asia. Car owners will be notified early in 
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November, and the manufacturer will arrange for the brake master cylinder cup to be 
replaced with a newly designed version. 
Source: http://www.bbc.co.uk/news/business-11593952 

12. October 21, Associated Press – (Wisconsin) Hazmat crews respond to Milwaukee 
fire. Firefighters and hazardous materials handlers have responded to an October 21 
fire at a metal plating factory in Milwaukee, Wisconsin. Artistic Plating uses a lot of 
chemicals at its electroplating and metal finishing plant. Firefighters were concerned 
about what they were breathing. The deputy fire chief said the fire is in an area where 
there are large vats of acid and the ventilation system is affected. 
Source: http://www.chicagotribune.com/news/chi-ap-wi-hazmatfire,0,2861790.story 

13. October 21, Spokane Spokesman-Review – (National) Cleanup trust deal reached for 
former GM plant sites. The Presidential Administration has reached a deal on a 
$773â��million environmental trust, the largest of its kind in U.S. history, to clean up 
dozens of former General Motors sites in 14 states, officials said October 20. The funds 
will target automotive sites containing hazardous waste that were left shuttered by the 
auto giant’s bankruptcy last year. About half of the 89 sites covered by the trust are in 
Michigan, and others are in Indiana, New York, and Ohio. The trust fund, which was 
proposed in May, was filed with the U.S. Bankruptcy Court in New York and is 
expected to receive final approval in the first quarter of 2011. About two-thirds of the 
properties are contaminated with hazardous materials, so the trust will enable properties 
to be cleaned up and put on the market for sale. 
Source: http://www.spokesman.com/stories/2010/oct/21/briefcase/ 

14. October 21, Associated Press – (Pennsylvania) 3 workers hurt in Pittsburgh-area 
coke works explosion sue US Steel, claiming alarms ignored. Three men burned in a 
July explosion at U.S. Steel's Clairton Coke Works in Pittsburgh, Pennsylvania, have 
sued claiming the steelmaker's managers directed them to repair a "live" gas line even 
after an alarm went off warning of high levels of natural gas. A U.S. Steel Corp. 
spokeswoman said the company does not comment on litigation. The lawsuits were 
filed on behalf of three men who worked for a subcontractor U.S. Steel hired to service 
a gas line, Power Piping. Their attorney said he disagrees with a previously filed 
lawsuit blaming Power Piping for the explosion. He said, "Make no mistake, U.S. 
Steel, not Power Piping, dictated how this work was to be done." The Occupational 
Safety and Health Administration is investigating the July 14 explosion, which injured 
15 workers. 
Source: http://www.latimes.com/business/nationworld/wire/sns-ap-pa-coke-plant-
explosion,0,617887.story 

15. October 20, Reuters – (National) Chrysler recalls vehicles for possible fire 
hazard. Chrysler Group LLC is recalling 26,397 vehicles, stating a malfunction with 
the power steering pressure hose may cause steering fluid to leak over a hot engine and 
cause a fire. The affected vehicles include the 2011 Dodge Ram, the 2010 Chrysler 
Sebring, Chrysler 300, Dodge Charger, Dodge Avenger, Dodge Challenger, and Dodge 
Journey, according to an October 18 letter posted on the National Highway Traffic 
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Safety Administration Web site. A spokesman for Chrysler, the U.S. automaker 
controlled by Fiat SpA, did not immediately comment. The company said in the letter 
that it was not aware of any injuries or accidents related to this issue. Chrysler notified 
U.S. safety regulators of the problem earlier in October. The supplier of the hose is YH 
America South Carolina LLC. 
Source: http://www.reuters.com/article/idUSTRE69J31P20101020 

[Return to top]  

Defense Industrial Base Sector 

16. October 21, CNBC – (National) Deaths, injuries raise questions for popular 
Remington 700 rifle. The manufacturer of the world's most popular hunting rifle has 
been wrestling for decades with a critical safety issue, and at least twice considered a 
nationwide recall of the gun, according to corporate insiders and internal documents 
revealed in a 10-month CNBC investigation. But the Remington Arms Company has 
never alerted the public to the internal concerns, and insists the gun is free of defects, 
despite thousands of customer complaints. The controversy over the 700 is explored in 
a CNBC Original documentary, "Remington Under Fire: A CNBC Investigation," that 
was slated to premier October 20 at 9 p.m. ET/PT. The Remington Model 700-series 
rifle — with more than 5 million sold — is famous for its accuracy and smooth trigger. 
In addition to being popular with hunters and target shooters, a version of the 700 is 
also widely used by law enforcement and military snipers. "The Model 700 is the most 
popular, reliable, accurate, and trusted bolt-action rifle in the world, with over five 
million rifles produced and billions of rounds fired over nearly five decades," 
Remington said in a statement to CNBC. But the customer complaints, and more than 
75 lawsuits, have alleged the 700 is susceptible to firing without the trigger being 
pulled. At least two dozen deaths and more than 100 injuries have been linked to 
accidental discharges involving the 700's trigger mechanism. 
Source: http://www.usatoday.com/money/industries/manufacturing/2010-10-20-
remington-700-trigger-cnbc_N.htm 

[Return to top]  

Banking and Finance Sector 

17. October 21, Reuters Legal – (New York) New York courts impose new foreclosure 
rule. New York courts are the first in the United States to require lawyers handling 
foreclosures for banks and servicers to take steps to ensure the procedure is done 
properly, the state's top judge said October 20. Effective immediately, lawyers 
representing the plaintiffs in residential foreclosure actions must file signed 
affirmations that they took "reasonable" steps to verify the accuracy of the underlying 
documents. The chief judge of the New York State Court of Appeals said the rule is in 
response to "unprecedented revelations" by several mortgage lenders of problems in the 
foreclosure process, including in the notarization and so-called "robosigning" of 
documents. "There is a national crisis," the chief judge said in an interview. "Given the 
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magnitude and consequences of this kind of systemic problem we're having, we think it 
behooves lawyers to talk to their clients and make sure the Is are dotted and the Ts are 
crossed." New York is the third-most populous U.S. state, and one of 23 states where 
court approval is needed to foreclose. The chief judge said nearly 80,000 foreclosure 
actions are pending in the state's courts. 
Source: http://www.reuters.com/article/idUSTRE69J3HP20101021 

18. October 21, Columbus Dispatch – (Ohio) Woman linked to 7 bank jobs. The woman 
who authorities have dubbed "the church lady bandit" struck again October 20. Law-
enforcement officials said she is now suspected of robbing seven banks. According to 
an FBI news release, the woman entered the U.S. Bank at the Ohio Union, on the Ohio 
State University campus, at 4:30 p.m. She told the teller she wanted to make a 
withdrawal and then passed her a note, indicating she had a gun and was robbing the 
bank, according to the FBI. Although no gun was seen, the teller gave the woman 
money from her drawer. The FBI has linked the same woman to six other area bank 
robberies since January 2006. She has hit banks in the Linden area and on the North 
Side, three on E. Dublin-Granville Road. The woman earned her church-lady moniker 
because she dressed up for one of her robberies, donning a "church hat." At the time, a 
witness said the robber looked like she "just came from church." 
Source: http://www.dispatch.com/live/content/local_news/stories/2010/10/21/woman-
linked-to-7-bank-jobs.html?sid=101 

19. October 21, Agence France-Presse – (International) Bomb threat halts trading at 
Philippine stock market. A bomb threat forced a halt to trading at the Philippine Stock 
Exchange October 21, but trading resumed after police cleared the building, officials 
said. Bomb disposal teams and sniffer dogs searched an office tower housing the 
exchange's trading floor in the financial district of Makati while hundreds of office 
workers filed out of the building. "We halted trading for security reasons. We 
implemented evacuation measures immediately for the safety of the employees and 
trading participants," the exchange president said in a statement. The official did not 
say where the threat came from nor how it was sent. Spokesmen for the exchange said 
they were checking who received the threat. After police called the alert off, the 
exchange sent an advisory saying that trading hours would be extended by about 1 hour 
to make up for the time that was lost due to the bomb threat. A spokesman for the 
president said the incident was a "concern" but that the government was happy that no 
bomb was found. 
Source: 
http://www.google.com/hostednews/afp/article/ALeqM5iFY3PEHlKQNSQWn1zfQeC
NHOP_xw?docId=CNG.a748b69f22077ddd5d23e00c220bc69a.331 

20. October 20, ComputerWeekly.com – (International) Barclays hit by insider computer 
fraud, says IT security chief. Barclays Bank apparently fell victim to an internal 
computer fraudster who helped an international gang trick young job seekers into 
opening bank accounts subsequently used to launder money to Canada, said a security 
expert at the bank. The head of solutions in Barclays Information Security Group 
discussed the insider fraud at the annual meeting of the English chapter of the Internet 
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Society, held in London September 29. When subsequently approached by Computer 
Weekly for further information, the bank official claimed the insider fraud scenario was 
a hypothetical example. But he told the Internet Society meeting he considered the 
situation when preparing his talk: "I went back to an incident I was dealing with this 
year — end of last year, beginning of this year," he told delegates. "Somebody 
internally was working with an external person who was opening Barclays accounts... 
in Africa, in Europe and wherever we were doing business, frankly," the bank official 
told the meeting. "They were hiring young kids. They would put out an advertisement 
saying, 'New start-up company needs young professionals.' This young kid would come 
and they would say, 'Open a Barclays account, and my business is going to transfer you 
money'," said the bank official. He said it was "classic money laundering." 
Source: http://www.computerweekly.com/Articles/2010/10/20/243460/Barclays-hit-by-
insider-computer-fraud-says-IT-security.htm 

21. October 19, The Register – (International) Two Russians convicted as money 
mules. Two Russian men were convicted the week of October 11 for their roles as 
money mules who tried to siphon funds out of U.S. bank accounts and send it to 
ringleaders in Ukraine. The two suspects, who were living in Miami, were convicted of 
one count each of wire fraud and conspiracy to commit wire fraud by a federal jury in 
Oklahoma. The men set up bank accounts that received funds stolen from a Bank of 
America account belonging to Oklahoma City-based Powell Aircraft Title Services, 
according to court papers filed in April 2010. According to prosecutors, the company's 
bank account came under control of unknown individuals in Ukraine who used 
malware to make fraudulent wired transfers. At least $1.3 million was fraudulently 
diverted from bank accounts using the scheme, they said. A third man accused of 
recruiting the mules was acquitted in the trial. According to court papers, he directed 
both mules to open the accounts and personally drove them to various branches so they 
could make withdrawals and got a split of their proceeds. The two suspects face a 
maximum sentence of 20 years in federal prison and fines of $250,000. A sentencing 
hearing will be sent in about 90 days, prosecutors said. 
Source: http://www.theregister.co.uk/2010/10/19/money_mules_convicted/ 

[Return to top]  

Transportation Sector 

22. October 21, KMTV 3 Omaha – (Nebraska, National) Fatal trailer crash prompts 
safety questions. Trailers coming unhitched have killed at least two Nebraska children 
in recent memory. People are questioning the safety chains used to secure trailers after 
an October 11 incident involving the chains killed a 10-year-old, and injured two of her 
family members. "They all look the same," said an activist promoting trailer safety. "So 
you can go to a box store and if you're in the wrong aisle, you can unknowingly buy a 
chain that looks like it's going to work, but it's not been tested." A properly tested 
safety chain can tow a certain amount of weight, said the activist, who has studied the 
issue extensively. So, did the big box stores even know that? KMTV Action 3 News 
went to three different hardware stores, asking "Where can I find a chain to secure a 
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trailer?" Of the three stores, two sold them unrated chains; one sold them the correct, 
rated chain. In fact, Nebraska's law doesn't even require a class rating for safety chains 
on trailers. Nebraska State Patrol said that in the crash October 11, the truck towing the 
trailer had the proper sized hitch and a safety chain was in place. The question is was it 
the properly rated chain? The accident is still under investigation. 
Source: http://www.action3news.com/Global/story.asp?S=13361588 

23. October 21, WESH 2 Orlando – (Florida) Cracked windshield prompts emergency 
landing. A plane bound for San Francisco was grounded October 20 after its 
windshield cracked minutes after taking off from Orlando International Airport (OIA) 
in Florida, an airline spokeswoman said. The plane was already 30 minutes into the 
flight, when a small crack that appeared on the outer glass immediately became a 
spiderweb of cracks across the plane's cockpit windshield. The pilot turned the plane 
around and returned to OIA. “There was actually a hairline windshield crack that 
appeared shortly after takeoff,” the spokeswoman said. The plane, with its 141 
passengers, made it safely back to OIA about 17 minutes after the emergency call was 
received, airport authorities said. Maintenance crews are checking the 2008 Airbus, but 
the spokeswoman said they are not ruling out that the plane could have hit a bird. The 
airline said it will take some time to learn what caused the crack. 
Source: http://www.wesh.com/r/25459827/detail.html 

24. October 21, Spokane Spokesman-Review – (Idaho) Helicopter hit by gunfire in 
Idaho. A helicopter was fired upon near Clarkia, Idaho, October 14. Police said the 
helicopter was doing contract burning on Potlatch Corp. land when the pilot and ground 
crew members heard four gunshots. The pilot was able to leave the area and land safely 
at a nearby refueling station. Two bullet holes were found in the aircraft. A suspect has 
been identified, and the FBI is working with the Shoshone County Sheriff’s Office to 
determine the appropriate charges, police said. 
Source: http://www.spokesman.com/stories/2010/oct/21/helicopter-hit-gunfire-idaho/ 

25. October 20, Bulk Transporter – (National) PHMSA wetlines reg proposal goes to 
OMB. The Pipeline and Hazardous Materials Safety Administration (PHMSA) 
reportedly has sent its notice of proposed rulemaking (NPRM) for banning wetlines on 
tank trailers to the Office of Management and Budget (OMB), according to National 
Tank Truck Carriers and the American Trucking Associations. Details of the NPRM 
have not been released, and it is not known how broad the ban on external product 
piping might be. Typically, the NPRM should be published in the Federal Register 
within the next 90 days. 
Source: http://bulktransporter.com/fleet/phmsa-wetlines-reg-proposal-omb-1020/ 

26. October 19, Gloucester Daily Times – (Massachusetts) Rail bridge to get $25M 
overhaul. Dedicated and opened in 1911, the Gloucester commuter rail bridge over the 
Annisquam River is being measured and analyzed for $25 million reconstruction using 
prefabricated components that could limit the closing to a month or less, Massachusetts 
Bay Transportation Authority (MBTA) officials said October 12. The bridge was rated 
"barely functioning" in a series of inspections earlier this year, which pushed it to near 
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the top of the MBTA's to-do list in terms of repairs. "The mechanical parts are in good 
condition, but the problem is the structural steel," said the director of railroad 
operations. The bridge was described as "overengineered," designed for the weight of 
19th century steam locomotives which weighed three to four times what a modern 
diesel engine weighs, she explained. The transformation — transplanting gears, organs, 
and sinew of steel — is far off, roughly pegged for the winter of 2012-2013. But a brief 
shutdown of the drawbridge will take place "sometime" in November 2010 to allow 
construction crews to replace the pins and brushes of the counterweight, which works 
to equalize weight and allow the electric motor to run the gears that open and close the 
bridge for boat traffic. 
Source: http://www.gloucestertimes.com/local/x847471881/Rail-bridge-to-get-25M-
overhaul 

For more stories, see items 4, 6, 29, 31, and 63  
 
[Return to top]  

Postal and Shipping Sector 

27. October 20, CNN – (Tennessee) Reward in Tennessee postal killings increased to 
$50,000. The U.S. Postal Inspection Service October 19 doubled to $50,000 the reward 
it is offering for information leading to the arrest and conviction of whoever fatally shot 
two female postal employees October 18 at the post office in western Tennessee, about 
50 miles northeast of Memphis. The service identified the victims as a retail clerk, and 
a rural carrier associate. The shootings occurred at the post office in Henning between 
8:30 a.m. and 9 a.m. The case is being jointly investigated by the U.S. Postal Inspection 
Service; the Bureau of Alcohol, Tobacco, Firearms, and Explosives; the FBI; the 25th 
Judicial District Attorney General's Office; the Tennessee Bureau of Investigation; the 
Tennessee Highway Patrol; the Lauderdale County Sheriff's Office; the Tipton County 
Sheriff's Office; and the Henning Police Department. More than 60 law enforcement 
officers nationwide have been assigned to the case, the service said. 
Source: http://edition.cnn.com/2010/CRIME/10/19/tennessee.postal.shootings/ 

[Return to top]  

Agriculture and Food Sector 

28. October 21, Food Safety News – (Texas) Texas closes produce plant linked to five 
deaths. Deadly chopped celery contaminated with Listeria monocytogenes was traced 
back October 20 to Sangar Fresh Cut Produce in San Antonio, Texas, and the company 
was ordered to stop processing food and recall all products shipped since January. The 
order came from the Texas Department of State Health Services (DSHS). Five deaths 
in Texas appear to be associated with chopped celery contaminated with Listeria. The 
order to shutdown Sanger was issued after laboratory tests of chopped celery from the 
plant indicated the presence of Listeria monocytogenes. The recalled products — 
primarily cut fresh produce in sealed packages — were distributed to restaurants and 
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institutional entities, such as hospitals and schools. The products were not sold in 
grocery stores. The testing was done as part of a DSHS investigation into 10 listeriosis 
cases, including five deaths, reported to the department over an 8-month period. Six of 
the 10 cases have been linked to chopped celery from the Sangar plant. The illnesses 
occurred in Bexar, Travis and Hidalgo counties. 
Source: http://www.foodsafetynews.com/2010/10/texas-closes-produce-plant-
associated-with-five-deaths/ 

29. October 21, Lehigh Valley Express-Times – (Pennsylvania) Northampton County 
HazMat helps clean up 39,000 pounds of apple juice from overturned tractor-
trailer. The HazMat team in Northampton County, Pennsylvania, along with other 
state environmental agencies mopped up 39,000 pounds of concentrated apple juice in 
Lower Saucon Township after a tractor-trailer carrying the sweet beverage overturned 
on Route 33 the evening of October 20, police said. No one was injured in the crash 
that prompted a more than 3-hour cleanup, according to a Pennsylvania State Police 
report. The fruity cargo in the truck shifted during a sharp turn and flipped the trailer, 
according to police. The highway was partially blocked, but traffic was allowed to 
trickle through, police said. The ramp was shut down for about 25 minutes as Easton 
Auto Body helped to right the tractor trailer, authorities said. HazMat crews and the 
Pennsylvania Department of Environmental Protection and the Pennsylvania 
Department of Agriculture were called to the scene because of the volume of apple 
juice spilled. Police said some of the juice flowed into the surrounding drainage system. 
The Southeastern, Bethlehem Township, and Hellertown-Dewey fire departments also 
responded to the incident. 
Source: 
http://www.lehighvalleylive.com/bethlehem/index.ssf/2010/10/northampton_county_ha
zmat_help.html 

30. October 21, Channel 3000 Madison – (Wisconsin) Fire destroys Fort Atkinson 
business. Crews from 10 fire departments were needed to battle a massive fire that 
destroyed a garden center in Fort Atkinson, Wisconsin, and forced nearby businesses to 
evacuate October 20. The fire broke out just before 12:30 p.m at the Blodgett Garden 
Center in the 1200 block of Janesville Avenue. Several hundred people had to leave 
because of possible toxic fumes from fertilizer burning at the garden center. A theater, 
a motel and a gas station were evacuated after the fire broke out. Authorities said no 
injuries were reported. Fire officials said a few more nearby businesses were closed 
because the wind shifted, and there were concerns about air quality. Toxic herbicides 
and pesticides burned inside the building and were released into the air, and the 
Department of Natural Resources and a hazardous materials team from Racine will 
determine how the toxic materials will affect the environment. There is no word yet on 
the cause of the fire. 
Source: http://www.channel3000.com/news/25454419/detail.html 

31. October 20, New Orleans Times-Picayune – (Louisiana) Destrehan neighborhood re-
opened after derailment. St. Charles Parish officials in Lousiana have lifted the 
evacuation order for 15 homes in the vicinity of a train derailment in Destrehan early 
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October 20. "We're following the recommendations by the State Police Hazmat team," 
said the parish's director of emergency preparedness. The evacuation call was issued 
about 5:30 a.m. for homes within 150 feet of the incident, most around Madewood 
Drive north of the tracks and homes along the Canadian National tracks in the Red 
Church subdivision. Two of the eight railroad cars affected by the derailment are lying 
on their sides, but those cars contain soy oil and sugar, which leaked from the toppled 
cars. Two other cars contain aniline, a toxic chemical used in the manufacture of dyes. 
One of them is leaning, but the emergency preparedness director said Louisiana State 
Police have determined that the car is intact and there has been no leak. 
Source: http://www.nola.com/traffic/index.ssf/2010/10/destrehan_neighborhood_re-
open.html 

32. October 20, Food Poison Journal – (North Carolina) Barbecue pork products 
recalled due to Salmonella contamination. The Murphy House, a Louisburg, North 
Carolina establishment, recalled approximately 4,920 pounds of ready-to-eat (RTE) 
pork barbeque products that may be contaminated with Salmonella, the U.S. 
Department of Agriculture's Food Safety and Inspection Service (FSIS) announced 
October 20. The problem was discovered through FSIS' microbiological sampling 
program. FSIS has received no reports of adverse reactions due to consumption of these 
products. These products were cooked October 6 and October 7, 2010, packed between 
October 6 and October 12, 2010, then distributed to wholesale and retail establishments 
throughout North Carolina. 
Source: http://www.foodpoisonjournal.com/2010/10/articles/foodborne-illness-
outbreaks/barbecue-pork-products-recalled-due-to-salmonella-contamination/ 

33. October 20, CropLife.com – (Tennessee) Fungicide resistance found in soybean 
field. Research conducted by the University of Illinois (U of I) and the University of 
Tennessee confirms that the fungus that causes frogeye leaf spot of soybean, 
Cercospora sojina, has shown resistance to strobilurin fungicides in a Tennessee 
soybean field. “Strobilurin fungicides belong to the chemistry class known as the 
quinone outside inhibitors (QoIs), which are the most widely used group of foliar 
fungicides applied to field crops to manage plant diseases,” a U of I Extension plant 
pathologist said. These fungicides can be sold as one-active ingredient products such as 
Headline (BASF Corp.) or Quadris (Syngenta Crop Protection) or in products that 
combine them with a fungicide in a different chemistry class known as the 
demethylation inhibitors, sometimes referred to as triazoles, he said. Products that 
include a strobilurin-triazole combination of active ingredients include Quilt (Syngenta 
Crop Protection) and Stratego (Bayer CropScience). Strobilurin fungicides have been 
deemed high risk for fungal pathogens developing resistance to them. In the major 
soybean production areas in the United States, soybean fields are generally treated once 
during the season with a fungicide (if treated at all), the plant pathologist said. 
”However, we were somewhat surprised to find resistance so soon,” he added. “Every 
time you apply a fungicide, you increase the selection pressure and the opportunity to 
select out individuals in the pathogen population that have resistance or reduced 
sensitivity to the fungicide.” 
Source: http://www.croplife.com/news/?storyid=2935 
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[Return to top]  

Water Sector 

34. October 21, Long Beach Press-Telegram – (California) Oil leak mystery: Fresh 
water contamination has officials baffled. Crude oil seeped into a major water 
pipeline feeding part of the Port of Long Beach, California, October 20, blocking clean-
water supplies to several waterfront hotels, restaurants, and marine terminals. The 
leakage, which remains under investigation, caused city and state health officials to 
issue warnings against drinking or showering at two popular waterfront hotels, and 
several marine terminals just west of downtown. The oil was discovered in the water 
main by a Long Beach Water Department worker shortly after 9 a.m., when a routine 
valve inspection revealed a small amount of crude. The water main was sealed within 
minutes, and very little oil — if any — made it into waterways, said a Coast Guard 
petty officer. However, the cause of the contamination remained a mystery with dozens 
of inspectors checking miles of pipeline to determine the source. The area is criss-
crossed with miles of underground pipelines transferring crude oil, natural gas and 
other potentially toxic liquids from oil wells and storage tanks to refineries and 
industrial centers in Long Beach and communities in and around San Pedro Bay. The 
Long Beach Water Department said the city would continue testing water quality until 
the source of the problem was pinpointed. The line's primary valve was closed to 
prevent the contaminant from infecting the rest of Long Beach's water supply. As a 
precaution, Ocean Blue Environmental was contracted to set up booms outside storm 
drains to ensure no crude leaked into the river or harbor. 
Source: http://www.presstelegram.com/breakingnews/ci_16394096 

35. October 21, San Antonio Business Journal – (Texas) SAWS working to contain 
sewage spill near San Antonio River. An estimated 100,000 gallons of wastewater 
spilled into the San Antonio River in Texas October 20, after a 30-inch main collapsed 
in a wooded area south of downtown. San Antonio Water System (SAWS) crews were 
replacing aging infrastructure nearby the site when the spill occurred. SAWS crews and 
contractors built a containment berm to hold the spill and are in the process of replacing 
the collapsed pipe. No adverse impacts from the spill have been reported and crews are 
flushing the affected area with freshwater. A SAWS spokesperson said they will 
continue to monitor the area located in the 8600 block of Mission Parkway. SAWS 
provides water and wastewater services to more than 1 million consumers in the San 
Antonio area. 
Source: http://www.bizjournals.com/sanantonio/news/2010/10/21/saws-working-to-
contain-sewage-spill.html 

36. October 20, KCTV 5 Kansas City – (Kansas) Emergency crews deal with 
Leavenworth Co. chlorine leak. Emergency crews contained a chlorine leak from a 1-
ton cylinder the afternoon of October 20 near Kansas Highway 32 and 142nd Street in 
Leavenworth, Kansas. The leak came at a pump station that feeds Rural Water District 
No. 7. The roads in the area were opened at around 6 p.m. after the leak was contained. 
Emergency personnel cleared the immediate area for safety, but the area around the 
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pump station is rural. A half-mile area around the leak was evacuated, but it was 
unclear how many resident that affected. Tonganoxie, Bonner Springs, and 
Leavenworth fire crews and hazardous materials teams were on the scene. 
Source: http://www.kctv5.com/news/25454908/detail.html 

37. October 20, Palm Beach Post – (Florida) Chlorine leak at Mangonia Park water 
treatment plant quickly contained. Firefighters briefly dealt with a small spill from a 
150-pound chlorine gas tank at the Mangonia Park, Florida water utility plant, 
authorities said October 20. The whole thing was over in less than 20 minutes, the plant 
manager said. A hazardous materials team from West Palm Beach Fire-Rescue, which 
contracts with Mangonia Park, went around 10:50 a.m. to the facility, at 5705 
Candlewood Street. A West Palm Beach spokesman said a tank was delivered with a 
defective valve, which workers quickly were able to get closed. They then aired out the 
unmanned plant and asked residents of two homes just north of the plant to leave for 
about 10 minutes until the fumes dissipated. 
Source: http://www.palmbeachpost.com/news/chlorine-leak-at-mangonia-park-water-
treatment-plant-982483.html 

For another story, see item 5  
 
[Return to top]  

Public Health and Healthcare Sector 

38. October 21, Philadelphia Inquirer – (Pennsylvania ) Medical-data breach said to be 
major. A computer flash drive containing the names, addresses, and personal health 
information of 280,000 people is missing. "We deeply regret this unfortunate incident," 
said the president of the two affiliated Philadelphia companies, Keystone Mercy Health 
Plan and AmeriHealth Mercy Health Plan. The September 20 breach, which involved 
the records of Medicaid recipients, is the first such Medicaid data breach in 
Pennsylvania since at least 1997, according to the state's Department of Welfare.The 
security failure involves nearly two-thirds of the insurers' subscribers. The insurers said 
the drive was missing from the corporate offices on Stevens Drive in Southwest 
Philadelphia. It noted that the same flash drive was used at community health fairs. 
"That seems grossly irresponsible," said the head of Patient Privacy Rights, an 
advocacy group. The companies said that as of October 20, there had been no reports of 
anyone trying to use the information stored on the drive. The company said that of the 
280,000 people affected, only seven members' Social Security numbers were included 
on the flash drive, along with the last four Social Security numbers of an additional 801 
clients. 
Source: http://www.philly.com/inquirer/business/20101021_Medical-
data_breach_said_to_be_major.html?viewAll=y 

39. October 20, Associated Press – (Kansas) Explosive device causes alarm at SE Kan. 
hospital. A southeast Kansas sheriff said two men meant no harm when they showed 
up at a hospital in Girard with an explosive device. They just wanted to help doctors 
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determine caused one of them to be burned. The October 20 incident at Girard Medical 
Center brought out police, the Kansas Highway Patrol and personnel from McConnell 
Air Force Base in Wichita. KOAM-TV reported the injured man came to the hospital 
with burns apparently caused by an explosion. A search of his vehicle turned up the 
suspicious device. The Crawford County Sheriff said the item was an M22 Launch 
Simulator the men had bought earlier that day. The injury happened when the men tried 
to dismantle it. The device simulates anti-tank guided missile and rocket launchings. It 
contains magnesium, which causes smoke and a flash. 
Source: http://www.kansas.com/2010/10/20/1551212/explosive-device-causes-
alarm.html 

40. October 20, Macon Telegraph – (Georgia) Computer consultant accused of hacking 
into Houston Healthcare database. A 21-year-old computer consultant is accused of 
hacking into Houston Healthcare’s database. The Warner Robins, Georgia man was 
charged with one count of theft by taking, four counts of computer theft, and five 
counts of computer invasion of privacy, according to the Houston County District 
Attorney’s Office Web site. The district attorney said the suspect is not believed to 
have accessed any medical records or Social Security numbers. The man admitted 
October 13 to stealing a password to the Houston Healthcare network in order to 
impress the information technology department in order to get a job, said executive 
director of human resources for Houston Healthcare. The suspect, who is a computer 
consultant for several doctors offices, discovered a security breach in the network and 
then met with Houston Healthcare’s chief information officer about the breach. “His 
whole purpose was to impress them to get hired,” the man's attorney said. He also noted 
that the security breach was not detected until the suspect told the information officer 
about it. 
Source: http://www.macon.com/2010/10/20/1309040/computer-consultant-accused-
of.html 

41. October 19, SC Magazine – (Texas) Texas insider sentenced to 15 years for medical 
ID theft. A LaGrange, Texas, woman has been sentenced to 15 years in federal prison 
for orchestrating a scheme to steal the personal information of patients while she was 
employed by a medical billing contractor. The woman was sentenced October 13 in 
federal court to 10 years for conspiracy to commit identity theft, and 5 years in prison 
for unlawful possession of fraudulent identification documents, according to the U.S. 
Attorney's Office for the Western District of Texas. Her sentences will run 
consecutively. In addition to her prison term, the convict was ordered to pay more than 
$163,000 in restitution. From July 6 to November 13, 2009, she was employed as a 
patient account representative at MedAssets, a Richardson, Texas-based health care 
billing company. While working there, she illegally obtained the personal information 
of more than 1,200 individuals from billing accounts she handled. At the time of her 
December arrest, she was living under the name of a person whose identity she had 
stolen. She also used the stolen personal identification information of others to pay for 
living expenses, vehicles, and other items. 
Source: http://www.scmagazineus.com/texas-insider-sentenced-to-15-years-for-
medical-id-theft/article/181255/ 
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For another story, see item 10  
 
[Return to top]  

Government Facilities Sector 

42. October 21, WRTA 1240 AM Altoona – (Pennsylvania) Bomb threat forces closure of 
Blair County courthouse. A bomb threat October 20 forced the evacuation of the 
Blair County Courthouse in Hollidaysburg, Pennsylvania. A commissioner said the 
incident began around 11:15 a.m. with a short phone call to the county’s main 
telephone number. A bomb-sniffing dog was brought in from Penn State University to 
search the building. Employees were sent home after lunch, but county department 
heads and managers stayed and manned the emergency operations center. An all-clear 
was given around 4 p.m. The commissioner said one criminal and two civil trials were 
recessed until October 22. The county was unable to trace the call back to the 
perpetrator. Hollidaysburg Borough Police and state police at Hollidaysburg are 
investigating the threat. 
Source: http://wrta.com/page.php?page_id=59453 

43. October 21, msnbc.com – (Texas; International) Gunbattles stir panic in Mexican 
border cities. Mexican soldiers battled gunmen in two cities across the border from 
Texas October 20, leaving two people dead, and prompting panicked parents to pull 
children from school, and factories to warn workers to stay inside. Authorities said one 
of the two people killed in the city of Ciudad Juarez was a Texas National Guard 
soldier, according to local reports. The U.S. Consulate in the city of Nuevo Laredo 
warned American citizens to stay indoors. A statement by the Consulate said there were 
reports of drug gangs blocking at least one intersection near the consulate in the city 
across from Laredo, Texas. Assailants in a third city, Matamoros, across the border 
from Brownsville, Texas threw a grenade at an army barracks. The local government 
and witnesses in Nuevo Laredo reported several blockades in addition to the one 
mentioned in the U.S. Consulate's statement. Shootouts also erupted in Reynosa, across 
from McAllen, Texas causing a huge traffic jam in the highway connecting the city 
with Monterrey and Matamoros. 
Source: http://www.msnbc.msn.com/id/39772666/ns/world_news-americas/ 

44. October 21, Cleveland Sun News – (Ohio) Teens detonate explosive devices at John 
Carroll University. Two teenage boys detonated homemade explosive devices both 
inside and outside a residence hall about 10 p.m. October 16 at John Carroll University 
(JCU) in University Heights, Ohio. A witness said he and another JCU student saw two 
boys enter the dorm, and about a minute after they left, they heard an explosive sound, 
followed by smoke and a chemical smell. Police were called, and a plastic bottle with a 
red cap and foil remnants were collected for evidence. Officers returned October 17 
and found a damaged plastic bottle with a white cap and several pieces of foil on the 
ground outside the dorm. Police said the devices contained vinegar and baking soda in 
a bottle. The JCU students said only about 20 people were in the dorm that weekend 
because of fall break. The suspects were described as boys, ages 14-17, one with dirty 

http://wrta.com/page.php?page_id=59453�
http://www.msnbc.msn.com/id/39772666/ns/world_news-americas/�


 - 18 - 

blond hair and one with brown wavy hair. Charges have not been determined. 
Source: 
http://blog.cleveland.com/sunpress/2010/10/teens_detonate_explosive_devic.html 

45. October 21, WTNH 8 New Haven – (Connecticut) 2nd bomb threat at UConn in a 
week. A bomb threat October 21 at the University of Connecticut's Greater Hartford 
campus in West Hartford forced an evacuation for the second time the week of October 
18. Classes were canceled for the rest of the day, the university said. The threat, 
received about 8 a.m., indicated a bomb would be detonated on campus, but no specific 
target was mentioned. Police are doing a sweep of the buildings. A bomb threat was 
also received October 19 via e-mail. The university is not sure if the threats are related. 
Source: http://www.wtnh.com/dpp/news/crime/west-hartford-uconn-bomb-threat 

46. October 20, Associated Press – (Washington) Man jailed after bomb threats to 
Spokane schools. Police in Spokane, Washington, have taken a man into custody after 
a caller told a bank employee that he had planted bombs at five schools. Police said the 
schools were immediately alerted after the threat was made October 14, but no bombs 
were found. Officers said the caller demanded a large sum of money from Inland 
Northwest Bank be dropped off at a Spokane intersection. Detectives did so, posing as 
bank employees. Police said that when the drop was made, a 37-year-old man came out 
of a house to pick up the bag. He was immediately detained. The man was booked into 
jail on an unrelated warrant. Police said they have asked prosecutors to charge him with 
attempted first-degree robbery, and five counts of bomb threats. 
Source: 
http://seattletimes.nwsource.com/html/localnews/2013215191_apwabombthreat.html 

47. October 20, Associated Press – (Ohio) Army: 4 soldiers hurt in Ohio parachuting 
accident. Four soldiers parachuting from a plane during an airborne training operation 
in Columbus, Ohio, were injured October 20 when they caught a wind gust and hit the 
ground hard, officials said. Three of the soldiers suffered possible mild concussions, 
while the fourth complained of a strained neck muscle after landing at Rickenbacker 
International Airport, said a spokesman for the Army Reserve 412th Civil Affairs 
Battalion in Columbus. The injured soldiers were taken to local hospitals. The three 
Army Reserve paratroopers and one Ohio National Guard special forces paratrooper 
were taking part in a routine monthly jump that had 56 soldiers parachuting 1,250 feet 
from a C-130 military cargo plane, the spokesman said. 
Source: http://www.google.com/hostednews/ap/article/ALeqM5iahI-
OmPsre4rDXbvAqR32X_3_rA?docId=0119ed16f5144ece8634d83dd2623607 

48. October 20, Contra Costa Times – (California) Emergency drill for Contra Costa 
schools planned. Schools throughout Contra Costa County, California, will take part in 
a routine emergency response exercise in November. The shelter-in-place drill will be 
at 11 a.m. November 3 when private schools and child care centers as well as public 
schools will have the chance to practice the proper response to Community Warning 
System sirens. The alerts are triggered by the release of toxic chemicals or other 
disasters that require people to stay where they are. Hazardous materials can pose a 
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public health threat in the event of an accident involving trucks or trains transporting 
chemicals or at an industrial facility that has them on site. The exercise is organized by 
Contra Costa County Community Awareness Emergency Response Group, a collection 
of government agencies, businesses, nonprofits and emergency response organizations. 
The group works on improving plans for an emergency response and teaching the 
public how to react if hazardous materials are released into the environment. 
Source: http://www.insidebayarea.com/news/ci_16389089 

49. October 20, Kansas City Star – (Kansas) Olathe police still on scene of evacuated 
school. Parent-teacher conferences at a vocational school in Olathe, Kansas, were cut 
short October 20 after several people inside the building reported hearing gunshots. By 
10:15 p.m., police had not confirmed that shots were fired . They had evacuated 
Millcreek Center at 311 E. Park St., and closed nearby streets as they looked for 
evidence to support the reports. A police spokesman said officers were searching the 
school, room by room, and the surrounding area “to make sure there is no threat.” 
Police were still at the scene at 10:15 p.m. The center, which is part of the Olathe 
School District, offers classes in auto technology, auto collision, welding technology, 
and construction trades for juniors and seniors. 
Source: http://www.kansascity.com/2010/10/20/2336504/shooting-report-disrupts-
parent.html 

[Return to top]  

Emergency Services Sector 

50. October 19, KGNS 8 Laredo – (International) Grenade attack in Nuevo 
Laredo. Across the Mexican border October 19, Nuevo Laredo police and Mexican 
soldiers are on high alert after a grenade was launched into a municipal police 
substation. It happened less than 1 block from city hall around 8 p.m. October 19. No 
one was killed or hurt in the incident. A police cruiser was blown up but other than that 
there was only minor damage. It comes as Nuevo Laredo has seen several weeks of rest 
from the bloodshed and violence. Authorities said it is unclear if drug traffickers 
carried out the attack. Officers and soldiers are stepping up patrol on the streets until 
further notice. 
Source: http://www.pro8news.com/news/local/Grenade-Attack-in-Nuevo-Laredo-
105316018.html 

51. October 19, San Jose Mercury News – (California) City seeks to outsource fire 
service in Calif. With the San Mateo County, California Sheriff's Office poised to take 
over San Carlos' police services in 2 weeks, council members voted October 18 to issue 
a request for proposals to outsource the San Carlos fire department, too. The city is 
outsourcing several of its services, including parks maintenance and payroll, in an 
effort to fix budget shortfalls. The city currently shares fire service with Belmont, but 
said it has taken on a higher portion of costs and recently voted to dissolve its 
agreement. CalFire, San Mateo, the Menlo Fire Protection District, and Redwood City 
have all expressed interest in working with San Carlos to provide fire services, the 
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assistance city manager said. The request for proposals gives interested agencies three 
options: they can provide full fire services, which would include everything from 
emergency response to code enforcement, or a "service-sharing" option where the cities 
might share a station or personnel. Finally, agencies could offer a plan where San 
Carlos keeps most of the firefighters on its own payroll but outsources administrative 
functions. 
Source: http://www.firerescue1.com/fire-department-management/articles/896489-
City-seeks-to-outsource-fire-service-in-Calif/ 

For another story, see item 60  
 
[Return to top]  

Information Technology Sector 

52. October 21, Softpedia – (International) Zynga sued for leaking Facebook user IDs to 
advertisers. Only days have passed since news broke out that top Facebook 
applications shared users IDs (UIDs) with advertisers, and Zynga has already been sued 
over the practice. Zynga is the largest Facebook developer and is responsible for six of 
the top ten most used applications on the platform. ComputerAndVideoGames (CVG) 
reported that a lawsuit seeking class action status was filed in U.S. District Court in San 
Francisco. The lawsuit alleges that Zynga broke federal law, as well as Facebook's 
terms of service, by sharing personal data of 218 million users with its advertising 
partners. It asks for unspecified monetary relief and an injunction that would ban Zynga 
from engaging in similar actions in the future. According to The Register, Zynga 
representatives called the lawsuit without merit and stressed that they are preparing a 
strong defense. 
Source: http://news.softpedia.com/news/Zynga-Sued-for-Leaking-Facebook-User-IDs-
to-Advertisers-162090.shtml 

53. October 21, TechWorld – (International) Mac users warned of growing virus 
threat. Attacks on the Mac are now significant enough to warrant Apple users 
investing in an anti-virus product, security company Panda Security said. There are 
now 5,000 "strains" of malware that target the Mac, and the company said it is seeing 
500 new Mac-specific samples appearing every month. In 2009, 34 vulnerabilities were 
detected in Apple's OS X, which had risen to 175 so far for 2010, with a 20-year total 
of 170,000 macros "viruses" affecting the platform. Such security threats relate only to 
Apple desktop and laptop computers .Security companies eying Apple users is nothing 
new, and every notable antivirus company now has a Mac product. Questions remain 
about the scale of the threat, however. 
Source: http://www.networkworld.com/news/2010/102110-mac-users-warned-of-
growing.html 

54. October 20, DarkReading – (International) What Adobe's new PDF sandbox really 
means for attackers. The expected Protected Mode sandboxing feature in the new 
Adobe Reader Version X is part of Adobe's security strategy of hardening its code 
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against attacks, said Adobe's senior director of product security and privacy. Poisoned 
PDFs are one of the most popular vehicles for carrying malicious code, and security 
experts applauded Adobe for the new. But how much can the new sandbox deter 
attackers? The Protected Mode is aimed at stopping attackers from installing malware, 
recruiting bots, and conducting malicious activity on a Reader user's machine, Adobe's 
senior director said. An upcoming version of the feature will stop "read" calls from a 
PDF as well, so an attacker can not read or access file systems, he noted. Reader's 
sandbox does not, however, protect against phishing or social engineering-based lures. 
And like any software, a sandbox can be broken, said a security expert, who sees the 
sandbox as an "emergency," short-term solution. Another researcher predicted 
researchers will show attacks on the sandbox at Black Hat this year, but no exploits will 
be in the wild before that. 
Source: http://www.darkreading.com/insiderthreat/security/app-
security/showArticle.jhtml?articleID=227900423 

55. October 20, Softpedia – (International) Halloween-themed spam already in 
circulation. Security companies warn that affiliate marketing spammers have already 
began exploiting Halloween to trick people with fake prizes, contests, and offers. 
"Halloween is drawing near, so the spammers are busy laying out bait in the form of 
Halloween jackpots, sweepstakes, gift cards, e-cards, personalized gifts, online 
contests, and even print products and costumes," a security researcher at Symantec 
warned. Searching for holiday-themed screensavers or wallpapers on the Internet 
during this period has a great chance of leading to malware. Some examples of 
Halloween spam e-mail subjects seen by Symantec so far include the following: 
"Halloween Series Campaign Vol1", "Halloween Treat Bags, Home Decorations, and 
More", "Open this! $1 Million Prize", "Halloween Special! Up to 85% off ink and 
toner", "Halloween E-card - no cost." Meanwhile, cloud-security provider Zscaler 
warned that spammers compromised legit Web sites, including some that belong to 
educational institutions, and used them in black hat SEO campaigns to drive traffic to 
the Web site of a Halloween costumes retailer. 
Source: http://news.softpedia.com/news/Halloween-Themed-Spam-Already-in-
Circulation-162074.shtml 

56. October 20, IDG News Service – (International) Click fraud incidents shoot up in 
Q3. More than 20 percent of clicks on pay-per-click (PPC) ads in the third quarter were 
unintended or malicious, resulting in wasted marketing money that drew Web site 
visitors with no interest on the product or service advertised and no intention to buy. At 
22.3 percent, the incidence of click fraud increased more than 8 percentage points 
compared with 2009's third quarter, according to a Click Forensics study released 
October 20. Click Forensics blamed the third-quarter click-fraud rate increase on 
automated attacks launched using botnets, and on emerging ad sources that fraudsters 
are exploiting, such as mobile, social networks, and video. 
Source: 
http://www.computerworld.com/s/article/9192103/Click_fraud_incidents_shoot_up_in
_Q3 
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57. October 20, IDG News Service – (International) IBM uses 'virtual doorman' to lock 
down cloud computing. IBM has developed a new rootkit-detection system designed 
to make it easier to detect malicious attacks on virtualized data centers. Called the IBM 
Virtual Protection System, the software operates outside of the virtual machine and can 
identify malicious software when it is installed in any of the virtual machines on the 
server. Because the system runs outside of the virtual machine's operating system, it 
can detect hard-to-identify problems such as rootkits. It also gives administrators a 
single security product to run across virtual machines, said a senior manager with IBM 
security research. IBM likens the system to a virtual doorman for the cloud, designed to 
keep the bad guys out of virtualized servers. 
Source: http://www.networkworld.com/news/2010/102010-ibm-uses-virtual-doorman-
to.html 

58. October 20, The H Security – (International) Hole in Linux kernel provides root 
rights. A flaw in the implementation of the Reliable Datagram Sockets protocol (RDS) 
in the Linux kernel can be exploited to gain root (also known as superuser) rights or 
permissions on a victim's system. Attackers can exploit the hole to get complete control 
remotely once they have broken into the system. The researcher who discovered the 
vulnerability has published an exploit for demonstration purposes; in a test conducted 
by The H's associates at heise Security on Ubuntu 10.04 (64-bit), it opened a root shell. 
Kernel versions 2.6.30 to 2.6.36-rc8 are said to be affected. Linux developers have 
already provided a patch in the Git repository, that solves the problem. Distributors will 
likely publish new kernel versions soon. The researcher said the problem occurred 
because kernel functions in the RDS protocol do not correctly check addresses given 
when data are copied from kernel memory and user memory. 
Source: http://www.h-online.com/security/news/item/Hole-in-Linux-kernel-provides-
root-rights-1122180.html 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

59. October 20, Greencastle Banner-Graphic – (Indiana) Communications outage now 
fixed. Frontier Communications customers in parts of Greencastle and Putnam County 
in Indiana experienced an outage October 20. A spokesperson for Frontier said the 
outage began after 8 a.m. and was fixed around 11 a.m. The affected customers 
included DePauw University and the Putnam County Hospital. 
Source: http://www.bannergraphic.com/story/1674090.html 
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60. October 20, Beckley Register-Herald – (West Virginia) Quinwood 911 tower is no
fully operational. A gap in service was closed just 2 months ago with the constructi
of a new communications tower near Quinwood in western Greenbrier County, West
Virginia. The tower is already making a positive difference in communications betw
the 911 center and emergency responders in that portion of the county, according to t
director of the Greenbrier County Emergency Communications Center. Built on a 1-
acre parcel donated to the county by MeadWestvaco, the Quinwood tower is one of 
seven in the county. In case of an electrical outage, the tower is also equipped with a 
propane-powered generator that can run its radio transmitters for several days. At 1,0
square miles, Greenbrier is the state's second-largest county in size, another factor th
complicates the effort to provide sufficient emergency communication towers. 
Construction of the Quinwood tower, including site preparation, infrastructure 
installation and purchase of electronic equipment, cost in excess of $313,000, 
according to the director. 
Source: http://www.tmcnet.com/usubmit/2010/10/20/5080686.htm 

61. October 20, Radio Ink – (Massachusetts, Texas, Rhode Island) FCC fines school for
operating station on expired license. The Federal Communications Commission 
(FCC) has issued a $7,000 fine against Pittsfield Public School Committee for failing
file its license renewal application on time for noncommercial WTBR-FM/Pittsfield, 
Massachusetts, and for operating the station after the license expired. The notice of 
apparent liability was issued 3 years ago, and since then the school committee has 
argued that the fine should be reduced or canceled because it could not afford to pay,
and because it has taken steps to develop policies and procedures to ensure that all 
future commission filings are timely filed — arguments the FCC rejected. Meanwhil
the FCC fined the licensee of KMXO-AM/Merkel,Texas $1,500 for failing to renew 
the station's license on time, and it canceled a $1,500 late-license-renewal fine agains
O-N Radio Inc.'s WOON-AM/Woonsocket, Rhode Island, but admonished the licens
for not filing electronically and instead filing in paper format without demonstrating 
good cause. 
Source: http://www.radioink.com/Article.asp?id=1992811&spid=24698 

62. October 20, KGW 8 Portland – (Oregon) Transformer fire evacuates KGW 
building. The KGW building in Portland, Oregon, was evacuated October 20 due to 
fire in the building's main transformer. Newsroom employees heard two loud 
explosions that shook the TV-station building just after 2:30 p.m. Power also briefly 
went out in the building and one newscast producer reported feeling an electrical sho
through her keyboard. The fire alarm sounded and employees evacuated the building.
Five fire trucks and 30 firefighters responded to the alarm, and SW Jefferson was 
closed between 15th and 16th for about 30 minutes. Fire crews determined an electri
transformer in the vault below the building was the source of the explosion. Crews us
fire extinguishers rather than water to put out the fire because the transformer was 
carrying 13,000 volts of live power and spraying water on the fire could have created
an electrical arc and endangered the firefighters holding the hose line. The fire 
extinguished quickly and employees returned to the building shortly before 3:3
There was some residual smoke in the newsroom, but no one was injured. 
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Source: http://www.kgw.com/news/local/Transformer-fire-evacuates-KGW-building-
105387128.html 

[Return to top]  

Commercial Facilities Sector 

63. October 20, Reuters – (New York) NY's Times Square reopened after threat. Police 
temporarily closed streets around New York City's Times Square at lunchtime October 
20, but soon reopened the streets when a suspicious vehicle turned out to be harmless, 
police said. An unattended Chevy minivan was parked with its lights on outside the 
Westin Hotel and near a Port Authority bus terminal, a police spokesman said. After 
shutting several blocks and examining the vehicle, police reopened traffic and gave the 
"all clear" signal, witnesses said. Investigations of suspicious packages are common in 
the Times Square area. Police typically close streets when unattended baggage is found 
at the busy section of Manhattan known as the Crossroads of the World. 
Source: http://www.reuters.com/article/idUSTRE69J4LB20101020 

64. October 20, Portland Oregonian – (Washington) Explosion at Vancouver apartment 
complex forces 110 people from their homes. An October 20 explosion in 
Vancouver, Washington forced more than 100 people from their homes. Firefighters 
responded to reports of an explosion about 7:35 p.m. at the Shorewood Apartments, 
5555 S.E. Evergreen Ave., and found elevated levels of chlorine throughout the 
building. Sixty four apartments — home to some 110 people — were evacuated, said a 
Vancouver fire department spokesman. A hazardous materials team cordoned off the 
building then went unit to unit opening doors and windows. People were allowed to 
return to their apartments before 10 p.m. A maintenance worker who might have 
caused the blast while adding chlorine to a chlorinator in a basement swimming pool 
suffered minor injuries. He was taken to a nearby hospital in stable condition. It was 
unclear what mixture of chemicals caused the blast — the basement remained off-limits 
late into the day, even to investigators. 
Source: http://www.oregonlive.com/clark-
county/index.ssf/2010/10/explosion_at_vancouver_apartment_complex_forces_110_pe
ople_from_their_homes.html 

65. October 20, WPDE 15 Florence – (South Carolina ) FBI in touch with Florence 
Islamic Center members. The FBI and the South Carolina Joint Terrorism Task Force 
have contacted members of a Florence Islamic Center, after someone defaced the 
mosque with a message spelled out with strips of bacon. Florence Police are not sure if 
the FBI will get involved in the investigation, but the investigation has taken a new 
direction. The Florence Islamic Center is under close watch by surveillance cameras 
installed by Florence Police. The Council on American-Islamic Relations called on the 
FBI to investigate, and agents met with members of the mosque recently. But then the 
week of October 18, a member got a threatening message on his voicemail a
mosque. Florence Police are investigating the voicemail. 
Source: http://www.carolinalive.com/neighborhood/story.aspx?id=528933 
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66. October 19, Associated Press – (Texas) Man who attempted to bomb Dallas office 
building sentenced. A Jordanian man caught in a FBI sting trying to blow up a Dallas, 
Texas, skyscraper was sentenced to 24 years in federal prison October 19. He faced up 
to life in prison, but received a reduced sentence after pleading guilty in May to 
attempted use of a weapon of mass destruction. The man will likely be deported after 
serving his sentence. He acknowledged leaving what he thought was a truck bomb in a 
garage beneath the Fountain Place building in September 2009. Posing as members of 
an al-Qaida sleeper cell, three undercover FBI employees had monitored the man since 
January 2009. After he shared his plans to blow up the office tower, they helped him 
secure a truck and fake bomb used to carry out the mission, according to court 
documents. 
Source: http://www.ksla.com/Global/story.asp?S=13350692 

For another story, see item 62  
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National Monuments and Icons Sector 

67. October 21, Alexandria Town Talk – (Louisiana) Sixty percent of the Kisatchie fire 
contained. Sixty percent of a Kisatchie National Forest fire that started October 13 in 
Louisiana has been contained. Kisatchie National Forest representatives believe that the 
fire was caused by lightning. The fire now covers 3,515 acres. Burnout operations were 
completed October 19 from the Red Dirt Lookout to the Caroline Dormon Trailhead, 
and along Backbone Trail to the adjacent drainage. Operations were suspended October 
19 because of possible lightning with thunderstorms moving through the area. Fire 
intensities were less October 20 because of higher humidities and damp fuels. 
Source: http://www.thetowntalk.com/article/20101021/NEWS01/10210333 

68. October 20, Seattle Times – (Washington) Olympic park rangers put goats under 
daily watch. Park rangers and biologists, awaiting necropsy results on a goat that 
fatally injured a Port Angeles man in Olympic National Park in Washington the 
weekend of October 15, have begun daily patrols of the area of the attack to check the 
behavior of other goats. "We want to be sure that no other goat is behaving 
aggressively toward people," said the park superintendent, who said the patrols will 
continue through the fall. Park officials acknowledge that hikers have remarked for 
several years about a particularly aggressive goat along the Switchback Trail near 
Klahhane Ridge, but rangers cannot say whether all the reports were based on a single 
animal. The goat that fatally gored the 63-year-old man and stood over him to keep 
would-be rescuers at bay, was later tracked and shot by park personnel. Preliminary 
results of a necropsy are expected within 1 week. 
Source: http://seattletimes.nwsource.com/html/localnews/2013215400_goats21m.html 

[Return to top]  

Dams Sector 
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69. October 21, Xinhua – (International) 150,000 evacuated, shipping routes closed as 
Typhoon Megi approaches China. Hundreds of thousands of people have been 
evacuated from coastal areas in southeast China in the path of Typhoon Megi, disaster 
relief authorities said October 21. Typhoon Megi was expected to make landfall in 
southern Fujian either October 22 or October 23, the chief commander of the 
headquarters said. Local authorities have ordered fishermen to stay ashore, and 
managers of dams in populated areas to prepare to discharge water in case of torrential 
rain. Authorities have issued a red warning, the highest of four warnings, that the 
typhoon could cause huge waves that could devastate coastal sea areas, including 
Guangdong, Fujian, and the Taiwan Strait. The red warning gives local authorities 6 
hours to evacuate residents at risk and implement storm precautions, and order schools, 
shops and airports to close, and all vessels to return to port. Megi is the 13th typhoon 
and possibly the strongest to hit China this year. Southern provinces, including Hainan, 
Guangdong, Jiangxi, and Fujian, are bracing for heavy rains and strong winds. 
Source: http://news.xinhuanet.com/english2010/china/2010-10/21/c_13568748.htm 

70. October 21, Chattanooga Times Free Press – (National) TVA stabilizes dams at coal 
ash ponds. A consultant hired by the Tennessee Valley Authority (TVA) to assess the 
safety of the utility's coal ash and gypsum ponds said October 20 that only half of the 
24 earthen dams at the TVA ash ponds meet the top safety standard for stability. But 
Stantec Consulting Services reported none of the ash ponds present an immediate 
danger of failure like the 2008 Kingston ash spill that poured 5.4 million cubic yards of 
coal ash into the Emory River from a dam breach at the Kingston Fossil Plant. Among 
the four coal ash ponds initially identified by Stantec as "highly hazardous," only the 
ash pond at the Cumberland Fossil Plant near Nashville is still rated has a high hazard 
because of its proximity to a highway bridge. "TVA is currently working with other 
agencies to mitigate that risk," a spokesman said. By lowering pond levels, buying up 
adjacent property, and improving the drainage and slope of the earthen dams around the 
ash ponds, TVA has limited the risk of a spill to within federally accepted guidelines at 
the Widows Creek, Bull Run, and Colbert Fossil plants, officials said. By the end of 
2011, TVA expects to have completed at least 86 ongoing engineering and construction 
projects to improve the safety of its ash ponds to comply with the highest standards set 
by federal regulators. The federal utility plans to spend from $1.5 billion to $2 billion 
by 2019 to convert its six coal plants that still use wet coal ash disposal to dry ash 
disposal or recycling. 
Source: http://www.timesfreepress.com/news/2010/oct/21/tva-stabilizes-dams-at-coal-
ash-ponds/ 

71. October 20, St. Tammany News – (Louisiana) Slidell levee work begins. The residents 
on the southwestern side of Slidell, Louisiana, will be able to breathe a bit easier come 
June 1, 2011, when the new hurricane season begins. Starting October 19, work crews 
started laying down lots of dirt along an old timber road behind First Baptist Church of 
Slidell that stretches from the west side of U.S. Highway 11 to the railroad tracks. 
According to the parish president, all that dirt will become a 12-foot high levee in 90 
days, weather permitting. The 2,000-foot long levee will protect the Yester Oaks and 
Dell Wood subdivisions on the southwest side of the city, two neighborhoods that were 
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swamped with 6 feet of water during Hurricane Katrina. The $1.2 million levee is a 
joint endeavor between the city of Slidell and the parish. The new levee has been a long 
time coming for the city. Before anything could be built, both the parish and the city 
had to negotiate with the owners of that certain stretch of land. Parish officials said the 
new levee will reduce a hurricane’s storm surge, but is not designed to protect against a 
Category 5 hurricane. An official said when the other levees are built, the system will 
provide a 100-year surge protection for south Slidell. 
Source: 
http://www.slidellsentry.com/articles/2010/10/20/news/doc4cbe2bde5d9b7409776107.t
xt 
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