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Top Stories
• Today’s Sunbeam reports that for the first time in more than 7 years, all three reactors at 

PSEG Nuclear’s Artificial Island generating complex in Lower Alloways Creek Township,
New Jersey were off line at the same time October 17. (See item 7) 

• Federal investigators said they have evidence an Oregon defense contractor sold phony 
replacement parts to the military that could cause attack helicopters to crash, according to 
the Associated Press. (See item 15) 
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Energy Sector

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. October 20, Latin American Herald Tribune – (International) Mexican drug cartels 
diversify. Mexico’s drug cartels have diversified their operations in recent years, 
branching out into piracy, prostitution, theft of oil and minerals, the sale of adulterated 
liquor, and other illegal activities. The oil industry has been affected by the 
encroachment of organized crime, which has stolen $300 million worth of natural gas 
liquids from state energy monopoly Petroleos Mexicanos’ facilities over the past 4 
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years, according to official figures. Since 2007, the police have guarded Pemex’s 
installations to prevent employees from aiding and abetting the theft of fuel by drug 
traffickers. Five members of the Los Zetas cartel involved in this crime were arrested in 
July 2010, while 1 month earlier, five Pemex workers and two employees of a Pemex 
contractor were kidnapped and are still missing. 
Source: http://www.laht.com/article.asp?ArticleId=372998&CategoryId=14091 

2. October 20, WMTW 8 Portland – (Maine) Hazmat team plugs gas leaks on tanker in 
Auburn, Maine. Fire officials in Auburn, Maine, said several leaks on a gas tanker car 
were successfully shut off early October 20, 5 hours after they were discovered. The 
leaks were discovered just after 9 p.m. October 19. Police, fire, the hazmat team and 
others responded about a quarter of a mile south of the Danville Junction rail yard and 
Old Danville Road. The tanker was moved to a dead end track on Danville Junction. 
Police officers went door to door and told residents to stay inside and keep their 
windows and doors closed. There were no evacuations. All roads in the immediate area 
were closed as a precaution. Several leaks were discovered and shut off by 2:30 a.m. 
October 20. Police said residents were never in any danger and all roads were reopened 
early October 20. Fire officials praised the response and attributed it to “successful 
training exercises” in the past. 
Source: http://www.wmtw.com/r/25448148/detail.html 

3. October 19, Orange County Register – (California) Vehicles spin, crash on rain-slick 
roads. On October 19, lightning struck a Southern California Edison (SCE) substation 
in Bolsa Chica, California, taking seven circuits offline and causing a power outage in 
Huntington Beach, SCE officials said. According to SCE, 13,594 customers in 
Huntington Beach, Seal Beach, Sunset Beach, and Surfside lost power when lightning 
struck the Bolsa substation. Power was restored to all customers by 8:23 a.m., October 
19 but some residents reported they still had no power. Some residents may have to 
reset their breakers to restore power, but SCE officials said workers were being sent out 
to investigate the problems. 
Source: http://www.ocregister.com/news/vehicle-271796-chp-
traffic.html?nstrack=sid:725631|met:102300|cat:0|order:1 

4. October 19, Agoura Hills Patch – (California) Faulty equipment blamed for power 
outage. Power was restored by 1 p.m. October 18 in Agoura Hills, California and 
neighboring communities after an outage that affected 97,225 homes and businesses, 
according to Southern California Edison. Customers in Agoura Hills, Calabasas, 
Malibu, Oak Park, Simi Valley, Thousand Oaks, and Hidden Hills lost electricity 
around 11:10 a.m. because of faulty equipment at one of the power company’s 
substations in Moorpark, said an Edison spokesperson. Edison began restoring power 
within 20 minutes of the blackout, and as of 1 p.m. October 18, all affected customers, 
except for 2,593 in Malibu, had electricity again. 
Source: http://agourahills.patch.com/articles/power-outage-hits-nearly-100k-homes 

5. October 19, South Florida Sun Sentinel – (Florida) FPL spends $623 million on 
power grid, but can it withstand another Wilma? Since Hurricane Wilma struck in 
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2005, Florida Power & Light (FPL) has trimmed trees along 47,000 miles of 
powerlines, inspected a half-million utility poles and upgraded equipment near every 
major hospital. All those improvements and more cost $623 million. The improvements 
have not yet made much of a difference in the number and length of outages — 
information that is reported to Florida’s Public Service Commission (PSC). FPL 
customers were without power an average of 73 minutes annually from 2006 to 2009, 
compared with 70 minutes in each of the 2 years before. The figures do not include 
planned outages and outages during major storms. FPL officials said the upgrades are 
meant to improve performance during a storm, not under normal conditions. Regulators 
plan to review FPL’s storm preparation plan for 2011 the week of October 25. The PSC 
staff has recommended approving it. 
Source: http://articles.sun-sentinel.com/2010-10-19/business/fl-fpl-grid-reliability-
20101019_1_fpl-s-south-florida-fpl-customers-outages 

For another story, see item 64  
 
[Return to top]  

Chemical Industry Sector 

6. October 20, TCPalm.Com – (Florida) Chemical spill closes roads in area of St. 
James Drive and Airoso in Port St. Lucie. An estimated 5,000 gallons of lime, a 
chemical used to neutralize soil, spilled out on the roadway after an October 19 truck 
rollover crash at St. James Drive and Airoso Boulevard in Port St. Lucie, Florida, 
officials said. The spill prompted officials to shut down travel lanes in the area. 
Northbound Airoso was being diverted to Northeast Twylite Terrace. Crews were 
called to the incident about 9:35 a.m. A fire official described the chemical that spilled 
out on St. James Drive as a “brown sludge, brown dirty water.’’ 
Source: http://www.tcpalm.com/news/2010/oct/20/chemical-spill-closes-roads-area-st-
james-drive-an/ 

For another story, see item 34  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

7. October 19, Today’s Sunbeam – (New Jersey) All 3 Artificial Island reactors shut 
down at same time for first time in more than seven years. For the first time in more 
than 7 years, all three reactors at PSEG Nuclear’s Artificial Island generating complex 
in Lower Alloways Creek Township, New Jersey were off line at the same time 
October 17. An outage at one of the plants had been scheduled, but the shutdowns at 
the other two were unplanned and are both being blamed on a problem with voltage 
regulators on the non-nuclear side of the facilities. “We will conduct a review to look at 
that piece of equipment and there will be a thorough examination of both reactor trips 
and what led up to them,” a spokesman for PSEG Nuclear said October 18. The 
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utility’s Hope Creek reactor was shut down at 8 p.m. October 15 for a planned 
refueling outage. Later on October 15, at 11:21 p.m., Salem Unit I automatically 
tripped off line, according to the spokesman. The shutdown was caused by a problem 
with a voltage regulator which controls the amount of power being sent out over the 
regional power grid. Operators of the grid had requested a reduction in the amount of 
power coming from the plant, and Salem 1 control room operators had manually taken 
control of the regulator just before the shutdown occurred, the spokesman said. 
Source: http://www.nj.com/sunbeam/index.ssf?/base/news-
7/1287471008318730.xml&coll=9 

8. October 19, Solar Home and Business Journal – (California) Major upgrade planned 
at nuclear plant. As with all power plants that use moving parts to generate electricity, 
nuclear power systems require periodic maintenance, repairs or upgrades –- sometimes 
on a grand scale. Southern California Edison has announced that it plans this fall to 
shut down one of two reactor units at its San Onofre Nuclear Generating Station in San 
Diego County, California for a major construction program. The project involves 
replacing the plant’s largest components, the steam generators. It will cost a total of 
about $671 million and will add about 1,000 temporary jobs in the region, the utility 
said in a news release. The project is expected to generate about $300 million in local 
spending. “We decided to replace the San Onofre plant’s steam generators when a cost-
benefit assessment revealed the plan could save customers approximately $1 billion 
during the plant’s current license period, which runs through 2022, when power 
generated by the plant was compared to the likely cost of replacement power,” said 
Southern California Edison’s chairman and chief executive. 
Source: http://sunpluggers.com/news/major-upgrade-planned-at-nuclear-plant-01039 

9. October 19, Cherry Hill Courier-Post – (New Jersey) Contaminated water targeted 
at plant. New Jersey environmental officials say the operator of the Oyster Creek 
nuclear power plant in Lacey Township has stepped up efforts to remove water 
contaminated by radioactive tritium from the ground underneath the plant. The state 
environmental commissioner said October 18 that a larger well has been added to pump 
out the water and prevent any possible contamination of drinking water supplies. 
Exelon Corp. began pumping last month. The commissioner said there’s no sign of any 
radioactive material outside the boundaries of the plant. The tritium-contaminated 
water leaked from pipes at the power plant last year. 
Source: http://www.courierpostonline.com/article/20101019/NEWS01/10190339/-
1/RSS07 

For another story, see item 10  
 
[Return to top]  

Critical Manufacturing Sector 

10. October 20, Muskogee Phoenix – (Oklahoma) Port wants metal plant site tested. The 
Muskogee City-County Port Authority in Oklahoma wants to ensure property from the 
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old Fansteel Metal plant property is clear of contamination as it seeks industries to 
locate there. The port authority board voted October 19 to enroll in a voluntary 
Brownfields Program, which enables entities to investigate and clean possible 
hazardous waste on their properties. The program, administered through the Oklahoma 
Department of Environmental Quality (ODEQ), provides specific state liability relief 
and protects the property from federal Superfund actions, according to the ODEQ web 
site. Muskogee’s Fansteel Metals Inc. plant opened in 1958 and operated until 1990, 
manufacturing products extracted from tin ores, according to earlier Muskogee Phoenix 
articles. The article said Fansteel used an acid digestion process to extract the 
chemicals from the ore and slag. The remainder of the feed stock, sediment containing 
other metals and a trace of uranium and thorium, was stored in lined ponds on the site. 
In 1992, the Nuclear Regulatory Commission listed the Fansteel site as one of 49 sites 
in the United States requiring a permanent solution for leftover materials containing 
low-level radioactivity. 
Source: http://muskogeephoenix.com/local/x154638408/Port-wants-metal-plant-site-
tested 

11. October 19, Springfield Republican – (Massachusetts) Metals fire extinguished at 
Agawam industrial park. Firefighters October 19 extinguished a fire at Parts Tool and 
Die on Shoemaker Lane in Agawam, Massachusetts. Fire officials said a magnesium 
milling machine caught fire and had to be extinguished with a sodium-based dry 
powder, which the company is required to keep for metal fires. Between 20 and 30 
employees had to be evacuated when the machine caught fire. The machine which was 
damaged is worth about $200,000. There were no injuries. It took about 10 minutes to 
extinguish the fire. 
Source: 
http://www.masslive.com/news/index.ssf/2010/10/metals_fire_extinguished_at_ag.html 

12. October 19, U.S. Environmental Protection Agency – (Michigan) EPA begins cleanup 
at Pickens plating Superfund site in Albion, Mich. U.S. Environmental Protection 
Agency (EPA) Region 5 has begun cleanup of an abandoned zinc electroplating facility 
in Albion, Michigan. EPA will spend a little more than $1 million to clean up about 
100,000 gallons of uncontrolled hazardous waste at the Pickens Plating Superfund site. 
The 4-acre Pickens property includes one main building with several additions. Pickens 
was founded in 1963 and specialized in zincelectroplating, mostly for the automotive 
industry. At its peak, Pickens employed 13 people. The company closed in 2009. The 
contaminants include toxic acids, metals and chemicals stored in drums, containers and 
vats –- some open and leaking. EPA determined the site posed an “imminent and 
substantial threat” to public health and the environment. Cleanup workers will first 
identify, consolidate and repackage hazardous materials on site. They will then remove 
the waste to an approved off-site location. Other activities on site will include 
monitoring the air, decontaminating buildings, and possibly dismantling some 
structures. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/ac92d449b7f61b66852577c10066bc5b?Op
enDocument 
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[Return to top]  

Defense Industrial Base Sector 

13. October 20, National Nuclear Security Administration – (Texas) NNSA’s Pantex plant 
exceeds targets for dismantlement work and stockpile deliverables. The National 
Nuclear Security Administration (NNSA) announced October 20 its Pantex Plant in 
Amarillo, Texas, successfully met and in a number of areas exceeded all Defense 
Program goals during Fiscal Year 2010. While the specific goals and numbers are 
classified, the plant accomplished 126 percent of NNSA’s goal for planned stockpile 
dismantlements. In addition, NNSA also said the plant demonstrated outstanding 
overall delivery performance by completing 116 percent of planned weapon 
deliverables outlined in the Directed Stockpile Work (DSW) account, and also 
completed 112 percent of the planned W76 Life Extension Project deliverables. Pantex 
succeeded in meeting and exceeding its goals for the year despite experiencing a 2,000-
year flood event that dropped in excess of 10 inches of rain in July 2010. A majority of 
the nuclear explosive operations were impacted for up to 1 month. 
Source: 
http://www.yournuclearnews.com/nnsaÃ¢Â�Â�s+pantex+plant+exceeds+targets+for
+dismantlement+work+and+stockpile+deliverables_55479.html 

14. October 19, Defense Systems – (National) As UAV use grows, bandwidth limits 
become a concern. The U.S. Air Force is facing a dilemma: The need and utility of 
unmanned aircraft continues to grow, but the technology could also limit the service’s 
operational responsiveness. However, while current technologies may be reaching their 
limits, the Defense Department is also investing in future systems that will vastly 
increase the capabilities of robot aircraft through increased autonomy. Ongoing 
operations in Southwest Asia continue to drive the voracious demand for pilots, support 
personnel and bandwidth above all, said an Air Force Colonel, speaking at the recent 
C4ISR Journal Conference in Washington D.C. He said the military needs additional 
24-hour surveillance and close air support orbits by unmanned aerial vehicles (UAVs). 
The Air Force Times reported the service already provides 44 such orbits; that number 
is scheduled to expand to 65 by 2013. This increased autonomy comes with a price. 
The Colonel said the bandwidth required to support these capabilities may actually 
limit commanders’ operational flexibility because they may have to choose between 
large numbers of relatively static surveillance missions or a few very flexible multi-
mission operations. 
Source: http://defensesystems.com/articles/2010/10/19/air-force-ponders-uav-
technologies.aspx?admgarea=DS 

15. October 18, Associated Press – (Oregon) Oregon company target of helicopter parts 
probe. Federal investigators said they have evidence an Oregon defense contractor sold 
phony replacement parts to the military that could cause attack helicopters to crash. In 
affidavits filed in federal court in Eugene, U.S. Department of Defense investigators 
said they have evidence Coos Bay-based Kustom Products Inc. and related companies 
sold fake replacement parts to the military. The affidavits said the companies provided 
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lock nuts meant for tanks and trucks in place of more expensive and differently 
designed lock nuts that secure the rotors on Kiowa attack helicopters. 
Source: http://www.businessweek.com/ap/financialnews/D9IUDSCO0.htm 

[Return to top]  

Banking and Finance Sector 

16. October 20, WMBF 13 Myrtle Beach – (National) FBI warning targets work-from-
home schemes. The FBI has issued a consumer warning October 13 as thousands of 
consumers continue to lose money from work-from-home scams. Officials claim scam 
victims are often recruited by organized cybercriminals through a variety of outlets, 
ranging from newspaper ads to online employment services, and unsolicited e-mails. 
Once a person is recruited for the job, officials said often times the consumer becomes 
a “mule” for cyber criminals to steal and launder money. Now, federal officials are 
warning consumers to be on the lookout for these types of scams and to take 
precautions to avoid becoming a victim. Those looking for work are asked to be wary 
of work-from-home opportunities and to research a company before signing on for 
work. 
Source: http://www.wmbfnews.com/story/13355810/fbi-warning-targets-work-from-
home-schemes 

17. October 20, msnbc.com – (National) FBI stepping into foreclosure-document 
mess. The foreclosure-document crisis just keeps on growing, and now the FBI is 
getting into the fray. A federal law enforcement official told the Associated Press the 
agency is in the initial stages of trying to determine whether the financial industry may 
have broken criminal laws in the mortgage foreclosure crisis. The official said the 
question is whether some in the industry were acting with criminal intent or were 
simply overwhelmed by events in the wake of the housing market’s collapse. The 
official spoke on condition of anonymity because the investigation is just getting under 
way. Big lenders are trying to move past the foreclosure-document crisis, saying they 
are now confident their paperwork is accurate. But they are facing so much organized 
resistance that they can not just snap up their briefcases, declare the crisis over and 
move on. Consider the opposition: (1) Attorneys general in all 50 states are jointly 
investigating whether lenders violated state laws (2) Lawyers for evicted homeowners 
are preparing lawsuits against major lenders (3) State judges have signaled they will 
review the banks’ foreclosure documents with skepticism and (4) Lawmakers on 
Capitol Hill plan to hold hearings. 
Source: http://www.msnbc.msn.com/id/39757497/ns/business-real_estate/ 

18. October 19, Associated Press – (Maryland) Md. court approves emergency rules on 
foreclosures. An emergency measure approved October 19 by a Maryland court 
clarifies what methods state courts can use to review the paperwork behind 
foreclosures, including bringing in attorneys to explain questionable documents, and 
hiring outside experts to examine them at a bank’s expense. The measure approved by 
the state’s highest court spells out how state judges can review foreclosures and stop 
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them if the documents are found to be invalid. However, it is still up to individual 
judges to decide how to use the tools. The head of the state judicial committee that 
drafted the measure told the court of appeals that it will send a clear message that 
courts will scrutinize paperwork. “Nothing in this rule mandates any particular action 
by the court,” said the chairman of the Maryland Standing Committee on Rules of 
Practice and Procedure. “This flexibility is essential, because the context and 
circumstances may be different from case to case.” Unfair foreclosure practices are 
being investigated around the country because of questionable paperwork. Preliminary 
audits have found that hundreds of bogus affidavits have been filed in Maryland courts. 
Source: http://www.forbes.com/feeds/ap/2010/10/19/general-md-foreclosure-mess-
maryland_8026823.html?boxes=Homepagebusinessnews 

19. October 19, KPTV 12 Portland – (Oregon) Reward offered in strolling hat bandit 
case. The Oregon Financial Institutions Security Taskforce and the FBI are offering a 
combined reward of up to $6,000 for information leading to the arrest of a woman 
believed to robbing banks in the Eugene area. Investigators have nicknamed her the 
“Strolling Hat” bandit because she has worn a hat in each of the three robberies that 
have occurred. The robberies took place over the last 3 weeks. In each case, the woman 
walked into the bank, approached a teller, demanded cash and left with an undisclosed 
amount of money. Witnesses describe her as being white with shoulder-length brown 
and/or dyed maroon hair. Investigators believe the robber is in her late teens to early 
20s, between 5 feet 2 inches and 5 feet 6 inches, and between 110 and 125 pounds. The 
FBI and the Eugene Police Department are working together on the investigation. 
Source: http://www.kptv.com/news/25440889/detail.html 

20. October 19, Northwest Cable News – (Washington) ‘Bicycle Bandit’ accused of 
stealing $17,000 from Spokane bank. Spokane, Washington police released the 
identity of the alleged “Bicycle Bandit,” the man suspected of robbing half a dozen 
banks around Spokane over the last year. Police say he is a 33-year-old. The suspect 
was arrested October 14 after allegedly robbing the Washington Trust Bank near 
Francis and Ash. He was on a bicycle when he was hit by a Spokane police sergeant’s 
patrol car on his way to the crime scene. Police said a witness saw a gun fly out of the 
victim’s hand after he was hit, and the witness kicked the gun away while the officer 
made the arrest. The suspect appeared in U.S. District Court in Spokane October 15. 
According to federal court documents, he forcibly took approximately $17,479.30 from 
the Washington Trust Bank October 14 and put the bank tellers in danger by pointing a 
handgun at them. The suspect is also being investigated for six other robberies, starting 
in December. Police and the FBI have been tracking the “Bicycle Bandit” for months. 
In each robbery, tellers reported the suspect got away on a bicycle. 
Source: http://www.nwcn.com/news/washington/Bicycle-Bandit-accused-of-stealing-
17000-from-Spokane-bank-105296933.html 

21. October 18, Reuters – (North Carolina; New York) Man pleads guilty in $80 million 
ATM Ponzi scheme. A man pleaded guilty October 18 to helping orchestrate what 
prosecutors called an $80 million Ponzi scheme that lured victims into investing in 
automated teller machines that were never purchased. The suspect, a Raleigh, North 
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Carolina resident, pleaded guilty in federal court in Manhattan, New York to nine 
counts of wire fraud and one count of conspiracy, his lawyer said. The suspect is in 
custody and could face 8 to 10 years in prison when he is sentenced January 20, the 
lawyer said. The defendant also agreed to forfeit $50 million, court records show. 
Prosecutors in September 2009 accused the suspect and a co-defendant of soliciting 
investments for the purchase of about 4,000 ATMs, promising that the machines would 
generate fees from cash withdrawals. In fact, about 3,600 of the ATMs did not exist or 
were never owned by the suspects, and the men used proceeds to enrich themselves and 
further their scheme, prosecutors said. 
Source: http://www.reuters.com/article/idUSTRE69H5AD20101018 

For another story, see item 53  
 
[Return to top]  

Transportation Sector 

22. October 20, Memphis Commercial Appeal – (Tennessee) Pilot who refused body scan 
at Memphis International blasts TSA security. An ExpressJet Airlines first officer 
drew a line in the sand the morning of October 15 at Memphis International Airport 
security Checkpoint C. He left the Tennessee airport without boarding a flight to his 
duty base in Houston, Texas refusing a full-body scan and its alternative, a manual pat-
down, by Transportation Security Administration officers. “I’m not trying to throw 
down the gauntlet with the federal government per se,” he said. “I just want to be able 
to go to work and not be harassed or molested without cause.” The pilot said he had 
been going through security at Memphis without incident for 4 and 1/2 years. He said 
October 15 was his first time at the checkpoint since new scanning equipment was 
installed. The pilot was wearing his uniform and identification at the time. 
Source: http://www.commercialappeal.com/news/2010/oct/20/pilot-who-refused-body-
scan-blasts-tsa/ 

23. October 20, Associated Press – (National) Pilot’s licenses still short on security 
measures. In an attempt to improve security, Congress told the Federal Aviation 
Administration (FAA) in 2004 to come up with a pilot’s license that included the 
pilot’s photo and could contain biometric information like fingerprints or iris scans. 
Today licenses lack photos or biometric data. In an October 19 letter, a Florida 
Congressman asked the heads of the FAA, the Transportation Security Administration 
and DHS to explain why they haven’t complied with the law he helped write. FAA 
officials have told the congressman one reason the licenses don’t contain biometric 
information is they’ve been waiting for TSA and DHS to decide on criteria and the 
equipment necessary to read the data. He said the three agencies have been pointing 
fingers at each other. The law doesn’t say the licenses must contain biometric data, just 
that they are capable of doing so. That would require they be embedded with 
microchips capable of storing fingerprints, iris scans or personal data that can be used 
to verify someone’s identification. Lawmakers left it up to FAA administrator to decide 
what biometric information should be included. FAA officials said that unlike state 
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motor vehicles departments, the agency doesn’t have conveniently located offices 
where pilots can present themselves to have their photos taken. However, Congress 
also gave the FAA permission to designate a local authority, such as a police 
department or an airport, to take the photos. 
Source: http://www.wtol.com/Global/story.asp?S=13352308 

24. October 20, WWL 4 New Orleans – (Louisiana) Train derails in Destrehan; homes 
evacuated. An October 20 train derailment in St. Charles Parish, Louisiana forced 
officials to evacuate some homes in a Destrehan neighborhood, according to parish 
officials. Emergency responders set up a 50-foot perimeter as a precaution. About 12 
homes were evacuated near the intersection of Becky Lane and Madewood Drive, 
according to officials, after a train derailed on the Canadian National Railroad. “No 
leak from the train cars involved has been detected at this time. Officials from the St. 
Charles Parish Sheriff’s Office, Fire Departments, Canadian National and State Police 
Hazmat are currently on scene investigating,” said a statement from parish officials. 
Source: http://www.wwltv.com/news/Train-derails-in-Destrehan-homes-evacuated-
105337173.html 

25. October 20, Williamsport-Sun Gazette – (Pennsylvania) Engine fails, forces plane 
down in city. An engine malfunction prevented a small airplane from flying passengers 
from Montoursville, Pennsylvania to Philadelphia, Pennsylvania October 19 when an 
emergency landing was necessary. No injuries were reported, and the plane didn’t 
appear to have permanent damage. The pilot of the Dash 8 100 series plane was forced 
to turn off the engine in mid-air and make a return decent onto the local airport’s 
runway. “They had engine issues and had to put the engine out,” the director of the 
Williamsport airport said. “They turned it around and made a landing without the 
engine running.” 
Source: http://www.sungazette.com/page/content.detail/id/555244/Engine-fails--forces-
plane-down-in-city.html?nav=5011 

26. October 19, Fierce Government IT – (National) ADS-B in could be too expensive for 
nationwide rollout, says IG. Technology that would allow pilots to have a real-time 
cockpit picture of their location relative to near-by aircraft could be cost-prohibitive to 
roll out nationwide, said a Transportation Department inspector general report. The 
Federal Aviation Administration (FAA) earlier this year mandated that airplanes carry 
transponders to receive and relay Global Positioning System signals by 2020, but the 
agency hasn’t required that airplanes have installed in the cockpit a display showing 
airplane location relative to other aircraft. Because such a display would require the 
airplane to not only relay GPS data, but to receive radio transmissions back from the 
ground, it’s known as Automatic Dependent Surveillance-Broadcast In. The FAA 
mandate is only for ADS-B Out, which essentially requires nothing more than aircraft 
to act as an airborne relay tower for GPS signals. The FAA’s theory is industry will 
voluntarily equip aircraft with ADS-B In displays. But, the choice of two different 
radio signals for commercial and general aviation could prevent the nationwide rollout 
of ADS-B. The FAA decided to rely on two separate frequencies in part over fears that 
ADS-B could overwhelm the bandwidth of the 1090 MHz band. 
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Source: http://www.fiercegovernmentit.com/story/ads-b-could-be-too-expensive-
nationwide-rollout-says-ig/2010-10-19 

27. October 19, Associated Press – (California) FAA: Jetliner in air show no danger to 
CA bridge. A United Airlines jet that appeared to buzz over the Golden Gate Bridge in 
San Francisco, California in videos circulating on the Internet posed no danger to the 
span, the Federal Aviation Administration (FAA) said October 19. The agency had 
received no complaints about the flyovers performed October 9 and 10 as part of San 
Francisco’s annual Fleet Week, an FAA spokesman said. In the videos, the jet makes a 
wide turn before flying low over the bridge. The spokesman said the aircraft was well 
above the span, and blamed the angle at which videos were shot for making it appear 
closer than it actually was. He said flight restrictions were in place in the area, and that 
an air traffic controller was directing the plane’s altitude. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/10/19/AR2010101905625.html 

For more stories, see items 2, 6, and 40  
 
[Return to top]  

Postal and Shipping Sector 

28. October 19, Houston Chronicle – (Texas) HISD’s mystery envelopes may be linked 
to Dallas case. The discovery of envelopes containing suspicious white powder at 17 
campuses in the Houston Independent School District (HISD) in Texas may be linked 
to an investigation originating in the Dallas area. Since early August, more than a 
dozen envelopes also containing white powder were sent to churches, mosques, 
businesses and at least two schools in North Texas, authorities said. FBI officials in 
Dallas confirmed October 19 that similarities exist between their cases and those in 
Houston. “But we’re not in a position to say they are or are not from the same person,” 
said an FBI Special Agent. The Dallas-area envelopes contained a short message that 
made a cryptic reference to al-Qaida. Similar letters — all postmarked from North 
Texas — were sent to Austin, Lubbock, Chicago, Illinois and the Boston suburb of 
Waltham, Massachusetts. A pair of schools in Washington, D.C, also received 
envelopes from North Texas containing white powder. HISD officials initially said the 
envelopes contained powder, but would not confirm they contained messages. FBI 
officials now say they did. 
Source: http://www.chron.com/disp/story.mpl/metropolitan/7254944.html 

29. October 18, Associated Press – (District of Columbia) NAACP sent tea, office 
evacuated. The powdery substance that prompted the evacuation of the NAACP’s 
Washington office turns out to have been nothing more than tea. The NAACP 
Washington bureau director said October 18 the envelope contained a smaller envelope 
with powdery material inside. The business-sized envelope had no return address and 
was simply addressed to the civil rights organization’s office in downtown Washington. 
NAACP employees called the police and left their offices. The NAACP official said 
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law enforcement officials inspected the material and told him it was tea. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/10/18/AR2010101804640.html 

[Return to top]  

Agriculture and Food Sector 

30. October 20, Raleigh News & Observer – (North Carolina; National) Asian fruit fly 
may plague state next year. An Asian fruit fly recently discovered in North Carolina 
could create problems in 2011 for gardeners and commercial farmers who grow small 
fruits such as blueberries and apples. A county extension agent in Asheboro the 
summer of 2010 captured the state’s first confirmed spotted wing drosophila in a trap in 
her backyard. The fruit fly, native to cooler parts of east Asia, was discovered in the 
mainland United States in California in fall 2008. By 2009, it had appeared in Florida, 
said an extension specialist and assistant professor of entomology at N.C. State 
University. The Asian pest is capable of destroying 20 percent of a fruit crop. After its 
appearance in Florida, the extension specialist organized a trapping project in North 
Carolina, South Carolina, and Virginia to gauge the fly’s migration. Adult flies were 
trapped during the summer, and the first significant North Carolina larval infestation 
was discovered in September 2010 at the Upper Mountain Research Station in Ashe 
County, in the northwest corner of the state. The flies found in 2010 were discovered 
after most of the state’s small fruit had been harvested, so their true effect will not 
begin to be felt until 2011. 
Source: http://www.newsobserver.com/2010/10/20/750341/asian-fruit-fly-may-plague-
state.html#ixzz12uXwChIt 

31. October 19, Orange County 180 News – (California) First U.S. infestation of worst 
known palm tree pest found by landscaper in Orange County. Agricultural officials 
confirmed October 18 the detection of a red palm weevil in the Laguna Beach area of 
Orange County, California — the first-ever detection of the pest in the United States. 
The weevil is considered to be the world’s worst pest of palm trees. An infestation 
typically results in the death of the tree. “This invasive pest is a threat not only to our 
nursery growers and date palm farmers,” said the California Department of Food and 
Agriculture (CDFA) secretary. “It also endangers all of the decorative palms that are so 
common in our landscape and so much a part of the classic California backdrop.” In 
response to the original contact by the landscaper, state and local agricultural officials, 
working in partnership with the U.S. Department of Agriculture, began extensive, door-
to-door survey in the neighborhood, and are setting about 250 traps to determine if an 
infestation exists. Protocols for this pest call for an initial survey covering a 1.5 square 
mile radius around the detection property, resulting in a trapping array covering 9 
square miles. 
Source: 
http://www.oc180news.com/article/West_Orange_County_Features/Current_Interest/Fi
rst_US_Infestation_Of_WORST_Known_PALM_Tree_Pest_Found_By_Landscaper_I
n_Orange_County/19257 
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32. October 19, Orange County Register – (California) Downed power lines spark food-
truck fire. A food truck burned in Santa Ana, California, October 19 after fallen 
electrical lines ignited the vehicle, authorities said. Firefighters responding to reports of 
a downed wire in the 1300 block of North French about 4:30 p.m. discovered that a 
transformer had exploded, leaving the high-voltage wires arcing in the air, a Santa Ana 
Fire Department captain said. The wires fell on a food truck parked in the area, 
electrifying it and setting it ablaze, he said. The driver of the truck escaped without 
injury. Worried that the fire would spread, authorities evacuated 30 people from a 
nearby apartment complex, the fire captain said. About 29 firefighters were able to 
extinguish the blaze by 5:18 p.m. The food truck was a total loss, while the pickup 
sustained minor damage. 
Source: http://www.ocregister.com/news/caswell-271946-truck-food.html 

33. October 18, Journal of American Veterinary Medicine Association – (National) Deadly 
pneumonia traced to domestic sheep. New research claims to settle the controversial 
and long-running debate over whether domestic sheep can infect bighorn sheep with 
the bacteria that cause fatal respiratory pneumonia. A research team at the Washington 
State University College of Veterinary Medicine tagged Mannheimia haemolytica 
isolated from domestic sheep to show that domestic sheep could transmit the deadly 
bacteria to bighorn sheep when they were in contact with each other. The four bighorn 
sheep in the study all died from pneumonia traced back to bacteria originating in the 
domestic sheep. The bighorns showed no signs of illness while they were kept 32.8 feet 
away from the domestics during the first phase of the study. It was only after the 
animals were allowed to commingle that the bighorns became visibly ill and eventually 
died. The research, which appeared in the July 2010 issue of the Journal of Wildlife 
Diseases, follows on the heels of an unprecedented high number of pneumonia 
outbreaks among bighorn sheep in several Western states. 
Source: http://www.avma.org/onlnews/javma/nov10/101101n.asp 

[Return to top]  

Water Sector 

34. October 19, UpNorthLive.com – (Michigan) Chemical spill at wastewater treatment 
plant in Onaway. A chemical spill was being cleaned up in Presque Isle County, 
Michigan, October 19. A pipe broke at the Onaway Wastewater Treatment plant, 
releasing ferric chloride acid into the ground in front of the building. The chemical spill 
was found while crews were trying to locate a water leak. When they dug into the 
ground they noticed an area of rusty colored dirt. The department of natural resources 
and environment are on scene along with city leaders to determine how the dirt should 
be removed safely. An environmental consultant will be brought in to decide what 
should be done after the dirt is removed. Officials are also trying to figure out how the 
pipe broke. The pipe is used to pump the acid into a lagoon on the property to control 
phosphorous levels. Officials said there is no danger to the public. 
Source: http://www.upnorthlive.com/news/story.aspx?id=528162 
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35. October 19, WCBD 2 Charleston – (South Carolina) DHEC: No water contamination 
after Summerville fire. On October 18 a major fire sparked concerns over air and 
water contamination in Summerville, South Carolina. The state Department of Health 
and Environmental Control (DHEC) gave the all’s clear sign October 19. A DHEC 
crew tested water samples, and checked chemical breakdown sheets, to make sure the 
water was not contaminated. A fire destroyed the Carpet Care Services and Disaster 
Care building. Firefighters used 72,000 gallons of water fighting the fire. The concern 
was, that water may have washed chemicals into the ditch right behind the business, 
which dumps into the Ashley River. The property owner said around 100 gallons of 
cleaning detergent was inside the building at the time of the fire. A DHEC spokesman 
said tests of run-off water and water in the Sawmill Branch area found P-H and 
dissolved oxygen levels to be within acceptable limits, and there was no evidence of 
dead vegetation or fish as a result of run-off of water used to fight the blaze. The Old 
Fort Fire Department is in charge of the investigation. They said they took extra 
precautions because of the type of business they were responding to. The cause of the 
fire is still under investigation. 
Source: http://www2.counton2.com/news/2010/oct/19/6/dhec-checking-water-
contamination-after-fire-carpe-ar-982605/ 

36. October 19, Washington Department of Ecology – (Washington) Treated wastewater 
goes over pollution limits; mill penalized. Port Townsend Paper Corp. (PTPC) is 
receiving an $18,000 fine for wastewater discharges that violated the mill’s water 
quality permit over several days in May 2010. The Washington Department of Ecology 
(Ecology) announced the penalty October 19. For 2 days in early May, wastewater 
discharged to Glen Cove from the mill’s treatment ponds contained higher-than-
allowed levels of biochemical oxygen demand and total suspended solids. Later in the 
month, the mill again discharged wastewater into Glen Cove with more biochemical 
oxygen demand than permitted. The mill reported these violations upon discovery and 
on its monthly report to Ecology. The mill also reported exceeding its monthly 
averages for biochemical oxygen demand by 907 pounds (19 percent) and 261 pounds 
(3 percent) for total suspended solids. The mill reported malfunctions when restarting 
production after a scheduled maintenance closure at the mill. The malfunctions are a 
likely source for the wastewater discharge problems. Ecology issued the mill an 
administrative order in August 2010, requiring PTPC to increase the monitoring 
frequency for the two pollutants. PTPC has 30 days upon receipt to pay the penalty or 
may file an appeal with the state pollution control hearings board. 
Source: http://www.ecy.wa.gov/news/2010news/2010-272.html 

37. October 19, Associated Press – (Indiana) Drought prompts conservation request for 
S. Ind. Indiana officials have asked companies and others in southern Indiana that use 
large volumes of water to voluntarily reduce water usage by 10 to 15 percent because 
of the area’s months-long dry spell. The state’s request covers more than 20 counties in 
the area that the National Weather Service has classified as under extreme or severe 
drought. A department of natural resources spokesman said letters have been sent to 
places that use more than 100,000 gallons of water per day. 
Source: http://www.fox19.com/Global/story.asp?S=13350724 
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For another story, see item 9  
 
[Return to top]  

Public Health and Healthcare Sector 

38. October 19, Associated Press – (California) Whooping cough claims life of 10th baby 
in Calif. Health officials said whooping cough caused the death of a 6-week-old baby 
in San Diego County last week, bringing the number of babies who have died in 
California during this year’s epidemic to 10. The baby who died was treated at Rady 
Children’s Hospital in San Diego. The highly contagious illness has symptoms similar 
to the common cold, but a persistent cough that lasts weeks may indicate the illness, 
which is also known as pertussis. More than 5,270 people have been infected in 
California. All the babies who have died this year were too young to be fully 
immunized, so health officials are urging parents and caretakers to get booster shots to 
create a cocoon of immunity around vulnerable children. 
Source: http://www.sacbee.com/2010/10/19/3116605/whooping-cough-claims-life-
of.html#ixzz12uXccSNB 

39. October 19, Infectious Disease News – (National) West Nile virus often 
overlooked. Only an estimated 26 percent of those with West Nile virus infection may 
develop symptoms of the disease, recent study data suggest. To examine the frequency 
and characteristics of West Nile virus-related symptoms, researchers from the 
American Red Cross and the Center for Disease Control and Prevention analyzed a 
population of blood donors whose donations reacted with West Nile virus RNA during 
initial screening between 2003 and 2008. They confirmed diagnoses with laboratory 
tests and collected information on symptoms from patients via questionnaire before 
notifying them of their diagnoses. Of 1,997 blood donors with West Nile virus RNA-
reactive samples, 55 percent had confirmed infection, according to the researchers, and 
represented approximately half of the more than 2,000 donors with West Nile virus 
reported to blood centers in the United States during the study period. “Our data 
indicate that many [West Nile virus]-related illnesses are clinically significant but are 
nonspecific and remain undiagnosed,” the researchers wrote. 
Source: http://www.infectiousdiseasenews.com/article/76784.aspx 

[Return to top]  

Government Facilities Sector 

40. October 20, New London Day – (Connecticut) Men trigger security scare at 
airport. Three men who flew their personal aircraft into Groton, Connecticut, October 
19 sparked a law enforcement agency scramble when they wandered too close to a 
Black Hawk helicopter parked nearby. The men were eventually released, but officers 
from the town police force, with a police dog, responded to the incident along with 
state police and a representative from the Joint Terrorism Task Force. Meanwhile, 
Army National Guard soldiers made a precautionary inspection of the interior of the 
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Black Hawk as police questioned the three men. The men were briefly detained at 
Groton-New London Airport at about 8:20 a.m. By afternoon they were released and 
the investigation was considered over, state police said. 
Source: http://www.theday.com/article/20101020/NWS01/310209891/-1/NWS 

41. October 20, Madison Daily Cardinal – (Wisconsin) Capitol evacuated due to bomb 
threat. The Wisconsin State Capitol in Madison was evacuated October 19 because of 
a bomb threat, according to the department of administration. The threat was sent first 
to an unidentified media outlet, which then informed the Capitol. Capitol Police and the 
Dane County Sheriff’s K-9 unit searched the area and ultimately allowed people back 
in the building in the early afternoon. According to a state representative, Capitol 
workers were evacuated for a few hours starting at 10 a.m., and they were calm and 
orderly as they were evacuated. Although the Capitol is open to the public, police 
continue to survey the area. The investigation is ongoing. 
Source: http://www.dailycardinal.com/news/capitol-evacuated-due-to-bomb-threat-
1.1716772 

42. October 20, WCMH 4 Columbus – (Ohio) Medina Middle students back in class 
after bomb squad checks out box. Medina Middle School students in Columbus, 
Ohio, returned to their building after the school got a call reporting a bomb and a box 
found on the grounds was determined safe October 20. Columbus police and fire were 
called to Medina Middle School on reports of suspicious packages at about 8 a.m. The 
school received a phone call about a bomb being on the property. School security 
checked the area and found a suspicious box on school grounds near a clothing 
donation box. The students were evacuated to nearby Huy Elementary School, 1545 
Huy Rd. Columbus fire’s bomb squad was called to the scene and arrived at about 8:20 
a.m. The squad’s bomb robot determined the box was ordinary and safe shortly after 9 
a.m. The students returned to their building and classes resumed. 
Source: http://www2.nbc4i.com/news/2010/oct/20/5/ccs-middle-school-evacuated-
suspicious-packages-ar-265961/ 

43. October 20, WOWK 13 Huntington – (West Virginia) Charleston Housing Fund 
offices evacuated after Lewis County murder. The offices of the West Virginia 
Housing Development Fund in Charleston were evacuated October 19 after a murder in 
Lewis County. Employees were allowed back into the offices after it was confirmed 
that the alleged shooter had been apprehended, the executive director said. The suspect 
had allegedly threatened to come to that office. The suspect is accused of killing a man 
at an apartment complex near Weston, according to Lewis County deputies. The 
suspect allegedly had threatened to come to the housing development fund offices in 
Charleston, which is what prompted the evacuation, the executive director said. It was 
unclear why the suspect made the threat. 
Source: http://wowktv.com/story.cfm?func=viewstory&storyid=87956 

44. October 19, WFSB 3 Hartford – (Connecticut) UConn’s West Hartford branch 
closed amid threat. The University of Connecticut’s West Hartford branch was closed 
October 19 amid a bomb threat, school officials said. The school was closed before 11 
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a.m., and school officials said it would remain closed for the day. Officials said the 
threat was phoned in and identified a specific building. Students and faculty were told 
to not to report to the school for the day. UConn police were continuing to investigate 
the threat that night but said the campus would reopen October 20 at 7 a.m. 
Source: http://www.wfsb.com/news/25438892/detail.html 

45. October 19, WBBH 2 Fort Meyers – (Florida) Deputies: Charlotte man threatened to 
blow up school. The Charlotte County Sheriff’s Office in Florida arrested a parent 
after they say the man threatened to blow up an elementary school in Punta Gorda. The 
28-year-old suspect was arrested by a Charlotte County Sheriff’s School Resource 
Officer (SRO) October 19 after allegedly threatening to blow up Deep Creek 
Elementary School. Charlotte deputies took a call just before 12:30 p.m. The caller told 
deputies that the man made the threat to blow up the school when students were off 
campus. The arrest report stated the man made the threat after he found out a school 
staff member told the Florida Department of Children and Families about the burn 
mark on his child’s arm. The school principal said she had legitimate concern about the 
threat because she knew the man to be a hostile and aggressive parent from previous 
encounters. The SRO and two deputies went to the man’s home and talked to him about 
the threat, which he said was just a joke. Deputies said there was probable cause to 
charge the man with Threat to Discharge a Destructive Device. He was taken to the 
Charlotte County Jail. 
Source: http://www.nbc-2.com/Global/story.asp?S=13352235 

46. October 18, Central Florida News 13 – (Florida) Deputies at Poinciana High School 
after Internet threats from former student. Deputies in Osceola County, Florida, 
were at Poinciana High School in Kissimmee October 18 after a former student 
threatened to shoot people at the school. The student, who was recently expelled, made 
the threat on the Internet, saying the shooting would happen October 18. The former 
student has already been arrested in Texas, where he now lives, and taken to a juvenile 
detention center. But authorities showed up on campus October 18 to ensure the safety 
of students, parents, and teachers. Officials said the 15-year-old was expelled after 
releasing mice in the cafeteria. Then October 15, he posted a message online, saying he 
had high-powered guns in a school locker, and was going to shoot certain students 
October 18. He told detectives it was a prank, that he did not own any guns, and was 
not going to hurt anyone. Still, authorities arrested the teen and charged him with a 
second-degree felony. 
Source: http://www.cfnews13.com/article/news/2010/october/162871/Deputies-at-
Poinciana-High-School-after-Internet-threats-from-former-student 

[Return to top]  

Emergency Services Sector 

47. October 20, Panama City News Heradl – (Florida) Land mine dropped off at fire 
station. An unexploded ordnance was delivered to the Fort Walton Beach, Florida Fire 
Department October 18. The ordnance, later identified as a training land mine, was 
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found on a piece of private property in the Florosa area. The two men who brought it in 
asked if the fire crews could dispose of it, according to a Fort Walton police release. 
“When Fire Department personnel realized that the males were in fact holding what 
appeared to be an actual unexploded land mine, they instructed the males to place the 
device on the ground and they walked away,” the press release said. After the item was 
on the ground, it was photographed and a perimeter was established, which required 
diverting traffic on Hollywood Boulevard. Eglin Air Force Base Explosive Ordnance 
Disposal personnel determined the device appeared to be an anti-personnel land mine. 
An EOD team responded and learned the device was inert and posed no danger. They 
took the ordnance and the perimeter was lifted. Officials caution that even though, in 
this case, the device was only a training land mine, land mines should never be handled 
by untrained personnel. 
Source: http://www.newsherald.com/news/beach-87913-walton-fire.html 

48. October 20, Homeland Security Today – (National) Coast Guard outreach needed in 
the Arctic. Although the U.S. Coast Guard has made efforts to coordinate with an array 
of stakeholders on Arctic policy and operational issues, some stakeholders, especially 
local officials and Alaska native groups, want more information on the agency’s Arctic 
planning efforts, according to a report from the Government Accountability Office 
(GAO). Entitled “COAST GUARD: Efforts to Identify Arctic Requirements Are 
Ongoing, but More Communication about Agency Planning Efforts Would Be 
Beneficial,” the report was based on interviews with 15 representatives of foreign, 
federal, state, and local governments; Alaska Native interest groups; and private and 
nonprofit entities. Interviewers found that 9 of the 15 state and local officials GAO met 
with wanted more information on the status and results of the Coast Guard’s efforts to 
develop its future Arctic requirements. While the Coast Guard remains singularly 
focused on communication with Congressional and federal stakeholders, the report 
notes, the agency “could be missing an opportunity to create shared expectations and 
report on its progress with stakeholders central to future Arctic operations.” Based on 
these findings, GAO recommended that the Coast Guard better communicate with key 
stakeholders on the process and progress of its Arctic planning efforts, a 
recommendation the Coast Guard concurred with. 
Source: http://www.hstoday.us/content/view/15121/128/ 

49. October 19, Carlsbad Current-Argus – (New Mexico) County OKs agreement to join 
in haz mat team. The Eddy County, New Mexico Commission has approved an 
agreement between the county, city of Carlsbad and the U.S. Department of Energy 
Waste Isolation Pilot Plant (WIPP) that establishes a regional hazardous material team. 
Selected members of the Eddy County Volunteer Fire Department, Carlsbad Fire 
Department and WIPP emergency responders will be part of the team. In addition, the 
agreement also calls for the establishment of a committee and an operating budget. The 
county fire services coordinator said the agreement and formation of the hazmat team is 
being closely watched by other communities around the state. “People from all around 
the state are asking us for a copy of our agreement. They want to know how we are 
doing it,” he said. 
Source: http://www.currentargus.com/ci_16381724 
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50. October 19, WICZ 40 Binghamton – (New York) NYS police expand anti-terrorism 
efforts. It may be a little easier for local and state police to track down hazardous 
materials that potentially could be used by terrorists. Thanks to money from the federal 
government, New York State Police and Endicott Police are getting new tools to detect 
radiation. Some of the new devices are hand-held, others are installed into backpacks or 
patrol cars. The detectors cost between $2,000 and $20,000 each, and they can detect 
and identify various types of radiation. Officials said there aren’t any specific threats to 
the area. “What’s important for people to remember is the plotting, the planning, and 
the conspiracy to commit a terrorist attack can occur in any community,” said the 
director of the New York State Police Office of Counterterrorism. Officers will 
continue to receive training as part of the federal program. 
Source: http://www.wicz.com/news2005/viewarticle.asp?a=16142 

51. October 18, Associated Press – (National) CG admiral asks for Arctic 
resources. The ice-choked reaches of the northern Arctic Ocean are not widely 
perceived as an international shipping route. But global warming is bringing vast 
change, and Russia, for one, is making an aggressive push to establish top of the world 
sea lanes. This year, a Russian ship carrying up to 90,000 metric tons of gas condensate 
sailed across the Arctic and through the Bering Strait to the Far East. Russia plans up to 
eight such trips next year, using oil-type tankers with reinforced hulls to break through 
the ice. All of which calls for more U.S. Coast Guard facilities and equipment in the far 
north to secure U.S. claims and prepare for increased human activity, according to the 
rear admiral in charge of all Coast Guard operations in Alaska and surrounding waters. 
“We have to have presence up there to protect our claims for the future, sovereignty 
claims, extended continental shelf claims,” he said. The Coast Guard has three 
icebreakers, of which only one — the Healy — is operational. The two other 
icebreakers, the Polar Sea and the Polar Star — “are broken right now,” the rear 
admiral said. Both are docked in Seattle, Washington with the Polar Sea expected back 
in service next June. The Polar Star is not expected back until 2013. 
Source: http://www.npr.org/templates/story/story.php?storyId=130638506 

[Return to top]  

Information Technology Sector 

52. October 20, Softpedia – (International) Fake Firefox and Chrome warning pages 
distribute malware. Security researchers warn a new malware distribution campaign 
uses fake versions of the malicious site warnings commonly displayed by Firefox and 
Google Chrome. Both Chrome and Firefox tap into Google’s Safe Browsing service to 
check if the accessed URLs are known attack sites. Security researchers from F-Secure 
now warn malware pushers are increasingly abusing the trust users associate with these 
warnings to infect them. Malicious Web sites that mimic both Firefox’s “Reported 
Attack Page” alert, as well as Chrome’s “this site may harm your computer” warning, 
have been spotted. The pages look exactly the same as the real thing, except for a 
button that reads “Download Updates,” suggesting that security patches are available 
for the browsers. The executable files served when these buttons are pressed install 
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rogue antivirus programs, which try to scare users into paying a license fee. However, 
the users who land on these latest sites discovered by F-Secure are also exposed to 
drive-by downloads via a hidden IFrame, which loads the Phoenix exploit kit. 
Source: http://news.softpedia.com/news/Fake-Firefox-and-Chrome-Warning-Pages-
Distribute-Malware-162022.shtml 

53. October 20, Trusteer – (International) Trusteer reports hackers improve Zeus 
Trojan to retain leadership in crimeware race. Trusteer reported October 20 it has 
captured and analyzed a new version (2.1) of the Zeus financial malware. New 
capabilities include: URL matching based on a full implementation of the Perl 
Compatible Regular Expressions (PCRE) library. This allows much more flexibility for 
Zeus’s configuration to define targets. The injection mechanism now uses sophisticated 
regular expressions based on PCRE as well, which helps avoid detection. Zeus now has 
a fine-grained “grabbing” mechanism, again based on PCRE, which can extract very 
specific areas of the page (e.g. the account balance) and report them to the Command 
&Control (C&C) host. As other researchers have already pointed out, Zeus 2.1 
completely changed the way it communicated with its C&C servers with a daily list of 
hundreds of C&C hostnames, through which it cycles trying to find a live one which is 
a considerable improvement over the previous scheme. Zeus has added a 1024-bit RSA 
public key, which will probably be used for one-way encryption of data and 
authenticating the C&C server to Zeus clients. 
Source: http://www.trusteer.com/company/press/trusteer-reports-hackers-improve-
zeus-trojan-retain-leadership-crimeware-race 

54. October 20, CNET News – (International) China pledges to crack down on pirated 
software. The Chinese government is starting a new campaign against the production 
and distribution of counterfeit and pirated software and DVDs, according to the 
country’s official news service. Citing comments made at a state council meeting at 
which the Chinese premier presided, the Xinhua News Agency reported the week of 
October 18 that the goal is to clamp down on both the import and export of phony 
software, DVDs, publications, and other products that violate trademarks and patents. 
Scheduled to start the end of October, the campaign will run for 6 months and will also 
target Internet piracy and fake goods sold online. The news report said the government 
would “mete out stern punishment to businesses involved in the import and export of 
such goods.” To launch the new initiative, Chinese government agencies have been 
ordered to use only authorized software, said Xinhua. 
Source: http://news.cnet.com/8301-1023_3-20020138-93.html 

55. October 20, Softpedia – (International) Fake Battle.net emails direct gamers to 
phishing site. Security researchers from McAfee warn that gamers are targeted in new 
Battle.net and World of Warcraft phishing campaigns, which produce very convincing 
e-mails purporting to come from Blizzard. The attack comes in the form of fake e-mail 
address change notifications, which attempt to scare users into logging in on a fake 
Battle.net site. The messages come with a subject of “New Request Notification - 
Change the Login Address.” Clicking on the link takes users to a fake Battle.net log-in 
page, hosted on a domain that is not associated with Blizzard Entertainment. 

http://news.softpedia.com/news/Fake-Firefox-and-Chrome-Warning-Pages-Distribute-Malware-162022.shtml�
http://news.softpedia.com/news/Fake-Firefox-and-Chrome-Warning-Pages-Distribute-Malware-162022.shtml�
http://www.trusteer.com/company/press/trusteer-reports-hackers-improve-zeus-trojan-retain-leadership-crimeware-race�
http://www.trusteer.com/company/press/trusteer-reports-hackers-improve-zeus-trojan-retain-leadership-crimeware-race�
http://news.cnet.com/8301-1023_3-20020138-93.html�


 - 21 - 

Source: http://news.softpedia.com/news/Fake-Battle-net-Emails-Direct-Gamers-to-
Phishing-Site-161987.shtml 

56. October 19, Softpedia – (International) Phishers target Xbox players via fake 
Gamertag changer. Security researchers from Sunbelt warn that phishers are trying to 
steal Live IDs from Xbox users, through a fake program which promises a free 
Gamertag change. According to a senior threat researcher at Sunbelt (now part of GFI 
Software), there is a program called “Gamertag Changer” going around that does 
nothing more than steal Windows Live credentials from Xbox gamers. The application 
claims that it will file numerous complaints regarding the user’s Gamertag in order to 
trigger an automatic change from the system. Users who fall for the trick and input 
their credentials will see a message asking them to leave the application open for at 
least 2 minutes and then try to re-login on Xbox LIVE. Meanwhile in the background, 
the program sends the captured Gamertag, Live ID, and password to an e-mail address 
controlled by the phisher. 
Source: http://news.softpedia.com/news/Phishers-Target-Xbox-Players-via-Fake-
Gamertag-Changer-161812.shtml 

57. October 19, Computerworld – (International) Mozilla quashes 12 Firefox 
bugs. Mozilla patched 12 vulnerabilities in Firefox, including a second patch for a 
“binary planting” problem in Windows that researchers publicized last year. Two-thirds 
of the vulnerabilities patched October 19 were rated “critical.” Of the remaining 
vulnerabilities, two were labeled “high” and one each was judged “moderate” and 
“low.” Some have dubbed the “binary planting” problem “DLL load hijacking.” The 
flaw existed in Windows applications that do not call DLLs (dynamic linked libraries) 
or executable files using a full path name. Instead, they rely on the filename alone. The 
latter can be exploited by attackers, who can trick the program into loading a malicious 
file with the same title as a required DLL or executable. 
Source: 
http://www.computerworld.com/s/article/9191958/Mozilla_quashes_12_Firefox_bugs 

58. October 19, The H Security – (International) Trojan trouble at Lenovo. Lenovo’s 
Web site for service and support-related training is infected and is spreading the 
hackload.AD trojan. Although Lenovo was informed of the issue October 18, the 
vendor appears to have difficulties with solving the problem or even officially warning 
its users. At least the page has now been marked as dangerous in Google’s Safe 
Browsing API, which allows browsers such as Firefox or Chrome, to block the page. 
The virus scanners by ESET, Kaspersky, and Avast all reportedly now detect the attack 
and prevent an infection from the site. First analyses have shown that the trojan is 
retrieved from an external server via a link to some JavaScript code in the Lenovo 
page. However, it remains unclear whether the link, which leads to a marketing firm, 
was injected by criminals in order to act as a retrieval mechanism for the malicious 
code. The code for loading the trojan uses a multi-stage approach and tries to obscure 
the actual origin of the malware. 
Source: http://www.h-online.com/security/news/item/Trojan-trouble-at-Lenovo-
1110581.html 
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59. October 19, The H Security – (International) Root privileges through vulnerability in 
GNU C loader. A vulnerability in the library loader of the GNU C library can be 
exploited to obtain root privileges under Linux and other systems. Attackers could 
exploit the hole, for instance, to gain full control of a system by escalating their 
privileges after breaking into a Web server with restricted access rights. Various 
distributors are already working on updates. The loading of dynamically linked 
libraries when starting applications with Set User ID (SUID) privileges has always 
been a potential security issue. The new problem is rooted in the way in which the 
loader expands the $ORIGINS variable submitted by the application. While the 
researcher who discovered the hole said that the ELF specification recommends that the 
loader is to ignore $ORIGIN with SUID and SGID binaries, it appears that the glibc 
developers have not implemented this recommendation. Using various tricks involving 
hard links, redirected file descriptors, and environment variables, the researcher 
managed to exploit the vulnerability and open a shell at root privilege level. According 
to the developer’s tests, at least glibc versions 2.12.1 under Fedora 13, and 2.5 under 
Red Hat Enterprise Linux 5, are vulnerable. 
Source: http://www.h-online.com/security/news/item/Root-privileges-through-
vulnerability-in-GNU-C-loader-1110182.html 

For another story, see item 62  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

60. October 19, Bloomberg – (National) U.S. lawmakers request FCC to review China’s 
Huawei, ZTE. U.S. lawmakers asked the Federal Communications Commission (FCC) 
to review the security risks of domestic companies ordering network equipment from 
China’s Huawei Technologies Co. and ZTE Corp. The Chinese companies are in 
“active” discussions to supply at least two U.S. companies, Sprint Nextel Corp. and 
Cricket Communications Inc., an Arizona Senator wrote in a letter co-signed by three 
other lawmakers October 18. It is at least the second time in 2 months that U.S. 
lawmakers have prodded the Presidential administration to review the risks of buying 
Chinese telecommunications equipment. Eight U.S. lawmakers August 18 warned that 
a Sprint contract with Huawei would “undermine U.S. national security.” In September, 
the Chinese equipment maker said it hired a U.S. company to audit its programs and 
allay security concerns as it seeks greater market access. The latest letter to the FCC 
“unfairly characterizes ZTE,” the president of ZTE Solutions in the United States said 
in an e-mail October 19. 
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Source: http://www.bloomberg.com/news/2010-10-20/u-s-lawmakers-request-fcc-to-
review-china-s-huawei-zte-on-security-risks.html 

61. October 19, The Hill – (National) FCC workshop will address critical cybersecurity 
threats. The Federal Communications Commission (FCC) will hold a workshop 
November 5 to discuss the most critical cyber threats to the communications grid. The 
National Broadband Plan tasked the FCC with developing a Cybersecurity Roadmap 
that identifies and addresses the five most critical cyber threats to the communications 
infrastructure and its users. Participants in the workshop will provide input on what 
should be included in the roadmap and how those threats can be mitigated. The 
commission’s workshop is open to the public, but seating is limited and the deadline to 
register is November 3. The event will also be broadcast live over the Web. 
Source: http://thehill.com/blogs/hillicon-valley/technology/124867-fcc-workshop-will-
address-critical-cybersecurity-threats 

62. October 19, CKWX Vancouver – (International) Privacy Commissioner wants Google 
to delete data. Google may have picked up personal information through Wi-Fi while 
it created Street View. Now, Canada’s Privacy Commissioner is demanding that data 
be deleted.A UBC Internet and Privacy expert said if one’s Wi-Fi is unsecured, 
Google’s Street View camera cars may have picked up things a person would not want 
the company to see. Blame a glitch in the imaging software. The data included 
complete e-mails, the addresses, user names, passwords, names and residential phone 
numbers, et cetera. The privacy commissioner called it a careless error that likely 
affected thousands of Canadians and the company should have addressed privacy 
concerns before developing Street View. She added if the data cannot be deleted right 
away, it should be secured with restricted access. 
Source: http://www.news1130.com/news/local/article/117075--privacy-commissioner-
wants-google-to-delete-data 

63. October 19, FierceTelecom – (International) BT strikes back at copper theft. Anyone 
that thinks of stealing copper from BT’s network should think twice about their actions. 
While many U.S.-based service providers have posted rewards for information that 
leads to arrests of copper thieves, the United Kingdom headquartered BT has taken an 
even more extreme action by placing “smartwater” bombs that spray not only the 
culprits, but also the copper itself. This SmartWater liquid carries a DNA fingerprint 
that links the thief to the crime scene, and makes stains on the thief that can be detected 
by police carrying ultra-violet light detectors. What’s contributed to the increase in 
copper theft in recent years has been the rising price of copper. “There’s a direct 
correlation between the price of copper and the level of theft,” said the head of security 
for BT Openreach. Copper theft is not just a U.K. problem, however. AT&T and 
Frontier have in the past year reported various incidences of copper theft-crimes that 
also caused outages on their respective networks. 
Source: http://www.fiercetelecom.com/story/bt-strikes-back-copper-theft/2010-10-19 

64. October 18, Nextgov – (National) Researcher reveals GPS vulnerabilities. GPS 
timing signals that control base stations in some cellular networks, and other gadgets 
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the size of small refrigerators that power the smart electric grid can fall prey to 
sophisticated spoofing attacks, according to a University of Texas researcher. He said 
he successfully spoofed a type of laboratory time reference receiver of the code 
division multiple access — network technology Sprint and Verizon use that relies on 
GPS time — with a transmitter he built for about $1,000. He said the spoof, which took 
about 1 hour, literally dragged the time of the reference receiver backward, inducing a 
10-microsecond delay in an hour that could incapacitate the base stations. He also 
spoofed a type of timing receiver that provides precise signals to synchrophasors, 
which measure voltages and currents at diverse locations on a power grid so operators 
can assess the state of the electrical system. The North American SynchroPhasor 
Initiative, a partnership of the Energy Department and the North American Electric 
Reliability Corp., plans to install synchrophasors in power systems nationwide to help 
manage the smart grid; in turn the grid will use communications systems to manage 
distribution of power from generator to home or office. A spoofing attack against 
synchrophasors today would not bring down the power system, but “it would make the 
smart grid less smart,” the researcher said. Attacks against multiple cellular base 
stations in any city could shut down the network, he added. 
Source: http://www.nextgov.com/nextgov/ng_20101018_4273.php?oref=topnews 

65. October 14, FierceWireless – (National) The Android IM app that brought T-
Mobile’s network to its knees. According to T-Mobile’s filings with the Federal 
Communications Commission (FCC), close to 1 year ago an Android-based instant 
messaging application “caused an overload of T-Mobile’s facilities for an entire city.” 
the director of T-Mobile’s national planning and performance engineering, described in 
a statement filed with the FCC in January 2010. “T-Mobile network service was 
temporarily degraded recently when an independent application developer released an 
Android-based instant messaging application that was designed to refresh its network 
connection with substantial frequency,” the director wrote in the filing. “One study 
showed that network utilization of one device increased by 1,200 percent from this one 
application alone. These signaling problems not only caused network overload 
problems that affected all T-Mobile broadband users in the area; it also ended up 
forcing T-Mobile’s UMTS radio vendors to re-evaluate the architecture of their Radio 
Network Controllers to address this never-before-seen signaling issue. Ultimately, this 
was solved in the short term by reaching out to the developer directly to work out a 
means of better coding the application.” 
Source: http://www.fiercewireless.com/story/android-im-app-brought-t-mobiles-
network-its-knees/2010-10-14 

For another story, see item 14  
 
[Return to top]  

Commercial Facilities Sector 

66. October 19, WTNH 8 New Haven – (Connecticut) Fire evacuates The Hartford. A 
small electrical fire at The Hartford insurance company in Hartford, Connecticut 
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prompted an evacuation of the building October 19. The fire was reported around 10:15 
a.m. at the Asylum Avenue business. Fire officials tell News 8 that the fire started in 
the basement in a room that houses generators and batteries. The state department of 
environmental protection also responded to the scene because of the concern over the 
release of hazardous materials, but they said their involvement was minimal. No one 
was injured. 
Source: http://www.wtnh.com/dpp/news/hartford_cty/hartford-fire 

For another story, see item 29  
 
[Return to top]  

National Monuments and Icons Sector 

67. October 19, Shreveport Times – (Louisiana) Fire still rages in Kisatchie National 
Forest. As of October 19, approximately 1,367 acres of Kisatchie National Forest’s 
wilderness area in south Natchitoches Parish, Louisiana, have been blackened by a 
wildfire believed to have been sparked October 11 by lightning. Firefighting efforts on 
what has been dubbed the Wrangler Fire are successful even though containment is at 
30 percent, fire officials said in a news release. About 200 firefighters are involved. 
Helicopters and heavy air tankers are being used to drop water, retardant and provide 
reconnaissance. The public can expect roads in the area to be affected over the next few 
days by smoke and firefighter traffic. That includes state Highway 119 to state 
Highway 1, Forest Service Road 339 to Bayou Derbonne, and Longleaf Trail to state 
Highway 119. 
Source: http://www.shreveporttimes.com/article/20101019/NEWS01/101019023/Fire-
still-rages-in-Kisatchie-National-Forest 

[Return to top]  

Dams Sector 

68. October 19, Mankato Free Press – (Minnesota) Sinkhole near levee kept dry, stable 
with pumps. A sinkhole at the foot of an earthen levee in LeHillier near Mankato, 
Minnesota, is dry and no longer sucking in dirt, and should stay that way thanks to 
some new pumps to keep rainwater out of ruptured pipes. Hours after the hole was 
discovered September 26, officials assumed it was caused by a broken pipe sucking dirt 
away along with rainwater. That diagnosis was later confirmed by a camera that was 
snaked through drainage pipes. Still, “we don’t exactly know the total extent of any 
damage,” said a geologist with the U.S. Army Corps of Engineers. The broken pipes 
could cost $2 million to fix. At least one broken pipe is located 16 feet underground. 
This particular pipe is under the ground on the dry side of the levee — not in the 
middle of the earthen mound itself. Some of the large pipes under the earth, one nearly 
5 feet in diameter, carry rainwater that falls on the highway. The township and the 
Minnesota Department of Transportation (MnDOT) have installed pumps in the area 
that will take the place of the drainage pipes, keeping them dry. The pipes were running 
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with water for a few weeks after the rain stopped because the water table was still high, 
said an MnDOT maintenance operations engineer. More than 100 dump truck loads of 
clay were dumped on the site after the hole was discovered. The Corps has a backup 
plan to build a secondary levee in the unlikely event this one fails. Both MnDOT and 
the Corps have emergency work orders pending for the sinkhole so the work gets done 
before spring rains. 
Source: http://mankatofreepress.com/local/x356196694/Sinkhole-near-levee-kept-dry-
stable-with-pumps 

69. October 19, KPLU 88.5 FM Tacoma – (Washington) Howard Hanson Dam faces 
another flood season. Weather forecasters say western Washington state has a wet 
winter in store. That could mean a heavier-than-normal flood season for the region’s 
rivers. What does it mean for the storm-damaged Howard Hanson Dam on the Green 
River in south King County? After extensive testing, the U.S. Army Corps of Engineers 
said the temporary repairs made to the dam last year worked better than expected. That 
will allow operators to fill the reservoir behind the dam to at least 50 percent capacity. 
That raises the odds against a flood happening from one in 25 last season to one in 60 
this year. The Army Corps said more improvements are on the way. A spokesman said, 
“We have design and planned work for later this winter into next spring, and we expect 
to have to it back to designed capacity by this time next year.” That would put the odds 
of a flood at one in 140. Meanwhile, King County officials have inspected 26 miles of 
bank along the river and bolstered hundreds of so-called “Super-Sacks.” Those are 
huge sandbags atop the levees that have been covered with plastic to form a flood 
barrier. The county has also expanded an emergency notification program where 
residents can sign up for e-mails, texts or phone calls to warn them if a flood is likely. 
Source: 
http://www.publicbroadcasting.net/kplu/news.newsmain/article/1/0/1714991/KPLU.Lo
cal.News/Howard.Hanson.Dam.Faces.Another.Flood.Season 

70. October 19, Rochester Post-Bulletin – (Minnesota) Officials investigate vandalism at 
Red Wing reservoirs. Three of the eight water reservoirs in Red Wing, Minnesota 
have been vandalized in four separate incidents dating back to July. Prior to 2010, the 
city had only one comparable incident in the last 26 years. Water tests conducted by 
both city officials and the Minnesota Department of Health have found nothing amiss 
after each incident, though a 1-million gallon reservoir was still drained as a precaution. 
The Red Wing Police Department considers it an open case, but has yet to identify a 
suspect. Vandalizing water systems is a federal offense. The remote nature of most city 
reservoirs, which range in size from 300,000 to 1.2 million gallons, has put officials in 
a bind. They are almost all located off the beaten path and most have limited access to 
electricity, which has made a system-wide alarm system impossible and made an 
increased police presence difficult. A video surveillance system has also been 
discussed, but officials do not think it’s practical since the time needed to respond 
would likely allow the vandals a chance to escape anyway. The first incident was 
discovered July 19. The other three occurred on April 28, Sept. 19 and August 31. The 
perpetrators administered varying degrees of damage to the facilities, but never gained 
access to the water supply. 
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Source: 
http://www.postbulletin.com/newsmanager/templates/localnews_story.asp?z=2&a=474
305 
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