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Top Stories
• According to Homeland Security Newswire, several federal agencies are working with first 

responders and the U.S. military to create the first nationwide standard for minimum bomb 
suit performance requirements. (See item 48) 

• Homeland Security Newswire reports the U.S. government is reviewing an Australian 
program that would allow Internet service providers to alert customers if their computers 
were taken over by hackers, and could limit online access if people do not fix the problem. 
(See item 57) 
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Energy Sector

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. October 18, ClimateWire – (National) DOD plans project to thwart cyber attacks, 
tap renewable energy. The Department of Defense (DOD) wants to make sure that 
when disaster strikes, renewable energy sources can still help keep the lights on at 
military bases. Starting this fall, the Pentagon expects to join with a coalition of other 
agencies and national labs to create the first installation-level “microgrid” technology. 

http://www.dhs.gov/�
http://www.esisac.com/�
http://www.esisac.com/�


 - 2 - 

The end result will be cyber secure, it said. The $42 million project — assuming 
Congress approves the money — will integrate energy from existing diesel-powered 
generators alongside alternative and renewable energy sources. It will help power an 
installation’s day-to-day operations when the base is hooked up to the commercial grid 
and will also allow it to function independently of that utility grid, should the need 
arise. “You could think of this as a buffet of options that are all being synchronized 
through a demand-side cyber secure system,” said the national labs liaison to the U.S. 
Northern Command and one of the project leaders. While the final microgrid is slated 
for Marine Corps’ Camp H.M. Smith in Hawaii, the DOD is completing different 
stages of the work at bases including Joint Base Pearl Harbor-Hickam, also in Hawaii, 
and Fort Carson in Colorado. One major selling point of the microgrid is better 
protection for a base’s power sources against cyber attack, the liaison said. Another is 
improving energy efficiency and energy storage, which in turn allows the department to 
better meet government mandates to reduce energy use. This project — the Smart 
Power Infrastructure Demonstration for Energy Reliability and Security, or SPIDERS, 
for short — aims to change that. 
Source: http://www.nytimes.com/cwire/2010/10/18/18climatewire-dod-plans-project-
to-thwart-cyber-attacks-ta-12633.html 

2. October 17, KFOR 4 Oklahoma City – (Oklahoma) Copper thieves cause power 
outage. In Norman, Oklahoma, thousands of people were without power October 17 
after copper thieves broke into a power substation. It happened at a station near 149th 
and Choctaw. According to the Oklahoma Electric Cooperative (OEC), thieves stripped 
out the copper wiring, which then sparked a fire. Officials estimate there is close to $1 
million in damage. However, OEC said the thieves only got away with a few hundred 
dollars worth of copper. “It takes somebody very brazen to do this, and it has happened 
all around the country,” said the OEC operations manager. He said a lot of the 
equipment at the station now must be replaced, and copper was also taken at two other 
nearby substations. Officials estimated close to 3,300 homes were without electricity. 
Crews were able to restore power within a few hours. 
Source: http://www.kfor.com/news/local/kfor-copper-thieves-cause-power-outage-
story,0,4073008.story 

3. October 15, Computerworld – (National) Energy Department warns over smart grid 
privacy. The rollout of smart grid technologies into U.S. homes raises several data 
privacy issues lawmakers must recognize and address, a new U.S. Department of 
Energy (DOE) report cautions. The concerns are related to collection and use of energy 
consumption data gathered from homes where the technologies will be installed over 
the next several years, DOE noted. It said “because such data can also disclose fairly 
detailed information about the behavior and activities of a particular household,” 
controls must be implemented to ensure the data is collected, used and shared in line 
with privacy expectations. A key component is a smart-metering technology, which is 
used for collecting energy consumption data from homes and transmitting it back to 
power distributors. Data from these devices will be used by utilities for billing, to 
manage networks, and calculate demand. The smart-meter data that enables such 
energy management can also provide a detailed profile of the behavior and activities of 

http://www.nytimes.com/cwire/2010/10/18/18climatewire-dod-plans-project-to-thwart-cyber-attacks-ta-12633.html�
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a particular household, the report said. The ability to tie data to an individual or a 
household makes it especially sensitive, DOE said. 
Source: 
http://www.computerworld.com/s/article/9191220/Energy_Department_warns_over_s
mart_grid_privacy 

4. October 15, Network World – (National) Security guidelines aimed at zapping power 
industry cyberattacks, malfunctions. Based on input from the federal government, 
the North American Electric Reliability Corp. (NERC), whose mission is to ensure the 
reliability of the bulk-power system, sent new security guidelines to about 2,000 
electric-power operators to prevent compromise and malfunction of the grid October 
14. The large motors and generators connected to the bulk-power system must be 
turned on and off with considerable caution to prevent problems from occurring, notes 
NERC’s manager of critical infrastructure protection. There are acknowledged gaps in 
protection — something the industry since 2007 has named the “Aurora vulnerability” 
— that could allow major disruptions to the power grid by throwing it out of sync 
through a potential cyberattack or simply an accident. In what it is calling its second 
Aurora Alert, NERC sent new security guidelines to electric-power operators and asked 
them to provide feedback within 90 days respective to them and how their 
organizations might implement them. The manager said NERC’s Aurora Alert is not 
directly related to the Stuxnet worm, which some security analysts believe was 
designed as a cyberwar attack against Iran’s power grid by allowing an attacker to 
compromise industrial control systems. 
Source: http://www.networkworld.com/news/2010/101510-nerc-security-
guidelines.html 

For another story, see item 60  
 
[Return to top]  

Chemical Industry Sector 

5. October 17, Arlington Heights Daily Herald – (Illinois) Explosion at Gurnee 
chemical firm sends man to hospital. A 31-year-old man was taken to Advocate 
Condell Medical Center in Libertyville, Illinois, after an explosion October 16 at a 
manufacturing plant in Gurnee. Officials said firefighters were dispatched at 2:11 a.m. 
to Roquette America Inc., 1550 Northwestern Ave. The battalion chief of the Gurnee 
Fire Department said it appears there was an electrical explosion inside an electrical 
box at an outside storage facility. He said the box operates compressed gases, including 
hydrogen. The explosion threw the victim back against a chain-link fence, causing 
trauma and possible injuries to the wrist, ribs and leg. The victim was likely one of 
firm’s subcontractors. The cause is under investigation, but the battalion chief said the 
explosion could have stemmed from a small hydrogen leak. Maintenance people were 
called in to ensure there was no further leak. The chief said power was also shut down. 
Source: http://www.dailyherald.com/article/20101017/news/710189758/ 

http://www.computerworld.com/s/article/9191220/Energy_Department_warns_over_smart_grid_privacy�
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For more stories, see items 29, 34, 36, and 64  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

6. October 17, Associated Press – (New York) In-ground wall to filter water at N.Y. 
nuke site. Contaminated water inching through the ground at a New York nuclear 
cleanup site in West Valley is about to hit a wall. And if all goes as planned, it will seep 
through and come out clean on the other side. Crews at the West Valley Demonstration 
Project in western New York are digging a 3-foot wide trench as deep as 30 feet and 
filling it with volcanic material called zeolite. The in-ground zeolite wall is meant to 
decontaminate groundwater as it filters through. An underground plume of radiation-
contaminated water was discovered at the site in 1993, believed to be from a leak in the 
1970s, when the site housed a nuclear reprocessing operation. In-ground walls have 
been used on chemical contamination, but West Valley officials believe this is a first 
for radiation. 
Source: http://www.wcax.com/Global/story.asp?S=13337904 

7. October 17, Associated Press – (Nevada) Nuke waste shipment could come to 
Nevada. A shipment of 9,400 drums of depleted uranium oxide could be headed to 
Nevada. The U.S. Department of Energy (DOE) is considering a plan to send the 
radioactive waste from the Savannah River cleanup site in South Carolina to the 
Nevada National Security Site, formerly known as the Nevada Test Site, state officials 
said. “We didn’t request for the waste to come here. That’s DOE’s decision about 
where to send it,” said a spokesman for the Nevada Division of Environmental 
Protection. A DOE spokeswoman said her agency is considering its options for disposal 
of the waste but has not reached a decision. She declined to identify specific sites under 
consideration. The Nevada site has long accepted low-level waste from around the 
country. The DOE spokeswoman also declined to comment on an October 11 report by 
Radwaste Monitor, a nuclear industry trade publication, that said DOE wants to 
permanently dispose of the material at the Nevada site about 65 miles northwest of Las 
Vegas. “We hope to reach a decision soon,” she said. 
Source: http://www.lvrj.com/news/nuke-waste-shipment-could-come-to-nevada-
105128019.html?ref=019 

8. October 16, Asbury Park Press – (New Jersey) NRC identifies safety issues it deems 
minor at reactor. The Nuclear Regulatory Commission (NRC) has identified four 
areas that must be addressed concerning safety-related procedures at the Oyster Creek 
Generating Station in Lacey Township, New Jersey. The NRC issued a report on the 
results of a Component Design Basis Inspection (CDBI) performed at the nuclear 
power plant in August. The inspection is designed to evaluate whether a sampling of 
safety-related components are being maintained properly and functioning as designed. 
“These multidisciplinary engineering inspections are carried out on a periodic basis; the 
last CDBI done at Oyster Creek was in the spring of 2007,” the NRC spokesman said 
October 15. He said a team of seven NRC inspectors identified four “green” (very low 

http://www.wcax.com/Global/story.asp?S=13337904�
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safety significance) inspection findings. Green is the lowest safety level in a color 
coded classification system. The spokesman said, because of that classification, plant 
owner Exelon Nuclear has been able to enter into its corrective action program with the 
NRC and will be able to correct problems. “We will be following up via upcoming 
inspections on whether the corrective actions have been effective,” the spokesman 
added. The findings include the plant had not properly implemented scaffolding control 
procedures and had not prevented a safety-related emergency diesel generator 
instrumentation and low-voltage control cables in cable trenches from becoming 
submerged. 
Source: http://www.app.com/article/20101016/NEWS/10160339/NRC-identifies-
safety-issues-it-deems-minor-at-reactor 

[Return to top]  

Critical Manufacturing Sector 

9. October 17, WTXF 29 Philadelphia – (Pennsylvania) Man injured in steel plant 
accident. A 58-year-old man suffered critical injuries when he became pinned between 
sheets of heavy steel stock at the Haberle Steel facility inSouderton, Pennsylvania 
October 17. According to Hilltown Township Police, officers responded to the facility 
at 1946 Cherry Lane shortly after 10 a.m. The man was transported in critical condition 
to Grand View Hospital in Sellersville, and later airlifted to Lehigh Valley Hospital in 
Allentown. A statement released from police indicated the incident was reported to the 
Occupational Safety and Health Administration. According to the Haberle Steel Web 
site, the firm produces construction materials and has the ability to fabricate 100 to 200 
tons of structural steel per week. 
Source: http://www.myfoxphilly.com/dpp/news/local_news/man-injured-in-steel-plant-
accident101710 

[Return to top]  

Defense Industrial Base Sector 

10. October 18, Military Times – (National) Amphib San Antonio to skip scheduled 
deployment. The amphibious transport ship San Antonio, sidelined all year for repairs 
to the engineering plant, will miss a scheduled deployment next year in order to 
complete the work, Fleet Forces Command said. Problems have plagued the San 
Antonio since the ship was delivered in August 2005 from Northrop Grumman 
Shipbuilding. Although similar issues have, to varying degrees, affected follow-on 
ships in the class, the San Antonio, first in its class, has consistently been a problem 
ship. The ship’s problems have included poor electrical wiring installations, bad welds, 
a dysfunctional engine control system, and faulty hydraulics in the stern door. A 
persistent problem cropped up on all the ships of the class with contaminants in the 
engine lube-oil system. Earlier this year, while the San Antonio was undergoing an 
overhaul at Earl Industries in Norfolk, Virginia, engineers investigating the root cause 
of vibrations in the drive train — the engines, reduction gears and propeller shafts that 

http://www.app.com/article/20101016/NEWS/10160339/NRC-identifies-safety-issues-it-deems-minor-at-reactor�
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http://www.myfoxphilly.com/dpp/news/local_news/man-injured-in-steel-plant-accident101710�
http://www.myfoxphilly.com/dpp/news/local_news/man-injured-in-steel-plant-accident101710�
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drive the ship — discovered that bolts in the foundations of the diesel engines and the 
main reduction gears were improperly installed. If not fixed, officials said, the 
vibrations could eventually wreck the propulsion system. 
Source: http://www.militarytimes.com/news/2010/10/navy-amphib-san-antonio-to-
miss-next-deployment-101410w/ 

11. October 15, WRC 4 Washington – (National) Army set to test new ‘airburst 
gun’. The Army is set to test out a new weapon that could change how troops battle 
enemies in Afghanistan. The XM-25 Counter Defilade Target Engagement System, 
better known as the “Airburst Gun,” is a shoulder-fired gun that shoots a fist-sized 
round packed with an explosive warhead that detonates in the air at pre-determined 
ranges. Officials are calling it a cross between a grenade launcher and a mortar. The 
XM-25 weighs about 12 pounds, and uses laser targeting to determine a target’s range. 
Soldiers then dial in exactly where the round is going to land or explode. Army 
officials said the weapon is perfect for long-distance battles with Afghan enemies who 
fight from behind cover. A spokesman added that the accuracy of the XM-25 is going 
to change battles and “open up whole new ideas on how to use it.” The Army plans to 
buy thousands of the XM-25 in the future, placing one airburst weapon in each infantry 
squad. 
Source: http://www.nbcwashington.com/news/local-beat/Army-Set-to-Test-New-
Airburst-Gun-105025899.html 

12. October 14, United Press International – (Pennsylvania) Metal contractor guilty of 
defrauding Navy. A Fairless Hills, Pennsylvania contractor pleaded guilty to fraud for 
supplying the Navy with metal that was falsely certified as having been heated-treated. 
The CEO of Bristol Alloys Inc., admitted to defrauding the U.S. government by 
providing the metal to be used in building submarines that did not meet contract 
requirements. Heat-treated metal is used in building Virginia-class submarines in 
Newport News, Virginia, and Groton, Connecticut. The CEO will face a maximum 
sentence of 10 years in prison and a $5 million fine at his January sentencing. 
Spokesmen for the Navy and the U.S. attorney’s office in Philadelphia would not say 
whether any of the substandard metal had been installed in submarines or whether there 
are safety implications. The Navy has known of the matter since October 2009, and has 
conducted detailed inspections of parts constructed with Bristol Alloys’ materials. 
Source: http://www.upi.com/Top_News/US/2010/10/14/Metal-contractor-guilty-of-
defrauding-Navy/UPI-30841287090404/ 

For another story, see item 48  
 
[Return to top]  

Banking and Finance Sector 

13. October 18, WDTN 2 Dayton – (Ohio) Suspicious package found outside bank. The 
Dayton Bomb Squad was called to downtown Xenia, Ohio October 18 after a 
suspicious package was found outside a bank. A witness told police he saw someone 

http://www.militarytimes.com/news/2010/10/navy-amphib-san-antonio-to-miss-next-deployment-101410w/�
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http://www.nbcwashington.com/news/local-beat/Army-Set-to-Test-New-Airburst-Gun-105025899.html�
http://www.nbcwashington.com/news/local-beat/Army-Set-to-Test-New-Airburst-Gun-105025899.html�
http://www.upi.com/Top_News/US/2010/10/14/Metal-contractor-guilty-of-defrauding-Navy/UPI-30841287090404/�
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leaving a container with foil and rubber bands on it outside the Huntington Bank on 
North Detroit Street. The bomb squad was called out to investigate and the intersection 
was shutdown for several hours. The contents were later determined to be pedialyte for 
cats, a substance to help keep cats hydrated. 
Source: http://www.wdtn.com/dpp/on_air/sunrise/suspicious-package-found-outside-
bank 

14. October 16, 7th Space Interactive – (New Jersey) Former CEO pleads guilty in New 
Jersey to $11 million fraudulent loan scheme. The former CEO of Worldwide 
Financial Resources, a New Jersey-based mortgage origination firm, pled guilty 
October 16 to wire fraud in connection with an $11 million fraudulent loan scheme, a 
U.S. attorney announced. The 45-year-old suspect entered his guilty plea before the 
United States District Court Judge to an information charging him with wire fraud. 
Worldwide worked with borrowers to prepare mortgage applications and qualify 
borrowers for home mortgages. After originating loans, Worldwide would re-sell them 
to another financial institution in the secondary mortgage marketplace. The suspect 
admitted he prepared and sold fake mortgage loans from 2008 through September 
2009. Specifically, after Worldwide originated a loan and sold it to a third-party lender, 
the suspect would create a second set of fake loan documents for the same property. He 
would then sell those fake documents to another third-party lender, even though the 
actual mortgage loan for that property already had been sold. 
Source: 
http://7thspace.com/headlines/360419/former_ceo_pleads_guilty_in_new_jersey_to_11
_million_fraudulent_loan_scheme.html 

15. October 16, Computerworld – (National) Zeus botnet gang targets Charles Schwab 
accounts. Criminals are using a Zeus botnet to pillage Charles Schwab investment 
accounts, a security researcher said October 15. The attacks show that while authorities 
were arresting more than 100 members of one Zeus gang, rivals were adding lucrative 
investment accounts to their usual targets of online banks. “They’re expanding their 
horizons,” said a project manager for cybersecurity and threat research at Sunnyvale, 
California-based Fortinet. After sneaking onto a PC via an exploit, the Zeus bot 
watches for, then silently captures log-in credentials for a large number of online banks, 
as well as usernames and passwords for Schwab accounts. The attack code also injects 
a bogus form that asks victims to provide additional information the thieves can later 
use to confirm that they are the legitimate owner of the Schwab investment account. 
The security researcher speculated that the criminals based the original infection on 
fake LinkedIn messages because they expected a high correlation between LinkedIn 
membership and investment account ownership. 
Source: 
http://www.computerworld.com/s/article/9191479/Zeus_botnet_gang_targets_Charles_
Schwab_accounts 

16. October 15, San Diego Union Tribune – (California) Scruffy bandit hits 2 San Diego 
banks. A robber with a scruffy beard apparently hit two banks in 20 minutes in San 
Diego, California October 15, police said. The robber held up a Wells Fargo bank on 
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Montezuma Road in the College area about 4:40 p.m. by showing a teller a note 
demanding cash, a police spokesman said. Witnesses described the robber as white, 
possibly in his 40s, 5 feet 9 inches tall, 170 pounds, with a scruffy, short beard, and 
wearing a blue hat, blue sweat shirt, and jeans. At 5 p.m., a man of similar description 
robbed Bank of America on Mission Gorge Road in Grantville, again using a demand 
note, the police spokesman said. 
Source: http://www.signonsandiego.com/news/2010/oct/15/scruffy-bandit-hits-2-san-
diego-banks/ 

17. October 15, The Register – (International) ZeuS baddies copy Conficker 
tactics. Variants of the infamous ZeuS cybercrime toolkit have begun using the tactics 
of the infamous Conficker worm in a bid to get ahead of security defenses. The so-
called Licat worm, which is “strongly linked” to ZeuS, represents a likely attempt to 
reinforce botnets following recent arrests of suspected bank fraud money mules, as well 
as hackers tied to ZeuS in the U.K., United States and Ukraine over the last month or 
so. Licat infects .EXE, .DLL and .HTML files on infected systems. The malware also 
generates around 800 pseudo-random domains a day, which it contacts in order to 
attempt to download new malware code. A security consultant at Trend Micro told El 
Reg that the latter phone-home technique was most notably applied by Conficker, and 
new for variants of ZeuS. The Licat-A malware strain targets a number of U.K. banks, 
including Barclays, HSBC, and Alliance & Leicester. 
Source: http://www.theregister.co.uk/2010/10/15/zeus_conficker_assault/ 

18. October 15, Reuters – (National) Mozilo settles Countrywide fraud case at $67.5 
million. The former Countrywide chief agreed to a settlement of $67.5 million October 
15 to resolve charges of duping the home lender’s investors while lining his own 
pockets, but Bank of America Corp. will pick up two-thirds of the tab. The flamboyant 
poster boy of the subprime mortgage market’s boom and bust struck a last-minute deal 
with the U.S. Securities and Exchange Commission before his trial on civil fraud 
charges was to start the week of October 18. The most prominent executive charged by 
regulators with wrongdoing linked to the housing market collapse, the former CEO 
October 15 became the recipient of the highest fine ever dished out to a public 
corporation executive. Some would argue the former CEO — accused of hiding risks in 
Countrywide’s portfolio, then selling off stock before it became public — is getting off 
lightly, amid outrage over the financial industry’s role in bringing about the crisis. 
Source: http://www.reuters.com/article/idUSTRE69E4KN20101016 

19. October 15, Reno Gazette-Journal – (Nevada) 20-year-old tells police he robbed 
Wells Fargo bank in Reno. A suspect in the October 14 robbery of the Wells Fargo at 
200 S. Virginia St. in Reno, Nevada was arrested October 15 after he told police he 
wanted to turn himself in, authorities said. The suspect was interviewed by FBI agents 
and Reno detectives. “He described intimate details of the crime not released to the 
public,” Reno police said in a statement. “He said that he believed he was going to be 
captured and therefore, decided to turn himself in.” The suspect was arrested and 
charged with armed robbery and a bomb threat-related count. About 9:50 a.m. October 
14, a man walked into the bank and said he had an explosive device, although no bomb 
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was seen, police said. He displayed no other weapons. 
Source: http://www.rgj.com/article/20101015/NEWS01/101015062/1321/NEWS/20-
year-old-tells-police-he-robbed-Wells-Fargo-bank-in-Reno 

[Return to top]  

Transportation Sector 

20. October 18, Minneapolis Star Tribune – (North Dakota) Suspicious-passenger report 
causes flight to be diverted to Fargo. A commuter jet on its way from Minneapolis, 
Minnesota to Grand Forks, North Dakota, October 17 was diverted to Fargo, North 
Dakota after a flight attendant thought a passenger tampered with a fire extinguisher in 
the jet’s lavatory, and left some suspicious putty-like material in the lavatory’s waste 
container. After noticing a male passenger behaving in a suspicious manner, a flight 
attendant on Pinnacle Airlines Flight 4375 decided to check the lavatory after he 
emerged. She found the fire extinguisher was not in its proper place, according to a 
Pinnacle spokesman. The flight attendant also spotted some putty-like material that she 
feared might be explosive, but it was later found to be harmless. The attendant notified 
the pilot, who diverted the flight to Fargo, where it landed without incident at 10 a.m. 
October 17, authorities said. The suspicious passenger was interviewed by the FBI and 
local law enforcement officials before being released. No charges resulted from the 
incident. 
Source: 
http://www.startribune.com/business/105141734.html?elr=KArksLckD8EQDUoaEyqy
P4O:DW3ckUiD3aPc:_Yyc:aUvckD8EQDUJ 

21. October 18, Aviation Week – (National) FAA issues new warning on lithium 
batteries. The Federal Aviation Administration (FAA) is warning air carriers that fire 
suppressants typically found in cargo compartments are proving ineffective in 
extinguishing lithium-metal battery fires and are not foolproof in fires involving 
lithium-ion fires. The agency has issued a Safety Alert for Operators (SAFO) 
recommending carriers require customers to identify shipments of lithium batteries, and 
to implement special handling and training procedures when they are shipped. The 
agency released the SAFO following the September 3 crash of United Parcel Service 
Flight 006. While the investigation is still underway, FAA notes, “We are aware, 
however, that the plane’s cargo did include large quantities of lithium batteries and 
believe it prudent to advise operators of that fact.” Lithum-metal batteries are highly 
flammable, FAA said, noting ignition can occur when a battery short-circuits, is 
overcharged, overheats, is mishandled, or is defective. 
Source: 
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=comm&id=news/
avd/2010/10/18/17.xml&headline=FAA Issues New Warning On Lithium Batteries 

22. October 17, Associated Press – (Florida) Man arrested for riding baggage claim 
carousel. A Georgia man was arrested at the Miami International Airport in Florida 
after he allegedly got on the baggage claim carousel and rode it into a secure area. 
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Authorities said the 40-year-old filmed people watching him as he moved on the 
conveyor belt October 14. He faces a charge of trespassing into a secured area at the 
airport where signs are posted. The Transportation Security Administration is 
reviewing the matter to determine if the suspect will receive any fine. 
Source: http://www.middletownjournal.com/lifestyle/man-arrested-for-riding-baggage-
claim-carousel-977904.html 

23. October 17, Wall Street Journal – (International) Boeing to revise emergency cockpit 
procedures in wake of UPS crash. Boeing, prompted by last month’s crash of a UPS 
747 cargo jet with a fire in its hold, is revising emergency procedures intended to help 
pilots of such aircraft deal with smoke in the cockpit. Expected to be issued in 
November, Boeing’s new emergency checklist aims to ensure that crews take proper 
steps to keep air circulating in order to prevent dense smoke from building up in the 
cockpits of certain 747 cargo planes, according to company and industry officials. The 
recommended procedural changes, these industry officials said, will call for making 
sure at least one air-conditioning system continues to operate on all-cargo, 747-400 
jumbo jets during a fire emergency. Under some circumstances, current checklists 
require pilots to turn off air-conditioning systems in the event of a fire warning from 
the cargo hold. 
Source: 
http://online.wsj.com/article/SB10001424052702304772804575558571911491964.htm
l 

24. October 15, KTUU 2 Anchorage – (Washington) Engine fails on Anchorage-Phoenix 
flight; no injuries. A U.S. Airways flight from Anchorage, Alaska to Phoenix, Arizona 
made an emergency landing October 15 after one of its engines went out. Officials said 
Flight 149 landed safely at Seattle-Tacoma International Airport in Washington, and no 
one was injured. According to U.S. Airways, a mechanical problem led to the engine 
shutdown. The airline said all 130 passengers were placed on another plane to continue 
the flight to Phoenix. 
Source: http://www.ktuu.com/news/ktuu-us-airways-engine-failure-
101510,0,4303686.story 

25. October 15, Associated Press – (Washington) Green laser pointed at jet leaving Sea-
Tac. The Federal Aviation Administration (FAA) said someone pointed a green laser 
light at a Southwest Airlines jet departing Sea-Tac Airport in Washington about 6:40 
a.m. October 15 for Denver, Colorado. A spokesman said Flight 515 was about 7.5 
miles southeast of the airport at an elevation of 7,500 feet when the light illuminated 
the cockpit. KOMO-TV reports no one was hurt, and the plane continued to Denver. 
The FAA said the person responsible could be charged with interfering with the flight 
crew. 
Source: http://www.seattlepi.com/local/6420ap_wa_sea_tac_laser.html 

For another story, see item 64  
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Postal and Shipping Sector 

26. October 18, WMC 5 Memphis – (Tennessee) Two people killed in shooting at 
Henning post office. Two people were killed October 18 in a shooting at the post 
office in Henning, Tennessee. Sources with the Lauderdale County Sheriff’s 
Department said two female employees were killed in an incident that was reported 
around 9 a.m. The circumstances that led to the shooting are unclear, and information 
about a possible suspect is not yet available. Henning is located about 50 miles 
northeast of Memphis. 
Source: http://www.wmctv.com/Global/story.asp?S=13341548&hpt=T2 

27. October 14, Associated Press – (New Mexico) Mailbox blown up by homemade 
bomb. Albuquerque, New Mexico police are searching for the person responsible for 
blowing up a mailbox with a homemade bomb. Authorities tell KOB-TV that someone 
put a chemical bomb inside a mailbox at a northeast Albuquerque business, near 
Washington Street and Paseo del Norte Boulevard. The bomb went off early October 
14. Police suspect the explosion was a careless teenage prank, and do not believe the 
business was targeted for any particular reason. 
Source: http://www.alamogordonews.com/ci_16343876 

[Return to top]  

Agriculture and Food Sector 

28. October 17, CNN – (Tennessee; National) Supplier recalls frozen vegetables because 
of glass fragments. Packages containing frozen vegetables sold by Wal-Mart 
nationwide and Kroger stores in the Southeast may contain glass fragments, the 
supplier said October 15 in announcing a voluntary recall. The Pictsweet Co. of Bells, 
Tennessee, is advising the public not to eat the recalled store-brand vegetables because 
of the potential for harm. Consumers should return them to the place of purchase for a 
full refund, Pictsweet said. The voluntary recall covers the following items: Kroger 12-
ounce Peas and Carrots, and Green Peas; Great Value 12-ounce Steamable Sweet Peas, 
and Mixed Vegetables. 
Source: http://www.cnn.com/2010/HEALTH/10/16/veggie.recall/index.html?hpt=Sbin 

29. October 17, WSPA 7 Spartanburg – (South Carolina) Ammonia leaks found at 
upstate bakery. The fire department in Fountain Inn, South Carolina, was called out 
three times to an upstate bakery October 16 because of two ammonia leaks. The leaks 
occurred at Goglanian Bakeries on South Main Street in Fountain Inn in Greenville 
County. The fire department first responded at 2 a.m., then went back to the bakery at 
10 a.m. They found a cracked pipe leaking ammonia and fixed it. Firefighters called in 
the state Department of Health and Environmental Control (DHEC) who came in and 
took air samples. The fire department was called back to the bakery a third time around 
9 p.m. for a medical call. They checked the area again, and found ammonia leaking 
from a valve. DHEC and haz-mat came out again to seal the leak. No one was hurt, but 
a few workers had to go to the hospital as a precautionary measure. 
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Source: http://www2.wspa.com/news/2010/oct/17/ammonia-leaks-found-upstate-
bakery-ar-975361/ 

30. October 16, Kewaunee County Star-News – (Wisconsin) Otto’s Meats in Luxemburg 
recalls products. Otto’s Meats in Luxemburg, Wisconsin, voluntarily recalled all 
processed, cooked meats produced in 2010 because of possible underprocessing, 
according to food safety officials with the Wisconsin Department of Agriculture, Trade 
and Consumer Protection. There have been no reports of illness associated with the 
products. All products carry Otto’s Meats on the label and were made in 2010. All 
items were sold at Otto’s Meats retail store in Luxemburg. The problem was discovered 
during a routine inspection October 8. 
Source: 
http://www.greenbaypressgazette.com/article/20101016/GPG1008/10160423/Otto-s-
Meats-in-Luxemburg-recalls-products 

31. October 16, Food Safety News – (New York) New York beverage company recalls 
juices. A beverage company in Bronx, New York, has recalled carrot, carrot beet, 
carrot lime and cucumber juices because the products were inadequately processed and 
may contain foodborne pathogens, the New York State Agriculture Commissioner 
reported October 15. The products from Pats Exotic Beverages Inc, 2919 Tiemann 
Ave., were sold at retail outlets in the New York City metro area. The potential for 
contamination was discovered after a New York State Department of Agriculture and 
Markets Food inspection. Sales of the products have been suspended. All packages and 
codes of these products are subject to the recall. 
Source: http://www.foodsafetynews.com/2010/10/new-york-beverage-company-
recalls-juices/ 

32. October 16, Food Safety News – (International) Lead found in salted plum candy 
from China. Consumers are being warned not to eat “Candy El Pecas Saladitos con 
Chile” and “Candy El Pecas Saladitos con Limon,” salted plum candy imported from 
China, after the California Department of Public Health (CDPH), discovered elevated 
levels of lead in the product. The CDPH analysis found “Candy El Pecas Saladitos con 
Chile” contained lead levels as high as 0.70 parts per million (ppm) and “Candy El 
Pecas Saladitos con Limon” contained lead levels as high as 0.42 ppm. Consumption 
could result in a lead exposure exceeding the maximum legal limit by as much as seven 
times. Pregnant women and parents of children who may have consumed the candy 
should consult their physician or health care provider to determine if medical testing is 
needed. Candy El Pecas in Chula Vista, which distributed the candy, has initiated a 
voluntary recall and is working with businesses to ensure the contaminated products are 
removed from the market. 
Source: http://www.foodsafetynews.com/2010/10/salted-plum-candy-recalled-in-
california/ 

33. October 15, Food Safety News – (New York) USDA suspends Tyson deli meat plant 
in Buffalo. Meat processing was temporarily suspended at Tyson’s deli meats plant in 
Buffalo, New York, an action that by the end of the week of October 11 put 480 people 
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out of work. The action was “a result of USDA [U.S. Department of 
Agriculture]activities following the plant’s voluntary deli meat recall in August,” 
according to a Tyson’s spokesman. USDA’s Food Safety and Inspection Service rarely 
suspends operations at the “federal establishments” it regulates. On August 23, Tyson-
owned Zemco Industries recalled 380,000 pounds of deli meat produced at the former 
Russer Foods plant after a sample tested positive for Listeria. 
Source: http://www.foodsafetynews.com/2010/10/usda-makes-tyson-suspend-
operations-at-buffalo/ 

[Return to top]  

Water Sector 

34. October 17, Cape Cod Times – (Massachusetts) Chemical spill in W. Hyannisport 
pump house. Specially trained firefighters were still at the scene of a sodium 
hydroxide spill inside a water pumping station at 91 Smith St. in West Hyannisport, 
Massachusetts October 17. Smith Street was closed from Craigville Beach Road to 
Scudder Avenue. The area of the spill has been contained and no evacuations have been 
ordered. Water service to residents and businesses in the area has not been affected. 
However, because of the caustic nature of sodium hydroxide — a chemical used in 
water purification — the scene has been declared a Level 2 hazmat situation. This 
triggers a response from specially trained local firefighters who are members of 
regional Haz-Mat teams organized through the state fire marshal’s office. The spill was 
reported about 9:30 a.m., and first crews on the scene cordoned off the area. After 
examining the scene, firefighters raised it from a level 1 to a level 2 haz-mat scene. The 
spill is in the pumping station, one of several that provides water to Hyannis residents 
and businesses. 
Source: 
http://www.capecodonline.com/apps/pbcs.dll/article?AID=/20101017/NEWS11/10101
9760/-1/NEWSMAP 

35. October 17, KTVT 11 Fort Worth – (Texas) Mobile home explosion leaves 
community waterless. On October 16, a water pressure tank exploded in a mobile 
home community in Tarrant County, Texas, firing debris into a nearby unit that 
shattered its windows and ripped through a wall. The explosion knocked out water in 
about 120 homes at the Benbrook Village mobile home park in unincorporated Tarrant 
County, southwest of Fort Worth. In December of 2009, the park was without water for 
1 week. Neighbors said even when the water returns, it is often dirty. Red Cross is now 
providing families with bottled drinking water. Neighbors have also pitched in to try to 
take apart the damaged tank themselves, trying to speed up the process of replacing it. 
Source: http://cbs11tv.com/local/mobile.home.explosion.2.1966948.html 

36. October 16, Associated Press – (Kansas) OSHA finds safety violations at Fort Riley 
water plant because of chlorine risk. Federal officials have cited the Fort Riley, 
Kansas public works department for several safety violations. The Occupational Safety 
and Health Administration (OSHA) has cited the directorate of public works at Fort 
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Riley for one willful and 18 serious safety violations. OSHA said Fort Riley 
“routinely” exposed workers at the fort’s water treatment plant to hazards from a 
potential release of chlorine. The fort was also faulted for such things as a lack of 
process safety information and a lack of operator training. 
Source: http://www.fox4kc.com/news/sns-ap-ks--osha-fortriley,0,2940031.story 

37. October 15, Davenport Quad-City Times – (Illinois) Retired Deere employee pleads 
guilty to water violations. A retired Deere & Co. employee has pleaded guilty to 
federal charges that he made false statements and did not fully disclose how much 
wastewater was being released to a Moline, Illinois, sewage treatment plant. The 60-
year-old man, of Davenport, Iowa, entered the plea October 14 in U.S. District Court, 
Rock Island, for felony offenses committed under the Clean Water Act. According to 
the U.S. Attorney’s office, he admitted that while employed as the environmental 
coordinator at John Deere’s seeding and cylinder facility in Moline, he violated terms 
of an industrial wastewater pretreatment program approved by the U.S. Environmental 
Protection Agency. The violations were found in reports he submitted to Moline 
concerning samples of wastewater discharged to Moline’s sewage treatment plant. The 
company’s manufacturing process generated wastewater containing heavy metal 
pollutants, including chromium, nickel, copper, lead and zinc, according to prosecutors. 
Under the permit, John Deere was to sample and analyze the wastewater being 
discharged from a pretreatment system at the facility to the Moline Sewage Treatment 
Plant, the U.S. attorney said. The accused admitted that from 2000 until February 2005, 
when he left John Deere, he routinely failed to submit discharge monitoring reports to 
the city that included all wastewater discharge samples taken at the facility. 
Source: http://qctimes.com/news/local/crime-and-courts/article_30bbd0ee-d8d6-11df-
bdc4-001cc4c002e0.html 

[Return to top]  

Public Health and Healthcare Sector 

38. October 16, Sacramento Bee – (California) Med center patient data stolen in W. 
Sac. Officials at the University of California Davis Medical Center said financial 
documents and other data containing information about 900 patients were stolen in an 
August burglary of a West Sacramento courier service. A medical center spokesman 
said the affected patients were notified of the incident, and “the risk of identity theft is 
very, very low.” The documents, including copies of checks and remittance records 
between insurance companies and the university, were in sealed packages in temporary 
storage at the UltraEx courier facility in West Sacramento. “They were scooped up 
with many other things,” he said. According to university officials, the full Social 
Security numbers of 6 patients, and the partial numbers of 40 others were in the stolen 
documents. It took weeks for the medical center to determine which patients were 
affected by the breach, according to the spokesman. As a result of the theft, the 
university is prohibiting the courier service from storing documents overnight. 
Source: http://www.sacbee.com/2010/10/16/3107956/med-center-patient-data-
stolen.html 
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39. October 15, New Scientist – (National ) Cellphones reveal emerging disease 
outbreaks. A person’s cellphone could be a key tool in the fight against disease by 
relaying a telltale signature of illness to doctors and agencies monitoring new 
outbreaks. “This technology is an early warning system,” said a researcher at the 
Massachusetts Institute of Technology, whose team concluded that one could spot 
cases of flu by looking for changes in the movement and communication patterns of 
infected people. Epidemiologists know disease outbreaks change mobility patterns, but 
until now have been unable to track patterns in any detail. After researchers gave 
cellphones to 70 students in an undergraduate dormitory, a characteristic illness 
signature emerged from the data, which was gathered over a 10-week period in early 
2009. However, researchers will need to think hard about the causes of the changes 
they saw in the cellphone data. An MIT colleague looked at cellular data from a series 
of cholera outbreaks in Rwanda between 2006 and 2009. He saw a clear reduction in 
people’s movement, which may have been due to the disease. But the outbreak was 
caused by floods, which also limited mobility. 
Source: http://www.newscientist.com/article/mg20827824.800-cellphones-reveal-
emerging-disease-outbreaks.html 

40. October 15, Popular Science – (National) How quickly could a single supervirus 
spread to every single person on Earth? If it is a particularly contagious virus, it 
would spread across the planet in 1 year. “If it starts in New York, it’s going to be in 
London certainly within a week,” said a biostatistician at the University of Washington 
and the Fred Hutchinson Cancer Center in Seattle who uses computer models to 
analyze how viruses globe-trot. “And from there, it will quickly travel to the rest of 
North America and Europe.” For her computer forecasts to become reality, though, 
certain conditions would need to be met. First, it should be a strain of influenza. The 
virus must originate in a major city with plenty of airport traffic, to ensure that it jumps 
continents. Arising during the winter would speed its spread too, because the “normal” 
colds or flus people typically catch at that time of year could throw health officials off 
the trail of the real megabug, said a virologist and immunologist at Johns Hopkins 
University. 
Source: http://www.popsci.com/science/article/2010-09/how-quickly-could-single-
supervirus-spread-every-single-person-earth 

[Return to top]  

Government Facilities Sector 

41. October 18, WCNC 36 Charlotte – (North Carolina) Authorities search Charlotte 
school after explosion. Multiple emergency agencies were on the scene of a home in 
Charlotte, North Carolina October 18, where an explosion sent three firefighters to the 
hospital. The home is being searched in connection with an explosion that occurred in a 
local school, injuring a student there. The first explosion happened inside a classroom 
at Turning Point Academy in Charlotte around 9 a.m. A student opened up a desk, took 
out a pen, and it exploded. The 15-year-old suffered some scrapes and bruises, but was 
not burned. The student was taken to the hospital as a precaution. “They’re in the 
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process of investigating to try to figure out who put the device there,” a Charlotte-
Mecklenburg Police Department captain said. Authorities searched the area three times 
and didn’t find any other devices. Students were evacuated to a gym across the street 
from the school and classes were canceled. Later October 18, police began searching a 
home off of Mt. Holly Road in connection to the school incident. During the search, 
another explosion happened, injuring three firefighters. Investigators said sample 
product that was being field tested at the home caused the explosion. Police confirmed 
they have a set of teenage brothers in custody in connection to both explosions. 
Source: http://www.wcnc.com/home/Possible-explosion-at-Charlotte-school-
105172054.html 

42. October 18, Maxwell-Gunter Dispatch – (Alabama) Enhanced security coming to 
Maxwell-Gunter. Beginning in January 2011, Maxwell-Gunter Air Force Base in 
Montgomery, Alabama will start implementing the Defense Biometric Identification 
System (DBIDS) to register everyone requiring access to the base. The staff sergeant 
with the 42nd Security Forces Squadron (SFS) NCO in charge of pass and registration 
said DHS has mandated that all federal installations worldwide install systems like 
DBIDS. A tech sergeant and 42nd SFS resource adviser said the DBIDS equipment 
needed for the new system has arrived at Maxwell-Gunter and will be installed at the 
gates between October 25 and November 12. He said the initial 2-month registration 
period will begin January 4 and will be for active-duty military members. 
Source: 
http://www.maxwellgunterdispatch.com/article/20101015/DISPATCH01/101015009/1
114/DISPATCH 

43. October 17, Reuters – (National) Pentagon braces for huge WikiLeaks dump on 
Iraq war. The Pentagon said October 17 it had a 120-member team prepared to review 
a massive leak of as many as 500,000 Iraq war documents, which are expected to be 
released by the WikiLeaks Web site some time in October. A Pentagon spokesman said 
the timing of the leak remained unclear, but the Defense Department was ready for a 
document dump as early as October 18 or 19, a possibility raised in previous 
WikiLeaks statements. Still, people familiar with the upcoming leak told Reuters they 
do not expect WikiLeaks to release the classified files for at least another week. If 
confirmed, the leak would be much larger than the record-breaking release of more 
than 70,000 Afghan war documents in July, which stoked debate about the 9-year-old 
conflict, but did not contain major revelations. It was the largest security breach of its 
kind in U.S. military history. 
Source: http://www.reuters.com/article/idUSTRE69G19520101017 

44. October 15, Lonoke Democrat – (Arkansas) Man arrested following bomb 
threat. The Department of Human Services (DHS) office at 100 Park St. in Lonoke, 
Arkansas, received a bomb threat October 15. The Lonoke chief of police said DHS 
received a signed letter at 11:09 a.m. on the back of a form. The letter included the 
name and address of a 34-year-old of England, Arkansas. It stated the person was going 
to take his food stamps and buy drugs with them, and that he had placed a bomb in the 
office. A DHS spokesperson said an employee read the letter, and then the office called 
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the Lonoke Police Department. The building was evacuated before police arrived. 
Police officers then evacuated the offices of Arkansas Rehabilitation Services, Child 
Support Enforcement and Arkansas Revenue Office. The Lonoke Fire Department 
blocked off the street. Two bomb-sniffing dogs from the Little Rock Air Force Base 
and a bomb-sniffing dog from a constable in England searched for a bomb, but nothing 
was found. The suspect was charged with communicating a false alarm. 
Source: 
http://www.lonokedemocrat.com/articles/2010/10/15/lonoke_democrat/news/nws01.txt 

45. October 14, York Dispatch – (Pennsylvania) York County explores security options 
at judicial center. The sheriff in York County, Pennsylvania, wants to improve 
security at the entrance of the York County Judicial Center that was rammed with a 
pickup truck in August. The sheriff said he has offered the county’s administration 
several options to improve security at the entrance. One is to improve the strength of 
the door or its tracks to help slow or stop someone from ramming through it. Security at 
the entrance has become a topic of discussion after a 38-year-old of 736 W. 
Philadelphia St. allegedly used his pickup truck to ram through the door in August. The 
sheriff did not have cost estimates for the potential improvements, but said it is possible 
that at least part of the expense could come from the U.S. Department of Homeland 
Security. 
Source: http://www.yorkdispatch.com/ci_16337459 

46. October 14, Associated Press – (Arkansas) Blaze at Arkansas Guard post regains 
steam. Firefighters are limited in the methods they can use to fight a blaze at Arkansas’ 
National Guard post because of the danger posed by exploding small-arms ammunition 
on the practice range, an official said October 14. The fire at Camp Robinson is being 
fought from the air, using helicopters to dump water on it, and from a distance by using 
heavy equipment to improve firebreaks already in place, said a spokesman for the 
Arkansas National Guard. Firefighters have not been allowed near the blaze because it 
is in an impact area for several small-arms practice ranges on the post. The spokesman 
said the fire, which was sending smoke across a wide area of northern Pulaski County, 
was a rekindling of a blaze that began October 5 and was declared contained late the 
week of October 11. He said the fire was sparked by a grenade detonating on a practice 
range. 
Source: http://www.armytimes.com/news/2010/10/ap-guard-arkansas-post-fire-
rekindled-101410/ 

For more stories, see items 1 and 62  
 
[Return to top]  

Emergency Services Sector 

47. October 15, Government Technology – (Florida) Florida updating regional 
evacuation studies with mapping project data. Having information readily available 
before a disaster or storm can be invaluable for first responders and emergency 
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managers tasked with organizing the response. The Florida Coastal Mapping project is 
an effort that combines data collection with disaster preparedness by collecting LIDAR 
data — which uses light detection to capture information — for coastal counties; 
running the data through a computerized model to estimate storm surge depths from 
hurricanes; and using the information to develop new regional evacuation plans. In 
Florida, many regions’ hurricane evacuation studies haven’t been updated since the 
1990s, according to the Florida Division of Emergency Management’s Web site. The 
agency plans to use the new information gathered from the mapping project to refresh 
the State Regional Evacuation Studies by the end of the year. 
Source: http://www.govtech.com/geospatial/Florida-Updating-Regional-Evacuation-
Studies-With-Mapping-Project-Data.html 

48. October 15, Homeland Security Newswire – (National) Uniform bomb suits standard 
being developed. Federal agencies are looking to protect the first responders and 
soldiers who check out and defuse potentially explosive devices with improved bomb 
suits. Bomb suit manufacturers run tests on their protective suits to ensure they can 
withstand an explosion, but there currently is no single set of requirements that the suits 
must meet before they can be sold. TechNewsDaily reported that several federal 
agencies are now working with first responders to create the first nationwide standard 
for minimum bomb suit performance requirements. To develop the standard, federal 
agencies first researched the most common types of explosives bomb squads encounter, 
according to the deputy director of the Office of Standards at DHS’s Science and 
Technology Directorate (S&T) Test & Evaluation and Standards Division. Personnel at 
the U.S. Army Natick Soldier Research Development and Engineering Center blew up, 
burned, and projected fragments at suits to determine what kinds of tests the suits 
would need to pass to ensure they protect bomb technicians adequately. Having a 
standard will give some assurance of quality to DHS and other agencies that award 
grants to bomb squads for equipment purchases. If the standard is adopted, DHS will 
change its grants process to ensure awards are spent on bomb suits that meet the 
requirements. 
Source: http://homelandsecuritynewswire.com/uniform-bomb-suits-standard-being-
developed 

49. October 15, Detroit News – (Michigan) Teen prank causes massive search effort in 
Harrison Twp. Three teenagers face charges after a prank call October 14, prompted 
Macomb County, Michigan authorities to scour the area for a fabricated injured cyclist. 
At about 9 p.m., a 15-year-old Clinton Township boy called his parents saying that he 
was riding his bike near Metro Parkway and Crocker when he hit a tree, fell off his 
bike, and was lying wounded on the ground, said a captain of the Macomb County 
Sheriff’s Office. His parents called the police. A full search began, led by the sheriff’s 
office and also including the Harrison Township Fire Department, the Clinton 
Township Police, Metropark Police and the U.S. Coast Guard. “It was a lot of 
manpower,” the captain said. “When [a call] does come in, we treat everything serious. 
We have to. That’s our job.” By 10:30 p.m., authorities found the boy at a friend’s 
home in Harrison Township. 
Source: 
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http://www.detnews.com/article/20101015/METRO03/10150410/1412/METRO03/Tee
n-prank-causes-massive-search-effort-in-Harrison-Twp.#ixzz12jCPqaqx 

For another story, see item 58  
 
[Return to top]  

Information Technology Sector 

50. October 18, Reuters – (International) Firms lose more to electronic than physical 
theft. Companies for the first time report they are losing more through electronic theft 
of data than physical stealing of assets, risk consultancy Kroll said October 18 in an 
annual report on international fraud trends. Fraud was most often an “inside job” 
carried out by a company’s own employees, the poll of more than 800 senior executives 
worldwide showed. The 2010 study showed the amount lost by businesses to fraud rose 
to $1.7 million per billion dollars sales worldwide from $1.4 million a year earlier, the 
report said — although this might in part be due to better detection and awareness. 
Previous Global Fraud Reports showed physical theft of cash, assets, and inventory as 
the most widespread form of fraud by a considerable margin. This year’s findings 
showed electronic and information theft at 27.3 percent of total fraud losses, marginally 
above physical theft at 27.2 percent. Information-based industries. particularly financial 
services, had by far the highest level of electronic theft followed by professional 
services and then technology, media, and telecoms. 
Source: http://www.reuters.com/article/idUSTRE69H25820101018 

51. October 18, Wall Street Journal – (International) Facebook in privacy breach. Many 
of the most popular applications, or “apps,” on the social-networking site Facebook Inc. 
have been transmitting identifying information — in effect, providing access to 
people’s names and, in some cases, their friends’ names — to dozens of advertising and 
Internet tracking companies, a Wall Street Journal investigation has found. The issue 
affects tens of millions of Facebook app users, including people who set their profiles 
to Facebook’s strictest privacy settings. The practice breaks Facebook’s rules, and 
renews questions about its ability to keep identifiable information about its users’ 
activities secure. The problem has ties to the growing field of companies that build 
detailed databases on people in order to track them online. It is unclear how long the 
breach was in place. On October 17, a Facebook spokesman said it is taking steps to 
“dramatically limit” the exposure of users’ personal information. 
Source: 
http://online.wsj.com/article/SB10001424052702304772804575558484075236968.htm
l 

52. October 18, DarkReading – (International) Newly discovered evasion method for 
targeted attacks silently bypasses network, application security. CERT-Finland has 
reported a newly discovered technique that evades network and security devices — 
namely IDS/IPS systems, could also work against network firewalls and Web 
application firewalls — and lets attackers sneak in and conduct targeted attacks against 
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an enterprise network. The threat, which was discovered by researchers at Stonesoft’s 
Helsinki labs, is based on vulnerabilities inherent in several vendors’ IDS/IPS products, 
according to CERT-Finland, which has alerted the affected IDS/IPS vendors. The 
names of the vendors and their products have not been released publicly. The head of 
vulnerability coordination at CERT-FI, which first issued an alert on the threat October 
4, will update its vulnerability alert on the threat October 18. “[The attack method] 
takes advantage of the fact that the TCP protocol allows conservative creation of 
packets, but liberal receiving of packets,” said the director of U.S. product management 
at Stonesoft. He said it lets the attacker work his way inside the network without being 
noticed. 
Source: 
http://www.darkreading.com/security/perimeter/showArticle.jhtml?articleID=22790012
2 

53. October 18, V3.co.uk – (International) F-Secure blocks spying app for Windows and 
Android. F-Secure is blocking a sophisticated mobile phone spying application, 
despite being ambivalent about the creator’s motives. Phone Creeper is a Windows 
Mobile application that lets an outside user access a mobile phone’s calls, SMS logs, 
contacts, calendar information, and GPS data that tracks location. The developer has 
said an Android version will be released shortly. “This is a phone espionage suite. It 
can be silently installed by just inserting an SD card with the files below on it,” said the 
Phone Creeper creator from XDA-Developers in the latest update. However, in an 
ethical statement, he said he created the code to show what was possible with the 
handset, and because it was fun to develop something unique. He said he will work 
with other XDA developers to find a solution to blocking the flaws and will release it 
as open source code. F-Secure said it is blocking the application with its mobile 
security software because of its functionality, but does not believe the creator’s motives 
are in question. 
Source: http://www.v3.co.uk/v3/news/2271661/f-secure-blocks-mobile-spying 

54. October 15, Softpedia – (International) Destructive trojan poses as Microsoft 
Stuxnet removal tool. Security researchers from Symantec warn that a destructive 
Trojan virus, which wipes all data from the system partition, poses as a Stuxnet 
removal tool developed by Microsoft. The Trojan — which Symantec has named 
Trojan.Fadeluxnet — has no apparent monetary motives behind it. It was being passed 
around on forums where people discussed Stuxnet clean-up solutions, suggesting that it 
might target the worm’s victims. It comes with a name of “Microsoft Stuxnet Cleaner,” 
in a likely attempt to leverage Microsoft’s known active involvement in Stuxnet 
research. When executed, it makes registry modifications to prevent exe, mp3, jpg, bmp 
and gif files from opening. And as if that does not cripple the system enough, it also 
starts deleting all files from the system partition. “The tool will certainly remove 
Stuxnet if it was on the C drive, but it will also take with it any other content including 
your valuable data,” a researcher at Symantec warned. 
Source: http://news.softpedia.com/news/Destructive-Trojan-Poses-as-Microsoft-
Stuxnet-Removal-Tool-161290.shtml 
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55. October 15, SC Magazine UK – (International) Underground development of 
malware leads to ‘Crimeware-as-a-Service’ model. According to a report by CA 
Technologies’ Internet security business unit, “Crimeware-as-a-Service” is now an 
emerging trend, with almost all Trojans (96 percent) now developed as a result of this 
tactic. It claimed that cyber criminals are also increasingly reliant on cloud-based Web 
services and applications, such as Google Apps, Flickr and Microsoft Office Live, as 
well as real-time mobile Web services to target general users. The report said that 
Crimeware-as-a-Service is an on-demand and Internet-enabled service that highlights 
cloud computing as a new delivery model and is primarily designed to target data and 
identity theft. The report also named rogue anti-virus as a notable threat and trend of 
2010, specifically when the “scareware” uses a template that constructs its product 
name based on the infected system’s Windows operating system. 
Source: http://www.scmagazineuk.com/underground-development-of-malware-leads-
to-crimeware-as-a-service-model/article/181025/ 

56. October 13, IT Pro – (International) Hackers waiting for IP addresses to run 
out. U.K. businesses should prepare for the day when the current generation of IP 
addresses runs out as the shift to new systems could leave them open to attack. This 
was the warning of MWR InfoSecurity, which has suggested the Internet Assigned 
Numbers Authority is running out of addresses that it can issue. Hackers have been 
watching the situation closely and looking at ways they can exploit companies when 
firms have to link their old IPv4 systems with the new protocol IPv6. “The UK will run 
out of addresses in the existing IPv4 system some time in the next 300 days and the rest 
of the world is not far behind,” explained the managing director of InfoSecurity. 
“Addresses will then have to be issued in a new protocol IPv6. The problem is that the 
old systems will not talk to the new ones and vice-versa easily. Firms will have to put 
in middlemen to link current and new systems and this will increase the risk of attack 
and business complication hugely.” Thus far, only limited investment has gone into 
migration to the new address system and not many businesses have quite grasped the 
severity and proximity of the problem, according to the managing director of 
InfoSecurity. 
Source: http://www.itpro.co.uk/627655/hackers-waiting-for-ip-addresses-to-run-out 

For another story, see item 57  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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57. October 18, Homeland Security Newswire – (International) U.S. considering Aussie 
Internet security program. The U.S. government is reviewing an Australian program 
that will allow Internet service providers to alert customers if their computers are taken 
over by hackers, and could limit online access if people do not fix the problem. 
Presidential administration officials have met with industry leaders and experts to find 
ways to increase online safety while trying to balance securing the Internet and 
guarding people’s privacy and civil liberties. ReportersLive reported that experts and 
U.S. officials are interested in portions of the plan, set to go into effect in Australia in 
December 2010. Any move toward Internet regulation or monitoring by the U.S. 
government or industry, however, could trigger fierce opposition from the public. The 
discussions come as private, corporate, and government computers across the United 
States are increasingly being taken over and exploited by hackers and other computer 
criminals. The White House cybercoordinator told the Associated Press that the United 
States is looking at a number of voluntary ways to help the public and small businesses 
better protect themselves online. Possibilities include provisions in the Australia plan 
that enable customers to get warnings from their Internet providers if their computer 
gets taken over by hackers through a botnet. 
Source: http://homelandsecuritynewswire.com/us-considering-aussie-internet-security-
program 

58. October 18, Homeland Security Newswire – (National) Collaborators sought for 
emergency communications network demo. The U.S. National Institute of Standards 
and Technology (NIST) and the National Telecommunications and Information 
Administration (NTIA) are seeking partners in the telecommunications industry to help 
create a demonstration broadband communications network for the U.S. emergency 
services agencies. The demonstration network, currently being developed by the joint 
NIST-NTIA Public Safety Communications Research (PSCR) program, will provide a 
common site for manufacturers, carriers, and public safety agencies to test and evaluate 
advanced broadband communications equipment and software tailored specifically to 
the needs of emergency first responders. Alcatel-Lucent is the first vendor of public 
safety broadband equipment to formally join the PSCR demonstration network project, 
signing a Cooperative Research and Development Agreement (CRADA) with NIST 
and NTIA in September 2010. The two agencies hope that other companies will follow 
suit, creating a multivendor environment for testing and evaluating the demonstration 
network, as well as the eventual building of the system. Partners may participate in 
many ways, such as donating equipment, providing access to infrastructure, or 
supporting tests. PSCR provides objective technical support — research, development, 
testing, and evaluation — in order to foster nationwide public safety communications 
interoperability. 
Source: http://homelandsecuritynewswire.com/collaborators-sought-emergency-
communications-network-demo 

59. October 18, Broadband Genie – (International) Chilean miner rescue caused surge in 
broadband use. It has been reported that the recent rescue of 33 Chilean miners caused 
a surge in broadband usage, which had a knock on effect on businesses. The rescue 
mission was being closely followed around the world, with people watching what was 
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going on via their televisions, radios, and via the Internet. According to data, the 
demand for broadband in the U.K. was much higher during the rescue mission, as many 
people went online using their PCs, laptops, and even smart phones in order to see what 
was happening and keep on top of developments. Many people were logging onto sites 
such as BBC and MSN news to see what was going on, and some were streaming news 
directly to their computers. The surge in broadband began October 13, as interested 
consumers quickly went online to try and see what was happening with the rescue 
mission as developments unfolded. The demand for high speed streaming during the 
rescue mission surged to a point where it affected businesses, and also put additional 
strain on Internet provider networks. 
Source: http://www.broadband-expert.co.uk/blog/broadband-news/chilean-miner-
rescue-caused-surge-in-broadband-use/779912 

For another story, see item 56  
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Commercial Facilities Sector 

60. October 18, WDAY 6 Fargo – (North Dakota) Propane Fire at Hankinson casino 
sends flames 30 feet in air. A large fire forced the Dakota Magic Casino and Hotel in 
Hankinson, North Dakota to evacuate for about 1 hour October 18. The Richland 
County emergency manager said the fire broke out at about 3:20 am on a vaporizer 
that’s connected to a 30,000 gallon propane tank. The fire was contained to the 
vaporizer, which was destroyed. Ten area fire departments responded to the blaze, that 
shot flames 30 feet into the air and was 20 feet wide. There was no damage to the 
casino or hotel, and guests were allowed back in after 1 hour. The emergency manager 
said the vaporizer is the heat source for the facility, and he is working with the casino 
to look at other options for heating alternatives. 
Source: http://www.wday.com/event/article/id/39564/ 

61. October 18, Associated Press – (Washington) $10,000 reward to catch Mukilteo 
church arsonist. A $10,000 reward has been offered for information that convicts the 
person responsible for an arson at a Church of Jesus Christ of Latter-day Saints in 
Mukilteo, Washington. The Daily Herald reports the $1.6 million building was 
destroyed by the two-alarm fire October 16. Federal agents are helping the Snohomish 
County fire marshal’s office investigate the fire that was started outside a rear door. 
Source: 
http://seattletimes.nwsource.com/html/localnews/2013192357_apwamormonchurchfire.
html 

62. October 18, Daily Californian – (California) Memorial Stadium hosts homeland 
security exercise. Memorial Stadium at the University of California, Berkeley was part 
of the largest annual tactical homeland security exercise in the nation the weekend of 
October 15-17, that brought local and international law enforcement agencies together 
for 48 hours of emergency preparedness training across the Bay Area. Teams from both 
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the University of California Police Department (UCPD) and the Berkeley Police 
Department participated in the Urban Shield training event, and UCPD organized a 
scenario involving a dirty bomb and active shooter at the stadium. The Alameda 
County Sheriff’s Office and Bay Area Urban Area Security Initiative hosted the event 
for the fourth year, providing law enforcement teams an opportunity to evaluate and 
hone skills in crisis management, according to the Alameda County Sheriff’s Office 
spokesperson. The types of crisis scenarios varied but were all based on real life event
and designed to be as realistic as possible, he said. 
Source: 
http://www.dailycal.org/article/110805/memorial_stadium_hosts_homeland_security_
xercise 

63. October 17, Associated Press – (Florida) Man arrested for making fake bomb 
threat. Fort Myers, Florida police said a man confessed to calling in a false bomb 
threat after being asked to leave a store. Jail records show the suspect was booked into
the Lee County Jail October 16 on a felony charge. Police said the suspect was trying t
return merchandise at a Home Depot store without a receipt when he was asked by 
management to leave. He became upset and later called the store, threatening to blow 
up the business because he was thrown out. He confessed to responding officers. 
Source: http://www.miamiherald.com/2010/10/17/1877515/man-arrested-for-making-
fake-bomb.html 

64. October 17, Morristown Daily Record – (New Jersey) Jets facility in Florham Park, 
NJ, site of HazMat evacuation drill. The former chief of the Florham Park, New 
Jersey Fire Department lit a few synthetic smoke bombs October 17, and placed them 
under and on a delivery truck on the 27-acre Atlantic Health Jets Training Center. The
first phase of a simulated hazardous materials incident had begun. One hour later, mor
than 100 first responders from 20 police, fire, first aid and hazardous materials units in
southeastern Morris County had arrived at the scene. It was the first full-scale 
emergency management drill at the 2-year-old training center, according to the senior 
director of facilities security. “The scenario is that the tractor-trailer is carrying 
fertilizer and pesticides to be delivered to the Jets facility and also chlorine and pool 
products for Hamilton Park across the street,” said a captain of the Florham Park Polic
Department and deputy coordinator of the borough’s office of emergency management
Strong winds from the north blowing eastward over the football field and toward the 
224,000-square-foot facility helped start the second phase of the drill — evacuation of
the huge building. The drill required the help of many volunteers. A total of 150 role 
players, many local students, participated, officials said. 
Source: 
http://www.dailyrecord.com/article/20101017/COMMUNITIES/101016020/1005/NE
WS01/Jets-facility-in-Florham-Park-evacuated---as-part-of-HazMat-drill 
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65. October 17, Houston Chronicle – (Texas) Brush and tires burn in New 
Caney. Firefighters in Texas spent much of the weekend responding to a brush and tire 
fire in the New Caney area — the largest of its kind in a decade. Firefighters arrived at 
3:30 p.m. October 16 and contained the blaze that night. A New Caney assistant fire 
chief said the fire started on about 20 acres filled with ravines and sand with holes 8 to 
10 feet deep. He said there were thousands of tires because the property owners 
planned to start a go-cart track. Crews from six departments and the Texas Forest 
Service responded. Firefighters pulled water from the San Jacinto River because there 
were no hydrants in the area, which is about 30 miles north of Houston. 
Source: http://www.chron.com/disp/story.mpl/metropolitan/7250942.html 

[Return to top]  

Dams Sector 

66. October 18, Berkshire Eagle – (Massachusetts) Razed dams free water. A pair of 
century-old, deteriorating dams have been razed on Hathaway Brook, in Dalton, 
Massachusetts, allowing the waterway to flow freely into the Housatonic River. The 
Lower and Upper Hathaway dams, which were built by Pittsfield in 1893 and 1908 
respectively, once held back a reservoir supplying the city with drinking water until the 
late 1950s. The structures were located near Washington Mountain Road on 5,300 
acres of city-owned land in Dalton’s southwest corner. The property also includes the 
city’s Ashley Lake Reservoir, one of six reservoirs supplying Pittsfield with drinking 
water. The Hathaway dams were removed because they had become a potential hazard 
to people and wildlife, according to city officials. Tearing down the dams allows brook 
trout and other aquatic life to migrate from the Housatonic River in Pittsfield to the 
upper reaches of the Hathaway Brook 3 miles away. The $863,000 project, which 
began in July, was completed October 15, 6 weeks ahead of schedule, according to the 
Pittsfield Public Works and Utilities commissioner. 
Source: http://www.berkshireeagle.com/ci_16364715 

67. October 16, Associated Press – (Iowa) DNR recommends Rockford Dam be 
breached. An Iowa Department of Natural Resources (DNR) water specialist has 
recommended that a hole be punched in the Shell Rock River dam near Rockford to 
relieve pressure on the leaking structure. The Charles City Press reported that the water 
specialist of the DNR Water Resources Section suggested the small dam be breached 
until it can be repaired or removed. The Floyd County conservation director said a 2003 
inspection of the 138-year-old dam indicated it was in poor condition and in need of 
extensive repairs. The dam further deteriorated in August, which prompted another 
inspection of an area where it was being undercut by the river. A water vortex above 
the dam indicated there was a leak either under the dam or through it, he said. The 
water specialist’s report following the September inspection said “the dam is currently 
in a state of failure.” The biggest threat of a dam failure would be for anyone fishing on 
the river or near the dam when it would break. The river would only rise a foot or two 
downstream before falling. The director said the next step is to review data that was 
collected from the site October 12 and consider the best way to remove a portion of the 
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dam. 
Source: http://wcco.com/wireapnewsia/DNR.recommends.breaking.2.1965398.html 

68. October 16, Mankato Free Press – (Minnesota) National Guard digs into levee 
cleanup. In Mankato, Minnesota, the Minnesota National Guard was cleaning up 
debris from levees October 16. The infrastrucutre superintendent for the public works 
department said removing the vegetation is important to maintaining the integrity of the 
levees. It might seem counterintuitive — that the root systems of plants would help 
hold the earthen levies together, but the roaring water of a flood can pull entire trees out 
of the levee — roots and all. When that happens, the earth comes with the roots and a 
cavity is left behind that the floodwaters will slowly enlarge, he said. And that is not an 
easy thing to fix during a major flood. The guard soldiers, working with about 10 
public works employees, broke into five teams that tackled brush from near the 
Highway 14 bridge to Sibley Park. 
Source: http://mankatofreepress.com/local/x1744206097/National-Guard-digs-into-
levee-cleanup 
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About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday] 
summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily 
Open Source Infrastructure Report is archived for ten days on the Department of Homeland Security Web site: 
http://www.dhs.gov/iaipdailyreport 

Contact Information 
Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at 703-872-2267  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
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