
- 1 - 

Homeland 
Security  
Daily Open Source Infrastructure 
Report for 15 October 2010

Current Nationwide 
Threat Level 

ELEVATED

Significant Risk of Terrorist Attacks

For information, click here:
http://www.dhs.gov  

Top Stories
• Associated Press reports that a nasty-smelling chemical cloud was released from a 

manufacturing company in Olyphant, Pennsylvania October 13, sending about 30 people to
hospitals and prompting schools to lock down. (See item 6) 

• Microsoft blamed human error after two computers on its network were hacked and then 
misused by spammers to promote more than 1,000 questionable online pharmaceutical 
Web sites, according to IDG News Service. (See item 48) 
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Energy Sector

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. October 14, InformationWeek – (National) NIST releases smart grid standards. The 
National Institute of Standards and Technology (NIST) has identified five sets of 
foundational standards for smart grid interoperability and cybersecurity, furthering the 
Presidential administration’s plan for a next-generation, nationwide utility grid. NIST 
told the Federal Energy Regulatory Commission (FERC) that the standards — which 
deal with information models and protocols for reliable and secure grid operations — 
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are available for consideration and adoption by federal and state energy regulators. 
Together, the next sets of NIST standards are part of efforts identified in FERC’s July 
2010 Smart Grid Policy Statement. While NIST coordinates development of smart grid 
standards, FERC is in charge of policy to ensure adoption of them. Developing a 
nationwide smart grid is a priority for the Presidential administration’s goals to cut 
greenhouse gas emissions through the use of smarter technology. It is also integral to 
economic recovery plans, as the effort will create jobs. Cybersecurity is such a major 
concern that utility companies said they plan to invest more than $21 billion in this area 
over the next 5 years to protect the world’s electrical grids, a recent report found. 
Annual spending on smart grid cybersecurity will more than triple from $1.2 billion last 
year to $3.7 billion in 2015, according to the report. 
Source: 
http://www.informationweek.com/news/government/security/showArticle.jhtml?article
ID=227800031&cid=RSSfeed_IWK_News 

2. October 13, Associated Press – (California) NTSB issues preliminary report looking 
at deadly California gas pipeline explosion. A brief power failure shortly before a 
deadly gas pipeline explosion in a San Francisco suburb briefly increased pressure in 
the pipe, according to a preliminary investigative report released October 13 by federal 
officials. The National Transportation Safety Board’s (NTSB) first report on the 
incident does not identify the cause of the September 9 blast in San Bruno, California 
that killed eight people and destroyed 37 homes. Much of the material in the report was 
previously released, but October 13 was the first time the board laid out its timeline of 
events. Investigators said after the power failure, an electronic valve opened completely 
and briefly increased pressure by 15 pounds-per-square-inch just 11 minutes before the 
blast. At 6:11 p.m., when the blast occurred, Pacific Gas & Electric Co. monitors 
recorded a drop in pipeline pressure, likely occurring after it had ruptured and released 
the gas that eventually created a giant fireball. Experts said te small increase in pressure 
would not be enough to rupture the 30-inch steel pipe but could have worsened a 
preexisting hole. NTSB officials said a more detailed report will be released in coming 
months after scientific tests are conducted on the pipe segments. 
Source: http://www.latimes.com/business/nationworld/wire/sns-ap-ca-pipeline-
explosion,0,5610235.story 

3. October 13, San Antonio Business Journal – (Texas) CPS Energy temporarily halts 
production at Spruce 2 power plant. CPS Energy has taken its newly constructed 
coal plant in San Antonio, Texas offline until technicians can repair or replace a 
transformer at the $1 billion plant, San Antonio’s municipally owned gas and electric 
utility This is the main transformer that provides power to substations through high-
voltage lines. Testing last summer indicated a potential problem with the Hyundai-
manufactured component. In recent weeks, Hyundai has inspected equipment while 
officials with the South Korean conglomerate work with CPS to address the problem. 
The component is still under warranty. CPS officials have not set a timeline for when 
the plant will be back online. Construction on the 750-megawatt plant was completed 
in May. The J.K. Spruce Unit 2 plant is expected to meet 25 percent of the utility’s 
electricity demand. CPS employees also took the time to inspect the boiler and check 
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the emissions control systems. CPS has enough generating capacity from its other 
power plants to keep up with customer demand during the lower-demand fall months, 
said a senior vice president of fossil generation at CPS Energy. 
Source: http://sanantonio.bizjournals.com/sanantonio/stories/2010/10/11/daily24.html 

4. October 12, ScienceDaily – (National) Why it’s hard to crash the electric grid. A 
new study shows why it would be hard for terrorists to bring down the U.S. electric 
grid. In March 2010, the U.S. Congress heard testimony about a scientific study in the 
journal Safety Science. A military analyst worried the paper presented a model of how 
an attack on a small, unimportant part of the U.S. power grid might, like dominoes, 
bring the whole grid down. Then, a similar paper came out in the journal Nature in 
April 2010 that presented a model of how a cascade of failing interconnected networks 
led to a blackout that covered Italy in 2003. The Safety Science paper came to the 
“highly counter-intuitive conclusion,” that the smallest, lowest-flow parts of the 
electrical system — say a minor substation in a neighborhood — were likely to be the 
most effective spots for a targeted attack to bring down the U.S. grid. “That’s a bunch 
of hooey,” a co-author of the new study said. Published in the journal Chaos September 
28, the new study found just the opposite. Drawing on real-world data from the Eastern 
U.S. power grid, the it showed “the most vulnerable locations are the ones that have 
most flow through them.” A study coauthor noted that if the government changes its 
investment strategy to put walls around substations with the least amount of flow, “it 
would be a massive waste of resources.” 
Source: http://www.sciencedaily.com/releases/2010/10/101012121443.htm 

For more stories, see items 31 and 44  
 
[Return to top]  

Chemical Industry Sector 

5. October 13, WTMJ 4 Milwaukee – (Wisconsin) Chemical fire forces evacuations 
near downtown Milwaukee. A chemical fire at the Cerac Building at 13th and St. Paul 
in Milwaukee, Wisconsin, forced the evacuation of workers there and two other 
buildings in the area October 13. The Milwaukee Fire Department’s Hazardous 
Materials team was called in as well as dozens of other fire trucks and police squad 
cars. “We got a call of smoke coming from a smoke stack,” the deputy chief said. He 
said a product used to produce cell phones self ignited in a barrel sending smoke and 
flames up a dust collector. Officials said the chemical is zinc arsenide. The smoke and 
fumes carried with the winds and several people nearby were complaining of 
respiratory problems. Crews blocked off St. Paul from 12th street to 25th street as they 
worked to get the situation under control. A portion of Canal Street was also closed but 
Potowatomi remained opened. One woman was treated for breathing problems and 
crews left the scene by 3 p.m. 
Source: http://www.todaystmj4.com/news/local/104874574.html 
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6. October 13, Associated Press – (Pennsylvania) Chemical cloud In NE Pa. sends 
dozens to hospital. A nasty-smelling chemical cloud was released from a 
manufacturing company in Olyphant, Pennsylvania October 13, sending about 30 
people to hospitals and prompting schools to lock down. The Olyphant police chief said 
victims reported feeling faint or nauseous and their throats irritated or eyes burning. 
The assistant fire chief said the cloud came from Insituform Technologies, which 
makes products to seal water and sewer lines. The Olyphant Borough Council president 
said according to the company, the chemicals are not toxic. A patrol officer said he 
noticed the cloud and drove toward it. He said it was 200 to 300 feet in the air, shaped 
like a cumulus cloud, and “moved down the valley like a great big fog.” Nearby 
schools in the Mid Valley School District were locked down but not evacuated, and 
dismissed as normal. By 5 p.m. the scene was mostly cleaned up by hazardous 
materials crews. 
Source: http://kdka.com/wireapnewsfnpa/Chemical.cloud.in.2.1960427.html 

7. October 12, Highlands Ranch Herald – (Colorado) ‘Terrorist attack’ sets the 
stage. Douglas County, Colorado led the way for an emergency planning drill that 
began with a mock hijacking. Douglas County officials October 6 hosted “Operation 
Neptune,” an exercise designed to test the limits of local emergency agencies. The 
exercise began when domestic “terrorists” stole a chemical tanker from the Foothills 
Water Treatment Plant in Roxborough, a site selected for its wealth of chemical agents. 
The 2010 exercise came by way of the Douglas County Local Emergency Planning 
Committee, which is charged with preparing local responders for an emergency 
involving hazardous materials. The local committee conducts the drill each year to test 
its agencies, develop emergency plans and refine response procedures, said the director 
of Douglas County Emergency Management. The Roxborough location was selected 
because of the potential for chemical releases from a number of nearby sources 
including the water treatment plant, the railroad line, which carries tons of hazardous 
materials, and the highway tanker truck routes of C-470 and Colorado 85. More than 
100 emergency responders and public officials from across Douglas County 
participated. The drill included participation from the FBI, the National Guard, area 
schools, three local hospitals and four local fire departments. 
Source: 
http://coloradocommunitynewspapers.com/articles/2010/10/12/highlands_ranch_herald
/news/14rm_neptune_hr.txt 

For another story, see item 44  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

8. October 14, Brattleboro Reformer – (Vermont) NRC: Tritium leak of minor 
significance. The Nuclear Regulatory Commission (NRC) determined “performance 
deficiencies” related to a pair of leaks of tritiated water at Vermont Yankee nuclear 
power plant in Vernon were of “minor significance.” In its review of Entergy’s root 
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cause analysis of the leaks, the NRC concluded that they were minor because of the 
lack of significant radiological impact on the environment and the public health and 
safety. The 1970’s-era performance issues identified in the root cause analysis “pre-
dated the NRC’s current reactor oversight process and determined that they did not 
reflect current Entergy’s performance in this area.” The NRC did conclude that Yankee 
technicians failed to conduct an adequate extent-of-condition review of the first leak 
discovered in January, which resulted in the discovery of a second internal leak of 
tritiated water only after the plant restarted after a refueling outage. 
Source: http://www.reformer.com/latestnews/ci_16329272 

9. October 13, Global Security Newswire – (International) Complications seen in 
eliminating HEU reactors. A U.S.-led effort to end the use of highly enriched 
uranium (HEU) in research reactors around the world has prompted a lukewarm 
response from nuclear facility managers concerned by the complexities of changing to 
technology employing material that could not as easily fuel a bomb, Nature reported 
October 11. The U.S. Global Threat Reduction Initiative has modified or shuttered 72 
research reactors that once ran on highly enriched uranium; various government and 
academic facilities still maintain around 130 HEU reactors. The initiative “has 
partnered with dozens of countries worldwide ... to convert research reactors to operate 
with [low-enriched uranium] fuel while maintaining their ability to complete their vital 
mission objectives,” the U.S. National Nuclear Security Administration Principal 
Deputy Administrator said October 12. Most recently, the U.S. program helped 
repatriate 1,000 pounds of Soviet-origin HEU from a research reactor outside Warsaw, 
Poland. The fear is rogue actors could obtain nuclear-weapon material from HEU 
reactors. “Many of these places have very minimal security said a principal investigator 
at Harvard University’s Project on Managing the Atom. However, modifying such sites 
to run on lower-enriched uranium is a slow, expensive and complex process, according 
to Nature. In addition, HEU reactors can operate longer than their converted 
counterparts, and use less fuel to release neutrons that aid in sustaining nuclear 
reactions. 
Source: http://www.globalsecuritynewswire.org/gsn/nw_20101013_4952.php 

10. October 13, Associated Press – (Arizona) Deputy: Suspicious device found at 
nuclear plant west of Phoenix was probably smoke flare. A device that caused the 
entrance to a nuclear power plant west of Phoenix, Arizona to be closed appears to be a 
smoke flare used in firefighter training, authorities said. The device was found under 
the seat of an employee’s car at a security checkpoint 1 mile from the Palo Verde 
Nuclear Generating Station at about daybreak October 13, a Maricopa County Sheriff’s 
Office spokesman said. At first glance, it looked like a stick of dynamite, so plant 
security closed the checkpoint to traffic as a precaution. Power plant operations were 
not affected and the checkpoint was reopened after about 3 hours. The employee was 
questioned but the spokesman said she was not arrested. An official with plant operator 
Arizona Public Service Co. (APS) said the issue will likely be handled as an internal 
matter. The device was 4 to 6 inches long and had a fuse attached, said the vice 
president for nuclear operations at APS. The spokesman said it had “smoke” written on 
it. 
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Source: http://www.chicagotribune.com/business/sns-ap-us-nuke-plant-suspicious-
packages,0,4783536.story 

[Return to top]  

Critical Manufacturing Sector 

11. October 13, Seattle Times – (Washington) Boeing 787s stack up at Paine Field 
awaiting FAA approval. The edges of Everett, Washington’s Paine Field are turning 
into an overflow airplane parking lot as 787 Dreamliners roll out of Boeing’s assembly 
plant. The planes are not flying anywhere soon: Instead of engines, they have big 
yellow concrete blocks hanging from the wing pylons. On October 13, 13 production 
Dreamliners and one flight-test airplane were parked at Paine Field. Four more 
completed planes are in storage. By mid-February, at least 10 additional Dreamliners 
could roll out and need a temporary parking space. Six flight-test airplanes are flying, 
and one of the production models is expected to fly as an add-on to the flight-test 
program sometime in November of 2010. The other planes will likely sit there until the 
Federal Aviation Administration certifies the jet early in 2011. 
Source: 
http://seattletimes.nwsource.com/html/businesstechnology/2013154266_boeing14.html 

[Return to top]  

Defense Industrial Base Sector 

12. October 13, Northrop Grumman – (California) Northrop Grumman begins flight 
testing new B-2 EHF satcom hardware. Northrop Grumman Corporation has begun 
flight testing new computing hardware and communications infrastructure that will 
eventually allow the B-2 stealth bomber to send and receive battlefield information by 
satellite more than 100 times faster than today. Since September 1, the company has 
conducted a series of test flights using a B-2 test aircraft stationed at Edwards Air Force 
Base, California. The flight test program is part of Increment 1 of the U.S. Air Force’s 
B-2 extremely high frequency (EHF) satellite communications program. Northrop 
Grumman is the Air Force’s prime contractor for the B-2 Spirit, the flagship of the 
nation’s long range strike arsenal, and one of the world’s most survivable aircraft 
systems. “The flight test program has demonstrated that the EHF Increment 1 computer 
upgrade system has reached a maturity level that allows us to conduct test sorties 
beyond the Edwards AFB local area with confidence,” said Northrop Grumman’s 
director of the EHF Increment 1 development program. 
Source: http://www.irconnect.com/noc/press/pages/news_releases.html?d=203586 

[Return to top]  

Banking and Finance Sector 
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13. October 13, Computerworld – (National) Financial services firm turning to a private 
cloud. Munder Capital Management, a Birmingham, Michigan-based firm that 
manages $13 billion in assets, is turning to a private cloud after determining public 
cloud technologies are not yet ready to meet its needs. A network operations and 
virtualization engineer at Munde said the firm felt public clouds are not yet a good 
option because of regulatory issues around the control of data, a lack of adequate 
service level agreements with cloud providers, and an absence of standard agreements 
that “allow freedom of movement between providers.” The engineer also cited a lack of
IT control when a company relies on public cloud services. “We really don’t want to be 
in a position to have to shrug and say ‘I don’t know’ when a system is running slowly,” 
he said at the Storage Networking World conference. Munder decided to create “a 
private cloud that has many of the same characteristics of a public cloud but with much 
higher control, security and availability,” the engineer said. Research firm IDC projects 
the cloud computing market will grow from $23 billion today to about $55 billion in 
2014, but much of the growth so far has been in new hosted services, an IDC analyst 
said. 
Source: 
http://www.computerworld.com/s/article/9190878/Financial_services_firm_turning_to
_a_private_cloud 

14. October 13, Associated Press – (Kansas) Kansas banker pleads guilty to stealing $1 
million. A northeast Kansas banker has admitted that he conspired to steal $1 million 
from the bank he managed. A U.S. attorney said the 50-year-old suspect pleaded guilty 
October 12 to stealing the money from Countryside Bank, formerly Meriden State 
Bank in Meriden, Kansas. The suspect admits the crimes began in 1999, when he 
created several private business enterprises. He was fired in 2003 when the Kansas 
Banking Commission determined the bank was in debt. Prosecutors said when the 
suspect became aware that the FBI was investigating, he liquidated or concealed his 
assets and bought a yacht with a plan to flee to Panama. 
Source: http://www.kansascity.com/2010/10/13/2309633/kansas-banker-pleads-guilty-
to.html#ixzz12LhabLcd 

15. October 13, South Florida Sun Sentinel – (Florida) Robbers strike four South Florida
banks in 2 days. During a 25-hour span during the week of October 11-15, robbers hit 
four South Florida banks. The mini-crime spree capped what appeared to be a busy 
season of bank heists over the past 3 months. Preying on local institutions have been 
crooks with such colorful monikers as Boca Raton’s Brazen Bandit; the Sundown 
Bandits, who since Christmas Eve have hit six banks from Boca Raton to Miami; or the
Old Man Bandit, who is serving 13 years for 21 bank jobs over 22 months from 
Boynton Beach to Miami-Dade. Then there was the motorcycle-in-the-lobby caper last 
month in West Palm Beach, an apparent inside job. And also the two, rare female bank 
robbers, whose heists both failed. 
Source: http://articles.sun-sentinel.com/2010-10-13/news/fl-four-banks-robbed-
20101013_1_bank-robberies-brazen-bandit-heists 

[Return to top]  
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Transportation Sector 

16. October 14, Aviation Week – (National) DOT mulls extension of tarmac delay 
rule. The U.S. Transportation Secretary is trumpeting the data from the U.S. 
Transportation Department’s latest monthly Air Travel Consumer Report as evidence 
that DOT’s tarmac delay rule is working as intended, which suggests that opponents are 
going to have a tough time persuading him not to extend the requirement to more 
airlines, flights and airports. The DOT’s statement on the report, which was released 
October 12 and covers domestic flights in August, emphasizes that the nation’s largest 
airlines reported only one flight with a tarmac delay of more than 3 hours, compared 
with 66 for the same month in 2009. The reduction occurred with no year-over-year 
change in the rate of canceled flights, at 1 percent. But some airlines argue the rule will 
cause a substantial increase in cancellations. The DOT has estimated the tarmac delay 
rule will increase the number of cancellations only by about 40 flights per year; a recent 
study by The Airline Zone and Marks Aviation, estimated it will be more than 5,000. 
Source: 
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=comm&id=news/
avd/2010/10/13/07.xml 

17. October 14, San Jose Mercury News – (California) One lane of San Mateo Bridge 
closed this morning for repairs to cracked beam. The westbound slow lane of the 
San Mateo bridge was closed October 14 for repairs after crews found a crack during a 
safety inspection, according to the California Highway Patrol (CHP) and news reports. 
The CHP shut down a section of the far right, westbound lane of the bridge to allows 
Caltrans crews to repair a piece of steel that supports the bridge. The crack is 10 inches 
long and is underneath the road. “Even though there was no immediate danger to the 
public, there was no imminent danger of any kind of catastrophic failure, but when you 
do find a crack in an important system like this then you do have to take immediate 
action,” a Caltrans spokesman said. The beam has been there since 2001. 
Source: 
http://www.mercurynews.com/traffic/ci_16336981?source=rss&nclick_check=1 

18. October 14, Associated Press – (Arkansas) Union Pacific train derails in Pulaski 
County, some crossings blocked, no injuries reported. A 21-car Union Pacific train 
derailed about 3 a.m. October 14 in Pulaski County, Arkansas, between North Little 
Rock and Morgan, a Pulaski County sheriff’s lieutenant said. Three railroad crossings 
in the area were closed because they were either blocked or damaged. The train was not 
hauling hazardous materials. The cause of the derailment has not been determined. 
Source: http://www.wreg.com/news/sns-ap-ar--trainderails,0,7289473.story 

19. October 14, NewsCore – (California) Band charged after blocking LA freeway for 
performance. Three members of a Hollywood “hardcore hip-hop” band were charged 
October 13 after they were arrested for blocking most of a freeway in Los Angeles, 
California with a truck and staging a concert on top of it. The band blocked all but one 
lane of the southbound 101 Freeway October 12, just south of the Sunset Boulevard 
offramp, with a large truck emblazoned with the band’s logo — then began to perform 
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their song “Traffic Jam 101,” according to police. The California Highway Patrol 
(CHP) said the ensuing traffic jam was backed up into the San Fernando Valley, about 
14 miles north of Hollywood. The CHP said the driver of the truck drove away from 
the scene in another vehicle, taking the keys to the truck with him. 
Source: http://www.myfoxchicago.com/dpps/entertainment/band-charged-after-
blocking-la-freeway-for-performance-dpgonc-20101014-fc_10110344 

20. October 13, Associated Press – (Montana; National) FAA: Airline flew plane 80 
times without repair. Federal regulators October 13 proposed fining a feeder airline, 
Corporate Air, $455,000 for allowing a small airliner to carry passengers on 80 flights 
despite an engine that needed repair. Billings, Montana-based Corporate Air flew the 
Beech 1900C — a 19-passenger twin-engine turboprop plane — without repairing its 
right engine, which was consuming excessive amounts of oil, the Federal Aviation 
Administration said. Mechanics repeatedly added more oil when the plane landed 
despite directions in the engine manufacturer’s service manual to make repairs, the 
agency said. The company has scheduled flights in eight states in addition to Montana: 
Colorado, Hawaii, Idaho, Minnesota, Nebraska, North Dakota, Utah, and Wyoming. It 
also operates six aircraft repair and maintenance facilities, according to a company 
Web site. 
Source: http://abcnews.go.com/Business/wireStory?id=11869619 

21. October 13, Rochester Democrat and Chronicle – (New York) Airplane stolen from 
Steuben County airport. The Steuben County Sheriff’s Office is investigating the 
theft of a small airplane from the Hornellsville, New York, Municipal Airport. Police 
said the single-engine 1964 Cessna 150 D, registration N43ED, was stolen about 
September 20, and was noticed missing from the hanger October 4. The incident was 
reported October 11, after the owner was notified by airport employees that the plane 
was no longer there. The aircraft had been advertised for sale since June and airport 
employees assumed the aircraft had been sold, the sheriff’s office said. The sheriff’s 
office is working with the Elmira FBI field office and other jurisdictions to locate the 
stolen airplane. 
Source: 
http://www.democratandchronicle.com/article/20101013/NEWS01/101013035/1002/N
EWS 

22. October 13, Associated Press – (New York) NYC airport facility evacuated after gas 
smell. Authorities said the radar facility that handles all arrivals and departures for New 
York City’s three major airports was briefly evacuated after a smell of gas was 
reported. Flights were being delayed. A Federal Aviation Administration (FAA) 
spokesman said the facility in Westbury, New York was evacuated as a precaution at 
about 6:45 p.m. October 13. Twenty-five traffic controllers remained behind. He said 
other staff members were cleared to return about 1 hour later. Firefighters and staff 
were unable to determine the origin of the odor. The spokesman said the evacuation led 
to delays at LaGuardia, Kennedy and Newark airports. The FAA’s Web site said 
departures at LaGuardia were delayed up to 1 hour. It wasn’t immediately clear how 
many flights were affected. 
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Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/10/13/AR2010101307088.html 

23. October 13, WSJM Benton Harbor 94.9 – (Michigan) SJ river vandal hampered 
Lafarge shipping ability. St. Joseph, Michigan police arrested an intoxicated man 
vandalizing property with a barge excavator on the St. Joseph River October 10. Police 
responded to the call just after 9:30 p.m. at the LeFarge North America Dock. When 
police arrived they found a man using an on-board excavator to destroy equipment. 
When he saw police come, the man ran to the barge’s controls in an attempt to free the 
barge from the dock. When officers told him to get on the ground, he jumped into the 
river. The man swam to shore and officers arrested him. The dock was damaged in the 
incident. A source with a close relationship to the local shipping industry said the dock 
was so heavily damaged, shipments of materials like cement and concrete will need to 
come into the Twin Cities by truck. The vandal destroyed most of the machinery which 
take materials from the ship to the terminal. Many parts sunk in the river, and the 
company is trying to salvage pipes, support steel, and hoses. 
Source: http://www.wsjm.com/SJ-River-Vandal-Hampered-Lafarge-Shipping-
Ability/8346867 

24. October 13, Global Security Newswire – (National) GAO calls for better cargo data 
analysis. U.S. Customs and Border Protection (CBP) should establish a timeline for 
determining how to assess potential threats posed by the contents of U.S.-bound cargo 
containers using data collected on individual containers since January, the Government 
Accountability Office (GAO) concluded in a report made public October 12. The 
Importer Security Filing and Additional Carrier Requirements call for collection of 10 
pieces of information on U.S.-bound cargo containers, including their country of origin, 
and two additional pieces of information on ships carrying the cargo. The regulation, 
referred to as the “10+2 rule,” was put in place to meet a Congressional mandate that 
additional cargo data cargo be collected to help prevent illicit transfers of weapons of 
mass destruction and other controlled materials. A CBP assessment of the requirements 
fails to specify why the federal office had chosen to collect the specific pieces of 
information over other proposals considered, the report stated. Investigators 
recommended “that CBP should, if it updates its regulatory assessment, include 
information to improve transparency and completeness, and set time frames and 
milestones for updating its national security targeting criteria.” GAO said DHS 
“concurred with these recommendations.” 
Source: http://www.globalsecuritynewswire.org/gsn/nw_20101013_9793.php 

For more stories, see items 2, 7, 43, and 55  
 
[Return to top]  

Postal and Shipping Sector 

25. October 14, Associated Press – (Wyoming) Police: powder in Fremont County not a 
threat. Investigators have determined that a suspicious package that forced the closure 
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of the Fremont County Courthouse in Lander, Wyoming does not contain a biological 
threat. Radio station KDLY-KOVE in Fremont County reported that a package 
containing white powder was delivered to the Fremont County Transportation 
Department the morning of October 13. Authorities restricted access to the courthouse 
building. The Lander Police Department issued a statement the afternoon of October 13 
saying that investigators using hazardous materials suits tested the substance and found 
it was not a biological threat. They removed the package. The investigation is 
continuing into who sent the package and why. 
Source: http://www.laramieboomerang.com/articles/2010/10/14/ap-state-
wy/wy_suspicious_package_lander.txt 

[Return to top]  

Agriculture and Food Sector 

26. October 13, Associated Press – (Virginia) Low crop yields expected in 
Virginia. Crop yields in Virginia are expected to be lower in 2010 than in 2009 
following a hot and dry summer. The Virginia Department of Agriculture and 
Consumer Services said October 13 that farmers expect corn production to total 17.9 
million bushels, a 59 percent decline from 2009. Soybean production is forecast to fall 
by 37 percent to 13.2 million bushels. Farmers expect alfalfa production to total 
225,000 tons, down 17 percent from last year. Other hay production is expected to fall 
by 10 percent to 2.16 million tons. Declines also are expected in cotton, burley tobacco, 
and apple production. 
Source: http://www.wavy.com/dpp/news/virginia/low-crop-yields-expected-in-virginia 

27. October 13, Associated Press – (Massachusetts) W. Mass. farmers eligible for 
federal disaster aid. Farms in Massachusetts’ five westernmost counties have been 
granted federal disaster relief for production losses suffered because of last spring’s 
unseasonably cold weather. The U.S. Department of Agriculture declared Berkshire, 
Franklin, Hampden, and Hampshire counties primary natural disaster areas. That means 
farms that meet certain requirements are eligible for loans and other assistance from the 
Farm Services Agency. Farms in Worcester County, which was declared a contiguous 
disaster area, are also eligible for loan assistance. Crops damaged by unseasonably late 
frost and freeze between April 28 and May 17 included asparagus, strawberries, 
blueberries, and cherries. Farmers predicted production decreases of at least 30 percent. 
Source: 
http://www.bostonherald.com/business/general/view/20101013w_mass_farmers_eligibl
e_for_federal_disaster_aid/ 

28. October 11, NorthWest Cable News – (Washington) Agents follow snail trail at Port 
of Seattle. Federal Customs and Border Patrol Agents quickly responded October 11 to 
reports of suspicious cargo containers at the Port of Seattle in Washington. They found 
what they were looking for without opening a single container. The agents found full-
grown snails, pupa and eggs. If they were allowed to be shipped out through 
Washington farmlands, the invaders could escape and end up living in and destroying 
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farms and silos filled with grains. The non-native creatures have no natural predators in 
the United States, and native plants and grasses may not have natural defenses against 
them. 
Source: http://www.nwcn.com/news/environment/Agents-Follow-Snail-Trail-At-Port-
104735909.html 

29. October 10, Sunbury Daily Item – (Pennsylvania) Bugs destroy half of state’s peach 
crop. The owner of a small valley farm in Sunbury, Pennsylvania this year lost $10,000 
worth of apples because of a bumper crop of brown stink bugs, whose numbers some 
fear may be on the rise. The brown marmorated stink bug — Halyomorpha halys — 
produces a horrible odor to protect itself from being eaten by predators. “The crops 
most severely hit this year in Pennsylvania were peaches, with an estimated 40 to 50 
percent loss (about $15 million) and fresh tomatoes, with a 15 percent loss ($3 
million),” said an educator with the Penn State Cooperative Extension, Mifflinburg. 
Fresh peaches that were damaged caused the market price to fall from $20 to $60 per 
bushel to $7 to $10 per bushel. 
Source: http://www.freshplaza.com/news_detail.asp?id=70135 

[Return to top]  

Water Sector 

30. October 14, WSBTV 2 Duluth – (Georgia) Break leaves Atlanta residents without 
water. Crews in southwest Atlanta, Georgia, worked during the morning of October 14 
to repair a water main break that left some residents without water. Crews said it was 
easy to find the water main break, but the hard part was finding the valve to shut off the 
water. Overnight, crews fanned out along Cleveland Avenue looking for the 
underground shut off valve to repair the leak. A 24-inch crack in the water main sent 
water gushing down Springdale Road. Thousands of gallons of water from the broken 
main flooded the road and some of the water poured into a culvert. It took workers 
several hours to track down the correct shut off valve. Crews said the water main was 
fixed by 7:30 a.m. 
Source: http://www.wsbtv.com/news/25387492/detail.html 

31. October 13, Associated Press – (Minnesota) Five ethanol plants cited for 
pollution. The push to produce more ethanol in Minnesota has come with a cost to the 
environment. Five ethanol plants in Minnesota have paid nearly $3 million in the past 
year for violating air and water quality standards. For example, Buffalo Lake Energy in 
Fairmont was fined for producing ethanol without a wastewater treatment system 
permit from the Minnesota Pollution Control Agency (MPCA). Another plant illegally 
discharged wastewater into a creek. Several have failed to regularly monitor emissions 
and discharges. The MPCA enforcement manager said that the rush to ramp up 
production, inexperience in operating the plants, and a lack of understanding of 
discharge limits led to the environmental violations. 
Source: 
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http://www.postbulletin.com/newsmanager/templates/localnews_story.asp?z=7&a=473
675 

32. October 12, Hagerstown Herald-Mail – (Maryland) Funkstown councilman warns of 
threat to electronic gear. A Funkstown, Maryland councilman inquired October 11 
about acquiring backup generators for the town’s sewage-pumping stations in case the 
town is affected by an electromagnetic pulse (EMP). He said he attended an October 5 
meeting at the Washington County Division of Emergency Services office on Elliott 
Parkway about EMPs. A nuclear blast above the atmosphere or severe sunspots could 
cause an EMP, which would affect services operated by computers such as electricity, 
water, sewer, and many cars, he said. The town might be able to get Homeland Security 
funding for backup generators. The county’s director of emergency services said that 
sun activity is expected to pick up in 2012. An EMP could affect anything with a 
microchip because it disrupts the electrical system. 
Source: http://www.herald-
mail.com/?cmd=displaystory&story_id=254655&format=html 

For another story, see item 7  
 
[Return to top]  

Public Health and Healthcare Sector 

33. October 14, Associated Press – (Tennessee) Bomb was fake, charges real after 
pharmacy robbed. A LaFollete, Tennessee prescription drug robbery succeeded, but 
the getaway fell short, ending in a field about 4 miles away. A LaFollette police 
lieutenant told the Knoxville News Sentinel, a Walgreens pharmacy was robbed 
October 12 by a man who plunked down a box that contained a pipe with wires 
extending from it. He demanded painkillers. The pharmacist surrendered three bottles 
of oxycodone and the man fled. The lieutenant said police caught the 40-year-old in a 
field the night of October 12 after a police dog tracked him. Officers recovered two 
bottles of the drugs, but the lieutenant said the suspect apparently lost the other one 
during flight. The suspect faces several charges, including aggravated robbery. 
Source: http://www.wrcbtv.com/Global/story.asp?S=13322379 

34. October 14, Middletown Press – (Connecticut) Woman threatens to blow up 
Walmart in Old Saybrook. A 34-year-old Old Saybrook Connecticut woman was 
arrested and the Walmart in Old Saybrook was evacuated October 13 after the woman 
passed a pharmacist a note threatening to blow up the store if her prescription for 
amphetamines was not filled, police said. No explosives were found in the store and no 
one was hurt. But police said the woman’s car contained a gas can with wires coming 
out of it and separately wires coming from the fuse panel wrapped around the steering 
column and entering back into the engine compartment. After being called by the 
pharmacist, the first arriving officers confronted the woman. After being noncompliant, 
she was taken into custody without injuries, police said. 
Source: 
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http://middletownpress.com/articles/2010/10/14/news/doc4cb7114f464d2099375096.tx
t 

35. October 13, CNN – (National) Dozens arrested in health care fraud 
schemes. Federal authorities arrested more than 50 suspects October 13 and smashed 
what they describe as an Armenian-American organized crime enterprise engaged in a 
nationwide scheme to defraud the Medicare program. The Justice Department indicted 
73 individuals in New York and four other states for allegedly defrauding Medicare and 
other health care programs of an estimated $163 million. The government said 44 
defendants were indicted in New York, along with 10 in California, seven in New 
Mexico, six in Ohio, and six in Georgia. Indictments said the schemes included billing 
Medicare from phantom clinics for unnecessary medical services, or services never 
performed. “The emergence of international organized crime in domestic health care 
fraud schemes signals a dangerous expansion that poses a serious threat to consumers 
as these syndicates are willing to exploit almost any program, business, or individual to 
earn an illegal profit,” said the Acting Deputy Attorney General. 
Source: 
http://edition.cnn.com/2010/CRIME/10/13/health.care.fraud/index.html?hpt=T2 

36. October 13, Colorado Springs Gazette – (Colorado) Small chemical spill sparks 
hospital evacuation. The Pikes Peak Regional Medical Center in Teller County, 
Colorado was evacuated the afternoon of October 13 after a small chemical spill in the 
lab. About 50 patients and employees were removed from the hospital and the adjacent 
medical center around 1 p.m., after a spill in the lab caused concern vapors would get 
into the ventilation system and cause skin irritation, said a Teller County administrator. 
Patients were placed in ambulances to keep warm while the Northeast Teller County 
Fire Department and Regional Hazmat team worked to clean the spill and clear the air. 
People were returned to the building around 2:30 p.m. 
Source: http://www.gazette.com/articles/spill-106313-county-teller.html 

[Return to top]  

Government Facilities Sector 

37. October 14, Associated Press – (California) Report: 2 teens arrested for San Jose 
school fire. Police have reportedly arrested two teenagers for a destructive San Jose, 
California, school fire. The San Jose Mercury News said teens torched Trace 
Elementary School July 5. Flames gutted a 25,000-square-foot building, destroying 16 
classrooms, the library and several offices. Many Trace students are now taking classes 
in portables on the campus and across the street at Hoover Middle School. 
Source: http://www.sacbee.com/2010/10/14/3103767/report-2-teens-arrested-for-
san.html 

38. October 14, KSFY 13 Sioux Falls – (South Dakota) Drill keeps Sioux Falls students 
safe. Sioux Falls, South Dakota Christian Middle School students were involved in 
South Dakota’s first reunification drill October 13. The drill simulates a school lock-
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down, evacuation, and the reuniting of parents with their child. The drill began with 
police holding a simulated press conference detailing a situation involving a gunman at 
the school. Swat members were called on scene and escorted students out of the school 
and into an armored truck. Students were then transferred to the University of Sioux 
Falls stadium parking lot to be screened by police, and then placed on a bus to be sent 
to the undisclosed reunification point and finally meet up with their parents. Several 
different law enforcement agencies were involved in the drill, which was sponsored by 
a $40,000 homeland security grant, and the school’s principal hopes te drill is used as a 
model. Police and emergency management officials will spend the next couple of days 
rating the drill. 
Source: http://www.ksfy.com/Global/story.asp?S=13319631 

39. October 14, Lorain Morning Journal – (Ohio) Dad turns in son for threat: Boy 
accused of phoning bomb scare to Amherst Steele High. The father of a 17-year-old 
Amherst, Ohio, boy turned in his son to police October 13 for allegedly making a bomb 
threat that forced an evacuation at Marion L. Steele High School in Amherst October 8. 
According to Amherst police, the threat was made around 7:36 a.m. by a male caller 
who indicated a bomb was going to go off in 2 hours and 37 minutes. After the building 
was evacuated and emergency services were called, the school grounds were searched, 
nothing was found, and students were later returned to their classes. The Amherst 
Police Detective Bureau and school officials were able to obtain information on where 
the call came from and who made it, according to police. The school’s principal could 
not give specifics about how investigators learned who had made the threat, but 
indicated hallway talk among the students might have been a contributing factor. The 
boy was charged with delinquency by inducing panic and making false alarms, both of 
which are felony charges. 
Source: http://morningjournal.com/articles/2010/10/14/news/mj3483993.txt 

40. October 13, KFOR 4 Oklahoma City – (Oklahoma) OU evacuates building following 
earthquake. An earthquake southeast of Norman, Oklahoma, October 13, brought calls 
in from across the state. One of the buildings on the University of Oklahoma campus in 
Norman was evacuated after concerns of structural damage. Dale Hall Tower was full 
of students at the time. Crews inspecting the exterior said they believe the cracks were 
on the building before, but students said they have never noticed them. Oklahoma 
University officials said as a precaution, they called in a team of structural experts to 
evaluate campus buildings. All students also received a text message about the quake 
moments after it happened, letting them know what was going on and that no injuries 
had been reported. 
Source: http://www.kfor.com/news/local/kfor-ou-evacuates-building-following-
earthquake-story,0,291376.story 

41. October 13, Homeland Security NewsWire – (Florida) Hurricane-proof data center 
built inside 770,000 gallon water tank. The city of Altamonte Springs, Florida, 
decided the best protection against downtimes caused by hurricanes is to build the 
city’s data center inside a 770,000-gallon water tank. The dome-shaped tank offered 8-
inch-thick walls of reinforced concrete and was situated only 100 feet from city hall. 
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After dismantling the city’s data center in a single server room, and moving it three 
times to avoid hurricanes, the IT team for the city decided to relocate it to an existing 
structure that was originally designed to keep water in. The director of information 
services for the city of 45,000 said the move made sense. Compared with the old setup, 
the new infrastructure offers improved uptime and superior disaster recovery 
capabilities. 
Source: http://homelandsecuritynewswire.com/hurricane-proof-data-center-built-inside-
770000-gallon-water-tank 

For another story, see item 25  
 
[Return to top]  

Emergency Services Sector 

42. October 14, Occupational Health and Safety – (National) Hazmat fusion center 
launches interactive web portal. After 3 years of research and development, the 
National Hazardous Materials Fusion Center (Hazmat Fusion Center) has launched its 
own Web portal. The soft launch of the public Web site was held in August during 
Fire-Rescue International. The nationwide release, scheduled for October 15 at the 
opening session of the HOTZONE Conference in Houston, Texas gives the hazmat 
community access to the entire portal, including the members-only area and the 
incident reporting system. The purpose of the Hazmat Fusion Center is to promote 
hazmat responder safety through a systematic approach to hazmat-response data 
collection, analyses, and information dissemination. The goal is to provide all hazmat 
responders — regardless of response discipline — with access to the same vital 
information in a timely manner. The Web site features training materials, resources, 
summary incident reports, statistics and trends, news, and general hazmat information. 
Source: http://ohsonline.com/articles/2010/10/14/10-hazmat-fusion-center-launches-
interactive-web-portal.aspx?admgarea=news 

43. October 13, Homeland Security NewsWire – (International) First responders used 
runners because radios did not work underground. Emergency services battling to 
save lives in the wake of the July 7, 2005 London, England bombings needed to use 
runners to send messages back to the control room as their radios did not work 
underground, an inquest into the terrorist attacks has heard. The Daily Telegraph 
reports that paramedics, firefighters, and police attending to casualties on the stricken 
Tube trains sent messengers back to the surface to pass on requests for more help. In 
the case of the deep London Underground station at Russell Square, which is linked to 
ground level by a long spiral staircase, this could take a quarter of an hour, the hearing 
was told. The driver of the train destroyed in the Aldgate bombing said he could hear 
people screaming behind him “help us, help” but he was unable to respond. Four 
suicide bombers launched coordinated attacks on three Tube trains and a bus in London 
killing 52 people and leaving more than 700 injured. The inquest has heard that 
emergency service control rooms were confused about what had happened and where 
to send help for some time after the initial blasts at 8.50 a.m. Emergency responders 
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were sent to the wrong places, with the first ambulance not arriving at Aldgate until 
9.14 a.m. because it was initially dispatched to Liverpool Street. The first fire engine 
only reached the Edgware Road bombing at 9.18 and the control rooms were not told 
that Russell Square Tube station had been targeted until 9.13. 
Source: http://homelandsecuritynewswire.com/first-responders-used-runners-because-
radios-did-not-work-underground 

44. October 13, Park Rapids Enterprise – (Minnesota ) Emergency exercise establishes 
roles. Communication is key when it comes to emergencies. This was identified as the 
main area to focus on at a recent tabletop exercise conducted by the Hubbard County< 
Minnesota emergency manager. Many representatives from law enforcement, first 
responders, fire department, and other agencies attended. The scenario for the mock 
exercise was that a propane storage tank explodes at the AmeriGas stockyard in Park 
Rapids and resulted in a fire and aftermath explosions sending flaming debris to the 
nearby Cenex agricultural fertilizer storage plant and Gas Service Company, igniting a 
secondary fire. All fires were sending a plume of smoke and toxins into the air drifting 
toward Park Rapids, causing a partial evacuation. Propane tanks continued to explode, 
burn and ignite, fueling the fire. The scene of the mock fire was within 1,000 feet of the 
Park Rapids Fire Department, which sustained damage, and mutual aid was requested 
from the Nevis Fire Department due to the loss of one fire engine. 
Source: http://www.parkrapidsenterprise.com/event/article/id/25599/ 

For another story, see item 53  
 
[Return to top]  

Information Technology Sector 

45. October 14, The Register – (International) Former White House advisor wants 
cybercrime haven crackdown. A former White House security advisor has urged a 
crackdown on rogue states that serve as a “safe haven” for cybercrime, along with a 
fundamental rethink of Internet architectures. He told delegates to the RSA Conference 
in London, England that Western law enforcement officials often fail to get the help 
they need when after they track back the source of cyber attacks to countries such as 
Moldova, Russia, and Belarus in eastern Europe. “These countries are international 
cyber-sanctuaries for crime,” he said. He said “renegade” countries need to be 
pressured into acting on cyber-criminals through a process akin to the way in which 
countries who tolerated the laundering of drug profits through their banking system 
were brought into line. The former security adviser argued that a fundamental rethink 
on Internet architectures was needed in order to limit cybercrime and related problems, 
such as economic espionage. “Spending more money on firewalls, anti-virus and 
intrusion prevention is just throwing more good money after bad,” he said. “The money 
spent to develop the next version of the X-box would be better spent on the next 
protocol for the Internet.” 
Source: http://www.theregister.co.uk/2010/10/14/clarke_cybercrime_rsa/ 
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46. October 14, SC Magazine UK – (International) Vulnerability disclosure gap causes 
cyber crime opportunity, as CTO calls for vendors to cooperate on patch 
releases. Vulnerability disclosure is causing a cyber crime opportunity gap between the 
revelation and the time taken to issue a patch. An SVP international at Lumension said 
that the release of 130 vulnerability patches across several platforms “is like giving 
gold dust to the hacking community.” He said: “The moment a vulnerability is 
disclosed cyber criminals get to work developing exploit code to take advantage of the 
identified holes. With the significant number of holes identified on the same day, 
businesses will be racing against time to fix them all.” Speaking to SC Magazine the 
week of October 11, the CTO of Qualys called on IT administrators and managers to 
lobby vendors, such as Adobe and Oracle, to move their patching schedules on to the 
Windows update. He said that when there is a new vulnerability to be patched, people 
are not aware of it and companies should map out their need, rule out what they do not 
need, and if there is a big vendor patch out, to be prepared. 
Source: http://www.scmagazineuk.com/vulnerability-disclosure-gap-causes-cyber-
crime-opportunity-as-cto-calls-for-vendors-to-cooperate-on-patch-
releases/article/180957/ 

47. October 13, BBC News – (International) Facebook offers temporary log-ins for 
public computers. Facebook is launching one-time passwords in an effort to make it 
safer to log on to the social network from public computers. It also claims the system 
will help prevent cyber-criminals accessing users’ accounts. Users need to text the 
words ‘otp’ to 32665 and they will be sent a temporary password that will expire after 
20 minutes. But security experts questioned whether the system was safe. “If someone 
else is able to gain access to your phone then that’s an open door for mischief-makers 
to access your Facebook account,” said a senior technology consultant at security firm 
Sophos. It may also not be a foolproof method of avoiding Facebook hackers. “A 
temporary password may stop keylogging spyware giving cybercriminals a permanent 
backdoor into your account, but it doesn’t stop malware from spying upon your 
activities online and seeing what’s happening on your screen,” he said. Users of the 
system must have a mobile phone number registered to their account, which could also 
open the system up to exploitation, he thinks.  
Source: http://www.bbc.co.uk/news/technology-11535370 

48. October 13, IDG News Service – (International) Human error gave spammers keys 
to Microsoft systems. Microsoft blamed human error after two computers on its 
network were hacked and then misused by spammers to promote questionable online 
pharmaceutical Web sites. Microsoft launched an investigation October 12, after the 
problem was first reported in The Register. After they were compromised, the two 
servers were to handle the DNS of more than 1,000 fraudulent pharmaceutical Web 
sites, according to the managing member of network security software vendor Infinite 
Monkeys. He discovered the hacked Microsoft systems late the week of October 4. The 
devices that got hacked were “network devices that run a Linux kernel,” Microsoft said 
October 13 in a statement. “Those devices have been removed.” No customer data or 
production systems were affected by the attack. At least one of the Microsoft 
computers was also used to launch a denial of service attack against 

http://www.scmagazineuk.com/vulnerability-disclosure-gap-causes-cyber-crime-opportunity-as-cto-calls-for-vendors-to-cooperate-on-patch-releases/article/180957/�
http://www.scmagazineuk.com/vulnerability-disclosure-gap-causes-cyber-crime-opportunity-as-cto-calls-for-vendors-to-cooperate-on-patch-releases/article/180957/�
http://www.scmagazineuk.com/vulnerability-disclosure-gap-causes-cyber-crime-opportunity-as-cto-calls-for-vendors-to-cooperate-on-patch-releases/article/180957/�
http://www.bbc.co.uk/news/technology-11535370�


 - 19 - 

KrebsOnSecurity.com, the Web site’s security blogger said October 13. He believes 
Russian-based pharmaceutical spammers were behind the attack on his site. 
Source: 
http://www.computerworld.com/s/article/9191059/Human_error_gave_spammers_keys
_to_Microsoft_systems 

49. October 13, CIO – (International) Blog: RIM patches another flaw in BlackBerry 
Enterprise Server. Research In Motion October 12 released an “interim security 
update” for BlackBerry Enterprise Server (BES) 5.0 Service Pack 2 for Microsoft 
Exchange and IBM Lotus Domino due to a vulnerability that could have potentially 
allowed a hacker or other malicious person access to organizations’ BES infrastructure. 
That flaw could have also been used to execute denial of service attacks, according to 
the BlackBerry-maker. It affects not just the full version of BES, but the free BES 
Express, as well. The BES security flaw is ranked “high severity.” RIM advises BES 
administrators to update their BES 5.0.2 software for Exchange and Lotus Domino 
immediately, but to do so with caution, since performing the update process incorrectly 
can lead to additional issues. 
Source: 
http://www.computerworld.com/s/article/9190964/Blog_RIM_patches_another_flaw_i
n_BlackBerry_Enterprise_Server 

50. October 13, IDG News Service – (International) Microsoft will look to courts for 
botnet takedowns. Microsoft has seen a dramatic drop in the number of computers 
infected with Waledac. In the second quarter of this year, the company cleaned only 
29,816 computers infected with Waledac, down from 83,580 computers in the first 
quarter of the year. Microsoft published the statistic in its latest biannual Security 
Intelligence Report released October 13. The drop in the number of infected machines 
shows the success of the legal action Microsoft took earlier in the year, said the general 
manager for Microsoft’s Trustworthy Computing group. In other civil summons 
documents, Microsoft named 27 “John Does” who had registered the bad domains. But 
most of the 276 domains used to control Waledac were registered through registrars in 
China. 
Source: 
http://www.computerworld.com/s/article/9190921/Microsoft_will_look_to_courts_for_
botnet_takedowns?taxonomyId=17&pageNumber=1 

51. October 12, DarkReading – (International) Tougher data protection laws could force 
businesses to rethink compliance. Data protection laws are expanding worldwide and 
cracking down on the way businesses protect electronic information, said a new report 
published the week of October 11. “A New Era of Compliance: Raising the Bar for 
Organizations Worldwide,” written by RSA and the Security for Business Innovation 
Council (SBIC), analyzes how new legislation and more legal muscle behind 
regulations are forcing businesses to change how they approach compliance. The report 
highlights how tougher enforcement, more data breach notification laws emerging 
around the globe, more prescriptive regulations, and increasing requirements for 
making enterprises responsible for the security of their data even when a business 
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partner handles it are requiring businesses to look at compliance as a strategy, not just a 
necessary evil. In the report, the SBIC offered several recommendations for enterprise 
security teams in what it calls a new era of compliance. 
Source: 
http://www.darkreading.com/security/management/showArticle.jhtml?articleID=22770
1206&subSection=Security+administration/management 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

52. October 13, Federal Computer Week – (International) Five countries sign on to 
DNSSEC. Five country code top-level domains for countries in Latin America and the 
Caribbean have been digitally signed to enable use of the Domain Name System 
Security Extensions (DNSSEC). The signing on October 5, done by Afilias Ltd. of 
Dublin, Ireland a provider of Internet registry and back-end services, will enable 
validation of DNS query responses. It is part of an effort by the company to deploy 
DNSSEC to 13 top-level domains by the end of the year. “Rolling out DNSSEC is 
critical to the future of the Internet,” said Afilias’ director of strategic partnerships and 
technical standards. This month’s signings bring the total to 53, among about 300 top-
level domains, that have been signed or are experimenting with DNSSEC. The country 
code domains that have recently been signed are .ag, used by Antigua and Barbuda; .bz, 
Belize; .hn, Honduras; .lc, St. Lucia; and .vc, St. Vincent and the Grenadines. 
Source: http://fcw.com/articles/2010/10/13/dnssec-adds-five-country-domains.aspx 

53. October 13, Visalia Times-Delta – (California) Verizon phone service out in parts of 
Tulare County. Verizon Wireless reported phone line problems that could be causing 
phone service outages — including the ability to call 911 — in several Tulare County, 
California communities. Affected communities include Alpaugh, Strathmore, Lindsay, 
Exeter, Lemon Cove and nearby areas, according to an e-mail sent out at 3:31 p.m., 
October 13 by the Tulare County Fire Department. “Any residents that have phone 
service through Verizon [in these areas] do not have access to the 911 system at this 
time,” and it was not clear how long it would take to fix the problems, the fire 
department reported. 
Source: 
http://www.visaliatimesdelta.com/article/20101013/NEWS01/101013012/Verizon+pho
ne+service+out+in+parts+of+Tulare+County 

For another story, see item 48  
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Commercial Facilities Sector 

54. October 13, WSLS 10 Roanoke – (Virginia) Two men arrested in Rocky Mount 
Walmart bomb threat. Two men face charges in connection with a bomb threat at the 
Rocky Mount, Virginia Walmart October 12. Rocky Mount Police said a 20-year-old 
and a 19-year-old called in a bomb threat around 10:34 p.m. Officers evacuated the 
Walmart, then called for bomb sniffing dogs from state police, the Virginia Tech Police 
Department, and the Pulaski Police Department to search the store. The dogs did not 
find any explosives. A Rocky Mount Police lieutenant and sergeant investigated the 
bomb threat, and believe the threat was connected to a cell phone that was stolen earlier 
October 12. 
Source: http://www2.wsls.com/news/2010/oct/13/two-men-arrested-rocky-mount-
walmart-bomb-threat-ar-561133/ 

55. October 13, KSLA 12 Shreveport – (Louisiana) Businesses evacuated after Hazmat 
spill. The driver of an 18-wheeler told police he noticed his load shift, and then pulled 
over in this Sutherlands parking lot on Mansfield Road and 70th in Shreveport, 
Louisiana where he noticed a leak. Emergency officials determined that the liquid 
dripping onto the pavement was corrosive. “It can do some damage to the flesh as a 
vapor,” said the chief safety officer for the Shreveport Fire Department. A drain was 
situated in the middle of the parking lot, a pathway to the city’s water system. 
Emergency officials said that when the hazmat team arrived, the material was just 3 
feet from that drain. “The environment is another big concern,” said the chief safety 
officer. “Which is why we immediately began damming the product as soon as we got 
on scene to prevent it from getting in any ditch or any drainage inside this parking lot.” 
Source: http://www.ksla.com/Global/story.asp?S=13320512 

For more stories, see items 33 and 34  
 
[Return to top]  

National Monuments and Icons Sector 

56. October 14, Associated Press – (Texas) Texas forest officials issue warning about 
arsons. Texas Forest Service officials said they are investigating an increase in 
wildfires they believe were intentionally set in East Texas. An agency spokeswoman 
said October 13 that 94 of the more than 600 fires reported to the forest service since 
the start of 2010 were considered arsons. She said it was not immediately clear how 
those numbers compared to previous years, but forest service officials are “concerned.” 
Two homes were lost in the alleged arsons, along with two barns and two other 
structures. Forestry officials are encouraging people to contact them if they know of a 
fire they believe was intentionally set. 
Source: http://cbs11tv.com/wireapnewstx/Texas.forest.officials.2.1961832.html 
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57. October 13, San Bernardino Sun – (California) Four arrested, 3,000 marijuana 
plants seized near Silverwood Lake. A 3-month investigation by sheriff’s deputies 
and the U.S. Forest Service resulted in the discovery of 3,000 marijuana plants near 
Silverwood Lake in California and the arrest of four people, sheriff’s officials said the 
week of October 11. San Bernardino County sheriff’s deputies arrested two 32- and 
two 38-year-old suspects. All four men have been arraigned on charges of cultivating 
marijuana and illegally entering the United States. Deputies found a marijuana grow 
site in an area called Sawpit Canyon between Crestline and Silverwood Lake. They 
spotted people leaving the site October 4 and pulled over their vehicle on the 210 
Freeway in Rancho Cucamonga. About 1 pound of marijuana was found in the vehicle. 
Investigators searched an Anaheim home where three of the suspects lived and found a 
stolen handgun and 6 pounds of marijuana. Deputies seized 3,000 marijuana plants and 
two pounds of dried marijuana at the grow site October 6. Investigators found evidence 
indicating the suspects had been camping at the site several months, and that they were 
armed with handguns and assault weapons. 
Source: http://www.sbsun.com/breakingnews/ci_16320947 

58. October 13, KRQE 13 Santa Fe – (New Mexico) Smoky fires burning in Santa Fe 
forest. Two fires, one sparked by lightning, the other a prescribed burn, are generating 
smoke visible in and around Sandoval County, Santa Fe National Forest in New 
Mexico, officials reported. The Virgin Fire in the Jemez Mountains 5 miles southwest 
of Jemez Springs has grown to 102 acres with further growth expected, according to a 
statement released October 13. Lightning from a storm the weekend of October 8 
started the fire in Virgin Canyon. Fighting the fire is difficult because the fire is in 
rugged, dangerous terrain that includes a 1,500-foot drop off. From the nearest 
established road, it takes firefighters 1 and 1/2 hours to reach the fire by ATV with 
suppression efforts limited to hand-built control lines and natural barriers. 
Source: http://www.krqe.com/dpp/news/environment/smoky-fires-burning-in-santa-fe-
forest 

[Return to top]  

Dams Sector 

59. October 14, Des Moines Register – (Iowa) Iowa Governor OKs erosion work at 
Lake Delhi. The governor of Iowa signed a proclamation October 13 meant to speed an 
$800,000 project to limit erosion at the former site of Lake Delhi, which drained after a 
dam breach in July. His move allows local officials to use emergency bidding 
procedures for the work, designed to slow the Maquoketa River. The northeast Iowa 
stream now runs free after a flood knocked out the Delaware County dam. The free-
flowing river has carved through silt deposited for eight decades. That erosion threatens 
the former lake bed. A 6-inch blanket of soil threatens spawning grounds for a 
smallmouth bass population that has been a favorite of fishing enthusiasts, state 
biologists have said. The governor wants the emergency work done by the end of 
October. The interim director of the Iowa Department of Natural Resources said part of 
the work will be installing riffles in the river to slow the water. The state also plans 
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water-quality monitoring, cleanup at the former dam site, and new imaging of the area. 
The governor created a task force to study whether to replace the dam, and under what 
conditions. A report is due December 1. 
Source: 
http://www.desmoinesregister.com/article/20101014/NEWS10/10140349/Chet-Culver-
OKs-erosion-work-at-Lake-Delhi 

60. October 14, Postmedia News – (International) 9 British Columbia dams at ‘high risk’ 
of failing: audits. Nine British Columbia, Canada dams have recently been found at 
“high risk” of failing, including a large dam near the southern B.C. community of 
Greenwood, Postmedia News has learned. And the British Columbia Ministry of 
Environment audits of the 2,000 dams in B.C. found that of the nine “high risk” dams, 
five of them are additionally classified as “high consequence,” meaning they could 
cause significant damage if they failed. The information was released the week of 
October 4 in response to a freedom of information request filed by the Vancouver Sun, 
following the collapse in June of the Testalinden Lake dam, which caused extensive 
damage to 14 private properties in Oliver, British Columbia. A senior ministry official 
said most maintenance and inspection concerns have been addressed with the nine 
dams, and insisted no one living near them should be afraid. 
Source: 
http://www.nationalpost.com/news/canada/dams+high+risk+failing+audits/3668841/sto
ry.html 

61. October 14, KPHO 5 Phoenix – (Arizona) Tempe Town Lake teems with new 
fish. Tempe Town Lake in Tempe, Arizona, began to show increased signs of life the 
morning of October 14 after more than 70,000 small Israeli carp were dumped into the 
lake’s rising waters. Crews from the city and Arizona Game and Fish re-introduced the 
fry into the lake, which began to fill again after repairs to a dam bladder that burst in 
July was completed. The carp are insect larvae eaters and are used primarily to control 
midge flies around the lake, according to a city official. Other smaller fish are also 
entering the lake with the water flowing in from the Roosevelt dam system. The city 
intends to reopen the lake for public use October 26. The damaged bladder, one of four 
that holds the waters, burst and released nearly 1 billion gallons of water into the Salt 
River bed in late July. 
Source: http://www.kpho.com/valleynews/25389343/detail.html 

62. October 13, Independence Examiner – (Missouri) FEMA sets aside funds for EJC 
storm damage. The federal government has set aside money for Jackson County and 
36 other Missouri counties where flooding in June and July damaged public facilities. 
The federal government picks up 75 percent of the cost of such damage to state and 
local roads and other facilities. Ninety projects in the 37 counties stem from bad 
weather between June 12 and July 31. Those come to $1.5 million, and the Federal 
Emergency Management Agency has earmarked more than $1.1 million to the state of 
Missouri as the federal government’s share. Three-fourths of the projects are road 
repairs. Some of the money repays levee districts for the costs of pumping out water 
from behind levees. The 37 counties are in the northern and west-central parts of the 
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state. 
Source: http://www.examiner.net/news/x115379453/FEMA-sets-aside-funds-for-EJC-
storm-damage 

63. October 13, Centralia Chronicle – (Washington) Levees tidied up just in time for 
flood season. Three of the four flood protection levees in the Twin Cities area in 
Washington are up to snuff after being mended and patched up for the first time since 
the deluge of December 2007. The Army Corps of Engineers completed repairs on the 
Salzer Creek Levee the week of October 4, and wrapped up work on the Airport Levee 
in August. Repairs to Long Road Dike were made last year. Work on the 
Skookumchuck Levee is scheduled to begin in the spring or summer of 2011. 
Source: http://www.chronline.com/news/article_7fc81ba4-d6ef-11df-aaac-
001cc4c03286.html 

64. October 13, Sterling Daily Gazette – (Illinois) Rock Falls dam fixed. Repairs to the 
Sinnissippi Dam, also known as the Upper Dam in Illinois, are complete. Crews for the 
Illinois Department of Natural Resources (IDNR) finished up over the Columbus Day 
weekend, removing pilings that were diverting water around a pair of control gates, an 
IDNR spokesman said October 12. The two gates control river levels along the 13-mile 
stretch between Rock Falls and Dixon. The gates failed in mid-August when a tree got 
jammed under one and fast-moving debris punctured an air bag that helps control the 
other. Water flowed uncontrollably under the gates, causing river levels to drop more 
than 1 foot below normal. With the completed repairs, the city of Rock Falls Electric 
Department’s hydroelectric power plant is back to full generating capacity. Dam repairs 
cost IDNR about $10,000, although officials have yet to obtain a complete list of all 
expenses. 
Source: http://www.istockanalyst.com/article/viewiStockNews/articleid/4580693 
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