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Top Stories
• After dropping steadily for much of the summer, levels of tritium at one of the Pilgrim 

nuclear plant’s monitoring wells in Plymouth, Massachusetts have skyrocketed above 
federal drinking water standards again, the Quincy Patriot Ledger reports. (See item 6) 

• According to BBC News, 2.2 million U.S. personal computers were part of botnets, 
making the United States the tops in the world in that category, reveals a 240-page 
Microsoft report. (See item 40) 
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Energy Sector

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. October 13, Modesto Bee – (California) Riverbank gas leak fix today. A
“nonhazardous” natural gas leak is 100 feet from a farmhouse and a bit farther from 
stores, a Pacific Gas & Electric Co. (PG&E) spokeswoman said October 12, but she 
stopped short of declaring that Riverbank, California residents are out of danger. “I can 
tell you that safety is our highest priority,” said the spokeswoman. To accommodate 
emergency repairs, Stanislaus County public works officials agreed to close part of 
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Claribel Road near the Crossroads Shopping Center for most of October 13. They said 
the leak is about 6 feet south of Claribel and about 200 feet east of Squire Wells Way. 
The September 9 San Bruno explosion destroyed more than 30 homes and killed eight 
people. PG&E October 12 announced a new pipeline safety program, and has been 
scrambling to fix questionable pipes since, partly to comply with a state order to check 
for leaks in thousands of miles of pipelines throughout California. But the 
spokeswoman said October 12 a worker detected the Riverbank leak on October 6 as 
part of a routine inspection not stemming from the San Bruno inferno. 
Source: http://www.modbee.com/2010/10/12/1380828/gas-leak-fix-todaysite-about-
100.html 

2. October 12, Escondido North County Times – (California) Utility announces new 
safety measures in response to San Bruno explosion. Pacific Gas & Electric (PG&E) 
officials October 12 announced a series of measures aimed at upgrading and improving 
the safety of the company’s gas transmission system and encouraging nationwide 
reforms in the wake of a gas line explosion in San Bruno, California that killed eight 
people. “We feel it’s necessary to go beyond the existing regulatory requirements and 
move to a newer and higher level in terms of safety and reliability,” PG&E’s chief 
executive told reporters October 12 in unveiling the company’s Pipeline 2020 plan. In 
addition to replacing vulnerable pipeline in high-density areas, the plan calls for 
installation of automated and remote-controlled gas shut-off valves. It took utility 
workers 1 hour and 46 minutes to shut a manual valve after the September 9 explosion 
in San Bruno, when a massive transmission line failed, fueling a fireball that destroyed 
37 homes. PG&E officials said they would work with “an independent third party 
expert” and regulators to craft the pipeline modernization plan and identify “several 
hundred” valve locations. They expect to have a valve replacement proposal before the 
California Public Utilities Commission “in a couple of weeks,” the PG&E president 
said. 
Source: http://www.nctimes.com/news/state-and-regional/article_b56ff9ff-cf73-50bc-
bd04-ced307a194ff.html 

3. October 12, Associated Press – (South Dakota) South Dakota governor relaxes 
transportation rules on petroleum products. Due to extremely low inventories and 
outages of petroleum fuels in South Dakota, the governor has issued an executive order 
to continue expedited commercial delivery of fuel for the next several days. The 
governor said transportation of gasoline, diesel, and propane is in high demand for 
agriculture production needs. The order assures farmers that fuel supplies are 
maintained to help continue normal agricultural operations. The governor’s executive 
order declares a state of emergency and exempts delivery of petroleum products from 
federal motor carrier regulations on drivers’ hours of service. Although hours of service 
have been temporarily suspended for commercial deliveries, companies may not 
require or allow fatigued drivers to make delivers. The executive order, issued October 
12, expires at midnight, October 31. 
Source: http://www.rapidcityjournal.com/news/article_79a966e4-d652-11df-8313-
001cc4c002e0.html 
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[Return to top]  

Chemical Industry Sector 

4. October 13, Scranton Times-Tribune – (Pennsylvania) P&G tests emergency 
plan. The Procter and Gamble (P&G) plant in Washington Township, Pennsylvania 
tested its emergency procedures during an October 12 drill. According to a P&G 
spokesperson, the plant conducts an evacuation drill like this every 3 years. “We noted 
a number of improvements since the drill was last conducted in 2007,” he said. There 
were some points that still need work, he said — for example, responders could make 
better use of common radio frequencies, so messages do not have to be repeated. Also, 
there were some logistical issues in getting people to the evacuation sites efficiently. A 
number of outside agencies also took part in the drill, including the Wyoming County 
Emergency Management Agency, state police, Tunkhannock police, Meshoppen Fire 
Company and Ambulance, FWM Fire Company and Ambulance, Triton Hose 
Company, and Mercy Tyler Hospital. The hour-long exercise started at about 9:15 a.m. 
with the simulation of a chlorine leak within the plant. While technicians practiced 
dealing with the gas release, about 80 nonessential employees exited the plant and 
headed to evacuation sites. Most workers had to stay on the job to keep the plant 
operating. 
Source: http://thetimes-tribune.com/news/p-g-tests-emergency-plan-1.1047936 

5. October 13, Shippensburg News-Chronicle – (Pennsylvania) Hazardous materials 
teams clean up acid spill. A tractor-trailer carrying corrosive items created a 
hazardous material incident October 11 around 8:15 a.m. on Olde Scotland Road at 
Exit 24 of I-81 in Shippensburg, Pennsylvania. Before the area was cleaned up, about 
275 gallons of acid flowed out of the trailer. The West End Fire and Rescue Company 
fire chief said the initial call indicated a sulfuric acid leak, which was reported by 
passing motorists and the tractor-trailer driver. The chief said the tractor-trailer was 
pulled off to the side of the roadway, with the operator out of the vehicle, and he could 
see liquid flowing out of the rear of the truck onto the ground when he arrived. Traffic 
was stopped in both directions. A nearby business was also shut down. The chief said 
the tractor-trailer was hauling several different corrosive items, one of which was 
sulfuric acid, according to the paperwork the operator had in his possession. The 
operator said most of it was stored in 13 totes at 275 gallons each. He said while he was 
driving his load shifted, causing a breakage and spill. Hazardous material teams from 
Franklin and Cumberland Counties responded, along with additional fire apparatus. 
Trained personnel suited up in protective gear and air packs, preparing to walk near the 
tractor-trailer. The scene was deemed safe, and the trained personnel returned back. 
Source: 
http://www.shipnc.com/articles/2010/10/13/news/doc4cb5a193a014b292880790.txt 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 
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6. October 13, Quincy Patriot Ledger – (Massachusetts) Pilgrim tritium levels back 
above federal drinking water standards. After dropping steadily for much of the 
summer, levels of a radioactive isotope at one of the Pilgrim nuclear plant’s monitoring 
wells have skyrocketed above federal drinking water standards again. Officials at 
Entergy Corp., the company that owns the Plymouth, Massachusetts plant, and the 
Nuclear Regulatory Commission (NRC) are vexed by the elevated levels of tritium 
seen in a monitoring well. They have been trying to pinpoint the source since tritium 
levels rose to more than 25,000 picocuries per liter (ppl) in July in a monitoring well 
installed in the spring. That was the first time the well had tritium levels that exceeded 
the Environmental Protection Agency’s 20,000 ppl standard for drinking water. For 
many successive weeks, tritium levels fell considerably, at one point dropping to 1,830 
ppl September 13. But the Entergy spokesman said the tritium levels in that well rose to 
22,000 ppl September 20, and then to 25,000 ppl September 27. The Entergy 
spokesman said the elevated levels of tritium are no threat to Plymouth’s drinking 
water supplies because most of the groundwater on the Pilgrim site flows into the Cape 
Cod Bay, and the nearest underground drinking water source is more than 2 miles 
away. 
Source: http://www.patriotledger.com/business/x819631224/Tritium-levels-at-Pilgrim-
rise-above-federal-drinking-water-standards-again 

7. October 13, Federal Register – (National) Physical protection of irradiated reactor 
fuel in transit. The Nuclear Regulatory Commission (NRC) has proposed amendng its 
security regulations pertaining to the transport of irradiated reactor fuel (for purposes of 
this rulemaking, the terms “irradiated reactor fuel’” and “spent nuclear fuel” (SNF) are 
used interchangeably). This proposed rule, published in the October 13 Federal 
Register, would establish generically applicable security requirements similar to those 
previously imposed by NRC orders issued after the terrorist attacks of September 11, 
2001. The rule would establish the acceptable performance standards and objectives for 
the protection of spent nuclear fuel shipments from theft, diversion, or radiological 
sabotage. The proposed amendments would apply to those licensees authorized to 
possess or transport spent nuclear fuel. The security requirements would also address, 
in part, a petition for rulemaking from the State of Nevada (PRM-73-10) that requests 
that NRC strengthen the regulations governing the security of spent nuclear fuel 
shipments against malevolent acts. The comment period expires January 11, 2011. 
Comments specific to the information collection aspects of the rule are due by 
November 12, 2010. 
Source: http://edocket.access.gpo.gov/2010/2010-25392.htm 

8. October 13, Federal Register – (National) Implementation guidance for physical 
protection of byproduct material category 1 and category 2 quantities of 
radioactive material. On July 14, 2010, the Nuclear Regulatory Commission (NRC) 
noticed for public comment implementation guidance for a proposed rule to establish 
security requirements for the use and transport of Category 1 and Category 2 quantities 
of radioactive material. The public comment period for this guidance was to have 
expired November 12, 2010. The NRC received several requests to extend the 
comment period to January 15, 2011. Due to the size and complexity of the draft 
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implementation guidance, and the associated proposed rule, NRC officials announced 
in an October 13 Federal Register notice that they have decided to extend the comment 
period until January 18, 2011. 
Source: http://edocket.access.gpo.gov/2010/2010-25784.htm 

[Return to top]  

Critical Manufacturing Sector 
 

Nothing to report 
 
[Return to top]  

Defense Industrial Base Sector 

9. October 13, Associated Press – (National) Cost-cutting imperils National Guard ‘air 
bridge’. Air Force budget cuts are threatening the National Guard’s “air bridge” that 
operates around-the-clock to provide air-to-air refuelings to a steady stream of cargo 
airplanes crossing the Atlantic Ocean to support the war effort. More than 400 National 
Guard personnel in Maine, New Hampshire, Pennsylvania, and New Jersey could be 
told to stand down by month’s end, depending on an assessment by the Air Force. That 
includes 150 in Bangor, Maine. A Maine Senator said the Air Force is trying to cut 
costs in the Air National Guard. But critics said the cuts make little sense because it 
would cost more in jet fuel and flying time to bring in active-duty Air Force units from 
farther away. 
Source: http://www.wcsh6.com/news/local/story.aspx?storyid=132096&catid=2 

[Return to top]  

Banking and Finance Sector 

10. October 12, Chadron Record – (Nebraska) Chadron police warn against bank 
scam. The Chadron, Nebraska Police Department has recently received several calls 
from Chadron citizens about a text message they have been receiving on their cells 
phones. The text message gives an alert notifying the recipient that they have had a 
credit card or bank card deactivated. The text message provides a 1-877 number for the 
recipient to contact to reactivate the card. If one calls the 1-877 number, it asks for the 
input of the 16 digit credit card number to reactivate the card. This information is then 
used by the scammers to gain access to bank accounts using an ATM. The Chadron 
Police Department advises anyone who receives a similar text message to not call the 
number. If one feels there’s a problem with a credit card or bank account, one should 
contact the bank personally. 
Source: 
http://www.thechadronnews.com/articles/2010/10/12/chadron/police/doc4cb4a8d48379
d905101418.txt 
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11. October 12, Costa Mesa Daily Pilot – (California) Pair plead guilty in mortgage 
fraud scheme. Following the lead of their Newport Coast, California ringleader who 
was convicted last month, a Fountain Valley couple pleaded guilty October 12 to being 
part of a mortgage fraud scheme that netted more than $3.6 million from Orange 
County banks. The 35 year-old female suspect pleaded guilty to conspiracy to commit a 
crime with an enhancement for the loss totaling more than $500,000. She was 
sentenced to 20 days in jail and probation. Her husband pleaded guilty to six counts of 
grand theft and conspiracy with an enhancement. He was sentenced to 1 year in jail and 
probation. The two are the latest to be convicted of a fraud scheme that involved three 
homes and targeted at least five different banks. A 46 year-old male suspect pleaded 
guilty in September to leading the scheme and was sentenced to 5 years in prison. The 
46 year-old suspect owned Money Lending One in Westminster, and recruited others to 
get multiple mortgage loans on homes in Fountain Valley, Corona and Rosemead. She 
and her accused partner allegedly put fake job titles and incomes on home loan 
applications to get more money. They or the homeowners would apply for loans at 
different banks, in each case not informing the bank of the other loans. 
Source: http://articles.dailypilot.com/2010-10-12/news/tn-dpt-1013-quidwai-
20101012_1_mortgage-fraud-scheme-money-lending-one-nafees-quidwai 

12. October 12, DarkReading – (National) PCI compliance means getting your app 
security together. Many companies’ applications still do not meet the security 
standards outlined in the Payment Card Industry (PCI) Data Security Standards, 
according to a recent study. During the 18-month study, which was published the week 
of October 4, security firm Veracode scanned the binary code of more than 2,900 
applications on behalf of its clients. Its findings are sobering: Nearly six out of every 10 
applications had an “unacceptable” level of security; more than eight out of 10 
applications failed to catch classes of Web application vulnerabilities required for 
remediation under PCI DSS. While the customers eventually fixed the flaws, most 
enterprises’ applications fail to meet with PCI standards — a rather low bar for Web 
application security said the senior director of security research at Veracode. “These 
[enterprises in the study] are the organizations that are proactive about security,” the 
official said. “These are the ones that decided, yes, we are going to scan our 
applications and try and figure out what the vulnerabilities are and fix them. There are 
other organizations out there that are not going to scan and are not doing anything as 
far as security is concerned.” 
Source: 
http://www.darkreading.com/vulnerability_management/security/management/showArt
icle.jhtml?articleID=227701216 

13. October 12, The New New Internet – (National) Credit-card crime up as 
unemployment climbs. Credit-card crime is soaring to unprecedented levels in the 
United States, with a 32 percent rise in the amount of fraudulent attempts to buy goods 
online, by mail order, or by phone in the first half of this year, and a payment fraud 
prevention company predicts the continuing rise in unemployment and the increasing 
ingenuity of fraudsters are partly to blame. Crooks with stolen or cloned cards prefer to 
use them in situations where the cards do not have to be physically handed over, 
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making e-commerce sites constant –- and perfect –- targets for scammers. “In the first 6 
months of 2010, our figures show that attempted ecommerce payment fraud reached an 
estimated value of $1.14 billion,” said the CEO of Retail Decisions. “We predict this 
could reach $2.83 billion by the end of the year –- increasing by 32 percent compared 
to the $2.14 billion total recorded in 2009.” In contrast, the fraud situation seems to be 
improving in the U.K., where the market is predicted to see a 12 percent decrease this 
year, thanks to industry initiatives such as chip and PIN, and the increasing use of 
sophisticated fraud-detection tools by retailers and banks. “This is a stark warning for 
U.S. merchants and consumers to protect themselves against payment fraud,” the CEO 
said. “Merchants must ensure they have a dynamic fraud-prevention solution in place 
that can adapt quickly to changes in the way fraudsters operate.” 
Source: http://www.thenewnewinternet.com/2010/10/12/credit-card-crime-up-as-
unemployment-climbs/ 

For more stories, see items 45 and 46  
 
[Return to top]  

Transportation Sector 

14. October 13, Dalton Daily Citizen – (Georgia) No injuries from train 
derailment. There were no injuries or hazardous materials spilled after a train 
derailment in Whitfield County, Georgia, October 12. The incident happened at about 
3:30 a.m. when a train rear-ended another train near Five Springs Road and Corporate 
Drive, causing about five cars to come off the tracks, according to Whitfield County 
911. A Whitfield County Sheriff’s Office spokesman said one of the trains involved 
was a CSX train. 
Source: http://daltondailycitizen.com/local/x1324602242/No-injuries-from-train-
derailment 

15. October 12, Los Angeles Times – (California) Student pilot involved in Long Beach 
helicopter crash, FAA official says. A student and his flight instructor were practicing 
hovering at a Long Beach Airport helipad when the right skid of the aircraft touched 
the ground and the aircraft rolled over in a grassy area at the California airport, a 
Federal Aviation Administration (FAA) official said October 12. A FAA spokesman 
said the flight instructor was uninjured, and the student suffered minor leg and shoulder 
injuries. Both were taken to local hospitals. The helicopter, a two-seat Robinson R44, 
began leaking fuel after tipping on its side, according to reports received by the FAA. 
Long Beach Fire Department officials said the incident occurred at about 12:30 p.m. 
Source: http://latimesblogs.latimes.com/lanow/2010/10/student-pilot-involved-in-long-
beach-helicopter-crash-faa-official-says.html 

16. October 12, New York Daily News – (New York) Authorities hunting bus depot 
vandals believed to be disgruntled workers. Saboteurs struck at two bus depots in 
New York City, New York in recent weeks, vandalizing and disabling more than two 
dozen buses, authorities said October 11. In the attacks — which officials think were 
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carried out by disgruntled workers — the vandals filled fare-boxes on 29 buses with 
construction foam, which expands and solidifies, New York City (NYC) Transit 
confirmed. The final cost for fixing or replacing the damaged equipment will be about 
$185,000, an agency spokesman said. “This senseless vandalism victimizes NYC 
Transit, who must use scarce funding to make repairs, and our customers who can’t 
ride that bus while repairs are being made.” The first batch of damaged buses was 
discovered September 27 at the Casey Stengel depot near Citi Field in Queens, NYC 
Transit said. The sabotage comes at a time when labor-management relations are sour. 
In 2010, the Metropolitan Transportation Authority’s NYC Transit division has laid off 
hundreds of bus drivers, slashed service and moved aggressively to curb driver 
overtime. “We believe it’s inside people doing this,” one source familiar with the 
vandalism in the depots said. 
Source: http://www.nydailynews.com/ny_local/2010/10/12/2010-10-
12_185g_in_damage_to_depots_by_vandal.html 

17. October 12, KRNV 4 Reno – (Nevada) Bus evacuated north of Reno after bomb 
scare. Transportation officials said 18 passengers were evacuated from a Regional 
Transportation Commission (RTC) bus in Stead, Nevada, October 12, after an 
unknown suspect allegedly threw a backpack onto the vehicle, yelled “bomb” and ran 
away. The Reno Police Department closed Stead Boulevard at Silver Lake Road while 
it investigated the incident that occurred at about 8:15 p.m. Officers would not speak 
with reporters about the incident, but a RTC spokeswoman confirmed the evacuation 
and the threat. The bomb squad also responded, according to a photographer on scene. 
Source: http://www.mynews4.com/story.php?id=29524&n=122 

18. October 12, Associated Press – (Washington) Lightning-struck Seattle lock still out 
of service. The large lock at the Ballard locks in Seattle, Washington, remains out of 
service through the rest of the week of October 11 while the U.S. Army Corps of 
Engineers repairs an electrical outage caused by a lightning strike October 11. The 
Corps said some ship and barge traffic could be delayed during the closure. The smaller 
Ballard lock, which mostly handles pleasure boats, continues to operate. The locks 
connect Puget Sound and the Lake Washington Ship Canal. 
Source: 
http://seattletimes.nwsource.com/html/localnews/2013138950_apwalightninglocks.htm
l 

19. October 12, The Brooklyn Paper – (New York) Storm knocks out subway and floods 
Fourth Avenue. Heavy rains knocked out F-train service in a fluke outage that 
inconvenienced tens of thousands of evening commute October 11, and flooded Fourth 
Avenue in Brooklyn, New York. The ongoing lack of drainage near Carroll Street 
caused garbage-strewn water to rise more than 1 foot, damaging several vehicles, 
businesses, and homes. F train service was out in both directions between 9 p.m. and 
10:30 p.m. after rain shorted out the third rail, a MTA spokesman said. 
Source: http://www.brooklynpaper.com/stories/33/42/dtg_floods_2010_10_15_bk.html 

For more stories, see items 1, 2, 3, 5, 7, and 8  
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[Return to top]  

Postal and Shipping Sector 

20. October 13, WLWT 5 Cincinnati – (Ohio) 1 burned in fire at FedEx terminal. One 
person was injured in a fire October 12 at the FedEx terminal in West Chester, Ohio. 
The fire was reported about 4 a.m. at the FedEx facility on Centre Park Drive. “There’s 
something on there that is combustible that keeps exploding,” a caller told 911 
dispatchers. “They’re not sure what it is.” The West Chester fire chief said the fire was 
contained to one trailer and the building was not damaged. The trailer contained pallets 
of aerosol cans, books, metal tubing and automotive parts, police said. One person 
inside the trailer was treated for first- and second-degree burns to the face, arms and 
legs at University Hospital. The fire chief said foul play was not suspected. The Ohio 
state fire marshal has been called in to investigate. 
Source: http://www.wlwt.com/r/25366559/detail.html 

21. October 12, Boulder Daily Camera – (Colorado) Boulder police investigate mailbox 
explosion. Boulder, Colorado police are investigating a mailbox explosion in the 3600 
block of 26th Street October 11 — adding to the list of suspected home-made 
explosives that have been reported across the county over the past few months. The one 
found October 11 appeared to have been made with a 2-liter plastic bottle and 
chemicals, said a Boulder police official. The homeowner said he did not hear anything 
during the night, and firefighters responded in the morning to flush and neutralize 
chemicals found at the scene. Four mailboxes in the 4200 and 4300 blocks of South 
Hampton Circle in north Boulder were damaged in August by what appeared to be 
small pipe-type explosives, and the Boulder County Sheriff’s Office, and Longmont 
police also found several explosive devices made with plastic bottles and chemicals in 
August. 
Source: http://www.dailycamera.com/boulder-county-news/ci_16318499 

[Return to top]  

Agriculture and Food Sector 

22. October 12, Morganton News-Herald – (North Carolina) Restaurant shut down by 
smoke. A faulty ventilation fan at Sagebrush Steakhouse in Morganton, North 
Carolina, sent eight people to the hospital October 9. The restaurant was closed until 
October 11. The regional manager for Sagebrush said the restaurant had an exhaust 
problem, but it has been repaired. An official from the Morganton Department of 
Public Safety said there were issues with a fan over the grills not working properly. An 
employee said there are two grills and fryers and the single ventilation fan was not 
drawing air out of the kitchen. The building was evacuated around 8:30 p.m. October 9. 
Burke County EMS transported eight people to Grace Hospital. 
Source: http://www2.morganton.com/news/2010/oct/12/restaurant-shut-down-smoke-
ar-451974/ 
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23. October 12, Nashville Out & About Newspaper – (Tennessee) Fire erupts at 
Knoxville gay bar. Firefighters in Knoxville, Tennessee responded October 10 to a 
call regarding a fire in the back of popular gay bar Club XYZ and the adjacent school 
of hair design. According to the Knoxville News Sentinel, investigators are working to 
determine the cause of what they have called a suspicious fire discovered about 7:15 
a.m. A passing motorist reported the fire after seeing flames on the back deck of Club 
XYZ, according to a captain with the Knoxville Fire Department. The flames also 
spread to a doorway awning at the adjacent Knoxville Institute of Hair Design before 
the fire was extinguished. According to the captain, the fire was suspicious, though no 
further details have been provided. The federal Bureau of Alcohol, Tobacco, Firearms 
and Explosives was notified to investigate the blaze. 
Source: http://www.outandaboutnewspaper.com/article/4309 

[Return to top]  

Water Sector 

24. October 13, Waterbury Republican-American – (Connecticut) Plant manager fined 
$5,000 for dumping acidic drain cleaner. A Phoenix Products Co. manager will have 
to pay a $5,000 fine for having co-workers dump as much as 1,000 gallons of a bad 
batch of drain cleaner into Plymouth, Connecticut’s sewer system. The accused man 
pleaded guilty June 24 to one count of knowing discharge of a pollutant in violation of 
the Clean Water Act. On October 12 a federal judge ordered the fine and sentenced the 
offender to 5 years of probation. According to court documents, the suspect was 
superintendent of the Terryville facility at 97 Napco Drive that made a drain-opener 
product. In 2008, he directed employees to periodically dump several gallons of an off-
specification, drain-opener product down drains. Investigators from the Plymouth 
Water Pollution Control Agency, after noticing a change in the pH level in their 
system, tracked the acidic wastewater to the company, according to the court 
documents. 
Source: http://www.rep-am.com/news/local/513480.txt 

25. October 12, Southern Illinoisan – (Illinois) Water line break causes trouble: 
Thousands on boil order expected to be back to normal by October 13. A recent 
break in a water line caused thousands of southern Illinois residents to be put under a 
boil order as a precautionary measure. The superintendent of Kinkaid Area Water 
System said a three-quarter-inch tap blew out near Stave Mill Road east of Lake 
Murphysboro State Park October 8. He said the break was fixed the same day and 
caused fewer than 20 homes to be without water while the repair was made. The 
communities of Murphysboro, De Soto, Vergennes, and Elkville issued boil orders, as 
well as Kinkaid-Reed’s Creek Conservancy District, and Murdale Water District. The 
line had to be depressurized to be repaired, which is why the boil order was issued. The 
line was flushed and tests showed the water at Kinkaid-Reed’s Creek Conservancy 
District was free of contaminants, but each town would have to perform tests 
independently. 
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Source: http://www.thesouthern.com/news/local/article_64ac9a84-d5b9-11df-9fc2-
001cc4c03286.html 

26. October 12, Delmarva Media Group – (Delaware) Frankford water plant still not 
online. Operations at the long-awaited, new water plant in Frankford, Delaware ceased 
the week of October 11, as a pump and motor in one of the facility’s wells failed 2 days 
after going online. While the equipment has been replaced, the plant cannot go back 
online until tests conducted by the state show the water is not contaminated with 
bacteria, said the program administrator for the Delaware Office of Drinking Water. 
“Anytime you open a well to the atmosphere, there’s a potential for bacteria to get in,” 
he said. “So we require testing.” Because the water did test positive for bacteria after 
the equipment was replaced, the well must be “re-chlorinated, blown off and re-tested,” 
said the senior engineer for CABE Associates of Dover. “We hope to have the plant 
back online sometime [this week],” he said, adding it is unclear as to why the 
equipment failed. This latest setback is one of many the town and engineers have faced 
in opening the plant, which had an original completion deadline of July 31, and a 
distribution deadline of August 30. 
Source: http://www.delmarvanow.com/article/20101012/DW01/10120331/-1/DW 

27. October 12, U.S. Environmental Protection Agency – (New York) EPA to excavate 
contaminated soil, monitor groundwater at Ellenville Scrap Iron and Metal 
Superfund site. The U.S. Environmental Protection Agency (EPA) announced October 
12 that it has finalized the steps it will take to clean up the Ellenville Scrap Iron and 
Metal Superfund site in the Ellenville, New York, in Ulster County. EPA will excavate 
contaminated soil from six different areas at the site, consolidate the soil on the landfill 
portion of the site, and then securely cap the landfill, which will prevent further 
contamination of the groundwater. Any of the excavated soil or materials that are 
characterized as hazardous waste will be shipped off-site for proper disposal. EPA will 
also install a series of additional wells to monitor groundwater around the site to make 
sure it remains free of contaminants. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/d60a7528e589ca85852577ba005e701d?Op
enDocument 

For another story, see item 6  
 
[Return to top]  

Public Health and Healthcare Sector 

28. October 13, Baltimore Sun – (Maryland) State sets up first electronic medical data 
exchanges. Maryland health officials said they have opened the first connections in the 
statewide health information exchange — a system that gives doctors and other medical 
professionals computerized access to patients’ records. The initial connections are 
among hospitals and other medical facilities in Montgomery County. But it is expected 
to spread rapidly through the state with 48 hospitals having signed up to join the 
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system. The system allows doctors immediate access to patient records. Advocates 
hope it will help cut down on medical mistakes, particularly during an emergency. It 
links physicians, hospitals, medical laboratories and pharmacies. 
Source: 
http://weblogs.baltimoresun.com/health/2010/10/state_sets_up_first_medical_da.html 

29. October 12, Global Security Newswire – (National) More testing advised for 
biowatch program. An expert committee has recommended additional testing to verify 
the value of a nationwide system for alerting the U.S. government of airborne 
biological threats, the National Academies’ Institute of Medicine announced this 
month. The Biowatch program was established in 2003 by the Homeland Security 
Department and encompasses air testing devices fielded in more than 30 urban areas. 
Air samples are collected each day from the devices and are tested for the presence of 
biological warfare materials such as smallpox and anthrax. DHS, following a request 
from Congress, asked the National Research Council and the Institute of Medicine 2 
years ago to establish a panel to investigate the efficacy of the present Biowatch effort. 
A new report brief summarizing the panel’s findings highlights multiple areas of 
concern over the operation and priorities of the Biowatch system. These include a lack 
of complementariness between the federal effort and local and state public health 
programs found to be more adaptable and wide-ranging in their ability to detect 
infectious pathogens. 
Source: http://www.globalsecuritynewswire.org/gsn/nw_20101012_3712.php 

30. October 12, KTBS 3 Shreveport – (Louisiana) Computer glitch blamed for latest 
Medicaid mix-up. And like the previous mistake, Louisiana Department of Health and 
Hospital (DHH) officials blamed a computer glitch. DHH last week mistakenly 
deducted $3.4 million too much from checks reimbursing doctors for the care they 
provided the poor through the government’s Medicaid health insurance program. The 
error was made as DHH started recovering $11.6 million that was overpaid to Medicaid 
providers last year. A DHH spokeswoman told The Advocate that affected providers 
should see the money that shouldn’t have been withdrawn show up in their bank 
accounts by October 12. The Louisiana Hospital Association has advised its members 
to double check for potential errors in future reimbursement checks. 
Source: http://www.ktbs.com/news/25368767/detail.html 

31. October 11, KABC 7 Los Angeles – (National) Pfizer recalls nearly 200K bottles of 
Lipitor. Pfizer is recalling 191,000 bottles of Lipitor, the popular cholesterol-lowering 
drug, after the pharmaceutical company received complaints of an unusual odor 
emanating from the meds. Pfizer said health problems related to the smell are unlikely. 
The drug company and the bottle supplier are investigating the source of the odor. Each 
bottle contains 90 Lipitor tablets in a 40-milligram dose. The recall includes the 
following five lots of Lipitor bottles in the U.S.: 0855020, 0819020, 0842020, 
0843020, and 0854020. 
Source: 
http://abclocal.go.com/kabc/story?section=news/consumer/recalls&id=7718544 
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For another story, see item 46  
 
[Return to top]  

Government Facilities Sector 

32. October 13, WCAU 10 Philadelphia – (Pennsylvania) Boy brings fake grenade to 
school, students evacuated. A charter school on South Broad Street in Philadelphia, 
Pennsylvania, was evacuated early October 13 after a male student brought what 
looked to be a live hand grenade to school, authorities said. A Philadelphia Police 
bomb squad determined the grenade was fake at about 9:20 a.m. The Philadelphia 
Performance Arts Charter School was cleared of all staff and students after the male 
student left the fake hand grenade on the sidewalk in front of the school, police said. 
No one was injured and the male student is now in custody, police said. 
Source: http://www.nbcphiladelphia.com/news/local-beat/Boy-Brings-Grenade-to-
School-Students-Evacuated-104854039.html 

33. October 12, Associated Press – (Arkansas) Wildfire at Arkansas’ Camp Robinson 
burns 640 acres before fire crews contain it. Authorities said a wildfire at Camp 
Robinson in North Little Rock, Arkansas that consumed 640 acres has been contained. 
A captain said there were no injuries or structures burned, but crews continued to 
monitor the situation October 12. The blaze occurred October 11 in a grassy, wooded 
section of the post called the small arms impact area. The 77th Aviation Brigade and 
the Arkansas Forestry Service worked together to keep the blaze from spreading to 
Kellogg Valley, a nearby community. The cause of the fire is under investigation. A 
blaze burned about 260 acres in the same area the week of October 11, but that was 
caused when a grenade launcher was fired during an exercise. He said that was not the 
cause of the second fire. 
Source: http://www.kspr.com/sns-ap-ar--arkwildfires-camprobinson,0,5025913.story 

34. October 12, WCMH 4 Columbus – (Ohio) 3 students, teacher hospitalized after 
chemical spill. Three students and a teacher were hospitalized October 12 after a 
chemical spill at Tri-Rivers Career Center in Marion, Ohio. According to officials at 
the scene, the incident occurred at about 2 p.m. Investigators said an instructor dropped 
a can of pesticide, causing the chemical to leak. Three students, ages 16, 17 and 18, 
were transported, along with the instructor. The can was a 1 quart can of organic 
phosphate that can be harmful if it comes in contact with skin or is inhaled. The 
instructor had the chemical on his clothing. The seven students who were in the 
classroom were removed from the building and changed clothes. The four students who 
were unaffected were released to their parents. The building was evacuated in 3 
minutes, and officials said classes would resume October 13. Two hazardous materials 
crews and six other agencies responded and were cleaning up the spill. 
Source: http://www2.nbc4i.com/news/2010/oct/12/3-students-teacher-hospitalized-
after-chemical-spi-ar-258424/ 
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35. October 12, Associated Press – (National) Some IRS servers down during crucial 
filing week. A planned computer server outage over Columbus Day weekend went 
awry for the Internal Revenue Service October 12, when the tax agency could not bring 
the system back into operation until late in the day. The glitch came 4 days before the 
deadline for filing 2009 returns for taxpayers who received extensions in April. The 
IRS notified tax preparers that its “modern e-file” system was back in operation at 3:45 
p.m. October 12. The outage does not appear to have caused huge problems. The glitch 
involved only the updated version of the e-filing system. The one in use for years 
remained in operation, and large tax-prep companies like H&R Block Inc. and Intuit 
Inc.’s TurboTax said their programs would default to the older version if returns 
submitted to the modernized system did not go through. 
Source: http://www.businessweek.com/ap/financialnews/D9IQCV2O0.htm 

36. October 12, Albany Times Union – (New York) SUNY flooding blamed on cuts. The 
flood that shut down the State University of New York headquarters in Albany, New 
York, might have been averted if the building still had a full security detail, former 
staffers claimed October 12. No one was in the building when the flooding occurred 
October 10 in the basement of the South Tower, knocking out power, phone lines and 
computers throughout the whole structure. The building was empty again October 11 
because SUNY offices and campuses throughout the state were closed for the 
Columbus Day holiday, and workers were told to stay home October 12. More than 500 
people work in the building, located on Broadway in downtown Albany. 
Source: http://www.timesunion.com/default/article/Ex-workers-Laid-off-guards-could-
have-averted-703210.php 

[Return to top]  

Emergency Services Sector 

37. October 13, Associated Press – (California) 1,700 residents get erroneous evacuation 
alert. An emergency evacuation alert was sent erroneously to about 1,700 East Palo 
Alto, California residents, October 12. The automated telephone message sent by the 
San Mateo County Office of Emergency Services September 9 during the deadly San 
Bruno, California gas pipeline explosion and fire was mistakenly sent again October 
12. It urged East Palo Alto residents to evacuate immediately. The county emergency 
services coordinator said an apology would be issued. The San Jose Mercury News said 
the county office was attempting to notify residents about an October 19 council and 
redevelopment agency meeting. The automated message about the San Bruno explosion 
was the last one distributed, and the emergency services coordinator said the operator 
was unaware it was still in the system. He said the old message was sent while adding 
the new one. 
Source: http://www.sfgate.com/cgi-
bin/article.cgi?f=/n/a/2010/10/13/state/n045549D95.DTL&tsp=1 

38. October 12, Fenton Tri-County Times – (Michigan) Fenton 911 dispatch equipment 
in jeopardy. In a world where electronics become antiquated in 3 to 5 years, Fenton, 
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Michigan’s 911 dispatch equipment for police, fire and ambulance calls is 10 years old. 
The equipment, which would take about $300,000 to replace, is well into the end of its 
life cycle, according to the police chief. Maintenance technicians for the equipment 
said a major breakdown could mean they can’t repair it. So far, there haven’t been any 
major breakdowns, he said. Residents shouldn’t be concerned about getting a busy 
signal when they call 911. If Fenton’s dispatch equipment fails, circuitry is in place to 
instantly switch the city’s 911 calls to Genesee Central at the Michigan State Police 
post on Corunna Road, he said. 
Source: 
http://www.tctimes.com/articles/2010/10/12/news/doc4caf75efcfac3723421594.txt 

39. October 12, Minneapolis Star Tribune – (Minnesota) Correctional officers union 
warns of ‘dangerous staffing crisis’ in Minnesota. Tired of deep funding cuts at 
Minnesota’s state prisons, union correctional officers allege a “dangerous staffing 
crisis” that could lead to more trouble as inmates test authority. Concerns over adequate 
staffing at Stillwater prison haven’t been resolved since a violent May 15 disturbance 
involving about 70 inmates who live in the B West cellhouse, said a spokeswoman for 
the American Federation of State, County and Municipal Employees (AFSCME) 
Council 5, the union that represents about 1,900 corrections officers at Minnesota’s 
eight state prisons. “We figure it’s just a matter of time before someone gets hurt,” she 
said October 11. “The staffing shortage has created danger and puts both the staff and 
the public at risk.” The Stillwater prison hasn’t added “a single correctional officer” in 
the past several years, while the prison’s population has grown by 400 inmates, the 
union said in a statement. To guard 1,610 inmates, the prison has 61 officers on the day 
shift, 59 in the evening and 21 overnight, the union said. 
Source: http://www.grandforksherald.com/event/article/id/179058/group/homepage/ 

[Return to top]  

Information Technology Sector 

40. October 13, BBC News – (International) Two million U.S. PCs recruited to 
botnets. The United States leads the world in numbers of Windows PCs that are part of 
botnets, reveals a 240-page Microsoft report. More than 2.2 million U.S. PCs were 
found to be part of botnets in the first 6 months of 2010. Brazil had the second highest 
level of infections at 550,000. Infections were highest in South Korea where 14.6 out of 
every 1,000 machines were found to be enrolled in botnets. The report took an in-depth 
look at botnets which, said the head of security and identity at Microsoft U.K., now sit 
at the center of many cybercrime operations. A botnet called Lethic sent out 56 percent 
of all botnet spam sent between March and June even though it was only on 8.3 percent 
of all known botnet IP addresses. In the 3 months between April and June 2010, 
Microsoft cleaned up more than 6.5 million infections, which is twice as much as the 
same period in 2009. The statistics in the report were gathered from the 600 million 
machines that are enrolled in Microsoft’s various update services or use its Essentials 
and Defender security packages. 
Source: http://www.bbc.co.uk/news/technology-11531657 
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41. October 13, The H Security – (International) Oracle patches Java and enterprise 
products. As part of its October patch day, Oracle has released updates for Java and 
many of its enterprise products. The Java updates fix a total of 29 vulnerabilities spread 
across versions 6.0, 5.0, and 1.4.2 on all supported platforms. Oracle gives 15 of the 
vulnerabilities a Common Vulnerability Scoring System (CVSS) score of 10.0, the 
highest possible level of severity. Users should waste no time in installing JDK, JRE 6 
Update 22 or updates for older Java branches. The updates for enterprise products fix 
85 security-related bugs in Oracle’s database products, Oracle Application Server, 
Oracle E-Business Suite, StarOffice, PeopleSoft, and other products. One of the 
vulnerabilities in the database can be remotely exploited by unauthenticated attackers. 
The updates also fix vulnerabilities in (formerly Sun) Solaris, with one bug in the RPC 
service scoring 10.0 on CVSS. 
Source: http://www.h-online.com/security/news/item/Oracle-patches-Java-and-
enterprise-products-1106937.html 

42. October 12, The Register – (International) Ruskie gang hijacks Microsoft network to 
push penis pills. For the past 3 weeks, Internet addresses belonging to Microsoft have 
been used to route traffic to more than 1,000 fraudulent Web sites maintained by a 
notorious group of Russian criminals, publicly accessible Internet data indicates. The 
1,025 unique Web sites push Viagra, Human Growth Hormone, and other 
pharmaceuticals through the Canadian Health&Care Mall. They use one of two IP 
addresses belonging to Microsoft to host their official domain name system servers, 
search results from Microsoft’s own servers show. The authoritative name servers have 
been hosted on the Microsoft addresses since at least September 22, according to a 
researcher who first uncovered the hijacking. The Register independently verified his 
findings with other security experts, who were able to determine that 131.107.202.197 
and 131.107.202.198 — which are both registered to Microsoft — are housing dozens 
of DNS servers that help convert the pharmacy domain names into the numerical IP 
addresses that host the sites. The most likely explanation, they said, is a machine on 
Microsoft’s campus has been programmed to do so, probably after it became infected 
with malware. A Microsoft spokeswoman said she was investigating the findings. 
Source: http://www.theregister.co.uk/2010/10/12/microsoft_ips_hijacked/ 

43. October 12, CNET News – (International) Microsoft fixes record 49 holes, including 
Stuxnet flaw. In a record Patch Tuesday, Microsoft released updates October 12 for 
Windows, Internet Explorer, and the .NET framework that feature fixes for 49 holes, 
including one being exploited by the Stuxnet worm. The release plugs one (MS10-073) 
of the remaining two holes, and the company said in a blog post that the final hole will 
be addressed in an upcoming security bulletin. Meanwhile, Microsoft provided a 
priority list for the 16 bulletins being released, which fix 6 holes that are rated 
“critical.” Four vulnerabilities are singled out because there are likely to be exploits 
developed for them, according to a Microsoft blog that assesses the risks of the various 
vulnerabilities. 
Source: http://news.cnet.com/8301-27080_3-20019353-245.html 
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44. October 12, CNET – (International) Opera delivers fixes in security, 
usability. Plugged security holes and stability fixes come to fans of the Opera browser 
as its Norwegian publisher released version 10.63 October 12. Available for Windows, 
Mac, and Linux, Opera 10.63 patches numerous problems that could have posed 
security risks, including a cross-domain check bypass that allowed data theft, a site 
address spoof, a reload and redirect problem that also could have allowed spoofing and 
cross-site scripting, and a flaw that caused JavaScript to run in the wrong security 
context after manual interaction. Other problems that were addressed include Opera 
Link freezing on start-up and a ramping up of CPU usage to 100 percent when starting 
Opera. 
Source: http://download.cnet.com/8301-2007_4-20019401-12.html 

45. October 12, IDG News Service – (International) Microsoft tool now roots out Zeus 
malware. Two weeks after law enforcement broke up one of the criminal gangs behind 
the Zeus malware, Microsoft has taken steps to make it harder for criminals to install 
the software on PCs. On October 12, Microsoft started detecting Zeus with its 
Malicious Software Removal Tool (MSRT) — a widely used virus removal program 
that is free for Windows users. That should make it harder for the many criminals who 
use Zeus to keep running their software on computers that do not have antivirus 
software installed — often an easy target up until now. According to a September 2009 
study by security vendor Trusteer, 45 percent of Zeus-infected machines have either no 
antivirus software or an out-of-date product. On the other hand, Zeus has been effective 
at avoiding the type of detection that Microsoft is now adding to its MSRT. According 
to that same report, 55 percent of Zeus infections were on machines that did have 
working antivirus programs installed. 
Source: 
http://www.computerworld.com/s/article/9190758/Microsoft_tool_now_roots_out_Zeu
s_malware 

46. October 11, Network World – (International) Oracle database admins acknowledge 
security gaps. Database security is rife with pitfalls, according to 430 Oracle database 
administrators surveyed by the Independent Oracle Users Group (IOUG). Results of the 
survey, which was released in September 2010, found that fewer than 30 percent 
encrypt personally identifiable information in all their databases, while about 75 
percent acknowledge their organizations do not have a means to prevent privileged 
database users from reading or tampering with human resources, financial, or other 
business application data in their databases. Close to half of the respondents said a user 
with “common desktop tools” either could gain unauthorized direct access to sensitive 
information stored in databases or they were not sure about it. Another 64 percent said 
they do not monitor database activity — and less than one-third of those monitoring are 
watching for sensitive reads and writes. The IOUG respondents responding in the 
survey hail from the telecom sector, education, government, financial services, 
healthcare, manufacturing, and the retail industry. In the survey, 6 percent said they 
were aware of an enterprise data breach, compromise, or tampering over the past year, 
16 percent said they did not know, and 79 percent said they were not aware of it. 
Source: 

http://download.cnet.com/8301-2007_4-20019401-12.html�
http://www.computerworld.com/s/article/9190758/Microsoft_tool_now_roots_out_Zeus_malware�
http://www.computerworld.com/s/article/9190758/Microsoft_tool_now_roots_out_Zeus_malware�


 - 18 - 

http://www.computerworld.com/s/article/9190398/Oracle_database_admins_acknowle
dge_security_gaps 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

47. October 13, Ars Technica – (Massachusetts) Pirate radio: a revolt that just won’t die 
(even with $30,000 fines). Until a few days ago, Datz Hitz was broadcasting gospel 
and Caribbean music to Boston, Massachusetts neighborhoods Mattapan and 
Dorchester — plus news and live discussion about local cultural and neighborhood 
events. Its 99.7 FM signal had a range of a few city blocks — maybe 1 mile on good 
days. One of the staffers described the operation as a community radio station. But 
October 1, the Federal Communications Commission (FCC) hit this local service with a 
proposed $30,000 fine. Datz Hitz is a pirate operation, which has no legal FCC license. 
Now it just streams over the Internet. The Commission’s enforcement bureau got wise 
to Datz Hitz in the usual way. One year ago, a licensed broadcaster in the area 
complained about interference with its signal. So authorities drove out to Mattapan in a 
signal-detection van, looking for the tell-tale homemade tower and coax line stringing 
out of a basement or attic, which they found. The government left a Notice of 
Unauthorized Operation with the house, then met with the station’s owners, warning 
them to shut the station down. The station closed — at least for a day or two. When the 
FCC rechecked on the situation this February, Datz Hitz was back up and running, 
hence the proposed $30,000 penalty. A Datz Hitz spokesperson said the station has a 
lawyer and will appeal the fine. 
Source: http://arstechnica.com/media/news/2010/10/pirate-radio-the-revolt-that-just-
wont-die.ars 

48. October 9, WLBZ 2 Bangor – (Maine) High-speed internet upgrade begins. After 2 
years of planning, construction is starting on a big upgrade to Maine’s high-speed 
internet system. It is called the Three Ring Binder, and supporters say it will help grow 
Maine’s economy and improve everything from education to health care. Leaders of the 
Maine Fiber Company, which is building the system, held a ribbon-cutting in 
Brunswick to celebrate construction of the first five miles of the binder system, and 
announce that work is about to start on several hundred more miles this fall. The Three 
Ring Binder is planned to build 1,100 miles of fiber optic cable in three “rings” or 
loops covering much of the state. The project was awarded $25 million in federal 
stimulus funding (targeted at broadband expansion in rural areas), and Maine Fiber also 
raised $7.5 million in private investment. The Binder is designed to bring high speed, 
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high capacity broadband service to areas of the state where it is unavailable, unreliable 
or prohibitively expensive. The system will not connect directly to the customers. 
Instead, this “middle mile” service will allow local internet service providers to connect 
to the new binder cable, which will give them access to high speed broadband at a low 
cost. 
Source: http://www.wlbz2.com/news/local/story.aspx?storyid=131491&catid=3 

For another story, see item 42  
 
[Return to top]  

Commercial Facilities Sector 

49. October 13, KENS 5 San Antonio – (Texas) Fire burns historic La Vernia church 
down to charred facade. Wilson County Fire investigators are trying to determine the 
cause of an October 13 fire that destroyed the Primitive Baptist Church of La Vernia in 
La Vernia, Texas. What was once a simple sanctuary for one of the oldest churches in 
the county is now just barely a charred facade. Local and county investigators plan to 
invite the state’s fire marshal’s office to assist with the investigation. According to the 
Wilson County fire marshal, two people passing by the church built in 1876 reported 
the blaze around 1:15 a.m. He said they arrived to a building consumed by fire. Area 
firefighters from Lavernia and Wilson county were able to contain the huge blaze by 
2:15 a.m. They worked through hot spots for the remainder of the morning. The fire 
marshal said the fire started in front of the church. 
Source: http://www.kens5.com/news/Historic-church-falls-in-flames-104855804.html 

50. October 13, Burlington Free Press – (Vermont) Car crash leads to propane tank 
rupture in Wells. A car crash resulted in the rupture of a 500-gallon propane gas tank 
in Wells, Vermont, just after 8 a.m. October 12, forcing police to close down roads and 
evacuate businesses and homes within 1,000 feet of the Wells Country Store for several 
hours. State police said the front end of the car ended up resting on top of the tank after 
the vehicle went off Vermont 30 and struck the propane tank owned by the store. 
Crews from several fire departments cooled the damaged tank and removed it from the 
accident scene. The driver told police she fell asleep and lost control of the car. 
Source: 
http://www.burlingtonfreepress.com/article/20101013/NEWS02/10130309/Car-crash-
leads-to-propane-tank-rupture-in-Wells 

51. October 13, Associated Press – (International) Comm Games ups security after 
terror threat report. The security clampdown at the Commonwealth Games in New 
Delhi went into overdrive October 13, a day ahead of the closing ceremonies, as reports 
emerged overnight of a potential terror threat. London’s Daily Mail reported that Indian 
intelligence had warned of a militant terrorist plot to attack Delhi October 14. The 
report cited unconfirmed intelligence indicating that the Pakistan-based Lashkar e 
Taiba group, which carried out the Mumbai attacks in 2008, was targeting the Indian 
capital on the day of the closing ceremonies. The week of October 4, the Indian 
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military and police seized 10 improvised explosive devices hidden in wooden boxes in 
Jammu city, an army officer told the Associated Press. Jammu is roughly 360 miles 
north of Delhi, and the officer said the destination for the explosives was not 
immediately known. The explosives were seized from four people, who have been 
arrested. The Commonwealth Games Federation president said he was unaware of any 
“new, credible, specific terror threat.”  
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5iLjAZVmy9BFpTv7_7qOmPS
4YvGkwD9IQPU9G0?docId=D9IQPU9G0 

For another story, see item 52  
 
[Return to top]  

National Monuments and Icons Sector 

52. October 12, Associated Press – (South Carolina) Beach erosion strikes SC park, 
cabins evacuated. Erosion has forced the evacuation of cabins at Hunting Island State 
Park in South Carolina. The Island Packet of Hilton Head reported officials had to 
evacuate the south end of the park late the week of October 4 as the ocean undermined 
the road leading to four cabins. The park manager said officials were able to evacuate 
get people out by driving on the shoulder of the road. He was not sure how many 
people were in the two occupied cabins, but the cabins were not damaged. The park 
stopped accepting reservations for nine of its 10 cabins last winter, worrying erosion 
would threaten the cabins. 
Source: http://www.thestate.com/2010/10/12/1509258/beach-erosion-strikes-sc-
park.html 

53. October 12, Associated Press – (New York) Explosives at N.Y. cemetery more than 
13 years old. The military-grade explosives found at a historic New York City 
cemetery are more than 13 years old, police said October 12. It was still unclear who 
placed the plastic bag of C-4 at the foot of a tombstone in New York City Marble 
Cemetery on Manhattan’s Lower East Side. A caretaker planting shrubs in the cemetery 
dug up the bag in May or June 2009, did not realize what it was and left it. It remained 
in the back, near a tree, until a volunteer saw it over the weekend of October 9 and 10 
and put it in a trash can, thinking it was a leftover movie prop because the cemetery is 
often used as a film setting, police said. But the volunteer thought it might be 
dangerous and called police October 11. The discovery caused a bomb scare and shut 
down the area until police determined it could not detonate. The grave at which the bag 
was found was dated 1919. The cemetery, which was designated a landmark in the 
1960s, is usually closed to the public. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5itXvQmi2gbDJMqfqV7joCj_g
hF2AD9IQDJ880?docId=D9IQDJ880 
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Dams Sector 

54. October 13, Dallas Morning News – (Texas) Army Corps of Engineers vows fast 
analysis of levee soil so Dallas can speed Trinity River flood protection. A U.S. 
Army Corps of Engineers commander assured Dallas City Council members October 
12 that his organization will work quickly to analyze results of additional soil testing, 
which it has required before the Trinity River levees can be restored to 100-year flood 
protection. “We’ll get some of those results probably within 30 days, and by January 
we’ll have enough data to see if we’re on track to give us better confidence in the 
design that the city submitted to the Corps,” said the commander of the Corps’ Fort 
Worth district. The Corps called this summer for the additional soil testing, which will 
delay restoration of the levees by at least 6 months. The city has been racing to shore 
up the levees since early last year, when the Corps rated them unacceptable for basic 
flood protection. The time frame is critical because if the city does not complete the 
fixes in time, the Federal Emergency Management Agency will redraw city flood maps 
as if the levees didn’t exist, putting billions of dollars of property into a flood plain. 
Source: http://www.dallasnews.com/sharedcontent/dws/news/localnews/stories/DN-
trinity_13met.ART.State.Edition1.3395e11.html 

55. October 12, Pierce County Herald – (Minnesota) Corps plans renovation of Lock 
and Dam No. 3 at Red Wing. The Army Corps of Engineers is continuing a massive 
effort to make one part of the Mississippi River safer to navigate. It’s a $70 million 
renovation of Lock-and-Dam Number-Three, located at Red Wing, Minnesota. 
Officials said the navigation at the lock will be shut down from November 22 through 
March 28. A spokeswoman for the Army Corps said workers are trying to eliminate an 
“out-draft current” which tends to sweep tow-boats away from the lock and toward the 
dam. There have been eight accidents at that location since 1968. She said the Corps 
hopes to have the entire job finished in September 2011. 
Source: http://www.piercecountyherald.com/event/article/id/29622/ 

For another story, see item 18  
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