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Top Stories
• According to Global Security Newswire, only 15 percent of emergency medical 

technicians in a recent survey said they were highly confident of their employer’s ability to 
deal with the aftermath of a (WMD) strike, EHS Today magazine reported. (See item 38) 

• DarkReading reports that a Symantec study found that 53 percent of critical infrastructure 
firms around the globe said they have been hit with a state-sponsored attack aimed at a 
specific political goal in the past 5 years. (See item 42) 
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Energy Sector

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. October 6, Bay Area News Group – (California) PG&E will provide detailed gas-
pipeline maps to fire departments. After weeks of insisting that it could not for 
security reasons provide maps to Bay Area fire departments in California showing the 
locations of shut-off valves to its natural gas transmission pipelines, Pacific Gas and 
Electric (PG&E) has reversed course and now will disclose the information. PG&E
officials notified San Jose leaders and Contra Costa County supervisors of the change 

http://www.dhs.gov/�
http://www.esisac.com/�
http://www.esisac.com/�


 - 2 - 

October 4. The utility will provide detailed maps of its natural gas transmission lines — 
with the locations of shut-off valves — to police, fire, and emergency agencies in cities 
and counties that request them, a PG&E spokeswoman said. PG&E is asking 
departments not to make the maps public, she added. In the aftermath of the San Bruno 
pipeline explosion September 9 that killed eight people and destroyed 37 homes, shut-
off valves have become a key issue. PG&E said it took its crews 1 hour and 46 minutes 
to turn off the gas to the ruptured pipeline as it incinerated the neighborhood. Crews 
had to drive through rush-hour traffic, find the aging valves — one under a manhole 
cover and the other in a locked building — and then turn cranks by hand to shut off the 
gas. The San Jose mayor said even though PG&E crews are trained to turn the valves 
off, Bay Area firefighters may need to help in the event of a massive earthquake or 
other disaster. “Our knowledge of where valves are is really limited, as is our 
understanding of where the pipelines run,” said the Contra Costa fire Battalion chief. 
“In an emergency, it would help in knowing what areas to evacuate and what 
evacuation recovery areas we should send people to.” 
Source: http://www.mercurynews.com/ci_16262475?source=most_emailed 

2. October 6, Juneau Empire – (Alaska) Blackout affects 80 percent of Juneau. The 
combination of failures at the Snettisham line and Lake Dorothy project were 
responsible for a citywide blackout in Juneau, Alaska October 5. “It affected all of 
about 80 percent of the Juneau area,” said the director of consumer affairs at Alaska 
Electric Light & Power Co. Crews determined the blackout that knocked out power to 
most of the Alaska capital’s 30,711 residents was likely caused by transmission lines 
slapping together, she said. The consumer affairs director indicated the outage started at 
about 11:50 a.m. and power was restored to most customers within 70 minutes. She 
said this was due to the aid of diesel generators. 
Source: http://www.juneauempire.com/stories/100610/loc_716565007.shtml 

3. October 5, Associated Press – (Arizona, Nevada) Storms cause flooding in Arizona, 
Nevada. Strong storms October 5 pounded portions of the West, dropping record-
setting rain in northern Nevada, flooding roads, disrupting flights and knocking out 
power to 10,000 people in Phoenix, Arizona, and dumping enough snow at the top of 
the Sierra to close a mountain highway pass in California. Meanwhile, a lightning strike 
in Utah left two teenage boys hospitalized in critical condition. In Phoenix, no flights 
arrived or left Sky Harbor International Airport for about a half-hour because of winds 
as strong as 70 mph, lightning, golf ball-sized hail, and rain. A Mesa, Arizona fire 
captain said a microburst downed 19 power poles. Flooding swamped freeways 
throughout the area, with water up to 2 feet deep on parts of I-17. In Nevada, the 
National Weather Service extended a winter weather advisory through late afternoon 
October 5 for Reno, Tahoe, and Carson City. Snow forced the closure of California 
Highway 89 at Monitor Pass south of Lake Tahoe October 5. Rainfall in Nevada at the 
Lake Mead National Recreation Area, including Boulder Beach and Callville Bay, 
caused flash flooding that closed several roads, the National Park Service said. 
Source: http://www.google.com/hostednews/ap/article/ALeqM5jOa8hfX25eOT94k9-
ADNl6McidtgD9ILUBTG0?docId=D9ILUBTG0 
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4. October 5, Long Beach Press-Telegram – (California) Crews cleaning up chemical 
spill at Tesoro Refinery in Wilmington. Crews are cleaning up a small liquid 
chemical spill at the Tesoro Refinery in Wilmington, California, apparently caused by 
an underground pipeline break. Workers reported the break about 9:30 a.m. October 5 
in a line carrying the refining chemical naphtha, a flammable liquid used in petroleum 
distillation. Firefighters reported between 20 to 30 barrels leaked into a containment 
drain before the pipe was sealed. There were no injuries or reports of environmental 
damage, the Los Angeles County fire inspector said. The refinery produces about 
97,000 barrels of gasoline, diesel, and other petroleum products each day. The spill 
cleanup is being monitored by the Los Angeles County Fire Department Health Haz-
Mat division and the California Emergency Management Agency. 
Source: http://www.presstelegram.com/news/ci_16260743 

For more stories, see items 16 and 42  
 
[Return to top]  

Chemical Industry Sector 

5. October 6, KSLA 12 Shreveport – (Louisiana) Chemical spill causes traffic 
concern. A chemical spill around midnight at Conway Shipping, a freight company in 
Shreveport, Louisiana, caused concern for drivers early October 6. The spill caused 
smoke to come from the building. Authorities closed part of Bert Kouns Industrial 
Loop closest to the plant, but part of the road has been reopened. 
Source: http://www.ksla.com/Global/story.asp?S=13276283 

6. October 6, St. Cloud Times – (Minnesota) Fire department says chemical spill is 
contained. A chemical used to line sewer systems spilled October 6 in St. Cloud, 
Minnesota, but crews have contained it and say it is not hazardous. The St. Cloud Fire 
Department’s Hazardous Materials Team was called at 4:08 a.m. to Montrose Road and 
Lancewood Drive. A trailer of styrene monomer spilled, the battalion chief said. Crews 
put sand around the chemical to contain it. Firefighters were on the scene waiting for a 
cleanup crew to arrive and remove the chemical. 
Source: http://www.sctimes.com/article/20101006/NEWS01/110060053/1009/Fire-
department-says-chemical-spill-is-contained 

7. October 5, Minneapolis Star Tribune – (Minnesota) Truck leaks chemical on I-94 in 
St. Paul. A chemical leak from a commercial truck on Interstate 94 in St. Paul, 
Minnesota, snarled traffic for hours and sickened the driver and two nearby motorists 
October 5. The estimated 200-gallon spill of sodium bisulfate, used to clean swimming 
pools, occurred about 10:30 a.m. on eastbound I-94 just east of Hwy. 61, St. Paul’s fire 
district chief said. The truck, owned by Commercial Pool and Spa Supplies of 
Maplewood, “developed a crack,” leading to the spill. Some of the chemical entered the 
storm sewer system and reached the Mississippi River, where it was being contained 
with booms. The driver fell ill when he opened the back and inhaled fumes. Also, two 
women along the shoulder were tending to a flat tire when the truck pulled over in front 
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of them. 
Source: 
http://www.startribune.com/local/104359368.html?elr=KArks:DCiUHc3E7_V_nDayc
UiD3aPc:_Yyc:aU7DYaGEP7vDEh7P:DiUs 

For another story, see item 4  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

8. October 6, WCAX 3 Burlington – (Vermont) Radioactive water at Yankee to be 
shipped out of state. Vermont Yankee’s owners have changed their plans for handling 
radioactive groundwater collected following a tritium leak at the Vernon, Vermont 
plant. Entergy Nuclear originally planned to use the water in plant operations after 
treating it. Now company officials said they’ll ship the 300,000 gallons of water to a 
facility in Tennessee rather than keeping it on-site. So far over 260,000 gallons have 
been pumped from the ground near the site of the tritium leak, and officials say they’ll 
keep pumping until they hit 300,000 gallons, which they expect to do by December. 
Entergy said they’ll start shipping the water out this month. 
Source: http://www.wcax.com/Global/story.asp?S=13276055 

9. October 6, Nuclear Regulatory Commission – (New York) Ginna Nuclear power 
plant environmental assessment and finding of no significant impact. According to 
a notice published in the October 6 Federal Register, the Nuclear Regulatory 
Commission (NRC) has completed its environmental assessment of the proposed 
changes for emergency action levells for the R.E. Ginna Nuclear Power Plant in 
Ontario, New York. The staff has concluded that the changes would not significantly 
affect plant safety, and would not have a significant adverse effect on the probability of 
an accident occurring. The proposed action would not result in an increased 
radiological hazard beyond those previously analyzed in the Updated Final Safety 
Analysis Report. There will be no change to radioactive effluents that affect radiation 
exposures to plant workers and members of the public. No changes will be made to 
plant buildings or the site property. 
Source: http://edocket.access.gpo.gov/2010/2010-25158.htm 

[Return to top]  

Critical Manufacturing Sector 

10. October 6, Wall Street Journal – (National) FAA modifies restrictions for new 
Boeing jets. A week after issuing interim rules to protect aircraft from the wake 
turbulence generated by Boeing’s latest jetliner models, federal regulators reversed 
course and said the restrictions were premature. The Federal Aviation Administration’s 
(FAA) surprise move October 5 left industry officials and safety experts uncertain 
about the potential hazards of flying closely behind the 787 Dreamliner and the larger 
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747-8, both of which are currently undergoing flight tests. The situation was further 
confused when an FAA spokeswoman said the interim rules contained “some 
mistakes.” The interim rules, would have required aircraft to remain at least 10 miles 
behind the new Boeing jets during a large portion of the descent towards the airport. 
Such spacing and other restrictions — especially around busy hub airports — could 
frustrate airlines such as All Nippon Airways, Japan Airlines Corp. and Cargolux 
Airlines International S.A. that are among the first slated to put the Boeing models into 
service. 
Source: 
http://online.wsj.com/article/SB10001424052748703843804575535191275956762.htm
l?mod=googlenews_wsj 

11. October 6, Reliable Plant Magazine – (Ohio) AK Steel plant fined for failing to 
record worker injuries, hearing loss. The U.S. Department of Labor’s Occupational 
Safety and Health Administration (OSHA) has issued AK Steel Corporation five willful 
and three other-than-serious citations for failing to record occupational injuries at its 
Middletown, Ohio, facility. The company, which produces flat-rolled and tubular steel 
products, is facing proposed penalties of $53,000. OSHA has issued AK Steel willful 
citations for failing to properly record occupational injuries on the OSHA 300 Log for 
more than 3 years, from January 2007 through the inspection in April 2010. “By not 
properly recording injuries and creating an environment that discourages employees 
from reporting occupational hazards, AK Steel has demonstrated a blatant disregard for 
the safety and welfare of its workers,” said OSHA’s area director. AK Steel’s facilities 
have been inspected more than 138 times and have received 496 citations from OSHA 
since 1972. 
Source: http://www.reliableplant.com/Read/26850/AK-Steel-plant-fined 

[Return to top]  

Defense Industrial Base Sector 
 

Nothing to report 
 
[Return to top]  

Banking and Finance Sector 

12. October 6, Washington Post – (National) Pelosi, lawmakers call for federal probe on 
mortgage lenders. The speaker of the U.S. House of Representatives called on the 
Justice Department to investigate the nation’s largest mortgage lenders October 5, and 
Maryland joined a growing list of states seeking to halt foreclosures while they probe 
claims of fraudulent filings. In a letter to the U.S. Attorney General, the Speaker and 
dozens of other Democrats accused the nation’s biggest banks of making it difficult for 
struggling borrowers to get foreclosure relief while the firms routinely evicted them 
with flawed court papers. The group said that recent reports of lenders initiating 
hundreds of thousands of questionable foreclosures “amplify our concerns that 
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systemic problems exist.” The request from Democrats puts pressure on the U.S. 
President’s administration to get more involved on a matter that it so far has said little 
about publicly. The move is also likely to stoke cries for a broad moratorium on 
foreclosures across the country. On October 5, the AFL-CIO joined other consumer 
groups that have called for such an action. Foreclosures across the nation could grind to 
a halt anyway as more states freeze the process. Real estate analysts, however, warned 
that the moratoriums could overwhelm the court system and wreak havoc on the fragile 
housing market by scaring away potential buyers of foreclosed properties. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/10/05/AR2010100503969.html 

13. October 6, Bloomberg – (International) Kerviel says he feels ‘crushed’ by $6.8 billion 
SocGen verdict. A French judge held a former trader solely responsible for trading 
losses amounting to $6.8 billion, saying he deceived Societe Generale SA in amassing 
50 billion euros in futures positions. The judge found him guilty on all three counts: 
breach of trust, forging documents and computer hacking. The former trader will 
remain free pending appeal. Meanwhile, he said he’ll continue working as a computer 
consultant, a profession he got into after being fired from France’s second-largest bank 
in 2008. The trading loss, announced January 24, 2008, prompted Societe Generale’s 
then-chief executive officer to describe the former trader as a “terrorist.” The court 
rejected defense arguments that his superiors knew of his actions and that the bank’s 
decision to unwind the bets over 3 days of falling markets caused the loss. The ruling 
came days after a federal court in Manhattan, New York dismissed a U.S. investor 
lawsuit over the loss. The court said it lacked jurisdiction because the plaintiffs’ shares 
in the bank were bought abroad, in line with a June ruling by the U.S. Supreme Court. 
The plaintiffs’ claims the Paris-based bank knew more about the former trader than it 
disclosed also “do not give rise to the inference” of knowledge, the U.S. court ruled. 
Source: http://www.bloomberg.com/news/2010-10-06/kerviel-says-he-is-crushed-by-6-
8-billion-societe-generale-verdict-jail.html 

14. October 5, DarkReading – (International) ‘Man In the mobile’ attacks highlight 
weaknesses in out-of-band authentication. Recent attacks that use the increasingly 
popular Zeus Trojan are demonstrating that widely used methods of out-of-band 
authentication might be flawed, experts said. New attack techniques dubbed “Man in 
the Mobile” (MitMo) are allowing black hats to leverage malware placed on mobile 
devices to get around password verification systems that send codes via SMS text 
messages to users’ phones for confirmation of identity. “In a transaction verification 
system, the customer receives a text message with the transaction details and a code to 
enter back into the Web site — only if the transaction details match the real 
transaction,” explained the CEO of Trusteer. “Transaction verification was considered 
a good solution to protect against [MitMo] attacks, where malware attempts to submit a 
transaction on behalf of the victim. The expansion of Zeus’ capabilities to carry out 
MitMo attacks is yet another step in the cat-and-mouse game that banking security 
professionals continue to play with hackers to ensure users are who they say they are. 
Banks need to find ways to educate users and help them secure their channels of 
authentication, the CEO said. 
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Source: 
http://www.darkreading.com/authentication/security/client/showArticle.jhtml?articleID
=227700141 

15. October 5, Georgia Tech College of Computing – (International) Georgia Tech 
researchers design system to trace call paths across multiple networks. Phishing 
scams are making the leap from e-mail to the world’s voice systems, and a team of 
researchers at the Georgia Tech College of Computing in Atlanta has found a way to 
tag fraudulent calls with a digital “fingerprint” that will help separate legitimate calls 
from phone scams. Voice phishing (or “vishing”) has become much more prevalent 
with the advent of cellular and voice IP (VoIP) networks, which enable criminals to 
route calls through multiple networks to avoid detection, and to fake caller ID 
information. However, each network through which a call is routed leaves its own 
imprint on the call itself, and individual phones have their own unique signatures, as 
well. Funded in part by the National Science Foundation, the Georgia Tech team 
created a system called “PinDr0p” that can analyze and assemble those call artifacts to 
create a fingerprint — the first step in determining “call provenance,” a term the 
researchers coined. The work, described in the paper, “PinDr0p: Using Single-Ended 
Audio Features to Determine Call Provenance,” was presented at the Association for 
Computing Machinery’s Conference on Computers and Communications Security, 
October 5 in Chicago, Illinois. 
Source: http://www.gatech.edu/newsroom/release.html?nid=61428 

For another story, see item 42  
 
[Return to top]  

Transportation Sector 

16. October 6, Associated Press – (Texas) Houston Ship Channel partially reopens. The 
Houston Ship Channel reopened to all traffic about 7 a.m. October 6, after an electric 
tower that had teetered over the waterway since a weekend barge accident was lowered 
to the ground, the U.S. Coast Guard (USCG) said. The channel had been closed since 
October 4, and nearly 70 ships, including more than 30 oil tankers, were waiting when 
the channel was partially reopened at about 2:30 a.m. October 6. The channel leads to 
the Port of Houston in Texas, the country’s leader in foreign waterborne tonnage and 
imports, and second in U.S. export tonnage and total tonnage. USCG estimated the 
channel closure accounts for about $320 million a day in economic losses, including 
factors such as jobs associated with the waterway and ships waiting to pass being 
unable to deliver or receive goods. 
Source: http://www.mercurynews.com/business/ci_16266798?nclick_check=1 

17. October 5, Portland Press Herald – (Maine) Emergency drill planned tomorrow in 
Rockland Harbor. United States Coast Guard and Army personnel were slated to 
participate October 6 in a simulation a response to a contaminated vessel in Maine. The 
field exercise was scheduled to involve members of the Army’s 11th Civil Support 
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Team – based in Waterville – and to take place in Rockland Harbor. A Coast Guard 49-
foot aides to navigation vessel was slated to play the boat in need of assistance. Army 
response teams, dressed in hazardous materials response gear, were slated to set up a 
command post on the Coast Guard pier in Rockland, Maine. The event provides a 
training opportunity for personnel who may someday have to respond to a chemical, 
biological or radiological incident at sea. 
Source: http://www.pressherald.com/news/Emergency-drill-planned-tomorrow-in-
Rockland-Harbor.html 

18. October 5, WABC 7 New York – (New York) Heightened security at NYC 
subways. The New York Police Department’s (NYPD) commissioner warned that New 
York City remains the primary target for terrorists. As rail traffic increases around the 
upcoming holiday, at Penn Station and throughout the Amtrak system, there is an 
increased show of force reportedly known as “Operation Railsafe.” Officials hope it 
will bring heightened awareness. “Forty percent of attacks over the last 20 years have 
been against transit facilities,” the commissioner said. While intelligence officials press 
the hunt for suspected terrorists said to be planning an alleged plot in Europe, the threat 
of terrorism in New York City is the focus of an NYPD shield conference. They also 
are training to counter a favorite terrorist tactic aimed at striking first responders with a 
secondary explosion. The NYPD also continues to pour anti-terrorism resources and 
highly trained officers into the world’s largest mass transit system. 
Source: http://abclocal.go.com/wabc/story?section=news/local&id=7707788 

19. October 5, Arizona Republic – (Arizona) Tempe police explode suspicious 
package. A large oversized briefcase found at the Veterans Way and College Avenue 
light-rail stop in Tempe, Arizona October 5, disrupted rail service and caused a street 
closure. Trains could not pass through the station and buses were used to transport 
people between adjacent stops at Mill Avenue and Rural Road. Authorities deployed 
the bomb squad unit, which determined the package contained no explosives. The 
package was destroyed and found to contain an assortment of items, including clothing. 
Source: 
http://www.azcentral.com/community/tempe/articles/2010/10/05/20101005tempe-
suspicious-package-abrk.html 

20. October 4, Lower Hudson Journal News – (Connecticut) Man caught with pellet gun 
at Conn. airport planned prank on friend, cops say. Connecticut state police said a 
Massachusetts man who tried to board a plane at Bradley International Airport in 
Windsor Locks carrying a pellet gun told officers he planned to play a prank on a 
friend. The 23-year-old was charged with tampering with airport security after the 
incident October 2 at the airport, about 15 miles north of Hartford. The Hartford 
Courant reported the pellet gun, modeled after a handgun, was spotted at a security 
checkpoint. 
Source: http://www.lohud.com/article/20101004/NEWS05/10040349/-
1/newsfront/Man-caught-with-pellet-gun-at-Conn.-airport-planned-prank-on-friend--
cops-say 
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21. October 4, ITProPortal – (International) Plane Finder AR app heightens security 
fears. Security experts have lashed out against an airline tracking app, claiming that it 
could be used by terrorists to shoot down planes using surface-to-air missiles. The 
Plane Finder AR application for the iPhone and Android OS platform is designed to 
allow users to see the height, position and speed of an aircraft by pointing their 
smartphones to the sky. The app also tells them the destination of the aircraft along 
with departure point and the course it would take. Experts have claimed that the app, 
which has been developed by UK firm Pinkfroot, could be used by terrorists to shoot 
down planes or cause mid-air collisions. Pinkfroot has said that it had designed the app 
to give delayed information that might foil a terrorist attack, if it was to happen. 
Source: http://www.portal.itproportal.com/portal/news/article/2010/10/4/plane-finder-
ar-app-heightens-security-fears/ 

For more stories, see items 1, 3, 7, 10, and 54  
 
[Return to top]  

Postal and Shipping Sector 

22. October 6, Laconia Citizen – (New Hampshire) Probe under way into pipe bomb 
blast in selectman’s mailbox. A Belmont, New Hampshire selectmen chair said he 
was shocked when he heard an explosion outside his home and discovered that his 
mailbox had been destroyed by what he has been told was a pipe bomb. The victim said 
he was sitting inside watching TV with his family the night of October 3 when, at 
approximately 9:30 p.m., they were startled by a loud sound. “I heard the explosion and 
went outside and noticed that the structure was pretty much destroyed,” he said October 
5 of his mailbox. He said he first thought it might have been a transformer that had 
blown. “I heard it was a pipe bomb,” he said, adding that’s what police told him. The 
victim said the investigation is continuing and police have not notified him of any 
suspects or a motive. 
Source: 
http://www.citizen.com/apps/pbcs.dll/article?AID=/20101006/GJNEWS02/710069946/
-1/CITNEWS 

[Return to top]  

Agriculture and Food Sector 

23. October 6, Associated Press – (Iowa) Dam failure may hurt river’s fish stock. A fish 
expert is raising concerns about the future of what had been a world-class, smallmouth 
bass fishery in a silt-filled river below the failed Lake Delhi dam in Iowa. Iowa 
Department of Natural Resources officials found adult smallmouth bass in the cloudy 
Maquoketa River while sampling fish stocks October 4. The concern for the next 5 
years is how the fish will reproduce and sustain themselves now that a 6-inch layer of 
muck covers the rocky stream bed, which was ideal for spawning areas, a fisheries 
biologist said. The dam failed July 24, draining a 9-mile-long recreational area. After 
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more tests October 6, the biologist will compare data to quantify the aftermath of the 
dam breach on fish stocks. 
Source: 
http://www.desmoinesregister.com/article/20101006/NEWS/101005022/1001/NEWS/
Dam-failure-may-hurt-river-s-fish-stock 

[Return to top]  

Water Sector 

24. October 6, Dayton Daily News – (Ohio) 1 million gallons of water spilled in water 
main break. The water main break that shut down East Monument Avenue at Webster 
Street in Dayton, Ohio, for several hours October 5 spilled about 1 million gallons of 
water into the street. The 20-inch high-pressure main is about 90 years old. While it is 
not certain yet, “it looks like the age of the main is the issue,” said the director of water 
for the Dayton Water Department. No water service was lost to anyone, as the Tech 
Town building is serviced by another main, and the main that broke was able to be 
quickly isolated and the water flow shut down before even more water was lost. Dayton 
Water Department workers managed to shut off the flow of water by about 6:30 a.m. 
and the water receded. 
Source: http://www.daytondailynews.com/news/dayton-news/11-million-gallons-of-
water-spilled-in-water-main-break-964911.html 

25. October 6, Door County Advocate – (Wisconsin) Forestville: Weather strains 
treatment plant. Recent heavy rain in Wisconsin has the Forestville Village Board 
dealing with washouts, flooding, and massive flow through the community’s 
wastewater treatment plant. A trustee said October 4 stormwater rushing through a 
culvert washed away a portion of one village street, Gady Road, leaving asphalt with 
nothing under it. The repair would include removing brush and trees from an adjacent 
drainage ditch. The village president said the work ought to be done before the ground 
freezes this year, so the snow melt next spring will not make the washout worse. 
Officials plan to locate a contractor with the correct equipment and have the work done 
as soon as possible. Meanwhile, more than 500,000 gallons of storm runoff moved 
through Forestville’s sewerage treatment plant, the plant operator said. Most of the 
water probably got into the system through the new sanitary sewer line under 
construction on Main Street. Workers had not sealed the end of the pipe where work 
had been finished, which could have allowed unwanted gravel into the treatment plant 
through new pumps installed this past summer. All three of the new pumps, plus a 
back-up emergency pump, were operating during the storm surge. 
Source: 
http://www.greenbaypressgazette.com/article/20101006/ADV01/10060485/Forestville-
Weather-strains-treatment-plant 

26. October 5, KRNV 4 Reno – (Nevada) Water contaminated with arsenic south of 
Carson City. Officials at the Indian Hills General Improvement District near Carson 
City, Nevada said their water system recently violated a drinking water standard for 
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levels of arsenic. The incident is not an emergency, according to a written statement 
from the agency released October 5. Officials said during the third quarter of 2010, the 
drinking water exceeded the maximum level of arsenic at an 18-month average of .023 
milligrams per liter. The standard is .010 milligrams per liter. The contamination was 
“not an immediate risk,” the statement said but, people that drink water that contains 
more than the “maximum contaminant level” during the course of many years could 
experience skin damage, or problems with their circulatory system, and may have an 
increased risk of getting cancer. The district has been working with the bureau of safe 
drinking water and the state department of environmental protection to evaluate the 
water supply and find a way to fix the problem. The district might bring water in from 
Douglas County and the town of Minden. 
Source: http://www.mynews4.com/story.php?id=29140&n=122 

27. October 5, Associated Press – (New Jersey) Boil-water advisory ends for 2 Trenton-
area towns. A boil-water advisory has been lifted in New Jersey for two Trenton-area 
communities served by the Trenton water works. Officials said October 5 that residents 
of Hamilton and Hopewell townships no longer need to boil water before drinking. The 
advisory remained in effect for residents of the city of Trenton and Ewing and 
Lawrence townships. The boil-water advisory was issued October 4 for five 
communities because Trenton’s water plant has experienced problems treating water 
due to the high level of the Delaware River. The water level in the Delaware is 
unusually high after last week’s torrential rains. Officials did not say when the advisory 
might be lifted for the remaining three communities. 
Source: http://www.app.com/article/20101005/NEWS03/101005076/Boil-water-
advisory-ends-for-2-Trenton-area-towns- 

28. October 5, Baltimore Sun – (Maryland) Sewage spill occurs at APG treatment 
plant. The torrential rains the week of September 27 caused 2.6 million gallons of 
untreated sewage to spill from the Edgewood treatment plant at Aberdeen Proving 
Ground (APG) in Harford County, Maryland. Much of the sewage from the plant’s 
primary settling tank flowed into King’s Creek and the Bush River. Crews applied lime 
to the affected areas, including the shore lines. The Army base has posted signs 
banning fishing, crabbing, shellfish harvesting and swimming. The warnings will be in 
place until at least October 15, officials said. The plant’s equipment has been recently 
upgraded but could not handle 8 inches of rain in less than 36 hours. APG has notified 
the Maryland Department of the Environment and the Harford County Health 
Department about the incident. 
Source: http://articles.baltimoresun.com/2010-10-05/news/bs-md-apg-sewage-spill-
20101005_1_sewage-spill-bush-river-gallons-of-untreated-sewage 

29. October 1, U.S. Environmental Protection Agency – (Guam) U.S. EPA orders GWA 
to repair broken sewer main to Northern District Wastewater Plant. On September 
30, the U.S. Environmental Protection Agency (EPA) issued a compliance order to the 
Guam Waterworks Authority (GWA) to take immediate steps to repair a broken sewer 
force main located near the Southern Link Sewage Lift Station in Dededo. GWA has 2 
weeks to repair or replace the broken 36-inch diameter force main and eliminate any 
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wastewater spills resulting from the break. The utility must ensure all wastewater from 
the main is contained and properly treated, and monitor a nearby drinking water well 
for impacts of spilled sewage. “This is a major break, with the potential for a large 
volume of raw sewage to leach into the ground or flood the road,” said the water 
director for the EPA’s Pacific Southwest Region. “GWA’s delay in reporting the break 
and its lack of timely response has exposed the public to untreated sewage. They need 
to move as fast as possible to fix this public health hazard.” GWA has built a lined 
pond and trench to collect the leaking sewage for transport and treatment at the 
Northern District plant. It needs to maintain the pond, trench and treat the sewage until 
the force main is fixed. By the end of October, GWA will submit to EPA its emergency 
response and cleanup procedures addressing any future sewage spills. Monthly spill 
reports on all sewage spills will be required, along with notice to Guam EPA and EPA 
of all spills greater than 100 gallons. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/e77fdd4f5afd88a3852576b3005a604f/592df3
d2f2cfdd84852577b0000298fe!OpenDocument 

[Return to top]  

Public Health and Healthcare Sector 

30. October 6, Homeland Security Today – (National) Biosecurity bill aims to boost 
international WMD cooperation. A bill introduced by a Democratic Representative 
from California (HR 6297) would provide U.S. training assistance to other nations 
while boosting their capabilities to detect and withstand biological outbreaks or attacks. 
The legislation would direct the U.S. State Department to assess international laws 
applicable to biosecurity with the goal of strengthening a common legal framework for 
dealing with biosecurity issues. It also would set up an International Biosecurity Task 
Force, composed of experts outside of government, to advise the International 
Biosecurity Initiative. The California Representatives wants to get his legislation 
attached to The WMD Prevention and Preparedness Act (H.R. 5498), a comprehensive 
bill intended to boost defenses against weapons of mass destruction (WMD). Section 
four of H.R. 5498 deals with international issues, calling for international information 
sharing, an interagency task force on global biosecurity, and the promotion of the 
Biological and Toxin Weapons Convention (the major international treaty for dealing 
with biowarfare and bioterrorism concerns). 
Source: http://www.hstoday.us/content/view/14976/149/ 

31. October 5, KMTV 3 Omaha – (Nebraska) Medical records dumped in public recycle 
bin. Medical records in hundreds of file folders were recently found dumped in a 
recycling bin in Omaha, Nebraska, just north of 60th and Harrison. The file folders 
contain private information such as addresses, Social Security numbers, and doctor 
recommendations. The folders were at the top of the pile right in the public’s eye. The 
recycling bins are located at River City Recycling. The owner didn’t want to be 
interviewed on camera by KMTV 3, but said the company provides the dumpsters for 
free for the public to use and can’t control what’s dumped in them. As soon as KMTV 
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told the owner what was inside one of the dumpsters, he immediately took action and 
pulled the dumpster out of the public’s reach. Now, it’s up to the city to decide what to 
do with the records. 
Source: http://www.action3news.com/Global/story.asp?S=13274402 

32. October 5, KABC 7 Los Angeles – (California) Medical building evacuated due to 
fire. A malfunctioning telephone system is being blamed for a reported structure fire at 
a three-story medical office building in Ventura, California October 5. Firefighters 
arrived at the 100 block of North Brent Street at 10:36 a.m. and found people 
evacuating the building. A strong odor that was coming from the building was due to a 
piece of telephone switching equipment, which was taken out of service. There was no 
damage to the building and there were no reports of injuries. Once the building was 
cleared of smoke and residual odor, occupants were allowed to return. A vascular 
surgical procedure, which was underway in an outpatient surgery center, continued 
during the incident. 
Source: 
http://abclocal.go.com/kabc/story?section=news/local/ventura_county&id=7707897 

33. October 4, Global Security Newswire – (International) Extremists warn of biological 
strike in India. An extremist entity indicated it would carry out a biological strike on 
the Indian state of Assam if its backers were not released within 24 hours, Iran’s 
Islamic Republic News Agency reported October 3. “Free all our Jihadi brothers who 
are in Central Jail, Guwahati, stop all activities against Jihad in Assam, stop all project 
of develop (sic) in Assam,” said the e-mail, sent to a Guwahati-based television station 
by a group calling itself “Indian Mujahideen (Assam).” “For your kind information, 
biological war contain all disease that make death to all and biological weapon too,” 
said the document, signed by the organization’s self-described head of marketing. 
Local authorities were attempting to identify the Internet Protocol address from which 
the e-mail message was sent. “We are taking the matter seriously and already experts 
are on the job to ascertain from where the e-mail originated and also about the 
credentials of the group on whose banner the mail was sent,” the inspector General of 
Assam Police said. “We really don’t know or heard about any such outfit named Indian 
Mujahideen (Assam). But then we shall surely investigate,” a second law enforcement 
official added. 
Source: http://www.globalsecuritynewswire.org/gsn/nw_20101004_1995.php 

For another story, see item 42  
 
[Return to top]  

Government Facilities Sector 

34. October 6, Associated Press – (National) Army updates spy rules after 
WikiLeaks. The Army has updated its 17-year-old rule book on espionage specifically 
to require that troops alert authorities if they suspect classified leaks to news media 
outlets. The revision comes in the aftermath of the service’s WikiLeaks debacle. An 
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Army intelligence analyst was charged this year with providing a classified video to 
WikiLeaks, an anti-war organization that runs what it describes as a whistle-blower 
Web site. The new Army regulation, released October 4, requires that troops alert 
authorities if they suspect that classified information has been provided to anyone who 
is not authorized to have it. It also directs the Army to create a central system to collect 
threat reports. 
Source: http://www.military.com/news/article/army-updates-spy-rules-after-
wikileaks.html?ESRC=topstories.RSS 

35. October 6, Scranton Times Tribune – (Pennsylvania) Elk Lake plans evacuation 
exercise. Elk Lake School District in Dimock, Pennsylvania will conduct a massive 
evacuation drill October 8. School officials have been reviewing the district’s 
emergency plans, and found that a comprehensive evacuation plan was lacking, the 
superintendent said. “Should the event take place that we need to get everyone out, 
we’ll have a plan in place,” the superintendent added. The drill will involve getting all 
students out of the building and off school property. They will be taken by bus to 
Montrose Area High School. “The crux of the drill is a complete off-site evacuation,” 
the superintendent said. “All of our students, faculty and staff have been assigned to 
buses,” he added. The superintendent emphasized that Cabot Oil & Gas Co. was not 
part of the planning process for the drill, even though the company has a well on school 
property. Cabot was, however, informed so that it can schedule its trucks accordingly. 
“It has nothing to do with the gas well,” he said. 
Source: http://thetimes-tribune.com/news/elk-lake-plans-evacuation-exercise-
1.1044388 

36. October 6, ComputerWorld – (National) Security concerns prompt D.C. to suspend 
Web-based overseas voting. Security issues have prompted election officials in the 
District of Columbia to suspend a service that aimed to allow overseas voters to cast 
their ballots via the Web in the November elections. The vulnerabilities in Washington 
D.C.’s new Digital Vote by Mail system were discovered during public testing recently 
by several security researchers. Details of the flaws were not immediately available. 
However, one of them, discovered by a researcher at the University of Michigan, was 
so serious that it allowed the researcher to take complete control of the system hosting 
the Web application and tweak it so users who voted would hear a rendition of “Hail to 
the Victors,” a University of Michigan fight song, said one observer of the tests. A 
statement on the District of Columbia’s Board of Elections and Ethics Web site offered 
no specific details on the issues that were uncovered. It merely noted that the “current 
iteration of the ballot return feature” did not meet required security and file integrity 
standards and was therefore being suspended. Overseas voters will still be able to use 
the system to download their blank ballots, print them out, mark them and send them 
back by mail. They also have the option of sending a copy of their marked ballot back 
to their precinct by e-mail or fax. 
Source: 
http://www.computerworld.com/s/article/9189578/Security_concerns_prompt_D.C._to
_suspend_Web_based_overseas_voting 
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For another story, see item 22  
 
[Return to top]  

Emergency Services Sector 

37. October 6, Boston Globe – (Massachusetts) Onetime serial arson suspect accused of 
setting office on fire. A Brockton, Massachusetts, man who decades ago was a prime 
suspect in the torching of dozens of churches, VFW posts, and other buildings in the 
area south of Boston, was accused October 5 of setting fire to a federal probation office 
in Plymouth, Massachusetts, October 4. Local public safety officials estimated the fire 
caused about $500,000 in damage. The suspect came to the notice of local police 
October 4, after he went into the probation office and said he had four outstanding 
probation violations. According to one official, the suspect said, “Do I have to start a 
fire and be standing right there to get your attention?’’ Probation officials called 
Plymouth police, and the suspect was sent to a hospital for mental evaluation and later 
discharged. He allegedly left the hospital and bought gas from a nearby Shell station. 
He then took the fuel to the probation office, broke a window, poured in the gas, and 
tossed in a lit napkin, authorities said. The suspect was located in the parking lot and 
said “I did this,” to the first officer on the scene. He pleaded not guilty in district court 
and was ordered held October 5 pending an October 8 detention hearing. 
Source: 
http://www.boston.com/news/local/massachusetts/articles/2010/10/06/onetime_serial_a
rson_suspect_accused_of_setting_office_on_fire/ 

38. October 5, Global Security Newswire – (National) EMTs question readiness for 
WMD strike. Only 15 percent of emergency medical technicians in a recent survey 
said they were highly confident of their employer’s ability to deal with the aftermath of 
a weapons of mass destruction (WMD) strike, EHS Today magazine reported. The 
nationwide survey conducted by Meridian Medical Technologies Inc. found that one 
quarter of interviewed medical first responders said either their department offered no 
training in responding to a WMD attack or had reduced the quantity of time spent 
preparing for such an event. However, 37 percent said they had seen a boost in training 
time in the last 5 years. Just 42 percent of emergency medical technicians said their 
agency is given recurring instruction on handling an attack involving terrorists and 
chemical, biological, radiological, nuclear or explosive weapons. In excess of 25 
percent of those surveyed said their medical vehicles were not outfitted with 
individualized protective gear and the medical countermeasures that would be required 
following a WMD attack with high casualties. For those ambulances that do have 
CBRNE medications, 86 percent of responders said there are too few to be used on the 
public. 
Source: http://www.globalsecuritynewswire.org/gsn/nw_20101005_2880.php 

39. October 5, WJTV 12 Jackson – (Mississippi) Homeland security asks Hinds County 
to share emergency response resources. The Hinds County, Mississippi Board of 
Supervisors voted 3 to 1 October 4 to give some of its extra emergency response 
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equipment to neighboring counties. The vote comes after the Mississippi Homeland 
Security Office (MSHO) requested it. Some of the equipment includes trucks, card 
making machines, and rescue equipment used in trench collapses. MHSO officials said 
they have not figured out which counties will get the equipment but they have had 
several requests. Hinds County has about $3 million worth of response equipment, and 
the surplus equipment totals about $200,000. MHSO officials said the equipment will 
not be move farther than 4 hours away from the county. A Hinds County director said 
that is more than enough time to get the equipment back to the county if a major 
disaster occurs. 
Source: 
http://www2.wjtv.com/jtv/news/local/article/homeland_security_asks_hinds_county_to
_share_emergency_response_resources/203400/ 

40. October 5, Kirksville Daily Express – (Missouri) City must replace radio system. The 
City of Kirksville, Missouri has until 2013 to replace its emergency radio broadcasting 
system in order to comply with a federal deadline. The Federal Communications 
Commission (FCC) is requiring all agencies switch to narrowband equipment in order 
to save space on increasingly crammed radio frequencies. The current system, which is 
more than 24 years old, relies on VHF transmission. “With the age of the equipment 
and serviceability, you might have service contracts, but it might be difficult to even 
find parts,” said a member of Command One and Region B Homeland Security 
Oversight Committee. He advised council members on necessary replacements during 
an October 4 meeting. The current broadcasting system, which consists of a base and 
several signal repeater towers, will need to be replaced and retooled to broadcast on the 
smaller narrowband in order to meet the “unfunded federal mandate,” he said. The 
estimated cost of replacement is about $250,000. 
Source: http://www.kirksvilledailyexpress.com/news/x244485170/City-must-replace-
radio-system 

For more stories, see items 1, 42, and 54  
 
[Return to top]  

Information Technology Sector 

41. October 6, Krebs on Security – (International) FCC may confront ISPs on Bot, 
Malware scourge. The Federal Communications Commissions (FCC) may soon 
kickstart a number of new initiatives to encourage Internet service providers (ISPs) to 
clean up bot-infected PCs and malicious Web sites on their networks, KrebsOnSecurity 
has learned. Earlier this year, the FCC requested public comment on its “Cybersecurity 
Roadmap,” an ambitious plan to identify dangerous vulnerabilities in the Internet 
infrastructure, as well as threats to consumers, businesses and governments slated for 
release in January 2011. The associate bureau chief of the FCC’s Public Safety & 
Homeland Security Bureau said there are several things the commission can do to 
create incentives for ISPs to act more vigorously to protect residential users from 
infections by bot programs. 
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Source: http://krebsonsecurity.com/2010/10/fcc-may-confront-isps-on-bot-malware-
scourge/ 

42. October 6, DarkReading – (International) More than half of critical infrastructure 
firms have been hit by state-sponsored attacks. Politically motivated, state-
sponsored attacks are happening regularly: Fifty-three percent of critical infrastructure 
firms around the globe said they have been hit with an attack aimed at a specific 
political goal, a new report from Symantec found. A survey of 1,580 energy, banking 
and finance, healthcare, IT, emergency services, and communications firms worldwide 
found that these firms have each suffered about 10 such politically motivated, state-
sponsored attacks in the past 5 years. Around 60 percent of these attacks worldwide 
were somewhat to extremely effective, the respondents said, and 74 to 77 percent of the 
firms in North America said the attacks on them were “effective.” Small businesses 
suffered the most bruising attacks, according to the report, with an average cost of 
$850,000 per attack. Worries about these targeted attacks are high of late, with the 
Stuxnet worm attack that went after factory floor plant systems. Stuxnet serves as a 
cautionary tale of the potential of these brands of attacks, according to Symantec. The 
Symantec 2010 Critical Infrastructure Protection Study, which was conducted by 
Applied Research, found that 48 percent of these firms expect more such attacks in the 
next year, and 80 percent said these attacks will either remain constant or will increase. 
Source: 
http://www.darkreading.com/security_monitoring/security/attacks/showArticle.jhtml?ar
ticleID=227600086&subSection=Attacks/breaches 

43. October 6, Help Net Security – (International) The rise of crimeware. Nearly 2 billion 
people today use the Internet and in doing so, expose themselves to an extensive and 
growing number of malware threats. CA researchers identified more than 400 new 
families of threats, led by rogue security software, downloaders and backdoors. Trojans 
were found to be the most prevalent category of new threats, accounting for 73 percent 
of total threat infections reported around the world. Importantly, 96 percent of Trojans 
found were components of an emerging underground trend towards organized 
cybercrime, or “Crimeware-as-a-Service.” The most notable threats and trends of 2010 
to-date include: Rogue or fake security software, also known as scareware or Fake AV, 
the first half of 2010 saw this category of malware continue its dominance. Google 
became the preferred target for distribution of rogue security software through Blackhat 
SEO, which manipulates search results to favor links to infected Web sites domains. 
Some 96 percent of Trojans detected in H1 2010 functions as a component of a larger 
underground market-based mechanism which CA has termed “Crimeware-as-a-
Service.” Research revealed cybercriminals’ growing reliance on using cloud-based 
Web services and applications to distribute their software. 
Source: http://www.net-security.org/malware_news.php?id=1488 

44. October 6, SC Magazine UK – (International) New versions of Adobe Reader and 
Acrobat released. Adobe has released updated versions of its Reader and Acrobat 
products to close 23 vulnerabilities. The updates were due to be released October 12, 
but were moved forward 1 week due to active exploits targeting a zero-day 
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vulnerability confirmed by Adobe in September. That unpatched flaw, which garnered 
vulnerability tracking firm Secunia’s most severe rating of “extremely critical,” could 
be targeted to crash a user’s machine or take complete control of it, according to a 
previous advisory from Adobe. But 5 days after that disclosure, Adobe revealed 
another unpatched bug affecting Reader and Acrobat. However, unlike the zero-day, 
Adobe said it was not aware of any in-the-wild attacks targeting the vulnerability. The 
next quarterly updates for Adobe Reader and Acrobat are due to be released February 
8, 2011. 
Source: http://www.scmagazineuk.com/new-versions-of-adobe-reader-and-acrobat-
released/article/180421/ 

45. October 6, Help Net Security – (International) Cryptome hacked, founder e-mail 
account ransacked. Cryptome.org, the well-known whisteblowing site, was hacked the 
weekend of October 2 and 3, and all of its content (approximately 7GB of data) was 
deleted by the hacker who then left a message on the defaced home page. The hacker, 
who goes by the handle “RuxPin,” has supposedly contacted Wired.com and said that 
two other members of the hacking group Kryogeniks were actually responsible for the 
breach. They supposedly managed to steal the password for one of the e-mail accounts 
belonging to the site’s founder nearly 1 month ago, when the system that stored the 
passwords was breached. Having the password for the e-mail account that was listed as 
the contact address for the site, they simply used it to ask for a reset of the password for 
Cryptome’s hosting account. The site founder is not worried about rummaging or the 
deleting of the content, since it is open source and they have backup. What he is really 
worried about is the fact that, along with the content, the hackers managed to download 
a repository of e-mail correspondence between him and his sources (some reputed to be 
WikiLeaks insiders) - who, in theory, can be revealed by tracking the e-mail addresses. 
Source: http://net-security.org/secworld.php?id=9954 

46. October 5, IDG News Service – (International) Mobile malware exploits on the way, 
experts say. Smartphone exploits are coming, as cybercriminals start to figure out how 
to make money by hacking mobile devices, two mobile security experts said October 5. 
While mobile malware is still in its infancy, security vendors have seen a huge uptick 
in mobile attacks since late last year, said a malware analyst at Kaspersky Lab, a 
Moscow-based cybersecurity vendor. Kaspersky Lab identified more than 1,550 mobile 
malware signatures in September. While many people have been predicting mobile 
malware for a while, “this might actually, finally, be the year,” the malware analyst 
said during a meeting of the Messaging Anti-Abuse Working Group in Arlington, 
Virginia. “It’s only a matter of time before we see some really huge malware 
infections.” Right now, Nokia’s Symbian operating system, popular outside the United 
States, is the major target for mobile exploits, but Apple’s iPhone and Android phones 
are likely to be growing targets, added a senior researcher with F-Secure, a Helsinki-
based security vendor. In many cases, early attempts at smartphone exploits have 
lacked complexity. But both analysts predicted that smartphone exploits will become 
more sophisticated and more common. 
Source: 
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http://www.computerworld.com/s/article/9189562/Mobile_malware_exploits_on_the_
way_experts_say 

For more stories, see items 14 and 47  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

47. October 6, CNN – (National) Foursquare outage caused by rogue server. Mobile 
check-in app Foursquare’s October 4 outage happened after staff tried to fix one 
problem and somehow triggered another. Then another glitch hit October 5 just hours 
after they were up and running again. “It sucked for everyone [including our team — 
we all check in everyday, too],” the always irreverent Foursquare staff said in a blog 
post late October 5. The October 4 glitch was caused when one of the app’s servers was 
noticed storing too much data. When the support team went to fix it, all of the other 
servers went down. The blog said Foursquare is working with the company that makes 
the system that runs their servers. It also said changes are planned in the coming weeks, 
and that the New York-based start-up will communicate problems to users better in the 
future. Launched in 2008, Foursquare is a location-based app that lets users “check in” 
at clubs, restaurants, or most any other place they visit. Checking in alerts that person’s 
friends to his or her whereabouts. 
Source: http://edition.cnn.com/2010/TECH/social.media/10/06/foursquare.outage/ 

48. October 5, Kennebec Journal – (Maine) Man charged with sabotaging phone 
service. A Saco, Maine, man faces felony charges of aggravated criminal mischief after 
police accused him of intentionally unplugging telephone and Internet connection 
equipment at his former employer, GWI. The 40-year-old suspect used his employee 
access badge September 11 to enter GWI’s Jefferson Street facility in Biddeford where 
he unplugged circuitry, police said. The resulting disruption shut down telephone 
service to 700 residents and 50 businesses including the Biddeford Police Department. 
It also disrupted Internet service for about 1,000 customers. An employee of GWI for 8 
years, the suspect resigned, then tried to rescind that resignation. The company refused 
to allow him to take it back and shortly afterward he broke into the facility. 
Source: http://www.kjonline.com/news/Saco-Maine-man-GWI-sabotage-phone-
service-Sept-11.html 

49. October 5, Hinsdale-Clarendon Hills Patch – (Illinois) Phone lines are out in 
Southeast Hinsdale. Residents in Southeast Hinsdale, Illinois, were without phone 
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service October 5. A construction crew working in the area of County Line Road and 
47th Street struck and damaged AT&T telephone utility equipment. As a result, phone 
service was disrupted for an undetermined number of customers. AT&T said they 
expect service to be restored by October 8. 
Source: http://hinsdale.patch.com/articles/phone-lines-are-out-in-southeast-hinsdale 

50. October 5, V3.co.uk – (International) The growing security risk of fiber 
tapping. Corporate data centers, with their vast stores of business-sensitive 
information, present a tempting target for criminal groups. But today’s enterprise 
security systems are so sophisticated that hacking into an enterprise data center is 
nearly impossible. But what if there were another way to get at this valuable data that 
circumvented most traditional security software? Welcome to the shady world of fiber 
tapping, where instead of physically accessing a site or attempting to hack into it, the 
cyber criminal simply taps the optical fiber leading up to it. Cases of fiber tapping are 
relatively rare, but with the cost of fiber tapping devices falling and the number of 
enterprises storing sensitive data in remote datacenters growing in tandem with the rise 
of cloud computing, many more are likely in the future. 
Source: http://www.v3.co.uk/computing/analysis/2270985/growing-security-risk-fibre 

For more stories, see items 40 and 41  
 
[Return to top]  

Commercial Facilities Sector 

51. October 6, Greeley Tribune – (Colorado) Acid found in garage prompts evacuation 
of downtown Eaton. Several stores in downtown Eaton, Colorado were evacuated for 
about 4 hours October 5 because a container of picric acid, an explosive substance, was 
found at an old drugstore. The acid was found in a garage behind the former drugstore, 
which is now a flea market type of business. The owner of the business was cleaning 
out the garage when she found the small bottle of acid. The Eaton police, the 
Greeley/Weld County Bomb Squad, and the Eaton Fire Department conducted the 
evacuation. According to a fire department spokesman, there was about 3 ounces of 
acid in the bottle. After evacuating stores along Oak Avenue, First and Second streets 
in Eaton and urging nearby residents to evacuate, the bomb squad sent in their robot to 
pick up the acid and remove it from the garage. It was placed in a large bomb disposal 
container and taken to another location to be detonated, police said. At one time, picric 
acid was used in military ordnance. In the early 20th century, picric acid was 
sometimes stocked in pharmacies as an antiseptic. It was used as a treatment for burns 
and skin diseases. A retired chemist said picric acid is similar to TNT, but more 
explosive. 
Source: 
http://www.greeleytribune.com/article/20101006/NEWS/101009828/1002&parentprofi
le=1001 
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52. October 5, KION 46 Monterey – (California) Monterey hotel evacuated after bomb 
scare. Guests at the Travel Lodge and the Econo Lodge hotels in Monterey, California, 
were evacuated October 5 after police found a U.S. World War II pineapple type hand 
grenade in a man’s car in the parking lot of the Travelodge. Police found a man 
sleeping in his vehicle, and, after searching the vehicle, found various narcotics, 
narcotics paraphernalia, a forged prescription, a billy club, and the hand grenade. The 
Monterey County Sheriff’s Department Bomb Squad responded to the scene and 
transported the item from the scene for later destruction. The parking lot was evacuated 
and guests were relocated to rooms away from that area of the parking lot. The vehicle 
was towed from the scene and the parking lot was re-opened to the public at about 4:30 
a.m. 
Source: http://www.kionrightnow.com/Global/story.asp?S=13269566 

53. October 5, KMSP 9 Eden Prairie – (Minnesota) Carbon monoxide leak evacuates 
100 from Minneapolis condos. About 100 residents at Minnehaha Place condos in 
Minneapolis, Minnesota, were evacuated October 4 after a carbon monoxide leak. An 
alarm detected the odorless gas. Tenants were evacuated and the building was vented. 
Officials said the carbon monoxide may have come from a pressure washer used to 
clean the garage. 
Source: http://www.myfoxtwincities.com/dpp/news/CO-Leak-Evacuates-100-from-
Mpls-Condo-oct-4-2010 

54. October 4, CNN – (National) Feds had alerted state and local authorities to Europe 
threat. A DHS official said October 4 a bulletin went out 1 day earlier to state and 
local law enforcement agencies advising them that the U.S. State Department travel 
alert in Europe was issued based on intelligence they had already been made aware of. 
The four-page bulletin, a copy of which was obtained by CNN, is titled “Al Qaeda 
Threat to Europe.” It said it was issued “to raise general security awareness and as part 
of our ongoing effort to provide information about any potential terrorist threat against 
the United States or our allies in Europe.” DHS also is briefing representatives from the 
private sector, including hotels and commercial properties, regarding the threat 
environment. The DHS official said that the Transportation Security Administration 
continuously deploys threat-based security measures as a result of intelligence. 
Source: http://articles.cnn.com/2010-10-04/us/terrorist.threat.security_1_homeland-
security-law-enforcement-al-qaeda-threat?_s=PM:US 

[Return to top]  

National Monuments and Icons Sector 

55. October 6, Associated Press – (Colorado) Wildfire burning in Grand County 40 
percent contained. Firefighters October 6 were building containment lines around a 
530-acre wildfire burning in the mountains near Fraser, Colorado. The fire is about 2 
miles away from homes. People in 18 houses have been told to evacuate as a 
precaution. The Church’s Park Fire is about 5 miles west of Fraser on the south side of 
Sheep Mountain. It is burning entirely on National Forest lands. By the morning of 
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October 6, the fire was about 40 percent contained. Crews said it may smoke until 
colder weather and snow brings an end to the fire season. 
Source: 
http://www.kktv.com/news/headlines/UPDATE_Wildfire_Burning_in_Grand_County_
40_Percent_Contained.html?ref=044 

56. October 6, Associated Press – (Mississippi) Wildfire burns 560 acres in Madison 
County. Authorities said a wildfire in Madison County, Mississippi, burned at least 
560 acres and forced some residents to evacuate before firefighters brought it under 
control. The emergency management director said eight fire departments and crews 
from the Mississippi Forestry Commission fought the blaze October 5 with flames 
reaching as high as 200 feet. Unusually dry weather has led to dangerous conditions in 
Mississippi. Dozens of fires have been reported throughout the state. Madison County 
alone has recorded more than 50 wildfires in a little more than 1 week. A blaze in 
Newton and Lauderdale counties last week caused an estimated $1 million in damage 
to timber. Investigators believe that fire started from a burning bag of trash. The cause 
of the Madison County fire was under investigation. 
Source: http://www.sunherald.com/2010/10/06/2533234/wildfire-burns-560-acres-in-
madison.html 

For another story, see item 3  
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Dams Sector 

57. October 6, Las Vegas Review-Journal – (Nevada) Man gets 15 years for assaulting 
officer at Hoover Dam. A Las Vegas, Nevada man has been sentenced to 15 years in 
prison for attempting to ram a federal officer with a stolen car at Hoover Dam. He was 
sentenced October 4 in U.S. District Court. He was convicted June 30 of one felony 
count and one misdemeanor count of assaulting a federal officer. The conviction stems 
from a February 2006 incident where he broke into a Henderson home and threatened 
to kill a woman unless she gave him her vehicle. The man then drove the vehicle to 
Hoover Dam and sped past security barriers. When he was approached by a federal 
officer, he accelerated in reverse and slammed into the officer’s patrol vehicle, injuring 
the officer. He fled in the vehicle and was stopped 7 miles away after he ran over a 
spike strip. 
Source: http://www.lvrj.com/news/man-gets-15-years-for-assaulting-officer-at-hoover-
dam-104401503.html 

58. October 5, Washington Post – (Virginia) Dam failure drains Fairfax County lake, 
kills wildlife. During the heavy rains that drenched the Washington region September 
30, Kingstowne Park dam in Fairfax County, Virginia’s Alexandria section failed. It 
was a quick death, but the environmental impact has been devastating: The two largest 
lakes are nearly empty, leaving migratory birds, turtles, and fish dead or swimming 
fruitlessly in evaporating puddles. Fairfax County officials had known for years that the 
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eroding dam would eventually fail, leaving at least some of Kingstowne’s five man-
made lakes barren. Once used for industrial gravel-pit operations, the marshlands and 
swamps were created in the 1960s. The Fairfax County Park Authority and the county 
board of supervisors acquired the Kingstowne Lakes in 2002 from the original 
developer, said Fairfax’s director of public works and environmental services, and 
planned to conserve the area through erosion control. But it was clear that without a 
significant cash infusion, the dam would not hold forever. The county had planned to 
do environmental impact studies on the lakes’ ecosystem, and how to sustain it, at some 
future date. Fairfax County officials noted that the U.S. Environmental Protection 
Agency had a consent decree on the watershed area, meaning the site was in the 
process of being cleaned up following a legal dispute. Cost estimates to bolster the dam 
and build a nearby retention basin ran into the millions, according to Fairfax County 
planning documents. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/10/05/AR2010100505873.html 

59. October 5, VietNamNet – (International) Hydro-power dam in danger, 20,000 people 
evacuated. Ha Tinh authorities said that, due to downpours, Ho Ho Reservoir in central 
Vietnam was full. However, water could not be discharged to reduce water pressure 
because the spillway door could not open. Water from upstream overflowed the dam. 
The dam can break anytime and over 10.6 billion gallons of water can spill to the lower 
section, threatening the lives of nearly 20,000 people in Huong Khe district (Ha Tinh 
province) and Minh Hoa district (Quang Binh province). On the afternoon of October 
4, 13,300 residents in Huong Khe and 4,300 in Minh Hoa were asked to evacuate. The 
spillway door was fixed on the same day, reducing pressure on the dam. However, 
many holes appeared at the dam’s base. Residents tried to fish out big logs floating 
from upstream to prevent them from hitting the dam. In Ha Tinh province, Vu Quang 
and Huong Khe districts were seriously flooded, up to 6.6 feet deep in some places. In 
Quang Binh province, 15,400 households and hundreds of thousand hectares were 
flooded. By October 4, floods and landslides killed at least 12 and injured 4, with 3 
people unaccounted for. The floods have threatened thousands of hectares of rice fields 
and isolated thousands of households. 
Source: http://english.vietnamnet.vn/social/201010/Hydro-power-dam-in-danger-
20000-people-evacuated-939473/ 

For another story, see item 23  
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