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Top Stories
• Bloomberg reports that an explosion occurred September 30 at a nitrogen fertilizer plant 

near CVR Energy Inc’s Coffeyville, Kansas oil refinery. (See item 4) 
• According to the Cincinnati Enquirer, the FBI and the U.S. Postal Service are investigating 

threatening letters sent to at least two KinderCare facilities in Ohio, including one saying 
that “everyone at Kinder Care should die in a 9/11-style attack.” (See item 35) 
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Energy Sector

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. October 1, Bloomberg – (Oklahoma) More Cushing drawdown on Midwest refinery 
refill, JPMorgan analysts say. Midwest refiners replenishing inventories after the 
September 27 restart of Enbridge Energy Partners LP’s Line 6B may extend an 8-week 
decline in Cushing, Oklahoma, stockpiles, according to JPMorgan analysts. The 
pipeline was shut after it ruptured July 26, curtailing heavy crude shipments to 
refineries in Ohio, Pennsylvania, and Ontario, Canada. As repairs continue, the link is 
transporting about 245,000 barrels per day, compared with its capacity of 283,000 
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barrels, an Enbridge spokeswoman said in an e-mail yesterday. “In the very short term, 
the restart of Enbridge Line 6B could accentuate the drawdown trend in Cushing as 
flows are directed to the refineries affected by the line outage,” the head of 
commodities research at JPMorgan Chase & Co. said in a note to clients. Inventories at 
Cushing, where the New York Mercantile Exchange crude futures contract is delivered, 
have declined for 8 consecutive weeks to 34.3 million barrels last week, from 37.8 
million July 30, according to the Energy Department. 
Source: http://www.bloomberg.com/news/2010-10-01/jp-morgan-says-more-cushing-
drawdown-on-midwest-refinery-refill.html 

2. October 1, USA Today – (National) States give few fines for pipeline violations. State 
regulators around the nation seldom impose large fines for violations of pipeline safety 
codes, even for incidents causing deaths or substantial damage, a USA Today analysis 
shows. Fourteen states have not levied a single pipeline fine since 2001, and another 20 
states have issued only one or two fines per year, federal records show. State regulators 
oversee pipelines that run within state lines. The federal Pipeline and Hazardous 
Materials Safety Agency (PHMSA) has jurisdiction over pipelines that cross state lines. 
The pipelines move natural gas, oil, propane and other hazardous items. 
Source: http://www.usatoday.com/news/nation/2010-10-01-1Apipeline01_ST_N.htm 

3. October 1, Associated Press – (National) Mighty rains deluge cars, close roads in 
Northeast. Torrential downpours from a faded tropical storm inundated the Northeast 
October 1, forcing evacuations, toppling trees, cutting power to thousands and washing 
out roads during a snarled morning commute. Water pooled so deeply in a Philadelphia, 
Pennsylvania suburb that a car literally floated on top of another car. The storm that 
killed five people in North Carolina September 30 soaked a great swath of the 
Northeast by the October 1 morning commute, including New York City and 
Philadelphia. Flights coming into LaGuardia Airport in New York City were delayed 3 
hours and traffic coming into Manhattan was delayed by up to 1 hour under a pounding 
rain. More than 26,000 power outages were reported in Connecticut, while New Jersey 
had just over 14,000 homes and businesses without electricity. North of New York 
City, about 8,000 customers in Westchester and Rockland counties had lost power, but 
many had been restored by mid-morning. 
Source: http://www.forbes.com/feeds/ap/2010/10/01/general-us-east-coast-
storm_7977741.html 

For another story, see item 4  
 
[Return to top]  

Chemical Industry Sector 

4. October 1, Bloomberg – (Kansas) CVR’s Kansas nitrogen fertilizer plant has 
explosion; refinery unaffected. CVR Energy Inc. had an explosion late September 30 
at a nitrogen fertilizer plant near its Coffeyville, Kansas refinery, a spokesman for the 
company said. “No one was injured and the refinery is business as usual,” he said in a 
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telephone interview October 1. “The nitrogen fertilizer plant is in recovery mode now.” 
The explosion occurred at about 6:30 p.m. at the fertilizer plant, which is adjacent to 
the 120,000- barrel-per-day refinery, he said. Non-essential refinery personnel were 
evacuated for less than 1 hour. The blast happened at the urea ammonium nitrate 
production facility, a captain with the Coffeyville fire department said. “Although the 
incident was heard through the area surrounding the plant, no impact was recorded 
beyond the fence line,” he said. The explosion is under investigation. 
Source: http://www.bloomberg.com/news/2010-10-01/cvr-s-nitrogen-fertilizer-plant-in-
kentucky-reports-explosion-yesterday.html 

5. September 30, WXIX 19 Newport – (Kentucky) HazMat called to Covington 
fire. Haz-Mat crews were called to a fire at Iofina Chemical Inc., a chemical plant in 
Covington, Kentucky, September 30. Flames broke out around 1 p.m. Dispatchers said 
it was a small fire that was knocked down quickly, but Haz-Mat crews were called as a 
precaution. No injures were reported. The Iofina Chemical plant, and employees of a 
nearby animal shelter, were evacuated as a precaution. 
Source: http://www.fox19.com/Global/story.asp?S=13246245 

6. September 30, Alton Telegraph – (Illinois) Wood River man in custody after 
anhydrous theft. Illinois State Police are investigating an alleged theft of anhydrous 
ammonia at Hamel Feed and Supply Co., a supply company near Hamel, about 6:30 
p.m. September 29 in which the suspect fled in a car, then jumped out and escaped on 
foot. The suspect, a 47-year-old man from Wood River, was captured later September 
29 near his home after search dogs and a police helicopter failed to find him. Police 
said an employee of the Hamel Feed and Supply Co. spotted someone taking anhydrous 
ammonia from a tank at the company location. The employees called the Illinois State 
Police Methamphetamine Response Team. Officers from that team and from other 
departments responded. The employee gave a description of the suspect and the 
vehicle. State troopers and officers from other law enforcement agencies responded, 
and the suspect’s vehicle was stopped not far from the supply company. He then 
jumped out of the vehicle and ran. 
Source: http://www.thetelegraph.com/news/-45463--.html 

7. September 28, Reuters – (International) Malta-flagged ship escapes attack off 
Tanzania. Pirates on September 28 attacked a chemical product tanker in Tanzanian 
waters as it was sailing to the commercial capital Dar es Salaam, but the ship managed 
to escape, the European Union’s anti-piracy naval force said. The attack on the 13,054 
dwt Malta-flagged MV Mississippi Star, with 18 crew members, was the second such 
incident in the waters of the East African state in 3 days. On September 26, Tanzania’s 
navy captured a suspected Somali pirate after a gun battle 70 nautical miles off the 
southern Mtwara coast, an area where London-based, Africa-focused oil and gas firm 
Ophir Energy has an exploration vessel. The naval force said a nearby talian warship, 
the Libeccio, went to the scene and was monitoring the situation, and the Tanzanian 
navy had been alerted. 
Source: http://www.reuters.com/article/idUSLDE68R11P20100928 
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[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

8. October 1, Brattleboro Reformer – (Vermont) Russians seek to learn about 
shutdown of nuke plants. Last year several Russian delegates visited New England to 
witness what decommissioning a nuclear power plant is all about. With the help of the 
New England Coalition technical adviser, nearly a dozen delegates will return to tour 
Vermont. “They use the term decommissioning as an entire process,” the technical 
advisor said. “They look at how to handle it from every angle, economics, the clean-up 
and the political interactions.” During the week, the delegation will have the 
opportunity to speak with numerous organizations about what the decommissioning 
process looks like in the United States versus Russia, said a New England Coalition 
board member. 
Source: http://www.reformer.com/localnews/ci_16222443 

9. October 1, Brattleboro Reformer – (National) Scientists: NRC fails to protect 
public. In the past several months, leaks of radioactively contaminated water have been 
discovered at three nuclear power plants in the northeastern part of the United States. 
According to a report released September 29 by the Union of Concerned Scientists 
(UCS), the Nuclear Regulatory Commission (NRC) has failed to protect the public. A 
safety advocate for UCS who assisted with the report, said the NRC has ignored more 
than two dozen violations since 2006. “NRC’s enforcement record was spotty before 
2006,” the safety advocate said. “But since then, the agency has given power plants a 
free pass when it comes to leaking radioactively contaminated water.” A dozen cases 
are reviewed in detail in the report, he said, including some where the NRC enforced its 
rules and how that changed the plant owner’s response. The severity of the leak played 
no role in determining whether there was a sanction or the severity of the sanction. 
“The NRC might as well have based its decision on whether to enforce ... by spinning a 
roulette wheel,” the safety advocate said. “There is a three-way contract among the 
NRC, plant owners and the public. The NRC honors its contract with plant owners by 
never demanding higher safety levels, but breaks its contract with the public by 
repeatedly accepting much lower safety levels.” 
Source: http://www.reformer.com/localnews/ci_16222441 

[Return to top]  

Critical Manufacturing Sector 

10. October 1, Cypress Times – (National) United States sues marine engine 
manufacturer and shipbuilder under Clean Air Act. The United States filed a civil 
complaint yesterday against Coltec Industries Inc., a subsidiary of EnPro Industries 
Inc., and the National Steel and Shipbuilding Company (NASSCO), a subsidiary of 
General Dynamics Corp. The complaint was filed September 30 in the U.S. District 
Court for the District of Columbia under the Clean Air Act (CAA) and the marine 
diesel engine rules issued by the Environmental Protection Agency (EPA), the Justice 
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Department and EPA announced. The complaint, the first federal court action brought 
by the United States under the marine diesel engine rules, alleges Coltec’s Fairbanks 
Morse Engine Division (FME) violated the CAA by manufacturing and selling 32 
marine engines not covered by an EPA-issued certificate of conformity, and that 
NASSCO violated the CAA by installing those engines in ships it built and sold in the 
United States. The complaint further alleges that the 32 uncertified FME engines, plus 
eight more FME sold to NASSCO, had missing or defective emissions-compliance 
labels required by EPA’s rules. The complaint further alleges NASSCO also violated 
the CAA by manufacturing and selling ships containing several additional engines 
lacking EPA-issued certificates of conformity, including four propulsion engines 
manufactured by MAN B&W Diesel A.G., a German company, and installed in an oil 
tanker, the BP Alaskan Adventurer, and two emergency generator engines installed in 
other ships that NASSCO sold in the United States. 
Source: 
http://www.thecypresstimes.com/article/News/National_News/UNITED_STATES_SU
ES_MARINE_ENGINE_MANUFACTURER_AND_SHIPBUILDER_UNDER_CLE
AN_AIR_ACT/34192 

[Return to top]  

Defense Industrial Base Sector 

11. October 1, Military Times – (National) More engine woes found with LPD-17. The 
troubles of the USS San Antonio, first of a large class of amphibious transport ships, 
haven’t quite come to an end yet; the Navy and its engineers are continuing to find and 
fix a host of problems plaguing the 25,000-ton ship. Earlier this year, engineers 
searching for the cause of vibrations in the drive train discovered that imperfections in 
the way the ship’s engines and main reduction gears were installed were threatening to 
wreck the vessel. “The foundation bolts were not properly aligned or tightened. The 
main reduction gear was not properly installed and checked out,” the commander of 
Fleet Forces Command, said. “There was vibration of the entire diesel which was 
reflected through the crankshaft, down to the couplings with the reduction gear, to the 
shaft,” he said. The problems are being fixed, along with other issues on the San 
Antonio, during a shipyard period in Norfolk, Virginia that has grown from 4 to 5 
months to 11 or more, and risen in cost from about $5 million to $39 million. 
Source: http://www.militarytimes.com/news/2010/09/navy-more-engine-woes-for-lpd-
17-093010w/ 

12. October 1, Space Mart – (National) AIA issues report on health of national security 
space industrial base. The national security space industrial base faces a tipping point 
beyond which irreparable harm to the U.S. defense and economy could occur, 
according to a new report released by the Aerospace Industries Association (AIA). 
“Our national leaders, the military and our economic well-being all rely on our space 
assets more than at any point since the dawn of the space age,” said the AIA President 
and CEO. The report, Tipping Point: Maintaining the Health of the National Security 
Space Industrial Base, laid out several challenges faced by the national security space 
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industrial base, including overly restrictive export control policies, a shrinking, aging 
workforce, and budget instability. “Other nations are making rapid advancements in 
acquiring or exploiting space capabilities,” the CEO said. “America’s leadership in 
space is no longer guaranteed.” AIA made several policy recommendations to address 
the challenges facing government and industry. 
Source: 
http://www.spacemart.com/reports/AIA_Issues_Report_on_Health_of_National_Securi
ty_Space_Industrial_Base_999.html 

13. September 30, AllVoices.com – (Washington) Puget Sound Naval Shipyard pays 
$56,000 for hazardous waste violations. The Puget Sound Naval Shipyard and 
Intermediate Maintenance Facility in Bremerton, Washington has agreed to pay 
$56,000 for hazardous waste violations at its facility in the Bremerton Naval Complex, 
according to an agreement with the U.S. Environmental Protection Agency (EPA). In 
January 2009, inspectors from the Washington State Department of Ecology and EPA 
found violations of hazardous waste management laws at the shipyard. The violations 
included the improper storage and handling of waste plating solution containing 
hexavalent chromium in the sub-basement of the plating shop. The plating shop has an 
open grated floor, which allowed hexavalent chromium to drip and drain through the 
floor to the basement below and accumulate there. Exposure to hexavalent chromium 
can cause respiratory illnesses, and increases the risk of lung cancer. 
 

[Return to top]  

Banking and Finance Sector 

14. October 1, Associated Press – (New Jersey) Online hackers steal $600K from city of 
Brigantine’s bank account. Computer hackers managed to steal $600,000 from a New 
Jersey shore town’s bank account. Officials said $200,000 of the town of Brigatine’s 
money still has not been recovered. TD Bank notified Brigantine September 28 that 
multiple wire transfers had taken place from its account. Police said someone was able 
to get a user name and password. Authorities said a virus or a fake Web page set up to 
mimic the bank’s real one might have been used to carry out the thefts. State police and 
the FBI are assisting the investigation. The bank said it was able to reverse about 
$400,000 of the fraudulent transfers. 
Source: 
http://www.nj.com/news/index.ssf/2010/10/online_hackers_steal_600k_from.html 

15. October 1, IDG News Service – (International) Zeus botnet thriving despite arrests in 
the U.S., U.K. The Zeus botnet remains a robust network that is difficult to destroy 
despite an international sting operation that saw dozens arrested the week of September 
27 for allegedly stealing money from online bank accounts. While it is encouraging to 
see law enforcement investigate, Zeus is still a problem, said a co-founder of the 
Shadowserver Foundation, an organization that tracks botnets. The arrests appear to not 
have had a significant technical impact on the Zeus botnet. As of October 1, at least 
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170 C&Cs for Zeus are still online, according to statistics compiled by the 
administrator of Zeus Tracker. On October 1, the Zeus tracker shows that the Russian 
registrar Reg.ru sold 10 domain names that are now being used for Zeus-related 
activity. Seven of those domain names are redirecting to one domain that recently 
hosted Zeus files. The most recent domain name sold through Reg.ru was added to 
Zeus Tracker September 29. That server temporarily hosted two kinds of Zeus files that 
have since been removed. It is possible that the owner of that domain discovered the 
infection and then removed the offending files.  
Source: 
http://www.computerworld.com/s/article/9189123/Zeus_botnet_thriving_despite_arrest
s_in_the_U.S._U.K. 

16. September 30, Los Angeles Times – (California) L.A. money manager indicted on 23 
charges in alleged Ponzi scheme. A federal grand jury has indicted the former owner 
of a Sherman Oaks, California company on 23 felony charges related to a $228-million 
Ponzi scheme that victimized investors across the United States, said a spokesman for 
the U.S. attorney’s office in Los Angeles. He was arrested September 13 outside a hotel 
where he was staying in Cannes, France on a warrant obtained by federal prosecutors. 
The suspect is being held in French custody awaiting extradition proceedings. The 
Securities and Exchange Commission shut down his company, Diversified Lending 
Group, in March 2009 and filed civil charges accusing him of operating a massive 
Ponzi scheme since 2004. The suspect is accused of raising $228 million that he said he 
would invest in rental properties, but instead he diverted more than $50 million to 
himself , friends, and family. None of the money was used to buy rental properties, an 
FBI agent said in an affidavit. 
Source: http://latimesblogs.latimes.com/money_co/2010/09/la-money-manager-
friedman-indicted-on-23-charges-in-alleged-ponzi-scheme.html 

17. September 30, Atlanta Journal-Constitution – (Georgia) FBI: Wig-Wearing Bandits, 
minus the hairpieces, strike Chase Bank. The so-called Wig-Wearing Bandits were 
back in the Atlanta, Georgia area again September 30 but minus the long, black 
scraggly hairpieces, the FBI said. The Chase Bank on 1250 Tech Drive in Norcross was 
robbed. The robbers — two men who went inside the bank and a third behind the wheel 
of a get-away car — were not wearing the shoulder-length black wigs this time, but 
federal agents said that was the only difference in the September 30 robbery from eight 
other robberies since late July. The get-away car was reported stolen from DeKalb 
County September 29. Wells Fargo said it will give a reward of up to $25,000 for 
information that leads to the arrest and conviction of the robbers. The FBI believes the 
men are connected to a string of take-over robberies in metro Atlanta. In each incident, 
they were carrying guns. 
Source: http://www.ajc.com/news/gwinnett/fbi-wig-wearing-bandits-648841.html 

18. September 30, San Antonio Express-News – (Texas) Hackers blamed in BexarMet 
theft. A breach of security while an employee was online at the Bexar Metropolitan 
Water District allowed hackers to steal $25,000 from one of the utility’s Bank of 
America accounts, according to the private investigation that concluded the week of 
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September 27. According to BexarMet staff and board members, malware was 
inadvertently downloaded onto a new computer at the utility while an unidentified 
employee in the accounting department was on the Internet. The money was transferred 
to an account at SunTrust Bank in Florida. A second transfer was attempted, for 
$20,820 to a JPMorgan Chase Bank account in Florida, but raised suspicion at Bank of 
America and was stopped. The SunTrust Bank account was frozen, and BexarMet is 
determining whether any money can be recovered, or if the funds were transferred 
again, possibly to an account in the Netherlands. BexarMet learned of the stolen money 
August 18. “Based upon the available information recovered, Denim Group believes 
this incident concluded after the attack and is not ongoing,” said a partner in the 
computer security firm. 
Source: 
http://www.mysanantonio.com/news/local_news/Hackers_blamed_in_BexarMet_theft_
104051989.html?c=y&page=1#storytop 

19. September 30, V3.co.uk – (International) Organizations struggling with PCI 
compliance. Security experts have used the September 30 Payment Card Industry Data 
Security Standards (PCI DSS) compliance deadline to warn against complacency in the 
industry. However, an international senior vice president at endpoint security firm 
Lumension suggested that the standard had left even the largest merchants confused. 
“PCI compliance might have been around for some time, but merchants are still 
struggling to get their heads around the requirements,” he said. “Version 2.0 is just 
around the corner, meaning that merchants need to be concerned about their ability to 
prove compliance with v1.2, and with the steps they must take to get to the next stage 
of compliance. All too often, organizations fall into the compliance trap and focus all 
their efforts on meeting the requirements of a new deadline without thinking about the 
bigger picture,” he said. “Taking a myopic view of regulatory compliance creates a 
situation where merchants are constantly reinventing the wheel, wasting time and 
effort, and ultimately blowing security budgets.” 
Source: http://www.v3.co.uk/v3/news/2270762/organisations-struggle-pci 

20. September 28, BBC News – (National) US banks and regulators ‘fail’ to cut money 
laundering. One of the United States’ top fraud investigators is warning that America’s 
policing of money laundering is wide open to abuse. He said that billions of dollars are 
slipping through the U.S. banking system. In testimony ahead of a Congressional 
hearing on terrorist financing September 28, he said that only international action can 
stop the laundering. The U.S. Committee on Financial Services is taking evidence on 
“trends in terrorism financing.” The fraud investigator said the “powerful tools” to stop 
the laundering of drug and terrorist money “are not being used as vigorously and 
consistently as they could be” and that only the United States “possesses the resources 
and tools to protect the global financial system.” He also criticized Wall Street’ s due 
diligence. Another expert witness in his pre-hearing testimony said the problem was 
U.S. banks rely heavily on the accuracy of transactional information given to them by 
foreign banks. But very often U.S. banks have to take that information on trust, he said. 
Source: http://www.bbc.co.uk/news/business-11426166 
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For more stories, see items 43 and 49  
 
[Return to top]  

Transportation Sector 

21. October 1, Wall Street Journal – (National) Plane fires prompt battery 
safeguards. U.S. regulators are devising various ways to crack down on air-cargo 
shipments of computers, cellphones and other electronic devices that contain lithium 
ion batteries, despite stiff opposition from some of the biggest makers of those 
products. Prompted by the recent fiery crash of a UPS Boeing 747 cargo jet filled with 
electronic goods, officials at the Department of Transportation (DOT) and Federal 
Aviation Administration have been working on enhanced protections against the 
flammability of rechargeable batteries. Expected later this year, such restrictions could 
crimp industries that have come to rely on just-in-time shipments to the United States 
of batteries and equipment largely manufactured in Asia. The government’s interim 
steps, these people said, are likely to deal with improved packaging and record-
keeping, as well as limiting the size of certain battery shipments and warning pilots 
every time their planes carry such cargo. Comprehensive U.S. safeguards against 
battery-fed aircraft fires are expected later as part of a separate DOT rule-making drive 
started months ago. That effort could formally classify lithium batteries as hazardous 
cargo, changing the way everything from hand-held electronic devices to batteries for 
electric cars will be packaged, tracked and distributed in coming years. 
Source: 
http://online.wsj.com/article/SB10001424052748704483004575524353472009056.htm
l?mod=googlenews_wsj 

22. October 1, Boston Globe – (New York; Massachusetts) Downed power line delays 
train service. Thousands of Amtrak and commuter rail passengers experienced delays 
and cancellations for trains heading into and out of Boston, Massachusetts September 
30 after strong winds knocked a tree branch onto power lines in Hyde Park during rush 
hour, according to Amtrak and Massachusetts Bay Commuter Rail officials. Twelve 
Acela and northeast regional Amtrak trains experienced delays or cancellations after 
the branch fell into the power lines above the rails at about 4:30 p.m. Forty-four 
commuter rail trains were delayed 20 to 40 minutes, with the longest wait lasting just 
over an hour, said a spokesman for the Massachusetts Bay Commuter Rail. Service for 
three commuter rail trains was canceled. A limited number of regional Amtrak trains 
running by diesel power remained in operation. Because Acela trains are high speed 
and dependent on electricity, they were unable to operate out of South Station, and 
were only able to go as far as Providence, Rhode Island for service out of New York 
City. 
Source: 
http://www.boston.com/news/local/massachusetts/articles/2010/10/01/downed_power_l
ine_delays_train_service/ 

http://online.wsj.com/article/SB10001424052748704483004575524353472009056.html?mod=googlenews_wsj�
http://online.wsj.com/article/SB10001424052748704483004575524353472009056.html?mod=googlenews_wsj�
http://www.boston.com/news/local/massachusetts/articles/2010/10/01/downed_power_line_delays_train_service/�
http://www.boston.com/news/local/massachusetts/articles/2010/10/01/downed_power_line_delays_train_service/�


 - 10 - 

23. October 1, Monroe News-Star – (Louisiana) Airport fire damage estimated at 
$10,000. The manager of Monroe Regional Airport in Monroe, Louisiana said a fire 
that started September 28 near the roof of the new terminal caused limited damage. “It 
was a pretty small fire,” he said. “We think it caused no more than $10,000 in damage.” 
The fire started when foam roofing ignited. The manager said construction workers 
were able to put the fire out with extinguishers before Monroe firefighters arrived on 
the scene. Airport officials said construction on the new addition to the airport has not 
been halted. 
Source: http://www.thenewsstar.com/article/20101001/NEWS01/10010308 

24. October 1, RiverTowns.net – (Wisconsin) Flood damage tops $9 million. Wisconsin 
State officials want the federal government to assess flood damage next week to see if 
disaster aid could be available to fix roads and other public facilities. Wisconsin 
Emergency Management reports the public sector damage from the recent rains and 
floods surpassed $9 million September 30, and the damage is still being tallied while 
some spots remain underwater. The only significant flooding October 1 was on the 
Mississippi River. It was a half foot over its banks at La Crosse at 2 a.m., and it was 
still 3.1 ft. above its flood stage at McGregor, Iowa, near Prairie du Chien. The 
Wisconsin River at Muscoda returned to its flood stage overnight. According to a 
Wisconsin Department of Natural Resources press release, the water level of the 
Wisconsin River at Portage continues to drop at the rate of about 1-inch an hour, and 
officials are hoping the worst is over at the Caledonia-Lewiston Levee, popularly 
known as the Portage Levee. 
Source: http://www.rivertowns.net/event/article/id/233414/ 

25. September 30, Wall Street Journal – (National) US Airways pilots express serious 
concerns to Congress regarding FAA’s proposed fix to pilot fatigue and related 
airline accidents. The US Airline Pilots Association (USAPA), representing the pilots 
of US Airways, has submitted testimony to the U.S. Congress expressing its serious 
concerns with the Federal Aviation Administration’s (FAA) proposal to fix the pilot 
fatigue problem. Pilot fatigue has been a contributing factor in multiple airline 
disasters. Although there are some positive aspects to the proposed regulation, USAPA 
believes that certain provisions will actually induce fatigue and degrade safety 
compared to current rules. “The proposed new rule allows airline managements to 
schedule crews for 25 percent more flight time in a day, and for 60 percent more flight 
time in a week,” stated the USAPA president. “It simply defies common sense that in 
the wake of a multitude of accidents where fatigue was a contributing factor, the FAA’s 
solution to reducing fatigue is to have pilots fly more hours in a given period.” In 
testimony to Congress, USAPA noted other failings to the proposed rules. “After a 15-
hour workday, the traveling public would reasonably expect their pilots to have an 8-
hour sleep opportunity before they return to fly,” said the president. “Given that human 
beings need time for nutrition and hygiene and time to wind down prior to effective 
sleep, the proposed 9-hour rest break is woefully insufficient.” 
Source: http://www.marketwatch.com/story/us-airways-pilots-express-serious-
concerns-to-congress-regarding-faas-proposed-fix-to-pilot-fatigue-and-related-airline-
accidents-2010-09-30?reflink=MW_news_stmp 
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26. September 30, Deseret News – (Utah) Driver of airport vehicle runs into plane, 
causing substantial damage. A man driving a tug vehicle used in moving aircraft 
around ran into a stationary plane at the Salt Lake City International Airport in Utaht 
September 30, causing substantial damage to the wing of a plane. A spokeswoman for 
the Salt Lake City Department of Airports, said the man had some type of medical 
issue and ran into the aircraft that was on the airfield ramp around 9 p.m. She said the 
plane was empty and there were no other injuries besides to the driver, who was rushed 
to the hospital in cardiac arrest. She said the wing of the plane was hit and was 
damaged enough that “it won’t fly for awhile.” 
Source: http://www.deseretnews.com/article/700070032/Driver-of-airport-vehicle-runs-
into-plane-causing-substantial-damage.html 

For more stories, see items 1, 2, 3, 36, and 41  
 
[Return to top]  

Postal and Shipping Sector 

27. October 1, Ocala Star-Banner – (Florida) Mailbox exploded with homemade 
bomb. The night of September 30, a mailbox bomb exploded in a northeast Ocala, 
Florida, neighborhood. Police officers said that shortly before 11 p.m. they received a 
call about a loud bang in the 3700 block of Northeast Third Street. When officers 
arrived, they saw pieces of a mailbox on the ground. Pieces of aluminum foil paper, 
apparently from the destructive device, were also on the ground and on an empty 
square bracket that once held the mailbox. Parts of the mailbox flew across the street 
and landed in a neighbor’s yard. Other parts of the metal box could be seen on the 
street and on the victim’s lawn. No one was injured in the explosion. Police officers 
said the device — basically a plastic 2-liter Diet Coke bottle that contained acid — had 
been placed in the mailbox. As of October 1, officers did not know if the bomb was 
intended as a prank. 
Source: http://www.ocala.com/article/20101001/ARTICLES/101009992/1402/NEWS 

For more stories, see items 21 and 35  
 
[Return to top]  

Agriculture and Food Sector 

28. October 1, Associated Press – (Ohio; National) Court strikes down parts of Ohio 
milk labels rule. Dairy processors can make claims that their products are free of a 
synthetic growth hormone, a federal appeals court in Cincinnati, Ohio, ruled September 
30 in striking down parts of the state’s rule on milk labeling. Key parts of the state’s 
labeling rule violated First Amendment rights to commercial free speech, a three-judge 
panel of the 6th U.S. Circuit Court of Appeals unanimously ruled. The Organic Trade 
Association and the International Dairy Foods Association sued the Ohio Department 
of Agriculture in 2008 over a state rule on how consumers are informed about whether 
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milk is made from cows that were given a synthetic hormone. The trade groups argued 
that the rule is too restrictive. It prohibits composition claims such as “antibiotic-free” 
and “pesticide-free,” violating their free speech rights and impeding interstate 
commerce, the groups argued. The appeals court reversed a lower court decision on the 
free speech issue, concluding that the state’s ban is “more extensive than necessary to 
serve the state’s interest in preventing consumer deception.” The appeals court agreed 
with a lower court ruling that the rule does not impede interstate commerce. 
Source: http://www.forbes.com/feeds/ap/2010/10/01/business-financial-impact-us-oh-
milk-labeling_7977181.html?boxes=Homepagebusinessnews 

29. October 1, Freemont News-Messenger – (Ohio) Sandusky County reports case of 
Eastern equine encephalitis. A case of Eastern equine encephalitis has been 
confirmed in the death of a horse on a farm in Sandusky County, Ohio, the Sandusky 
County Health Department reported September 28. The disease, commonly called 
sleeping sickness, can be spread to humans, according to the report, though there are no 
known human illnesses associated with this confirmation of the disease. There have 
been occasional cases of the disease in Ohio since a large outbreak occurred in horses 
in 1991 in Wayne and Holmes counties. The disease is caused by a virus that can infect 
birds, horses and humans, the department reported, and is transmitted by mosquitoes. 
Source: http://www.thenews-
messenger.com/article/20101001/NEWS01/10010311/Horse-dies-of-mosquito-
transmitted-disease 

30. October 1, Associated Press – (New York) Manhattan firm recalling tainted 
soybean sprouts. A New York City, New York firm is recalling packages of soybean 
sprouts after routine sampling by state inspectors detected the presence of listeria. The 
New York State agriculture commissioner September 30 said the recalled soybean 
sprouts were sold only by Essex Farm Inc. located inside the Essex Street Market at 
120 Essex St. He said the sprouts were marketed on random weight plastic foam trays 
overwrapped with clear plastic and were not coded. They were sold only at the 
Manhattan location. Customers who purchased the soybean sprouts from Essex Farm 
are urged to return them to the market or to discard them. 
Source: http://www.cnbc.com/id/39451647 

31. September 30, WCCO 4 Minneapolis – (Minnesota) Charges: Man threatened to 
blow up Dairy Queen. A 27-year-old man has been charged with terroristic threats and 
robbery after police said he used a bomb threat to rob a Dairy Queen September 20 in 
Rosemount, Minnesota. According to the criminal complaint, the suspect, who is 
homeless, allegedly entered the Dairy Queen on Canada Avenue and told employees he 
was going to blow up the place if he was not given money. Also, he allegedly told the 
employees that he was being forced to rob the business and that they should not call 
police until 3 minutes after he left. Rosemount police responded, and later located the 
suspect and a 23-year-old woman. They were taken into custody and separated. The 
pair told police that unknown individuals jumped into their car, threatened them with 
knives and guns and ordered them to commit the robbery, according to the complaint. 
Later, after more detailed interviews, police said their stories began to conflict. The 
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suspect was charged with one felony count of first-degree aggravated robbery and one 
felony count of terroristic threats. If convicted, he faces up to 20 years in prison on the 
robbery charge, and 5 years in prison on the threats charge. 
Source: http://wcco.com/crime/dairy.queen.robbery.2.1940667.html 

For another story, see item 6  
 
[Return to top]  

Water Sector 

32. October 1, News 14 Carolina – (North Carolina) Days of heavy rain could hurt 
quality of drinking water. North Carolina health officials said that excessive rain 
during the week of September 27 could cause problems for drinking water. There is an 
increased risk of contamination due to flooding at wells and treatment plants and 
pressure losses from broken lines and power outages. Officials advise residents to use 
bottled water for drinking, and cooking or boil the water if they lose power. 
Source: http://charlotte.news14.com/content/local_news/coastal/630986/days-of-heavy-
rain-could-hurt-quality-of-drinking-water 

33. September 29, Boulder Daily Camera – (Colorado) Dry-cleaning chemical in 
downtown Boulder groundwater 460 times state limit. Toxic chemicals in the 
groundwater near the site of a former Boulder, Colorado, dry-cleaner are more 
widespread than city officials have been made aware of, with the level of one 
contaminant recently measuring 460 times the limit set by the state health department. 
The city of Boulder is beginning to test groundwater on city-owned property in the area 
of 13th Street and Canyon Boulevard, after being alerted in mid-2009 that nearby 
groundwater contained naphthalene and benzene. Experts believe the chemicals, which 
are common but potentially dangerous industrial agents, came from a coal gasification 
plant that operated in the area during the early 1900s. To find out for sure where the 
toxins came from, and how widespread they are, the city and Xcel Energy have 
commissioned a joint $30,000 study. But a report provided by the Colorado 
Department of Public Health and Environment shows the area where the chemicals 
were first detected also contains high levels of perchloroethylene, or PCE, a 
contamination associated with spills from dry-cleaners. The owner of the property, said 
he’s been working closely with state officials ever since that report and that he has 
spent a “significant” amount of money to clean the spill. But records show the levels of 
PCE near the building remain exceedingly high, despite six years of remediation work.  
Source: http://www.dailycamera.com/boulder-county-news/ci_16209691 

For another story, see item 9  
 
[Return to top]  

Public Health and Healthcare Sector 
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34. October 1, Omaha World-Herald – (Nebraska) Shooting tests hospital 
security. Hospitals are wide-open places featuring life-and-death drama and intense 
emotion, and in rare instances those factors lead to violence. A man was killed 
September 29 at Creighton University Medical Center in Omaha, Nebraska after he 
fired a handgun at police officers in the hospital. He was fatally wounded by return fire. 
Although he may have intended to target his mother-in-law, who works at the Boys 
Town National Research Hospital adjacent to the medical center, the incident raises 
security questions about hospitals, and trauma centers in particular. Trauma centers are 
formally designated to treat gunshot victims, auto-wreck victims and others suffering 
severe injuries. The Creighton hospital and the Nebraska Medical Center are Omaha’s 
trauma centers, and BryanLGH Medical Center West is Lincoln’s. 
Source: http://www.omaha.com/article/20101001/NEWS97/710019871/0 

[Return to top]  

Government Facilities Sector 

35. October 1, Cincinnati Enquirer – (Ohio) Daycare threats under investigation in 
Ohio. Two federal agencies — the FBI and the U.S. Postal Service — are investigating 
threatening letters that have been sent to at least two KinderCare facilities in Ohio. A 
spokesman for the Cincinnati office of the FBI confirmed an investigation October 1, 
but divulged no specifics about the alleged threats, including which daycares are 
involved or the total number. “We don’t see an imminent threat as a result of the 
letters,” the spokesman said. Various media reports place it at three — two in Butler 
County and one in Montgomery County near Dayton. On September 10, Fairfield 
Township police said security was heightened at the Morris Road KinderCare facility 
after it received a threatening letter written by a person who “felt that everyone at 
Kinder Care should die in a 9/11-style attack.” On September 30, KinderCare Learning 
Center at 1250 Elliott Dr. in Middletown told at least two media outlets it received a 
similar letter. Middletown police said October 1 they had no information about such an 
incident. 
Source: 
http://news.cincinnati.com/article/20101001/NEWS010701/310010005/Daycares-get-
terror-threats 

36. September 30, Aviation Week – (Florida) Lightning strikes near shuttle launch 
pad. Engineers at the Kennedy Space Center in Merritt Island, Florida plan to meet 
September 29 to evaluate data collected after five lightning strikes hit within 5 miles of 
the space shuttle launch pad. Preliminary sensor readings indicate no damage to Launch 
Pad 39A or shuttle Discovery, which is at the pad in preparation for its last flight. 
Liftoff is targeted for November 1. A tropical depression that brought heavy rain and 
wind to the Kennedy Space Center was expected to pass offshore, forecasters with the 
45th Space Wing said in a NASA status report. “The center remains open and 
Discovery will remain on its launch pad,” the report said. Leak checks of the quick 
disconnects on Discovery’s auxiliary power units were under way. 
Source: 
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http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=space&id=news/
asd/2010/09/30/11.xml&headline=Lightning Strikes Near Shuttle Launch Pad 

37. September 30, WFED 1500 AM Washington D.C. – (National) GSA puts cyber focus 
on control systems. The General Services Administration (GSA) will mandate better 
cybersecurity for control systems in buildings owned by the Public Building Service 
(PBS). More than 1,500 facilities across the country will have to take specific steps to 
better protect an assortment of systems connected to the Internet or require connectivity 
that manage the buildings critical functions from air conditioning to power supply. A 
draft memo obtained by Federal News Radio lays out the nine steps GSA is requiring. 
“This is intended to be a high level policy statement that ‘stops the bleeding’ regarding 
installing building system networks that do not meet GSA IT/security requirements,” 
the draft policy states. “This issuance establishes PBS policy to meet federal and GSA 
information security policies and standards for the integration of network based 
building systems to achieve a consistent agency-wide approach. This policy clarifies 
the roles and responsibilities of the various PBS Offices and simplifies the integration 
of information technology into PBS-owned building information or control systems.” 
The policy is effective October 1. 
Source: http://www.federalnewsradio.com/index.php?nid=35&sid=2066346 

38. September 29, Gainesville Sun – (Florida) Almost 300 ex-UF students’ info exposed 
from computer science class website. The University of Florida (UF) has experienced 
a privacy breach involving the Social Security numbers of nearly 300 former students. 
UF announced September 29 that the students’ names, addresses, and Social Security 
numbers were found on a Web-accessible archive of computer science class 
information created by a faculty member in 2003. The Web site was discovered last 
month and removed immediately from the server, according to UF. It is not known 
whether the information was accessed or used. UF used Social Security numbers as 
identification numbers until the practice was ended in 2003. Letters were mailed to 239 
of the former students, but contact information was not available for 54 additional 
students. 
Source: http://www.gainesville.com/article/20100929/ARTICLES/100929452/-
1/entertainment?Title=Almost-300-ex-UF-students-info-exposed 

39. September 29, Nextgov – (National) IRS fails to assign employees security roles and 
responsibilities, audit finds. The Internal Revenue Service (IRS) has not informed 
information technology employees what their responsibilities are for securing taxpayer 
data, according to a report a Treasury Department Inspector General released 
September 27. The audit reviewed steps the IRS established to address a lack of defined 
security roles and tasks, and found the agency failed to implement most of the 
corrective actions. Agency officials believed they had executed their plan properly, but 
the inspector general called that conclusion premature, and said the IRS has yet to 
correct material weaknesses. The deficiencies included a lack of day-to-day IT security 
procedures and metrics for evaluating compliance with IT security requirements. “Until 
the IRS has documented and reviewed security role-related, day-to-day procedures and 
guidelines in existence within its business units, it cannot ensure all employees 
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performing in security roles are complying with their security-related responsibilities 
consistent with IRS policy,” wrote the deputy inspector general for audit in the Office 
of the Treasury Inspector General for Tax Administration. He sent the report to the IRS 
chief technology officer on August 26. 
Source: http://www.nextgov.com/nextgov/ng_20100929_5218.php 

[Return to top]  

Emergency Services Sector 

40. September 30, Los Angeles Times – (California) Times launching database that 
maps, analyzes crime reports across L.A. County. Using daily reports from the Los 
Angeles Police Department (LAPD) and L.A. County Sheriff’s Department (LACSD), 
the Los Angeles Times is providing a comprehensive stream of data on serious crimes, 
tracking trends and offering alerts at the neighborhood level. These crime hot spots 
were culled from a new database and crime-mapping program built by the Times that 
contains information on all serious crimes recorded by the LAPD and the LACSD. 
Both agencies, like many other police departments throughout the country, have long 
used computer mapping programs internally to detect crime patterns, develop strategies 
and determine how to deploy officers. In recent years they have been experimenting 
with ways to make crime data available to the general public in bulk, electronic form 
— often hiring outside companies to build online crime maps or, in some cases, posting 
raw crime data online that can be downloaded. In some ways, providing the public with 
large amounts of crime data jibes with community policing — a driving philosophy in 
law enforcement circles based on the idea that community involvement can assist 
police in fighting crime. But when any type of data is made public, law enforcement 
and technology experts say, there is some potential for misinterpretation. 
Source: http://articles.latimes.com/2010/sep/30/local/la-me-crime-data-20100930 

41. September 29, KWTV 9 Oklahoma City – (Oklahoma) Man arrested for shooting 
Oklahoma City police helicopter. Tips from Crime Stoppers helped Oklahoma City, 
Oklahoma officers recently arrest a man suspected of shooting at the Air One Police 
Helicopter. Police noticed a bullet hole in Air One June 28 during a preflight 
inspection. They believed the aircraft was shot the night before during its routine patrol. 
Pilots said they did not notice the shot during their flight. A tip from the Crime 
Stoppers hotline led police to an 18-year-old suspect. Police believed he was the person 
who shot at Air One. He faced charges of assault with a deadly weapon and possession 
of a firearm in committing a felony. The suspect has been booked into the Oklahoma 
County Jail. 
Source: http://www.news9.com/Global/story.asp?S=13238878 

For another story, see item 47  
 
[Return to top]  

Information Technology Sector 
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42. October 1, Softpedia – (International) Adobe to ship critical security updates for 
Reader next Tuesday. Adobe announced October 5 as a definitive release date for its 
upcoming Adobe Reader and Acrobat quarterly security updates, which will address 
two zero-day vulnerabilities. On September 8, Adobe confirmed that a critical arbitrary 
code execution exists in the latest versions of Adobe Reader and Acrobat, after 
discovering it in the wild. Identified as CVE-2010-2883, the flaw was exploited in 
active attacks that infected users with malware by tricking them into opening 
maliciously crafted PDF documents. “The updates [expected on Tuesday] will address 
critical security issues in the products, including CVE-2010-2883 referenced in 
Security Advisory APSA10-02 and CVE-2010-2884 referenced in the Adobe Flash 
Player Security Bulletin APSB10-22,” the company said in a prenotification posted on 
the Adobe Product Security Incident Response Team blog. 
Source: http://news.softpedia.com/news/Adobe-to-Ship-Critical-Security-Updates-for-
Reader-Next-Tuesday-159022.shtml 

43. October 1, PC Advisor UK – (International) Trojans made up 55% of all malware in 
Q3. More than half (55 percent) of all new malware identified in Q3 of this year were 
Trojan viruses, said PandaLabs. The research arm of Panda Security said most of these 
were banker trojans designed to trick Web users into navigating to fake financial sites 
so cybercriminals can steal log-in details and passwords. The use of e-mail in 
distributing malware, once the most favored method, has declined. Instead, 
cybercriminals are resorting to social-media-related infections, including clickjacking 
attacks on social networks such as Facebook, and poisoned search results. Panda also 
said 95 percent of all e-mail received during Q3 was spam, and 50 percent of this was 
sent from just 10 countries, which included India, Brazil, and Russia. For the first time, 
the United Kingdom has fallen out of the list of the world’s biggest spam-producing 
countries. The security firm also said over the past 3 months it has seen a number of 
attacks on Google Android phones, which could be the beginning of a wave of threats 
targeting smartphones. 
Source: http://www.networkworld.com/news/2010/100110-trojans-made-up-55-
of.html?hpg1=bn 

44. September 30, Agence France-Presse – (International) Stuxnet ‘cyber superweapon’ 
moves to China. The Stuxnet computer worm has wreaked havoc in China, infecting 
millions of computers around the country, state media reported the week of September 
27. “This malware is specially designed to sabotage plants and damage industrial 
systems, instead of stealing personal data,” an engineer at antivirus service provider 
Rising International Software told the Global Times. “Once Stuxnet successfully 
penetrates factory computers in China, those industries may collapse, which would 
damage China’s national security,” he added. Another unnamed expert at Rising 
International said the attacks had so far infected more than 6 million individual 
accounts and nearly 1,000 corporate accounts around the country, the official Xinhua 
news agency reported. “So far we don’t see any severe damage done by the virus,” an 
analyst with the China Information Technology Security Evaluation Center was quoted 
in the Global Times. The week of September 20, the director of the National 
Cybersecurity and Communications Integration Center told reporters in Washington 
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D.C that the country was analyzing the computer worm but did not know who was 
behind it or its purpose. 
Source: 
http://www.google.com/hostednews/afp/article/ALeqM5iFRHUmI2w6HaAFZq-
wUNre813wcA?docId=CNG.f6fba55ad8f5e329c0c25bad9aa7b8d3.651 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

45. October 1, Eugene Register-Guard – (Oregon) Truck hits cables, causes Comcast 
outage. Comcast employees worked into the darkness September 30 to repair as many 
as five fiber-optic cables damaged after a Eugene, Oregon dump truck with its bed 
raised pulled out of the St. Thomas Episcopal Church parking lot at 1465 Coburg Road 
around 2 p.m., resulting in the disruption of telephone, cable television and Internet 
service to residences and businesses. The truck’s raised bed severed some overhead 
cables. Customers in the Coburg Road, Ferry Street Bridge and University of Oregon 
areas were affected, the Comcast vice president for external affairs said. The exact 
number of customers affected was not immediately known, she said. The disruption 
kept some viewers from watching the lone televised debate between gubernatorial 
candidates. Some customers had service restored by 8 p.m., but others were without it 
at 8:30 p.m. 
Source: http://www.registerguard.com/csp/cms/sites/web/updates/25354897-55/truck-
cables-comcast-customers-coburg.csp 

46. October 1, Lincoln Courier – (Illinois) Hardware glitch bugs Frontier. Land-line 
phone service, cell phone service and even technical support line service for 911 was 
disrupted September 30 throughout numerous counties in central and northwestern 
Illinois after a hardware equipment failure. The general manager for Frontier 
Communications’ eastern Illinois region reported that while the problem appeared to be 
a cut fiber optic cable, further investigation showed that there had been a hardware 
failure in the company’s McLean County office. He said that while a backup system 
should have taken over after the hardware failure, it failed to do so. He added that 
further testing would be done, and more plans would be put in place for the backup 
system to avoid future problems. 
Source: http://www.lincolncourier.com/highlight/x1616319779/Hardware-glitch-bugs-
Frontier 

http://www.google.com/hostednews/afp/article/ALeqM5iFRHUmI2w6HaAFZq-wUNre813wcA?docId=CNG.f6fba55ad8f5e329c0c25bad9aa7b8d3.651�
http://www.google.com/hostednews/afp/article/ALeqM5iFRHUmI2w6HaAFZq-wUNre813wcA?docId=CNG.f6fba55ad8f5e329c0c25bad9aa7b8d3.651�
mailto:sos@us-cert.gov�
http://www.us-cert.gov/�
https://www.it-isac.org/�
http://www.registerguard.com/csp/cms/sites/web/updates/25354897-55/truck-cables-comcast-customers-coburg.csp�
http://www.registerguard.com/csp/cms/sites/web/updates/25354897-55/truck-cables-comcast-customers-coburg.csp�
http://www.lincolncourier.com/highlight/x1616319779/Hardware-glitch-bugs-Frontier�
http://www.lincolncourier.com/highlight/x1616319779/Hardware-glitch-bugs-Frontier�


 - 19 - 

47. October 1, Associated Press – (South Carolina) Prison chief eyes new cell phone 
intercept system. South Carolina’s prison director still wants a system to jam all cell 
phone signals in prison, but said September 30 he is testing a less intrusive technology 
to block signals from phones illegally smuggled to inmates. He spoke at a workshop in 
Washington D.C. hosted by the Federal Communications Commission (FCC) “We 
wouldn’t be here if we weren’t admitting that we needed some help, because the 
phones are going to make it in anyway, and we can’t find them all,” he said. For years, 
the prison director has been pushing regulators for permission to use a radio frequency 
technology that nullifies phone signals before they can reach a cell tower. He and other 
prison directors nationwide complain that smuggled cell phones allow inmates to 
organize criminal activity outside of prison. He has asked the FCC to let him test 
jamming on a pilot basis, submitting a petition signed by 30 states. 
Source: http://abcnews.go.com/Technology/wireStory?id=11774171 

48. September 30, Softpedia – (International) Increase in VoIP attacks prompts expert to 
build specialized blacklist. Overwhelmed by the number of attacks against PBX 
systems at the managed service provider where he works, a security engineer has 
launched a project to gather and and list offending Internet Protocol (IP) addresses 
involved in VoIP abuse. “Throughout the course of the day, I got tired of seeing VoIP-
based brute force attempts that I decided to out companies who sit around and choose 
to do nothing about the attacks coming from their networks,” the initiator of the VoIP 
Abuse Project said. “In an effort to make other companies who have PBX servers 
online aware of the attackers, I will be posting the information of address and 
companies [from] which these attacks are coming from,” he said. The term PBX stands 
for private branch exchange and refers to the multi-line telephone systems used in 
business environments. Attackers hack into such systems to make long-distance calls to 
foreign countries or launch over-the-phone phishing attacks known as vishing. 
According to him, the most common type of attack he sees is brute forcing and comes 
from systems that have already been compromised. 
Source: http://news.softpedia.com/news/Increase-in-VoIP-Attacks-Prompts-Expert-to-
Build-Public-Blacklist-158870.shtml 

49. September 30, Softpedia – (International) Vodafone Web sites riddled with XSS and 
SQL injection vulnerabilities. Nine different Vodafone Web sites are vulnerable to 
cross-site scripting (XSS) vulnerabilities, while the U.K. one is affected by a more 
dangerous SQL injection flaw. XSS weaknesses were found on Vodafone.com, 
Vodafone.com.au, Vodafone.de, Vodafone.es, Vodafone.it , Vodafone.gr , Vodafone.ie 
, Vodafone.ro, Vodafone.com.tr and Vodafone.in by a Romanian security enthusiast, 
who goes by the nickname of d3v1l. D3v1l, who’s track record includes XSS flaws 
found in numerous high profile Web sites like PayPal, Visa, US Bank, VeriSign, 
Mashable, Twitter, Tweetmeme or Symantec, has published details of the Vodafone 
vulnerabilities on his blog. Cross-site scripting attacks can be of multiple types, with 
“persistent” ones being most dangerous, because they result in permanent changes 
made to pages. The XSS bugs on the Vodafone Web sites are of the “reflected” kind, 
which means that attackers can only exploit them by tricking users into visiting 
specially crafted URLs. Nevertheless, they can still be leveraged to enhance phishing 
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and other attacks. Back in November 2009, malware pushers distributed a banking 
trojan to Vodafone UK customers, as an account balance checking tool. 
Source: http://news.softpedia.com/news/Vodafone-Websites-Riddled-with-XSS-and-
SQL-Injection-Vulnerabilities-158692.shtml 
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Commercial Facilities Sector 

50. October 1, Massapequa Patch – (New York) Suspicious package scare on Park 
Boulevard. The Park Boulevard business district in Massapequa Park, New York, had 
to be evacuated for more than 2 hours September 30 after somebody left a suitcase 
unattended in front of a Subway sandwich shop. The owner of the Subway said he 
noticed the suitcase outside during the afternoon, but did not think anything of it until a 
customer suggested they check it at around 8:30 p.m. “He opened the zipper a little, 
and he saw an ID tag and some small parts,” he said. “I told him, ‘Don’t touch it, it 
could be dangerous.’ “ He called police who immediately evacuated dozens of people 
from the shops and restaurants in the area. The Nassau County police bomb squad was 
summoned and determined the suitcase was harmless and only contained someone’s 
personal belongings, police said. Park Boulevard was closed between Sunrise Highway 
to Clark Boulevard for about 2 hours. 
Source: http://massapequa.patch.com/articles/suspicious-package-scare-on-park-
boulevard 

51. September 30, WAFF 48 Huntsville – (Alabama) 2 people arrested after meth bust at 
motel in Lawrence Co. Lawrence County, Alabama Drug Task Force agents arrested 
two people after police discovered an active meth lab, marijuana, finished 
methamphetamine and several items used to consume narcotics inside their motel room 
at the Days Inn in Moulton, Alabama. The arrests come after a month-long 
investigation into possible illegal drug activity. Agents said they immediately detected 
the odor of an active meth lab when they approached the room, and when they entered 
the room they found one of the individuals inside the bathroom holding an active one-
pot-cook style meth lab. The Moulton Fire Department was also called to the scene to 
help assist in ventilating the area. 
Source: http://www.waff.com/Global/story.asp?S=13247411 
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National Monuments and Icons Sector 

52. October 1, Los Angeles Times – (California) Pot farmers find L.A.’s mountains and 
canyons to their liking. The Santa Monica Mountains and other rugged terrain across 
the region in California have become fertile ground for illegal marijuana growers, with 
authorities reporting a major uptick in the discovery and eradication of pot-growing 
farms. In the last year, park rangers and Los Angeles and Ventura County sheriff’s 
deputies have confiscated about 42,000 marijuana plants — worth $130 million — in 
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areas under the jurisdiction of the Santa Monica Mountains National Recreation Area 
or the Mountains Recreation and Conservation Authority, said the chief operations 
officer for the authority. The haul is a nearly threefold increase over last year, which 
marked the first year of an aggressive and sustained effort by park rangers, the U.S. 
Forest Service and the sheriff’s departments to eradicate the marijuana plantations, he 
said. Officials said the farms damage the environment and present a public-safety threat 
because of fires and possible harm to park visitors who unwittingly stumble on them. 
The installations can ruin soil and vegetation and disturb wildlife in remote areas that 
are home to animals such as bobcats and mountain lions. The cost of cleanup, which 
can top $10,000 per plantation, takes money away from worthwhile scientific projects 
that protect the fragile ecosystems, officials said. 
Source: http://www.latimes.com/news/local/la-me-pot-malibu-
20101001,0,5276109.story 

[Return to top]  

Dams Sector 

53. October 1, BBC News – (International) Metal thieves damage Bishop Auckland flood 
defence. Thieves hunting for scrap metal have been blamed for damaging a County 
Durham, England, flood defense. The Environment Agency’s 8.8 million pound Spring 
Gardens dam protects 660 properties in Bishop Auckland from flooding from the River 
Gaunless. It said metal hinges and catches from the gate of the dam had been removed 
with the cost of the damage put at 3,000 pounds. It is urging people to be vigilant and 
report any dam damage. The agency operations delivery team leader said, “I’m shocked 
that people would put others in danger to steal hinges which are probably just sold as 
scrap.” He said metal thieves had targeted the dam before by stealing stainless steel 
beams, used to regulate the flow of water upstream. The agency is trying to find new 
parts to carry out the repairs as soon as possible. 
Source: http://www.bbc.co.uk/news/uk-england-11442385 

54. October 1, WTTG 5 Washington, D.C. – (District of Columbia; Maryland; Virginia) 
Rain clears Friday after flooding roads, knocking out power. The rain cleared 
October 1, a day after knocking out power and flooding areas in the District of 
Columbia, Maryland, and Virginia. Flooding damage was evident the morning of 
October 1 as water levels in some area, like at the Saint Mary’s Lake Dam, rose 
overnight. At one point the water was only about 4 feet away from triggering 
evacuations in the area. The Saint Mary’s public safety director said the situation has 
stabilized with the dam only rising 1 inch an hour in the most recent readings. High 
water also closed Brown’s Mill road in Vienna, Virginia after water levels rose to over 
1 foot. 
Source: http://www.myfoxdc.com/dpp/weather/flooding-rain-continue-friday-100110 

55. September 30, Albany Democratic Herald – (Oregon) Corps warns of flood 
risk. There are nine major dams in the Willamette Basin upstream of Albany, Oregon, 
and for the next several years, their capacity to control flooding will be diminished. The 
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U.S. Army Corps of Engineers has found a design flaw in the spillway gates of those 
dams and has launched a program to fix 38 of them. But while work was finished at 
Foster Dam last year and has started at Dexter, completing the project will take years 
and an estimated $200 million, said the operations manager for the Corps’ Willamette 
Valley Project. At Green Peter, repairs on the gates are set for this fall. Until they are 
fixed, dam operators want to operate the spillway gates as little as possible, so they are 
not planning to fill the reservoirs as high as they normally would. This means the Corps 
is losing about 15 percent of its storage capacity. The problem affects 11 of the 13 
dams in the basin. The operations manager does not expect a disaster, but he wants the 
valley prepared for the remote possibility of more than usual flooding if certain 
conditions come together, as they did in the winter of 1996, when lots of rain came at 
the same time as a big thaw. Leaders from the Corps’ Portland headquarters, came to 
Albany September 29. They said plans call for practice drills with county emergency 
service managers. The drills will cover filling sandbags, making emergency kits and 
residents becoming aware where they live in relation to potential floodways. The 
Willamette Basin dams range in age from 40 to 70 years. It is with the arms that hold 
the gates and the trunnions, the pivots on which the arms turn. If they turn unequally, 
the arms can buckle and fail, as happened in 1995 at Folsom Dam upstream of 
Sacramento. Nearly 40 percent of Folsom Lake drained before the spillway gate could 
be repaired. 
Source: http://www.democratherald.com/news/local/article_5745b65e-ccd2-11df-9fc3-
001cc4c03286.html 

56. September 30, KEYC 12 Mankato – (Minnesota) Sinkhole created at Blue Earth 
River Levee. Floodwaters are taking a toll on the Blue Earth River levee near South 
Bend Township, in Minnesota, causing a sinkhole. A Minnesota Department of 
Transportation (MNDOT) engineer believes a failure in the water handling system is 
sucking soil into the pipe. That is causing the sinkhole. He said the first thought was to 
fill a few loads of dirt until the water went down. About 150 truckloads later, the Army 
Corps of Engineers came to town to discuss what needs to be done. Whatever the fix, it 
will be expensive. The MNDOT engineer said they will seek funding from the state 
legislature if the governor calls a special session. Other potential funding sources 
include FEMA, and the Corps of Engineers. He said the project will have to be 
completed before the freeze to prevent further problems next spring. 
Source: http://www.keyc.com/node/42377 

57. September 30, AllAfrica.com – (International) Dam-induced flood kills six in 
Niger. Flood caused by dam overflow has within the past few days, led to the death of 
six persons while property worth millions of naira have been lost in Muregi, Mokwa 
Local Government Area of Niger State in Africa. The affected area, which has 
witnessed dam related floods over the years, was overrun by water that submerged 
farmlands and homes, destroyed food crops, and killed several domestic animals. The 
state deputy governor, confirming the death toll, told journalists in Minna that at least 
five villages were affected. He said government had intervened in the issue, adding that 
discussion was already on with the traditional rulers to evacuate the communities under 
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threat. 
Source: http://allafrica.com/stories/201009300593.html 

58. September 29, Madison Capital Times – (Wisconsin) Portage levee in ‘relatively good 
shape,’ DNR says. The 14-mile-long sand levee protecting parts of Portage, Wisconsin 
from the Wisconsin River held up to record flooding, and appears to be coming out of 
the flooding in “relatively good shape,” according to the Wisconsin Department of 
Natural Resources (DNR). Crews inspected the levee September 29. “We are not 
completely out of the woods yet, but it appears that the levee is holding up, even 
though it’s saturated with water and will take some time to dry,” a DNR spokesman 
said. Water levels are dropping at about 1 inch an hour, down to 18.7 feet at 8 a.m. 
September 29. The high water mark was a record 20.6 feet September 27. Sandbags put 
around water bubbling through the levee in 10 different spots were inspected, and only 
four were letting a small amount of water through. The levee, known as the Portage 
levee but officially named the Caledonia-Lewiston levee, will be inspected by DNR 
officials for the next week. The DNR property supervisor said dam safety engineers 
will come in to assess the structure’s integrity. The levee was built in the 1890s. 
Source: http://host.madison.com/ct/news/local/article_26150ebc-cbe8-11df-98fb-
001cc4c03286.html 

For another story, see item 24  
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