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Top Stories
• According to the Wall Street Journal, more than 60 people have been charged in an alleged 

global scheme to use computer viruses to steal at least $3 million from U.S. bank accounts. 
(See item 9) 

• Threats of a possible “Mumbai-style” terror attack on Western interests in Europe are 
considered “credible” and U.S. officials are not ruling out the possibility that the plot could 
extend to the United States, a senior U.S. counterterrorism official told NBC News. One 
coalition official with access to intelligence reporting suggested possible attacks on hotels
or other public gathering spots. (See item 45) 
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Energy Sector

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. September 30, Associated Press – (Virginia; North Carolina) Heavy rain pounds 
much of Va., closing roads and knocking out power. Much of Virginia remains 
under flash flood warnings September 30 after a storm dumped up to 7 inches of rain, 
closing roads and knocking out power for thousands of residents. A Virginia 
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Department of Transportation spokesman said 60 secondary roads and portions of six 
primary highways were closed because of high water the morning of September 30. 
The affected area stretches from the Roanoke Valley to Hampton Roads. Some creek 
flooding was reported, but a state department of emergency management spokesman 
said there are no reports of injuries or damage. More than 8,000 Dominion customers 
were without electric service in Virginia and North Carolina. The National Weather 
Service reported rainfall totals of 2 to 5 inches in several localities, with more than 7 
inches at two locations in Henry County. 
Source: http://www.wdbj7.com/sns-ap-va--severeweather-va,0,5375106.story 

2. September 29, WALB 10 Albany – (Georgia) Investigation into fatal gas explosion 
underway. Some people who live near the site of a gas explosion that killed a Cairo, 
Georgia utility worker are still frightened. A leaking gas line in a residential area 
erupted into flames September 28. The state public service commission now said it 
could be months before investigators figured out what triggered the deadly blast. “It’s 
not common,” said a spokesman for the Georgia Public Service Commission (GPSC). 
“As far as pipelines, it’s very unusual that we have an incident like this,” he said. “I 
think the last explosion we had was in north Georgia back in the spring. But that was 
found to be an act of deliberate arson.” The GPSC, which is in charge of regulating 
pipeline safety, is investigating the accident. 
Source: http://www.walb.com/Global/story.asp?S=13240320 

3. September 29, Platts – (California) NTSB official details pressure spike before 
California PG&E blast. In its probe of a fatal explosion on a Pacific Gas & Electric 
pipeline in San Bruno, California, the National Transportation Safety Board (NTSB) is 
taking a look at data that indicated a pressure spike on the utility’s system just prior to 
the rupture, an agency official said September 28. In testimony before a Senate 
subcommittee hearing, the NTSB vice chairman said that about the time of the 
explosion of Line 132, around 6:11 p.m. September 9, the utility’s main control center 
in San Francisco observed a pressure spike at the Martin station a few miles 
downstream. The “Hi-Hi” pressure alarm indicated 386 pounds per square inch (psig), 
while Line 132’s normal operating pressure is 375 psig. At 6:15 p.m., a “Lo” pressure 
alarm went off, indicating 186 psig, followed in the same minute by a “Lo-Lo” alarm 
indicating 144 psig, the vice chairman said. The agency said PG&E dispatched a crew 
at 6:45 p.m. to the site. The upstream valve was closed at 7:30 p.m. and the 
downstream valve was closed at 7:40 p.m. Both valves are manually operated. The 
rupture and resulting fire killed 8 people, injured more than 50 and destroyed 37 
homes. NTSB said it expects a final report to be issued in 12 months, but noted it will 
issue interim safety recommendations if it finds a systemic problem that requires 
immediate attention. 
Source: 
http://www.platts.com/RSSFeedDetailedNews/RSSFeed/HeadlineNews/ElectricPower/
6481077/ 

For more stories, see items 25 and 54  
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[Return to top]  

Chemical Industry Sector 
 
Nothing to report 
 
See item 23  

 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

4. September 27, KFVS 12 Cape Girardeau – (Illinois) Judge rules against locked out 
Honeywell workers. Nearly 90 days into the lockout at the Honeywell Specialty 
Materials plant in Metropolis, Illinois, the argument between the two sides has ended 
up in a judge’s lap. On September 24, the lawyers for Honeywell International filed a 
complaint with the First Judicial Circuit Court, claiming that the actions by the locked 
out workers of USW Local 7-699 are endangering the safety of workers and visitors at 
the plant, which converts uranium into products for nuclear plants, electric utilities, and 
for stain and water resistance. The judge ruled in favor of Honeywell, granting the 
company a restraining order against the locked out workers. A letter sent to the union’s 
representative stated that the picketing workers were using mirrors to flash blinding 
sunlight into drivers eyes leaving the facility, were damaging vehicles by throwing 
rocks at them, and were obstructing the entrances with lawn chairs and barbeque grills. 
Some of the picketing workers September 25 said they knew nothing about the use of 
mirrors. 
Source: http://www.kfvs12.com/Global/story.asp?S=13218222 

[Return to top]  

Critical Manufacturing Sector 

5. September 30, WPXI 11 Pittsburgh – (Pennsylvania) Firefighters bring in special 
equipment to fight steel plant fire. Firefighters had to bring in a special ventilation 
truck to clear smoke from a fire at a steel galvanization plant in Turtle Creek, 
Pennsylvania. The fire started at about 8:30 p.m. September 29 at the Nex-Tech plant in 
the Keystone Commons Industrial Park on Braddock Avenue. At least three fire 
departments were called to the scene, including one with the special truck. No injuries 
were reported. The cause of the fire has not yet been determined. 
Source: http://www.wpxi.com/news/25221442/detail.html 

6. September 29, WREX 13 Rockford – (Illinois) Violations found at Oregon business 
that caught fire. The U.S. Department of Labor (DOL) has finished its investigation 
into a fire at an Oregon, Illinois business that critically injured an employee. The fire 
sparked inside a dust collector in February at HA International, a foundry supply 
company. An employee is still recovering from serious burns and other injuries 
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suffered in the fire. The DOL wrapped up its investigation earlier this month and filed 
five citations against the company for Occupational Safety and Health Administration 
(OSHA) violations. OSHA cited HA for not: having a documented procedure for 
potentially hazardous energy; providing lockout and tagout procedures for employees 
working on electrical equipment; conducting periodic inspections of energy control 
procedures; providing proper training to employees working with electrical control 
equipment; making sure each container of hazardous materials was labeled with 
appropriate warnings. 
Source: http://www.wrex.com/Global/story.asp?S=13239618 

[Return to top]  

Defense Industrial Base Sector 

7. September 29, Naval Air Systems Command – (National) AH-1Z helicopters found 
operationally effective and suitable. The U.S. Marine Corps’ newest attack 
helicopter, the AH-1Z Cobra has successfully completed its Operational Evaluation 
(OPEVAL). On September 24, NAVAIR’s H-1 Upgrades program office received 
official notification from the Navy’s Commander Operational Test and Evaluation 
Force that its AH-1Z helicopters were found to be “operationally effective and 
suitable” and were recommended for fleet introduction. A total of 189 new and 
remanufactured AH-1Z helicopters are anticipated, with deliveries expected to be 
complete by the end of 2021. The AH-1Z Cobra helicopters are part of the U.S. Marine 
Corps H-1 Upgrade Program. The program’s goal is to replace AH-1W helicopters with 
new and remanufactured AH-1Zs, which provide significantly greater performance, 
supportability and growth potential over their predecessors. The evaluation report noted 
the AH-1Z fire control and additional weapons delivery modes allowed for improved 
weapons delivery accuracy, reduced pilot workload, and enhanced employment 
flexibility compared with the AH-1W. 
Source: 
http://www.navair.navy.mil/press_releases/index.cfm?fuseaction=home.view&Press_re
lease_id=4413&site_id=23 

8. September 28, Nextgov – (National) White House boosts effort to keep fake products 
out of procurement. The White House has created an interagency working group to 
stop counterfeit goods from entering the supply chains that support Defense 
Department weapons systems and private sector electronic goods, the nation’s first 
intellectual property czar said September 28. This summer, the White House issued a 
joint strategic plan to combat Internet Protocol theft that called for establishing a 
government-wide working group to study how to reduce the risk of agencies procuring 
counterfeit parts. The framework stated the task force should include representatives 
from the National Security Council, Defense, NASA, General Services Administration, 
Commerce Department, Small Business Administration and Homeland Security 
Department. A January 2010 Commerce survey found that nearly 40 percent of entities 
across the procurement supply chain discovered counterfeit electronics between 2005 
and 2008. The semiconductor industry has aired concerns that counterfeit chips 
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mislabeled as military-grade can lead to fatal malfunction in military and aerospace 
parts, according to the White House strategic plan. 
Source: http://www.nextgov.com/nextgov/ng_20100928_9808.php 

[Return to top]  

Banking and Finance Sector 

9. September 30, Wall Street Journal – (International) More than 60 charged in cyber 
scheme. More than 60 people have been charged in an alleged global scheme to use 
computer viruses to steal at least $3 million from U.S. bank accounts. The U.S. 
investigation is related to the arrest of 19 people in London September 28, in a probe 
into an international cybercrime group that allegedly stole at least $9.5 million from 
U.K. banks, a person familiar with the investigation said September 30. According to 
U.S. court documents, computer hackers in Eastern Europe used the Zeus Trojan to 
access bank accounts of small- and mid-size businesses and municipal entities in the 
United States. The charges in New York include conspiracies to commit bank fraud, 
possess false identification documents, commit wire fraud, commit money laundering, 
and make false use of a passport. Persons named in criminal complaints in federal court 
in Manhattan include citizens of Russia and Moldova. Nine people have been arrested 
in the New York area, while one person has been taken into custody elsewhere in the 
United States, the FBI’s New York office confirmed September 30. Many of those 
arrested in the New York area are money mules who are used to funnel money to the 
cybercrime group. 
Source: 
http://online.wsj.com/article/SB10001424052748704483004575523811617488380.htm
l?mod=googlenews_wsj 

10. September 30, The Register – (International) PayPal plugs mobile site phishing 
risk. PayPal has fixed a cross-site scripting problem on its mobile payments site that, 
left unaddressed, had the potential for misuse in phishing attacks. The vulnerability, 
discovered by hacking and security site Security-Shell, also created a possible 
mechanism for hackers to redirect surfers from mobile.paypal.com onto untrusted sites. 
In a statement issued September 29, PayPal said it had plugged the Web site 
vulnerability. 
Source: http://www.channelregister.co.uk/2010/09/30/paypal_mobile_xss_plugged/ 

11. September 30, Associated Press – (International) Failed bank heist in Baghdad leaves 
3 dead. A gang using bombs and automatic weapons tried to storm a bank in 
southwestern Baghdad in Iraq, in a failed robbery September 30 that officials said left 
three people dead, including two policemen. Police said the assault began with four 
bombs exploding near the state-run Al-Rafidain bank. In the ensuing gunbattle, two 
policemen and a bystander were shot dead. Two of the robbers were captured. Police 
and hospital officials said a total of six people were wounded, including three 
policemen. An Iraqi military spokesman said it was unclear whether the gang had 
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political links or was purely criminal. 
Source: http://news.yahoo.com/s/ap/20100930/ap_on_re_mi_ea/ml_iraq 

12. September 30, Washington Post – (National) J.P. Morgan will halt foreclosures. J.P. 
Morgan Chase announced September 29 that it will freeze foreclosures in about half the 
country because of flawed paperwork, a move that Wall Street analysts said will 
pressure the rest of the industry to follow suit. The bank’s decision will affect 56,000 
borrowers in 23 states where allegations of forged documents and signatures and other 
similar problems are being used to try to overturn court-ordered evictions. Yet the 
impact may be much broader, given J.P. Morgan’s stature in the industry. If other 
banks adopt the same approach, the foreclosure process in many parts of the country 
will grind to a halt. Officials at Fitch Ratings, a credit-rating firm that measures the 
health of companies, said the “defects” found in foreclosure documents at J.P. Morgan 
are industry-wide. Underscoring that concern, Fitch said it is considering whether to 
lower the grades it gives to the mortgage servicing divisions of the nation’s largest 
lenders. The paperwork problems at J.P. Morgan mirror those uncovered the week of 
September 20 at Ally Financial. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/09/29/AR2010092907798.html 

13. September 29, KGBT 4 Harlingen – (Texas; International) 14 arrested for smuggling 
$3.1 million aboard Mexico-bound bus. Fourteen passengers from a tour bus bound 
for Mexico are facing federal charges after being arrested at an international bridge 
under cash smuggling charges. All were charged with “knowingly conspiring to evade 
currency transaction reporting requirements of $3.1 million in U.S. currency concealed 
in luggage” said a U.S. Attorney. Seven passengers were U.S. citizens, and the other 
seven were Mexican nationals. All were arrested September 26 at the Hidalgo-Reynosa 
International Bridge. Authorities reported that an intensive inspection of the tour bus 
resulted in the discovery of 17 pieces of luggage — each containing hundreds of 
thousands of dollars in U.S. currency. The cash was found wrapped in deflated air 
mattresses. This was the largest currency seizure by Customs and Border Protection 
(CBP) in Fiscal Year 2010, according to the CBP Commissioner. 
Source: http://www.valleycentral.com/news/story.aspx?id=518690 

14. September 28, Federal Bureau of Investigation – (Pennsylvania) Mortgage broker 
and loan officer charged in fraud scheme. An indictment was filed September 28 in 
Philadelphia, Pennsylvania against a mortgage broker, loan officer, and an associate for 
engaging in schemes to defraud Wilmington Trust Federal Savings Bank and Malvern 
Federal Savings Bank involving properties valued at more than $35.5 million, a U.S. 
Attorney announced. The broker intentionally misrepresented material facts to 
Wilmington Trust about borrowers’ income and assets, the potential rental income, and 
accurate appraisals of properties. The loan officer with Wilmington Trust allegedly 
worked in conjunction with her to approve mortgage loans for borrowers who did not 
meet Wilmington Trust’s criteria for income, assets, and credit scores. The mortgage 
broker and an associate are charged with engaging in a scheme to defraud Malvern 
Federal. She allegedly altered borrowers’ income tax returns prior to submitting them 
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to Malvern Federal. 
Source: http://philadelphia.fbi.gov/dojpressrel/pressrel10/ph092810.htm 

[Return to top]  

Transportation Sector 

15. September 29, Associated Press – (Kentucky) Man convicted of stealing copper from 
rail shop faces 20 years. A western Kentucky jury has convicted a former security 
guard of stealing copper cable at a railroad engine shop in Paducah where he formerly 
worked. The jury recommended a maximum 20-year prison term. The man caused 
more than $500,000 damage to 34 railroad engines by cutting copper cabling out of 
them while they were at VMW Paducahbilt to be overhauled. The Kentucky 
commonwealth’s attorney said the company also reported up to $500,000 more in lost 
business because of the damage. 
Source: http://www.kentucky.com/2010/09/29/1456016/man-convicted-of-stealing-
copper.html 

16. September 29, KUSA 9 Denver – (Colorado) Rockslide injures 3, disrupts 
traffic. Authorities said three cars crashed following a rockslide September 29 near 
Palisade, Colorado. The Colorado Department of Transportation (CDOT) said about 25 
to 30 rocks slid onto the road around 5:30 a.m. They say the rocks are about 2 to 3 feet 
in diameter. According to CDOT, it appears one car slowed down to avoid the rocks, 
but a semi-truck rear-ended it. Another vehicle drove off the road to avoid the rocks 
and ended up in a ditch. Three people were injured and taken to Saint Mary’s Hospital 
in Grand Junction. Eastbound Interstate 70 was reduced to a single lane of travel about 
2 miles east of Palisade while crews worked to clear the debris. All lanes have since 
reopened. 
Source: http://www.9news.com/news/article.aspx?storyid=155518&catid=339 

17. September 29, Associated Press – (Maryland) Hanover man dies in charter bus 
accident in Maryland, students from St. Patrick school in Carlisle suffer minor 
injures. Federal investigators will try to find out what caused a bus carrying several 
children and their parents who spent the day sightseeing in the nation’s capital to 
plunge off a highway, killing the driver and injuring more than a dozen. The 
Pennsylvania-based Wolf’s Bus Lines Inc. bus careened some 45 feet off a high-
occupancy skyramp of Interstate 270 September 29 and landed along I-270 in 
Bethesda, Maryland a suburb of Washington D.C. An emergency physician at 
Suburban Hospital where eight patients were taken, said considering how far the bus 
fell, “I’m surprised there weren’t more severe injuries.” Troopers believe the bus 
crashed through a guard rail, hit a concrete barrier on the ramp and plunged down a 
hill. It rolled once and came to rest with its wheels on the barrier. Federal investigators 
September 30 will begin looking into the records of the company and driver, the work 
schedule, and the condition of the vehicle and roads. 
Source: http://www.fox43.com/news/wpmt-charter-bus-accident,0,4842935.story 
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18. September 29, Idaho Reporter – (National) Report shows increase in collisions after 
states instituted texting bans. As lawmakers in Idaho will consider a ban on texting 
while driving in the state during the next legislative session, the Insurance Institute for 
Highway Safety (IIHS) released a report September 28 that calls into question the 
effectiveness of laws against the practice. The IIHS, through the Highway Loss Data 
Institute, found that states that instituted texting-while-driving bans actually saw slight 
increases in the number of roadway collisions. The study examined four states that 
have instituted texting bans in the past 2 years. The study suggested that most of the 
texting on roadways is being done by drivers younger than 25, and that they typically 
ignore bans because they don’t believe police presence in their respective states are 
strong enough to enforce the laws. The author concludes by saying that lawmakers may 
want to broaden their focus when consider texting bans. “They’re focusing on a single 
manifestation of distracted driving and banning it,” said the researcher. “This ignores 
the endless sources of distraction and relies on banning one source or another to solve 
the whole problem.” 
Source: http://www.idahoreporter.com/2010/report-shows-increase-in-collisions-after-
states-instituted-texting-bans/ 

For more stories, see items 1, 2, and 3  
 
[Return to top]  

Postal and Shipping Sector 
 

Nothing to report 
 
[Return to top]  

Agriculture and Food Sector 

19. September 30, Mitchell Daily Republic – (South Dakota) Senator: Let rain-soaked 
farmers, ranchers plant emergency crops. In South Dakota, too much rain is rarely a 
concern, but not the case this year, with rain records being set on a regular basis across 
the state. The wet year has soaked the financial status of many farmers and ranchers. A 
U.S. Senator introduced legislation September 29 that would assist farmers and 
ranchers who have been impacted by the soggy year. The legislation would ensure that 
producers who receive prevented planting benefits are able to plant a secondary crop — 
for emergency use only — without sacrificing any of their prevented planting 
assistance. “Given the enormous amount of rainfall, producers had fewer acres to plant 
this past spring and summer,” the senator said September 29. “In the future, my bill 
would allow producers to plant a second crop for emergency livestock feed without 
losing their prevented planning benefits.” Producers are not able to plant and access a 
second crop after receiving the benefits without losing 65 percent of their prevented 
planning compensation, and also an Actual Production History of 60 percent of the 
crop involved. 
Source: http://www.mitchellrepublic.com/event/article/id/46434/ 
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20. September 29, U.S. Customs and Border Protection – (Minnesota; National) 
International Falls CBP agriculture specialists intercept destructive pests. U.S. 
Customs and Border Protection (CBP) agriculture specialists discovered potentially 
destructive pests September 8 at the rail facility in International Falls, Minnesota, the 
CBP announced recently. A container arriving from Bangladesh via Canada was 
targeted by CBP for an intensive agriculture examination for potential foreign pests. 
The shipment, destined for Chicago, Illinois was offloaded and the containers swept 
out. During the inspection of the pallets, a total of 14 live insects were intercepted and 
sent to the United States Department of Agriculture (USDA) for identification. USDA 
specialists identified two of the insects as a scaly cricket (Mogoplistrida sp.), and a gall 
midge (Xylodiplosis sp.), both actionable pests. These insects are detrimental to plant 
growth and development and may not occur in the United States. Gall midges are tiny 
mosquito-like insects that attack plant tissue and form galls in which their larvae 
develop. Scaly crickets are small crickets that can’t fly, but eat the leaves of a wide 
variety of plant species. The shipment will be fumigated to remove the pest threat 
before final distribution of the commodity into the United States. 
Source: http://www.ifallsdailyjournal.com/news/national-news/international-falls-cbp-
agriculture-specialists-intercept-destructive-pests-109 

21. September 29, Connecticut Post – (Connecticut) Supermarket searched due to bomb 
threat. Stop & Shop supermarkets in several Connecticut communities were the targets 
of a bomb threat September 29. The threat was made around 10:32 a.m. during a 911 
call from an untraceable cell phone received by dispatchers at State Police Troop G in 
Bridgeport. The caller stated that a Stop & Shop supermarket in Bridgeport, Fairfield, 
Stratford, Milford, Trumbull or Wilton, or the Osborn Correctional Center, would blow 
up at roughly 11:50 p.m, according to a Stratford police captain. Stratford police 
conducted a walkthrough of the Stop & Shop at East Main Street, in the Dock 
Shopping Center, but the store was not evacuated. Fire and EMS units also responded 
after a threat concerning that store was received. Nothing was found, however, and 
state police said the incident is still under investigation. In February, a Stop & Shop 
employee was charged with committing an act of terrorism when he allegedly made an 
early morning bomb threat that closed the supermarket on Monroe Turnpike. 
Source: http://www.ctpost.com/news/article/Supermarket-evacuated-due-to-bomb-
threat-679604.php 

22. September 29, Corpus Christi Caller-Times – (Texas) Police retrieve active pipe 
bomb from a parking lot. Authorities in Corpus Christi, Texas, found two pipe bombs 
September 29, at least one of which they believe was active, in a car parked in a 
crowded grocery store lot. The owner of the car was arrested, and a crew of agents 
from the Houston office of the Bureau of Alcohol, Tobacco and Firearms was sent to 
retrieve and dismantle the device, officials said. Police wouldn’t speculate how much 
damage an explosion at the H-E-B in the 5900 block of Weber Road would have 
caused. “If it’s got the ability to go ‘boom,’ it’s got the ability to seriously injure or 
kill,” said a captain of the Corpus Christi Police Department. About 8 a.m. the 35-year-
old suspect called police to report a verbal disagreement with another man in the 
parking lot. When officers arrived, he gave police permission to search his 2010 Toyota 
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Yaris, in which they found a rifle and what looked like two pipe bombs, officials said. 
The suspect was arrested on suspicion of felony possession of a prohibited weapon. He 
is being held in the Nueces County Jail on $75,000 bail. 
Source: http://www.caller.com/news/2010/sep/29/police-retrieve-active-pipe-bomb-
from-a-parking/ 

23. September 29, Las Vegas Sun – (Nevada) Audit: Agriculture Department failed to 
make inspections. The Nevada Department of Agriculture is required to inspect and 
test commercial fertilizers to determine if they are safe. According to an audit, the 
department received $416,000 during fiscal 2008 and 2009 but never performed the 
required inspections. The department also collected $26,000 in fees for the inspection 
of antifreeze but failed to carry out its duties. The legislative audit said the testing and 
analysis of commercial fertilizers is important for the protection of public health and 
safety, domestic animals, and the environment. It said fertilizers often contain 
concentrations of hazardous materials such as arsenic, mercury, and lead. The 
inspection of antifreeze determines if the products meet standards for corrosion, 
freezing, and boiling points, the audit said. The agriculture director said the tests were 
not conducted due to higher priorities, staff turnover, and recent staff reductions. He 
said he has recently hired a chemist to do these inspections, which will start this fiscal 
year. 
Source: http://www.lasvegassun.com/news/2010/sep/29/audit-agriculture-department-
failed-make-inspectio/ 

[Return to top]  

Water Sector 

24. September 30, Greencastle Banner-Graphic – (Indiana) Cloverdale’s water plants 
lack smoke detectors, for now. At a meeting of the Cloverdale, Indiana utility board, 
the interim utility manager said the water treatment plant and the wastewater plant do 
not currently have smoke detectors. He told the board he intended to purchase smoke 
detectors for those buildings, as well as additional smoke detectors for the town hall 
building. As of September 29, he said the detectors were ordered but not installed. He 
also intended to replace or install emergency lighting in all three buildings. 
Source: http://www.bannergraphic.com/story/1668776.html 

25. September 29, U.S. Environmental Protection Agency – (Nebraska) Marathon oil 
company agrees to propose and implement remedy for groundwater 
contamination at Sidney, Neb. Marathon Oil Company, of Houston, Texas, has 
reached an agreement with the U.S. Environmental Protection Agency (EPA) Region 7 
to conduct a clean-up study and implement a remedy for groundwater contamination at 
its former West Sidney Gas Plant in Sidney, Nebraska. Under an administrative order 
of consent, filed in Kansas City, Kansas, Marathon will study alternative remedies for 
the groundwater contamination, and then recommend one or more preferred remedies 
for addressing it. EPA would then review the proposed remedy or remedies, and if it 
approves, Marathon would develop a plan to implement the work. Marathon will fund 
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all costs associated with the study, the proposed remedy and the subsequent 
environmental remediation work, according to the order, which was issued under the 
authority of the federal Resource Conservation and Recovery Act. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/8A3DB17358ACBF67852577AD005D0C
03 

26. September 29, Arizona Republic – (Arizona) Contaminated water has Southwest 
Valley cities on edge. In the Southwest Valley in Arizona, there is a growing plume of 
contamination moving with groundwater flows and threatens drinking-water wells 
critical to three cities. Officials in Litchfield Park, Avondale, and Goodyear said clean-
up efforts have not been adequate. The Phoenix Goodyear Airport superfund site 
contains two contaminated plumes, divided into north and south. The north plume is 
growing. The Litchfield Park mayor worries about the city’s drinking water. “It is 
moving toward wells run by Liberty Water and wells that are the main drinking-water 
wells in Avondale,” he said. Liberty Water provides water to Litchfield Park, Goodyear 
north of Interstate 10 and some unincorporated areas. If the plume reaches the 
Avondale wells, it could become a very expensive problem, said Avondale’s water 
resources manager. “An alternative to using groundwater would be using surface water, 
and that would require building a water-treatment plant that would cost the citizens of 
Avondale $80 to $100 million to supply water.” The Goodyear mayor said the plume is 
moving from Goodyear toward other cities. Goodyear has shut down four wells over 
the past 10 years because of the contamination. Both plumes originate in Goodyear, but 
the Phoenix Goodyear Airport south plume has been largely contained. The source of 
the pollution in the north plume was Unidynamics Phoenix Inc., which was established 
in 1963 as a research, development and manufacturing plant for defense and aerospace 
equipment. 
Source: 
http://www.azcentral.com/community/swvalley/articles/2010/09/29/20100929southwes
t-valley-cities-contaminated-water.html 

27. September 28, St. Louis Post-Dispatch – (National) Science panel gives boost to 
Army Corps Missouri River restoration plan. The National Research Council issued 
a report September 28 concluding that the Army Corps of Engineers plan to dump tons 
of sediment into the Missouri River would not significantly increase the “Dead Zone” 
in the Gulf of Mexico. The council, part of the National Academy of Sciences, said 
more research is needed to know the impacts and potential benefits of the 
environmental plan. But the scientists made a strong connection between sediment and 
the overall health of the river that came to be known as Big Muddy. The report was 
requested by the Army Corps of Engineers after Missouri’s Clean Water Commission 
ordered a halt two years ago to the corps’ sediment projects. The corps has continued 
its work along stretches of the river in Kansas, Nebraska and other states.  
Source: http://www.stltoday.com/news/local/govt-and-politics/political-
fix/article_7139650a-cb2a-11df-a9ef-0017a4a78c22.html 
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28. September 27, KXXV 25 Waco – (Texas) Arsenic levels too high in some Central 
Texas water suppliers. The Texas Commission on Environmental Quality (TCEQ) is 
enforcing 2006 guidelines from the U.S. Environmental Protection Agency (EPA) 
concerning how much arsenic can be in drinking water and now some central Texas 
suppliers are not in compliance. “There’s about ten communities in the central Texas 
and Waco area that have in other ways good groundwater but it has this arsenic 
problem,” said the team leader for the Drinking Quality Water Division of the TCEQ. 
She said one can’t see or taste arsenic, but it is a naturally occurring chemical in 
drinking water and food. Most drinking water naturally has a small amount of arsenic, 
and it usually isn’t enough to be harmful. However, the EPA said that if an individual 
drinks water with unsafe amounts of arsenic for many years, she may be subject to 
some health risks. Affected water supply companies have come up with a solution to 
build an 18-mile pipeline to connect to another system and possibly purchase water 
from the City of Waco. But the project won’t be cheap or quick and it could cost 
upwards of $20 million. 
Source: http://www.kxxv.com/Global/story.asp?S=13226316 

[Return to top]  

Public Health and Healthcare Sector 

29. September 30, Homeland Security Today – (National) HHS Centers of Innovation to 
Speed Vaccines. The Department of Health and Human Services (HHS) has released a 
draft solicitation to the biomedical industry for the creation of centers of innovation for 
speedy development and manufacture of advanced medical countermeasures. The goal 
of the September 15 draft is to stand up a flexible platform for producing medical 
countermeasures for a variety of biological threats, a HHS secretary stressed in 
testimony before the Senate Appropriations Committee. Such innovation centers would 
provide a surge capacity for the production of flu vaccine, as necessary, but they also 
would have “the ability to mix and match and to respond to something that we don’t 
know is coming,” she said. The centers could produce countermeasures in the face of a 
bioterrorism attack that utilized anthrax or other infectious biological agents. 
Source: http://www.hstoday.us/content/view/14909/128/ 

30. September 28, DarkReading – (National) Social networks for patients stir privacy, 
security worries. Social networking is infiltrating healthcare with platforms for 
patients to share intimate details of their diagnoses, medications, physical conditions, 
locations, and other personal data — and not necessarily anonymously. Members of 
emerging sites, such as PatientsLikeMe, DailyStrength, and HealthyPlace, for example, 
can post profiles similar to those on Facebook, and many users are posting their photos, 
hometowns, and personal health information that could ultimately be abused. And like 
mainstream social networks Facebook and LinkedIn, these online patient communities 
are attractive targets for identity thieves, spammers, and other bad guys trolling for 
valuable information, security experts said. They also could be used for targeted 
attacks, or by employers, or other people to gather private information about the patient 
that could be used against her. Ironically, the emergence of these sites comes amid 
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growing concerns over patient privacy and security of their data in the move to 
electronic medical records. 
Source: 
http://www.darkreading.com/authentication/security/privacy/showArticle.jhtml?articleI
D=227500908 

[Return to top]  

Government Facilities Sector 

31. September 30, Associated Press – (Minnesota) U building reopens after toxic 
chemical spill cleaned up. A building at the University of Minnesota reopened 
September 30 after being evacuated the night before when a chemical spill sent two 
students to the hospital for observation. University officials reopened the Phillips 
Wangensteen Building once a hazardous-material response team had cleaned up the 
spill. Two students working with the chemical pyridine in a seventh-floor lab reported 
the spill about 6 p.m. September 29, the Minneapolis fire battalion chief said. The 
students apparently were moving the toxic, highly flammable, chemical when 2 to 4 
liters spilled in the doorway, spreading into the lab and the hall. 
Source: 
http://www.startribune.com/local/104043978.html?elr=KArksc8Pc:UHDaaDyiUiD3aP
c:_Yyc:aUU 

32. September 29, Manassas News and Messenger – (Virginia) Base gas leak forces 
partial evacuation, street closures. A gas leak prompted officials to close the back 
gate and several streets on the Quantico Marine Corps Base in Quantico, Virginia 
September 29. The leak in a 3-inch gas line near the intersections of Russell and Purvis 
roads was reported about 11:20 a.m. September 29. A McDonald’s restaurant was 
evacuated and the exchange and commissary on base were closed while public works 
officials, emergency responders and repairmen responded to the leak. The leak was 
repaired by about 12:20 p.m. The base’s back gate and several nearby streets were 
closed as crews worked to repair the leak. All traffic was routed to the base’s front gate, 
causing some traffic delays in surrounding areas. After the leak was repaired, traffic 
was expected to return to normal. No injuries were reported. September 29 was the 
second day of the 2010 Modern Day Marine Military Exposition, which was expected 
to draw as many as 8,000 attendees to the base this week. 
Source: http://www2.insidenova.com/news/2010/sep/29/base-gas-leak-forces-partial-
evacuation-street-clo-ar-532158/ 

33. September 29, KDKA 2 Pittsburgh – (Pennsylvania) Father facing charges in threat 
against school. A Butler County father, accused of making threats towards his child’s 
school in Concord Township, Pennsylvania, is expected to be arraigned soon on several 
charges. The 49-year-old suspect is facing charges of terroristic threats, a threat to uses 
weapons of mass destruction, and disorderly conduct. According to investigators, the 
suspect is accused of calling Dassa McKinney Elementary School September 28, and 
threatening the staff and to blow up the school. He was apparently upset about his 
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child’s grade in a class. Officials put the school on lockdown. Officials said the suspect 
then showed up at the school and allegedly tore down a two-way communication 
system outside of the school near the front entrance. He was later arrested during a 
traffic stop. 
Source: http://kdka.com/butler/father.threat.school.2.1937874.html 

34. September 28, DarkReading – (National) Deloitte/NASCIO Survey: Government 
data and citizens’ personal information at risk. According to findings of a recent 
survey conducted by Deloitte and the National Association of State Chief Information 
Officers (NASCIO), “State Governments at risk: A Call to Secure Citizen Data and 
Inspire Public Trust,” state governments, as custodians of the most comprehensive 
collection of citizens’ Personally Identifiable Information (PII), must make 
cybersecurity a top priority. The study finds that many state Chief Information Security 
Officers (CISOs) lack the funding, programs and resources to adequately protect vital 
government data and the personal information of their constituents, especially when 
compared to their counterparts in private sector enterprises. “Many state CISOs lack the 
visibility and authority to effectively drive security down to the individual agency 
level,” said the director, Deloitte & Touche LLP and leader of state government 
security and privacy services. “At the federal level, the President has recognized the 
critical nature of the problem and appointed a cybersecurity coordinator to address it; 
it’s imperative that governors and state legislative leaders make cybersecurity a 
priority.” “Unprecedented budgetary cuts across state governments and growing 
reliance on contractors and outsourced IT services are creating an environment that is 
even harder to secure,” said the president of NASCIO and CIO for Utah. The study is 
based on a survey responses from 49 of the 50 states. 
Source: 
http://www.darkreading.com/database_security/security/government/showArticle.jhtml
?articleID=227500972&subSection=End+user/client+security 

[Return to top]  

Emergency Services Sector 

35. September 29, Crain’s Chicago Business – (Illinois) Hundreds to take part in city 
emergency evacuation drill. Chicago’s Office of Emergency Management and 
Communications (OEMC) will conduct a mock evacuation in Chicago, Illinois at 2 
p.m. October 1. The exercise calls for more than 500 volunteers who work in the Aon 
and Blue Cross-Blue Shield buildings, in the 200 and 300 blocks of East Randolph 
Street, to leave their offices and walk through Daley Bicentennial Park to Monroe and 
Columbus drives, where the Chicago Fire Department will have a mock triage site. 
Volunteer evacuees also will board buses at Monroe and Columbus to head to Soldier 
Field, which will be a mock intake center. The drill is the second held downtown by the 
OEMC. The first was in September 2006 and involved thousands of downtown 
volunteers. 
Source: 
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http://www.chicagobusiness.com/article/20100929/NEWS02/100929862/hundreds-to-
take-part-in-city-emergency-evacuation-drill 

For more stories, see items 42 and 43  
 
[Return to top]  

Information Technology Sector 

36. September 30, The Register – (International) Facebook security team zeroes in on 
Koobface hackers. The head of Facebook’s anti-malware team told delegates at the 
Virus Bulletin conference in Vancouver September 29 that the hackers behind 
Koobface made an estimated $35,000 per week through their botnet in 2009. But he 
added that the true identities of the miscreants behind the worm are known to Facebook 
and that “law enforcement agencies are investigating,” according to a report on the 
presentation from security firm Sophos. The Koobface strain of malware has targeted 
surfers on Facebook and other social networks for months. Prospective marks are 
typically encouraged to download malware disguised as a Flash update or similar 
content from a third-party Web site, which is under the hackers’ control. The business 
plan behind the malware relies on a combination of promoting scareware and raking in 
income from click fraud, according to a security analyst.  
Source: http://www.theregister.co.uk/2010/09/30/facebook_ids_koobface_vxers/ 

37. September 30, V3.co.uk – (International) Security experts vote to outlaw PDF 
standard. Security experts at the Virus Bulletin 2010 conference voted 
overwhelmingly to abolish Adobe’s PDF standard and replace it with a safer format. A 
senior threat researcher at Sophos conducted a straw poll on the future of PDF during a 
conference session, and found that 97 percent favor dumping the standard and working 
on a safer format with better software security. The poll was unofficial, but did 
highlight growing concerns in the security community about Adobe’s software after a 
string of attacks against the code. A senior technology consultant at Sophos told 
V3.co.uk that Adobe is taking steps to improve the situation, but is “increasingly seen 
as the new Microsoft.” 
Source: http://www.v3.co.uk/v3/news/2270680/security-experts-voted-outlaw 

38. September 29, Softpedia – (International) Phishers target WoW players through in-
game mail system. Security researchers from Trend Micro warn that World of 
Warcraft (Wow) players are being targeted through the game’s internal mail system by 
phishers looking to steal their Battle.net credentials. Rogue chat messages (whispers) 
have been used to direct players to phishing pages for a while now, but Trend Micro 
researchers warn that attackers are increasingly impersonating game administrators. 
The messages attempt to scare users into thinking that there is something wrong with 
their account and they risk getting suspended unless they log into a Web site and 
perform a special action. However, the mail system has also begun being abused by 
phishers. “In this new trickery, the phishing URLs are sent via WoW in-game mail and 
is received by players in their in-game mailboxes,” the solutions product manager at 
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Trend warned. “The mail message is full of a mix of surprises. It combines several 
elements from other Blizzard games. [â�¦] To add to its credibility, the phishing URL 
contains the string worldofwarcraft and an abbreviation of Cataclysm,” he explained. 
Source: http://news.softpedia.com/news/Phishers-Target-WoW-Players-Through-In-
Game-Mail-System-158654.shtml 

39. September 29, Computerworld – (International) IE users most at risk from DLL 
hijacking attacks. Users of Microsoft’s Internet Explorer (IE) are more vulnerable to 
rogue DLL attacks than people who use rival browsers such as Mozilla’s Firefox or 
Google’s Chrome, a security researcher said September 29. When running on Windows 
XP, IE6, IE7, and IE8 do not warn users when they click on a malicious link that 
automatically downloads a malicious dynamic link library, or DLL, to the PC, said the 
CEO of Slovenian security company Acros Security. Users running IE7 or IE8 on 
Windows Vista or Windows 7 are safer, said the researcher, who noted that both 
browsers run by default in “Protected Mode” on those operating systems. The problem 
on XP is that it automatically opens Windows Explorer, the operating system’s file 
manager, whenever IE encounters a remote shared folder. “It’s not so much that IE 
itself is vulnerable to binary planting, but that other applications’ binary planting 
vulnerabilities can be exploited relatively easily through IE, and in most cases without 
a single warning,” the researcher said. 
Source: 
http://www.computerworld.com/s/article/9188779/IE_users_most_at_risk_from_DLL_
hijacking_attacks 

40. September 28, DarkReading – (International) In wake of attacks, enterprises look to 
plug browser security hole. The recent exploitation of a cross-site scripting flaw in 
Twitter’s Web site underscores that browsing Web sites, even well-known, “legitimate” 
sites, has inherent risks, said the vice president of security research for Web security 
firm Zscaler. “If it is not your code, if you did not build it, it is not trusted,” he said. For 
consumers, experts recommend using two browsers: an up-to-date browser for 
everyday use, and a locked-down browser — preferably running in a virtual machine 
— to go to specific sensitive sites. Mozilla Firefox with the NoScript plug-in is a 
popular choice. However, most companies would find it difficult to mandate such a 
policy, let alone enforce it, he said. Instead, companies should rely on training and 
education to make their employees more informed about the threats online, experts 
said. The goal is to gain more control over how Web sites impact the browser, said the 
manager of advanced security intelligence for HP TippingPoint. 
Source: http://www.darkreading.com/vulnerability_management/security/app-
security/showArticle.jhtml?articleID=227500924 

For another story, see item 10  
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

41. September 30, Pensacola News Journal – (Florida) Cox outage slows area 
businesses. After about 3 hours without working cable, Internet and telephone lines 
September 29, Cox Communications customers in and around Pensacola, Florida, had 
their services restored. Affected customers lost from about 11:30 a.m. to 2:30 p.m., a 
Cox spokeswoman said. The outage was the result of an internal power failure, which 
has never happened. The outage affected customers across the Panhandle, from the 
Pensacola area to as far east as Niceville and Destin. 
Source: http://www.pnj.com/article/20100930/NEWS01/9300311/1006/NEWS01/Cox-
outage-slows-area-businesses 

42. September 29, WLUC 6 Marquette – (Michigan) Phones working again in the 
Keweenaw. Phone service has been restored to AT&T customers in northern Houghton 
and Keweenaw counties in Michigan. The 289 and 337 exchanges began working again 
just before 10 a.m. September 29, after crews repaired a damaged fiber optic cable 
located south of Calumet. Authorities said the cable was cut but they are not sure how. 
The outage began around 8 p.m. September 28 and lasted for nearly 14 hours. Dozens 
of volunteer firefighters stayed at their departments the entire night to help with 
emergencies. 
Source: 
http://www.uppermichiganssource.com/news/story.aspx?list=~\home\lists\search&id=5
18630 

43. September 29, KDRV 12 Medford – (Oregon) Phone service restored in Illinois 
Valley. The Josephine County Sheriff’s Office in Oregon said phone service was 
restored in the Illinois Valley area at approximately 3 a.m. September 29. The sheriff 
said the 18-hour outage, which only affected landlines, was caused by a critical 
hardware failure. Cell phone service was not interrupted, neither were local calls, only 
those made outside the area, which included 911 calls. Josephine County Emergency 
Communications set up a secondary reporting system to cover emergency calls that 
included HAM radios at multiple locations in Selma and Cave Junction. The Josephine 
County Sheriff’s Office uses an emergency notification system through the Web site 
www.nixle.com, which is free for residents to sign up for. The system will send a 
message to residents’ computers or cell phones. 
Source: http://kdrv.com/news/local/190427 
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44. September 29, Forbes – (International) Did the Stuxnet Worm kill India’s INSAT-
4B satellite? On July 7, 2010, a power glitch in the solar panels of India’s INSAT-4B 
satellite resulted in 12 of its 24 transponders shutting down. As a result, an estimated 70 
percent of India’s Direct-To-Home (DTH) companies’ customers were without service. 
India’s DTH operators include Sun TV and state-run Doordarshan and data services of 
Tata VSNL. Once it became apparent that INSAT-4B was effectively dead, SunDirect 
ordered its servicemen to redirect customer satellite dishes to point to ASIASAT-5, a 
Chinese satellite owned and operated by Asia Satellite Telecommunications Co., Ltd. 
India’s Space Research Organization is a Siemens customer. According to the resumes 
of two former engineers who worked at the ISRO’s Liquid Propulsion Systems Center, 
the Siemens software in use is Siemens S7-400 PLC and SIMATIC WinCC, both of 
which will activate the Stuxnet worm. The CEO of Taia Global, Inc. uncovered this 
information as part of his background research for a paper he is presenting at the 
November Black Hat Abu Dhabi conference. His objective is to provide an analytic 
model for determining attribution in cases like Stuxnet. His objective for this post is to 
show there are more and better theories to explain Stuxnet’s motivation than just Israel 
and Iran, as others have posited. 
Source: http://blogs.forbes.com/firewall/2010/09/29/did-the-stuxnet-worm-kill-indias-
insat-4b-satellite/ 

[Return to top]  

Commercial Facilities Sector 

45. September 30, Associated Press, Reuters, NBC News and msnbc.com – (International) 
Purported Europe terror plot called ‘credible’. Threats of a possible “Mumbai-
style” terror attack on Western interests in Europe are considered “credible” and U.S. 
officials are not ruling out the possibility that the plot could extend to the United States, 
a senior U.S. counterterrorism official told NBC News. One coalition official with 
access to intelligence reporting, which came from human sources as well as electronic 
intercepts, suggested possible attacks on hotels or other public gathering spots in a 
“fedayeen-style” commando attack by at least 25 operatives, much like the devastating 
coordinated assault in Mumbai in 2008. The official said information about a possible 
plot emanating from al-Qaida-linked groups in northwest Pakistan was first picked up 
by U.S. intelligence several weeks ago and was believed to be aimed at targets in 
France, Germany or the United Kingdom. There is no evidence the alleged plot has 
been disrupted. “No one is assuming the threat has subsided,” the U.S. official said. 
U.S. intelligence analysts are divided over how alarming the current threat reporting is, 
and some officials emphasized they have no “specific” information to suggest an attack 
is imminent — or that the United States is being targeted. 
Source: http://www.msnbc.msn.com/id/39413455/ns/world_news-europe/ 

46. September 30, WSMV 4 Nashville – (Tennessee) Dozens evacuated after 3-alarm 
apartment fire. Twenty-four apartments were destroyed from a fire at the Hickory 
Woods Apartments in Nashville, Tennessee, September 29. Smoke from the fire could 
be seen from miles away. About 200 Metro students were impacted by the fire. They 
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were held and fed at three nearby schools after hours while firefighters battled the 
blaze. Several members of Nashville’s Kurdish community lived at the complex. The 
Red Cross was working to provide shelter for those affected. 
Source: http://www.wsmv.com/news/25210105/detail.html 

47. September 30, Chicago Sun-Times – (Illinois) Pipe bomb death a suicide. Police have 
determined that the 21-year-old man who died in a pipe-bomb explosion September 14 
in a park in Evanston, Illinois, 2 weeks ago committed suicide and had no plan to hurt 
others. Police found information on his computer that revealed he had been researching 
methods of making a bomb, and evidence as to the place and time he selected to 
detonate the bomb showed that he intended only to kill himself. Additionally, a suicide 
note was found by police. 
Source: http://www.suntimes.com/news/metro/2760262,CST-NWS-explosion30.article 

48. September 29, MSNBC – (New York) Times Square bomber targeted largest 
crowds. Federal prosecutors said the man convicted of trying to set off a car bomb in 
Times Square May 1 regularly checked live video feeds to see where, and at what time, 
the crowds would be the largest. In a memorandum filed September 29 urging a federal 
judge to sentence the man to life in prison, prosecutors said he told the FBI after he was 
arrested that believed the car bomb would have killed at least 40 people. If he had not 
been arrested, he told the FBI, he planned to build and set off another car bomb 
somewhere in New York City 2 weeks later. The government said he left the United 
States in 2009 for the explicit purpose of learning to build a bomb and attack U.S. 
targets. While there, he made a video which was released by the Taliban in July of this 
year. On it, he said, “I have been trying to join my brothers in jihad since 9/11 
happened. I am planning to wage an attack inside America.” 
Source: 
http://www.nbcsandiego.com/news/breaking/NBC__Times_Square_bomber_targeted_l
argest_crowds-104021598.html 

49. September 29, KNBC 4 Los Angeles – (California) Warning issued as sewage spill 
threatens beach. A sewage spill has prompted a warning to avoid ocean water along a 
2-mile stretch of beach known as “The Strand” in Los Angeles, California. Lifeguards 
posted signs along the coast September 29 for beachgoers to avoid the water from 
Dockweiler State Beach to about one quarter mile north of Marina del Rey. The spill 
into Ballona Creek was first reported about 2 p.m. by a resident who called to complain 
about an odor. The official size of the spill has not been released, although it is 
estimated to be about 500,000 gallons. The origin of the spill is 6161 Centinela Ave. in 
Culver City. The warning will be in effect until at least 3 p.m. October 2, pending test 
results that measure the bacteria level in the ocean water, officials said in a news 
release. 
Source: http://www.nbclosangeles.com/news/local-beat/Sewage-Spill-104045453.html 

50. September 29, azfamily.com – (Arizona) Phoenix man gets 10 years for plan to 
attack local union hall. A Phoenix, Arizona, man who pleaded guilty to unlawful 
possession of 29 functional explosive devices, including three incendiary devices and 
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26 pipe bombs, was sentenced to 10 years in federal prison September 28. According to 
the U.S. Attorney’s Office, authorities also found a series of hand-written notes that 
appeared to be an operational plan for an attack on the local International Brotherhood 
of Electrical Workers’ union hall. According to documents, the suspect intended to 
ignite and drive a van into the fenced property of the union headquarters and shoot 100 
rounds at the door and at anyone moving. Authorities said the bombs were fully 
assembled with fuses and contained gunpowder and steel shot for additional 
fragmentation. One of the bombs, which was about 2-feet-long and 6 inches in 
diameter, was packed with gunpowder and roofing nails. Based on the size and quantity 
of the explosives, 21 homes in the neighborhood had to be evacuated. Along with the 
pipe bombs, police found handguns, shotguns, semi-automatic rifles and a substantial 
amount of ammunition in his home. The suspect received the maximum sentence. 
Source: http://www.azfamily.com/news/local/Phoenix-man-gets-10-years-in-prison-
for-possessing-pipe-bombs-104007649.html 

[Return to top]  

National Monuments and Icons Sector 

51. September 30, Jackson Hole News and Guide – (Wyoming) Park fire blows up by 
1,300 acres. The Antelope Fire southeast of Tower Fall in Yellowstone National Park 
in Wyoming jumped the Yellowstone River to the east and grew to 4,370 acres thanks 
to summer-like conditions both in the park and south in the Jackson Hole area. “We 
had a pretty significant fire day yesterday,” a Yellowstone spokesman said. “We’re 
estimating it grew about 1,300 acres [September 28].” Fire managers have begun to 
consider protection for buildings in the Canyon Village, Buffalo Ranch and Tower-
Roosevelt areas, though he said the fire is still “a long way from anything.” Fire 
personnel have placed a control line from the river to the west and south along the road 
and along the south section of the fire. The Antelope Fire has two helicopters, five 
engines and about 30 people assigned to it. 
Source: http://www.jhnewsandguide.com/article.php?art_id=6514 

[Return to top]  

Dams Sector 

52. September 30, Hannibal Courier-Post – (Missouri) Corps: Levee trees must still be 
removed. During a March 2009 U.S. Army Corps of Engineers inspection, personnel 
cited as concerns an assortment of trees growing both on top of and very near the levee 
in Hannibal, Missouri. The trees and vegetation have not been removed. “We’re 
waiting for the documentation,” a city engineer said. “The Corps has had a certain 
amount of turnover and some deployments. They admitted they were behind [in 
notifications]. I asked about the trees and tree removal, and they did reinforce we need 
to remove everything. I encouraged them to send us the documentation so we can act 
on it.” The chief of emergency management for the Corps said, “They have one year 
from receipt of the most recent levee inspection report and that was sent to the city in 

http://www.azfamily.com/news/local/Phoenix-man-gets-10-years-in-prison-for-possessing-pipe-bombs-104007649.html�
http://www.azfamily.com/news/local/Phoenix-man-gets-10-years-in-prison-for-possessing-pipe-bombs-104007649.html�
http://www.jhnewsandguide.com/article.php?art_id=6514�


 - 21 - 

April 2010,” he said, adding that the Corps’ notification for “required levee system 
corrective actions was provided in the form of a written transmittal letter and the 
inspection report.” 
Source: http://www.hannibal.net/news_state/x1916547044/Corps-Levee-trees-must-
still-be-removed 

53. September 30, Bloomberg – (International) Towns south of Berlin evacuated after 
highest flood-alarm level imposed. Floodwaters from the rainiest September on 
record in eastern Germany forced the evacuation of at least 2,500 people in towns south 
of Berlin and closed schools and hospitals along the Elbe and Spree rivers. Authorities 
in Brandenburg imposed the highest level of alarm for flooding in the southern part of 
the state. This month has been the rainiest on record in eastern Germany. About 1,000 
people are piling up sandbags to shore up dikes, and in some regions travel is being 
restricted. In Saxony, which borders the Czech Republic and Poland, water levels were 
expected to peak by October 1 in Dresden, according to the state’s environment 
ministry Web site. Three people drowned in a basement in the town of Neukirchen less 
than 2 months ago following heavy flooding in Germany, the Czech Republic and 
Poland. 
Source: http://www.bloomberg.com/news/2010-09-30/germany-evacuates-towns-
south-of-berlin-after-record-breaking-rainfall.html 

54. September 30, Raleigh News & Observer – (North Carolina) Progress ash pit spills 
coal waste. Progress Energy has made temporary repairs to a breached ash pit that 
accidentally released waste from coal-burning power plants near Wilmington, North 
Carolina, September 27. A giant gash in the 38-year-old waste reservoir released about 
10 cubic yards of ash after rain inundated the area around the Sutton Electric Plant. The 
breach sent clay and ash cascading down an embankment of the pit’s retaining wall. 
Raleigh-based Progress installed a patch using rocks and soil. The hole in the ash pit 
wall is 22 feet across and 9 feet tall. The pit stores 550,000 cubic yards of dry ash, held 
back by 34-foot walls. But the accident is considered minor and does not pose a threat 
to public safety, according to the company. 
Source: http://www.newsobserver.com/2010/09/30/710581/progress-ash-pit-spills-coal-
waste.html 

55. September 28, Mankato Free Press – (Minnesota) Levee hole found, filled. A hole 
was discovered and filled September 26 at the foot of a Mankato, Minnesota, earthen 
levee — probably from a burst pipe sucking dirt away — but the levee was never 
breached and there was no sign of water seeping through, officials said. At about 4 
p.m., a resident saw the hole, which was about 10 feet deep with a diameter of between 
20 and 30 feet. The hole was located on the dry side of the levee, which holds back the 
Blue Earth River. After being notified, the township’s supervisors and fire department 
examined the hole and called on expertise from Blue Earth County, Mankato and the 
Minnesota Department of Transportation. Local contractors hauled in clay to fill the 
hole. Cracks formed higher up the levee and some soil slid down its banks to 
compensate for the lack of support at the bottom, or “toe,” of the levee. More than 
1,000 cubic yards of clay was used to fill the hole and shore up the levee. Residents of 
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the neighborhood, an area of South Bend Township known as LeHillier, were notified 
about the work on the dike and advised to get ready to evacuate should the need arise. 
Source: http://mankatofreepress.com/local/x1535830299/Levee-hole-found-filled 

56. September 28, WXOW 19 LaCrosse – (Wisconsin) Officials say 120-year-old levees 
are too expensive to replace. The Wisconsin Department of Natural Resources (DNR) 
said the Caledonia-Lewiston Levee System in Columbia County will continue to have 
significant problems with leaking in the future if it isn’t rebuilt, but said it is not cost-
effective to do so. The department took primary responsibility of the levees about 50 
years ago, said a DNR South Central Region spokesperson. Since then, it has been 
responsible for the maintenance of the 120-year-old levees, which are mostly made out 
of sand. About 10 years ago, the Army Corps of Engineers did a cost-analysis study on 
the levee system. It determined the value of the land and private property that would be 
protected did not justify the $3 to 5 million cost per mile of rebuilding the levee system, 
said a spokesman with the DNR Bureau of Facilities and Lands. The department 
published a study 3 years ago discussing five potential solutions for the levee system 
and the surrounding neighborhoods. The DNR’s favored solution would be to relocate 
the homes in the floodplain south of the Wisconsin River, rather than rebuilding or 
reinforcing the levees. 
Source: http://www.wxow.com/Global/story.asp?S=13228800 

57. September 28, KRCR 7 Redding – (California) Dangerous Dam. A Butte County, 
California, dam is dangerous and officials said there is not much they can do about it. 
The Magalia Dam is only 75 percent full because it could fail in an earthquake. In fact, 
the dam is one of the worst seismically rated dams in California. “This is a very old 
dam that was built in 1918. And the way it was constructed was by sluicing material 
from the slopes of these hills down into the reservoir, and when you do that the material 
isn’t very compact,” said a spokesman with the state department of water resources. 
The Paradise Irrigation District is trying to do something about it. They have applied 
for federal funding to replace the dam. That project cost $30 million. So its not clear if 
or when the dam can be replaced. Officials do point out that because they keep the 
water level low, damage would be kept to a minimum if the dam failed. 
Source: http://www.krcrtv.com/news/25202436/detail.html 

[Return to top]  
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