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Top Stories
• An Iowa egg producer is recalling 228 million eggs after being linked to an outbreak of 

salmonella poisoning, according to Associated Press. The federal Centers for Disease 
Control and Prevention said eggs from Wright County Egg in Galt, Iowa, were linked to 
several illnesses in Colorado, California and Minnesota. (See item 29) 

• The Kitsap Sun reports that stormwater grates have been vanishing in South Kitsap, 
Washington, creating a dangerous hazard and running up a bill as the county scrambles to 
replace them. (See item 34) 
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Energy Sector

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. August 18, Centre Daily Times – (Pennsylvania) Emergency responders to set up in 
Clearfield. In the event of a natural gas blowout at a Center County drilling site in 
Clearfield, Pennsylvania, help will be only one county away. At the end of this month, 
Houston-based Wild Well Control Inc., will place an emergency response team with 
two-full time staff members at the Clearfield-Lawrence Airport, a Clearfield County 
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commissioner said August 17. This is the same company, that responded in June during 
the blowout at an EOG Resources well in Clearfield County that spewed explosive gas 
and polluted water for 16 hours. After a flight from Texas to Johnstown followed by a 
two-hour drive, Wild Well Control responders contained the blowout in Penfield in two 
hours. This site, will allow for immediate response for drilling s ites within a 100-mile 
radius of Clearfield. Nearby access to Interstate 80, he said, made it an attractive 
emergency response base. This is the second announcement this month about 
emergency well control teams setting up in Pennsylvania. Last Monday, the state 
Department of Environmental Protection (DEP) announced that Cudd Well Control 
will operate an emergency response team out of Bradford County. That operation, 
according to a DEP press release, will keep 16 well-control responders and a senior 
well-control responder in the state at all times. 
Source: http://www.centredaily.com/2010/08/18/2157104/emergency-responders-to-
set-up.html 

2. August 18, Press of Atlantic City – (New Jersey) Scary phenomenon has  manholes 
blowing their cove rs in Atlantic City. Manhole covers blew high in the air for the 
third day in a row August 17 in Atlantic City, putting pedestrians and motorists on edge 
in the resort — and leaving some residents without power. The fire chief said he was 
giving an interview to WMGM-TV 40 on August 17 about one of the bizarre 
underground explosions on St. James Place when another of the 200 -pound manhole 
covers on a sidewalk near him shot 10 feet in the air trailed by a yellowish-orange arc 
of electricity. An electrical short from one of the underground utility boxes apparently 
caused the arc. The resulting electrical explosion created a deafening boom. Atlantic 
City Electric is responsible for maintaining the utility boxes. 
Source: http://www.pressofatlanticcity.com/communities/atlantic-
city_pleasantville_brigantine/article_d6a872c6-aa7a-11df-9cc5-001cc4c002e0.html 

3. August 17, Agence France-Presse – (International) Mexico eyes deeper oil drilling in 
shadow of BP Gulf disaster. One of the world’s top oil producers, Mexico currently 
churns out some 2.6 million barrels of oil per day. A third comes from the Ku Maloob 
Zaap field in the Gulf of Mexico where the Ku-S rig lies. But with output plunging in 
its shallow-water oil fields, Mexico could begin importing oil — which finances a large 
chunk o f the state budget — within the decade.State-run Pemex oil company presents 
the mega-structure of the Ku-S rig as a model of stringent security measures as it takes 
on the challenge of digging deeper for oil. But the rig, weighing more than 14,000 
metric tons, only extracts the black gold at some 60 meters, far from the 1,640 feet 
considered deep waters. Touring the massive structure, the rig director said he feared 
no BP-scale disaster on his watch. Mexico’s congress passed an overhaul of Mexico’s 
oil law in 2008, p utting new controls on Pemex as it seeks to exploit what it claims are 
a possible 50 b illion barrels buried deep in the Gulf. But the Deepwater Horizon 
blowout proved that systems do fail. 
Source: http://www.mnn.com/earth-matters/wilderness-resources/stories/mexico-eyes-
deeper-oil-drilling- in-shadow-of-bp-gulf-disa 
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4. August 17, Associated Press – (National) U.S. toughening scrutiny o f deepwater 
drilling. The United States government said August 16 that it is toughening 
environmental reviews for all new deepwater oil drilling, e nding an easy path to oil 
riches that allowed BP to dr ill its blown-out well in the Gulf of Mexico with little 
federal scrutiny. The step is meant to help redress a history of lax oversight leading up 
to the April 20 explosion that killed 11 workers and led to the worst oil spill in U.S. 
history. Some 206 million gallons spilled into the Gulf before BP stopped the leak at 
the Macando well. A report by the White House Council on Environmental Quality 
found that decades-old data provided the basis for exempting BP’s drilling permits 
from any extensive environmental review. Now the Interior Department is banning 
such “categorical exclusions” for deepwater drilling reviews, at least until it thoroughly 
investigates how the exemptions are granted. For now, new deepwater drilling is under 
a temporary moratorium in the Gulf. Once that is lifted, however, Interior’s new po licy 
is likely to make it much more time-consuming for oil companies to move forward with 
new deepwater projects, since environmental assessments will be required along the 
way. 
Source: http://www.msnbc.msn.com/id/38725043/ns/disaster_in_the_gulf/  

5. August 17, Corpus Christi Caller-Times – (Texas) Two local refineries report leaks, 
emission releases. Company officials are investigating the causes of leaks on August 
16 at two Corpus Christi, Texas refineries. Flint Hills Resources and Valero Bill 
Greehey Refinery each reported leaks that caused the release of several chemicals into 
the atmosphere. Flint Hills released about 2,000 pounds of volatile organic compounds, 
while Valero released about 1,300 pounds of benzene and about 20 pounds of cumene, 
according to reports filed with the Texas Commission on Environmental Quality. 
Valero’s leak, at its East Plant, occurred at the heat exchanger, which was being shut 
down August 17 to make repairs and assess the cause, a Valero spokeswoman said. The 
refiner didn’t expect flaring or environmental impact to the community associated with 
the event. A leaking pump seal at Flint Hills’ West Plant began at noon August 16 and 
was stopped at 3 p.m., according to the commission. A company spokeswoman said 
fence-line monitors showed the vapors hadn’t migrated outside the plant. 
Source: http://www.caller.com/news/2010/aug/17/two-local-refineries-report- leaks-
emission/ 

6. August 17, WNEP 16 Scranton – (Pennsylvania) PPL, National Park Service reach 
agreement. PPL and the National Park Service (NPS) reached an agreement August 17 
that will allow the utility company to trim trees near a power line that runs through the 
Delaware Water Gap National Recreation Area in Pennsylvania. Under the court-
approved agreement, PPL Electric Utilities will be allowed to immediately start work 
on vegetation along the 1.5 -mile section of the power line that runs through the park 
near Bushkill. The agreement also ensures that PPL will be allowed to do such work in 
the future as long as NPS receives what is considered “reasonable advance notice.” 
PPL filed a lawsuit against NPS the week of August 9, when park officials refused to 
let PPL crews into the park to trim around the power lines. Park officials said they 
worried that the work might harm endangered species and wetlands. PPL countered 
with the lawsuit, and argued that not trimming the vegetation around the power line 
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could lead to power outages for PPL customers. 
Source: http://www.wnep.com/wnep-mon-ppl-tree-trimming-deal,0,5762664.story 

7. August 17, Associated Press – (Louisiana) 14 seek treatment because of La. 
blowout. State health officials say at least 14 medical visits for minor health issues 
have been attributed to a well spewing oil, gas, br ine and other material in 
Paincourtville, Louisiana since a blowout recently. A Louisiana Department of Health 
and Hospitals spokeswoman tells The Advocate that the patients, whose symptoms 
included irritated eyes and throat, nausea and dizziness, visited Assumption 
Community Hospital in Napoleonville and were treated and released. On August 16, 
state police hazardous materials officers and assorted contractors continued to prepare 
sites with wooden mats and dirt to dr ill a relief well to cap the existing well and to 
remove the existing rig. 
Source: http://www.klfy.com/Global/story.asp?S=12997934 

[Return to top]  

Chemical Industry Sector 

8. August 18, Ravenna Record-Courier – (Ohio) Overturned tanker carrying 
hydrochloric ac id on turnpike prompts evacuation. A tanker truck carrying 
hydrochloric acid overturned on the Ohio Turnpike August 17, closing a portion of the 
toll road and evacuating several homes. No illnesses or injuries resulted, according to 
an August 18 release from the Streetsboro Fire Department. The department was 
originally alerted for a male unresponsive in a truck at the westbound 187 mile post at 
11:19 p.m. Arriving on scene, emergency crews discovered it was the result of a crash 
involving a tanker truck that overturned and was leaking a 10-percent hydrochloric acid 
solution. The Portage Count y Department of Homeland Secur ity and Emergency 
Management, along with the Portage County Hazardous Materials Team, were 
immediately dispatched to the scene. The driver was able to remove himself from the 
wreckage and was found outside of the truck. As a precautionary measure, 
approximately 20 homes adjacent to the turnpike on Stewart Avenue were evacuated 
until the leak could be contained, and a thorough assessment could be completed by 
county officials. Streetsboro police assisted in notifying affected residents of the 
opt ional evacuation. Hazardous-materials team members determined that the 
hydrochloric acid solution was being further neutralized by limestone in the soil and 
posed no immediate threat. Haz-mat and turnpike officials worked through the night to 
clean up the spill and clear the wreckage. 
Source: http://www.stowsentry.com/news/article/4879714  

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

9. August 18, Associated Press – (Alabama) Ala. nuke plant at 45 percent after 
violation. A Tennessee Valley Author ity spoke sman said the Browns Ferry Nuclear 
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Plant near Athens, Alabama is operating at 45 percent capacity after violating an 
Alabama Department of Environmental Management (ADEM) permit. The permit 
prohibits the Tennessee River’s temperature downstream of Browns Ferry from being 
higher than upstream when the water temperature is at or above 90 degrees. On August 
16, the upstream temperature averaged over 24 hours was 90.4 degrees. The 
downstream temperature was 90.6. A spokesman said the TVA spent $40 million 
during the past five weeks to replace electricity it would have generated at Browns 
Ferry without the temperature regulations. TVA already had reduced Browns Ferry 
output to 50 percent because of temperatures exceeding 90 degrees. After violating the 
ADEM permit August 16, the TVA dropped all three reactors to 45 percent. 
Source: http://www.wsfa.com/Global/story.asp?S=13002546 

10. August 17, Quad-Cities Online – (Illinois) Quad Cities Unit 2 ge nerating station 
taken offline. Operators at Quad Cities Generating Station in Cordova, Illinois took 
Unit 2 offline at 2:15 p.m. August 17, when one of two reactor recirculation water 
pumps tripped. The pumps balance water flow through the reactor as part of the plant’s 
normal operating process. The unit was taken offline in accordance with standard 
procedures with no impact to employee or public safety. All systems required to take 
the unit offline performed as expected. Technical experts are looking into the why the 
equipment did not function properly as part of the process for returning the unit to 
service safely and efficiently. Quad Cities Unit 1 continues to operate at full power. 
There was no impact to Exelon customers as a result of Unit 2 coming o ffline. 
Source: http://qconline.com/archives/qco/display.php?id=506328 

[Return to top]  

Critical Manufacturing Sector 

11. August 18, Carrollton Times-Georgian – (Georgia) Feds join copper theft 
investigation. The U.S. Attorney General’s Office in Atlanta and the FBI have joined 
the hunt to find three men accused of stealing $500,000 worth of copper from 
Southwire earlier this year. “Our office and the FBI are evaluating the case and will 
respond appropriately,” said the first assistant U.S. Attorney, but added his office does 
not comment on pending investigations. A police lieutenant said the suspects have been 
linked to two similar cases in Florida, two in Georgia and one in Texas. The thefts in 
Georgia and Texas were also of copper, but the Florida incident was a theft of mixed 
metals that included copper. Southwire brokered the shipping of the stolen materials to 
Associated Trucking, which posted the job onto a trucking Web site. Associated 
Trucking was then contacted by a group of men claiming to be from LaRolle Trucking, 
a legitimate company based out of Miami/Hialeah, Florida. On April 29, three men 
made three trips into Southwire, each time loading 43,000 pounds of copper rods onto 
three tractor-trailer trucks, of which LaRolle has denied ownership. Southwire had 
arranged for the shipment to be sent to a destination in Indiana, but it never arrived. 
The incident was reported to police five days after it happened and the true identity of 
the suspects remains unknown. 
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Source: http://www.times-georgian.com/view/full_story/9178001/article-Feds-join-
copper-theft- investigation?instance=TG_home_story_o ffset 

12. August 18, Erie Times-News – (Pennsylvania) Fire crews extinguish filter fire at 
Millcreek plant. About 30 employees at Eriez Manufacturing Co. in Erie, 
Pennsylvania were evacuated August 17 after three filtering units caught fire at the 
plant at 2200 Asbury Road in Millcreek Township. There were no injuries reported. 
Eriez designs and manufactures magnetic, vibratory, inspection and flotation 
technology for the process and metalworking industries. Firefighters responded to the 
call at about 6:35 p.m. They had the fire in the plant extinguished in less than 15 
minutes, the West Ridge fire department chief said. “Employees were inside using a 
plasma cutter, working on some stainless steel, and the shavings got drawn into 
collector filters, and once inside those collectors, they started to smolder and catch 
fire,’’ he said. The fire and damage were contained to the filters. Crews from West 
Lake, Kearsarge and Lake Shore also responded. 
Source: 
http://www.goerie.com/apps/pbcs.dll/article?AID=/20100818/NEWS02/308179935/-
1/news 

13. August 17, Herkimer Telegram – (New York) Former CEO agrees to pay portion of 
toxic cleanup costs. The former CEO and major ity owner of H.M. Q uackenbush Inc. 
has agreed to pay the federal government back a portion of the money that was spent in 
an emergency cleanup effort at the manufacturing site he abandoned in Herkimer, New 
York over five years ago. The U.S. Environmental Protection Agency (EPA) reached a 
settlement August 16 with the former CEO in which he will pay $225,000 plus interest 
for the cleanup work at the 1.5-acre site between North Main and Prospect streets. The 
EPA, between August 2005 and April 2006, spent $1.7 million to remove 86 tons of 
waste sludge, thousands of gallons of hazardous liquids and 100 t ons of a variety of 
hazardous materials. Although the EPA was seeking reimbursement for the entire cost, 
the settlement amount reflected the former CEO’s ability to pay, EPA officials said. 
The EPA cleaned up the “worst” of the contamination and dealt with immediate threats 
to the public after his company abandoned the property. The factory dealt in 
manufacturing and metal plating between 1874 and 2005, when it closed due to 
bankruptcy. 
Source: http://www.herkimertelegram.com/newsnow/x297214549/Former-CEO-
agrees-to-pay-portion-of-toxic-cleanup-costs 

[Return to top]  

Defense Industrial Base Sector 

14. August 17, Agence France-Presse – (National) Pentagon blocks $400 million missile 
defense contract. The Pentagon announced August 17 that it has blocked a $400 
million contract with Lockheed Martin because a component in an army missile 
defense system had failed to pass key tests. “A safety device on board the missile has 
not passed qualification tests as yet,” said the spokesman for the Pentagon’s Missile 
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Defense Agency. As a result, the agency withheld the contract to build the Terminal 
High Altitude Area Defense missile (THAAD), until the problem is fixed and it passes 
the required tests, he said. The THAAD missiles, which are designed to intercept 
incoming short and medium-range ballistic missiles in the outer edges of the Earth’s 
atmosphere, were expected to play a key role in U.S. plans to shield U.S. forces in the 
Middle East against Iranian missile attack. A Lockheed Martin spokeswoman said the 
contractor was working closely with the Pentagon to resolve the problems with the 
device, called an optical block switch. 
Source: http://www.google.com/hostednews/afp/article/ALeqM5iu_G4hzcgg1MIFI9-
mLbBNK1mVcQ 

[Return to top]  

Banking and Finance Sector 

15. August 18, Myrtle Beach Sun News – (National) Myrtle Beach man charged in Ponzi 
scheme. A Myrtle Beach man and two California residents have been arrested on 
charges of operating a $26 million Ponzi scheme that victimized hundreds of investors 
nationwide. Federal prosecutors said recently that a suspect of Myrtle Beach, and two 
other people of Oxnard, California, were arrested by FBI agents. According to a federal 
grand jury indictment returned August 4, the defendants asked about 700 victims to 
invest in “ad toppers,” or advertising monitors on gas pumps, vending machines and 
ATMs. The defendants are accused of spending most of the investors’ money on 
personal expenses. 
Source: http://www.thesunnews.com/2010/08/18/1642137/mb-man-charged-in-ponzi-
scheme.html 

16. August 18, Bend Bulletin – (Oregon) Local credit union warns of scam. Mid Oregon 
Credit Union warned its customers August 17 that someone has been pretending to be 
the credit union, calling customers on the phone with claims that their debit cards had 
been compromised and asking the customers for their card numbers. Mid Oregon said 
in a news release that it will never solicit customers via phone, e-mail or text message. 
The credit union said it took precautions to protect the accounts of members who were 
called. 
Source: 
http://www.bendbulletin.com/apps/pbcs.dll/article?AID=/20100818/NEWS0107/81803
36/1001/NEWS01&nav_category=NEWS01 

17. August 17, Boston Globe – (Massachusetts) FBI seeks female bank robber in Boston 
heists. Law enforcement officials are seeking a woman they believe robbed two Boston 
banks in late July and early August. The woman robbed the First Trade Union bank in 
Boston August 2 and five days earlier the City of Boston Credit Union in Dorchester, 
according to the FBI. Both times she wore a baseball cap, sliding a demand note to the 
teller and threatening them, then taking off on foot with the money. Witnesses told 
authorities she also carried a gun during one of the robberies, according to the FBI. 
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Source: 
http://www.boston.com/news/local/breaking_news/2010/08/fbi_seeks_femal.html 

18. August 16, Gwinnett Daily Post – (Georgia) FBI: Robbers hit Atlanta, Norcross 
banks. The FBI is searching for two wig-wearing, gun-wielding robbers suspected of 
hitting two metro Atlanta Wachovia banks, including a Norcross, Georgia branch. In 
both alleged heists, one armed suspect vaulted over a teller counter to snatch cash while 
his accomplice ordered lobby patrons to the ground at gunpoint. The suspects made off 
with an undisclosed amount of money each time, and no injuries were reported, said a 
FBI Atlanta spokesman. The latest heist happened about 10:30 a.m. August 16 at a 
3374 Holcomb Bridge Road bank in Norcross. Two similar- look ing men had used the 
same modus operandi about 10:44 a.m. July 27, when they held up a branch at 2725 
Clairmont Road in Atlanta. 
Source: http://www.gwinnettdailypost.com/localnews/headlines/100816449.html 

19. August 16, WOOD 8 Grand Rapids – (Michigan; California) State: 400 investors lost 
$50M in scams. Three West Michigan companies and a California firm cost consumers 
about $50 million in alleged scams, according to Michigan regulators. At the center of 
the thefts is a suspect who ran several investment companies, including Diversified 
Globa l Finance and Diversified Liquid Asset Holdings. The Byron Center, Michigan 
man was selling his schemes through American Benefits Concepts, a Kalamazoo firm 
that also was selling an alleged scam product created by a California company. Now, 
the Michigan Office of Financial and Insurance Regulation has ordered all four 
companies to stop selling unregistered securities. The deals were “allegedly fraudulent 
real estate, ethanol, hedge fund and short-term loan investment scams,” the regulators 
said. Ever since the FBI began a criminal investigation and the alleged misdeeds 
became public last fall, those companies reportedly have ended such operations. But 
Michigan is saying there are 400 investors who have lost $50 million in these schemes. 
And there were warning signs victims may have missed, regulators said. 
Source: http://www.woodtv.com/dpp/news/target_8/State-400-investors- los t-50M-in-
scams 

[Return to top]  

Transportation Sector 

20. August 18, Associated Press – (Vermont) Garage fire at Vermont airport evacuated 
terminal. A fire at a pa rking garage under construction at Burlington International 
Airport in Vermont, caused a temporary evacuation of the terminal. Fire crews 
responded to the airport in South Burlington at about 7:30 p.m. August 17, after a fire 
was discovered in a stairwell in the garage. No one was hurt. The fire’s cause is under 
investigation. The airport garage is undergoing a $21.5 million expansion to add two 
additional stories and 600 spaces to the north end of the garage. 
Source: http://www.reformer.com/latestnews/ci_15810202 
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21. August 18, Truckinginfo.com – (National) ATA pushes FMCSA on CSA 2010 c rash 
accountability. The American Trucking Assoc iations (ATA) is pushing the Federal 
Motor Carrier Safety Administration (FMCSA) to address the issue of crash 
accountability. The ATA sent a letter to an FMCSA administrator asking for FMCSA’s 
timeline for establishing a new process for making crash accountability determinations 
before crashes are entered and used in the Carrier Safety Administration (CSA) 2010 
safety-measurement system. In the letter, a senior vice president of policy and 
regulatory affairs at ATA asked the agency to remove the following t ypes of crashes 
from the safety-measurement system, subsequent to a properly filed DataQs request: 
documented suicides; crashes involving a vehicle operating in the wrong direction; 
crashes involving a vehicle rear-ending a truck while legally stopped at a traffic light; 
and crashes involving a vehicle striking a truck while legally parked off the road or 
highway. He also said removing these crashes will help FMCSA better target its 
enforcement resources toward carriers needing the attent ion. 
Source: http://www.truckinginfo.com/news/news-detail.asp?news_id=71388 

22. August 18, Boston Herald – (Massachusetts) MBTA vows to fix ‘inconvenient’ power 
failures. Boston’s Massachusetts Bay Transpo rtation Author ity (MBTA) subway 
system is replacing its faulty circuit breaker and plans to install a backup generator at 
its downtown control center to prevent future debacles, such as the power outage which 
caused trains to be stuck in subway tunnels during a radio blackout that lasted nearly an 
hour August 15. The problem was caused by a circuit breaker that tripped at the T’s 
Operation Control Center, shutting down power to its communication lines and 
automated signal system, although trains still had electricity to move as well as run 
their lights and air conditioners. It is still unclear what caused the failure, triggering the 
use of backup batteries that quickly drained. Compounding the problem was a “signal 
anomaly” that made a Red Line operator on the Longfellow Bridge stop a train, 
grinding others to a halt. 
Source: http://www.bos tonherald.com/news/regional/view.bg?articleid=1275421 

23. August 18, Livingston Daily Press & Argus – (Michigan) I-96 reopened after 10-hour 
shutdown, battery acid spilled on freeway.  A crash that sent battery acid spilling onto 
Interstate 96 in the Brighton, Michigan, area snarled traffic for miles around, and sent 
rush-hour commuters crawling home August 17. After about a 10-hour shutdown, 
officials reopened eastbound I-96 and westbound Grand River Avenue at the 
expressway at about 11 p.m., after completing cleanup work and a structural 
investigation of the overpass. The Brighton post of the Michigan State Police said the 
driver of a 53-foot tractor-trailer hauling ba tteries lost control while trying to enter 
eastbound I-96 from Grand River Avenue at 1:10 p.m. The vehicle overturned and 
blocked all eastbound lanes, police said. Acid from the batteries was leaking, and a 
hazardous-materials crew was called to the scene, police said. Emergency personnel 
also cut the trailer near the cab to try to gain access to the interior of the trailer because 
the rear appeared butted up against the railing. In addition to the state police and 
hazardous-materials crew, personnel from the Brighton Police Department, Livingston 
County Sheriff’s Department, Brighton Area Fire Department, Livingston County 
EMS, Howell Area Fire Department, Michigan Department of Transportation, Corrigan 

http://www.truckinginfo.com/news/news-detail.asp?news_id=71388�
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Towing, and the Livingston County chapter of the American Red Cross assisted in the 
crash response. 
Source: http://www.livingstondaily.com/article/20100818/NEWS01/8180302 

24. August 18, Associated Press – (International) Russian cruise ship collides with 
barge . Emergency officials said that a Russian cruise ship carrying hundreds of U.S. 
and German tourists has collided with a barge on the Volga River, but no one was hurt. 
The Russian Emergency Situations Ministry’s branch in the Yaros lavl region said the 
collision occurred early August 18 in the Rybinsk reservoir on the Volga River. The 
barge carrying sand hit the cruise liner, piercing a hole in its starboard side. The 
ministry said that none of the 202 tourists and 91 crew aboard had suffered any injuries, 
and the crew patched the hole. The tourists were to be evacuated to Moscow by boats 
and then buses. 
Source: http://www.weartv.com/template/inews_wire/wires.international/3311716e -
weartv.com.shtml 

25. August 17, Department of Homeland Security – (Massachusetts) DHS scientists to 
continue studying a irflow in MBTA subway s ystem. Commuters in Boston’s 
Massachusetts Bay Transpor tation Author ity (MBTA) subway system will not ice 
scientific equipment and researchers with electronic monitoring devices August 20 to 
27, while DHS continues a scientific study of airflow throughout the underground 
por tion of the subway system. Led by the agency’s Science and Technology 
Directorate, the study’s purpose is to gather data on the behavior of airborne 
contaminants if they were to be released into the subway — pa rt of DHS’s ongoing 
commitment to preparedness and the shared responsibility of protecting the nation’s 
critical infrastructure. To collect data on airborne contaminants, the study involves 
releasing non-toxic, inert, odorless gas and particle tracers into the subway system. 
Particle and gas concentrations will be sampled in more than 20 stations and in subway 
cars covering t he ent irety of the underground por tion of the MBTA system. While the 
deliberate release of chemical or biological agents is of primary concern, the study will 
also help researchers understand airflow characteristics for smoke or unintentional 
spills of chemicals or fuels — providing a direct benefit to MBTA for use in 
developing evacuation, ventilation, and other incident-response strategies. 
Source: 
http://www.mbta.com/about_the_mbta/news_events/?id=19949 &month=&year= 

For more stories, see items 8 and 42  
 
[Return to top]  

Postal and Shipping Sector 

26. August 17, WEWS 5 Cleveland – (Ohio) Neighbors scared after five  bottle bombs 
found in mailboxes, one explodes. Five bottle bombs were found in five mailboxes 
August 13 in East Park in Green Township, Ohio. One of the bottle bombs exploded, 
denting and damaging the mailbox. Summit County Sheriff’s Department investigators 
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said what some teenagers might think is a back-to-schoo l prank is actually a go-to-jail 
felony punishable by a fine and jail time, depending on the degree of felony. No one 
has been injured and no one has been arrested. The bottle bombs involve a 2-liter bottle 
of pop and other ingredients that cause a physical reaction, pressure and then an 
explos ion that could seriously hurt someone. 
Source: 
http://www.newsnet5.com/dpp /news/local_news/akron_canton_news/neighbors-scared-
after- five-bottle-bombs-found- in-mailboxes 

[Return to top]  

Agriculture and Food Sector 

27. August 17, KTNV 13 Las Vegas – (Nevada) 30 cases of Salmonella in the valley 
linked to eggs  and poultry. The Southern Nevada Health District has reported 30 
cases of Salmonella since January of 2010. All are linked to a string of bacteria that’s 
typically associated with eggs and poultry. While experts say this is by no means an 
outbreak, they do want to let people know that avoiding contamination boils down to 
cleanliness and common sense. In the last 8 months the number of residents that have 
become infected with Salmonella Enteritidis, has nearly quadrupled in Clark County. 
The illness can be more severe among the elderly and children. 
Source: http://www.ktnv.com/Global/story.asp?S=13000210 

28. August 17, CNN – (Nationa l) Calls for better seafood testing as Gulf fishing begins 
anew. On August 17, a day after fall shrimping season began in the Gulf of Mexico and 
the state of Alabama reopened coastal waters to fishing, the National Resources 
Defense Council (NRDC) — a major environmental watchdog group — called for 
more stringent testing of seafood. The group released a statement saying it sent letters 
to the Food and Drug Administration and the National Oceanic and Atmospheric 
Administration, co-signed by almost two dozen Gulf coast groups, asking the 
government agencies to: ensure that there is comprehensive monitoring of seafood 
contamination; ensure public disclosure of all seafood monitoring data and methods; 
and ensure that fishery re-opening criteria protect the most vulnerable populations, 
including children, pregnant women and subsistence fishing communities. “With the 
opening of shrimping season and near-daily reopening of fishing areas, seafood safety 
is a major issue right now,” a senior scientist with the NRDC said in the statement. 
“The government needs to show it is putting strong safety criteria and testing standards 
in place to ensure that the seafood from the Gulf will be safe to eat in the months and 
years to come.” Government officials have said in recent weeks that waters closed to 
fishermen after the worst oil spill in U.S. history would be reopened when officials 
could guarantee that seafood would pass tests for safety and edibility. 
Source: 
http://edition.cnn.com/2010/US/08/17/gulf.oil.disaster/?hpt=Mid#fbid=RvRBBEZyCw
C&wom=false 

http://www.newsnet5.com/dpp/news/local_news/akron_canton_news/neighbors-scared-after-five-bottle-bombs-found-in-mailboxes�
http://www.newsnet5.com/dpp/news/local_news/akron_canton_news/neighbors-scared-after-five-bottle-bombs-found-in-mailboxes�
http://www.ktnv.com/Global/story.asp?S=13000210�
http://edition.cnn.com/2010/US/08/17/gulf.oil.disaster/?hpt=Mid#fbid=RvRBBEZyCwC&wom=false�
http://edition.cnn.com/2010/US/08/17/gulf.oil.disaster/?hpt=Mid#fbid=RvRBBEZyCwC&wom=false�


 - 12 - 

29. August 17, Associated Press – (National) 228M eggs recalled following salmonella 
outbreak. An Iowa egg producer is recalling 228 million eggs after being linked to an 
outbreak of salmonella poisoning. The federal Centers for Disease Control and 
Prevention (CDC) said eggs from Wright County Egg in Galt, Iowa, were linked to 
several illnesses in Colorado, California and Minnesota. The CDC said about 200 cases 
of the strain of salmonella linked to the eggs were reported weekly during June and 
July, four times the normal number of such occurrences. State health officials said 
tainted eggs have sickened at least 266 Californians and seven in Minnesota. The eggs 
were distributed around the country and packaged under the names Lucerne, Albe rtson, 
Mountain Dairy, Ralph’s, Boomsma’s, Sunshine, Hillandale, Trafficanda, Farm Fresh, 
Shoreland, Lund, Dutch Farms and Kemp. The Food and Drug Administration (FDA) 
is investigating. In a statement, company officials said the FDA is “on-site to review 
records and inspect our barns.” The officials said they began the recall August 13. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5hOgpXZfEFJ7kkmSW5TIXjls
uUxPQD9HLK9SO0 

30. August 13, Reuters – (International) Russia to partly lift chicken ban; U.S. wants 
more. Russia, the top market for U.S. chicken, will lift a ban on U.S. poultry imports 
starting August 16, the Interfax news agency quoted the Russian Agriculture Ministry 
spokesperson as saying August 13. Russia, where U.S. poultry has been banned since 
January, will allow poultry imports from 68 U.S. plants out of a total of 87 proposed by 
the U.S. side, he said. But after meeting with Russian counterparts in Geneva to try to 
restart trade, halted since January, a U.S. government team said Russia’s proposal was 
not an acceptable way to implement a deal signed June 24 by the U.S. President and the 
Russian President. “We will continue to press Russia to fully implement this 
agreement,” a statement from the U.S. government team said. Moscow said the 
approved plants meet the production and processing conditions set by Russia’s animal 
and p lant health watchdog RosSelkhozNadzor. But the U.S. team said the list includes 
only eight of 27 poultry slaughter and processing plants that the U.S. Agriculture 
Department has determined should be eligible to ship to Russia. “The remaining 60 
plants that Russia is listing are cold storage facilities that can only handle poultry if 
there is poultry to handle,” the U.S. statement said. 
Source: http://www.reuters.com/article/idUSLDE67C1SF20100813 

[Return to top]  

Water Sector 

31. August 18, Rockford Register Star – (Illinois) Rockton officials deny sewage leaked 
into Rock River. The Illinois Environmental Protection Agency (IEPA) has cited the 
village of Rockton for leaking raw sewage into the Rock River after a power outage 
July 15 caused pumps in the Hawick Street lift station to fail for several hours. The 
village president however, does not believe the leak happened. “I don’t know what 
they’re using as a basis for [the violation notice]. If there was a leak, we’d certainly 
admit it. But our public works saw no evidence of a leak.” The rising water level of the 
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Rock River caused the river to backflow into the lift station, he said. “Our guys put a 
cap on the pipe to keep it out,” he said. “Then, when the sewage level in the lift station 
went up, the cap kept the sewage from going out through the same hole. The cap is 
what kept it from leaking. ” Despite the objections, the IEPA has determined that a 
violation occurred. Village officials have 45 days to respond. 
Source: http://www.rrstar.com/news/yourtown/x2092798550/Village-denies-sewage-
leaked- into-river 

32. August 17, WTVC 9 Chattanooga – (Tennessee) Fish kill costs Chattanooga $18,000-
plus. At the August 17 city counc il committee meeting in Chattanooga, Tennessee, 
officials with the city’s public works department said the Browns Ferry Marina 
overflow and fish kill cost $18,000 in cleanups charges. A lightning strike August 5 
caused a power outage to the Moccasin Bend Treatment Plant and surrounding pumps. 
The sewage overflow into the water at the marina lasted 14 hours, killing more than 
3,000 fish due to oxygen depletion. Public works employees continue monitoring new 
pumps and taking water samples to make sure the water is clean. 
Source: http://www.newschannel9.com/news/fish-993900-kill-water.html 

33. August 17, WINK-TV 9 Fort Meyers – (Florida) Water outage near Page Park area in 
South Fort Myers. Lee County Utilities in Florida reported a water outage due to a 6-
inch water main break. The water was turned off and repairs were expected to be 
completed by 6 p.m. August 17. Once the repairs have been completed and water 
service is restored, approximately 1,000 customers affected will be under a boil water 
order until bacteriological test shows that the water is safe to drink. Test results will 
take approximately 48 to 72 hours. 
Source: http://www.winknews.com/Local-Florida/2010-08-17/Water-outage-near-
Page-Park-area- in-South-Fort-Myers 

34. August 16, Kitsap Sun – (Washington) South Kitsap’s stormwater grates are 
disappearing ... but why? Stormwater grates have been vanishing in South Kitsap, 
Washington, creating a dangerous hazard and running up a bill as the county scrambles 
to replace them. Thirty-one grates have been taken since July 21, according to the 
Kitsap County Public Works Department. The sales manager at Navy City Metals in 
Gorst said the 31 covers, combined, are probably worth about $200 as scrap metal. 
Each cast- iron-and-steel cover weighs about 70 pounds, said the assistant director of 
public works. The cost to the county is much greater. The grates cost $82 a pop to 
replace, or at least $2,500. O fficers ares placing cones or markers around the holes until 
public works can fasten in new grates. So far, no one’s been hurt. Officers previously 
have seen grates removed and thrown in storm drains, but this is the first time they’ve 
been stolen. As they replace the covers, crews are bolting them down to make them 
harder to steal. But that also makes them harder to remove for maintenance. Metal 
recyclers in Kitsap and Pierce counties have been notified of the thefts. There are more 
than 10,500 s uch covers in the county. 
Source: http://www.kitsapsun.com/news/2010/aug/16/south-kitsaps-manhole-covers-
are-disappearing/ 
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35. August 16, Ogden Standard-Examiner – (Utah) Willard sewer plant needs 
permit. The Willard-Perry wastewater treatment facility in the cities of Willard and 
Perry in Utah is now complete. However, the $30 million plant still can not treat 
sewage because it can not get a state permit to operate. The director of the Utah 
Division of Water Quality (DWQ) told the city council the permit for operation has 
been appealed by Western Resource Advocates because of new federal standards for 
the release of phosphorus and nitrates into nearby wetlands. Two years ago when the 
grant was awarded, DWQ did not have a problem with releasing discharge water into 
the wetlands. The standards have changed since then. Perry currently has evaporation 
lagoons next to the wetlands wildlife area. The Willard city administrator said if the 
plant is issued a permit of operation, the water from both Perry and Flying J will flow 
into the plant and be treated. Before a permit of use is granted to the sewage treatment 
plant, DWQ will study the plant’s impact upon wetlands. The new plant does not have 
a plan for treating the nutrients in the discharge water going out into the wetland 
wildlife area. If the study finds the discharge will affect the wetlands negatively, DWQ 
will look a t alternatives for disposing o f the water. The study by DWQ will be 
complete in mid-September. If nutrients are not a problem, the permit will be issued 
after public notice, and the plant could be fully operational by October. 
Source: http://www.standard.net/topics/water/2010/08/16/willard-sewer-plant-needs-
permit 

[Return to top]  

Public Health and Healthcare Sector 

36. August 18, Pittsburg Morning Sun – (Kansas) CHC/SEK loses telephone 
service. Community Health Center of Southeast Kansas in Pittsburg, Kansas 
experienced a total loss of telephone service August 17 following the failure of a 
telephone circuit. The clinic remained without telephone service late August 17, with 
service crews working to restore the phone lines. Despite the disruption, the health 
center was scheduled to be open from 8 a.m. to 7 p.m. August 18 to see scheduled and 
walk- in patients. Calls to the clinic’s main number will be diverted to an off-site call 
center until permanent repairs are completed. 
Source: http://www.morningsun.net/news/x2092798552/CHC-SEK-loses-telephone-
service 

37. August 17, CNN – (Flor ida) Dengue fever increases in Florida. The number of dengue 
fever cases, a mosquito-borne disease that can cause mild to serious symptoms and 
even death, has increased this month, according to the Florida Department of Health. 
While dengue fever has not caused any deaths in Florida this year, health officials 
asked residents to take precautions such as wearing protective clothing, using mosquito 
repellents and draining still water near the home, like the water in bird ba ths, to prevent 
the pests from breeding. Dengue fever is common in the trop ics and can cause 
symptoms like high fever, rash, severe bleeding and even death. The recent outbreak in 
Florida has puzzled local health authorities, who say the last outbreak occurred in 1934. 
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Source: http://pagingdrgupta.blogs.cnn.com/2010/08/17/dengue-fever- increases- in-
florida/?hpt=T2 

38. August 16, KSAZ 10 Phoenix – (Arizona) Arizona leads nation in West Nile 
cases. The biggest health scare in Arizona right now is the West Nile virus as the state 
is already seeing triple the number of cases compared to 2009. With 50 cases, Arizona 
is leading the nation when it comes to West Nile. Three people have died in Maricopa 
County this year and now cases are also popping up in Pinal County. For those who 
have had the virus, they say it takes months, sometimes years to recover. Doc tors said 
four out of five people never have symptoms, but could develop West Nile fever, which 
does have symptoms. It is similar to the regular flu: fever, headache, tiredness, body 
aches. Those who are infected may also notice a skin rash and swollen lymph glands. 
Source: http://www.myfoxphoenix.com/dpp /news/local/phoenix/arizona-leads-nation-
west-nile-cases-08162010 

39. August 16, CNN – (Nationa l) Drug recalls surge. Recalls of prescription and over the 
counter drugs are surging, raising questions about the quality of drug manufacturing in 
the United States. The Food and Drug Administration (FDA) reported more than 1,742 
recalls last year, skyrocketing from 426 in 2008, according to the Gold Sheet, a trade 
publication on drug quality that analyzes FDA data. One company, drug repackager 
Advantage Dose, accounted for more than 1,000 of those recalls. Even excluding 
Advantage Dose, which has shut down, recalls jumped 50 percent last year. “We’ve 
seen a trend where the last four years are among the top five for the most number of 
drug recalls since we began tallying recalls in 1988, ” said the managing editor of the 
Gold Sheet. “That’s a meaningful development.” High-profile recalls of Tylenol and 
other products by McNeil Consumer Healthcare, a unit of Johnson & Johnson, have 
drawn attent ion to qua lity concerns. 
Source: 
http://money.cnn.com/2010/08/16/news/companies/drug_recall_surge/index.htm?hpt=T
2 

40. August 15, InformationWeek – (National) Analysis: Healthcare breach costs may 
reach $800 million. According to an analysis by the Health Information Trust Alliance 
(HITRUST), regulated health care organizations that have repo rted health information 
breaches of 500 or more people could cumulatively spend upwards of $1 billion in 
related costs. Since the Health Information Technology for Economic and Clinical 
Health Act or HITECH Act of 2009 became law, a number of new privacy, security 
and reporting and non-compliance penalty provisions went into effect. And as 
summarized by the report from HITRSUT, there have been 108 entities who have 
reported security breaches since September of last year. Those breaches comprise about 
four million people and records. In the analysis, HITRUST used the 2009 Ponemon 
Institute Cost of a Data Breach Study, which found the average cost for each record 
within a data breach to be $204. That’s $144 of indirect costs and $60 of direct costs. 
Source: 
http://www.informationweek.com/blog/main/archives/2010 /08/analysis_health.html;jse
ssionid=KY41WEZRXVOPPQE1GHRSKH4ATMY32JVN 
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[Return to top]  

Government Facilities Sector 

41. August 17, Nextgov – (National) Employees still pose biggest security threat, sur
finds. Workers inside agencies pose the biggest threat to computer security, providi
foreign governments and other perpetrators direct access to sensitive networks, 
according to results of a survey of security experts released August 17. Most of the 
government security experts security vendor  PacketMotion surveyed po inted to 
employees as the greatest threat to steal sensitive information because of failure to 
comply with policies combined with lax controls often provide easy access to data. 
Results of the survey reflect “the reality that the [perpetrator] will hijack or use the 
credentials of internal users,” said the vice president of marketing and product strate
at PacketMotion. The survey was conducted during the Black Hat USA 2010 
conference in Las Vegas in July. Fifty-nine percent of those surveyed said employe
represent the biggest threat to the government’s enterprise computing environment, 
14 percent pointed to administrators who have been given access to certain network
and files as threats as well. Eighteen percent said outsiders, including contractors, w
the biggest security threat, while only 9 percent named hackers and cyber criminals 
the top threats. 
Source: http://www.nextgov.com/nextgov/ng_20100817_1347.php 

42. August 17, Seattle Times – (Washington) Fighter jets scramble; sonic booms rattl
Puget Sound area. Two loud sonic booms heard throughout the Seattle, Washingto
area the afternoon of August 17 were caused by a pair of F-15 jets pursuing a seapla
that breached a 10-mile restricted zone around the U.S. President’s Air Force One j
The fighters were sent off at 1:38 p.m. from the 142nd Oregon Air National Guard 
Wing in Portland, a spokeswoman said. Fighter planes are on alert around the clock
defend the Northwest coast from Canada to Northern California, she said. At the ti
the President’s plane was parked at Boeing Field during his tour of Seattle August 1
which included a stop at an eatery, the Westin Hotel, and one other fundraiser. The 
seaplane landed in Lake Washington before the fighter jets arrived before 2 p.m., b
after they “went supe rsonic near the Seattle area” minutes earlier, said the North 
American Aerospace Defense Command in Colorado. The pilot of the seaplane was
returning from Lake Chelan to Kenmore, via Stevens Pass, a route he regularly take
said the president of Kenmore Air, which owns a floa tplane facility at the nor th end 
Lake Washington. 
Source: 
http://seattletimes.nwsource.com/html/localnews/2012647005_sonicbooms18m.ht

43. August 17, Associated Press – (Indiana) Playg round torched at central Indiana 
school. Playground equipment at Sugar Grove Elementary School near Greenwood,
Indiana, was destroyed August 16 by a fire the day before it was opening for classes
Firefighters arrived at the school about 2:30 a.m. to find the playground equipment 
engulfed in flames. A White River Township fire official said the fire was set using 
books that were piled on fresh mulch underneath the playground equipment. Huma
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feces were also spread over the school’s doors and windows. Crews removed the 
damaged equipment and replaced the playground’s mulch. The principal said the 
vandalism would not interfere with the start of classes August 17. The damage was 
estimated at $60,000. 
Source: 
http://content.usatoday.net/dist/custom/gci/InsidePage.aspx?cId=jconline&sParam=343
05397.story 

44. August 16, KOB 4 Albuquerque – (New Mexico) Virus infects Sec. of State’s 
computer. Questions are being raised after some New Mexico state employees, 
inc luding the office manager said they saw computer viruses display por nographic 
icons on the New Mexico secretary of state’s laptop computer. Answers have been hard 
to come by because the former IT director has left the country and both the deputy and 
the secretary herself insist the virus was not pornographic, but it is clear there were 
some serious security issues. The office administrator said he was concerned about 
computer security given that the office keeps thousands of social security numbers and 
secret addresses of domestic violence victims who have their identities protected. “It 
could have had the potential even to have that information leaked to the public where 
people’s safety could have been compromised,” he said. The administrator recorded 
undercover video of the IT staff trying to get rid of powerful viruses that had infected 
the official’s state laptop. A staff member can be overheard saying he sees 158 viruses 
on the computer. The main virus appears to be one called the Defense Center which 
disguises itself as anti-virus software and takes control of a computer and forces 
pornographic links on the desktop. 
Source: http://www.kob.com/article/stories/S1699185.shtml?cat=517 

45. August 16, Associated Press – (Maryland) Cardin calls for quick cleanup of Ft. 
Detrick. A U.S. Senator from Maryland is urging the Army to move quickly in 
investigating and cleaning up environmental contamination at Fort Detrick in 
Frederick, Maryland. The Democrat urged the Army Assistant Secretary August 16 to 
reach an agreement with the Environmental Protection Agency (EPA) by December 1 
on a legally binding framework for the project. Beside the installation’s long-standing 
problems with groundwater contamination from industrial chemicals, the Senator said 
he is concerned about Veteran Administration reports indicating the Army tested the 
chemical defoliant Agent Orange outdoors at Fort Detrick in the 1940s and 50s. The 
Senator said the Army should thoroughly examine all potential pathways of 
contamination. The EPA added Fort Detrick groundwater contamination to its 
Superfund list of the nation’s most polluted places last year. 
Source: http://voices.washingtonpost.com/local-breaking-news/maryland/cardin-call-
for-quick-cleanup.html 

[Return to top]  

Emergency Services Sector 
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46. August 17, KWTX 10 Waco – (Texas) Unexploded bomb found in trailer after police 
station shootout. A gunman who opened fire the morning of August 17 at the 
McKinney, Texas Police Department evidently intended to detonate a bomb, authorities 
said. During a news conference August 17, police said the man’s plan may have been to 
draw people out of the building and then to set off the explosive device. The McKinney 
police chief said the gunman parked his pickup truck and a trailer in front of the station 
August 17, and then set the truck on fire before retreating across a road and opening 
fire on the building. 
Source: http://www.kwtx.com/home/headlines/100888709.html 

47. August 17, Arcuri.house.gov – (National) Arcuri announces application period for 
federal fire grants. Today, A U.S. Representative from New York announced that 
DHS’s Federal Emergency Management Agency (FEMA) is accepting applications for 
Fiscal Year (FY) 2010 Staffing for Adequate Fire and Emergency Response Grant 
Program (SAFER). “Addressing firefighter staffing shortfalls is arguably the greatest 
challenge facing fire departments across the country,” the Democrat said. “The SAFER 
program provides desperately needed funding for departments hit by budget restrictions 
to ensure they have enough trained firefighters to respond to emergencies.” DHS will 
award approximately $420 million in SAFER grants this year. The purpose of the 
grants is to assist fire departments with recruitment and retention of volunteer 
firefighters who are involved with, or trained in, the operations of firefighting and 
emergency response. The grants are intended to create a net increase in the number of 
trained, certified, and competent firefighters capable of safely responding to 
emergencies likely to occur within the grantee’s geographic response area. One 
hundred percent of the actual salary and benefits for the SAFER-funded firefighters 
will be fully funded for the two-year period of performance. 
Source: 
http://arcuri.house.gov/index.php?option=com_content&task=view&id=1071&Itemid=
117 

48. August 17, Associated Press – (National) Justice Department tells FBI, ATF to work 
together. The Justice Department has settled a turf war between two federal law 
enforcement agencies. A recent audit by the Justice Department’s Office of Inspector 
General found nationwide conflicts between the FBI and Bureau of Alcohol, Tobacco, 
Firearms and Explos ives (ATF) over which agency is in charge for federal explos ives 
investigations. The Acting Deputy Attorney General wrote a memo to the FBI Director 
and the top-ranking official at ATF laying out the new framework. The eight-page 
memo calls for the FBI to be the lead agency for domestic terrorism explosives 
investigations as well as explosives probes with a link to international terrorism or 
weapons of mass destruction. ATF will be the lead agency for everything else in the 
explosives realm. 
Source: http://www.google.com/hostednews/ap/article/ALeqM5guUxvNTBx09Ok0Xc-
YVgqhfmrTOQD9HLFUTG4 

49. August 17, WTVT 13 Tampa – (Flor ida ) Deputies: Inmate made bomb threats to 
sheriff’s office. An inmate has been charged with calling bo mb threats in to the 
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Sarasota County Sheriff’s Office. Deputies said they received a non-emergency call 
that 350 pounds of explosives were outside 2070 Ringling Blvd. in Sarasota, Florida, 
where the sheriff’s office is located. The caller said he wanted to see bomb squad 
activity and would detonate the explosives if his demand was not obeyed. Police 
checked out the threat and discovered that the call came from an inmate who is being 
held at the Sarasota County Jail for robbe ry and grand theft auto. All calls going out of 
the jail are recorded, so officials were able to quickly track the call to the inmate. 
Source: http://www.myfoxtampabay.com/dpp/news/local/sun_coast/deputies- inmate-
made-bomb-threats-to-sheriffs-office-081710 

For more stories, see items 1, 57, and 59  
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Information Technology Sector 

50. August 18, Help Net Security – (International) DDoS threat spam targets domain 
owners. An interesting and not that often seen approach to make users part with the ir 
hard-earned cash has been spotted by Symantec. In the e-mail in question, the spammer 
professes to be a hacker with a network of computers at his disposal large enough to 
execute a DDoS attack on users’ Web sites, and requests the recipients to send him 
$200 to prevent his use of this network against their Web sites: The “To” field contains 
the e-mail address that is provided by the registrant in the contact details for the domain 
(which can be discovered using a simple whois lookup), and the “Subject” header says 
“Hosting - Important Updates and Information” - making it look like the e-mail is 
coming from the hosting service provider. Symantec said the spelling mistakes in the e-
mail are intentional, so that the message can evade content-based antispam filters. But, 
in this case, they can also lend a certain amount of credibility to the sender, since the 
name of the “hack project” sounds Slavic in origin. Perfect knowledge of the English 
language would, in this case, probably raise more suspicion. 
Source: http://www.net-security.org/secworld.php?id=9753 

51. August 18, The Register – (International) Clickjacking threat punts Facebook survey 
scam. Miscreants have unleashed a new type of clickjacking worm on Facebook. It 
tricks users into using the Facebook “Share” feature without notifying surfers content is 
being shared. By contrast, an otherwise similar clickjacking attack da ting back from 
May relied on duping a user into injudicious use of the soc ial network’s “Like ” feature. 
Sophos explains that the latest attack poses as a “Facebook fan page” for the “Top 10 
Funny T-Shirt Fails ROFL” and o ther po tentially eye-catching content. These fan 
pages, once selected, load malicious script from an external domain that means the user 
will unwittingly share the dodgy page on their profile, promoting the scam to a mark’s 
friends and contacts on Facebook. Prospective marks running the NoScript Firefox 
plug- in are protected from the line of attack, which continues with a supposed “human 
verification step”. Marks are invited to complete a time-wasting survey be fore they are 
allowed to view the T-shirts. The scammers earn money from completed surveys from 
dodgy marketing outfits. Sophos reports that marks must submit cell phone numbers, 
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which are enrolled into an auto renewing subscription service that costs $5 per week. 
Details of the terms and conditions of enrollment onto the Awesome Test are buried in 
small print. Facebook responded promptly to the appearance of the threat by deleting 
fan pages associated with the scam. Meanwhile Sophos has blocked the domain hosting 
the malicious code. 
Source: http://www.theregister.co.uk/2010/08/18/facebook_clickjacking_scam/ 

52. August 17, The Register – (International) Apple.com hit in latest mass hack attack. A 
hack attack that can expose users to malware exploits has infected more than 1 million 
Web pages, at least two of which belong to Apple. The SQL injection attacks bombard 
the Web sites of legitimate companies with database commands that attempt to add 
hidden links that lead to malware exploits. While most of the sites that fell prey appear 
to belong to mom-and-pop operations, two of the infections hit pages Apple uses to 
promote iTunes podcasts, a Google search shows. The malicious links appear to have 
been removed since Google last indexed the pages in early August. In all, at least 
538,000 pages have been compromised by the same attack. Attacks that bare similar 
fingerprints but point to different domains have claimed close to 500,000 more. “These 
attacks have been ongoing and are changing pretty often,” said a senior researcher with 
ScanSafe, a Cisco-owned service that provides customers with real-time intelligence 
about malicious sites. “Interestingly, many of the sites compromised have been 
involved in repeated compromises over the past few months. I t’s not clear whether 
these are the work of the same attackers or are competing attacks.” 
Source: http://www.theregister.co.uk/2010/08/17/apple_sql_attack/ 

53. August 17, Computerworld – (Internationa l) Adobe to patch Reader zero-day bug 
Thursday.  Adobe said August 17 that it would patch a critical Reader vulnerability 
August 19. Two weeks ago, Adobe had promised to fix the flaw during the week of 
August 16 with an emergency, or  “out-of-band” security upda te, but had not slated a 
specific date. Computerworld had pegged the likely release date as August 17 based on 
past Adobe practice of issuing many of its security updates on Tuesdays. The bug 
Adobe plans to patch was disclosed by a researcher at last month’s Black Hat security 
conference, when he demonstrated how the open-source BitBlaze toolkit could be used 
to boost bug-hunting productivity.The researcher, an analyst with Baltimore-based 
Independent Secur ity Evaluators, is well-known for finding vulnerabilities in Adobe’s 
popular Reader PDF viewer. Last March, he showed how a simple fuzzing tool could 
root out scores of potential bugs in Reader and other software. The researcher said the 
vulnerability is in Reader’s and Acrobat’s font parsing, but is not connected with the 
PDF font parsing flaw exploited by hackers to “jailbreak” Apple’s iOS 4 earlier this 
month. Apple patched the font vulnerability August 11. 
Source: 
http://www.computerworld.com/s/article/9180846/Adobe_to_patch_Reader_zero_day_
bug_Thursday 

54. August 17, Help Net Security – (International) Facebook Hacker: A dangerous 
tool. Phishing is the weapon of choice for cybercriminals after log-in credentials. 
However, a new attack tool –- Facebook Hacker — has drawn attention to peop le 
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desiring passwords and usernames that are not theirs. This kit helps wrongdoers steal 
log- in credentials without the user even having to type anything. The kit is intuitive and 
easy to configure. There are only two fields that need filling in: a disposable e-mail and 
a password that will constitute the location where the stolen information is delivered. 
After clicking the “build” button, a server.exe file is created and deposited into the 
facebook Hacker folder along with the initial files. The server.exe file is sent to 
intended victims. Once run, the malicious tool will snatch the victim’s facebook 
account credentials, along with all usernames and passwords users have asked browsers 
to remember. In order to successfully collect passwords, the malicious binary includes 
applications able to squeeze data out of the most popular browsers on the market, as 
well as out of almost all available instant messaging clients. The application also 
enumerates all dialup/VPN entries on the computer and displays their log-on details: 
user name, password, and domain. To avoid detection, the facebook Hacker will also 
look for all the processes related to a security suite and kill them upon detection. The 
kit is accessorized with a hard-coded list of processes associated with AV solutions that 
are to be checked and stopped, if found. The malware also looks for network 
monitoring applications and terminates them. This is a safety measure that will prevent 
curious users from seeing the ir passwords leave the system. 
Source: http://www.net-security.org/malware_news.php?id=1433 

55. August 17, The Register – (International) Mozilla eases fears over phishy URL 
alert. Mozilla developers have eased concerns about the severity of a security feature 
in Firefox that often fails to warn users when they have encountered ob fuscated URLs 
that might lead to malicious Web sites. Developers of the open-source browser have 
known of the warning bypass since June. Under most circumstances, Firefox will 
display a warning when users click on links that contain addresses that have been 
obfuscated to hide their true destination. But when users encounter encoded URLs in 
inline frames embedded in a Web page, no such alert is delivered. “This impacts user 
security because obfuscated links in the iframes might trick the user to visit false links,” 
the person reporting the behavior wrote. On August 17, the same person, who is a 
researcher from Web security firm Armorize, repeated the warning. “In certain cases, it 
can be used effectively in spreading malware and stealing sensitive information,” the 
researcher wrote on the Armorize blog. But Mozilla said August 17 they don’t believe 
the behavior represents much of a risk because the obfuscated links are not visible 
during normal surfing, anyway. The statement reminded everyone that Firefox ships 
with protection that automatically warns users when they’re about to access pages 
identified in phishing or malware scams. 
Source: http://www.theregister.co.uk/2010/08/17/firefox_phishy_url_bypass/ 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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[Return to top]  

Communications Sector 

56. August 18, Radio-info.com – (Oklahoma) A lightning strike knocks Cox s tations in 
Tulsa off the air. A rainstorm packing strong winds and lightning was the reason all 
five Cox-owned radio stations in Oklahoma were knocked off the air early August 17. 
Radio-Info has been told that an air-to-ground lightning s trike directly hit the building 
at 10:02 a.m., knocking News Talk KRMG-AM/FM (740/102.3), KWEN-FM (95.5), 
KRAV-FM (96.5) and KJSR-FM “Star” (103.3) off the air, along with their Web site 
streams. An engineer at Cox Radio-Tulsa said it took nearly two hours for a team of 
engineers to get all of the station’s transmitters back in operation. All online streams 
were resumed, except for KRMG, which was still out of action at 1:45 p.m. The 
engineer said the the Tulsa area has suffered though a spell of no rain and hot, 100 
degree weather as of late. The lightning strike had a minimal effect on building power 
but had a major impact on the transmitters. 
Source: http://www.radio-info.com/news/a- lightning-strike-knocks-cox-stations-in-
tulsa-off-the-air 

57. August 18, Jackson County Floridian – (Florida ) Communications blackout. A fiber 
optic line was cut in Cottondale, Florida, early August 17, leaving land lines, cellular 
phone service and Internet inoperable for about six hours. The outage affected 
individuals and businesses across Jackson and Holmes counties. CenturyLink 
customers across the two counties were left without long distance phone and Internet 
service from about 8:30 a.m. to 2:30 p.m., according to a regional representative for 
CenturyLink. Cellular phone service was affected because the wireless system has to tie 
into a land line. The fiber that was cut disconnected the wireless network from the 
landline system, according to a regional representative for Verizon Wireless. It is not 
known who cut the cable. It was an “external party” and not CenturyLink, the 
representative said. Emergency services were affected in the two counties. The Bonifay 
Police Department sent a press release indicating it was sent through a Mediacom cable 
account, an Internet service provider, which appeared to be unaffected by the outage. 
Washington County was not affected by the outage, and it was assisting with dispatch 
for Jackson and Holmes counties, according to an official at the Washington County 
Sheriff’s Office. Basic 911 service was available in Jackson County. However, the 
“enhanced” part of 911 service that provides the locations from where calls are made 
was down. Sheriff’s office officials had to rely on transmitting information through 
radios, because patrol vehicle computers couldn’t be used to communicate with 
dispatchers. 
Source: http://www2.jcfloridan.com/news/2010 /aug/18/communications-blackout-ar-
718908/ 

58. August 17, IDG News Service – (National) FCC: Consumers get half of advertised 
broadband speed. The actual download speeds consumers get are about half of those 
promised by service providers, according to a report released this week by the Federal 
Communications Commission (FCC). In 2009, U.S. residential consumers subscribed 
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to broadband services with an average and median advertised download speed of 7 
Mbps to 8 Mbps, respectively, the FCC said. But the actual average speed they received 
was 4 Mbps, and the actual median speed was 3 Mbps. The FCC criticized the use of 
maximum rather than actual speeds, and said it will support efforts to develop a better 
way to represent bandwidth. The maximum advertised speed ignores network 
congestion, underperforming computers and routers, and Web sites, and applications 
that are not optimized, the FCC said. “Yet this ‘up to’ speed is commonly the only 
metric that can be used to compare the speeds of different broadband offerings. The ‘up 
to’ speed, however, does not provide an accurate measure of likely end-user broadband 
experience,” the FCC wrote in the report, released August 17. 
Source: 
http://www.pcworld.com/businesscenter/article/203534/fcc_consumers_get_half_of_ad
vertised_broadband_speed.html 

59. August 17, Charleston State Journal – (West Virginia) Satellite phone reports 
explosion, causes delays. A spokesman for Chief Well Gas told Marshall County, 
West Virginia, commissioners that an employee used a satellite phone to report the 
June 7 gas explosion. They have since learned that phone call was diverted to Texas, 
and it made locating the explosion difficult. Officials said all of that led to a delayed 
response in getting to the scene. Seven people were injured in the explosion. Company 
officials now say that six of those workers are back on the job. Commissioners held an 
emergency meeting August 17 to try and improve communications. One county 
commissioner asked gas companies to consider contributing money to improve cell 
phone towers for better communications in remote areas of the county. 
Source: http://www.statejournal.com/story.cfm?func=viewstory&storyid=84607 

60. August 17, TechWorld – (International) Facebook popularity eats company 
bandwidth. Employees in the U.K. are now so fascinated with Facebook that they 
access it more often than any other single Web site or service, including, incredibly, 
Google search. According to Network Box’s latest 14 b illion URL survey of traffic 
through its managed servers, Facebook now consumes 4.5 percent of corporate 
bandwidth, or just over 7 percent of all outward business traffic, equivalent to over 1 
billion hits and rising in the second quarter. Only the video-based YouTube beats 
Facebook for corporate bandwidth consumption, consuming a startling 10.2 percent, 
but in terms of visits, Google is still way behind at 3.9 percent. Other notable 
bandwidth consumers inc lude Yahoo’s image server, Yimg, which uses 2.9 percent of 
bandwidth and generated 2.9 percent of hits, and Windows updates, which accounts for 
2.3 percent of hits. Leaving aside search engines, which can claim to have legitimate 
business uses, it is clear that traffic to consumer Web sites such as Facebook and 
YouTube is now a major use for business networks whether companies approve or not.  
Source: http://www.networkworld.com/news/2010/081710- facebook-popularity-eats-
company.html?hpg1=bn 

For another story, see item 36  
 
[Return to top]  

http://www.pcworld.com/businesscenter/article/203534/fcc_consumers_get_half_of_advertised_broadband_speed.html�
http://www.pcworld.com/businesscenter/article/203534/fcc_consumers_get_half_of_advertised_broadband_speed.html�
http://www.statejournal.com/story.cfm?func=viewstory&storyid=84607�
http://www.networkworld.com/news/2010/081710-facebook-popularity-eats-company.html?hpg1=bn�
http://www.networkworld.com/news/2010/081710-facebook-popularity-eats-company.html?hpg1=bn�


 - 24 - 

Commercial Facilities Sector 

61. August 18, Associated Press – (Arizona) 1st alarm fire at Phoenix 
warehouse. Firefighters said a first-alarm blaze at a warehouse south of downtown 
Phoenix, Arizona, has been extinguished. Phoenix Fire Department officials said the 
blaze broke August 17 at a portable toilet storage facility. The cause was not 
immediately known. Crews said up to 100 p lastic toilets were burned and the fire sent 
large plumes of black smoke over the downtown area. The fire was mostly out by 6:45 
p.m., but Phoenix fire personnel treated the area as a hazardous materials scene for 
hours because plastic was involved. There are no reported injuries. 
Source: http://www.kold.com/Global/story.asp?S=13001053 

62. August 18, Boston Globe – (Massachusetts) Elderly complex evacuated over carbon 
monoxide levels. A 20-story, 168-unit Walnut Park elderly apartment complex in 
Roxbury, Massachusetts, was evacuated August 17 after elevated carbon monoxide 
readings were found on the upper floors. No injuries were reported. The source of the 
problem appeared to be a hot water heater that was not properly vented and was located 
near a trash chute that led to all floors, according to fire officials. While no one was 
taken to the hospital, some residents had mild symptoms, such as nausea or headache. 
Source: 
http://www.bos ton.com/news/local/massachusetts/articles/2010 /08/18/elderly_complex
_evacuated_over_carbon_monoxide_levels/ 

63. August 17, WFOR 4 Miami – (Florida ) FPL worker burned after electrical box 
explosion. A spokesman for the Miami Fire Department said an electrical box exploded 
August 17 in the Suntrust building located at SE 2nd Avenue and 1st Street in Miami, 
Florida. An FPL worker suffered minor burns to the face and was transported to 
Jackson Memorial Hospital. The explosion led to a buildingwide power outage, and 
hundreds of people who work in the building went home early. There are about 800 
people who work in the 32-story building.  
Source: http://cbs4.com/local/Suntrust.building.miami.2.186 4890.html 

[Return to top]  

National Monuments and Icons Sector 

64. August 18, Medford Mail Tribune – (Oregon) Wildfire near Grants Pass could 
blacken 8,000 acres. The stubborn Oak Flat fire burning deep in the Rogue River-
Siskiyou National Forest near Medford, Oregon could scorch some 8,000 acres before 
firefighters get it out. Firefighters are back-burning between fire lines and the main 
body of the blaze to remove fuel ahead of the fire, which has burned some 850 acres, a 
spokesman for the national overhead team managing the firefighting effort said. “It all 
depends on how it goes, but it could burn 7,000 or 8,000 acres,” he said. A worst-case 
scenario could result in even more acreage burning, he said, citing the extreme fire 
danger coupled with rugged terrain, heavy fuel and the potential explosiveness of 
wildfires. Because of the difficulty and danger of putting people near the main fire, 
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firefighters are using fire lines built during the 2002 B iscuit fire. The fire is burning in 
the Wild Rivers Ranger District about 20 miles southwest of Grants Pass. Access is by 
the Illinois River Road west of Selma on Highway 199.  
Source: 
http://www.mailtribune.com/apps/pbcs.dll/article?AID=/20100818/NEWS/8180325 

65. August 18, Salt Lake Tribune – (Utah) Willow Creek fire grows to 200 acres. The 
lightning-caused Willow Creek fire had leaped from 30 acres to about 200 acres by 
August 17, and the rugged Mount Nebo Wilderness terrain in Utah was frustrating 
efforts to bring flames to heel. The Willow Creek blaze was first reported about 3 p.m. 
August 16, about 30 miles south of Spanish Fork. A U.S. Forest Service (USFS) 
spokeswoman said nearly 50 firefighters were trying to contain the flames burning in 
pinyon juniper, mahogany, and sagebrush. A Type 3 Incident Management Team was 
slated to take control of the effort. Two water-bearing helicopters were expected to join 
the fight. “Due to the steep, hazardous terrain, firefighters are using an indirect attack 
strategy,” the USFS spokeswoman said. “Control lines are being constructed at the 
lower elevations of the fire. A rock face has been identified at higher elevations that 
will act as a natural barrier. The fire will be actively managed at lower elevations; at 
higher elevations, it is expected to eventually burn itself out,” she said.  
Source: http://www.sltrib.com/sltrib/home/50123902 -76/tuesday-crews-fire-
canyon.html.csp 

66. August 17, Los Angeles Times – (California) Brush fire burns in San Bernardino 
National Forest. A brush fire in the San Bernardino National Forest in San Bernadino, 
California had scorched 100 acres on the northern edge of Lake Silverwood by late 
August 17, but was not threatening any structures, officials said. Nearly 300 firefighters 
were battling the Miller fire, which broke out about 5 p.m. Shortly before 9 p.m., the 
blaze was 5 percent contained. The U.S. Forest Service said all roads are open in the 
area, which is south of Hesperia and north of Crestline. The cause of the fire is under 
investigation. 
Source: http://latimesblogs.latimes.com/lanow/2010/08/brush-fire-burns- in-san-
bernardino-national- forest.html 

67. August 17, Spokane Spokesman-Review – (Washington) Historic Forest Service 
building burns. The U.S. Forest Service’s historic Steliko warehouse on the Entiat 
Ranger District in Washington was consumed by fire August 16, Okanogan-Wenatchee 
National Forest officials reported August 17. The warehouse was one of 12 structures 
at the Steliko Work Station, established in 1908. Many of the buildings are constructed 
of wood and built in the 1930s by the Civilian Conservation Corps. The station, used 
for staging forest crews, is about 10 miles up the Entiat River Valley north of 
Wenatchee. Pack stock and employees were successfully moved without injury, and 
firefighters contained the blaze, forest officials said. The warehouse included a 
woodshop, trail and recreation equipment for the ranger district, and historic fire 
equipment. The cause of the fire is under investigation. 
Source: http://www.spokesman.com/stories/2010 /aug/17/historic-forest-service-
building-burns/ 
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68. August 17, WRTV 6 Indianapolis – (Indiana) 4 arrested in historic farmhouse 
fire. Four people have been arrested in connection with setting fire to a vacant home in 
central Indiana that is on the National Register of Historic Places. The Horace Reeve 
Farmstead in Plainfield, which was once part of one of the largest dairy farms in central 
Indiana, caught fire at about 3 a.m. July 5. Plainfield police said a tip to the Indiana 
Arson Hotline led them to make four arrests on preliminary charges of felony arson. All 
four suspects admitted to being on the property the night of the fire, police said. The 
home, constructed off Epler Road in 1859, is surrounded by a barbed wire fence, and 
graffiti had been scrawled on the front porch. It is owned by the Indianapolis Airport 
Author ity and is for sale. 
Source: http://www.theindychannel.com/news/24665413/ detail.html 

For another story, see item 6  
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Dams Sector 

69. August 18, Associated Press – (Iowa) Officials watching N. Iowa dam; no significant 
flooding expected if it fails. Authorities are watching a dam across the Shell Rock 
River in nor thern Iowa because it could give way. The Floyd County Sheriff’s Office 
and the National Weather Service in La Crosse, Wisconsin continue to monitor the dam 
August 18. A meteorologist said water is undercutting the concrete dam and a failure is 
possible. He said the dam does not hold back much water, and if it fails, no significant 
flooding is expected. He said the river would rise only 2 to 4 feet immediately 
downstream of Rockford, Iowa and 1 to 2 feet farther downstream. The problem with 
the dam was first reported August 17. The river is falling. At Rockford on the morning 
of August 18, the river was at 9.5 feet. Downstream at Shell Rock, it was at 8.5 feet, 
where flood stage is 12 feet. 
Source: 
http://www.desmoinesregister.com/article/20100818/NEWS/100818002/1001/NEWS/P
otential-dam-break-on-N.-Iowa-river 

70. August 18, Associated Press – (Texas) Ike-damaged Texas City dike to reopen by 
October. A toll booth will be set up to collect $5 fees from nonresidents when the 
Hurricane Ike-damaged Texas City, Texas dike reopens in a few weeks. The mayor 
said the city’s plan includes free access for residents who display a window sticker on 
their vehicle. The city this week is mailing the stickers with water bills. Texas City 
residents will get two stickers per household. The mayor said the toll to access the dike 
will be charged Friday through Sunday. The fee could be dropped during some holiday 
periods. The mayor said the dike, which was heavily damaged during the September 
2008 hurricane, is expected to open by October 1. Boat ramps, fishing piers and bait 
camps lined the shores of the 5-mile- long dike before the disastrous storm. 
Source: http://www.chron.com/disp/story.mpl/ap/tx/7158088.html 
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