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Top Stories
• The public works superintendent of a mid-Missouri city has admitted falsifying 

information on tests for safety of the water supply, according to Associated Press. The U.S. 
Attorney’s office said the 54-year-old man, of Stover, pleaded guilty in federal court 
August 13 to one count of making a false statement. (See item 34) 

• Computerworld reports security firm Symatec indicates that traditional security 
technologies are losing the battle against the black hats and malicious code writers. In a 
mid-year review of its IT security risks and predictions made early in 2010, Symantec has 
warned that there are simply too many new cyber threats out there for traditional automated 
systems to catch. (See item 50) 
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Energy Sector

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. August 17, Bloomberg – (National) Scientists say as much as 79% of oil remains in 
Gulf of Mexico. A group of scientists said that as much as 79 percent of BP Plc’s

http://www.dhs.gov/�
http://www.esisac.com/�
http://www.esisac.com/�


 - 2 - 

leaked oil remains in the Gulf of Mexico, challenging the U.S. administration’s 
assessment that the crude is largely gone or rapidly disappearing. Mos t of the oil that 
leaked from BP’s Macondo well from April 20 to July 15 is still beneath the water’s 
surface, scientists concluded in a memo made public August 16. The researchers said 
they drew upon the U.S. government’s study while reaching different conclusions. The 
U.S. President’s August 4 report indicated that almost three-fourths of the crude that 
leaked has disappeared or soon will be eaten by bacteria. The administrator of the 
National Oceanic and Atmospheric Administration has said at least half of the oil 
released is now “completely gone.” Some scientists agree with the government that the 
oil has largely dissipated.  
Source: http://www.bloomberg.com/news/2010-08-17/scientists-say-79-of-spilled-oil-
may-remain-challenging-administration.html 

2. August 17, WTVT 13 Tampa – (Louisiana) Deepwater Horizon crew warned over 
safety weeks before explosion. Weeks before the Deepwater Horizon drilling rig 
exploded in the Gulf of Mexico, the crew was warned not to let down its guard in a 
sternly worded memo from the rig’s owner, The Wall Street Journal reported August 
17. “Do not be complacent ... Remain focused on well control,” drilling company 
Transocean wrote in a 10-page “operations advisory” April 5. The memo was prompted 
by a frightening spectacle on another Transocean drilling rig two days before Christmas 
the previous year. Workers aboard the drilling rig Sedco 711, operating in Britain’s 
North Sea, heard a loud noise and looked up to see dark liquid shooting out of the well 
and spraying across the deck. Executives from Transocean, the Swiss-based contractor 
that owned the rig, were sufficient ly concerned by the near miss that they held 
conference calls with managers aboard the company’s fleet of nearly 150 rigs to discuss 
the lessons from the incident, and issued two operations advisory memos. Later that 
month, the Deepwater Horizon explosion killed 11 workers and set off the worst 
offshore oil spill in U.S. history. Investigators looking into the disaster are probing how 
workers from Transocean and BP, which owned the well, could have missed signals 
that the well was in trouble. 
Source: http://www.myfoxtampabay.com/dpp/news/national/deepwater-hor izon-crew-
warned-over-safety-weeks-before-explosion-081710 

3. August 16, Stewart Houstion Times – (Tennessee) Transformer explodes at 
Cumberland City TVA power plant. A transformer exploded and caught fire August 
16 about 6 p.m. at the TVA Cumberland Fossil Plant in Cumberland City, Tennessee. 
A dispa tcher of the Stewart County Sheriff’s Office said there were no injuries, that no 
workers had been sent home or turned away, and that electrical service had not been 
interrupted. Fire and emergency medical units responded from Stewart, Houston and 
Montgomery counties and put out the fire. The transformer was near the fishing area on 
the Cumberland River side of the plant. The initial plume of smoke towered hundreds 
of feet above the tallest of the smoke stacks. It was extremely dark and was thick 
enough to block out the sun as it passed it by. Flames shot as high as 30 feet or more 
into the air as alarms continued to sound loudly throughout the plant, according to one 
witness. The cause of the explos ion had not yet been de termined.  
Source: 
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http://www.theleafchronicle.com/article/20100816/NEWS01/100816018/Transformer-
explodes-at-Cumbe rland-City-TVA-power-plant- 

4. August 16, Bloomberg – (Illinois) ConocoPhillips reports equipment failure at 
refinery. ConocoPhillips reported an equipment failure that led to flaring at its Wood 
River refinery in Roxana, Illinois, according to a report to state regulators. The failure 
of a wet-gas scrubber caused flaring over the weekend of about 870 pounds of sulfur 
dioxide, the filing with the Illino is Emergency Management Agency showed. The 
Wood River refinery is part of a joint venture with Alberta oil-sands producer Cenovus 
Energy Inc. The operation was established to increase the amount of heavy Canadian 
crude processed in ConocoPhillips’s Wood River and Borger, Texas, refineries. An 
upgrade at the Illinois plant will increase total heavy Canadian-crude processing to 
225,000 barrels a day by 2011, according to a ConocoPhillips filing. 
Source: http://www.bloomberg.com/news/2010-08-16/conocophillips-reports-
equipment-failure-at-refinery-update2-.html 

5. August 16, Dow Jones Newswires – (Texas) Valero’s Texas refinery operating at 
planned rates after fire. Valero Energy Corp. said August 16 that its Texas City, 
Texas, refinery was operating at planned rates after experiencing a small, brief fire at a 
gasoil hydrotreater late last week. Flames erupted at Complex 3 at about 1:30 a.m. 
August 13 and were extinguished within 45 minutes. Production at other parts of the 
refinery weren’t affected. Total feedstock throughput at Valero’s Texas City plant is 
245,000 barrels per day. 
Source: http://www.automatedtrader.net/real- time-dow-jones/11861/valero039s-texas-
refinery-operating-at-planned-rates-after-fire 

6. August 16, Associated Press – (North Carolina; South Carolina) Gas tanker explodes 
on I-77; 1 dead. At least one person has died after a gasoline tanker crashed and caught 
fire August 16, shutting down Interstate 77 near the North Carolina-South Carolina 
state line. A captain with the Charlotte, North Carolina Fire Department said in an e-
mail August 16 that one person was confirmed dead in the crash. Multiple media 
outlets report that the tractor trailer was traveling in the southbound lane, but both side s 
of the road were closed and witnesses reported seeing heavy black smoke. A South 
Carolina highway patrol spokesman said the crash happened at mile marker 87 just 
south of Charlotte. He did not say whether there were any injuries or how many 
vehicles were involved in the crash. 
Source: http://www.wltx.com/news/story.aspx?storyid=94231&catid=2 

7. August 15, Anchorage Daily News – (Alaska) Parnell backs liquefied natural gas  
exports, with conditions: Oil. Alaska is asking the federal government to continue 
allowing exports of liquefied natural gas from the Kenai Peninsula, but only if 
conditions are met. The condition is that Conoco Phillips and Marathon Oil, the 
companies that own the LNG plant in Nikiski and their export license extended, operate 
under some of the terms of a 2008 agreement they made with the state. Alaska officials 
support continued exports as long as “local utility gas supply needs are met, 
particularly during t imes of shortage, under terms that protect Alaskans’ interests,” and 
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third-party producers can use the expor t facility under terms set out by the U.S. 
Department of Energy, said the state’s governor. Most of the year, the Cook Inlet area 
produces enough gas for local power companies to make electricity, for the local gas 
utility to stoke furnaces of homes and businesses, and for the LNG plant, which 
superchills the gas into a liquid and loads the liquefied gas onto tankers bound for 
Asian customers. But at times in the dead cold of winter, there isn’t enough gas to go 
around. In recent years, the LNG plant has agreed to take less gas during those times. 
Source: http://www.adn.com/2010/08/14/1410315/parnell-backs- liquefied-
natural.html#ixzz0wn08JrWD 

For another story, see item 30  
 
[Return to top]  

Chemical Industry Sector 

8. August 17, Associated Press – (Virginia) Truck hauling oxygen overturns on I-95 In 
Va. Virginia State Police said a stretch of Interstate 95 south of Richmond was shut 
down after a box truck carrying more than 100 canisters of oxygen and argon 
overturned. A spokesman said the accident occurred on I-95 southbound shortly before 
6 a.m. August 17. The interstate was shut down because of concerns that leaking gases 
could turn the canisters into projectiles. Traffic was backed up several miles. 
Northbound lanes reopened about 9 a.m. The 52-year-old driver from Richmond was 
transported to a Richmond hospital with minor injuries. He was charged with reckless 
driving. 
Source: http://wjz.com/wireapnewsva/I.95.south.2.1864173.html 

9. August 16, Starkville Dispatch – (Mississippi) Fire put out at Tronox c hemical plant 
in Hamilton. Firefighters worked to contain a blaze August 16 at the Tronox chemical 
plant in Hamilton, Mississippi, and the fire was out by 1 p.m. No injuries were 
reported. A Monroe County sheriff’s deputy manning the gate to the plant, located off 
Highway 45, said hazmat teams were on the scene and the fire was under control. 
Officials with the plant issued a recorded statement that said the fire started at 11:50 
a.m., and all employees and contractors were accounted for by 12:35 p.m. The fire was 
extinguished by 12:55. The fire was small and was handled by plant fire crews. Monroe 
County volunteer fire departments provided water backup. A receptionist with the 
Hamilton Volunteer Fire Department said several volunteer departments responded. 
The Hamilton Tronox plant, which makes titanium dioxide pigment and sodium 
chlorate bleach used by the pulp and paper industry, employs about 435 people and 160 
contractors daily, according to the company’s Web site. The fire occurred in the sodium 
chlorate storage facility section of the plant, and the company’s pigment operations 
were not affected. 
Source: http://www.cdispatch.com/news/article.asp?aid=7398 

10. August 16, Keokuk Daily Gate City – (Iowa) Dump truck spills hazmat near Sugar 
Creek Bridge. An overturned dump truck early August 14 closed down Argyle Road 
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in Argyle, Iowa for about 7 hours. “It dumped 25,000 pounds of a filter substance (it 
was transporting) for Roquette (America, Inc.),” the Jackson Township fire association 
chief said. The truck, owned by Waggoner Solutions was lying on its side across the 
road. The driver received minor injuries. Lee County Hazardous Materials Task Force 
personnel from the Keokuk Fire Department were called in. When the haz-mat team 
arrived around 3:30 a.m., personnel assessed the spilled material, which was identified 
as agricultural lime. The haz-mat report noted that 50 gallons of diesel fuel that leaked 
from the truck was contained by a dike built from the spilled ag lime by Jackson fire 
personnel. The Iowa Department of Natural Resources was also called in. Firefighters 
washed down the road with 5,000 gallons of water. Lee County Highway Department 
personnel rebuilt about 50 yards of road shoulder that had been damaged by the 
accident, and the cleanup process. Argyle Road was reopened to traffic at 10:15 a.m. 
Source: 
http://www.dailygate.com/articles/2010/08/16/news/doc4c6968412a074140801292.txt 

11. August 16, KERO-TV 23 Bakersfield – (California) Tractor-trai ler carrying 
explos ives burglarized. A tractor-trailer that was carrying explosives was burglarized 
early August 16, which lead to the evacuation of several, nearby businesses in 
Bakersfield, California. The owner of the truck told the Kern County Sheriff’s 
Department (KCSD) that the cab of the tractor-trailer was broken into and that the 
trailer contained explosives. A KCSD spokesman said the bomb squad evacuated 
nearby businesses and be gan investigating the explosives ins ide the trailer. The bomb 
squad was able to determine that the explosives were stable and posed no immediate 
danger. An investigation has started because it appeared that some items were taken 
from the cab of the tractor-trailer. It does not appear that anything was tampered with in 
the trailer. 
Source: http://www.turnto23.com/east_county/24650757/detail.html 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

12. August 17, Decatur Daily.com – (South Carolina; Alabama; Tennessee) Transport, 
storage main concerns for plutonium. The word MOX — short for mixed oxide — 
has Tennessee Valley residents concerned as it refers to a mixture of plutonium and 
uranium that the U.S. Department of Energy (DOE) wants to use as fuel at Browns 
Ferry Nuclear Plant in Athens, Alabama. The purpose of the plan is to dispose of at 
least 34 tons of plutonium made surplus by nuclear disarmament treaties with Russia. 
Sixty people attended a public hearing on the topic at Calhoun Community College 
recently, and with few exceptions those who spoke opposed the idea. Many also 
complained they knew little more about MOX after the hearing. The plutonium in 
MOX raises many fears, most involving security from terrorists during shipping from 
South Carolina to Browns Ferry, and storage at Browns Ferry. MOX would be 
manufactured in the $5 b illion South Carolina plant and then trucked to Browns Ferry. 
DOE would have to make about 440 road shipments to Browns Ferry and the other 
proposed site, the Sequoyah Nuclear Plant near Chattanooga, Tennessee. The main 
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concern is vulnerability to theft. Because it is easier to make a nuclear bomb out of 
MOX than conventional uranium fuel, some fear the shipments would be an attractive 
target for terrorists. The next concern involves security of stockpiled MOX fuel at 
Browns Ferry. Critics said security at nuclear reactor sites is not adequate to protect 
such a target. Another concern is whether reactors and fuel- rod casings, designed for 
conventional fuel rods, can safely handle MOX. 
Source: 
http://www.decaturdaily.com/detail/66660. html?content_source=&category_id=&searc
h_filter=&event_mode=&event_ts_from=&list_type=&order_by=&order_sort=&conte
nt_class=&sub_type=stories&town_id= 

13. August 16, Chicago Tribune – (Illinois) Shutdowns of Braidwood nuclear reactors 
investigated. Exelon Corp. is investigating the cause of shutdowns on the morning of 
August 16 of two nuclear reactors at Braidwood Generating Station in Will County, 
Illinois. The Unit 2 turbine tripped offline at 2:06 a.m., followed 13 minutes later by a 
shutdown of the Unit 1 reactor. With Unit 2, there was a problem with the electrical 
current path, which tripped the turbine and, in turn, the reactor, a Nuclear Regulatory 
Commission (NRC) spokeswoman said. With Unit 1, a secondary cooling system 
malfunctioned, which led steam to be released from the main release valve for cooling, 
she said. The unit was then manually shut down. “All steps went forward as designed, 
as engineered and as planned,” she said. “The utility and the NRC are investigating. We 
have to go ahead and try to de termine what exactly happened there, and if (the two 
incidents) are connected.” Chicago-based Exelon said environmental experts are testing 
condensate and water for tritium — a radioactive form of hydrogen — which would 
have been released into the air with the steam. According to the NRC, tritium levels are 
likely to fall well below regulatory limits. The company said the shutdowns pose no 
threat to plant personnel or the public. 
Source: http://articles.chicagotribune.com/2010-08-16/news/ct-met-braidwood-reactor-
shutdown-08120100816_1_byron-and-dresden-plants-nuclear-reactors-dangerous-
radioactive-substances 

14. August 16, Anderson Independent-Mail – (South Carolina) NRC issues inspection 
findings from October 2009 refueling outage. The Nuclear Regulatory Commission 
(NRC) issued a yellow violation and a white violation related to an issue with a strainer 
in a standby shutdown facility discovered dur ing Oconee Nuclear Station’s October 
2009 refueling outage of Unit 1. A Duke Energy spokesman who is at the nuclear 
station north of Seneca, South Carolina on Lake Keowee said the NRC’s findings 
released August 16 had nothing to do with two incidents this month when the company 
notified the commission. “We accept the findings of the NRC and do not plan to 
appeal,” he said. “We are going to meet the NRC’s expectations and requirements and 
assure the safe operation of all three Oconee units.” A yellow violation means the issue 
has substantial safety significance, and the white violation indicates an issue of low to 
moderate safety significance. Findings with very low safety significance are labeled 
green. Red findings have high safety significance. The two findings for Oconee 
Nuclear Station will result in additional NRC inspections and potentially other actions, 
according to the commission. 
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Source: http://www.independentmail.com/news/2010/aug/16/nrc- issues- inspe ction-
findings-october-2009-refuel/ 

[Return to top]  

Critical Manufacturing Sector 
 

Nothing to report 
 
[Return to top]  

Defense Industrial Base Sector 

15. August 17, Associated Press – (Missouri) KC police arrest 14 protesters at site of 
plant that will make nuclear weapon parts. Fourteen protesters were arrested August 
16 at the construction site of a Kansas City, Missouri plant that will make parts for 
nuclear arms. The Kansas City Star reports the arrests came as about 75 people locked 
arms and marched onto the excavation site. The $685 million Honeywell plant is being 
built in southern Kansas City. Large earth-moving equipment was forced to stop 
operating during the march. Police used a loudspeaker to warn the protesters to disperse 
or face arrest. Most people walked back to the road, but the 14 who refused were 
charged with trespassing and taken to jail. Participants said they were there to protest 
America’s continued proliferation of nuclear weapons. 
Source: http://www.kp lr11.com/news/sns-ap-mo--protestersarrested,0,5244314.story 

16. August 16, Associated Press – (New Mexico) Los Alamos seen avoiding safety 
checks. The Los Alamos National Laboratory in New Mexico on multiple occasions 
received federal authorization to postpone required safety studies of its plutonium 
research sites, U.S. Energy Department (DOE) investigators said in a new report. 
Although the de lays are permitted, t hey “are intended to be temporary measures” 
allowing labs to continue operations until technical problems can be resolved, the 
Albuquerque Journal quoted the DOE Inspector General’s Office report as saying. 
Government nuclear sites routine ly use such de lay authorizations to avoid 
implementing safety mandates, according to a 2007 report by the Defense Nuclear 
Facilities Board. The DOE analysis also expresses concern about the unavailability of 
design details on plutonium-storage mechanisms and other atomic-safety features; 
testing o f nuclear-protective measures; a “systemic problem” involving failure by Los 
Alamos personnel to comply with safety requirements; and unimplemented safety 
recommendations at five of the lab’s 14 a tomic sites. No shortcomings cited in the 
report have produced atomic mishaps to date. Meanwhile, the lab must still address 
concerns that a large earthquake could allow radioactive material to escape from its 
Technical Area 55 p lutonium facility. 
Source: http://www.globalsecuritynewswire.org/gsn/nw_20100816_2434.php 

17. August 13, The Atlantic – (National) Pentagon wants to secure dot-com domains of 
contractors. To better secure unclassified information stored in the computer networks 
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of government contractors, the Defense Department is asking whether the National 
Security Agency should begin to monitor select corporate dot.com domains, several 
officials and consultants briefed on the matter said. Under the proposal, which is being 
informally circulated throughout the department and DHS, the NSA could set up 
equipment to look for patterns of suspicious traffic at the Internet service providers that 
the companies’ networks run through. NSA would immediately notify the Pentagon 
and the companies if pernicious behavior were detected. The agency would not directly 
monitor the content of the data streams, only its meta-data. (A Pentagon spokesperson 
called later to clarify that it would not be legal for the NSA to “monitor” private 
networks; rather, “DoD and NSA are seeking to provide technical advice, expertise and 
information to the defense industrial base.”) The proposal originated in the Office of 
the Secretary of Defense. Because of the sensitivity associated with NSA Internet 
surveillance and capabilities, the fact of the exploratory tasker, as it is known in 
Pentagon parlance, and details associated with it are being closely held. The new 
program would apply to the companies that make up the Defense Industrial Base (DIB) 
and only to the parts of those companies that indigenously store and use sensitive 
information. As the Department reconfigures its network defenses and the internal 
structure of its information operation, it continues to deal with a large number of 
aggressive hacker attacks and data penetrations. Classified information is not supposed 
to be stored on any dot.mil subdomain that is accessible to outside computer networks. 
Source: http://www.theatlantic.com/politics/archive/10/08/nsa-might-monitor-dotcom-
domains-for-defense-contractors/61456/ 

For another story, see item 40  
 
[Return to top]  

Banking and Finance Sector 

18. August 17, El Paso Times – (Texas) Armed ‘Bird Flu Bandit’ robs Lower Valley 
bank. They call him the “Bird Flu Bandit.” The FBI says this thief in a surgical mask is 
responsible for three armed bank robberies in El Paso, Texas. The latest was at 10:15 
a.m. August 16 when the robber stuck a handgun in the face of a teller and demanded 
cash at the El Paso Employees Federal Credit Union in the lower valley. It marked the 
second time in three months that this robber struck that credit union, the FBI said. FBI 
agents said he put the money into a gray plastic grocery bag, ordered the tellers to get 
on the floor, and ran out of the bank at 9305 North Loop. At least one customer was 
ins ide at the time. The use of the handgun is an added concern since most bank 
robberies in El Paso are committed using only a threatening note. The robber wore 
gloves, blue denim shorts, a red-and-gray baseball cap and a Houston Texans No. 8 
jersey. He spoke in Spanish. The robber was nicknamed the Bird Flu Bandit by agents 
because of his surgical mask. FBI agents believe the same thief robbed the same credit 
union May 21 and the First Savings Bank in Downtown El Paso June 24. During the 
First Savings Bank robbery, the man wore an orange traffic vest and a bandanna mask. 
Source: http://www.elpasotimes.com/ci_15799322?source=most_viewed 
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19. August 16, Tucson Citizen – (Michigan) BBB warns of another advance fee loan 
scam. The Better Business Bureau (BBB) has received several complaints over the last 
few weeks, from consumers across the country, inquiring about a company identified as 
First National Financial Corp., allegedly located on Grand River Avenue in Brighton, 
Michigan. Consumers are informing BBB that they have been approved for a secured 
loan of $30,000 at a 7 percent interest rate with a required collateral deposit of $1,210, 
which is to be wired to Ontario, Canada. The Michigan Office of Financial & Insurance 
Services has informed BBB that First National Financial Corp. is not an active 
Michigan corporation and that it does not have a valid license to provide lending and 
financial services. The address is that of a former location for 1st Financial Lending, a 
legitimate Michigan firm located in Troy. 1st Financial Lending alerted the BBB to the 
use of their addr ess and has no affiliation to the fraudulent operation. BBB’s report on 
First National Financial is being revised to reflect the current investigation. Recent 
BBB investigations reveal an increase in bogus loan brokers who are impersonating 
legitimate lenders. They make illegal use of the names, logos and/or addresses of 
reputable financ ial institutions or organizations that have no a ffiliation or connection 
with the fraudulent operation. 
Source: http://tucsoncitizen.com/bbbconsumeralert/2010/08/16/bbb-warns-of-another-
advance-fee- loa n-scam/ 

20. August 16, Mobile Observer – (New York) Police warn of phone scam involving area 
bank. The Chautauqua and Cattaraugus County, New York sheriff departments are 
warning residents about a phone scam. Both departments said they received several 
phone calls from citizens August 16 w ho have gotten phone calls at home, a t work and 
on their cell phones from an automated phone system. The system states the call is 
from the Cattaraugus County Bank or Mt. Vernon Money Management, and that the 
person’s credit card account has been compromised or blocked. The call then requests 
the person to either select an option to be forwarded to the security division, or it asks 
the person to enter his/her credit card number using the phone touchpad. Police said 
this is a scam. Officials at Cattaraugus County Bank state they are in no way invo lved 
in these calls and Mt. Vernon Money Management is no longer in bus iness. Law 
enforcement officials remind e veryone that they should not give any personal or 
financial information out over the phone. 
Source: http://www.observertoday.com/page/content.detail/id/544079.html?nav=5007 

21. August 16, Fort Worth Star-Telegram – (Texas) Texas Bankers Foundation, Bank of 
America offer reward in holdups. A $5,000 reward was offered August 16 for the 
arrest and conviction of the “Doo R ag Bandit,” who FBI agents said is responsible for 
seven holdups in Fort Worth, Texas since December. The reward is offered by the 
Texas Bankers Foundation and by Bank o f America, whose banks were hit six times 
since December 23. The most recent holdup was July 30 at the Bank of America at 
3100 Altamesa Blvd. The suspect received his nickname because he sometimes wears a 
black do-rag, but he has also worn a navy blue Dallas Cowboys cap. He has hit Bank of 
America branches at 5670 Bryant Irvin Road in Fort Worth and 3100 Altamesa Blvd. 
twice each, and once each at 116 E. Seminary Drive and 4751 S. Hulen St., according 
to an FBI news release. The suspect has also held up the BBVA Compass bank at 2601 
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S. Hulen St. 
Source: http://www.star-telegram.com/2010/08/16/2407545/texas-bankers-foundation-
bank.html#ixzz0wsPyAJ8w 

22. August 15, Philadelphia Inquirer – (Pennsylvania) Suspected serial robber hits 
Cottman Ave. bank. A suspected serial bank robber, who has been identified, struck 
again August 14 at a Citibank branch on Cottman Avenue in Philadelphia, 
Pennsylvania, law enforcement authorities said. O fficials believe the 31-year-old 
suspect is the man who robbed a Wachovia Bank on South Broad Street July 23, a 
Citizens Bank on Bustleton Avenue July 26, a nd a Conestoga Bank on South Broad 
Street August 2. On August 14, the robber wore a brown baseball cap, a dark T-shirt 
with a long, gray shirt underneath, and jeans shorts, authorities said. No information 
about a weapon was released. 
Source: 
http://www.philly.com/inquirer/local/philadelphia/20100815_Suspected_serial_robber_
hits_Cottman_Ave__bank_1.html 

[Return to top]  

Transportation Sector 

23. August 17, AOL News – (International) Man carried 200 fireworks on two U.S. 
flights. A 29-year-old British man claims he took more than 200 firecrackers on U.S. 
flights without being stopped. The man told the BBC he flew from Kansas to Houston 
and back to the U.K. on Continental Airlines, carrying a clear plastic bag full of small 
firecrackers and a lighter. He even put the bag on a tray at airport security, and the 
firecrackers and lighter went through the x-ray machine, he said. When he arrived back 
at London’s Heathrow Airport, customs officials discovered the bag and expressed 
concern. The firecrackers are banned from sale in the U.K. Still, officials let him leave 
the airport with the small explosives. U.K. transportation officials said in a statement 
the matter is for U.S. authorities. A spokesman for Continental tells the BBC it has no 
record of the incident, but that passengers are not allowed to bring firecrackers or other 
hazardous materials onto p lanes. Nor are they allowed to carry them in checked 
luggage. The spokesman further said it is the Transportation Security Administration 
that is responsible for screening passengers, not the airline. 
Source: http://news.travel.aol.com/2010/08/17/man-carried-200-fireworks-on-two-u-s-
flights/ 

24. August 17, Desoto Times-Tribune – (Mississippi) Train derails near Byhalia. Several 
box cars turned over August 16 when a train derailed near Byhalia, Mississippi, just 
across the DeSoto County line into Marshall County. An emergency dispatcher in 
Byhalia said no injuries were reported. The derailment was reported shortly before 5 
p.m. An official with the DeSoto County Emergency Management Agency said no 
assistance was requested from DeSoto County. WREG television in Memphis reported 
that firefighters and hazardous materials crews responded to the scene. 
Source: 
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http://www.desototimes.com/articles/2010/08/17/news/local/doc4c69d7a74ec88960802
310.txt 

25. August 17, Boston Globe – (Massachusetts) Suspicious vehicle causes scare in East 
Boston. Authorities evacuated buildings and blocked traffic the morning of August 16 
after finding a suspicious vehicle near Boston’s Logan International Airpor t. Although 
police ultimately determined it posed no danger, many east Boston residents said no 
one alerted them about the potential threat. A maroon sedan that appeared to be 
abandoned in Logan Airport’s Overflow Red Lot near Porter Street was examined by 
the state police bomb squad after a trooper on patrol at about 6 a.m. spotted several 
features that raised red flags, including its condition, Oklahoma license plates, and a 
thin wire running from under the hood into the vehicle, a state police spokesman said. 
But by 10 a.m. police had determined that the car was harmless, he said. The owner of 
the vehicle — a 24-year-old male — was tracked to the other side of the country, the 
spokesman said. 
Source: 
http://www.bos ton.com/news/local/massachusetts/articles/2010 /08/17/suspicious_vehic
le_causes_scare_in_east_boston/ 

26. August 16, WSFA 12 Montgomery – (Alaba ma) Dothan Airport evacuated after 
powder scare. Authorities in Dothan, Alabama said the discovery of a white powder at 
the Dothan Airport forced an evacuation early August 16. Hazardous materials units 
were called in around 8:30 a.m. to test the material, which came back negative for any 
substance that might be dangerous. The airport was closed for about 2 hours while the 
tests were conducted. It reopened around 10:30 a.m. 
Source: http://www.wsfa.com/Global/story.asp?S=12986733 

For more stories, see items 6, 8, 10, 12, and 58  
 
[Return to top]  

Postal and Shipping Sector 

27. August 17, Minnesota Public Radio – (Minnesota) St. Paul courthouse open after 
suspicious substance found Monday.  The FBI is investigating a suspicious substance 
apparently mailed to the federal courts in St. Paul, Minnesota, and opened by an 
employee August 16. Authorities said a court worker opened some mail in the 
mailroom that afternoon, and noticed a short time later that the package had left a 
white, pow dery residue on her hands. The U.S. Marshal’s Service started evacuating 
the building and three court employees were taken to nearby Region’s Hospital as a 
precaution. St. Paul police also responded to the incident, and the St. Paul Fire 
Department sent a hazardous materials team. Court officials said there was no 
immediate indication that the substance was dangerous, but the FBI said that it was 
investigating the incident and believed the substance came through the mail. Agents 
will be trying to trace the origin of the suspicious package. The courthouse was open 
August 17. 
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Source: http://minnesota.publicradio.or g/display/web/2010 /08/17/courthouse-
subs tance/ 

[Return to top]  

Agriculture and Food Sector 

28. August 17, Colorado Department of Public Health – (National) Several egg brands 
recalled. The Colorado Department of Public Health and Environment announced 
August 16 that Wright County Egg of Galt, Iowa, is voluntarily recalling eggs produced 
by its farms on specific dates because of possible contamination with Salmonella 
enteritidis, a foodborne bacteria that can cause serious and sometimes fatal infections in 
young children, frail or elderly people, and others with weakened immune systems. 
Eggs affected by the recall were distributed to food wholesalers, distribution centers 
and food service companies in Colorado, California, Illinois, Iowa, Missouri, Nebraska, 
Minnesota, and Wisconsin. The recall includes eggs packaged under the following 
brand names: Lucerne (Safeway Brand), Albertsons, Mountain Dairy, Ralph’s, 
Boo msma’s, Sunshine, Hillandale, Trafficanda, Farm Fresh, Shoreland, Lund, Dutch 
Farms and Kemps. The eggs are packaged in cartons containing six, 12 and 18 eggs 
with production date codes ranging from 136 to 225, and plant numbers 1026, 1413 and 
1946. Production date codes and plant numbers can be found stamped on the end of 
each egg carton. The stamp begins with the letter P, followed by the plant number and 
then the production date code (for example, P-1946 223). This recall involves shell 
eggs in shells only. Other egg products produced by Wright County Egg are not 
affected. Consumers with questions should visit www.eggsafety.org. 
Source: http://www.berthoudrecorder.com/2010/08/16/several-egg-brands-recalled/ 

29. August 16, Associated Press – (National) Shrimping season in La. reopens after 
spill. Fishermen got back to work as the fall shrimping season in Louisiana’s coastal 
waters opened August 16 amid anxiety over whether the catch will be tainted by crude 
oil and whether anyone will buy it even if it is clean. Scores of shrimpers headed out at 
first light, and early reports indicated a plentiful and clean catch. Louisiana ranks first 
in the nation in shrimp, b lue crab, c rawfish and oysters, and the state’s seafood industry 
overall generates an estimated $2.4 billion per year. Shrimping is also open in state-
controlled waters off Mississippi, Alabama, Florida and Texas. Federal waters, which 
are open nearly year-round for boats to trawl for bigger shrimp, remain closed to 
shrimping off Louisiana, Mississippi and Alabama, though some spots could open 
within days, depending on the results of extensive tests. Laboratory tests on seafood 
from the Gulf have shown little hazard from oil, and a test is being developed for the 
chemicals used to disperse the crude, though there is no evidence they build up in 
seafood. Still, shrimpers are worried that the public will not want to eat what they 
catch. 
Source: http://www.businessweek.com/ap/financialnews/D9HKR3TG0.htm 

[Return to top]  
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Water Sector 

30. August 17, Waste and Recycling News – (Maine) Four Maine sites set to be cleaned 
up. Four sites in Maine where underground fuel storage tanks are posing a hazard to 
nearby drinking water supplies are being remediated with help from the American 
Recovery and Reinvestment Act. The sites include the Smithfield General Store; the 
former VictorÂ´s Irving in Grand Isle; the former Patten General Store; and a former 
gas station in Trenton. Each project will include  the removal of underground storage 
tanks and any surrounding soil contaminated by leaks from the abandoned tanks. 
Nearby water supplies and private wells will also be tested for contamination. All of the 
project sites were chosen due to their proximity and threat to public and private 
drinking water wells, and the financial inability of the owners and former owners to 
remove the tanks and conduct cleanup.  
Source: 
http://www.wasterecyclingnews.com/headlines2.html?id=1282045907&allowcomm=tr
ue 

31. August 17, Pacific News Center & Guam News – (Guam) GWA: Uguam again 
causing service. The Guam Waterworks Authority (GWA) has announced intermittent 
water interruptions in the following villages: Ipan Talofofo, Talofofo, Inarajan, Merizo, 
and Umatac. A release from the GWA spokeswoman said the cause is the Ugum Water 
Treatment Plant, which is again experiencing production problems. She said the 
situation is expected to last through the weekend. In a release she states that: “We do 
not anticipa te any schoo ls being without water, however, they may experience some 
short water outages as in 30 minutes to one hour in some cases.” Water tankers will be 
at several locations. 
Source: 
http://www.pacificnewscenter.com/index.php?option=com_content&view=article&id=
7274:gwa-uguam-again-causing-service-qinterruptionsq-down-south-could- last-thru-
this-weekend&catid=45:guam-news&Itemid=156 

32. August 17, Chicago Daily Herald – (Illinois) Elburn hopes for cheaper fix for 
sewage plant electrical outages. Elburn, Illinois city officials are hoping to spend 
“only” $100,000 or so to keep sewage moving along when storms knock out electricity 
to the treatment plant, something that happened three times in June. The alternative is 
to spend about $539,000. Storms knocked out power on the overhead line to the plant 
June 12, 18 and 26, which “severely affected our wastewater treatment operations,” 
said the public works director. The longest outage was from 3:45 p.m. June 18 to 4:30 
a.m. June 19, when a tree fell on the line. The plant needs electricity to pump raw 
sewage from a wet well up to the treatment ditches. Without electricity, workers had to 
connect gasoline- and diesel- fueled generators to those pumps, including a pump 
borrowed from Geneva. Without those pumps, sewage could back up into buildings. 
The village managed to treat sewage well enough despite the outages to avoid violating 
Illinois Environmental Protection Agency standards, he said. Treated effluent from the 
plant flows in to Welch Creek. But the lasting solution is a backup source of power, 
either from a permanent generator or a secondary, underground feed from a different 
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ComEd substation. The plant used to have such a feed, but it was abandoned. ComEd 
officials estimated it could be turned back on for about $100,000, he said. The village 
has not received a formal cost yet from ComEd, however. 
Source: http://www.dailyherald.com/story/?id=401290&src=5 

33. August 16, Business & Legal Reports, Inc. – (Northern Mariana Islands ) Utility must 
follow orders. A Northern Mariana Islands utility was recently fined $140,000 for 
failing to comply with an Environmental Protection Agency (EPA) order to submit a 
plan for bringing its wastewater plants, collection systems, and public water systems 
into compliance. Under the order, the utility was required by September 2009 to submit 
a plan and schedule to improve the efficiency of its operations and make required 
organizational changes. To date, the firm has failed to submit the plan, despite repeated 
requests from EPA. The firm could be subject to further penalties if it fails to meet the 
requirements of the order. 
Source: http://enviro.b lr.com/environmental-news/EHS-management/EPA-and-state-
environmental-compliance-enforcement/Utility-Must-Follow-Orders/ 

34. August 15, Associated Press – (Missouri) Official admits falsifying water test 
records. The public works superintendent of a mid-Missouri city has admitted 
falsifying information on tests for safety of the water supply. The U.S. Attorney’s 
office said the 54-year-old man, of Stover, pleaded guilty in federal court August 13 to 
one count of making a false statement. He was indicted in April on 27 counts of making 
false statements in violation of the Safe Water Drinking Act. He was in charge of 
collecting water samples from various houses in Stover for contamination testing by the 
state. In his plea, he admitted lying on a July 2007 report listing samples from 10 
homes. One of the addresses turned out to be a vacant house with no water service. The 
accused man faces up to five years in federal prison. A sentencing da te has not been 
set. 
Source: 
http://www.newstribune.com/articles/2010/08/16/news_state/nt138state54stover10.txt 

35. August 15, Associated Press – (New York) NY bans phosphorus in detergent, lawn 
fertilizer. A new law to improve water quality makes it illegal for stores in New York 
to stock fresh supp lies of household d ishwasher detergents that contain phosphorus. 
Stores have 60 days to sell old inventories. Sales for commercial use are to end July 1, 
2013. Starting in 2012, a similar ban will apply to lawn fertilizers. Environmental 
officials said phosphorus drains into New York lakes and rivers, which turn green with 
algae, degrading drinking water and reducing oxygen that fish need. More than 100 
bodies of water in the state are considered impaired, including Cayuga Lake and Lake 
Champlain. With similar measures now in effect in 16 o ther states, including 
neighboring Vermont and Pennsylvania, many detergent makers produce low-
phosphate formulas. Consumer tests show some are cleaning better than even earlier 
detergents considered environmentally friendly. “The impact of phosphorus is 
particularly significant in lakes and reservoirs. Over half of all the lake acres in the 
state have water quality impacts for which phosphorus is a contributing cause,” 
according to a Department of Environmental Conservation analysis. As a cleaning 
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agent, dishwasher detergents may contain up to 9 percent phosphorus by weight, and as 
a plant nutrient, lawn fertilizer contains up to 3 percent. The New York law, signed last 
month by the governor, lowers permissible levels to 0.5 percent for household 
dishwasher detergent and 0.67 percent for lawn fertilizer. The detergent restocking ban 
took effect August 15. 
Source: 
http://www.recordonline.com/apps/pbcs.dll/article?AID=/20100815/NEWS/100819871 

[Return to top]  

Public Health and Healthcare Sector 

36. August 17, msnbc.com – (National) Less blood is really more, transfusion critics 
say. Decades of experience with Jehovah’s Witness patients, including 1.5 million 
members in the United States, has helped propel the new emphasis on blood 
management, said the clinical director of the Institute for Patient Blood Management at 
Englewood Hospital and Medical Center in New Jersey. More doctors, from cardiac 
surgeons to orthopedists, are offering patients ways to conserve their own blood and 
avoid transfusions. From drugs that boost blood levels before surgery to cell-salvage 
and blood-diversion techniques during operations, and lower thresholds for giving 
blood at all, the techniques are a sea change in the attitude that more blood is always 
better. “There’s a movement across the country to use less blood, ” said a professor of 
pathology at the University of Alabama at Birmingha m Hospital, who has led a new 
program that has cut blood use there by at least 25 percent since 2003. At the same 
time, she said blood costs for the hospital fell by $3.5 million per year. The number of 
U.S. hospitals with blood-management programs has jumped from about 70 in 2002 to 
about 110 today. That is still a fraction of the 5,815 registered hospitals in the country, 
but others are looking to adopt some of the techniques, said a professor of pathology at 
the University of Pittsburgh and vice president of the board of directors of AABB, an 
association of blood banks and professionals. 
Source: http://www.msnbc.msn.com/id/38684354/ns/health-health_care 

37. August 16, Kansas City Star – (Kansas) Computers working again at Kansas health 
agency. Kansas’ online immunization records and other key health databases are 
working again after days of computer problems at the state’s health department. Some 
other online functions, however, remain inaccessible to the public as technicians work 
to repair a glitch that returned the agency to the era of fax machines and phone calls. 
The outage was caused by a combination of hardware and software failures. The 
secretary of the Kansas Department of Health and Environment estimated that the 
entire repair job could cost more than $600,000. Problems first surfaced August 5 and 
quickly crippled most of the agency’s databases. Local health agencies, medical 
professionals, funeral homes, nursing homes, schools and citizens regularly use the 
system to check immunization records, request copies of death and birth certificates, or 
check day care licenses. Department employees are manually working through a 
backlog of requests for birth and death certificates. 
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Source: http://www.kansascity.com/2010/08/16/2153782/computers-working-again-at-
kansas.html 

For another story, see item 43  
 
[Return to top]  

Government Facilities Sector 

38. August 16, The Register – (National) Wikileaks double dares Pentago n hawks. The 
Wikileaks founder said his whistle-blower site won’t be silenced by the Pentagon or 
any other group seeking to prevent it from airing more than 15,000 secret documents 
relating to the war in Afghanistan. “This organization will not be threatened by the 
Pentagon or any other group, ” the founder told reporters this weekend in Stockholm. 
“We proceed cautiously and safely with this material.” Some of the more hawkish 
pundits have suggested the U.S. military should exercise its cyber muscle to take 
Wikileaks out, but as Wired.com points out, such operations probably would not go 
well. The wide availability of a 1.4GB encrypted file could include a cache of more 
than 760,000 secret documents pertaining to the war in Iraq and diplomatic 
communications around the globe. “All we have to do is release the password to that 
material and it’s instantly available,” the Wikileaks founder said last week over a 
Webcam to London’s Frontline Club. The founder said Wikileaks volunteers are about 
halfway through a “line-by- line” review of the 15,000 documents not yet released, and 
that they could be published in the next month. He has made public appeals for help in 
purging the documents of sensitive information that might threaten the lives of Afghan 
citizens cooperating with U.S. forces. The documents will be released in coordination 
with one or more media partners, which the founder did not name. 
Source: http://www.theregister.co.uk/2010/08/16/wikileaks_double_dare/ 

39. August 16, Washington Post – (National) Pentagon slow to clean up bases, report 
says. After more than 20 years of disagreements, the Defense Department is still 
resisting orders from the Environmental Protection Agency (EPA) to clean up Fort 
Meade and two other military bases. Pollution cleanup at Fort Meade in Maryland, 
New Jersey’s McGuire Air Force Base and Tyndall Air Force base in Florida remain in 
the early stages with little long-term progress, according to a Government 
Accountability Office (GAO) report set for release this week. The Pentagon is the 
nation’s biggest polluter, owning 141 of the 1,620 Superfund sites on the EPA’s list. 
The Defense Department spent about $29.8 billion on environmental cleanup at 
military installations from 1986 to 2008, GAO said. By law EPA is supposed to sign 
interagency agreements with federal agencies that own Superfund sites, but as of June 
the Defense Department hadn’t signed agreements for four of its sites, GAO said. The 
Washington Post reported more than two years ago that the Pentagon didn’t want to 
sign such agreements with EPA, s ince it would put the environmental agency in charge 
of cleanup at the sites and allow it to assess penalties. The GAO report, requested by a 
U.S. Senator who represents New Jersey, found that much of the disagreement centers 
on how the Pentagon and EPA measure the level of cleanup. The environmental folks 
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use metrics established by the Superfund program, but the military uses a different 
system based on its own environmental restoration program. 
Source: http://voices.washingtonpost.com/checkpo int-
washington/2010/08/pentagon_slow_to_clean_up_base.html 

40. August 16, Network World – (National) Hacked smartphones pose military 
threat. Hacked smartphones could endanger troops by sending location data to the 
enemy using mechanisms similar to those employed by recently discovered Android 
malware, experts said. Malicious software that commandeers phone functions could 
give wartime enemies valuable information about troop locations and movements, 
according to a software security professor at Columbia University and conference 
chairman for the RSA Confernece, and an analyst who works on the PayPal online 
security and malware strategy team.”Even normal apps  can send a lot of information 
back home,” the professor said, and individual users are generally ill equipped to 
determine whether these apps represent security risks. The analyst said he has discussed 
the prob lem with the Defense Advanced Research Projects Agency (DARPA). In fact, 
DARPA brought it up. “I would say the military are aware of it but not very 
comfortable with it,” he said.  
Source: 
http://www.computerworld.com/s/article/9180768/Hacked_smartphones_pose_military
_threat 

41. August 13, Associated Press – (Pennsylvania) Police: Vial sent to IRS in Philly not 
harmful. Employees are back inside an Internal Revenue Service office in northeast 
Philadelphia, Pennsylvania that was evacuated August 13 because of a suspicious 
envelope. Philadelphia police said the envelope contained a vial with a plastic bag over 
it. But they said tests show no harmful materials were inside. Authorities said workers 
were evacuated shortly before noon and the office reopened a few hours later.  
Source: http://www.wfmj.com/Global/story.asp?S=12976791 

For another story, see item 27  
 
[Return to top]  

Emergency Services Sector 

42. August 17, Savannah Morning News – (Georgia) More Savannah hazmat techs slash 
response times. One night last week, Savannah, Georgia Fire & Emergency Services 
firefighters were dispatched to a tractor-trailer collision on Jimmy DeLoach Parkway. 
After assessing the scene, firefighters determined diesel fuel from one of the two rigs 
had leaked onto the parkway’s grassy median. Just a few minutes after hearing o f the 
spill, Savannah fire hazardous materials technicians were on the scene to quickly assess 
the spill and find a crew to clean up the mess. The recent training of 12 Savannah 
firefighters made responses to such scenes faster. Rather than taking about eight  
minutes to gather a crew, Savannah haz-mat responders take as little as three minutes, 
the special operations chief, said earlier that day. 
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Source: http://savannahnow.com/news/2010-08-17/more-savannah-hazmat-techs-slash-
response-times 

43. August 16, Springfield Republican – (Massachusetts) Thunderstorm knocks out 
Northampton Police Department radio channel, floods station’s basement. A 
thunderstorm that swept through the area August 16, knocked out the main radio 
channel for the Northampton, Massachusetts Police Department and forced the early 
closing of Quabbin Reservation. For 45 minutes, Northampton po lice had to rely on an 
alternative frequency for dispatch calls. Water from the storm also flooded the 
basement of the police station. Cooley Dickinson Hospital in Northampton lost power 
for about 2 and 1 /2 hours after the hospital’s power plant was struck by lightning, said a 
hospital spokeswoman. Power went out at about 3:30 p.m. and was not restored until 
around 6 p.m. It took until 8 p.m. before the hospital returned to normal because its 
many systems needed to be rebooted, she said. 
Source: 
http://www.masslive.com/news/index.ssf/2010/08/thunderstorm_knocks_out_northa.ht
ml 

[Return to top]  

Information Technology Sector 

44. August 17, SC Magazine – (International) Symantec warns of a suspicious Android 
application that appears as ‘Snake’ but transmits GPS data. Warnings have been 
issued about a malicious version of the classic mobile phone game “Snake” that is 
actually a Trojan. Symantec Security Response said it found the game in the Android 
Market, which plays much like the original game, but a satellite icon appears in the top 
menu bar, indicating GPS data is being acquired. This indicated a Trojan was being 
downloaded with the game, Symantec said. It then uploads data to a remote server, 
allowing another person to monitor the location of the phone without the user’s 
knowledge. The Trojan has been labeled as AndroidOS.Tapsnake, although to receive 
the GPS coordinates, a second paid-for application called “GPS Spy” must be installed 
on another Android device, which the developer describes as an application to track 
another mobile. The description reads: “Download and install the free Tap Snake game 
app from the Market to the phone you want to spy on. Press menu and register the app 
to enable the service. Use the GPS Spy app with the registered email/key on your own 
phone to track the location of the other phone. Shows the last 24 hours of trace in 15 
minute increments.” Two researchers claimed AndroidOS.Tapsnake uploads the GPS 
data every 15 minutes to an application on Google’s free App Engine service. GPS Spy 
then downloads the data and uses the service to display it as location points in Google 
Maps. The person monitoring the compromised phone can even view the date and time 
of the specific points uploaded by the Trojan. 
Source: http://www.scmagazineuk.com/symantec-warns-of-a-suspicious-android-
app lication-that-appears-as-snake-but-transmits-gps-data/article/176998/ 
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45. August 17, The H Security – (International) Mud-slinging in the Warez scene. In his 
blog, a hacker claims he gained access to the data of 770,000 registered users of the 
myGully.com Warez forum. To prove his claim, the hacker provided The H’s 
associates at Heise Security with a 100-MByte database extract. The file contains 
almost 200,000 private messages, some of which have already been verified as 
authentic by members of the forum. The unknown hacker has threatened to publish the 
stolen data, including IP and e-mail addresses within 6 weeks. Users who have shared 
copyrighted material through the forum were given the option of “buying themselves 
out” by removing their uploads from the forum and sending a confirmation message to 
the hacker. Among other things, the hacker accused myGully.com operators of storing 
IP addresses and of censoring the forum. He called on the admins to resign –- 
threatening to publish their private data if they don’t. A short time later, a blogger 
claimed the campaign was instigated by rival forum boerse.bz and threatened to 
retaliate, saying he intended to publish a database excerpt of the boerse.bz forum, 
which has more than 700,000 registered members. The blogger has already published 
private data he claims belong to the operators of boerse.bz. This includes e-mails 
linking the boerze.bz operators to the share.cx file hosting service. The blogger also 
claims to possess 100 Mbytes of data from share.cx, including users’ IP addresses. A 
report from statistics of a partner program reveals payments of more than $273,557 to 
this operator. In another post added shortly afterwards, the hacker said he has now 
reported the security hole he found to myGully.com, and that he will refrain from 
publishing any further data. Whether this was a response to the threats or a reply forged 
by the intruder has not been established. 
Source: http://www.h-online.com/security/news/item/Mud-slinging- in-the-Warez-
scene-1060178.html 

46. August 17, Softpedia – (National) Disney, Warner Bros and others sued for spying 
on Internet users. A complaint filed last week in California alleges that several 
companies including Disney, Warner Bros. Records, Ustream and others have installed 
illegal codes on millions of computers with the purpose of tracking online activity. At 
the center of the suit, which seeks class action status, are the so-called Flash cookies. 
Technically known as Local Shared Objects (LSO), these are used by Flash-based 
applications to store preferences, cache files or save state and temp data, all methods of 
improving user experience. However, security experts and researchers have warned that 
this feature can be misused to store tracking cookies and even re-create them if they are 
intentionally deleted from the browser. This is exactly what the companies referred to 
collectively as “Clearspring F lash Cook ie Affiliates” in the complaint are accused of 
doing, thus affecting the visitors to their respective Web sites. The defendants are 
Clearspring Technologies, the company developing Flash-based technologies and its 
customers, which include Walt Disney Internet Group, Demand Media, Project Playlist, 
Soapnet, SodaHead, Ustream and Warner Bros. Records. “Defendants Clearspring 
Flash Cook ie Affiliates acted with Defendant Clearspring, independently o f one 
another, and hacked the computers of millions of consumers’ computers to plant rogue, 
cookie-like tracking code on users’ computers. With this tracking code, Defendants 
circumvented users’ browser controls for managing web privacy and security,” the 
complaint reads. Unlike regular cookies, which are governed by the browser’s Same-
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Origin policy, making it possible only for their creator to access them, Flash cookies 
can be read by any Web site. This allowed Clearspring to build visitor profiles and sell 
the data to advertisers. 
Source: http://news.softpedia.com/news/Disney-Warner-Bros-and-Others-Sued-for-
Spying-on-Internet-Users-152509.shtml 

47. August 17, IDG News Service – (International) NSS Labs: Testing shows most AV 
suites fail against exploits. A majority of security software suites still fail to de tect 
attacks on PCs even after the style of attack has been known for some time. NSS Labs 
tested how security packages from 10 major companies detect so-called “client-side 
exploits.” In such incidents a hacker attacks software ulnerabilities such as Web 
browsers, browser plug- ins or desktop applications such as Adobe Acrobat and Flash. 
NSS Labs is an independent security software company that does not accept vendor 
money for performing comparative evaluations. Vendors are notified, however, and are 
allowed to make configuration changes before NSS Labs’ evaluation. “This test — the 
first of its kind in the industry — was designed to identify how effective the most 
popular corporate endpoint products are at protecting against exploits,” according to the 
report. “All of the vulnerabilities exploited had been publicly available for months (if 
not years) prior to the test, and had also been observed in real attacks on real 
compa nies.” The attacks are often done by tricking a user into visiting a hostile Web 
site that delivers an exploit, or a specially crafted code sequence that unlocks a 
vulnerability in a software application, according to the NSS Labs report. 
Source: 
http://www.computerworld.com/s/article/9180823/NSS_Labs_Testing_shows_most_A
V_suites_fail_against_exploits 

48. August 17, The Register – (International) Network Solutions pulls widget that tainted 
up to 5M websites. Network Solutions admitted that a software widget designed to 
help small businesses build Web sites was contaminated with malware. The domain 
name registration and hosting firm has pulled the offending widget and published an 
advisory on its blog that provides guidance to customers but fails to explain either how 
the slip-up happened or to apologise for the snafu. Network instead heaps scorn on 
early reports that anywhere from 500,000 to 5 million Web sites have been affected by 
the tainted code, saying these estimates are well wide of the mark. The tainted Small 
Business Success Index widget was offered to Network customers and used as part of 
the parked domain page by default. In addition, the Network domain 
growsmallbusiness.com was compromised with a shell script. Application security firm 
Armorize, which was the first to warn of the attack, traced the flaw back through a 
series of compromises involving DNS manipulation and Wordpress hacking and dating 
back to January. 
Source: http://www.theregister.co.uk/2010/08/17/net_sol_tainted_widget/ 

49. August 17, Help Net Security – (International) Courier service customers targeted by 
phishing web sites. Customers of well-known courier services are often targeted by 
cybercriminals. Sometimes people open up malicious files attached in e-mails seeking 
verification of transaction details, but lately Symantec has detected a number of 
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phishing sites that spoof Web sites of courier services. With the pretext that the 
customer’s account has not been updated for a considerable time, the site asks the 
customer to enter account details such as UserID and password, account name and 
number, and billing address. Many people might assume this information is not that 
sensitive, but it can be misused by the criminals taking over the identity of the customer 
with the service in question and — at the minimum — redirect valuable packages to 
another delivery address. Also, individuals might be one of those users who constantly 
recycles their passwords, so this password can be tried with various usernames on more 
importantly, accounts (e-mail, social network, PayPal, etc.) Once the users enter the 
credentials, they are redirected to the official Web site of the courier, making the 
illusion of legitimacy complete. But often these phishing websites are not very 
professionally executed, and certain links lead to error pages. Another telling sign of a 
phishing page is the wrong URL — the sites are hosted on Web hosting domains, 
compromised legitimate domains or even IP domains. 
Source: http://www.net-security.org/secworld.php?id=9743 

50. August 16, Computerworld – (Internationa l) Blacks hats winning, says 
Symantec. Traditional security technologies are losing the battle against the black hats 
and malicious code writers, said the security firm Symantec. In a mid-year review of its 
IT security risks and predictions made early in 2010, Symantec has warned that there 
are simply too many new cyber threats out there for traditional automated systems to 
catch. The review found that Symantec created 2,895,802 new malicious code 
signatures last year alone, a 71 percent increase over 2008, and representing more than 
half of all malicious code signatures ever created by the security firm. Symantec said 
they identified more than 240 million distinct new malicious programs, a 100 percent 
increase over 2008. “In just the first half of the year, we have created 1.8 million new 
malicious code signatures and identified more than 124 million distinct new malicious 
programs.” the report said. “This means it is becoming less likely that traditional 
security technologies will catch every new threat out there; there are simply too many 
of them, even with automated systems in place.” 
Source: 
http://www.computerworld.com/s/article/9180766/Blacks_hats_winning_says_Symant
ec 

51. August 16, The Register – (International) Hackers: ‘ColdFusion bug more serious 
than Adobe says’. A recently patched vulnerability in Adobe’s ColdFusion application 
server may be more serious than previous ly thought following the public release of 
exploit code and blog posts claiming it can be used to take full control of systems 
running the software. In a bulletin, Adobe rated the directory traversal vulnerability 
“important,” the third-highest classification on its four-tier severity scale. “This could 
lead to information disclosure,” the company warned. The flaw affects version 9.0.1 
and earlier of ColdFusion for machines running Windows, Mac OS X, and Unix 
operating systems. But at least two researchers have said the secur ity bug should have 
been rated critical because it allows attackers to seize control of servers. What’s more, 
they said attackers can employ simple Web searches to find administrators who have 
carelessly exposed ColdFusion files that make the attacks much easier to carry out. 
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“This attack can lead to a full system compromise, so let’s make sure we’re clear,” a 
HP researcher wrote. “It’s not just that you can poke  around t he system files of the 
machine you’ve attacked; it’s also the ability to upload scripts that can compromise the 
system or even poke around the database natively if the security is really that bad.” 
Source: http://www.theregister.co.uk/2010/08/16/adobe_coldfusion_vuln/ 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

52. August 17, Sierra Vista Herald – (Arizona) Storm damage muddles Monday. Severe 
weather August 15 created communications and computer headaches for some 
businesses, school districts and cell phone users throughout the area around Sierra 
Vista, Arizona. “Micro-bursts and intense weather in southern Arizona caused fiber-
optic lines to be washed away,” a regional spokesperson for Qwest said. Technicians 
were in rugged country throughout the night, using four-wheel-drive vehicles to gain 
access into problem areas. The service interruption started sometime around midnight 
and continued until about 4:30 p.m. August 16. While some computer and phone 
service suffered, 911 calls were not impacted by the interruption because of a rerouting 
system that Qwest has in place. 
Source: http://www.svherald.com/content/news/2010/08/17/storm-damage-mudd les-
monday 

53. August 17, V3.co.uk – (National) Mobile data offloading to double by 2015. The 
amount of mobile data being diverted from networks to ease congestion will triple to 48 
percent over the next five years, according to a new report from ABI Research. Data 
traffic is expected to grow by a factor of 30 over the period, and recent figures from 
Ericsson suggest that mobile data is reaching monthly levels of 225,000 terabytes. 
Ericsson is tackling this by building new base stations, and recently announced its 
millionth, but ABI said that increasing capacity is not always an op tion. Traffic 
overload is starting to choke the mobile networks, and ABI recommended in its Mobile 
Network Offloading report that firms use new technologies to alleviate congestion. 
These should include Wi-Fi, femtocells, mobile content delivery networks and media 
optimization. ABI Research’s practice director explained that by using these 
technologies, firms could save themselves from traffic overload. “Each of these offload 
and op timization technologies is aimed at solving a particular problem and they will all 
coexist. Wi-Fi is effective in covering limited areas containing many users, such as 
transpor t stations and spo rts venues,” he said. By contrast, a femtocell would be a good 
option for targeting small numbers of heavy data users, while a mobile content 
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distribution network could be used to cache files locally, lessening load, for example, 
should a video go viral. Compression, meanwhile, is the most popular method now and 
will continue to be so.  
Source: http://www.v3.co.uk/v3/news/2268286/mobile-saving-tech-triple 

54. August 16, Eugene Register-Guard – (Oregon) Power outage briefly closes EPUD 
phone service. A power outage August 16 briefly closed telephone service at Emerald 
People’s Utility District offices and affected about 150 c ustomers south of the Eugene-
Springfield, Oregon area. Something interfered with a power line near a substation, 
causing a blown fuse, a spokeswoman said. Power was down between 11:40 a.m. and 
around noon in areas near north Creswell, Matthews Road and Seavey Loop, where the 
utility is located. A back-up generator provided power at the utility headquarters while 
power was restored to the rest of the building and the affected customers, she said. 
Source: http://www.registerguard.com/csp/cms/sites/web/updates/25188720-
55/story.csp 

55. August 16, Alamosa Valley Courier – (Colorado) Qwest explains Saturday 
outage. Qwest officials report the loss of internet and phone service August 14 
originated in Ft. Garland, Colorado. “Somebody was doing some serious fencing,” a 
Qwest corporate communications manager said. “Somewhere near Ft. Garland, 
someone putting up a fence on Saturday augured down four or five feet and went 
through some lines. Cement and a post were then dropped in.” Crews were on the scene 
within a couple of hours to fix the problem. Because of the cement, which had dried, it 
took the crews a while to dig around the offending posts and remove them. Service was 
restored at about 3:15 a.m. August 15. 
Source: 
http://www.alamosanews.com/v2_news_articles.php?heading=0&page=75&story_id=1
7686 

[Return to top]  

Commercial Facilities Sector 

56. August 16, News 14 Carolina – (North Carolina) Chemical explosion sends poo l 
workers to the hospital. A chemical reaction and explos ion in east Charlotte, North 
Carolina sent two people to the hospital August 16. Firefighters said the victims were 
working on a community pool on Spring Ridge Lane when it happened. They both 
work for sun homes properties. When the chemicals reacted, they got into the workers’ 
lungs. Fire officials said chemical burns are bad enough, but breathing in the chemicals 
can be even more dangerous. Officials said both men were licensed and trained to work 
with the poo l chemicals. They were both expected to be released from the hospital 
August 16. 
Source: http://charlotte.news14.com/content/local_news/charlotte/629315/ chemical-
explosion-sends-pool-workers-to-the-hospital 
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National Monuments and Icons Sector 

57. August 17, Lake County News – (California) More than 34,000 plants pulled from 
Glenn County portion of national forest. Another large seizure of marijuana was 
taken out of the Mendocino National Forest by officials in Glenn County, California. In 
a recent, 2-day operation, the Glenn County Sheriff’s Marijuana Eradication Team, 
United States Forest Service (USFS) and the state’s Campaign Against Marijuana 
Planting (CAMP), assisted by California State Fish and Game and the California 
Highway Patrol, eliminated five marijuana growing areas on public lands within the 
forest, according to a report from the Glenn County sheriff. A total of 34,332 plants and 
500 pounds of processed marijuana were taken, with a potential street value of 
approximately $69 million. Some 8,422 plants were removed from the Kill Dry Creek 
area and 3,150 from southeast of Ice Springs. The Hardin Ridge area yielded two 
different grow sites with 8,272 and 4,587 plants, respectively. Another 9,901 plants and 
500 pounds of processed marijuana were removed from the area of Mill Creek. All five 
growing areas were consistent with organized drug-trafficking organizations. Camps 
and equipment were found at or near all the grow sites. The Marijuana Eradication 
Team orchestrated raid teams hitting several of the large grows simultaneously. No 
arrests were made and no weapons were sized. Clean up of the grows will be 
undertaken by the USFS. 
Source: http://lakeconews.com/content/view/15435/919 / 

58. August 17, Associated Press – (California) Union Pacific pays $17M over NorCal 
wildfire costs. Union Pacific Railroad Co. has paid more than $17 million for damages 
and the cost to put out a 6,500-acre Plumas National Forest wildfire in California in 
2008. The $17.4 million payment settles a federal government claim filed after a U.S. 
Forest Service investigation determined railroad welders started the Feather River 
Canyon blaze between Oroville and Quincy. Two cabins and two outbuildings were 
destroyed. The federal government has been aggressive in recovering firefighting costs. 
The settlement disclosed August 16 is the second in recent years with Union Pacific. In 
the largest-ever wildfire settlement, the railroad paid the federal government $102 
million in 2006 to settle a claim for the welder-caused 52,000-acre Storrie fire that 
occurred a decade ago in the Plumas and Lassen national forests. 
Source: http://www.mercurynews.com/news/ci_15804157?nclick_check=1 

59. August 16, Lower Columbia Daily News – (Washington; Oregon) Fire crews gain 
ground on Skamania County blaze; more warnings  issued. Firefighters are getting a 
handle on a 60-acre forest blaze in Skamania County, Washington, but officials said 
hot, d ry conditions continue to increase the fire danger throughout southwest 
Washington and northwest Oregon. The National Weather Service (NWS) issued a “red 
flag” fire weather warning for Cowlitz, Clark and Skamania counties in Washington 
and Columbia, and Multnomah counties in Oregon from 11 a.m. to 11 p.m. August 16. 
Temperatures were expected to reach the high 80s in the region the rest of the week, 
and humidity will remain low in about the 20 percent range, according to the NWS. 
The agency also expects an increased chance of lightning and thunderstorms, which 
could ignite dry timber. The U.S. Forest Service has upgraded the fire danger at the 
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Gifford Pinchot National Forest to “very high,” and it is warning visitors to keep 
campfires small and to make sure they are fully extinguished. 
Source: http://tdn.com/news/local/article_45233288 -a99d-11df-97ac-
001cc4c03286.html 

[Return to top]  

Dams Sector 

60. August 17, Des Moines Register – (Iowa) Delhi dam may get OK to receive U.S. 
money. It is look ing more likely that Lake Delhi will be eligible for millions of dollars 
in federal disaster aid to help rebuild the northeast Iowa dam that failed last month, 
draining a 9-mile- long recreational area. The U.S. President August 15 declared 
Delaware County, which includes Lake Delhi, and 17 other Iowa counties eligible for 
public assistance for recovery from severe weather and flooding. The program provides 
grants, on a cost-sharing basis, to help rebuild public facilities. The grants generally 
cover 75 percent of the expense of the work. The president of the Lake Delhi 
Recreation Association, which owns the dam, said he is hopeful of securing federal 
money through the program to help rebuild the structure. He added that he wants to 
starting rebuilding the dam as quickly as possible, before lakeshore property values 
must be lowered because of the loss of the lake. The dam, built in the 1920s, must be 
rebuilt to 2010 standards, which is expected to cost millions of dollars. A spokesman 
for the Federal Emergency Management Agency in Kansas City, said it is still 
premature to speculate whether the Lake Delhi dam will be eligible for federal 
assistance for the flood damage that occurred in July. He said officials are aware that 
federal money was authorized for dam repairs in 2008, and they are reviewing those 
decisions to determine whether they were correct. 
Source: 
http://www.desmoinesregister.com/article/20100817/NEWS/8170356/1001/NEWS/Del
hi-dam-may-be-eligible-for-U.S.-money 
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