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Top Stories
• The New York Daily News reports that an explosion rocked a Bronx, New York subway 

station August 13, sending one transit worker to a hospital and delaying train service. (See 
item 30) 

• According to The Tennessean, police believe someone may be targeting a Tennessee 
Highway Patrol officer specializing in Driving Under the Influence arrests (DUIs) after a 
bomb went off at his home last month and two similar bombs exploded August 16 where 
he was working. (See item 53) 
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Energy Sector

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. August 16, Bloomberg – (International) Russian wildfire area shrinks as storms 
knock out power for 96,000 people. Storms in northwest Russia knocked out power to 
about 96,000 people August 15, as emergency crews made headway in their battle 
against wildfires that have blackened 3,309 square miles this year. The storms in four 
regions, including the Leningrad region around St. Petersburg, packed winds as high as 
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67 mph, the emergency situations ministry said on its Web site. Almost 79,000 people 
still had no electricity at 6 a.m. August 16, and all customers should have power back 
by 8 p.m., the ministry said. The area of active fires in central Russia “significantly 
decreased” in the last 24 hours, the head of the ministry’s crisis center said. Greenpeace 
Russia said there’s hope things may change soon as rains and cooler temperatures are 
in the forecast. “It’s still too early to relax,” the environmental watchdog group said on 
its Web site. 
Source: http://www.bloomberg.com/news/2010-08-16/russian-wildfire-area-shrinks-by-
14-as-storms-cut-power-to-79-000-people.html 

2. August 16, Associated Press – (Louisiana) Assumption well still blowing wild near 
La. 70. An exploratory oil and gas well continued to blow wild, keeping six families 
out of their homes and shutting down one business along a two-mile stretch of 
Louisiana Highway 70 in Assumption parish. Parish officials said crews were bringing 
in wooden mats and dirt August 15 for heavy equipment needed to cap the well. They 
said authorities are also discussing strategies including a relief well and a controlled 
burn. Crews have tried at least twice to set fire to the 200-foot plume of oil, gas, brine 
and other material from the well, which blew August 11. Nobody was injured in the 
blowout. 
Source: http://www.chron.com/disp/story.mpl/ap/tx/7154999.html 

3. August 16, Mobile Press-Register – (National) With oil well capped, scientists begin 
assessing spill’s environmental toll. With the Deepwater Horizon well capped in the 
Gulf of Mexico, federal officials have turned their energies toward holding BP 
accountable for the environmental damage caused by hundreds of millions of gallons of 
oil loosed into the Gulf. An army of federal scientists 300 strong is focused on the area 
surrounding Mobile, Alabama. Hundreds of more scientists are at work in Mississippi 
and Louisiana. The goal is to create an official reckoning of the environmental toll, 
from the most obvious — 3,761 dead birds and counting, according to BP. 
Complicating the process, BP has an army, too, with scientists spread along the 
coastline from Texas to Florida hunting for the same answers that the government 
seeks. Both sides said that they hope to reach a consensus on what has been damaged, 
and what it will take to begin to restore the Gulf. The primary tool used to figure out 
what has been lost is the Natural Resources Damage Assessment. In essence, it 
amounts to a civil lawsuit, one that could take many years to settle. 
Source: http://blog.al.com/live/2010/08/with_oil_well_capped_scientist.html 

4. August 16, Reuters – (Louisiana) Conoco has pinhole leak in Belle Chasse refinery 
unit. ConocoPhillips reported a pinhole leak in a process line at its 247,000 barrel-per-
day refinery in Belle Chasse, Louisiana August 13, according to a filing with 
regulators. A company spokesman was not immediately available to comment on 
which unit was affected and if there was any effect on production. 
Source: http://uk.reuters.com/article/idUKWNA788720100816 
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Chemical Industry Sector 

5. August 15, KCAL 9 Los Angeles – (California) Hazmat team called to chemical 
spill. A hazardous materials team responded to a reported chemical spill August 15 on 
Terminal Island in Los Angeles, California, a city fire official said. There were no 
reported injuries. The spill, possibly hydrochloric acid, was reported at 7:15 p.m. at 389 
E. Terminal Way, an official with the Los Angeles Fire Department said. It was 
contained shortly before 8 p.m. No information was available on what caused the spill. 
Source: http://cbs2.com/local/chemical.spill.Terminal.2.1861678.html 

6. August 15, Hindustan Times – (International) 4 of 61 missing ammo trucks found in 
MP. Four of the 61 trucks that vanished with 400 tons of explosives over four months 
were found – but thoroughly cleaned out – late August 13 in Northern India’s Rajgarh 
district of Madhya Pradesh. A police team seized the vehicles parked in front of a local 
trading company, BM Traders, at Pipala village of Beoara Tehsil of Rajgarh district. 
The trucks were sent from Rajasthan Explosives and Chemicals Ltd (RECL) to a 
trading company in Sagar, Ganesh Magazine, between April and July. Following a 
Hindustan Times exclusive August 13, the Union Home Ministry expressed concern 
and asked the MP administration for a report on the missing trucks. The leader of the 
police team said the explosives were unloaded somewhere between Dholpur in 
Rajasthan and Sagar. While three of the seized trucks were from Bhilwara, the fourth 
one is owned by one of the two partners in Ganesh Magazine. 
Source: http://www.hindustantimes.com/4-of-61-missing-ammo-trucks-found-in-
MP/Article1-586962.aspx 

For another story, see item 42  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

7. August 14, Associated Press – (Nebraska) Neb. nuclear power plant plans siren 
warning test. Sirens soon will be sounding for 10 miles around the Fort Calhoun 
nuclear power plant in eastern Nebraska. Omaha Public Power District (OPPD) said it 
will test the plant’s siren alert system August 25. The sirens will sound for three 
minutes sometime between 9 and 10 a.m. All the radio-controlled sirens within 10 
miles of the plant will be tested. The plant is 19 miles north of Omaha, southeast of 
Blair. People who notice malfunctioning sirens should report them to OPPD. Were the 
sirens to sound in earnest for an emergency, that would be a signal for people to tune in 
an emergency alert radio station. OPPD said that for the greater Omaha area, that 
would be KFAB, 1110 on the AM dial. 
Source: http://www.ktiv.com/Global/story.asp?S=12980864 

8. August 14, Lower Hudson Journal News – (New York) Indian Point gets OK to 
demolish old siren system. Federal officials have given the Indian Point nuclear power 
plant in Buchanan, New York the go-ahead to demolish its old emergency siren system, 
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the last step in phasing out a problem-plagued network that cost the company 
credibility and millions of dollars to replace. “We do not wish to hold up removal of the 
legacy system, since removal is in the best interests of the public,” the regional 
administrator for the Federal Emergency Management Agency (FEMA) wrote to state 
officials. In the August 10 letter, obtained by The Journal News, the administrator told 
the director of the state’s office of emergency management, that the new 172-siren 
system had passed its required tests and provided residents more coverage than its 
predecessor. FEMA’s branch chief for radiological emergency planning said August 13 
the approval to take down the old system does not mean the agency has signed off 100 
percent on the new system. 
Source: http://www.lohud.com/article/20100814/NEWS01/8140336/-
1/NEWSFRONT/Indian-Point-gets-OK-to-demolish-old-siren-system 

9. August 13, LaSalle News Tribune – (Illinois) Fish kill reported in nuclear plant 
cooling lake due to temps. More than 2,000 fish died August 13 in La Salle Lake in 
Illinois after water temperatures skyrocketed. Officials for Exelon Nuclear, which 
operates the nuclear power plant, point to the high air temperature in the past few days, 
as well as low wind, lack of precipitation and a high dew point as contributing to the 
lake reaching 101 degrees overnight. The water of La Salle Lake is used in the nuclear 
station’s power generating process with water being discharged back into the cooling 
lake. Since the overnight temperatures were nearing a mandated temperature threshold, 
power at the station’s two units was reduced to about 83 percent for a 12-hour window 
until the morning when lake temperatures cooled to 98 degrees. An Exelon Nuclear 
spokesman explained that the temperature readings are taken at four locations within 
the plant as the water is drawn in. An average of those readings is used to determine the 
water temperature. The majority of the dead fish were gizzard shad, according to an 
Exelon Nuclear press release. As air and lake temperatures continue to rise, there is a 
potential for the loss of additional fish. Illinois Department of Natural Resources is 
conducting a thorough lake survey to independently evaluate the fish loss. Station 
workers and IDNR representatives will work to quickly clean the lake area. 
Source: 
http://www.newstrib.com/articles/news/local/default.asp?article=22549&aname=Fish+
kill+reported+in+nuclear+plant+cooling+lake+due+to+temps. 

10. August 13, Associated Press – (Colorado) Colo. agency OKs new rules for uranium 
mining. State officials have approved new rules intended to protect Colorado’s 
groundwater during a type of uranium mining that extracts the mineral by injecting a 
solution underground. The requirements approved August 12 by the mined land 
reclamation board include detailed environmental protection plans for uranium mines 
and maintaining existing groundwater quality or at state standards. Mine applications 
must include detailed information on the pre-mining water quality. Public input will be 
allowed. The rules carry out three laws passed by the legislature in 2008 out of concern 
about in-situ, or “in place,” mining, which injects a solution underground to dissolve 
and extract the mineral. An in-situ uranium mine has been proposed about 70 miles 
north of Denver. 
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Source: http://www.washingtonexaminer.com/local/ap/colo-agency-oks-new-rules-for-
uranium-mining-100612494.html 

[Return to top]  

Critical Manufacturing Sector 

11. August 14, WTEN 10 Albany – (New York) Fire rips through Schenectady recycling 
plant. Firefighters battled a blaze at T A Predel and Co. on Edison Avenue in 
Schenectady, New York August 15. Firefighters said they responded to the recycling 
plant around 5 p.m., battling the flames as smoke billowed out. People reported 
smelling the smoke miles away. “It moved in slowly and then it was horrible. It smelled 
like burnt rubber. It was really, really thick and swampy,” one neighbor said. The 
flames tore through a pile of scrap metal including cars, refrigerators and other 
appliances. The fire proved challenging for firefighters, since water had to be relayed 
from a hydrant on the street. 
Source: http://www.wten.com/Global/story.asp?S=12981376 

12. August 14, Evansville Courier and Press – (Kentucky) Fire damages potline at 
Audubon Metals, four slightly injured. Four people were overcome by heat and 
smoke and one had to be treated at the hospital after fire broke out August 13 at 
Audubon Metals in Henderson, Kentucky. The fire was located near a smelter potline 
that was transferring molten metal in a crucible. Apparently a malfunction caused the 
crucible to overflow, spilling 1,000 pounds of hot, liquid metal on the floor, pulling 
down electrical lines and igniting hydraulic oil on the ground. A dry material was used 
to smother the flames. Around 45 workers were evacuated from the area, and four 
employees were injured. One person was treated at Methodist Hospital and released. 
The other three employees received medical aid at the scene. 
Source: http://www.courierpress.com/news/2010/aug/13/fire-damaged-potline-
audubon-metals/ 

13. August 13, KGW 8 Portland – (Oregon) Molten metal spills at NW Portland 
factory. Firefighters and a hazmat team were dispatched to a molten metal spill in 
Portland, Oregon August 13. The alarm came in around 2:50 p.m. to the Esco 
Corporation, a firm that manufactures engineered metal wearparts and components for 
industrial applications, including mining, construction, power generation and 
aerospace. The building was immediately evacuated. Firefighters were concerned about 
electrical lines in the plant and whether water on the metal would create an explosion. 
No one was injured. 
Source: http://www.kgw.com/news/local/Molten-metal-spills-at-NW-Portland-factory-
100655429.html 

14. August 13, KHBS/KHOG 40/29 Fort Smith/Fayetteville – (Oklahoma) Yaffe iron plant 
in Arkoma catches fire again. A fire erupted at Yaffe Iron and Metal in Arkoma, 
Oklahoma August 13. Crews at the scene said a pile containing iron and other 
appliances caught fire. “A huge pile of scrap iron and a lot of refrigerator casings were 

http://www.washingtonexaminer.com/local/ap/colo-agency-oks-new-rules-for-uranium-mining-100612494.html�
http://www.washingtonexaminer.com/local/ap/colo-agency-oks-new-rules-for-uranium-mining-100612494.html�
http://www.wten.com/Global/story.asp?S=12981376�
http://www.courierpress.com/news/2010/aug/13/fire-damaged-potline-audubon-metals/�
http://www.courierpress.com/news/2010/aug/13/fire-damaged-potline-audubon-metals/�
http://www.kgw.com/news/local/Molten-metal-spills-at-NW-Portland-factory-100655429.html�
http://www.kgw.com/news/local/Molten-metal-spills-at-NW-Portland-factory-100655429.html�


 - 6 - 

on fire. Yaffe was trying to fight the fire with a crane,” said the Arkoma police chief. 
Crews said while Yaffe workers were trying to crush metal, a spark made its way onto 
the pile. This is the third fire at the plant in the past two years. The Fort Smith, 
Arkansas fire marshal said emergency crews are now working with owners of Yaffe to 
see if better safety measures can be implemented. 
Source: http://www.4029tv.com/r/24620903/detail.html 

15. August 9, IDG News Service – (National) Tire tags reveal driver 
whereabouts. Researchers from Rutgers University and the University of South 
Carolina have found that wireless communications between new cars and their tires can 
be intercepted or even forged. While the potential for misuse may be minimal, this 
vulnerability points to a troubling lack of rigor with secure software development for 
new automobiles, said a co-lead on the study. The researchers presented their findings 
at the Usenix Security Symposium in Washington D.C. The system that the researchers 
tested monitors the air pressure of each tire on an automobile. The researchers had 
found that each sensor has a unique 32-bit ID and that communication between the 
radio frequency identification tag and the electronic control unit (ECU) was 
unencrypted, meaning it could be intercepted by third parties from as far away as 131 
feet. An attacker could flood the control unit with low pressure readings that would 
repeatedly set off the warning light. An attacker could also send nonsensical messages 
to the control unit, confusing or possibly even breaking the unit. Component 
manufacturers could take some easy steps to strengthen the security of these systems, 
the researchers conclude. Communications could be encrypted. Also the ECU should 
filter incoming messages so that any with unexpected payloads should be discarded, so 
they do not corrupt the system. 
Source: http://www.businessweek.com/idg/2010-08-09/tire-tags-reveal-driver-
whereabouts.html 

[Return to top]  

Defense Industrial Base Sector 

16. August 16, Aviation Week – (National) Alternate JSF engine thrust beats target. The 
intense battle over powering the F-35 Joint Strike Fighter could be heading to new 
levels following test results that show the General Electric/Rolls-Royce F136 alternate 
engine has more than 15 percent thrust margin against specification, significantly 
exceeding the power of the baseline Pratt & Whitney F135. The tests at the U.S. Air 
Force’s Arnold Engineering Development Center (AEDC) in Tullahoma, Tennessee are 
the first to officially calibrate the combat-rated thrust of a production-representative 
F136 at sea level conditions. “Initial results show we have more than 15 percent margin 
at sea level combat-rated thrust than the specification. That is significantly beyond the 
thrust requirement right out of the chute,” said GE-Rolls. In March this year, following 
the first maximum afterburner test of a system development and demonstration engine, 
the team quietly expressed confidence the F136 would exceed the thrust of the baseline 
F135 by 5 percent. Actual thrust achieved in the test remains undisclosed, but it is in 
excess of 40,000 lb. 
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Source: 
http://www.aviationweek.com/aw/generic/story_generic.jsp?channel=awst&id=news/a
wst/2010/08/16/AW_08_16_2010_p18-247454.xml 

17. August 13, Aviation Week – (National) Hydrogen-fueled UAV begins flight 
tests. Following an initial hour-long, battery-powered flight, AeroVironment’s Global 
Observer unmanned aircraft is beginning a test program planned to culminate in a 
week-long flight in the stratosphere using liquid-hydrogen fuel. The flight debuts an 
innovative approach to persistent surveillance and marks a dramatic departure for a 
company that dominates the market for small, hand-launched UAVs. The Global 
Observer (GO) is flying from Edwards Air Force Base in Edwards, California where it 
will undergo an operational utility assessment under a Joint Concept Technology 
Demonstration sponsored by several U.S. agencies and led by Special Operations 
Command. The initial GO-1 aircraft is designed to stay aloft for seven days at up to 
65,000 ft. carrying a 400-lb. payload. 
Source: 
http://www.aviationweek.com/aw/generic/story_generic.jsp?channel=awst&id=news/a
wst/2010/08/16/AW_08_16_2010_p42-246255.xml 

[Return to top]  

Banking and Finance Sector 

18. August 16, The New New Internet – (International) Credit card clearing house hacked 
says security researchers. An underground credit-card clearing house has been 
hacked, according to Trend Micro security researchers. Leaked data from the hack 
include employee e-mails and recorded phone calls. “A group of hackers recently 
published detailed information from an underground credit card company,” writes an 
advanced threats researcher with Trend Micro. “On July 23, an anonymous group 
claimed to have compromised a server of an online credit card processor company. At 
that time, however, the extent of the compromise was unclear. Looking at the data that 
was published leads us to believe that the compromise is very plausible.” Some of the 
stolen recorded conversations include individuals speaking about ways to defraud 
credit card companies. “This hacking incident would probably make a lot of cyber 
criminals nervous,” the researcher writes. “Unfortunately, the incident also puts the 
personal data of legitimate customers and of many ordinary Russians at risk.” 
Source: http://www.thenewnewinternet.com/2010/08/16/credit-card-clearing-house-
hacked-says-security-researchers/ 

19. August 14, The Register – (Oregon) Man sentenced for DIY gift-card cloning. A 22-
year-old Oregon man has been sentenced to 18 months probation for stealing $6,000 
worth of merchandise using gift card–cloning gear he found online. The suspect was 
standing in the check-out line at a Fred Meyer store in Washington County when he 
realized it would not be too hard to hack the the magnetic strips used to store money on 
the cards, OregonLive.com reports. With 20 hours of research, he found the software, 
which allowed him to electronically query a card’s balance many times per day. He 
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also bought a magnetic card reader. The suspect would steal blank cards on display for 
purchase, scan them into his reader, and then return them to the store. When they were 
purchased and activated by customers, the software alerted him to that fact. He would 
then transfer the data to a blank card. Police eventually tracked him down by tracing his 
IP address and store surveillance cameras. He was caught with about 1,000 stolen gift 
cards. He ran the scam at numerous stores including Apple, Best Buy, and Macy’s. 
Fred Meyer was the only retailer willing to work with authorities. 
Source: http://www.theregister.co.uk/2010/08/14/gift_card_cloning_sentence/ 

20. August 14, BankInfoSecurity.com – (Illinois) One bank fails on Friday, Aug. 
13. Federal and state banking regulators closed one bank on Friday, August 13. This 
failure raises the total number of failed institutions to 124 so far in 2010. Palos Bank 
and Trust Company, Palos Heights, Illinois, was closed by the Illinois Department of 
Financial and Professional Regulation - Division of Banking, which appointed the 
Federal Deposit Insurance Corp. (FDIC) as receiver. To protect the depositors, the 
FDIC entered into a purchase and assumption agreement with First Midwest Bank, 
Itasca, Illinois to assume all of the deposits of Palos Bank. The five branches of Palos 
were slated to reopen August 14 as branches of First Midwest Bank. Depositors of 
Palos Bank will automatically become depositors of First Midwest Bank. Palos Bank 
had $493.4 million in total assets. The cost to the FDIC Insurance Fund is estimated to 
be $72 million. 
Source: http://www.bankinfosecurity.com/articles.php?art_id=2842 

21. August 13, CBC News – (International) Card skimmers found at Alberta mega-
mall. A suspected bank-card skimming operation has been uncovered at the CrossIron 
Mills mega-mall near Balzac, north of Calgary, Canada police said August 20. Bank 
security experts alerted Royal Canadian Mounted Police (RCMP) commercial crime 
detectives after they found that two payment PIN pads at two retailers had been 
compromised. Mall officials said police advised them not to name the stores involved. 
The pads had been tampered with to capture financial data and gain access to accounts, 
said a RCMP constable. A full search of the 200 or so stores at the mall turned up two 
more skimming devices, investigators said. The transaction pads were likely installed in 
July. Some unauthorized withdrawals from bank accounts may have already occurred, 
but investigators think most of the potential fraud was interrupted. The culprits likely 
swiped the PIN pads while store clerks were not looking, substituting non-functional 
dummies while they added a wireless Bluetooth transmitter to the devices. 
Source: http://www.cbc.ca/canada/calgary/story/2010/08/13/calgary-balzac-crossiron-
mills-skimming-pad-police.html 

22. August 13, V3.co.uk – (International) Cyber attacks on banks likely to increase, says 
expert. Following the recent news that cyber criminals based in Eastern Europe have 
successfully drained $1,052,870 from customers of a major U.K. bank, an IT security 
expert has stated that similar attacks could remain undetected in other institutions, and 
are likely to be seen more and more in the future. The attack in question involved the 
use of the Zeus v3 trojan, a highly adaptable piece of software available to cyber 
criminals. “The [trojan] is very easy to customize in order to target a wide variety of 
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web sites and users,” said the head of information security at Protiviti, an IT risk and 
consulting firm. “It’s likely that other organizations have been unknowingly targeted 
now, and will be in the future.” 
Source: http://www.v3.co.uk/computing/news/2268103/cyber-attacks-banks-likely 

23. August 13, Associated Press – (Michigan) Secret Service probing credit card fraud 
in Clare. U.S. Secret Service officials said they are investigating the fraudulent use of 
more than 150 credit card numbers obtained at a Clare County hotel. The Clare Sentinel 
reported August 13 that the restaurant at the Doherty Hotel & Convention Center in 
Clare, Michigan had its database illegally accessed. The first fraudulent charges 
appeared on a credit card in May. A Secret Service agent said investigators are working 
to determine who accessed the information and how. The resident agent in charge of 
the federal agency’s Saginaw office said the hotel has put additional security 
protections in place. The agent said the charges on credit cards were between $2,000 
and $3,000, and included international purchases. 
Source: http://www.chicagotribune.com/news/chi-ap-mi-creditcardfraud-
m,0,5766230.story 

24. August 13, Central Valley Business Times – (California) Eight charged in real estate 
investment fraud scheme. A federal grand jury in Sacramento, California has returned 
an indictment charging eight persons in a real-estate, investment-fraud scheme, said a 
U.S. attorney. The first seven defendants are charged with 15 counts of mail fraud and 
wire fraud for defrauding investors of more than $11.4 million through a Sacramento 
company called Heaven Investments Holding Co. HIHC offered investors two types of 
investments. The planned income program promised to use investor money to acquire 
residential, single-family dwellings that would be renovated and resold for a profit. The 
tenants in common program promised to use investor money to develop four pieces of 
property. Investors were promised a 12- to 15-percent annual return. According to the 
indictment, the defendants said the investment was safe because it would be secured by 
a deed of trust where the investor would be in no worse than second or third position, 
and that the indebtedness on the property would never exceed 70 percent of property 
value. But the indictment charges HIHC acquired the properties through 100 percent 
financing from private lenders. Further, the promise was illusory because HIHC either 
failed to place the investor on the deed as promised, or when HIHC did put an 
investor’s name on the deed, the property had multiple investor names and was 
leveraged by as much 300 percent to 400 percent, the grand jury said. 
Source: http://www.centralvalleybusinesstimes.com/stories/001/?ID=16004 

25. August 11, Houston Chronicle – (Texas) ‘XXXL Bandit’ sought in 2 Houston bank 
robberies. A man dubbed the “XXXL Bandit” due to his girth is suspected of robbing 
at least two Houston-area banks since mid-July, FBI officials said August 11. The latest 
robbery happened August 5 at an Associated Federal Credit Union bank inside a 
Kroger grocery in the 16400 block of El Camino Real. FBI agents said he struck up a 
conversation with a teller before passing a threatening note demanding money. He left 
the bank and the supermarket through an emergency exit in the rear. No injuries were 
reported and bank employees did not see him with a weapon, FBI agents said. The 
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suspect is also being sought in the July 12 robbery of a Wells Fargo bank branch inside 
a Randall’s grocery in the 2300 block of Clear Lake City Blvd. 
Source: http://www.chron.com/disp/story.mpl/metropolitan/7149421.html 

For another story, see item 50  
 
[Return to top]  

Transportation Sector 

26. August 16, WNYT 13 Albany – (New York) Man sheds his clothes during a bomb 
threat at airport parking lot. On the morning of August 13, a driver who had parked 
in the economy lot at the Albany International Airport in New York did not have the $5 
necessary to pay his way out. Police said the man told the parking attendant he had a 
bomb and took off his clothes. An Albany county undersheriff said a bomb squad, 
hazmat crew and investigators rushed to the scene. Meanwhile, the man they were 
dealing with jumped into a fire truck that was on its way into the parking lot, and 
claimed to be an air marshal. Police were worried about his car that was parked near the 
ticket booths, and suspecting it might contain a bomb, they shut down the parking lot. 
Police confirmed there was no bomb. The man was taken to Albany Medical Center for 
an evaluation. Flight operations at the airport were not affected because the lot was 
determined to be far enough away so as to not pose a threat. 
Source: http://wnyt.com/article/stories/S1697207.shtml?cat=300 

27. August 16, Truckinginfo.com – (National) DOT to post changes in drug testing. The 
Department of Transportation (DOT) plans to amend some of its rules covering drug 
and alcohol testing, and training requirements for medical review officers. These 
changes do not go to the pending rule at the Federal Motor Carrier Safety 
Administration that would create a national database on drug and alcohol tests that 
trucking employers could access. Instead, they are being undertaken by DOT in order 
to bring its procedures in line with those of the Department of Health and Human 
Services. The new rules add several amphetamine-type drugs to the required testing list 
— MDMA, MDA, and MDEA. They also add a test for 6-AM, a marker for heroin use. 
And, the DOT lowered the positive threshold for tests for cocaine and amphetamines. 
The agency expects this change to result in a marked increase in the number of 
positives for cocaine use. The 61-page rule will go into effect October 1. It was 
scheduled to be published in the Federal Register August 16. 
Source: http://www.truckinginfo.com/news/news-detail.asp?news_id=71358 

28. August 16, USA Today – (National) Are lithium-ion batteries the next threat to 
airline safety? Worried about a possible terrorist strike, American Airlines flight 
attendants confiscated 58 cellphones, lithium-ion batteries and charging devices from a 
passenger on a June 23 New York flight to Buenos Aires. The passenger, who spent 
more than 30 minutes in a lavatory and acted suspiciously earlier in the flight, began 
removing batteries from cellphones and had many batteries, cellphones and charging 
devices on a tray table. Flight attendants reported his actions to the captain and were 
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told to confiscate the devices. Lithium-ion batteries — the rechargeable energy source 
for cellphones, laptop computers and an increasing number of other portable electronic 
devices — are becoming a growing concern for airlines in passenger cabins and cargo 
holds. In January, the Transportation Department proposed stricter rules for companies 
that ship lithium batteries in cargo holds. Lithium-battery experts, security analysts and 
flight attendants wonder, though, if stricter rules are also needed in airline passenger 
cabins to prevent fires or worse: a possible attempt by a terrorist to bring down a plane 
by rigging a large number of batteries together to start a fire. The Transportation 
Security Administration determined that lithium-ion batteries for cellphones, laptops 
and cameras cannot be used as an explosive and are not a security threat in personal 
carry-on quantities. But some scientists have raised doubts about the safety of the 
batteries passengers carry on board flights in electronic devices, even the tiny batteries 
used to power cellphones. Experts have said that several batteries could start fires that 
would be difficult to put out, but even 50 batteries rigged together would not be like a 
bomb that would take down a plane. 
Source: http://www.usatoday.com/money/industries/travel/2010-08-16-
airlinebatteries16_CV_N.htm 

29. August 14, Chicago Sun-Times – (Illinois) Emergency slides used in O’Hare plane 
evacuation. Some 140 passengers were evacuated from a plane at O’Hare International 
Airport in Chicago August 15 — 40 of them by emergency slides. A warning light 
indicating a fire on a flight from New York prompted the evacuation. There was no fire 
found on the plane, which was already on the ground when the light went off, but some 
of the 140 passengers got off the plane by using the emergency slides. United Flight 
611, an Airbus A 320 aircraft originating from New York’s LaGuardia Airport landed 
safely as scheduled but a few minutes later while the plane was parked at the gate, the 
crew responded to an emergency warning indicator that went off. Some of the 140 
customers were already deboarding through the “jetbridge” leading to the airport at the 
time, but the rest safely left the plane via the emergency slides. All customers and crew 
exited safely, according to a spokesman. 
Source: http://abclocal.go.com/wls/story?section=news/local&id=7610487 

30. August 14, New York Daily News – (New York) Battery explodes in Bronx subway 
station; sends one to hospital, delays service. An explosion rocked a Bronx, New 
York subway station August 13, sending one transit worker to a hospital and delaying 
train service, officials said. A battery blew up in a communications room at the 
Longwood Ave. No. 6 stop around noon, spewing noxious smoke throughout the 
station, officials said. The battery leaked a variety of chemicals, which were later 
removed by the New York Fire Department’s Hazardous Materials team, officials said. 
A transit worker overcome by the smoke was briefly hospitalized. No passengers at the 
Hunts Point stop were injured, officials said. Due to the smoke, southbound trains 
skipped the Longwood Ave. station for about 30 minutes, transit officials said. 
Northbound service was unaffected. 
Source: http://www.nydailynews.com/ny_local/2010/08/14/2010-08-
14_battery_blast_shakes_bronx_subway_stop.html 
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31. August 13, WSLS 10 Roanoke – (Virginia) Engine fire causes aborted flight at 
Roanoke Regional Airport. On August 13 in Roanoke, Virginia, the pilot of Allegiant 
Air flight 768 saw flames from one of the engines during take-off from Roanoke 
Regional Airport and stopped the plane. The plane then returned to the gate and let 
passengers off. The airport’s fire and rescue team responded and deployed foam on one 
of the engines. No one was hurt. An airport spokeswoman said the Federal Aviation 
Administration is inspecting the plane that caught on fire. 
Source: 
http://www2.wsls.com/sls/news/local/article/engine_fire_causes_aborted_flight_at_roa
noke_regional_airport/117313/ 

For another story, see item 33  
 
[Return to top]  

Postal and Shipping Sector 

32. August 15, San Francisco Chronicle – (California) Blaze destroys Healdsburg post 
office. Federal agents are investigating a four-alarm fire that destroyed the downtown 
Healdsburg, California post office, but no evidence has been found of arson, the acting 
city fire chief said August 15. The Bureau of Alcohol, Tobacco, Firearms and 
Explosives was working to determine the cause of the fire on Center Street, which was 
reported at 5:19 p.m. August 14. About 60 firefighters contained the blaze before 
midnight, the fire chief said, after hundreds of people gathered to watch the spectacle. 
Two firefighters were injured when one fell off of a ladder and collided with another. 
Source: http://www.sfgate.com/cgi-
bin/article.cgi?f=/c/a/2010/08/16/BAPF1EUDH5.DTL 

33. August 15, Houston Chronicle – (Texas) Chemical spill cleaned up, I-45 open 
again. The Gulf Freeway in Texas reopened late August 14 after an all-day effort to 
clean up a collision and chemical fire. It took almost 16 hours for emergency workers 
to put out a fire and mop up a chemical spill that was created when two 18-wheelers 
collided around 6 a.m. on I-45 near Scott, a Houston fire assistant chief said. One 
vehicle, a FedÂEx truck, was hauling two trailers and carrying both a powdery marine 
pollutant and a liquid pesticide. The other vehicle contained plastic food service trays, 
officials said. Both trucks caught fire. The flames reignited around 10:30 a.m., 
authorities said, prompting both sides of the freeway to be closed. No injuries were 
reported, but traffic problems were widespread. Motorists headed to Galveston and 
William P. Hobby Airport were met by dozens of police officers and crews of haz-mat 
workers, who diverted traffic to surface roads while firefighters battled the smoldering 
blaze. Emergency workers donned breathing apparatuses and protective suits to avoid 
inhaling the toxic fumes. The U.S. Environmental Protection Agency supervised part of 
the cleanup. Crews from at least two environmental services companies were called in. 
The effort entailed sopping up contaminated dousing water with absorbent material and 
vacuuming some excess liquid and other debris. 
Source: http://www.chron.com/disp/story.mpl/metropolitan/7153482.html 
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34. August 14, Dallas Morning News – (Texas) Feds offer $100,000 reward in white 
powder letter case. Federal authorities announced a $100,000 reward for information 
leading to the arrest and prosecution of the suspect(s) sending letters containing white 
powder to addresses across North Texas. Investigators have determined the recent 
letters are similar in postmark and content to those sent to U.S. embassies and 
governors’ offices in December 2008. That case remains unsolved. Since August 5, at 
least 25 of the suspicious letters have turned up at churches, mosques and businesses. 
The powder they contain has tested negative for any dangerous substances. The letters, 
postmarked from North Texas, have ended up in Allen, Arlington, Carrollton, Dallas, 
DeSoto , Fort Worth, Garland, Grand Prairie , Irving, McKinney and Richardson. 
Additional letters have been received in Austin and Lubbock, as well as Chicago and 
Waltham, Massachusetts. All were similar in content and mentioned al-Qaeda. 
Authorities did not elaborate. “The sender[s] appears to be committed to getting their 
message out, but has not clearly articulated what the message may be,” according to an 
FBI news release. Authorities said anyone who encounters such a letter should leave 
the immediate area, not attempt to clean it up, and call 911. They also advise people 
who touch such letters to wash their hands immediately. 
Source: http://www.dallasnews.com/sharedcontent/dws/news/localnews/stories/DN-
powderreward_14met.ART.State.Edition1.3603243.html 

35. August 13, Fort Myers New-Press – (Florida) Bomb threat reported at Cape Coral 
business was a hoax. The August 13 bomb threat at the Pony Express at 3108 Santa 
Barbara Blvd in Fort Myers, Florida, turned out to be a hoax. Emergency responders 
left the scene and workers returned to their office.  
Source: http://www.news-
press.com/article/20100813/NEWS0101/100813033/1003/ACC/Bomb-threat-reported-
at-Cape-Coral-business-was-a-hoax 

36. August 13, Flathead Beacon – (Montana) Parts of county building to reopen after 
white powder scare. Flathead County’s Earl Bennett building in Kalispell, Montana 
was shut down August 12 after an envelope containing an unknown white powder was 
opened at the Department of Motor Vehicles (DMV). However, certain offices were 
scheduled to reopen August 13 at noon after authorities determined the powder did not 
pose a credible threat. According to the Flathead City-County Health Department, the 
building was still closed at 8 a.m. August 13. The building houses the county’s DMV, 
treasurer, property tax, health department and planning and zoning offices. The health 
department and planning offices were scheduled to reopen at noon August 13, but the 
DMV, property tax and treasurer’s offices will remain closed. The white powder fell 
out of the envelope just after 12:30 p.m. August 12. The building was evacuated and 
secured until the credibility of the threat could be evaluated. The powdery substance 
was sent to a Montana Department of Public Health and Human Services laboratory. 
Source: 
http://www.flatheadbeacon.com/articles/article/unknown_powdery_substance_shuts_d
own_flathead_county_building/19098/ 
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37. August 13, Associated Press – (Virginia) White powder found in letter to 
candidate’s office. Hazardous materials teams and investigators combed the 
headquarters of a Republican congressional candidate in Chatham, Virginia, after a 
letter containing white powder was opened. The candidate’s campaign spokesman said 
the powder was found in an envelope the candidate opened August 13. The Pittsylvania 
County sheriff said results of tests conducted on the substance would be available 
within a few days. The sheriff said the U.S. Postal Service is leading the investigation. 
“It is a criminal offense to mail a suspicious material, even if it is nontoxic,” the sheriff 
said. “... It did give rise to concern. Unfortunately in today’s society, you can’t take any 
chances with these things.” The sheriff said the congressional candidate followed 
decontamination procedures after opening the envelope, including washing thoroughly 
and changing his clothes, before going home to his family that evening. 
Source: http://www.wtkr.com/news/dp-va--5thdistrict-
white0813aug13,0,6119070.story 

[Return to top]  

Agriculture and Food Sector 

38. August 16, WFMY 2 Greensboro – (North Carolina) Health Dept: Possible Hepatitis 
A transmission in Siler City. The Chatham County Health Department in North 
Carolina is urging customers of a Siler City Burger King to get immunized for possible 
Hepatitis A. The health director said that anyone who ate food at the Burger King on 
East 11th Street August 3 from 6 p.m. to closing may be at risk. “It is important that 
persons who consumed food from the restaurant on these dates receive an injection of 
Hepatitis A Immune Globulin or vaccine by August 17,” she said. The department 
offered immunizations to exposed customers at a walk-in clinic August 16 and 17 from 
8:30 a.m. to 6:30 p.m. People can also get immunizations from their physicians. Both 
Immune Globulin (also called Gamma Globulin) and Hepatitis A vaccine can prevent 
infection with Hepatitis A virus if given within 14 days of exposure. Hepatitis A virus 
is usually spread when a person ingests fecal matter - even in microscopic amounts — 
from contact with objects, food, or drinks contaminated by feces or stool of an infected 
person. 
Source: http://www.digtriad.com/news/local/article.aspx?storyid=146661&catid=57 

39. August 15, Associated Press – (Louisiana) Veron Foods recalls sausage, hog head 
cheese. Louisiana’s agriculture department said Veron Foods LLC of Prairieville is 
recalling 250 tons of ready-to-eat sausage and hog’s head cheese because of possible 
contamination by bacteria. The department of agriculture and forestry said investigation 
of an illness revealed a sample contaminated with Listeria bacteria. The recall covers 
all packages of: Veron Hot Smoked Sausage; Veron Mild Smoked Sausage; Martin Hot 
Smoked Sausage; Martin Mild Smoked Sausage; Veron Andouille (ahn-DOO-ee) 
Sausage; Martin Andouille Sausage; and Veron Hog Head Cheese. They have the 
establishment number LA 22 inside the state inspection mark as well as date codes of 
010110 through 111310, and were distributed to retail establishments and institutions 
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within Louisiana. 
Source: http://www.klfy.com/Global/story.asp?S=12981979 

40. August 15, Associated Press – (New York) 8 shot, 4 fatally, outside Buffalo, NY, 
restaurant. Eight people were shot early August 14, four of them fatally, at a 
restaurant in downtown Buffalo, New York, police said. Managers had decided to close 
the City Grill in the city’s business district after an altercation inside. The victims were 
leaving at about 2:30 a.m. when a man who had been inside began shooting, police 
said. A 25-year-old Buffalo man was charged August 14 with four counts of second-
degree murder, but a prosecutor later told the Buffalo News that he intended to go to 
court August 15 to seek dismissal of the charges. “We need people to come forward,” 
said a police commissioner, who estimated there were 100 people at the scene when 
police arrived. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5igLvmLIYhe5ZTAtAcCkfnQZ
T8_HwD9HJNRO80 

41. August 14, Associated Press – (Oregon) Ruling on modified sugar beets will affect 
Oregon seed farmers. A federal judge August 13 revoked government approval of 
genetically altered sugar beets until regulators complete a more thorough review of 
how the scientifically engineered crops affect other food. The ruling by the U.S. 
District judge in San Francisco means sugar beet growers will not be able to use the 
modified seeds after harvesting the biotechnology beets already planted on more than 1 
million acres spanning 10 states. Most sugar beets are grown outside the Pacific 
Northwest, but virtually all seed used to plant those crops comes from Oregon. The 
Center for Food Safety, Organic Seed Alliance, and Sierra Club have been trying to 
uproot the biotech beets since filing a 2008 lawsuit. The ruling means additional 
planting will not be allowed until the U.S. Department of Agriculture submits an 
environmental impact statement. That sort of extensive examination can take two or 
three years. The federal judge declined a request to issue an injunction that would have 
imposed a permanent ban on the biotech beets, which farmers have embraced as a way 
to lower their costs on labor, fuel and equipment. 
Source: http://www.oregonlive.com/pacific-northwest-
news/index.ssf/2010/08/judge_sides_with_oregon_organic_farmers_in_blocking_modi
fied_sugar_beets.html 

42. August 13, WZZM 13 Grand Rapids – (Michigan) Reed City evacuation order lifted 
after ammonia leak at plant. Emergency crews are allowed people back to their 
homes and businesses in downtown Reed City, Michigan, late August 13 after an 
ammonia leak occurred just before 6 p.m. inside a General Mills-Yoplait food factory. 
As a precaution, emergency crews evacuated 10 to 15 businesses and four apartments 
in the downtown area. Around 9 p.m., a General Mills team entered the area of the 
plant where the ammonia had leaked. Emergency responders said the leak was 
immediately contained and that the crew did not detect any more ammonia in the air. 
The were no injuries resulting from the leak. Emergency crews announced an “All 
Clear” at 10:10 p.m., and allowed people to return to their homes and businesses. 
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Source: 
http://www.wzzm13.com/news/most_popular_story.aspx?storyid=127403&provider=to
p 

43. August 13, Center for Infectious Disease Research and Policy – (National) Tropical 
fruit cited in US typhoid fever outbreak. Federal and state health agencies said 
frozen mamey fruit pulp is the probable cause of seven confirmed and two suspected 
cases of typhoid fever (Salmonella Typhi infections) in California and Nevada. The 
Centers for Disease Control and Prevention (CDC) announced the outbreak August 12 
and said epidemiologic evidence points to mamey fruit pulp produced by Goya Foods, 
Inc. of Secaucus, New Jersey. The company recalled 14-ounce packages of the tropical 
fruit product August 11. Typhoid fever is common in the developing world, but only 
about 400 cases occur in the United States annually, with about 75 percent of them in 
international travelers, according to the CDC. The infection causes high and sustained 
fever, headache, constipation, malaise, chills, and myalgia, and it can be severe or fatal 
if not treated. It typically spreads through contaminated food or water. In its recall 
announcement, Goya said the mamey fruit pulp comes in 14-ounce plastic packages 
that are not marked with a lot number or expiration date. The UPC number is 
041331090803. The product is distributed in retail stores in Alaska, Arizona, 
California, Colorado, Hawaii, New Mexico, Nevada, Oregon, Texas, Utah, and 
Washington. 
Source: http://www.cidrap.umn.edu/cidrap/content/fs/food-
disease/news/aug1310typhoid.html 

For another story, see item 70  
 
[Return to top]  

Water Sector 

44. August 13, KTVI 2 St. Louis – (Missouri) Water main break causes big mess in south 
St. Louis. A water main break in south St. Louis, Missouri August 13 caused a huge 
mess. Police had southbound lanes blocked right across from the water division 
building. The water main break happened around 2:30 a.m. at Kingshighway and 
McRee. Two southbound lanes at McRee to the entrance ramp of Interstate 44 were 
closed while crews tried to fix the break. The road buckled and water looked like it was 
coming up right next to the sidewalk, running through a parking lot and down McRee 
Ave. Two loading docks of a granite business right at the corner of Kingshighway and 
McRee were flooded with about six feet of water. The water was running off into a 
drain. 
Source: http://www.fox2now.com/news/ktvi-water-main-break-kingshighway-mcree-
081310,0,2506668.story 

45. August 13, Associated Press – (Georgia) Ga. chemical plant agrees to cleanup 
plan. A chemical plant in Athens, Georgia, has agreed to a cleanup plan after its 
factory burned and sent contaminants into the Trail Creek, turning it blue. The consent 

http://www.wzzm13.com/news/most_popular_story.aspx?storyid=127403&provider=top�
http://www.wzzm13.com/news/most_popular_story.aspx?storyid=127403&provider=top�
http://www.cidrap.umn.edu/cidrap/content/fs/food-disease/news/aug1310typhoid.html�
http://www.cidrap.umn.edu/cidrap/content/fs/food-disease/news/aug1310typhoid.html�
http://www.fox2now.com/news/ktvi-water-main-break-kingshighway-mcree-081310,0,2506668.story�
http://www.fox2now.com/news/ktvi-water-main-break-kingshighway-mcree-081310,0,2506668.story�


 - 17 - 

order announced Friday by state officials requires the J&J Chemical Co. to test the 
creek’s water quality until pollutants are no longer detected. It also requires the firm to 
make sure rainwater from the burned factory does not wash pollutants into the creek. 
The burned plant must be demolished and any contaminants removed. Water from the 
creek will be filtered to help remove some of the pollution. The factory caught fire July 
28 and burned. Water used to put out the flames flushed contaminants including para-
dichlorobenzene, formaldehyde and a blue dye into the waterway. 
Source: http://www.wtvm.com/Global/story.asp?S=12978028 

46. August 12, Arizona Republic – (Arizona; Colorado; Nevada) Lake Mead at 54-year 
low, stirring rationing fear. Drought-stricken Lake Mead has dropped an additional 
10 feet since last summer, and now, Arizona residents and other Colorado River users 
are scrambling to keep the reservoir full enough to avoid water rationing. Before year’s 
end, the lake, located about 30 miles southeast of Las Vegas, will likely sink to within 9 
feet of the level that would trigger the first round of restrictions — and the first such 
restrictions ever on the river. They begin with a reduction in water deliveries to Nevada 
and Arizona, where farmers would be affected first. To slow the lake’s years-long 
decline, river users have built a reservoir west of Yuma, Arizona to catch unused 
runoff, paid farmers to leave fields unplanted, and are negotiating with Mexico to leave 
some of its allocation in Lake Mead while its farmers recover from an earthquake. 
None of the steps will yield significant amounts of water, but together, they could keep 
Lake Mead from sinking below the drought triggers, buying time until a wet winter can 
replenish some of the water lost to drought. 
Source: 
http://www.azcentral.com/arizonarepublic/news/articles/2010/08/12/20100812lake-
mead-low-water-level.html 

[Return to top]  

Public Health and Healthcare Sector 

47. August 14, KOKI 23 Tulsa – (National) Abortion clinic bomb scare. After three 
anxious hours caused by the threat of a bomb going off inside the only abortion clinic 
in Tulsa, Oklahoma, the intersection of 32nd Place and Norwood calmed down around 
5 p.m. August 13. A worker at Reproductive Services called in the suspicious package 
to police, saying she heard a ticking sound coming from her trash can. “The bomb 
squad went inside, got a hold of the suspicious package, [and it] turned out not to be 
anything,” a Tulsa Police Department (TPD) officer said. Still, those who live and work 
near the clinic said they have never seen a situation quite like this. Evacuated clinic 
employees waited and watched nearby, while a TPD robot was sent in to dismantle the 
package. The Tulsa officer said the clinic’s all-female staff was shook up. As this is an 
ongoing investigation, police would not reveal what was in the suspicious box. 
Source: http://www.fox23.com/news/local/story/Abortion-Clinic-Bomb-
Scare/TQnQNFjP60G74ijPp1ckPQ.cspx 
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48. August 13, DarkReading – (National) Six healthcare data breaches that might make 
security pros sick. The number of health care breaches in 2010 have outpaced other 
verticals — including banking and government — by as much as threefold. While not 
all of these breaches came via databases, the majority of them could have been 
prevented through better data access and governance policies — policies that must be 
enforced at the database level, experts say. Health care organizations seem particularly 
prone to problems on the inside of the organization, including malicious theft and 
unintentional loss of storage devices containing treasure troves of database information. 
Source: 
http://www.darkreading.com/database_security/security/government/showArticle.jhtml
?articleID=226700229&pgno=1 

[Return to top]  

Government Facilities Sector 

49. August 14, Fort Dodge Messenger – (Iowa) Mysterious note left at Extension office 
investigated. Fort Dodge, Iowa police continue to investigate a note containing a 
reference to mustard gas which was found taped to the door of the Iowa State 
University Extension Service office in the Crossroads Mall August 11, and a 
councilman said he has been treated as a criminal suspect in the case. Police officers 
questioned him on the phone August 11 and in person August 12. The assistant police 
chief said the councilman is not a suspect. He said officers talked to him because they 
thought the author of the note might have called him with similar comments. The police 
interviews resulted from the discovery of a note in a plastic bag taped to the door of the 
extension service. The bag was discovered by an office employee at about 7:45 a.m. 
August 11. Police were called and because the bag also contained what the assistant 
police chief called a ‘‘granular substance,’’ the regional hazardous materials team from 
the Fort Dodge Fire Department was also summoned. The firefighters determined that 
the substance was harmless. The letter was sent to the state crime lab in Ankeny for 
fingerprint testing. 
Source: http://www.messengernews.net/page/content.detail/id/527094.html 

50. August 13, Nextgov – (National) Most attacks on federal networks financially 
motivated. Most malware attacks against federal agencies are financially motivated, 
seeking to trick computer users into buying fake security software or providing 
personal information that can be used to hack into their bank accounts. Although 
espionage and terrorism often are considered the primary motivations for breaking into 
government networks, 90 percent of incidents of malware detected on federal 
computers in the first half of 2010 were designed to steal money from users, according 
to data collected from the U.S. Computer Emergency Readiness Team at the Homeland 
Security Department. “This statistic represents the dominance of financially motivated 
malware within the threat picture,” said the section chief of the surface analysis group 
at US-CERT. “It is not that the federal government is being targeted by organized 
criminals; it is that we are a smaller portion of a larger global community impacted by 
this.” Federal officials must consider equally the targeted threat, which the section chief 
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equates to a sniper attack, and the widespread or “battalion” attack. 
Source: http://www.nextgov.com/nextgov/ng_20100813_1419.php 

51. August 13, WBIW 13 Topeka – (Kansas) Manhattan storms cause $250,000 in K-
State damage. Thunderstorms left thousands of people in Kansas with power, plunging 
them into darkness hours after whipping through Junction City, Manhattan, and Kansas 
State University on August 13. Trees snapped like matchsticks and hit power lines, 
even damaging half of the air conditioning equipment at Anderson Hall at Kansas 
State. The hall’s roof was also seriously damaged. The president of Kansas State 
offered a quick estimate that at least $250,000 damage had been done to the Manhattan 
campus, and he expects that total will go much higher. Riley County police told 13 
News no one was injured in the storms. 
Source: http://www.wibw.com/localnews/headlines/100670854.html 

For another story, see item 36  
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Emergency Services Sector 

52. August 16, San Antonio Express-News – (Texas) Police ‘fusion center’ on the way for 
S.A. Early last summer, investigators for the sheriff’s department and the cities of San 
Antonio and Converse in Texas were trying to keep up with a string of robberies, 
carjackings and burglaries. Each agency put together its own puzzle, but pieces were 
missing. Informally, detectives shared information — e-mailing, calling or meeting for 
coffee. A Bexar County sheriff’s investigator learned enough to help him close four 
cases. Converse and San Antonio police also made arrests. That kind of cooperation is 
the key to a new South Texas “fusion center” being designed by the San Antonio Police 
Department. The center is part of a department reorganization that also includes 
technology upgrades and changes to staffing and oversight. 
Source: 
http://www.mysanantonio.com/news/local_news/police_fusion_center_on_the_way_fo
r_sa_100741499.html 

53. August 16, Tennessean – (Tennessee) THP officer may have been target of early-
morning bomb. Police believe someone may be targeting a Tennessee Highway Patrol 
officer specializing in Driving Under the Influence arrests (DUIs) after a bomb went off 
at his home last month and two similar bombs exploded August 16 where he was 
working. A trooper was training two White House, Tennessee police officers on DUI 
detection at 1:30 a.m. when two bombs exploded on the west lawn of the police station, 
said a department of safety spokesman. Only the lawn was damaged. A third device 
was found later August 16 across the street in a neighbor’s yard. A bomb disposal team 
for the Robertson County’s Homeland Security District removed it. Homes in the area 
were evacuated, but residents began returning around 10 a.m. as police reduced the size 
of the protection area. Officials from the Tennessee Office of Homeland Security were 
at the scene. 
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Source: http://www.tennessean.com/article/20100816/NEWS03/100816014/Bombs-
explode-near-White-House-Police-Department 

[Return to top]  

Information Technology Sector 

54. August 16, The Register – (International) Virgin Media to warn malware-infected 
customers. Virgin Media subscribers whose computers are part of a botnet can expect 
a letter warning them to tighten up their security, under a new initiative based on data 
collected by independent malware trackers. The U.K.’s third-largest ISP will match 
lists of compromised IP addresses collected by the Shadowserver Foundation, among 
others, to its customer records. Those with infected machines will be encouraged to 
download free security software to remove the malware. Virgin Media said it expects to 
send out hundreds of letters per week initially, with plans to expand the campaign 
based on customer feedback. The firm will also take the opportunity to plug its Digital 
Home Support service, a $9.36-per-month remote PC maintenance helpline, “for those 
who need a little bit more help”. A quarter of callers have a malware infection, Virgin 
Media said. The announcement August 16 marks the second anti-malware initiative by 
a major U.K. ISP. TalkTalk is preparing an optional service that will block infected 
Web pages by following its customers around the Web, creating lists of all the URLs 
they visit. 
Source: http://www.theregister.co.uk/2010/08/16/vm_malware/ 

55. August 16, The H Security – (International) Authentication under Windows: A 
smouldering security problem. Speaking at the USENIX conference, a developer 
highlighted an old and known flaw that continues to be underestimated in the Windows 
world: authentication mechanisms involving NTLMv2 are often insecure. Attackers 
can intercept credentials transmitted during log-in and misuse them to log into the 
servers themselves — without knowing the password. The attackers exploit a weakness 
in NTLMv2, a protocol which is vulnerable to “replay” and “reflection” attacks 
although it does transmit the data itself in a secure encrypted form. While an attacker 
launching a replay attack can gain access to a server, attacks such as SMB reflection 
only require the operator of a specially crafted SMB server to send the NTLM log-in 
credentials of a log-in attempt at the operator’s server back to the victim. This allows 
the attacker to gain access to the victim’s PC and execute programs there. Successful 
attacks require ports 139 and 445 to be accessible on the victim’s machine, which 
would be the case if, for instance, file sharing and printer sharing are enabled on a local 
network. Microsoft released patches to fix this special SMB vulnerability at the end of 
2008, added another patch in connection with WinHTTP in early 2009, and 
subsequently also released patches for WinINet and Telnet. However, the vendor 
needed seven years to solve the problem; an earlier patch would have had extremely 
negative effects on network applications at the time. Numerous other scenarios still 
remain unpatched – especially where non-Microsoft products are concerned. 
Source: http://www.h-online.com/security/news/item/Authentication-under-Windows-
A-smouldering-security-problem-1059422.html 
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56. August 16, Help Net Security – (International) Fake dislike button Facebook 
scam. Facebook users should be wary of the latest survey scam spreading vacross the 
network. There are many variations of this scam, which sees users unwillingly update 
their Facebook status encouraging others to get the “official Dislike button”. The scam 
is spreading quickly as many Facebook users have been calling for the introduction of 
an official “Dislike” feature which would allow them to express their opinions on other 
users’ posts, links and updates. Two versions of the scam have been discovered by 
Sophos, which involves the sharing of messages with the text: “I just got the Dislike 
button, so now I can dislike all of your dumb posts lol!! LINK” and “Get the official 
DISLIKE button NOW! - LINK.” The viral scam, similar to many recent survey scams, 
tricks users into giving a rogue Facebook applications permission to access their 
profile, silently posting and promoting the link that tricked the user in the first place 
and spreading the message virally. 
Source: http://www.net-security.org/secworld.php?id=9740 

57. August 16, Krebs on Security – (International) NetworkSolutions sites hacked by 
wicked widget. Hundreds of thousands of Web sites parked at NetworkSolutions.com 
have been serving up malicious software thanks to a tainted widget embedded in the 
pages, a security company warned August 14. Santa Clara, California-based Web 
application security vendor Armorize said it found the mass infection while responding 
to a complaint by one of its largest customers. Armorize said it traced the problem back 
to the “Small Business Success Index” widget, an application that Network Solutions 
makes available to site owners through its GrowSmartBusiness.com blog. Armorize 
soon discovered that the widget was serving up content for those who had downloaded 
and installed it on their sites, and was being served by default on some – if not all — 
Network Solutions pages that were parked or marked as “under construction.” Parked 
domains refer to those that are registered but contain no content. Network Solutions — 
like many companies that bundle Web site hosting and domain registration services – 
includes ads and other promotional content on these sites until customers add their 
own. Armorize’s founder and chief executive said Google and Yahoo! search results 
indicate anywhere from 500,000 to 5 million Network Solutions domains may have 
been serving the malware-infected widget. Armorize believes hackers managed to taint 
the widget after compromising the GrowSmartBusiness.com domain itself with a Web-
based hacking tool that allowed them to control the site remotely. 
Source: http://krebsonsecurity.com/2010/08/networksolutions-sites-hacked-by-wicked-
widget/ 

58. August 14, V3.co.uk – (International) GPU acceleration brings new security 
risks. The growing integration of graphics processors into normal computational tasks 
could threaten security protections, according to a new report from the Georgia Tech 
Research Institute. The organization warned that general processing over GPU 
(GPGPU) platforms could dramatically increase the success rate for “brute force” 
password attacks. GPGPU platforms such as OpenCL have taken off recently as 
chipmakers and developers seek to harness the power of GPU chips for compute-
intensive tasks such as financial analysis or physics modeling. The multi-threading 
capabilities of GPU chips could allow an attacker to increase the frequency of new 
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password combinations and log-in attempts, allowing an attack tool to attempt to guess 
a system password. The researchers suggested that using these techniques with a 
consumer graphics card could easily compromise passwords of up to seven characters. 
A research scientist said that passwords under 12 characters could be vulnerable, and 
that administrators may need to institute alphanumeric passwords the length of entire 
sentences to keep systems secured. Security authentication vendors are pointing to the 
report as a call to adopt two-factor authentication systems, such as single-use security 
tokens. 
Source: http://www.v3.co.uk/v3/news/2268165/gpu-acceleration-brings 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

59. August 16, Radio-info.com – (Washington) In Everett, Washington, the sabotaged 
towers of KRKO (1380) are being rebuilt. The Snohomish News reports that work 
has begun on replacing two fallen towers in Everett, Washington, one a 349-foot tower 
and the other a 199-footer, in an effort to bring the station back to full power. The 
sabotaged towers of KRKO (1380) were literally pulled down, allegedly by an act of 
sabotage by ecoterrorists, last September. Radio-Info reported that two towers in the 
four-tower array were toppled by a group claiming to be from the Earth Liberation 
Front. KRKO has been running at reduced power. KRKO and its sports-talk format 
currently operates a nondirectional signal at 34,000-watts during the day and at 12,500-
watts at night, and wants to increase their power output to 50,000-watts, but faces 
objections from area residents. 
Source: http://www.radio-info.com/news/everett-washingtons-sabotaged-krko-towers-
are-being-rebuilt 

60. August 16, The H Security – (International) RIM offers Indian government 
surveillance tools. According to the Wall Street Journal, during secret negotiations, 
BlackBerry vendor Research in Motion (RIM) offered to provide the government of 
India with information and a number of tools for monitoring e-mail and text messages 
sent using BlackBerry mobile devices. However, this does not mean that in the future, 
Indian government agencies will be able to read all messages. The BlackBerry 
Enterprise Service (BES) encrypts all sent messages and RIM stresses that not even it 
can decipher them. Government agencies will have to make do with metadata, such as 
the sender and recipient. The company’s BlackBerry Internet Service (BIS), on the 
other hand, is designed for non-business users. BlackBerrys using BIS communicate 
with a server hosted by mobile providers. These messages are compressed, but not 
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encrypted (unless the individual users have done so with their own software) and it 
appears RIM may be helping the Indian government to unpack them. India requires 
mobile phone providers to provide the government with access to customer 
communications. It plans to block 3G networks until a system to allow full line tapping 
is in place. It is not yet clear whether or not India is satisfied with the concessions made 
to date and negotiations are ongoing. India has been threatening to ban the BlackBerry 
service outright. The BlackBerry vendor is also under pressure in Saudi Arabia and the 
United Arab Emirates, both of which are demanding access to BlackBerry messages. 
The Wall Street Journal said that, although RIM wants to help mobile phone providers 
meet national requirements, it is not prepared to rewrite its security architecture or to 
give governments better access to messages than competitors. Although it is likely to 
remain impossible to eavesdrop on encrypted communications via the Blackberry 
Enterprise Server, the German interior minister is nonetheless advising the German 
government and government departments not to use BlackBerrys. 
Source: http://www.h-online.com/security/news/item/RIM-offers-Indian-government-
surveillance-tools-1059387.html 

61. August 16, Homeland Security NewsWire – (International) Indian government: 
Google, Skype will follow BlackBerry in being forced to open networks. The Indian 
government, in a meeting last month with representatives of network operators and 
Internet service providers, said that after RIM was forced to open BlackBerry-based 
communication to government eavesdropping, Google and Skype would be asked to do 
the same — or face bans on some of their services in India. It is unlikely that the Indian 
government is interested in Google’s search business, but about 20 million Indians are 
active on Google’s social networking service, Orkut, which encourages them to 
communicate with each other over Google Talk. The Idian government met with 
mobile operators August 12, resulting in an ultimatum being issued that lawful 
interception of BlackBerry communications must be made possible by the end of 
August. The minutes of an earlier meeting, obtained by the Financial Times, show that 
RIM is not the only the company India intends to tackle. “There was consensus that 
there [is] more than one type of service for which solutions are to be explored. Some of 
them are BlackBerry, Skype, Google etc,” the minutes read. “It was decided first to 
undertake the issue of BlackBerry and then the other services.” 
Source: http://homelandsecuritynewswire.com/indian-government-google-skype-will-
follow-blackberry-being-forced-open-networks 

62. August 15, CNN – (International) Grenade thrown at Mexican TV station; no 
injuries. A grenade thrown by unknown attackers August 15 damaged apartments near 
a television station office in Monterrey, Mexico, but there were no reports of injuries, 
the country’s state-run Notimex agency reported. The incident occurred at about 1:15 
a.m. “Men in trucks” threw the device at the entrance to the television station. “The 
grenade exploded under a Toyota Tacoma pickup truck, which was badly damaged,” 
according to Notimex. “It damaged a television live truck.” Glass shattered in the 
apartment building, which was facing the entrance, Notimex said. Although employees 
were shaken up, no one was injured, the report said. Military patrols were not able to 
capture the grenade-throwers. Late August 14, a similar grenade attack occurred on the 
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offices of Televisa in the city of Matamoros. A building was damaged but there were 
no reports of injuries. 
Source: 
http://edition.cnn.com/2010/WORLD/americas/08/15/mexico.station.grenade/#fbid=Rv
RBBEZyCwC&wom=true 

63. August 13, WKYT 27 Lexington – (Kentucky) AT&T blames equipment failure for 
phone outage. AT&T representatives now say it was equipment failure that caused 
many of its Kentucky customers to lose cell phone service for hours August 12. The 
outage began in the morning and was centered in the Lexington and Nicholasville 
areas. Customers were not able to make calls, send e-mails, or send text messages. 
Service was restored to all customers that afternoon. AT&T technicians worked for 
hours to determine the cause. AT&T officials are now encouraging people affected by 
the outage to call customer service about a possible credit or reimbursement. 
Source: http://www.wkyt.com/news/headlines/100629744.html?ref=744 

64. August 13, WDIO 10 Duluth – (Minnesota) Lightning strike causes headaches for 
WDIO and viewers. At around 3 a.m. August 13, WDIO-DT of Duluth, Minnesota 
took a lightning strike to the transmitter tower, temporarily disrupting the satellite feed 
of some morning programming. The first hour of ABC’s Good Morning America had 
video and audio issues. The signal was back to normal by the second hour. By 10 a.m. 
things were back to normal. However, the station phone system was also affected by 
the lightning strike. Viewers calling with questions about the on-air programs found it 
difficult to get through to the station. Efforts to repair the phone system continued 
throughout the day and things were back to normal by mid-afternoon. 
Source: http://www.wdio.com/article/stories/S1696981.shtml?cat=10349 

For another story, see item 54  
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Commercial Facilities Sector 

65. August 16, New York Times – (New York) A spill of bleach temporarily shuts part of 
Times Square. Thirty gallons of of hydrogen peroxide spilled on the top floor of Astor 
Plaza in Times Square, New York, New York August 15, prompting a flood of 
emergency vehicles and the closure of six blocks on Seventh Avenue for about an hour. 
Two workers treating the water system had to undergo decontamination after a machine 
malfunctioned and sent bleach flowing onto the 54th floor, according to police and fire 
officials. Though the substance can cause severe burns, the workers did not suffer 
injuries and refused medical treatment. The fire department responded to the chemical 
spill at 8:38 p.m., but a hazardous-materials call prompted about a dozen vehicles to 
arrive on the street around 10 p.m. By around 11:30, the area was clean, and people 
were allowed to go to work there August 16. 
Source: http://www.nytimes.com/2010/08/16/nyregion/16square.html?_r=1 
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66. August 15, WUSA 9 Washington – (District of Columbia) Fire forces evacuation of 2 
downtown hotels. Fire from an underground electrical transformer forced the 
evacuation of two hotels near the White House in Washington D.C. August 14. No 
injuries were reported. District of Columbia Fire and EMS said the fire, at 14th and F 
Streets, began at 7:45 p.m. and was under control in about an hour. Flames shot 20 to 
30 feet high and dark smoke could be seen for miles. The W hotel and historic Willard 
were evacuated. Several streets were closed and power was lost in the area. The fire 
spread underground and shot through several manholes and grates. More than 125 
firefighters responded. The cause of the fire has not been determined, but an electrical 
shortage is suspected. 
Source: http://www.wusa9.com/news/local/story.aspx?storyid=107485&catid=158 

67. August 15, Portsmouth Herald – (New Hampshire) Beach evacuated after apparent 
pipe bomb found. A large portion of Jenness Beach in Rye, New Hampshire was 
evacuated August 14 while police disarmed what they believed to be a pipe bomb. 
Beach visitors saw a “metal pipe with two caps on either end that looked to be an 
explosive device,” said the Rye police chief. The device was located along the water’s 
edge during high tide. Rye police called in the New Hampshire State Police Explosive 
Disposal Unit, which disarmed the device using a “disrupter.” The unit plans to test the 
device to determine if it was, in fact, a bomb or a hoax. It is unclear whether the device 
was placed along the water’s edge or washed ashore, though “it looked as if it had been 
in the water for some time.” 
Source: http://www.seacoastonline.com/articles/20100815-NEWS-8150319 

68. August 15, BBC – (International) Bomb hoax hits Lourdes pilgrims. Thousands of 
Roman Catholic pilgrims were evacuated from the Sanctuary of Lourdes in Lourdes, 
France after a bomb scare, which turned out to be a hoax. A Church spokesman told 
French news agency AFP that a telephoned warning had been received by police, 
announcing that four bombs were going to go off at around 2 p.m., August 15. The 
threat came as 30,000 worshipers gathered for the annual Feast of the Assumption, one 
of the pilgrimage site’s busiest days of the year. Police gave the all-clear for the site to 
reopen after a search by bomb disposal teams with sniffer dogs. More than six million 
believers visit the Sanctuary each year. 
Source: http://www.bbc.co.uk/news/world-europe-10980157 

69. August 15, Associated Press – (California) Driver in fatal Calif. truck crash 
identified. Eight people were killed and 12 were injured, August 14 at the California 
200, a race in the Mojave Desert about 100 miles northeast of Los Angeles, California. 
Hundreds of thrill-seeking fans watched in horror as one racer took a jump at high 
speed, hit his brakes on landing and rolled his truck sideways into spectators, sending 
bodies flying on a section of track that had no guardrails or anything else to keep the 
crowd back. A California Highway Patrol (CHP) officer said alcohol was not a factor in 
the crash, and there were no plans to arrest the driver, who the CHP estimates was 
going 45 to 50 mph at the time of the crash. State vehicle codes do not apply because 
the race was a sanctioned event held with the approval of the federal Bureau of Land 
Management (BLM), which owns the land used for the race. The BLM issued a 
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statement saying safety was the responsibility of the race organizer, South El Monte-
based Mojave Desert Racing (MDR). MDR’s permit required racers to travel 15 mph 
or less when they were within 50 feet of fans, and allowed no more than 300 spectators 
for the event, the agency said. A BLM spokesman said the agency would cooperate 
with the investigation. 
Source: http://www.msnbc.msn.com/id/38710643/ns/us_news-life/ 

70. August 13, Florida Today – (Florida) Suspicious package prompts evacuation on 
Merritt Island. An evacuation is under way at a Merritt Island shopping plaza as 
Brevard County Sheriff’s agents in Florida investigate a suspicious package topped 
with a yellow bow, officials report. The suspicious package was reported about 1:35 
p.m. August 13 near the Publix Supermarket at 1850 N. Courtenay Parkway. Deputies 
also cordoned off the area as sheriff’s agents arrived to inspect the package. 
Surrounding stores were also being evacuated, officials reported. 
Source: 
http://www.floridatoday.com/article/20100813/BREAKINGNEWS/100813016/1006/N
EWS01/Suspicious+package+prompts+evacuation+on+Merritt+Island 

71. August 12, U.S. Department of State – (International) Worldwide caution. The U.S. 
Department of State remains concerned about the continued threat of terrorist attacks, 
demonstrations, and other violent actions against U.S. citizens and interests overseas, 
and issued a precautionary travel advisory August 12. The State Department warned 
U.S. citizens that demonstrations and rioting can occur with little or no warning. 
Current information suggests that al-Qaida and affiliated organizations continue to plan 
terrorist attacks against U.S. interests in multiple regions, including Europe, Asia, 
Africa, and the Middle East, the agency noted. It said such attacks may employ a 
variety of tactics including suicide operations, assassinations, kidnappings, hijackings, 
and bombings. Extremists may also elect to use conventional or non-conventional 
weapons, and target both official and private interests, the State Department indicated. 
It cited several examples of such targets, including high-profile sporting events, 
residential areas, business offices, hotels, clubs, restaurants, places of worship, schools, 
public areas, and locales where U.S. citizens gather in large numbers, including during 
holidays. 
Source: http://travel.state.gov/travel/cis_pa_tw/pa/pa_4787.html 

For another story, see item 62  
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National Monuments and Icons Sector 

72. August 15, Salt Lake Tribune – (Utah) Crews keeping wary eye on Bryce Canyon 
wildfire. Crews monitored a wildfire burning in rugged terrain near the southern 
boundary of Utah’s Bryce Canyon National Park in Bryce, Utah. The lightning-
triggered blaze was burning in ponderosa pine about a mile south of Yovimpa Point. By 
early August 14, it was thought to have scorched nearly 20 acres with no estimated 
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time for containment. Park officials said the blaze, burning since August 2, has proven 
difficult to approach due to its isolated, steep location. While nearly 20 National Park 
Service and National Forest Service firefighters, assisted by a water-bearing helicopter, 
were on the scene August 14, their primary focus was to prevent flames from spreading 
toward campgrounds or park facilities. For now, the decision has been made to allow 
the fire to burn. But with warmer and drier weather moving into the region, crews were 
remaining vigilant — ready to attack if the slow-moving blaze should suddenly 
accelerate its spread. Park officials have temporarily closed the nearby Riggs Spring 
Trail as a safety move for visitors, but all other park trails and facilities remained open 
August 14. 
Source: http://www.sltrib.com/sltrib/home/50110658-76/park-crews-blaze-
bryce.html.csp 

73. August 13, Associated Press – (Washington) Wildfire burns in Olympic National 
Park. A wildfire started by lightning is burning in the Mount Hopper area on the east 
side of Olympic National Park in Forks, Washington. A park spokeswoman said 
August 13, the fire has expanded to 120 acres from about two acres August 12. The fire 
started August 5. The park is letting the fire burn because no structures are threatened 
and the wildfie is in a wilderness area. 
Source: 
http://seattletimes.nwsource.com/html/localnews/2012618497_apwaolympicparkwildfi
re.html 
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Dams Sector 

74. August 14, ANI – (International) Floods in Pakistan result of deforestation, dam 
construction: Experts. Floods in Pakistan have been ravaging the country the past few 
weeks. Already termed the worst flooding to hit Pakistan for 80 years, this deluge has 
affected millions of people, and so far over 1,600 have died. “What sets this year apart 
from others is the intensity and localization of the rainfall,” Nature quoted a 
meteorologist at the National Institute of Oceanography, Goa, India, as saying. “Four 
months of rainfall has fallen in just a couple of days,” he added. According to experts, 
it is not just the exploding population that has worsened the natural environment in 
Pakistan, but also extensive deforestation and the building of dams for irrigation and 
power generation across tributaries of the Indus River. And landmines that are being 
transported by the floodwaters are thwarting the relief mission. Although, the death toll 
is much less when compared to the 2004 Asian tsunami, the scale of the tragedy 
continues to increase, with around 14 million people in immediate need of emergency 
aid. Water-borne diseases are yet another issues lurking in the near future. 
Source: http://www.zopag.com/news/floods-in-pakistan-result-of-deforestation-dam-
construction-experts/25047.html 

75. August 14, Deseret News – (Utah) Lake Mary drained to fix dam gates. Salt Lake 
City water officials have drained a mountain reservoir near Brighton in Utah after a 
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routine test revealed problems with a dam gate. Lake Mary is part of Salt Lake City’s 
watershed and is regularly drained each year, said a city spokeswoman. This year, 
however, the reservoir was drained early to allow crews to fix a faulty outlet gate. The 
Salt Lake City public utilities director said his office is mandated by law to test the 
gates every five years. “We test them under a full load,” he said. “This time, both gates 
opened fine, but one didn’t fully close.” So crews have drained 40 feet of water, 
dropping the lake to the pre-dam 1905 level of the natural lake, he said. Officials are 
now working on a plan to fix the gate, and to provide for the safety of workers as they 
work over the remaining water, he said. The lake is expected to naturally refill by next 
year as usual. Officials said draining the lake will have no impact on the city’s water 
supply, with water sources simply being switched around. 
Source: http://www.deseretnews.com/article/700056899/Lake-Mary-drained-to-fix-
dam-gates.html 

76. August 13, KTVL 10 Medford – (Oregon) Department of environmental quality is 
looking into Gold Ray Dam breach. The Oregon Department of Environmental 
Quality (DEQ) is taking a closer look at the recent breach at the Gold Ray Dam in 
Medford. Water is flowing over the dam for the first time in decades, but the historic 
moment came earlier than expected. When the coffer behind the dam gave way it 
released a fair amount of debris into the water. Now the DEQ wants to make sure the 
river and wildlife are not being harmed. “We just want to make sure that what occurred 
wasn’t the result of any kind of permit violation,” explained a DEQ spokesman. He 
said the contractor’s construction permit allows them to affect the water. But they are 
required to monitor and keep track of environmental impacts. DEQ has requested an 
update with new information taken after the dam went down to see if there are any 
issues. 
Source: http://www.ktvl.com/articles/dam-1196594-environmental-water.html 
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