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Top Stories 

• According to the St. Louis Post-Dispatch, police in Lake Saint Louis, Missouri said an 
apparent pipe bomb exploded August 12 at an electric substation operated by Cuivre River 
Electric Cooperative. (See item 4) 

• The Associated Press reports that four Massachusetts hospitals are investigating how 
thousands of patient records, some containing Social Security numbers and sensitive 
medical information, ended up at a public dump possibly in violation of state law. The 
unshredded records were discovered in late July. (See item 34) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. August 13, Associated Press – (Texas) BP agrees to $50.6 million fine for safety 
violations in Texas City explosion. BP has agreed to pay a record $50.6 million fine 
for safety violations at a Texas oil refinery where a 2005 explosion killed 15 workers. 

http://www.dhs.gov/
http://www.esisac.com/
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Although the fine pales in comparison with the billions of dollars BP has committed to 
pay for damages caused by the oil spill at its well in the Gulf of Mexico, it is the largest 
penalty in the history of the federal Occupational Safety and Health Administration. 
Under the agreement, BP will also invest $500 million between now and 2016 to 
upgrade safety conditions for workers at the refinery in Texas City, about 40 miles 
southeast of Houston. OSHA officials have blamed the explosion in Texas City on a 
piece of equipment that overfilled with highly flammable liquid hydrocarbons. Alarms 
and gauges that were supposed to warn of the overfill did not work properly. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/08/12/AR2010081206713.html 

2. August 13, Bloomberg – (Puerto Rico) Caribbean Petroleum seeks bankruptcy 
protection after U.S. cleanup order. Caribbean Petroleum, operator of the only 
privately owned deep-water dock in San Juan Harbor, Puerto Rico, sought bankruptcy 
protection after having been ordered by the U.S. government to clean up environmental 
hazards stemming from an explosion that damaged petroleum storage tanks. The 
October 23, 2009 explosion occurred when a vapor cloud, formed as a tank was being 
filled with gasoline from a ship docked in the San Juan Harbor, ignited. The blast 
damaged homes and businesses more than a mile from the facility. The closely held 
company cited debts of $500 million to $1 billion in the Chapter 11 filing in 
Wilmington, Delaware, August 12. Caribbean Petroleum has assets of $100 million to 
$500 million, according to the filing. The U.S. Environmental Protection Agency 
(EPA) ordered the company to clean up the site. The EPA took over the cleanup after 
Caribbean Petroleum said financial limitations prevented it from doing the work, 
according to an EPA statement in April. Caribbean Petroleum cleaning contractors had 
quit in February. 
Source: http://www.bloomberg.com/news/2010-08-13/caribbean-petroleum-seeks-
bankruptcy-protection-after-harbor-explosion.html 

3. August 13, CNET News – (International) Stuxnet could hijack power plants, 
refineries. The Stuxnet worm, which made headlines in July, can conceivably interfere 
with critical operations of a plant to do things like close valves and shut off output 
systems. It is written to steal code and design projects from databases inside systems 
found to be running Siemens Simatic WinCC software used to control systems such as 
industrial manufacturing and utilities. It can remotely download files, execute 
processes, delete files. The Stuxnet software also has been found to upload its own 
encrypted code to the Programmable Logic Controllers (PLCs) that control the 
automation of industrial processes and which are accessed by Windows PCs. “... At an 
energy production plant, the attacker would be able to download the plans for how the 
physical machinery in the plant is operated and analyze them to see how they want to 
change how the plant operates, and then they could inject their own code into the 
machinery to change how it works,” a Symantec researcher said August 12. The 
Stuxnet worm propagates by exploiting a hole in all versions of Windows in the code 
that processes shortcut files ending in “.lnk.” It infects machines via USB drives but 
can also be embedded in a Web site, remote network share, or Microsoft Word 
document, Microsoft said. Microsoft issued an emergency patch for the Windows 
Shortcut hole last week, but just installing the patch is not enough to protect systems 

http://www.bloomberg.com/news/2010-08-13/caribbean-petroleum-seeks-bankruptcy-protection-after-harbor-explosion.html
http://www.bloomberg.com/news/2010-08-13/caribbean-petroleum-seeks-bankruptcy-protection-after-harbor-explosion.html
http://www.washingtonpost.com/wp-dyn/content/article/2010/08/12/AR2010081206713.html
http://www.washingtonpost.com/wp-dyn/content/article/2010/08/12/AR2010081206713.html
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running the Siemens program because the malware is capable of hiding code in the 
system that could allow a remote attacker to interfere with plant operations without 
anyone at the company knowing. 
Source: http://news.cnet.com/8301-27080_3-20013545-245.html 

4. August 13, St. Louis Post-Dispatch – (Missouri) Suspected pipe bomb explodes at 
Lake Saint Louis electric substation. Lake Saint Louis Police said an apparent pipe 
bomb exploded about 3 a.m. August 12 at a Lake Saint Louis electric substation and 
caused minor damage to an electric substation operated by Cuivre River Electric 
Cooperative. Police are investigating whether the suspected pipe bomb explosion is 
connected to several gasoline-filled milk jugs found at the same substation last July. 
Police said an alarm drew a police officer to the substation. The officer saw what he 
thought were sparks, so he returned to his vehicle and was pulling forward as the 
device exploded behind him. Officers searched the area after the explosion but did not 
find anyone. Remnants of the exploded device were found atop a control box. A chain-
link fence surrounding the Woodland Marina substation had been cut. The explosion 
did not cause power outages in the area. Last year’s case was never solved. Agents with 
the Bureau of Alcohol, Tobacco, Firearms and Explosives are investigating both 
incidents. 
Source: http://www.stltoday.com/news/local/stcharles/article_53a4211f-e254-5268-
9ebc-8fcd59201e85.html 

5. August 11, Associated Press – (International) Huge ice island could pose threat to oil, 
shipping. An island of ice more than four times the size of Manhattan is drifting across 
the Arctic Ocean after breaking off from a glacier in Greenland. Researchers are in a 
scramble to plot the trajectory of the floating ice shelf, which is moving toward the 
Nares Strait separating Greenland’s northwestern coast and Canada’s Ellsemere Island. 
If it makes it into the strait before the winter freeze, it would likely be carried south by 
ocean currents, hugging Canada’s east coast until it enters waters busy with oil 
activities and shipping off Newfoundland. Although it is likely to break up as it bumps 
into other icebergs and jagged islands, the chunks of ice could be large enough to 
threaten Canada’s offshore platforms in the Grand Banks off Newfoundland. The 
Canadian Ice Service estimates the journey will take one to two years. While 
Greenland’s glaciers break off thousands of icebergs into Arctic waters every year, 
scientists say this ice island is the biggest in the northern hemisphere since 1962. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5i1V_CpYIC18MffBDIB6mjBC
wuagQD9HGS2C80 

[Return to top]  

Chemical Industry Sector 

6. August 13, Northwest Indiana Times – (Indiana) Man may face charges in 100,000-
gallon spill. Authorities in Porter County, Indiana, allege a man fired from Co-Alliance 
Energy & Agribusiness Solutions on U.S. 30 returned to the business and intentionally 
caused the release of 100,000 gallons of liquid fertilizer. Prosecutors confirm they have 

http://news.cnet.com/8301-27080_3-20013545-245.html
http://www.stltoday.com/news/local/stcharles/article_53a4211f-e254-5268-9ebc-8fcd59201e85.html
http://www.stltoday.com/news/local/stcharles/article_53a4211f-e254-5268-9ebc-8fcd59201e85.html
http://www.google.com/hostednews/ap/article/ALeqM5i1V_CpYIC18MffBDIB6mjBCwuagQD9HGS2C80
http://www.google.com/hostednews/ap/article/ALeqM5i1V_CpYIC18MffBDIB6mjBCwuagQD9HGS2C80
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received a report from police and are reviewing it to determine if charges will be filed 
in connection with the August 1 spill. The deputy director of Porter County 
Environmental Operations said the spill involved a phosphate fertilizer and an acid. He 
said he was called to Co-Alliance, located just east of Valparaiso at 403 E. U.S. 30, 
about 8 a.m. August 1. He said the initial investigation showed someone got into the 
business, started a pump and opened valves, resulting in the overflow of 100,000 
gallons of product into the retention pond on the east side of the property. Co-
Alliance’s containment system worked as designed, as the product was contained in the 
clay-lined retention area and did not go where it would have caused problems, like the 
wetlands to the east, he said. Co-Alliance cleaned up the spill and is doing some 
finishing work at the site. The loss from the incident is in the tens of thousands of 
dollars. Porter County authorities were joined in the investigation by the Indiana 
Department of Environmental Management. 
Source: http://www.nwitimes.com/news/local/porter/article_2b6f75a3-3fe7-5d73-a125-
6956a1a6645c.html 

7. August 12, WYFF 4 Greenville – (South Carolina) Smoke causes plant 
evacuation. Employees at Lockheed Martin plant in southern Greenville County, South 
Carolina, were evacuated as a precaution early August 12, when smoke was seen. 
Donaldson Center firefighters later determined that the smoke was coming from Cytec, 
a company near Lockheed Martin. Firefighters said that a boiler flamed out and fuel 
that got into the boiler did not burn completely, causing the smoke. No one was injured, 
and firefighters said the smoke was never a threat to the surrounding community. Cytec 
officials are investigating the incident. 
Source: http://www.wyff4.com/r/24608917/detail.html 

For another story, see item 33  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

8. August 12, United Press International – (New York) N.Y. nuclear risk assessment 
described. U.S. researchers have announced an improved method of predicting where 
people might be exposed to radiation from nuclear waste disposal sites. Engineering 
and scientific experts associated with U.S. and New York state energy agencies focused 
on a buried nuclear waste disposal facility at West Valley, New York, a Society for 
Risk Analysis release said August 11. Researchers say their study looked at possible 
scenarios, likelihoods and consequences of a threat to the disposal site and concluded 
“a release resulting in a dose of 100 millirems in one year, or more, is extremely 
unlikely during the next 30 years of operation of the state managed disposal area at the 
Western New York Nuclear Service Center.” By comparison, the study said, the public 
is exposed to approximately 300 millirems a year of cosmic radiation in the atmosphere 
with no visible health effects. Possible scenarios were considered involving 
hypothetical releases of radionuclides by liquid, solid or air pathways. The scientific 
analysis supports a decision to continue management of waste at the site for another 
decade, the researchers said. 

http://www.wyff4.com/r/24608917/detail.html
http://www.nwitimes.com/news/local/porter/article_2b6f75a3-3fe7-5d73-a125-6956a1a6645c.html
http://www.nwitimes.com/news/local/porter/article_2b6f75a3-3fe7-5d73-a125-6956a1a6645c.html
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Source: http://www.upi.com/Science_News/2010/08/12/NY-nuclear-risk-assessment-
described/UPI-72831281648110/ 

9. August 12, Associated Press – (South Carolina) NRC: Minor indicator problem at 
SC nuke reactor. Federal regulators are monitoring a nuclear power plant in South 
Carolina after a minor problem with one of the facility’s three reactors. An NRC 
spokesman says indicators for Unit 3 at the Oconee Nuclear Station went blank around 
noon August 11. The spokesman said NRC inspectors are staying onsite for now. The 
spokesman says reactors are operating normally, and no one was in danger because of 
the indicator problem. A Duke Energy Corp. spokeswoman said a fuse blew during 
routine maintenance and the unit remained fully operational. 
Source: http://www.businessweek.com/ap/financialnews/D9HHVUMG3.htm 

10. August 12, Exelon – (Illinois) Quad Cities Unit 1 automatically shuts down. Quad 
Cities Unit 1 automatically shut down at 3:58 a.m. CST today during a scheduled 
maintenance activity in the plant’s condenser. The condenser helps efficiently turn 
steam into water on the non-nuclear side of the plant. The automatic shutdown occurred 
with all plant equipment operating as designed. Exelon personnel are reviewing the 
activity that led to the shutdown to determine its cause and to return the plant to service 
in an efficient manner. Quad Cities Unit 2 continues to operate at full power and there 
was no impact to the Exelon customers as a result of Unit 1 coming offline. Quad Cities 
Generating Station is built on 765-acre site located on the banks of the Mississippi 
River in Cordova, Illinois. With both units running at full power, Quad Cities produces 
enough electricity to power more than 1.5 million average American homes. 
Source: 
http://www.pennenergy.com/index/power/display/4802629826/articles/pennenergy/po
wer/nuclear/2010/08/quad-cities_unit_1.html 

[Return to top]  

Critical Manufacturing Sector 

11. August 12, Marion Star – (Ohio) Sypris Technologies fire: Small plant crew was on 
duty. Operations are still on hold at the local Sypris Technologies plant after a fire 
August 8 put machinery out of commission. Sypris officials, working with their 
insurance company, were trying to determine the extent of damage and the cost to 
repair the 8,000-ton press involved in the incident. The plant manager said August 11 
that he didn’t know when production work would resume at the plant. He said there 
also could be some damage to the roof of the 255,000-square-foot facility, but said the 
fact that damage was limited was a credit to local fire departments. There were no 
injuries to firefighters or the seven workers in the plant when the fire started. The cause 
of the fire was a piece of hot metal that did not load properly into the forge, igniting 
grease and oil below the machine. The plant manufactures truck axles. 
Source: http://www.marionstar.com/article/20100812/NEWS01/8110317/Sypris-had-
small-crew-on-duty 

[Return to top]  

http://www.businessweek.com/ap/financialnews/D9HHVUMG3.htm
http://www.pennenergy.com/index/power/display/4802629826/articles/pennenergy/power/nuclear/2010/08/quad-cities_unit_1.html
http://www.pennenergy.com/index/power/display/4802629826/articles/pennenergy/power/nuclear/2010/08/quad-cities_unit_1.html
http://www.marionstar.com/article/20100812/NEWS01/8110317/Sypris-had-small-crew-on-duty
http://www.marionstar.com/article/20100812/NEWS01/8110317/Sypris-had-small-crew-on-duty
http://www.upi.com/Science_News/2010/08/12/NY-nuclear-risk-assessment-described/UPI-72831281648110/
http://www.upi.com/Science_News/2010/08/12/NY-nuclear-risk-assessment-described/UPI-72831281648110/
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Defense Industrial Base Sector 

12. August 12, Amarillo Globe News – (Texas) Pantex flooding may cost $60M. Federal 
officials estimate it will take $60 million to bring the Pantex Plant back to full 
operations after heavy rains deluged the site last month, the U.S. Energy Secretary said 
August 11. The secretary, who visited Pantex August 11, said he wanted to visit the 
facility to see the effect of recent flooding and to show the plant retains a key national 
security role. Pantex, located about 17 miles northeast of Amarillo, assembles, 
dismantles and modifies nuclear weapons. The secretary praised the plant’s workers for 
pitching in after 10 inches of rain swamped the plant July 7. According to a federal 
government report, there was up to 6 inches of standing water in some nuclear weapons 
facilities and up to a foot of water in some Pantex ramps. Pantex officials said last 
month the flooding damaged a key piece of inspection equipment and that the plant 
doesn’t have $5 million to replace it. The Energy Department is seeking federal funds 
for the overall Pantex flood cleanup. 
Source: http://www.amarillo.com/stories/081210/new_news2.shtml 

For another story, see item 7  
 
[Return to top]  

Banking and Finance Sector 

13. August 12, Computerworld – (Texas) Heartland denies systems involved in new data 
breach. Heartland Payment Systems, which last year suffered the largest ever data 
breach involving payment card data, is downplaying reports out of Austin, Texas 
linking the payment processor to a data breach at a local restaurant chain. Heartland’s 
CIO told Computerworld by e-mail August 10 that the reports out of Austin point to a 
“localized intrusion initiated within the stores, either in their point-of-sale system or as 
a result of other fraud.” He added that Heartland officials will work closely with 
business owners to help identify the source of the breach, and help with remediation 
efforts. The Austin Statesman reported on August 12 that an “accounting network” at 
Tino’s Greek Cafe, a local restaurant chain with four locations in Austin, had been 
breached. The story, which quotes a local police spokesman, said the intruders had 
hacked into the network connecting Tinos with Heartland Payment Systems. The 
spokesman is quoted as saying that somebody had hacked into a computer system 
“somewhere between Tinos’ point of sale and their credit card clearinghouse 
company.”  
Source: 
http://www.computerworld.com/s/article/9180660/Heartland_denies_systems_involved
_in_new_data_breach 

14. August 12, Trustwave – (International) Trustwave rolls out ATM security 
review. Trustwave introduced the Automated Teller Machines (ATM) Technical 
Security Review to evaluate and test a bank’s ATM architecture and remediate risk on 
August 12. The service will be delivered by Trustwave’s SpiderLabs’ — the advanced 

http://www.amarillo.com/stories/081210/new_news2.shtml
http://www.computerworld.com/s/article/9180660/Heartland_denies_systems_involved_in_new_data_breach
http://www.computerworld.com/s/article/9180660/Heartland_denies_systems_involved_in_new_data_breach
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security team at Trustwave responsible for incident response and forensics, penetration 
testing and application security, and security research. The ATM Technical Security 
Review was developed in response to a recent increase in malware attacks specifically 
targeting ATMs. Trustwave’s SpiderLabs has investigated such attacks and found that 
organized crime groups with expert knowledge of how ATMs work are utilizing known 
security deficiencies in a variety of ATM brands to obtain consumers debit card 
numbers and PIN numbers, as well as cash. 
Source: http://www.darkreading.com/securityservices/security/app-
security/showArticle.jhtml?articleID=226700158&subSection=Application+Security 

15. August 12, The H Security – (International) Macs not vulnerable to Eleonore online 
banking trojan. Macs are not being infected with the Zeus botnet say M86 Security, 
after reports August 12 by a number of news sources that Macs, PlayStation 3’s and 
Nintendo Wii’s had joined Windows systems as part of a banking targeted botnet. 
These mistaken reports of the discovery of a Zeus botnet in the UK by M86 Security 
had in turn lead to some security vendors calling it “the big wakeup call for Mac users.” 
The reports of Mac infections from the M86 white paper appear to have been due to a 
table on page 4 of the report which lists the operating systems of machines which had 
connected to a web site used by the botnet’s creators to spread the infection. The 
criminals used the Eleonore exploit kit which makes use of vulnerabilities in Internet 
Explorer, Adobe Reader, Java Development Kit and Java Web Start. The product 
manager at M86 Security confirmed to The H that the list is only of OS connection 
numbers and does not indicate that there had been successful exploits of the listed 
operating systems; the list also includes Linux, Symbian, SunOS and Windows ME. 
“We’ve only seen these exploits on Windows machines” he said, adding “The table 
was included in the white paper to show the sophistication of the botnet’s data 
gathering and that it was analyzing the traffic.” 
Source: http://www.h-online.com/security/news/item/Macs-not-vulnerable-to-
Eleonore-online-banking-trojan-1057559.html 

16. August 12, Bloomberg – (International) Santos says Colombia car bomb was 
‘terrorist act.’ The president of Colombia said a blast from a car bomb that shook the 
capital August 12 was a “terrorist act” that “won’t intimidate” the nation. The pre-dawn 
explosion occurred in Bogota at the intersection of 67th Street and 7th Avenue, in front 
of the studios of Caracol Radio and five blocks from the city’s financial district and the 
stock exchange. No fatalities were reported. The blast injured as many as nine people, 
Bogota’s health secretary said in comments broadcast by Caracol television. The blast 
blew out the windows of nearby businesses including branches of Banco Bilbao 
Vizcaya Argentaria SA and Bancolombia SA. Residents picked glass as helicopters 
flew overhead and soldiers in camouflage patrolled inside cordoned off streets nearby. 
A twisted black ball of metal remained from the car, which held 110 pounds of 
explosives, Bogota’s mayor said. Authorities August 11 deactivated a car bomb in the 
city of Neiva, in Huila province, newspaper El Espectador reported. 
Source: http://www.businessweek.com/news/2010-08-12/santos-says-colombia-car-
bomb-was-terrorist-act-.html 
See item 56 

http://www.darkreading.com/securityservices/security/app-security/showArticle.jhtml?articleID=226700158&subSection=Application+Security
http://www.darkreading.com/securityservices/security/app-security/showArticle.jhtml?articleID=226700158&subSection=Application+Security
http://www.h-online.com/security/news/item/Macs-not-vulnerable-to-Eleonore-online-banking-trojan-1057559.html
http://www.h-online.com/security/news/item/Macs-not-vulnerable-to-Eleonore-online-banking-trojan-1057559.html
http://www.businessweek.com/news/2010-08-12/santos-says-colombia-car-bomb-was-terrorist-act-.html
http://www.businessweek.com/news/2010-08-12/santos-says-colombia-car-bomb-was-terrorist-act-.html
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17. August 12, Federal Bureau of Investigation – (National) Leader of $200 million real 
estate investment scam arrested for fraud. A suspect was arrested at his home early 
August 12 by federal agents on charges that he ran an investment fraud scheme causing 
losses of at least $200 million, a U.S. attorney announced. The 35-year-old suspect of 
Lakewood, New Jersey, was charged with one count of bank fraud and one count of 
wire fraud in connection with the alleged scheme. A 43-year-old suspect of Manalapan, 
New Jersey, was also charged with one count of wire fraud in connection with the 
scheme and remains at large. According to the criminal complaint unsealed August 12: 
From as early as September 2005 to the present, the main suspect orchestrated — with 
the help of others — a real estate investment fraud scheme, headquartered in 
Lakewood, that has resulted in losses to victim investors of at least $200 million. To 
perpetrate this scheme, the main suspect targeted fellow members of the Orthodox 
Jewish community in New Jersey, New York, Florida, California, and abroad using the 
social and business customs and practices of the community in furtherance of his 
scheme. To induce his victims’ investments, the two arrested suspects and others lied to 
their victims, using a variety of fraudulent means. 
Source: http://newark.fbi.gov/dojpressrel/pressrel10/nk081210.htm 

18. August 11, Port Arthur Police Department – (Texas) Police warn of scam involving 
credit card abuse. Officers from the Port Arthur, Texas, police department are in the 
process of investigating wide spread credit card abuse through the use of Fuelman 
Cards. Fuelman is a fleet fueling system. Fuelman credit cards are issued to businesses 
that utilize the system. These credit cards can be used at any of the various “Fuelman” 
locations across Texas and other participating states. Each time a Fuelman card is used 
to make an unauthorized fuel purchase, which is a theft of gas or disel, a felony credit 
card abuse occurs. Currently, several hundred unauthorized transactions have been 
verified, resulting in tens of thousands of dollars in thefts. All city of Port Arthur and 
Port Arthur ISD employees who have been interviewed have given their full 
cooperation. 
Source: http://www.kfdm.com/news/papd-38986-credit-abuse.html 

[Return to top]  

Transportation Sector 

19. August 13, Contra Costa Times – (California) Major delays on I-580 after fertilizer 
rig overturns near Livermore. A big rig overturned and spilled 20 tons of fertilizer on 
Interstate 580 about 4:30 a.m. August 13, and the ensuing cleanup will slow commuters 
for several hours, the California Highway Patrol said. The downed rig briefly blocked 
all westbound lanes but that was the least of troubles — the fertilizer now smothering 
the roadway is the most pressing issue. Cleanup crews were summoned to the scene 
after it was determined that the fertilizer did not warrant a hazardous materials 
response. An ambulance was called, but so far no serious injuries have been reported. 
Motorists traveling through the area can expect delays until at least 9 a.m., the CHP 
said. 
Source: http://www.mercurynews.com/breaking-news/ci_15768197 

http://newark.fbi.gov/dojpressrel/pressrel10/nk081210.htm
http://www.kfdm.com/news/papd-38986-credit-abuse.html
http://www.mercurynews.com/breaking-news/ci_15768197
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20. August 12, Boston Herald – (Massachusetts) DOT probes falling concrete from 
Allston overpass. The state Department of Transportation is investigating how a chunk 
of concrete came to plummet from an Allston overpass yesterday onto railroad tracks 
servicing the MBTA’s Framingham-Worcester commuter rail line. The potentially 
lethal debris shattered on impact. No one was injured, no property was damaged and 
train service was not affected, officials for both MassDOT and the MBTA said. The 
Cambridge Street bridge, which spans both the CSX-owned tracks and the Mass Pike, 
was inherited by MassDOT from the state Turnpike Authority last year and was 
declared “structurally deficient” following an inspection, said the administrator of 
MassDOT’s Highway Division. “It is not unsafe,” the administrator stressed, but is 
slated for a deck replacement in late spring 2011. Because it broke apart, she said it was 
not immediately clear how big the missing piece was. It fell from beneath the bridge’s 
pedestrian sidewalk. Pike motorists were not at risk. “We were aware of problems on 
the bridge, which is why we shielded the portion over the roadway (I-90),” she said. 
“We have been actively designing the deck replacement.” Three weeks ago, a 3-pound 
hunk of concrete snapped off a Green Line trolley bridge outside Science Park Station 
in Boston and shattered the rear window of a car idling in traffic on Nashua Street. The 
driver was not hurt. 
Source: 
http://www.bostonherald.com/news/regional/view.bg?articleid=1274016&srvc=rss 

21. August 12, Associated Press – (National) FAA computers still vulnerable to 
cyberattack. Federal Aviation Administration computer systems remain vulnerable to 
cyber attacks despite improvements at a number of key radar facilities in the past year, 
according to a new government review. The Department of Transportation’s Inspector 
General said while the FAA has taken steps to install more sophisticated systems to 
detect cyber intrusions in some air traffic control facilities, most sites have not been 
upgraded. And there is no timetable yet to complete the project, the IG said.The FAA 
said that upgrades to critical air traffic control systems have taken precedence over the 
intrusion detection improvements at a number of facilities. Without the detection 
abilities, the FAA cannot effectively monitor air traffic control for possible cyber 
attacks or take action to stop them. The computer systems used to control air traffic are 
often in the same building as ones used for administrative functions, but they are not 
connected. Cyber experts repeatedly warn, however, that in some cases software 
glitches and other gaps can be exploited by hackers to move between computer systems 
at critical infrastructure facilities. 
Source: http://www.sfgate.com/cgi-
bin/article.cgi?f=/n/a/2010/08/12/national/w102757D19.DTL&type=politics 

22. August 12, Associated Press – (Virginia) Chesapeake bridge stuck open after tug 
hits it. A construction tug hit the Gilmerton Bridge in Chesapeake, Virginia and 
damaged sensors that control closing the span. The Coast Guard says the tug hit the 
bridge’s fender system the morning of August 12 as it was working on a railroad 
bridge. The damage left the Gilmerton Bridge stuck in the open position. The bridge 
spans the South Branch of the Elizabeth River. The Coast Guard says the waterway 
remains open to vessels. The accident is under investigation. 
Source: 

http://www.bostonherald.com/news/regional/view.bg?articleid=1274016&srvc=rss
http://www.sfgate.com/cgi-bin/article.cgi?f=/n/a/2010/08/12/national/w102757D19.DTL&type=politics
http://www.sfgate.com/cgi-bin/article.cgi?f=/n/a/2010/08/12/national/w102757D19.DTL&type=politics
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http://www2.insidenova.com/isn/news/local/article/chesapeake_bridge_stuck_open_aft
er_tug_hits_it/62013/ 

23. August 12, Milwaukee Journal Sentinel – (Wisconsin) Aircraft evacuated after 
smoky landing. Smoke coming from the brakes of an airliner landing at Mitchell 
International Airport forced an “emergency evacuation” of the aircraft August 12. 
About 36 people aboard Frontier Airlines flight 1354 from St. Louis to Milwaukee 
were evacuated after the aircraft made it safely to a gate at the airport’s terminal, where 
it was met by emergency personnel, the station reported. An official with Republic 
Airlines, which owns Frontier, said there was no fire onboard. However, the official 
was not sure whether there was a fire outside the aircraft, the station reported. 
Source: http://www.jsonline.com/news/wisconsin/100598729.html 

For more stories, see items 5 and 41  
 
[Return to top]  

Postal and Shipping Sector 

24. August 13, WHNS 21 Greenville – (South Carolina) SLED: White powder found in 
letter sent to Sen. Graham. Agents with the South Carolina Law Enforcement 
Division are investigating after they said a white powdery substance was found inside a 
letter sent to a U.S. Senator’s office. The letter was found August 11 at the South 
Carolina Senator’s office on south Main Street, FOX Carolina News reported. SLED 
said it responded at the request of the FBI. Investigators said they do not think the 
substance in the letter is harmful, but it has been forwarded to a lab run by the South 
Carolina Department of Health and Environmental Control for testing. Officials said 
the Senator was not at the office Thursday. 
Source: http://www.foxcarolina.com/politics/24612700/detail.html 

25. August 12, WHNT 19 Huntsville – (Alabama) Madison County woman receives 
envelope containing white powder. Early on the afternoon of August 12, a Madison 
woman called 911 complaining of burns from a powdery substance that came from an 
envelope she recieved in the mail. The woman lives on Raymond Road, off of Blake 
Bottom Road. She reached into a mailbox, grabbed a letter, but it apparently had some 
white powder inside it. She immediately called for help. This was about 1 p.m. Several 
agencies responded to the woman’s home, including the Monrovia Volunteer Fire 
Department and Madison County Sheriff’s Office. The Huntsville Fire Department also 
responded with its hazardous materials teams. The FBI is also investigating the 
situation, and the Postmaster General was notified. The woman who handled the letter 
was treated for minor injuries. She was taken to a local hospital as a precaution. 
Source: http://www.whnt.com/news/whnt-possible-chemical-in-
mailbox,0,6131994.story 

[Return to top]  

Agriculture and Food Sector 

http://www2.insidenova.com/isn/news/local/article/chesapeake_bridge_stuck_open_after_tug_hits_it/62013/
http://www2.insidenova.com/isn/news/local/article/chesapeake_bridge_stuck_open_after_tug_hits_it/62013/
http://www.jsonline.com/news/wisconsin/100598729.html
http://www.foxcarolina.com/politics/24612700/detail.html
http://www.whnt.com/news/whnt-possible-chemical-in-mailbox,0,6131994.story
http://www.whnt.com/news/whnt-possible-chemical-in-mailbox,0,6131994.story
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26. August 12, MedPage Today – (National) CDC lists top food pathogens. Surveillance 
data on foodborne disease outbreaks in 2007 revealed that norovirus and Salmonella 
contamination were the leading causes, with poultry, beef, and leafy greens the most 
common foods involved, the CDC reported in the August 13 issue of Morbidity and 
Mortality Weekly Report. The analysis also indicated that no cause was ever found for 
about one-third of outbreaks and a quarter of the victims. Nearly 1,100 outbreaks 
involving 21,244 individual illnesses were covered by the data, supplied by public 
health laboratories in all 50 states, the District of Columbia, and Puerto Rico. The CDC 
researchers noted that these were just a handful of the estimated 76 million illnesses 
occurring in the U.S. annually from contaminated food. Of the 734 outbreaks with 
known etiologies in 2007, 320 involved bacterial pathogens, 324 were traced to viruses, 
49 involved chemical contamination (mostly of microbial origin), and five were 
parasitic infections. Another 36 had more than one cause. All but seven of the viral 
outbreaks stemmed from norovirus, which gets into food products when infected 
workers fail to wash their hands. Salmonella accounted for 142 of the bacterial 
outbreaks in 2007, including two of the three largest, the CDC researchers reported. 
Those outbreaks included 802 illnesses traced to tainted hummus and 401 illnesses 
from frozen pot pies. Rodents in food packaging and distribution facilities are the most 
common source of Salmonella contamination. 
Source: http://www.medpagetoday.com/PublicHealthPolicy/PublicHealth/21653 

27. August 12, WWL 4 New Orleans – (Louisiana) Bomb threats to Thibodaux 
McDonald’s a hoax. A bomb threat called in to McDonald’s in Thibodaux, Louisiana, 
turned out to be a hoax, officials said August 12. One of the managers of the store 
claimed employees had received multiple calls from a man saying there was a bomb in 
the building, the sheriff said. After nine employees evacuated the building, a perimeter 
was set up and a K-9 dog and his handler began a search for the explosives. No bombs 
were found in the building. Police are looking for the person responsible for calling and 
threatening the business, a felony offense. 
Source: http://www.wwltv.com/news/Bomb-threats-to-Thibodaux-fast-food-joint-a-
hoax-100592214.html 

28. August 11, Channel 3000 – (Wisconsin) Beloit restaurant fire ruled arson. A fire 
August 7 at the Gun Club Restaurant in Beloit, Wisconsin, has been ruled as arson, 
according to the Rock County Sheriff’s Office. The Bureau of Alcohol, Tobacco, 
Firearms and Explosives, the Wisconsin Department of Justice — Office of the State 
Fire Marshal, the Rock County Sheriff’s Office and the Town of Turtle Fire 
Department have been investigating the fire that occurred around 5 a.m. at the 
restaurant on East Colley Road. The fire caused more than $1 million in damage, 
officials said. A reward of up to $10,000 is being offered by ATF and the Wisconsin 
Arson Insurance Council for information leading to the arrest of the person or persons 
responsible for the fire that destroyed the Gun Club Restaurant. 
Source: http://www.channel3000.com/news/24597352/detail.html 

For another story, see item 19  
 
[Return to top]  
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Water Sector 

29. August 13, Associated Press – (Missouri) Wastewater flows into St. Louis-area 
creek. Missouri officials say raw sewage has been flowing since August 10 into the 
Mississippi River near St. Louis, Missouri. The Department of Natural Resources 
(DNR) said the problem began when floodwaters overwhelmed a Metropolitan Sewer 
District pumping station in south St. Louis County. The agency says floodwaters and 
sewage overflowed from a manhole into Martigney Creek, which flows into the 
Mississippi. The pressure also caused a line to burst, also sending untreated wastewater 
into the creek. DNR says the sewer district reported the overflow. Officials estimate the 
wastewater flow at 1,500 gallons per minute. An undetermined number of fish have 
been killed in the creek. The sewage was expected to keep flowing until floodwaters 
recede enough to allow the line to be repaired. 
Source: http://www.kmov.com/news/local/Raw-sewage-dumping-into-Mississippi-
River-100577729.html 

30. August 13, U.S. Environmental Protection Agency – (Kansas) EPA approves Kansas’ 
List of Impaired Waters. EPA has approved Kansas’ 2010 list of impaired waters, 
which removes 264 waters from the previous impaired waters list and adds 468 waters. 
This brings the total number of impaired waters in the state to 1,387. A water body is 
placed on the impaired waters list when monitoring finds that pollutant levels prevent 
the lake, river, or stream from attaining its beneficial uses. Beneficial uses include 
human recreation, fish consumption, and maintaining healthy aquatic life. The EPA 
Region 7 administrator said, “The Kansas Department of Health and Environment’s 
extensive monitoring system helps locate waters in need of our attention. We now must 
take action to clean them up. The Clean Water Act was passed almost 40 years ago, and 
while we have made much progress in the last 40 years, we still have a great deal of 
work to do to make our waters safe and healthy.”  
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/E158CC75352CD8DF8525777E0052FDE
5 

31. August 13, Marshall News Messenger – (Texas) Emergency repair approved for the 
treatment plant. Marshall, Texas city commissioners approved the emergency repair 
of a 24-year-old trickling filter sweep arm at the wastewater treatment plant during its 
regular meeting August 12. “The trickling filter arm is a 100-foot long arm that sweeps 
the diameter of the holding tanks. It was installed in 1986 and was too broke to be 
fixed,” said the Public Works director. The entire job is expected to cost $100,000 for 
installation with the price of the arm at $69,862. The cause of its break was described 
as “fatigue failure” with rusted portions submerged over the 24 years of arm’s working 
life, he said. 
Source: http://www.marshallnewsmessenger.com/news/article_3ca4c37e-a6dc-11df-
a4ea-001cc4c002e0.html 

32. August 13, Pittsburgh Leader-Times – (Pennsylvania) Chlorine bleach tank breaks at 
Sagamore treatment plant. A tank containing sodium hypochlorite — or chlorine 
bleach — ruptured while it was being filled August 12 at the Cowanshannock 

http://www.kmov.com/news/local/Raw-sewage-dumping-into-Mississippi-River-100577729.html
http://www.kmov.com/news/local/Raw-sewage-dumping-into-Mississippi-River-100577729.html
http://yosemite.epa.gov/opa/admpress.nsf/0/E158CC75352CD8DF8525777E0052FDE5
http://yosemite.epa.gov/opa/admpress.nsf/0/E158CC75352CD8DF8525777E0052FDE5
http://www.marshallnewsmessenger.com/news/article_3ca4c37e-a6dc-11df-a4ea-001cc4c002e0.html
http://www.marshallnewsmessenger.com/news/article_3ca4c37e-a6dc-11df-a4ea-001cc4c002e0.html
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Township Water Authority’s (CTWA) Sagamore water treatment plant. An employee 
for Barber’s Chemicals of Sharpsville, Mercer County, was at the remote CTWA 
treatment plant, along Clark Avenue, to fill the 150-gallon plastic tank around 3:30 
p.m. when it ruptured and spilled into an adjacent containment pond. After the spill, the 
employee contacted the water authority’s secretary, who phoned 911 and contacted 
water authority workers. A water authority employee said he and employee were out 
looking for a leak in another waterline when they received the call about the spill. He 
said the aging tank was almost empty, which was why it was being refilled. He 
estimated that between 20 and 30 gallons of the water conditioning solution was spilled 
on the floor of the building. “Basically it drained out to the containment pond behind 
the building and from my understanding, it will just evaporate in the sun,” he said. 
Source: http://www.pittsburghlive.com/x/leadertimes/news/s_694764.html 

33. August 11, U.S. Environmental Protection Agency – (Nebraska) Owner of fertilizer 
and feed supplement maker in Fairbury, Neb., to pay $30,000 penalty for 
violations of Clean Water Act. International Minerals Technology of The Woodlands, 
Texas has agreed to pay a $30,000 civil penalty to the United States to settle allegations 
that it violated the federal Clean Water Act at its Tetra Micronutrients production 
facility in Fairbury, Nebraska. Tetra Micronutrients produces zinc and manganese 
fertilizers and feed supplements at the facility located in Fairbury. According to an 
administrative complaint and consent agreement filed in Kansas City, Kansas, a March 
2009 inspection found that Tetra Micronutrients exceeded the effluent limits of its 
stormwater permit for the years 2005 through 2009. Tetra Micronutrients’ facility also 
violated inspection and review requirements of its Stormwater Pollution Prevention 
Plan (SWPPP), the inspection found. Runoff from the Tetra Micronutrients facility 
contained pollutants, including cadmium, copper, lead and zinc. Runoff from Tetra 
Micronutrients is discharged into Brawner Creek, a tributary of the Little Blue River. 
The company has recently installed a containment basin to capture stormwater runoff to 
prevent the discharge of pollutants. Captured stormwater is then used as part of the 
company’s production process. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/241e8cbb072609ec8525777c005dc4bb?Op
enDocument 

[Return to top]  

Public Health and Healthcare Sector 

34. August 13, Associated Press – (Massachusetts) Medical records found intact at 
dump. Four Massachusetts hospitals are investigating how thousands of patient 
records, some containing Social Security numbers and sensitive medical information, 
ended up at a public dump possibly in violation of state law. The unshredded records 
were discovered late last month in Georgetown by a photographer for The Boston 
Globe who was dropping off his own trash. The paper alerted the hospitals. Under state 
law, medical records and documents containing personal identifying information must 
be disposed of in a way that protects privacy. That usually means shredding or burning. 
The dumped records were from hospitals in Milford, Holyoke, Boston and Milton and 

http://www.pittsburghlive.com/x/leadertimes/news/s_694764.html
http://yosemite.epa.gov/opa/admpress.nsf/0/241e8cbb072609ec8525777c005dc4bb?OpenDocument
http://yosemite.epa.gov/opa/admpress.nsf/0/241e8cbb072609ec8525777c005dc4bb?OpenDocument
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their pathologist groups, and most were dated 2009. All contract with the same billing 
company, which disposes of the records. 
Source: 
http://www.bostonherald.com/news/regional/view/20100813medical_records_found_in
tact_at_dump/srvc=home&position=recent 

35. August 12, KRQE 13 Santa Fe – (New Mexico) Warehouse fire destroyed medical 
files. The University of New Mexico Health Sciences Center says about 90 percent of 
its patient medical records prior to 2005 were destroyed in a fire in an Albuquerque 
storage warehouse. UNM’s executive vice president for health sciences says the center 
is working with its faculty and staff to evaluate the extent of the loss. UNM says the 
warehouse was leased by a private company under contract with the Health Sciences 
Center and University of New Mexico Hospital to store their records. The vice 
president says the loss would have been worse if UNM’s Health Sciences Center had 
not switched to digital records five years ago. UNM says the vast majority of patient 
records within the past five years can be retrieved electronically.  
Source: http://www.krqe.com/dpp/news/health/warehouse-fire-destroyed-medical-files 

36. August 12, Bio Prep Watch – (California) Abandoned chemicals from biological 
weapons defense facility detonated. Officials with the San Diego Fire Rescue team 
were on scene to detonate hazardous material abandoned by weapons defense 
contractor Aries Associates the week of August 2 at a facility in Sorrento Valley, 
California. Aries filed for bankruptcy following an intellectual property rights lawsuit 
with L-3 Communications, which leased space from Aries, according to an 
NBCSanDiego.com report. The chemicals, which were not disclosed in the report, 
could have been dangerous to humans, but that risk has since been greatly minimized, 
according to the federal on-scene coordinator of the cleanup with the U.S. 
Environmental Protection Agency. Twelve bottles of unstable chemicals that officials 
feared could explode is shaken or exposed to heat were detonated. The facility was 
previously used to develop strategies for decontaminating areas damaged by a 
biological weapons attack. The facility, SDCityBeat.com reports, contains more than 
2,500 chemicals, many of which are not labeled. NBCSanDiego.com was told that the 
cleanup, which could cost upwards of $150,000, should be complete by the end of the 
week of August 9. 
Source: http://www.bioprepwatch.com/news/214615-abandoned-chemicals-from-
biological-weapons-defense-facility-detonated 

[Return to top]  

Government Facilities Sector 

37. August 12, Federal Computer Week – (National) VA data breach reports available 
online. The Veterans Affairs Department has begun publishing monthly online 
accounts of its data breaches and lost BlackBerry handheld devices and laptop 
computers as part of its open government program. The VA’s chief information officer 
said that the monthly data breach reports are prepared for Congress and have been 
posted online since April to improve accountability. “We gain a lot by increasing 

http://www.krqe.com/dpp/news/health/warehouse-fire-destroyed-medical-files
http://www.bioprepwatch.com/news/214615-abandoned-chemicals-from-biological-weapons-defense-facility-detonated
http://www.bioprepwatch.com/news/214615-abandoned-chemicals-from-biological-weapons-defense-facility-detonated
http://www.bostonherald.com/news/regional/view/20100813medical_records_found_intact_at_dump/srvc=home&position=recent
http://www.bostonherald.com/news/regional/view/20100813medical_records_found_intact_at_dump/srvc=home&position=recent
http://www.bostonherald.com/news/regional/view/20100813medical_records_found_intact_at_dump/srvc=home&position=recent
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transparency,” the official said in a conference call with reporters on August 11. Since 
April, the VA has lost 72 BlackBerrys and 34 laptops, and experienced 441 incidents of 
patient information sent to the wrong address or otherwise mailed incorrectly, 
according to figures published in the Monthly Reports to Congress for April through 
July on the department’s Web site. The VA site also contained quarterly reports of the 
data breaches. For the second quarter of fiscal 2010, there were 9,746 breach incidents 
involving notifications to patients, and 2,501 incidents in which credit reporting was 
required. Credit reporting is used in cases where there is a risk of identity theft. For the 
first quarter, there were 1,999 breaches and 3,585 incidents requiring credit reporting. 
Source: http://fcw.com/articles/2010/08/12/va-data-breach-reports-online.aspx 

38. August 11, Lexington Herald Leader – (Kentucky) Rocket leaking nerve-gas vapor at 
Blue Grass Army Depot is contained. A rocket leaking nerve-gas vapor was placed 
into a leakproof container August 11, officials at Blue Grass Army Depot in Madison 
County said. On August 10, toxic chemical crews found the M55 rocket leaking vapor 
within its shipping and firing tube. In the so-called “overpack” process, the rocket, still 
in its shipping and firing tube, was placed in a large container designed to hold leaking 
rockets. The rocket was then moved to another igloo which holds only overpacked 
munitions. The leak posed no danger to Madison County residents, Army officials said. 
Both county and state emergency-management agencies were notified of the leak.  
Source: http://www.kentucky.com/2010/08/11/1388509/rocket-leaking-nerve-gas-
vapor.html#ixzz0wUUMUPSR 

For more stories, see items 21 and 24  
 
[Return to top]  

Emergency Services Sector 

39. August 12, USA Today – (National) More receiving top secret clearance from FBI 
for terrorism cases. More state and local law enforcement officers are getting top-
secret clearances from the FBI to access sensitive federal information in terrorism cases 
than at anytime since the September 11 attacks, a USA TODAY review of bureau 
records shows. Clearances granted to members of the FBI’s network of regional 
terrorism task forces jumped to 878 in 2009, up from 125 in 2007, signaling intensified 
attention to domestic terror threats. During the same period, clearances granted to other 
law enforcement officers and contractors soared to 945 from 364. As of last month, the 
number of clearances this year were on pace to equal or surpass last year’s totals, with 
557 granted to task force members and 587 to other officers. Police officials said the 
clearance program, once widely criticized as slow to provide access to key information 
about emerging threats and terror investigations, has added needed intelligence to 
recent terror inquiries from Colorado to New York. 
Source: http://www.usatoday.com/news/nation/2010-08-12-secret-clearances_N.htm 

40. August 12, Federal Computer Week – (National) Social media emerge as digital 
avenue for emergency response. Many people are now using Facebook postings and 
Twitter to report emergencies or call for help — and they expect government response 

http://www.kentucky.com/2010/08/11/1388509/rocket-leaking-nerve-gas-vapor.html#ixzz0wUUMUPSR
http://www.kentucky.com/2010/08/11/1388509/rocket-leaking-nerve-gas-vapor.html#ixzz0wUUMUPSR
http://www.usatoday.com/news/nation/2010-08-12-secret-clearances_N.htm
http://fcw.com/articles/2010/08/12/va-data-breach-reports-online.aspx
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agencies to be paying attention, according to a new survey. The American Red Cross’ 
“Social Media and Disasters and Emergencies” survey of 1,058 adults indicates that 18 
percent would turn to digital social media if calls to 911 were unsuccessful. Sixty nine 
percent of the adults surveyed said emergency response agencies should regularly 
monitor their Web sites and social media networks so they can respond promptly to 
requests for help posted there; 74 percent said they would expect help to arrive in an 
hour. Fifty-two percent said they would send a text message to an agency on behalf of 
someone they knew who needed help. If the Web users knew someone who needed 
emergency help, 44 percent said they would ask other people in their social network to 
contact appropriate authorities; 35 percent would post a request for help directly on a 
response agency’s Facebook page and 28 percent would send a direct Twitter message 
to responders. Red Cross officials said the survey illustrates that the public is using 
social media for emergencies and public agencies need to be ready to respond. 
Source: http://fcw.com/articles/2010/08/12/social-media-emerging-as-digital-avenue-
for-emergency-response.aspx 

41. August 12, Associated Press – (National) NTSB urges CG policy on cell phone 
use. Federal safety investigators revealed August 11 that crew members aboard two 
Coast Guard boats involved in collisions in California and South Carolina last year 
were using wireless devices for conversation or text messaging unrelated to vessel 
operations. The collisions killed one person and injured 10. The NTSB said in a 
statement that it has not determined the probable causes of the collisions in San Diego 
Bay and the Charleston, South Carolina, harbor, but was urging the Guard to develop a 
thorough policy on use of the devices by the service and to issue a safety advisory to 
the maritime industry. The National Transportation Safety Board did not say how many 
members of each crew were using the devices or what their roles were on the boats, but 
said the accidents raise concerns about the potential for distraction. It noted in a letter 
to the Guard that the service considers all crew members to be lookouts when a vessel 
is under way. The Coast Guard issued a policy on July 16 that prohibits use of the 
devices by the boat operator - the person at the wheel and throttles - at all times while 
under way, said the chief of media relations at Guard headquarters in Washington, D.C. 
The policy prohibits other crew members from using the devices unless expressly 
approved by the boat operator, known as the coxswain, the official said. 
Source: http://www.military.com/news/article/ntsb-urges-cg-policy-on-cell-phone-
use.html?ESRC=topstories.RSS 

42. August 12, Atlanta Journal-Constitution – (Georgia) Driver crashes into jail, says she 
has explosives. A woman crashed her car into the front of the Gordon County Sheriff’s 
office Thursday morning, officials said, but this crash was no accident — the woman 
threatened officers by alleging she had a bomb. The suspect, 24, attempted to drive her 
blue 2005 Toyota Corolla through the front entrance of the building, which also houses 
the jail, a Georgia Bureau of Investigations spokesman said. A statue memorializing 
fallen soldiers obstructed her path, causing the vehicle to stop. “Had that memorial not 
been there, she would’ve gone right through the door,” the suspect told the AJC. The 
vehicle was headed toward the front entrance of the sheriff’s office, not the front 
entrance to the jail, a news release said. There were several staff members and visitors 
inside the front entrance, but no one was injured. As Gordon County deputies 
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evacuated the building, the suspect began threatening she had an explosive device in 
her vehicle. Gordon County called in GBI agents, Federal Bureau of Investigation 
agents and Georgia State Patrol officers to assess her threat. After taking her into 
custody, the GBI used a robot to inspect her vehicle for an explosive device, but found 
no bomb. The suspect sustained “minor injuries” and was transported to Gordon 
Hospital where she is under guard. 
Source: http://www.ajc.com/news/driver-crashes-into-jail-590731.html 

[Return to top]  

Information Technology Sector 

43. August 13, The New New Internet – (International) Botnet conducts “Brute Force” 
attacks. A server-based botnet which attacks unsecure websites is currently launching 
a flood of attacks over the Internet, according to security researchers. The attacks are 
attempting to hack secure shells protecting Linux boxes, routers and other network 
devices by guessing the login credentials. The botnet hits websites which run an 
outdated version of phpMyAdmin, according to researchers. The vulnerability, which 
was patched back in April, is exploited by the botnet which installs a file which 
searches the Internet for devices using the SSH protocol for protection. “This bot then 
conducts brute force SSH attacks on random IP addresses specified by the bot herder,” 
one user wrote. A monitoring service run by the SANS Institute a six-times increase in 
sources participating in SSH scans in the past few weeks. 
Source: http://www.thenewnewinternet.com/2010/08/13/botnet-conducts-brute-force-
attacks/ 

44. August 13, The Register – (International) Rise in Latvian botnets prompts Spamhaus 
row. Over the previous year, Spamhaus’ monitoring staff had measured a steady 
increase in Latvian spam and DDOS traffic, particularly from a small ISP called 
Microlines. It is unclear who the offending cybercriminals were, but in common with 
its normal practice, Spamhaus contacted Microlines’ abuse address to ask them to take 
down the relevant servers. When no response came, researchers added the firm’s IP 
range to Spamhaus blocklist which is used by ISPs to cut the volume of spam entering 
their networks. Spamhaus next followed its escalation procedures, which involve using 
RIPE data to discover who is routing the spam and reporting it to their abuse 
department. The aim is to force cybercriminals to at least keep hopping ISPs, a ruse that 
often means they leave tell-tales identifying evidence for law enforcement agencies to 
trace. Microlines’ spam-filled traffic was being routed by Latnet Serviss, a larger ISP. 
Spamhaus contacted the RIPE-registered abuse address and again received no response. 
It added part of what it believed was Latnet’s IP range to the blocklist, based on a 
traceroute of the abuse address. Unbeknown to Spamhaus, however, Latnet Serviss had 
effectively outsourced management of its abuse department to the University of 
Latvia’s Institute of Mathematics and Computer Science, which houses both NIC.LV 
and the country’s Computer Emergency Response Team (CERT). As a result, the 
Institute and many other organizations were effectively cut off from the Internet. 
Source: http://www.theregister.co.uk/2010/08/13/spamhaus_latvia/ 
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45. August 12, eWeek – (International) Security vendors turn focus to smartphones. As 
recent acquisitions have shown, mobile security is an area of growing interest for 
enterprises, with remote management and data protection capabilities at the top of the 
list. McAfee’s July 29 agreement to acquire TenCube was its second attempt to 
purchase its way deeper into the mobile security business this year, and one of multiple 
plays in the space by other vendors. Vendors are right to be interested. A June survey 
of enterprises by The 451 Group found two-thirds of the 91 respondents were either 
“highly concerned” (23 percent) or “moderately concerned” (44 percent) about a 
mobile security breach. This increased agita about security and management is likely to 
continue. “As smartphones and tablets, which are running on smartphone OSes, 
increasingly take share away from desktop and laptop computers, perpetrators will 
move to target these users,” said a The 451 Group analyst. “These smart devices will be 
the primary portal for mobile banking and social networking, so the data stored and 
traveling across these devices will steadily increase in value.”  Mobile malware has 
increased steadily since 2003, but has not notably accelerated in 2010, said the 
worldwide head of mobile marketing at McAfee. “What has increased is media 
attention around privacy concerns [to do with] certain apps â�¦ besides app security the 
discussion should be expanded to cover mobile Internet usage, family safety and—what 
is probably the most likely mobile security incident users face today—mobile device 
theft or loss,” he said. 
Source: http://www.eweek.com/c/a/Security/Security-Vendors-Turn-Focus-to-
Smartphones-759449/ 

46. August 12, DarkReading – (International) Red Condor identifies possible source of 
recent malware campaigns. St. Bernard’s Red Condor security team August 12 issued 
a warning of a new sophisticated email malware threat that is disguised as misdirected 
personal emails with executable attachments. The spam messages — which have a 
variety of subject lines, including “You are in invited to another show!”, “FW: Resume 
as discussed” and “FW: Car & Car loan” — appear to consist of content that was likely 
stolen from compromised email accounts and computers and appear to have multiple 
connections with the ongoing one-click plug-and-play (PNP) malware campaigns that 
Red Condor has been monitoring the past several months. Red Condor also identified a 
possible source of the spam payloads at compromised accounts on the social 
media/networking site, Multiply.com. The executables in this new campaign have been 
identified as TR/Dropper.Gen / FraudTool.Win32.AVSoft (v) / Malware-
Cryptor.Win32.Limpopo. 
Source: 
http://www.darkreading.com/vulnerability_management/security/vulnerabilities/showA
rticle.jhtml?articleID=226700168&subSection=Vulnerabilities+and+threats 

47. August 12, TrendLabs – (International) BREDOLAB spreading via malicious 
attachments. Following deeper analysis of this threat by senior threat researchers, 
TrendLabsSM has reclassified the malware used in this attack as a BREDOLAB 
variant (detected as TROJ_BREDOLAB.JA) instead of WALEDAC. An unfortunate 
combination of human and machine errors led to the mislabeling of this threat as 
WALEDAC. In the past few weeks, there has been something of an increase in the 
number of spammed messages delivering malicious attachments to users, on first takes, 
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TrendLabs beleived this may have been a Waledac variant. One of the earlier variants 
we have seen poses as an annual “Social Security” statement. Other hooks used 
resumes and job offers, weddings, and even a puzzle. Using malicious attachments is a 
very popular method used to spread malware via email. However, TrendLabs has seen 
seen many recent attacks that use almost-identical payloads. Two variants have been 
seen with a malicious attachment either being a FAKEAV variant like 
TROJ_FRAUDLO.LO, TROJ_FAKEAV.SGN, and TROJ_FAKEAV.FGZ or a 
downloader that also leads to FAKEAV and BREDOLAB variants. Trend Micro 
detects these emerging BREDOLAB and FAKEAV variants using the detection names 
mentioned above. In addition, the above-mentioned spam are already being blocked by 
Trend Micro products with the aid of Smart Protection Network. 
Source: http://blog.trendmicro.com/waledac-still-spreading-via-malicious-
attachments/#ixzz0wUZOuLRR 

48. August 12, Help Net Security – (International) Fake malicious software removal tool 
peddles fake AV. A fake Malicious Software Removal Tool using the actual icon of 
the legitimate software has been spotted by Trend Micro researchers. Even a first 
glimpse of the scanning alert looks pretty legitimate, but it’s the “Software searching” 
screen which signals that something might be off. A scan of the computer is simulated 
finding a well-known malware strain that can only be removed buy purchasing the 
$99.90 anti-virus that is advertised. This approach might fool the inexperienced 
computer user, but for those who know what warning signs to look for, there are two 
very obvious ones: the file size is too small (412,672 bytes) and the tool is not digitally 
signed. 
Source: http://www.net-security.org/malware_news.php?id=1428 

49. August 12, The H Security – (International) Jailbreak community develops its own 
iPhone patch. The jailbreak grandee, known as Saurik, has released his own patch for 
the critical Jailbreakme vulnerability, aimed at protecting the iPhone, iPod touch and 
iPad from crafted PDF files. Apple has also now plugged the security hole, a potent 
combination of two different vulnerabilities, but in doing so has left the first generation 
of iPhones and iPod touches out in the cold. Apple ignored the first generation of the 
two devices in its update to iOS 4.0, thereby leaving a whopping 65 security 
vulnerabilities unplugged. This was particularly galling for iPhone users as Apple was 
still selling that generation of iPhone as late as July 2008. On more recent models, 
Apple’s patch also un-jailbreaks jailbroken devices. For security reasons, users who 
want to stay jailbroken should install Saurik’s patch. Following yesterday’s publication 
of the source code for the Jailbreakme exploit, it is now just a matter of time before 
someone uses it to develop malware. 
Source: http://www.h-online.com/security/news/item/Jailbreak-community-develops-
its-own-iPhone-patch-1058139.html 

For another story, see item 15  
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

50. August 13, The Register – (International) RIM tries to placate everyone. Updated 
RIM, operator of the BlackBerry service, has been explaining that customers’ security 
and government contracts are equally important, and that it really does not have any 
keys to hand over. The company has been very restrained on the governmental 
demands and statements put out recently, refusing to comment on just about everything 
except to deny the existence of a “master key.” But now RIM has laid out the principles 
that apparently guide its decision making process. Governments around the world have 
been increasingly vocal in demanding the ability to lawfully intercept BlackBerry 
communications. RIM is facing accusations of caving too easily to Saudi Arabia by 
agreeing to host servers within the country, and now India is demanding access to 
cryptographic keys that just do not exist. RIM would like to make it clear that it 
“genuinely tries to be as cooperative as possible with governments in the spirit of 
supporting legal and national security requirements.” 
Source: http://www.theregister.co.uk/2010/08/13/rim_statement/ 

51. August 13, IDG News Service – (International) India may put restrictions on Skype 
and Google. India may ask Google, Skype and other online service providers to allow 
the country’s law enforcement agencies to access communications on their networks, 
the head of an Internet association said August 13. The government said August 12 it 
will ask service providers in the country to ensure that some BlackBerry services 
should be made accessible to its law enforcement agencies by August 31, or face a 
block of these services. The president of the Internet Service Providers Association of 
India (ISPAI) said that at a meeting he attended about a month ago of the country’s 
Department of Telecommunications, it was discussed that other online services besides 
BlackBerry would also be asked to provide access to India’s security agencies. The 
Indian government’s public threat against BlackBerry is running in parallel with an as 
yet unannounced decision to pursue similar concerns with Google, Skype and other 
communications services, The Financial Times said in a report August 13, citing a 
government report. A spokesman for the Department of Telecommunications said he 
was unaware of the decision. Google said it had heard nothing from the government. 
Source: 
http://www.computerworld.com/s/article/9180681/India_may_put_restrictions_on_Sky
pe_and_Google 

52. August 12, LEX 18 Lexington – (Kentucky) AT&T cell phone service returns for 
Lexington, parts of Bluegrass. AT&T cell phone service returned to normal the 

mailto:sos@us-cert.gov
http://www.us-cert.gov/
https://www.it-isac.org/
http://www.theregister.co.uk/2010/08/13/rim_statement/
http://www.computerworld.com/s/article/9180681/India_may_put_restrictions_on_Skype_and_Google
http://www.computerworld.com/s/article/9180681/India_may_put_restrictions_on_Skype_and_Google


 - 21 - 

afternoon of August 12 to a majority of customers whose service had been out in 
portions of the Bluegrass, including all of Lexington, Kentucky, for most of the day. 
The outage began at about 9:30 a.m. Cell phones of LEX 18 employees who are on 
AT&T customers had service restored beginning at around 2:30 p.m. The AT&T 
market manager for Kentucky and Tennessee released a statement August 12, saying, 
“Our 2G and 3G wireless customers in Lexington were experiencing a temporary 
service interruption while placing or making phone calls earlier this morning in the 
Lexington and Nicholasville areas. AT&T technicians are on site, investigating the root 
cause of this service interruption.” 
Source: http://www.lex18.com/news/atandt-cell-phone-service-returns-for-lexington-
parts-of-bluegrass 

53. August 11, Executive Gov – (National) FCC seeks public comment on creation of 
cybersecurity plan. The Federal Communications Commission released a notice 
earlier the week of August 9 requesting public comment on the creation of an 
anticipated FCC plan that looks to address cybersecurity. The plan, the Cybersecurity 
Roadmap, seeks to identify vulnerabilities to core Internet protocols and develop 
solutions in response to cyber threats and attacks. The Cybersecurity Roadmap was 
recommended as an initial step forward in the area of cybersecurity as part of the 
Commission’s National Broadband Plan. Specifically, the NBP recommended the FCC 
issue, in coordination with the Executive Branch, a plan to address cybersecurity. FCC 
looks to finalize the Cybersecurity Roadmap by November 2010. “Cybersecurity is a 
vital topic for the commission because end-user lack of trust in online experiences will 
quell demand for broadband services, and unchecked vulnerabilities in the 
communications infrastructure could threaten life, safety and privacy,” FCC stated. 
Source: http://www.executivegov.com/2010/08/fcc-seeks-public-comment-on-creation-
of-cybersecurity-plan/ 

For more stories, see items 44 and 56  
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Commercial Facilities Sector 

54. August 13, WXYZ 7 Detroit – (Michigan) Several firefighters injured battling blaze 
on Detroit’s east side. Six firefighters have been hurt in a retail building fire in Detroit. 
Officials have declared the incident a HAZMAT situation. The fire is in a commercial 
building on East Jefferson Avenue near Coplin Street. East Jefferson Avenue is closed 
between Alter Road and Dickerson Street because of the fire. The area has been 
evacuated. Four firefighters are being treated at St. John Hospital. One of the 
firefighters is in critical condition, and three others are in stable condition. Two more 
injured firefighters may have been taken to Detroit Receiving Hospital. Firefighters 
told an Action News reporter that there was a fire at the building last night around 5:00 
p.m. The fire was put out, but it is possible it could have rekindled. Jefferson Avenue 
was closed both ways between Dickerson and Alter due to the fire. 
Source: http://www.wxyz.com/dpp/home/firefighters-down-in-detroit?hpt=T2 
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55. August 12, Associated Press – (District of Columbia) D.C. bldg evacuated after 
electrical fire. District of Columbia fire officials have evacuated a Dupont Circle office 
building after an electrical transformer fire was ignited underground about 2 p.m 
August 12 in the 1800 block of Connecticut Avenue. Heavy smoke closed Connecticut 
Avenue to traffic. The fire was likely caused by the morning’s strong storm. A District 
of Columbia Fire and EMS spokesman said the fire is under control. Traffic is once 
again moving through the area. 
Source: http://voices.washingtonpost.com/local-breaking-news/dc/dc-bldg-evacuated-
after-electr.html 

56. August 12, Associated Press – (International) Bomb wracks offices in Colombia 
capital, injures 9. A car packed with at least 110 pounds of explosives blew up in an 
office district of Colombia’s capital, Bogota, August 12, shattering windows in dozens 
of buildings and injuring nine people. No deaths were reported. The blast occurred at 
5:30 a.m. outside a 12-story building housing Caracol Radio, the Spanish news agency 
EFE, and the Ecuadorean consulate, as well as the offices of several banks and 
politicians. Investigators were not sure of the target or who was behind the bombing. 
The president hurried to the scene and called the explosion “a terrorist act,” saying it 
was meant to sow fear and create skepticism about the government. Most of those hurt 
had been on a bus that was passing by as the bomb exploded. Authorities said no arrests 
had been made. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5hB4P7UUGsLNmFp0oUyksHe
vzz02wD9HI7C781 
See item 16 

57. August 12, KPHO 5 Phoenix – (Arizona) Threats force evacuation at Phoenix Wal-
Mart. Threats by an angry customer forced the evacuation of a west Phoenix Wal-Mart 
August 11, according to Phoenix police. Investigators said a customer became upset 
over an issue involving money grams. He then started making threats over the phone to 
both employees and police around 7:30 p.m. Police officers and a SWAT team arrived 
on scene near 75th Avenue and Lower Buckeye. Police on scene said they were not 
certain if the man was in the store. They said witnesses reported seeing a suspicious-
looking man in the store, but investigators were not sure if he was the same person 
making the threats. Officers evacuated the store and surrounding stores. Officials said 
no one was held hostage. The SWAT team spent more than an hour searching the store, 
looking for a potential suspect, according to police. The search came up empty. Police 
said resources were deployed to deal with this situation, and if they found the person 
who made the threats, they would pursue prosecution. 
Source: http://www.kpho.com/news/24602515/detail.html 
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National Monuments and Icons Sector 

58. August 12, Associated Press – (Wisconsin) Fifty thousand pot plants seized in 
Wisconsin forest. Authorities estimate they seized at least 50,000 marijuana plants 
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during a sweep through Chequamegon-Nicolet National Forest in northeastern 
Wisconsin. The Oconto County sheriff cautions the number is only an estimate. The 
Wisconsin attorney general says counting continues and the number currently stands 
around 10,000 plants. More than 200 police, state and federal agents swept through the 
southeastern tip of the Wisconsin forest 50 miles northwest of Green Bay overnight 
August 10. Investigators also searched a house that they said had been transformed into 
a marijuana processing plant complete with a cache of guns. The operation was the 
culmination of two months of surveillance on a group of Hispanic men investigators 
believe were the growers. Eight men were charged in federal court August 11. Four 
more were charged August 12. 
Source: 
http://www.salon.com/life/drugs/?story=/news/feature/2010/08/12/us_drug_war_pot_fa
rms 

59. August 12, Salt Lake City Deseret News – (Utah) National Forest land fire near 
Beaver expands to 3,000 acres. A lightning strike-caused fire near Manderfield 
Reservoir in Utah surged from about 1,100 acres August 11 to an expanded 3,000 acres 
by the next day, officials said. The active fire started on July 20 and has continued to 
burn through ponderosa pine, spruce and other brush fuel. National Forest Service 
officials said the fire increased another 2,000 acres with the help of heavy winds and 
hot, dry weather. Crews are monitoring the fire and plan to protect two areas of the fire 
near Fish Creek and Indian Creek on August 13. Officials said that with no homes or 
critical wildlife nearby, they can allow the fire to continue burning and take out some 
of the old vegetation to allow new vegetation to grow. Officials predict the fire will 
continue through the remainder of the summer. No structures are threatened, but Indian 
Creek Road is closed above the Pole Canyon Road junction as a precaution. 
Source: http://www.deseretnews.com/article/700056336/National-Forest-land-fire-
near-Beaver-expands-to-3000-acres.html 

60. August 12, Associated Press – (Delaware) Arson at historic Delaware parsonage 
remains unsolved. Fire authorities say a February 10 arson blaze that heavily damaged 
a parsonage left from Delaware’s oldest Catholic church remains unsolved. The chief 
deputy fire marshal said August 9 that the state fire marshal’s office is open to any 
public tips about the fire at the three-story stone house, which occurred during a heavy 
winter snowstorm that put much of Delaware under state-of-emergency restrictions. 
The Coffee Run Mission parsonage was built in 1812 south of Hockessin and listed on 
the National Register of Historic Places in 1973. Local historians had called the 
parsonage, the building where clergy once resided, a national treasure. Attempts to 
preserve the building were being attempted before the fire. 
Source: http://www.claimsjournal.com/news/east/2010/08/12/112386.htm 

61. August 12, WGMD 92.7 Rehoboth Beach – (Maryland) Hazmat team called for 
chlorine leak at Assateague State Park. Firefighters in Berlin, Maryland, responded 
to a chlorine leak at Assateague State Park early August 10. The Special Hazards 
Response Team was also on the scene after a 150 pound chlorine cylinder, which is 
used for water treatment, was found to be leaking at the valve. The Hazmat crew was 
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able to stop the leak and no injuries were reported. 
Source: http://www.wgmd.com/?p=8387 
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Dams Sector 

62. August 13, Associated Press – (Louisiana) Corps experiments with steeper sloped 
levee. The Army Corps of Engineers plans to raise a section of the Mississippi River 
levee in Plaquemines Parish, Louisiana with a new technique that could help save 
residents’ land throughout the parish. The corps says it will use stabilized soil to build a 
steeper slope on 1,000 feet of river levee near Belle Chasse and still stay within the 
existing right of way. Typically, when the corps builds a levee, it needs to make the 
levee wider and that cuts into land adjacent to the levee. Staying within the existing 
right of way is important in Plaquemines Parish because there is only a sliver of land 
between levees in the parish. The corps says this technique has been used on levees in 
Vicksburg, Mississippi, and Memphis, Tennessee. 
Source: http://www.klfy.com/Global/story.asp?S=12973843 

63. August 12, Portland Oregonian – (Oregon) Gold Ray workers safe. The Rogue River 
broke free of Gold Ray Dam August 11. Trapped workers on a breached cofferdam 
were out of danger in a short time as the water behind the main dam dropped. Officials 
of the company hired to take the dam out said the incident will not affect the scheduled 
completion, sometime within the next two months. 
Source: 
http://www.oregonlive.com/sports/oregonian/bill_monroe/index.ssf/2010/08/gold_ray_
workers_safe.html 

64. August 11, Nashville Leader – (Arkansas) Failure of Narrows Dam is topic of 
planning exercise. The U.S. Army Corps of Engineers (USACE) recently hosted an 
exercise in Arkansas where the scenario was a breach of the Narrows Dam. The 
hypothetical event began with seepage in the interior walls began gushing, and cracks 
becoming visible on the top of the dam. About an hour later the dam breaches, the 
flood water hits the city of Murfreesboro, knocking out power, communications and 
blocking roadways before eventually reaching a level of 20 feet at the Pike County 
Courthouse. This scenario played out during the recent table-top exercise and helped 
determine the need for a plan of action below Narrows Dam where devastation will be 
certain and quick. Though the exercise focused on a breach of Narrows Dam, the 
USACE supervisor for the Lake Greeson district emphasized the 60-year-old dam is 
still very structurally sound. A recent five-year inspection found “no abnormalities” 
despite numerous heavy-rain events including one which pushed water over the dam’s 
spillway in May of 2009. The concrete structure is under constant monitoring and is 
surveyed every year for movement and has showed “nothing more than a half-inch” 
variation since it was completed in 1950. The Pike County Office of Emergency 
Management director said the county’s current Emergency Operating Plan does not 
include any measures for dealing with possible dam failure. He said the obvious 
problems involved in the disaster scenario would be mass notification and an orderly 
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evacuation. The consensus of all involved in last week’s exercise is that a certain plan 
of action needs to be established to address the failure to Narrows Dams. Officials are 
already planning a meeting in the near future to establish and possibly post evacuation 
routes and look in to employing a mass notification system of some kind. The plan will 
also likely include measures for the recovery process. 
Source: http://www.nashvilleleader.com/articles/2010/08/11/news/02news.txt 
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