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Top Stories 

• WJW 8 Cleveland reports that a fire at United Initiators in Elyria, Ohio nearly forced some 
evacuations August 10. Elyria’s fire chief says the warm weather may have triggered the 
fire in one of four skimming pools outside the chemical plant. (See item 6) 

• The Atlanta Journal-Constitution reports that three north Georgia soldiers accused of 
throwing military explosives August 8 at a crowd gathered in a Dawsonville grocery store 
parking lot face numerous charges, including domestic terrorism. Army investigators are 
standing by to help the Dawson County, Georgia Sheriff investigate the case against the 
soldiers. (See item 33) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. August 11, Reuters – (International) Fire rages, flow stops on bombed Turkish 
pipeline. Turkish fire-fighters on August 11 battled to contain a raging fire on a 
pipeline carrying about a quarter of Iraq’s crude oil exports, a day after an explosion 

http://www.dhs.gov/
http://www.esisac.com/
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blamed on Kurdish militants, officials said. The bomb attack stopped the flow of oil 
August 10 on the Kirkuk-Ceyhan pipeline and killed two people and wounded a third 
after their vehicles caught fire on a road that runs alongside the link. “The fire 
continues, and the flow of oil has been halted. Efforts are centered on putting out the 
flames,” said a spokeswoman for Botas, Turkey’s state-run pipeline operator. The 
bombing, which occurred about 62 miles from the Iraqi border on August 10 at 11:30 
a.m. ET, was the second attack on the pipeline in Turkey in less than two months. A 
source from the Iraqi state-owned North Oil Company (NOC), which operates the 
Kirkuk field, said daily oil exports through the pipeline had recently been at 350,000 to 
450,000 barrels per day. When the larger, main line is damaged, Iraqi officials can use 
different pumping stations located along the route within Iraq to switch the flow of 
crude to the other line, oil industry sources have said. One shipper said he was 
informed that efforts are underway now to switch oil from the larger pipeline to the 
smaller one and that the flow may resume later August 11. 
Source: http://ca.reuters.com/article/topNews/idCATRE67A1AX20100811?sp=true 

2. August 11, Bloomberg – (Louisiana) Tropical depression may dissipate before 
reaching Louisiana. A tropical depression in the eastern Gulf of Mexico may dissipate 
before reaching the coast of Louisiana, where the governor declared a state of 
emergency, according to the National Hurricane Center. The storm was forecast to push 
seas to about 12 feet in the area where BP Plc is drilling a relief well to permanently 
plug the source of the largest offshore oil spill in U.S. history, according to the National 
Weather Service in Slidell, Louisiana. Work on the well was stopped August 10. ERA 
Helicopters LLC reported August 11 it has evacuated an unspecified number of oil and 
gas platforms in the storm’s path, and Anadarko removed non-essential personnel from 
two operations. Conditions are normal at the Louisiana Offshore Oil Port, where 
officials are watching the system, said a spokeswoman.  
Source: http://www.businessweek.com/news/2010-08-11/tropical-depression-may-
dissipate-before-reaching-louisiana.html 

3. August 11, Times Herald – (Michigan) Official: Drinking water not affected by gas 
spill. The assistant Imlay City, Michigan, Fire chief said drinking water was not 
affected by the gasoline spilled on the morning of August 11 into the Belle River. 
Emergency crews remained at a BP gas station at 2015 S. Cedar Road where the 
gasoline spilled from an underground storage tank about 6:15 a.m. Officials said the 
root of the problem was a malfunctioning sump pump on the storage tank. Crews did 
not know how much gasoline spill and made its way to the Belle River through storm 
drain. St. Clair County’s emergency management director said the size of the spill “is 
significantly more” than the estimated 30 gallons first reported. Absorbent booms have 
been placed in the Belle River and have contained the fuel about a quarter mile 
downstream from the source. Officials from the state Department of Natural Resources 
and Environment are on their way to Imlay City. The gas station remains open, selling 
only convenience store items and diesel fuel. 
Source: 
http://www.thetimesherald.com/article/20100811/NEWS05/100811007/Update-
Official-Drinking-water-not-affected-by-gas-spill- 

http://www.businessweek.com/news/2010-08-11/tropical-depression-may-dissipate-before-reaching-louisiana.html
http://www.businessweek.com/news/2010-08-11/tropical-depression-may-dissipate-before-reaching-louisiana.html
http://www.thetimesherald.com/article/20100811/NEWS05/100811007/Update-Official-Drinking-water-not-affected-by-gas-spill-
http://www.thetimesherald.com/article/20100811/NEWS05/100811007/Update-Official-Drinking-water-not-affected-by-gas-spill-
http://ca.reuters.com/article/topNews/idCATRE67A1AX20100811?sp=true
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4. August 10, Los Angeles Times – (National) The flow has slowed through the trans-
Alaska oil pipeline. The flow has slowed through the trans-Alaska oil pipeline and it is 
likely to keep declining over the next decade, possibly causing dangerous ice and 
corrosion problems and hampering delivery of North Slope oil to the rest of the U.S. 
The pipeline is carrying only about 660,000 barrels of oil a day, and production from 
the North Slope’s aging fields is set to steadily decline over the next decade. Engineers 
have warned that the pipeline — the only means of delivery of North Slope oil — will 
develop potentially dangerous problems with corrosion and ice if flows drop below 
500,000 barrels a day, as they are expected to within the next five to 10 years. A study 
to be completed in December will determine just how low the oil flow can go before 
the pipeline is no longer viable. Options include heaters or chemical additives to keep 
ice from forming, lowering the water content of the oil before pumping or redesigning 
the “pigs” that course through the pipeline and clean it of wax buildup. Another is to 
just give up and build a smaller-diameter pipe. 
Source: http://articles.latimes.com/2010/aug/10/nation/la-na-alaska-oil-20100810 

5. August 10, U.S. Department of Justice – (National) Houston-based Plains Pipeline to 
spend more than $44 million to resolve Clean Water Act violations. Plains All 
American Pipeline L.P. and several of its operating subsidiaries will spend 
approximately $41 million over the next three years to prevent and remediate corrosion, 
improve leak detection practices and capabilities, and enhance pipeline oversight on 
10,420 miles of crude oil pipeline operated in the United States, the Justice Department 
and Environmental Protection Agency (EPA) announced August 10. The settlement 
resolves Houston-based Plains’ Clean Water Act violations arising out of 10 crude oil 
spills in Texas, Louisiana, Oklahoma, and Kansas and also requires the pipeline 
company to pay a $3.25 million civil penalty. Between June 2004 and September 2007, 
approximately 6,510 barrels of crude oil were discharged from various pipelines and 
one tank owned and operated by Plains into navigable waters or adjoining shorelines. 
The 10 spills ranged in size from 2.5 barrels to 4,500 barrels and most were caused by 
pipeline corrosion. 
Source: http://www.justice.gov/opa/pr/2010/August/10-enrd-914.html 

[Return to top]  

Chemical Industry Sector 

6. August 10, WJW 8 Cleveland – (Ohio) Heat blamed for Elyria chemical plant fire. A 
fire at United Initiators, a chemical plant in Elyria, Ohio, nearly forced some 
evacuations the afternoon of August 10. Employees at the organic peroxide production 
facility work with the chemicals and other ingredients that are used to manufacture 
plastics. Elyria’s fire chief says the warm weather may have triggered the fire in one of 
four skimming pools outside of the Garden Street plant. The pools hold chemicals and 
send excess water to the city treatment facility but investigators say nothing leaked into 
the sewer system. “We had the wastewater department out here, and they tested all the 
city sewer lines and there were no kinds of contaminants that got into the sewer 
systems or anything like that,” the fire chief said. At one point, 31 firefighters 
responded at the scene but no one was injured. The plant employs 59 people and was 

http://articles.latimes.com/2010/aug/10/nation/la-na-alaska-oil-20100810
http://www.justice.gov/opa/pr/2010/August/10-enrd-914.html
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operational later that evening.  
Source: http://www.fox8.com/news/wjw-elyria-chemical-plant-fire-txt,0,5185732.story 

7. August 10, Bloomington Pantagraph – (Illinois) Freight train derails on anniversary 
of 1887 crash. More than a dozen freight train cars derailed the afternoon of August 10 
in Chatsworth, Illinois, blocking all of the town’s railroad crossings on the 123rd 
anniversary of the Chatsworth Train Wreck, one of the deadliest railroad accidents in 
U.S. history. The westbound, 102-car train had just changed crews in Piper City and 
was headed to Peoria when the derailment occurred about 2:25 p.m., said a Livingston 
County sheriff’s detective, who said he was speaking on behalf of Toledo, Peoria & 
Western Railway officials at the scene. No one was injured. Some railroad employees 
speculated the excessive heat caused the tracks to buckle, but officials continued to 
investigate the cause late August 10. Seven empty tankers were off the tracks but 
remained upright. One tanker carrying anhydrous ammonia remained on the tracks. 
One car was leaning against a utility pole, but utility service remained unaffected in the 
town. Crews from AmerenIP and Mediacom were on scene to maintain services. 
Source: http://www.pantagraph.com/news/local/article_ead68d5a-a4cb-11df-831c-
001cc4c03286.html 

8. August 10, U.S. Environmental Protection Agency – (Kansas) Tanco Kansas City to 
Pay $97,845 civil penalty for violations of Clean Water Act, failure to prepare 
Facility Response Plan. Tanco Kansas City, LLP, a bulk materials storage facility, has 
agreed to pay a $97,845 civil penalty to the United States to settle allegations that it 
violated federal laws by failing to properly document its storage of sulfuric acid and 
prepare a Facility Response Plan (FRP) to guard against spills of its materials into a 
tributary of the Missouri River. Tanco’s facility at 10520 Wolcott Drive, Kansas City, 
Kansas, did not have an FRP in place at the time of a May 2009 EPA inspection, in 
violation of the federal Clean Water Act (CWA), according to an administrative 
consent agreement and final order filed in Kansas City, Kansas. Inspectors also found 
Tanco had not properly implemented its Spill Prevention Control and Countermeasures 
plan, including requirements for secondary containment and tank integrity testing, both 
of which are designed to prevent or minimize the impacts from accidental releases. 
Tanco’s facility has a documented storage capacity of more than 7.4 million gallons of 
products, including approximately 6.1 million gallons of tank capacity for the storage 
of liquid asphalt, with the remaining capacity divided between storage of sulfuric acid 
and calcium chloride. EPA determined that a spill of those materials from Tanco could 
reach Island Creek, which is directly adjacent to the business, and from there, flow into 
the Missouri River, causing harm to fish and wildlife and the environment, and 
impacting downstream drinking water supply intakes. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/9C1EAB2354AD51A88525777B006FA43
9 

9. August 9, Daily Freeman-Journal – (Iowa) Full-scale disaster drill held at Koch 
Refinery. Emergency managers conducted an emergency drill August 7, creating an 
ammonia “leak” inside the Koch refinery in Duncombe, Iowa, that injured several 
workers and left the hazardous substance spewing into the air. The carefully planned, 

http://www.pantagraph.com/news/local/article_ead68d5a-a4cb-11df-831c-001cc4c03286.html
http://www.pantagraph.com/news/local/article_ead68d5a-a4cb-11df-831c-001cc4c03286.html
http://yosemite.epa.gov/opa/admpress.nsf/0/9C1EAB2354AD51A88525777B006FA439
http://yosemite.epa.gov/opa/admpress.nsf/0/9C1EAB2354AD51A88525777B006FA439
http://www.fox8.com/news/wjw-elyria-chemical-plant-fire-txt
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full-scale disaster exercise included a bus that collided with another vehicle in front of 
the Koch Nitrogen plant, injuring eight Boy Scouts and several drivers, tying up even 
more resources. Members of Fort Dodge Boy Scout Troop 8 were victims at the crash 
site. They spent the early morning getting “wounds” applied by the emergency nurse 
manager at Trinity Regional Medical Center. Fire crews were left with a leak to shut 
down and ammonia vapors to control. Fire crews from Vincent, Duncombe, Stratford 
and Jewell took sprayed water mist into the ammonia “cloud” while they waited for the 
Region 5 Hazmat truck to get into position, suited up and to the leak. Firefighters put 
on the hot plastic suits upwind of the leak as a decontamination center was set up for 
when they returned. Koch Nitrogen operators suited up too to help with the 
decontamination which means spraying down and scrubbing the suited up firefighters. 
Children’s wading pools are used to catch the runoff. The designated incident 
commander was kept busy dispatching units and coordinating the efforts. 
Source: http://www.webstercitynews.com/page/content.detail/id/507266.html 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

10. August 11, Brattleboro Reformer – (Vermont) Eight arrested at VY. Eight women 
were arrested in front of the Vermont Yankee nuclear power plant August 10 for 
unlawfully trespassing on the site while protesting its continued operations. Holding a 
banner reading “No More Leaks & Lies! Shut it Down Now,” the eight women pulled 
into the nuclear plant’s front parking area shortly after 3 p.m. and walked into the gated 
entrance, a restricted zone where many of the Shut It Down Affinity Group protesters 
have demonstrated in previous years. This is the ninth time the group has protested on 
the nuclear plant’s property. While sitting at the gates of Vermont Yankee, the 
protesters read aloud from a prepared statement saying they have exhausted all other 
means to close the 38-year-old plant. They used the August 10th events to call for a 
thorough investigation of the U.S. Nuclear Regulatory Commission as well.  
Source: http://www.reformer.com/ci_15737380?source=most_viewed 

11. August 11, PPL Susquehanna – (Pennsylvania) PPL Susquehanna ends alert after 
stopping Freon leak in reactor building. Workers successfully stopped a leak of 
Freon vapor in the Unit 1 reactor building at PPL’s Susquehanna nuclear power plant in 
Luzerne County, Pennsylvania, ending the alert that had been in effect since the 
morning of August 10. The Freon was safely removed from a chiller in the Unit 1 
reactor building and placed in storage tanks on site. Freon is used as a refrigerant in the 
air-conditioning system for the reactor building and provides cooling for plant 
equipment in the reactor building. “While public safety was not at risk during this 
situation, entering the emergency management plan — which involves cooperation 
from many municipal, county and state agencies — ensured we had the resources 
available if needed to help protect employees and support the safe operation of the 
plant,” said a spokeswoman for the Susquehanna plant. “We appreciate the support of 
those agencies.” Public safety was never at risk during the incident, plant employees 
remained safe and no injuries were reported. PPL ended the “alert” declaration at 11:35 
p.m. EDT on August 10. 

http://www.webstercitynews.com/page/content.detail/id/507266.html
http://www.reformer.com/ci_15737380?source=most_viewed


 - 6 - 

Source: http://www.prnewswire.com/news-releases/ppl-susquehanna-ends-alert-after-
stopping-freon-leak-in-reactor-building-100411784.html 

12. August 11, Associated Press – (Nebraska) Regulators set meeting on Fort Calhoun 
nuke plant. Federal regulators want to talk to Omaha Public Power District about flood 
safety at the district’s nuclear power plant. The NRC says the August 18 conference at 
NRC offices in Arlington, Texas, will cover the safety significance, causes and fixes. 
The NRC says shortcomings in the flood plan were found during an inspection in June. 
Inspectors say the plant’s flood-protection plan might not adequately protect safety 
systems if the Missouri were to severely flood. The OPPD spokesman says the utility is 
confident of its ability to protect the power plant during a flood. He said the conference 
will give OPPD a chance to explain the plan to regulators. The plant sits about 20 miles 
north of Omaha, on the west bank of the Missouri River. 
Source: http://www.kcautv.com/Global/story.asp?S=12960303 

13. August 10, Xinhua – (International) Russia’s nuclear storage sites safe from 
wildfires. Russian operator RosRao said August 10 that its 17 nuclear waste storage 
facilities are safe from the wildfires that have been ravaging Russia in recent weeks. 
Some 300 people are now working around the clock to protect RosRao’s nuclear waste 
storage facilities from wildfires, the head of the company’s nuclear and radiation safety 
department said in a statement. The official said the wildfire nearest a storage area in 
the Nizhny Novgorod region was at least six km away. In Tatarstan, the minimal 
distance between the storage site and three wildfires was 10 km. The fires there have 
now been put either under control or extinguished. In Chelyabinsk, the Urals, the 
distance between the local nuclear waste deposit facility and the fire was 70 km. The 
official said RosRao “adopts all necessary preventive measures” to assure fire safety at 
all of its storage facilities. Currently, he said, the situation is normal. RosRao runs 17 
sites for the storage of nuclear fuel waste throughout Russia. Some 300 people are now 
working around the clock to protect RosRao’s nuclear waste storage facilities from 
wildfires, the head of the company’s nuclear and radiation safety department said in a 
statement. The official said the wildfire nearest a storage area in the Nizhny Novgorod 
region was at least six km away. 
Source: http://english.cri.cn/6966/2010/08/10/1901s587832.htm 

[Return to top]  

Critical Manufacturing Sector 

14. August 10, KWTX 10 Waco – (Texas) Industrial accident injures 
employee. Emergency crews were called to the scene of an industrial accident in Waco 
where it was reported that a heavy piece of equipment fell on an employee. Waco Fire 
Department and an East Texas Medical Center ambulance responded around 2:30 p.m. 
Tuesday to Waco Boom Company, Ltd., located in the 400 block of Texas Central 
Parkway. According to an employee at the scene, a 2-3 ton aerial lift device fell on a 
worker’s leg, crushing it and trapping the man. Emergency crews freed the man and 
transported him to an area hospital. The man’s name and condition were not 

http://www.prnewswire.com/news-releases/ppl-susquehanna-ends-alert-after-stopping-freon-leak-in-reactor-building-100411784.html
http://www.prnewswire.com/news-releases/ppl-susquehanna-ends-alert-after-stopping-freon-leak-in-reactor-building-100411784.html
http://www.kcautv.com/Global/story.asp?S=12960303
http://english.cri.cn/6966/2010/08/10/1901s587832.htm
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immediately available.  
Source: http://www.kwtx.com/home/headlines/100387579.html 

15. August 10, Bloomberg – (National) Toyota brakes not used in 35 of 58 accidents 
probed, U.S. says. Drivers of Toyota vehicles failed to apply the brakes in 35 of 58 
crashes tied to unintended acceleration, U.S. regulators said in a report bolstering the 
automaker. The National Highway Traffic Safety Administration also saw no evidence 
of electronics-related causes for the accidents in reviewing the vehicle recorders, 
known as black boxes, the agency said yesterday in the interim report to lawmakers. 
Toyota has said there is no evidence of flaws in electronic controls on its vehicles and 
that motorists in some cases confused the accelerator and brake pedals. The company, 
the world’s largest automaker, has recalled more than 8 million vehicles worldwide in 
the past year for defects such as pedals that stuck or snagged on floor mats. “ NHTSA 
officials have drawn no conclusions about additional causes of unintended acceleration 
in Toyotas beyond the two defects already known — pedal entrapment and sticking gas 
pedals,” the agency said in the report provided for a briefing to lawmakers in 
Washington. Toyota has examined more than 4,000 vehicles and hasn’t found its 
electronic throttle controls to be a cause of unintended acceleration in them, a 
spokesman said. 
Source: http://www.bloomberg.com/news/2010-08-10/toyota-brakes-not-used-in-35-of-
58-accidents-probed-u-s-says.html 

For another story, see item 50  
 
[Return to top]  

Defense Industrial Base Sector 

16. August 11, USA Today – (National) Ex-B-2 engineer guilty of helping China develop 
stealth cruise missile. A former B-2 stealth bomber engineer has been convicted of 
helping China develop a cruise missile that can evade heat-seeking, air-to-air missiles. 
Prosecutors said he sold the classified technology to pay for his luxury home in Hawaii. 
A federal jury in Honolulu convicted the engineer on 14 of 17 counts of selling 
classified materials, money laundering and tax evasion. He was also charged with 
attempting to sell classified stealth technology to the Swiss government and businesses 
in Israel and Germany. Jurors acquitted him of three minor espionage charges, the 
Honolulu Star-Advertiser says. Prosecutors said the 66-year-old, who helped develop 
the propulsion system for the B-2 when he worked for Northrop from 1968 to 1986, 
designed the exhaust nozzle for the cruise missile so he could pay the $15,000-a-month 
mortgage on a luxury home. 
Source: http://content.usatoday.com/communities/ondeadline/post/2010/08/ex-b-2-
engineer-guilty-of-helping-china-develop-stealth-cruise-missile/1 

17. August 10, UPI – (National) U.S. Army eyeing ‘nanomissile’ launcher. The U.S. 
Army says it has been developing what would be the smallest U.S. launch vehicle, a 
“nanomissile” to deploy swarms of tiny satellites. The Army is looking at launching 
large numbers of small orbiting satellites that can be put in space with small, 

http://www.bloomberg.com/news/2010-08-10/toyota-brakes-not-used-in-35-of-58-accidents-probed-u-s-says.html
http://www.bloomberg.com/news/2010-08-10/toyota-brakes-not-used-in-35-of-58-accidents-probed-u-s-says.html
http://content.usatoday.com/communities/ondeadline/post/2010/08/ex-b-2-engineer-guilty-of-helping-china-develop-stealth-cruise-missile/1
http://content.usatoday.com/communities/ondeadline/post/2010/08/ex-b-2-engineer-guilty-of-helping-china-develop-stealth-cruise-missile/1
http://www.kwtx.com/home/headlines/100387579.html


 - 8 - 

inexpensive launch vehicles, SPACE.com reported  August 9. “The interest we have in 
the orbital part is that these nanosatellites we’re building have price points that are 
between $300,000 and $1 million per satellite,” a spokesman for the Army Space and 
Missile Defense Command said. “One of the reasons we like satellites of this class is 
we can afford to put a lot of them up there to where the entire constellation is still 
relatively inexpensive,” he said. The Army’s proposed Multipurpose Nanomissile 
would stand about 12 feet tall with a liquid-fuel core booster and relatively inexpensive 
strap-on solid-fuel rocket motors. The core booster uses a nitrous oxide-ethane blend to 
produce 3,000 pounds of thrust, said the director of space technologies for Dynetics 
Corp., one of two companies contracted by the Army to develop the Nanomissile. 
Source: http://www.upi.com/Science_News/2010/08/10/US-Army-eyeing-nanomissile-
launcher/UPI-43751281477291/ 

[Return to top]  

Banking and Finance Sector 

18. August 11, The Register – (International) Zeus botnet raid on UK bank accounts 
under the spotlight. More details have emerged of how security researchers tracked 
down a Zeus-based botnet that raided more than $1m from 3,000 compromised UK 
online banking accounts. The vice president of technical strategy for M86 Security said 
hackers began the assault by loading compromised third-party sites with a battery of 
exploits designed to infect visiting PCs with variants of the Zeus banking Trojan. Phase 
one of the attack used the Eleonore Exploit Kit and the Phoenix Exploit Kit to load 
Zeus onto compromised machines through a battery of browser and application-based 
vulnerabilities and drive-by download attacks. The main attack revolved around the use 
of version 3 of Zeus to steal money from online bank accounts. The use of a different 
strain of Zeus means the M86 researchers are sure the attack is unrelated to an 
otherwise similar attack involving 100,000 compromised UK bank accounts that was 
the subject of an alert by transaction security firm Trusteer the week of August 2. After 
noticing a pattern of possible attack, M86 researchers deliberately infected a machine in 
order to identify a command and control server associated with the botnet which was 
hosted in Moldova. They then used exploits to break into the poorly-secured system 
where they found logs recording the activity of compromised bank accounts. It also 
found that the exploit pack used to seed to attack had claimed a much larger number of 
victims — as many as 300,000 machines. The vast majority were Windows boxes, but 
4,000 Mac machines were also hit. The logs also revealed that 3,000 online banking 
accounts had been victimized between July 5 and August 4. 
Source: http://www.theregister.co.uk/2010/08/11/zeus_cyberscam_analysis/ 

19. August 11, KSLA 12 Shreveport – (Texas) Texarkana debit card scam. Texarkana, 
Texas, police are warning citizens about a debit card scam. The Police department has 
been flooded with calls from people who say they had received an automated phone 
call letting them know their bank account had been compromised. During the call, 
citizens are asked to give personal information. Texarkana Texas Police warn that this 
is a scam. 
Source: http://www.ksla.com/Global/story.asp?S=12960862 

http://www.upi.com/Science_News/2010/08/10/US-Army-eyeing-nanomissile-launcher/UPI-43751281477291/
http://www.upi.com/Science_News/2010/08/10/US-Army-eyeing-nanomissile-launcher/UPI-43751281477291/
http://www.theregister.co.uk/2010/08/11/zeus_cyberscam_analysis/
http://www.ksla.com/Global/story.asp?S=12960862
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20. August 10, Arizona Republic – (Arizona) Mesa bank hit again by ‘Overtime 
Bandit’. A Valley robber dubbed the “Overtime Bandit” struck a Mesa bank for the 
second time in less than three months August 9, marking his fourth robbery. The 
robber, given the name because he strikes on weekends and at the end of work hours, 
has also stolen from two banks in Chandler, according to a statement from the FBI. He 
enters the bank, demands money and flees with help from an accomplice. Desert 
Schools Federal Credit Union, which has been robbed twice by the man, is offering up 
to $10,000 for information leading to his conviction. 
Source: http://www.azcentral.com/news/articles/2010/08/10/20100810mesa-overtime-
bandit-abrk.html 

21. August 10, KMGH 7 Denver – (Colorado) Waitress charged in ‘Skimming’ case. A 
waitress in Greeley is accused of swiping customers’ credit cards through a hand-held 
device that recorded the information. The 22-year-old suspect has been charged with 
possession of identity theft tools, a felony, according to the Weld County District 
Attorney’s Office. Prosecutors said that according to police reports, the owners of 
Ambrosia Asian Restaurant videotaped her swiping customer credit cards through a 
hand-held device. 
Source: http://www.thedenverchannel.com/news/24578308/detail.html 

22. August 10, NBC Chicago – (Illinois) Bank robbery ends with suicide, bomb 
squad. An attempted bank robbery ended August 10 with a bomb disposal scene and a 
suicide on the West Side of Chicago. The armed thief attempted to hold up a teller at a 
Bank of America branch at 2545 West Devon Avenue at around 9:00 a.m. After 
receiving an undisclosed amount of money the thief fled, said an FBI spokeswoman in 
a statement. He got into a taxi cab that was waiting for him outside the bank. A police 
officer followed the cab westbound and pulled it over at Western north of Catalpa. As 
the officer approached the vehicle, the man allegedly fatally shot himself. Afterward 
bomb squad agents dressed in full protective gear investigated a brief case that the man 
left at the scene. Using a robotic assistant, agents exploded the briefcase as a 
precautionary measure, but no bomb was found inside. 
Source: http://www.nbcchicago.com/news/local-beat/Bank-Robber-Commits-Suicide-
Leaves-Fake-Bomb-Behind-100361264.html 

23. August 10, KCCI 8 Des Moines – (Iowa) FBI: Robber strikes 2 Iowa banks. Federal 
agents are hunting a bank robber that struck twice in Iowa August 9. The FBI said the 
robber hit a bank in Ottumwa and Mount Pleasant. Agents said the first robbery 
happened at 9:43 a.m. at the Community First Credit Union in Ottumwa and the second 
happened at 1:55 p.m. at the Wayland State Bank in Mount Pleasant. Investigators said 
the man present a note in both cases indicating he had a gun. The robber is described as 
being in his mid 20s, standing 5-feet-6-inches tall with a small build. 
Source: http://www.kcci.com/r/24572083/detail.html 

[Return to top]  

Transportation Sector 
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24. August 11, Associated Press – (International) Body scanners going unused at Nigeria 
airports. Body scanners bought for Nigeria’s international airports in the wake of a 
Christmas Day bomb attempt remain unused months later, though officials said August 
11 that U.S. air marshals now protect flights coming into the West African nation. The 
director general of the Nigerian Civil Aviation Authority said that the government still 
needs to train officers to man the screening devices already in place at Lagos’ Murtala 
Muhammed International Airport and at the international airport in Abuja. The 
machines have yet to be installed at the international airports in Kano and Port 
Harcourt, he said. Security officials suggest that body scanners, which create detailed 
3-D images of passengers’ figures, would have shown the explosives that prosecutors 
say the terrorist suspect hid inside his underwear. Nigeria’s aviation history remains 
marred with air fatalities and lax security. The U.S. put a six-year ban on direct flights 
from Murtala Muhammed International Airport in the 1990s over security concerns. 
Even today, some passengers encounter officials at the airport who try to solicit cash 
bribes while baggage handlers rifle through luggage for valuables. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5jnbAW4xGSPXKbdaSmGwoH
_m6vSxwD9HHAPTG0 

25. August 6, Aviation Web – (International) NTSB to EASA: fix your rudders. In 2001, 
an Airbus lost its vertical fin and crashed on Long Island; Friday, the NTSB directed 
Safety Recommendations to the European Aviation Safety Agency (EASA) “to ensure 
safe handling qualities in the yaw axis throughout the flight envelope, including limits 
for rudder pedal sensitivity.” The 2001 crash involved an Airbus A300, American 
Airlines Flight 587, and killed all 260 aboard, plus five on the ground. The NTSB 
determined it was caused when, as a reaction to a wake turbulence encounter, a pilot’s 
application of rudder led to failure of the airliner’s vertical fin. The NTSB’s new 
recommendations A-10-119 (PDF) and -120 and a reiteration of previously issued A-
04-63 aim to create new yaw axis certification standards and review existing aircraft to 
determine if they meet the standard. The board directed the recommendations toward 
the European Aviation Safety Agency and specifically toward its certification 
specifications for large aircraft. “If adequate protection does not exist,” wrote the 
NTSB, “EASA should require modifications, as necessary, to provide the airplanes 
with increased protection from the adverse effects of a potential aircraft-pilot coupling 
after rudder inputs at high airspeeds.” Following the crash of American Flight 587, 
many pilots were surprised to learn that they could break the airplane with its own 
controls while operating below maneuvering speed. Some pilots have opined that the 
debris field left in the wake of the more recent Air France Flight 447 crash, an Airbus 
A330, suggests that aircraft’s vertical fin was lost in flight. The A330’s control system 
normally places a computer between the pilot’s inputs and the aircraft’s control 
surfaces. A final report has not yet been presented. 
Source: 
http://www.avweb.com/avwebflash/news/ntsb_easa_rudder_recommendation_203094-
1.html 

For more stories, see items 1, 5, 7, 42, and 63  
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[Return to top]  

Postal and Shipping Sector 

26. August 10, Dallas Morning News – (Texas) Latest letter containing white powder 
found at Crowley courthouse in downtown Dallas. A letter containing white powder 
was found August 10 at the Frank Crowley Courts Building in downtown Dallas, 
authorities said. A woman in a district clerk’s office opened the letter and called 911 
about 2 p.m. Three people were evacuated, and no injuries were reported. A hazardous 
materials crew quickly determined that the substance was not toxic, and the workers 
were allowed to return to the office. This is the latest in a series of more than a dozen 
letters containing powder that have been sent to local businesses and religious 
institutions. Investigators have yet to determine whether the letters originated from one 
person or multiple sources. 
Source: 
http://www.dallasnews.com/sharedcontent/dws/news/localnews/stories/081110dnmetpo
wder.3ec4878c.html 

27. August 10, KXLY 4 Spokane – (Washington) Possible bomb found in mailbox. The 
Spokane Valley Police Department is investigating at least two sparkler bomb 
discoveries in the last week, and now a third victim has come forward. For the last 30 
years, the resident has lived with her husband in a rural community in the Spokane 
Valley. Year after year, she has walked down her driveway to check the mail without 
much excitement, until July 2. “I started to reach for the mail and then I spotted it and 
of course backed up and thought hmm, this doesn’t look good,” the resident explains. 
The device looked like a bomb and was covered by letters. The resident backed away, 
immediately went to tell her husband and then called 911. “It was probably about 10 
inches long, maybe two inches in diameter, wrapped in black tape,” said the resident. 
According to the Valley homeowner, the Spokane County Sheriff’s Office Bomb 
Squad removed the explosive device. Then this week, more reports of sparkler bombs 
being discovered in the area alarmed the resident. Investigators would not say if the 
sparkler bomb found August 9 near Lynden Road and Trent Avenue is connected to the 
one left outside the Rock Bar and Lounge in the Spokane Valley last week, but they did 
say the devices can be deadly. Both cases are under investigation. 
Source: http://www.kxly.com/news/24574178/detail.html 

[Return to top]  

Agriculture and Food Sector 

28. August 11, Belfast Republican Journal – (Maine) Ammonia leak at cold storage 
building quickly repaired. An ammonia leak August 10 at the Penobscot McCrum 
cold storage facility in downtown Belfast, Maine was quickly resolved, according to 
the fire chief. The leak, which briefly produced a strong odor in the vicinity of the 
Cross Street building, occurred around 4:30 p.m. A maintenance worker on site was 
able to shut off a valve in the ammonia line, stemming the gas leak. Ammonia gas is 
widely used as a refrigerant in industrial cold storage facilities. The naturally occurring 
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compound is poisonous and explosive at high concentration levels. The fire chief said 
he received several complaints about the odor, which lingered on Lower Main Street 
for a short time after the incident, but said he was unaware of any serious issues related 
to the leak. 
Source: http://waldo.villagesoup.com/news/story/ammonia-leak-at-cold-storage-
building-quickly-repaired/344465 

29. August 11, Associated Press – (National) USDA plans to require ID for interstate 
livestock. Federal officials looking to head off livestock disease outbreaks are drafting 
regulations that would require farmers to identify animals that move across state lines. 
The aim is to reduce illness and deaths by making it easier for officials to trace 
brucellosis, tuberculosis and other diseases to a particular group of animals, location 
and time. The regulations are being drafted six months after the U.S. Department of 
Agriculture dropped an unpopular voluntary program meant to trace livestock 
movement, and they are expected to be implemented in 2013. “A voluntary system has 
not worked so far, and that’s why the USDA has gone back to the drawing board and 
created a system that relies much more strongly on compulsory or mandatory 
identification instead of voluntary,” said the Montana state veterinarian and a member 
of the USDA working group drafting the new rule. Last year, more than 19 million of 
the nation’s 30 million beef cows and 9 million dairy cows crossed state lines. 
Source: http://www.usatoday.com/news/washington/2010-08-08-livestock-usda-
regulations_N.htm?csp=34news 

30. August 10, San Diego North County Times – (California) Moth prompts countywide 
quarantine. North County, California, growers will face limited restrictions under a 
countywide agricultural quarantine proposed to stop the spread of potentially 
destructive light brown apple moths ---- six of which were captured July 30 near 
Balboa Park in San Diego, officials said August 10. Restrictions placed on North 
County growers were expected to be less costly and time-consuming than those 
imposed under the Mediterranean fruit fly quarantines in Fallbrook and Escondido, 
officials said. Officials said most growers would need only to register their farms with 
authorities, and submit to placement and inspection of traps on their properties. 
Growers of nursery crops such as cut flowers would also have to submit to a one-time 
inspection of their properties, the county agriculture commissioner said. Plant nurseries, 
which represent about $1 billion of San Diego County’s $1.5 billion agricultural 
industry, are most at risk. 
Source: http://www.nctimes.com/news/local/sdcounty/article_df4c7dfc-4ea6-5120-
ac11-d91ee774c924.html 

31. August 10, WSFA 12 Montgomery – (Alabama; Mississippi) Some Ala. waters reopen 
after Gulf oil spill. Alabama state waters west of the Dauphin Island Bridge and north 
of Dauphin Island that were closed as a precautionary measure due to the Deepwater 
Horizon disaster were reopened for recreational and commercial fishing August 9. All 
areas in Mississippi Sound not permanently closed also reopened for shrimping at that 
time. The U.S. Food and Drug Administration (FDA) has concluded that the conditions 
for reopening specified in the agreed upon reopening protocol have been met for finfish 
and shrimp in the area designated in the July 26, 2010, Alabama Marine Resources 
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Division proposal (Mississippi Sound). According to the FDA, such seafood should 
pose no food safety risk associated with contamination from the Deepwater Horizon 
explosion, fire and oil spill. Sensory evaluation of the 22 finfish and shrimp samples for 
odors indicative of contamination was conducted on August 2-3, 2010. No samples 
demonstrated odors indicative of oil or dispersant contamination. The waters will 
remain closed to the harvest of oysters and crabs. 
Source: http://www.wsfa.com/Global/story.asp?S=12958393 

32. August 10, New Orleans Times-Picayune – (Florida; Louisiana) Gulf of Mexico 
fishing gets OK in more than 5,000 square miles of federal waters. The National 
Oceanic and Atmospheric Administration (NOAA) has reopened commercial and 
recreational finfishing in a 5,144-square-mile section of federal waters off the coast of 
the Florida Panhandle, after testing done in coordination with the FDA showed no 
traces of oil or dispersants in fish samples that would be of concern to public health. 
Although there is not a major shrimp fishery in that section of the Gulf of Mexico, the 
waters will remain closed to shrimping until NOAA is able to get more shrimp samples 
to put through the chemical and smell testing processes, the southeast regional 
administrator for NOAA’s Fisheries Service said. Federal waters off the coast of 
western Louisiana are likely to be the next area considered for reopening. More than 
52,000 miles, or 22 percent of the federal waters in the Gulf, remain closed due to the 
BP oil leak some 45 miles off the mouth of the Mississippi River.  
Source: http://www.nola.com/news/gulf-oil-
spill/index.ssf/2010/08/authorities_reopen_more_than_5.html 

33. August 10, Atlanta Journal-Constitution – (Georgia) Soldiers accused of throwing 
explosives at crowd could face military charges, too. Three north Georgia soldiers 
accused of throwing military explosives at a crowd gathered in a Dawsonville grocery 
store parking lot face numerous criminal charges, including domestic terrorism, 
possession of an explosive device, 16 counts of aggravated assault, and two counts of 
first degree cruelty to children. They were based at Camp Frank D. Merrill near 
Dahlonega. Army investigators are standing by to help the Dawson County Sheriff 
investigate the case against the soldiers, said an Army spokesman from Fort Benning. 
The enlisted men allegedly tossed two weapon simulators at the crowd. They contain 
no shrapnel, yet they are incendiary and they pack an explosive punch that could cause 
injury, according to military experts. A Dawson County Sheriff’s lieutenant told the 
AJC that 911 operators received a call August 8 around 1:30 a.m. about two pipe 
bombs tossed from a Cadillac with three occupants at a Dawsonville parking lot. The 
Cadillac fled up Georgia 400, and deputies who heard the explosions caught up to 
them. The deputies found a dozen undetonated devices that had been thrown from the 
car. Police have not released a motive in the case, but the executive officer at Camp 
Merrill said, “Alcohol was involved.” 
Source: http://www.ajc.com/news/soldiers-accused-of-throwing-589283.html 

[Return to top]  

Water Sector 
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34. August 11, Asheville Citizen-Times – (North Carolina) Hundreds in Black Mountain 
lose water after line break. About 350 customers of the city of Asheville, North 
Carolina water system in the Black Mountain area will be without water until August 
11 because of a waterline break, according to the city. The break occurred at about 
12:30 p.m. on August 10 at the city’s water treatment plant on the North Fork of the 
Swannanoa River, a city spokeswoman said. Service was expected to be restored at 
about 3 a.m. on August 11. Those affected apparently live along the North Fork 
downstream from the plant. Surrounding areas may also experience low water pressure 
during the interruption. Most Black Mountain residents get their water from the town of 
Black Mountain. Once the work is completed, the affected area may experience 
discolored water or air in the lines, according to the city. 
Source: http://www.citizen-times.com/article/20100811/NEWS/308110031 

35. August 11, U.S. Department of Justice – (Hawaii) Settlement reached with City and 
County of Honolulu to address wastewater collection and treatment systems. A 
comprehensive settlement has been reached with the City and County of Honolulu that 
will address Clean Water Act compliance at Honolulu’s wastewater collection and 
treatment systems, the Justice Department, U.S. Environmental Protection Agency 
(EPA), Hawaii Attorney General’s Office, Hawaii Department of Health, and three 
environmental groups announced on August 11. Work on the wastewater collection 
system will include rehabilitation and replacement of both gravity and force main 
sewer pipes, backup strategies to minimize the risks of force main spills, a cleaning and 
maintenance program, improvements to Honolulu’s program to control fats, oils and 
grease from entering into the wastewater system from food establishments, and repair 
to pump stations. 
Source: http://www.justice.gov/opa/pr/2010/August/10-enrd-917.html 

36. August 10, Des Moines Register – (Iowa) Rains overwhelm D.M. sewers, storm 
water basins. Downpours over the past two nights have overwhelmed Des Moines, 
Iowa, sewers and sent millions of gallons of untreated sewage into the Des Moines and 
Raccoon rivers. “The storm and sanitary systems are just inundated,” the Public Works 
director said. “There’s not space in the pipes for whatever liquid is trying to go in. If 
that weren’t bad enough, our above-ground retention and detention basins were filled 
from Monday’s rain before we even saw the rains last night and this morning. That 
compounds the situation.” There are about 20 storm water retention and detention 
basins around Des Moines. Flash flooding triggered by overnight and early morning 
storms sent water over numerous roadways, prompting this morning’s closure of about 
20 Des Moines streets. The city’s taxed sewer network has caused wastewater backups 
in basements throughout the city, with the heaviest concentrations on the south and east 
sides. Seven combined sewer overflow sites remain in Des Moines, down from 20 
about 10 years ago. Some of the city’s 1,200-mile sewer network dates to the late 19th 
century. The wastewater plant is processing about 220 million gallons of fully treated 
sewage per day. Another 15 million gallons of partially treated wastewater is being 
bypassed into the river. 
Source: http://blogs.desmoinesregister.com/dmr/index.php/2010/08/10/rains-
overwhelm-d-m-sewers-storm-water-basins/ 
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37. August 9, WTVR 6 Richmond – (Virginia) Algae blooms in Lake Chesdin could mean 
smelly tap water. So far no one has seen anything green and slimy in their drinking 
water but algae is becoming a big problem in Lake Chesdin which provides drinking 
water for a large part of the area’s population via the Appomattox River Water 
Authority and it has become more of a concern than the low water levels of recent. The 
Appomattox River Water Authority says they’re going to try and get rid of some of the 
algae over the next two days — but not all of it. “We have copper sulfate in a 
consistency of 57 stone gravel, it’s in a semi-porous bag and when water runs over the 
top of it the crystals and it emits a solution at the correct strength that we need it,” 
explained as spokesman. “There’s nothing wrong with it. It’s just when it gets above 
certain levels it can create an odor problem for drinking water,” he said. “So we 
normally go out and treat the lake with copper sulfate when we get to that point, which 
kills off the algae.” 
Source: http://www.wtvr.com/news/wtvr-appomattox-river-algae,0,7685171.story 

For more stories, see items 3, 5, and 8  
 
[Return to top]  

Public Health and Healthcare Sector 

38. August 11, HealthLeaders Media – (National) Hospital MRSA infection rates plunge 
28 percent. Invasive, hospital-onset methicillin-resistant Staphylococcus aureus 
infections decreased “dramatically and significantly” by 9.4% per year from 2005 to 
2008, a Journal of the American Medical Association report says. Additionally, there 
was a 5.7% decrease per year in the incidence of healthcare-associated or community-
onset MRSA infections.This is the first study of its kind to reflect MRSA findings 
among outpatients who may have acquired their infections in healthcare settings. This 
translates to a 28% decrease in hospital-onset invasive MRSA infections and about a 
17% decrease in invasive healthcare-associated or community-onset infections over the 
period studied. For the study, JAMA collected lab reports from nine diverse metro 
areas representing 15 million people. In all measures, the authors wrote, use of 
prevention strategies shows that the national priority to reduce these infections has been 
a success, although “more challenges remain. Increasing adherence to existing 
recommendations and addressing MRSA transmission and prevention beyond inpatient 
settings” require further effort. The report was published in Tuesday’s edition of JAMA 
by researchers from the Centers for Disease Control and Prevention, in collaboration 
with other investigators in nine states: Georgia, Connecticut, Colorado, California, 
Maryland, Minnesota, New York, Oregon, and Tennessee. 
Source: http://www.healthleadersmedia.com/content/QUA-254948/Hospital-MRSA-
Infection-Rates-Plunge-28 

39. August 11, Champaign News-Gazette – (International) Health official cautious over 
end of H1N1 pandemic. The Champaign County, Illinois area saw its last new H1N1 
flu cases this past spring, but a different flu strain with the typical respiratory symptoms 
is now circulating, said a Champaign-Urbana Public Health District Administrator. The 
administrator also cautioned that headlines declaring the H1N1 pandemic to be over 

- 
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can be misleading, because H1N1 is still circulating in other parts of the world. “H1N1 
is still out there. It’s still making people sick. There were quite a few deaths reported in 
India last week,” she said. World Health Organization Director-General declared the 
H1N1 pandemic to be over August 10, based on the findings of experts on the WHO 
Emergency Committee. The world has moved into the post-pandemic period, she said. 
Source: http://www.news-gazette.com/news/health/health-care/2010-08-11/health-
official-cautious-over-end-h1n1-pandemic.html 

40. August 11, Wall Sreet Journal – (National) Gains in bioscience cause terror 
fears. Rapid advances in bioscience are raising alarms among terrorism experts that 
amateur scientists will soon be able to gin up deadly pathogens for nefarious uses. 
Fears of bioterror have been on the rise since the September 11, 2001, attacks, stoking 
tens of billions of dollars of government spending on defenses, and the White House 
and Congress continue to push for new measures.The new fear is that scientific 
advances that enable amateur scientists to carry out once-exotic experiments, such as 
DNA cloning, could be put to criminal use. Many well-known figures are sounding the 
alarm over the revolution in biological science, which amounts to a proliferation of 
know-how—if not the actual pathogens. “Certain areas of biotechnology are getting 
more accessible to people with malign intent,” said an expert on biological and 
chemical weapons at the James Martin Center for Nonproliferation Studies. A 
geneticist said last month at the first meeting of a presidential commission on bioethics, 
“If students can order any [genetic sequences] online, somebody could try to make the 
Ebola virus.” Scientists have the ability to manipulate genetic material more quickly 
and more cheaply all the time. Just as “Moore’s Law” describes the accelerating pace 
of advances in computer science, advances in biology are becoming more potent and 
accessible every year, experts note. However, many experts caution that, despite 
scientific advances, it is still exceedingly tough for terrorists to isolate or create, mass 
produce and deploy deadly bugs. Tens of thousands of Soviet scientists spent decades 
trying to weaponize pathogens, with mixed results. Though science has advanced 
greatly since the Cold War, many of the same challenges remain. 
Source: 
http://online.wsj.com/article/SB10001424052748703722804575369394068436132.htm
l 

41. August 11, Associated Press – (International) UK doctors: New superbug gene could 
spread widely. British scientists have found a new gene that allows any bacteria to 
become a superbug, and are warning that it is widespread in India and could soon 
appear worldwide. The gene, which can be swapped between different bacteria to make 
them resistant to most drugs, has so far been identified in 37 people who returned to the 
U.K. after undergoing surgery in India or Pakistan. The resistant gene has also been 
detected in Australia, Canada, the U.S., the Netherlands and Sweden. The researchers 
say since many Americans and Europeans travel to India and Pakistan for elective 
procedures like cosmetic surgery, it was likely the superbug gene would spread 
worldwide. It has been seen largely in E. coli bacteria, the most common cause of 
urinary tract infections, and on DNA structures that can be easily copied and passed 
onto other types of bacteria. The researchers said the superbug gene appeared to be 
already circulating widely in India, where the health system is much less likely to 
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identify its presence or have adequate antibiotics to treat patients. Still, the numbers of 
people who have been identified with the superbug gene remains very small. Experts 
said while people checking into British hospitals were unlikely to encounter the 
superbug gene, they should remain vigilant about standard hygiene measures like 
properly washing their hands.Researchers called for international surveillance of the 
bacteria, particularly in countries that actively promote medical tourism. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5gpFQ3Bz7hIFhSsHlYpROVw
TVwwoAD9HHAI6G0 

[Return to top]  

Government Facilities Sector 

42. August 11, Oklahoman – (Oklahoma) Fighter jet makes emergency landing at 
Oklahoma City airport. An Oklahoma Air National Guard fighter jet made a safe 
emergency landing in Oklahoma City on August 10 after encountering problems during 
a training mission near Fort Sill and dropping its external fuel tanks near Chickasha, 
officials said. The pilot of the F-16C Fighting Falcon radioed Will Rogers World 
Airport requesting an emergency landing about 3 p.m. and landed a few minutes later 
without incident, an airport spokeswoman said. The plane taxied off the runway safely. 
The single-engine, single-seat jet was on a routine training mission in southwest 
Oklahoma when the engine trouble began, the National Guard said in a news release. It 
was not carrying live weapons. 
Source: http://newsok.com/air-guard-jet-lands-safely-after-dropping-fuel-
tanks/article/3484197 

43. August 11, KOCO 5 Oklahoma City – (Oklahoma) Suspicious package found near 
capitol. Oklahoma City police called in their bomb squad after a driver noticed a 
suspicious package with wires in the road near the Capitol early Wednesday morning. 
The bomb squad blocked off the area near 21st Street and Lincoln Boulevard from 
midnight until 2 a.m. while they investigated. Using a robot, the bomb squad was able 
to determine that the suspicious device was a piece of a water heater. No one was hurt 
and the area around the Capitol is back open for the morning commute.  
Source: http://www.koco.com/r/24589974/detail.html 

44. August 11, CNN – (International) Indonesia terror suspects allegedly talked about 
targeting embassies. An Indonesian official said suspected members of a terror cell 
arrested in the past week were “chatting” about targeting foreign embassies, but it is not 
clear whether they planned to follow through. The head of a government anti-terror 
desk, said he could not confirm that the group was targeting the U.S., U.K. and 
Australian embassies. “They were just chatting about it, but it’s not confirmed,” the 
official said. He said the five suspected terrorists were talking about targeting the 
embassies during police interrogations. The official confirmed one of the main targets 
was the national police headquarters “because they conducted surveillance and took 
photos of the building,” he said. On Monday, an Islamic cleric was arrested for playing 
a key role in the establishment of a militant training camp in Indonesia’s Aceh region 
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authorities said. 
Source: 
http://www.cnn.com/2010/WORLD/asiapcf/08/11/indonesia.cleric.arrest/index.html 

45. August 10, Nextgov – (National) Agencies could be prone to new kind of 
sophisticated cyberattack. Federal computer networks are vulnerable to the same type 
of sophisticated cyberattack that recently cost a global bank more than $1 million in a 
month, according to a security company official. Hackers used a “man-in-the-browser” 
attack to steal a total of $1,077,000 from about 3,000 customers of a large financial 
institution between July and August, a report released by M86 Security on Tuesday 
indicated. In such attacks, the perpetrator installs on the victim’s computer Trojan horse 
software capable of modifying Web transactions in real time. The report did not name 
the bank because an investigation is currently under way, but said the victims were 
located primarily in the United Kingdom. While big payouts often are the motivation 
for man-in-the-browser attacks, hackers could use a similar strategy to steal classified 
or other sensitive information from federal agencies, said the vice president of 
technology strategy for M86 Security. “Any websites that [enable] large financial 
transactions or [the exchange] of sensitive information, of which government has quite 
of a few, are at risk of this type of cyberattack,” he said. He noted advanced security 
controls, including multifactor authentication, won’t protect systems from man-in-the-
browser attacks, because the software running on infected machines “looks over the 
shoulders” of users who have the appropriate credentials. 
Source: http://www.nextgov.com/nextgov/ng_20100810_7392.php 

46. August 9, McAllen Monitor – (Texas) College officials wary of ‘cyber insurance’ for 
private data. Officials at both of Hidalgo County’s public institutions of higher 
learning said they would rather rely on preventive measures than buy costly “cyber 
insurance” to protect against threats to their data security. Representatives from the 
University of Texas-Pan American and South Texas College said they were confident 
in the rigor of their information security systems. They see little value in cyber liability 
policies, which other higher education institutions across the nation have purchased to 
offset large expenses following a data breach. “Rather than spending money at the back 
end, use your resources to prevent (risk),” said the UTPA vice president of information 
technology. “There’s better use in working to fight intrusion than being scared of it.” 
UTPA’s network receives about 4 million attacks a year, the official said. But adding 
new layers to security would be better than buying what might be an unused insurance 
policy. Members of STC’s board of trustees also said they trusted their security 
network on July 26, when they voted to gather more information before making a 
decision on a $50,000 cyber liability policy. 
Source: http://www.themonitor.com/news/officials-41652-insurance-college.html 

47. August 8, Associated Press – (International) AP Interview: WikiLeaks to publish 
new documents. The online whistle-blower WikiLeaks said it will continue to publish 
more secret files from governments around the world despite U.S. demands to cancel 
plans to release classified military documents. “I can assure you that we will keep 
publishing documents — that’s what we do,” a WikiLeaks spokesman told the 
Associated Press in an interview Saturday. The spokesman said he could not comment 
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on any specific documents but asserted that the publication of classified documents 
about the Afghanistan war directly contributed to the public’s understanding of the 
conflict. “Knowledge about ongoing issues like the war in Afghanistan is the only way 
to help create something like safety,” the spokesman said. “Hopefully with this 
understanding, public scrutiny will then influence governments to develop better 
politics.” He rejected allegations that the group’s publication of leaked U.S. 
government documents was a threat to America’s national security or put lives at risk. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5hVT8lVVSYe_I2tdq5G9xUQX
CzAawD9HERLBO1 

For more stories, see items 26 and 63  
 
[Return to top]  

Emergency Services Sector 

48. August 11, Akron Beacon Journal – (Ohio) Ohio city to hire ffs, lay off police. Akron 
might be laying off police officers at the same time it’s hiring firefighters. The city 
plans to hire eight firefighters to replace some retirees — and to protect federal funds 
that just returned 37 laid-off rookies to the job. The city also announced Monday that as 
many as 139 officers and 60 other employees could be laid off, depending on the size 
of the budget shortfall as determined later this month. 
Source: http://www.firehouse.com/news/top-headlines/ohio-city-hire-ffs-lay-police 

49. August 9, Capital Times – (Wisconsin) Wis. city, county agencies at odds over 
emergency communication system. In the basement of the Dane County Sheriff’s 
Office, four pallets loaded with radios, still in their boxes, are taking up floor space. 
They were part of a larger stockpile, some of which were put in use. But when County 
Board members floated a plan last month to expand Madison’s emergency radio system 
countywide, sheriff’s officials stopped handing them out. “We have these kind of in a 
holding pattern right now,” said a chief deputy. The problem is that the radios the 
Sheriff’s Office bought work on VHF frequencies. They won’t work with the city’s 800 
megahertz system. And scrapping the already-purchased radios will cost the county a 
bundle. While Motorola, the company that sold the radios to the Sheriff’s Office, has 
agreed to buy back the unused radios, the county would have to shoulder the cost of the 
radios that were already put in use and buy more-expensive 800 megahertz radios to 
replace them. In addition, the county would have to pay back a $268,000 federal grant, 
administered by the state, that applies to the purchase of VHF radios. Because the state 
is encouraging VHF systems, the grants are not available for 800 megahertz radios. 
“We’re talking somewhere in the range of ... $2 million” in Sheriff’s Office costs if the 
county adopts the 800 megahertz plan, said the chief deputy, who also chairs the county 
911 Communications Center Board. 
Source: http://www.firerescue1.com/fire-products/communications/articles/864735-
Wis-city-county-agencies-at-odds-over-emergency-communication-system/ 
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50. August 9, WFRV 5 Green Bay – (Wisconsin) St. Anna Fire Department looks to keep 
employees safe. The St. Anna Fire Department is ready to talk about the federal 
recommendations that were just handed down to help keep their firefighters safer. 
Changes are recommended for both fire departments and manufacturers after a man 
was killed last year, when a burning dumpster exploded. Just as St. Anna fire fighters 
are finishing a memorial to the firefighter, the National Institute for Occupational 
Safety and Health has issued its findings in last December’s fatal explosion outside 
Bremer Manufacturing. It partly blames lack of pre-planning and hazardous material 
awareness training among fire fighters. That came as no surprise to St. Anna’s 
Assistant Chief. The Niosh report made seven recommendations to help St. Anna’s and 
other departments reduce risks to firefighters. Those include pre-planning and updating 
responses for high risk sites like foundries. Niosh also recommends departments get 
specialized training for high risk sites and ensure proper size-up and risk assessment 
when called to the scene. And the assistant chief says he agrees. 
Source: http://www.wfrv.com/news/local/St-Anna-Fire-Department-works-to-keep-
employees-safe-100307034.html 

[Return to top]  

Information Technology Sector 

51. August 11, SC Magazine – (International) Vulnerabilities in the Palm Pre and 
Android smartphones detailed that can see credentials stolen and conversations 
intercepted. Major vulnerabilities in the Palm Pre and Android smartphones have been 
detected that could allow data to be stolen. Research by MWR Labs has revealed a 
major flaw in the Palm Pre that would allow conversations to be intercepted, while a 
flaw in the Android operating system from 2.0 onwards exists in the browser and 
allows login credentials and cookies to be harvested. A spokesperson demonstrated that 
sending a Vcard to the Palm Pre allows an attacker to compromise the phone and 
intercept all audio close to the phone. They said that this is a completely focused attack 
that targets a specific user. The director at MWR Labs told SC Magazine that this 
represents industrial espionage and if this was done over a carrier network it would be 
breaking the law. The Android flaw involved the use of a login page that can be 
intercepted over a publicly shared wireless network. The spokesperson said that as the 
phone is configured to save passwords, any user who connects to a rogue WiFi point 
can have their credentials stolen. 
Source: http://www.scmagazineuk.com/vulnerabilities-in-the-palm-pre-and-android-
smartphones-detailed-that-can-see-credentials-stolen-and-conversations-
intercepted/article/176735/ 

52. August 11, Global Voices Advocacy – (International) China: ISP level Gmail 
phishing. Recently, there are many reports from Chinese internet users saying that 
when they try to access their gmail accounts, they are redirected to a url: 
hxxp://124.117.227.201/web/gmail/ and asked to re-enter their password. On August 
11, NTDTV.com disclosed that the url is a phishing page for stealing users’ password. 
It is believed that local ISPs are involved in the phishing activities. The phishing 
website looks exactly the same with Gmail but the server is from Urumqi. Moreover, 
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some China Unicom users said that even when they have logged in their Gmail 
account, the ISP would ask them to “re-enter” their password. The source codes show 
that it is a phishing activity. The NTDTV.com report suggested that users check the 
login history of their Gmail account and change their password. In addition, they 
should check their filter setting and see if some of their emails be redirected to other 
email account. The report also said that the ISPs level phishing is to create insecure 
feelings among gmail users and in order to get them to stop using Google’s service. 
Source: http://advocacy.globalvoicesonline.org/2010/08/11/china-isp-level-gmail-
phishing/ 

53. August 10, V3.co.uk – (International) Browser hijackers raking in millions. Criminal 
networks are making gangs millions of pounds a year through browser hijacker Trojans 
which redirect users to sponsored advertising, according to research from security 
vendor Trend Micro. In a blog post, the vendor explained that a criminal gang could 
generate several million pounds a year in profits with a network of around 150,000 bots 
just by hijacking search results. These botnets need constant feeding, as computers may 
get removed from it. In order to make up for these losses, Trend said that herders are 
“constantly infecting” new systems - tens of thousands of machines every day, in fact. 
In the case of one botnet, more than two million computers have been infected this 
year, and this is likely to double by the winter. The botnet criminal is a patient one, 
according to Trend, which said that, rather than make a quick buck, they prefer to wait 
until the botnet is fully formed and is able to harvest the most cash from victims. 
Typically, bot networks are made up of more than 100 servers spread across the world. 
Their bosses are cash rich and able to quickly scale up and take advantage of any 
criminal activities that come their way. Because of this, Trend said, the “collateral 
damage that their activities cause is huge”. 
Source: http://www.v3.co.uk/v3/news/2267936/trend-micro-warns-browser 

54. August 10, IDG News Service – (International) Security researcher warns on UAE 
BlackBerry replacements. An offer of free smartphones may be a ruse for users in the 
United Arab Emirates to receive a handset loaded with spyware, a security researcher 
has warned, saying people who trade in their BlackBerry for a new smartphone should 
do a spyware check. The main mobile operator in the U.A.E. the week of August 2 
offered some BlackBerry users a free replacement smartphone due to a government 
order to suspend BlackBerry data services. Etisalat was told by government regulators 
to suspend BlackBerry e-mail, Web browsing, instant messaging and social networking 
from October 11 until the services meet regulations. Although a deal with BlackBerry 
maker Research in Motion could forestall such an action, the mobile operator offered 
free replacement smartphones for BlackBerry devices. “Given the U.A.E.’s past 
actions, I would advise all recipients of the free phones to do a full wipe on them prior 
to using them,” said the director of security at Hermis Consultancy in Jakarta, 
Indonesia. He suggested that anyone receiving a new smartphone as part of Etisalat’s 
offer should try out spyware detection and clearing software from SMobile Systems, 
which makes security software for most major systems, including Android, BlackBerry, 
iPhone, Microsoft and Symbian. 
Source: 

http://advocacy.globalvoicesonline.org/2010/08/11/china-isp-level-gmail-phishing/
http://advocacy.globalvoicesonline.org/2010/08/11/china-isp-level-gmail-phishing/
http://www.v3.co.uk/v3/news/2267936/trend-micro-warns-browser


 - 22 - 

http://www.computerworld.com/s/article/9180481/Security_researcher_warns_on_UA
E_BlackBerry_replacements?taxonomyId=17 

55. August 9, BBC – (International) Smartphone security put on test. BBC News has 
shown how straightforward it is to create a malicious application for a smartphone. 
Over a few weeks, the BBC put together a crude game for a smartphone that also spied 
on the owner of the handset. The application was built using standard parts from the 
software toolkits that developers use to create programs for handsets. This makes 
malicious applications hard to spot, say experts, because useful programs will use the 
same functions. While the vast majority of malicious programs are designed to attack 
Windows PCs, there is evidence that some hi-tech criminals are starting to turn their 
attention to smartphones. Booby-trapped applications for smartphones have been found 
online and in recent weeks Apple and Google have removed applications from their 
online stores over fears that they were malicious. The co-founder and technology head 
at security firm Veracode, which helped the BBC with its project, said smartphones 
were now at the point the PC was in 1999. At that time malicious programs were a 
nuisance. A decade on and they are big business, he said, with gangs of criminals 
churning out malware that tries to steal saleable information.  
Source: http://www.bbc.co.uk/news/technology-10912376 
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Communications Sector 

56. August 11, IDG News Service – (International) Indian government to meet operators 
over the BlackBerry. Indian government officials plan to meet August 12 with mobile 
operators to discuss access to BlackBerry data, according to informed sources. A Home 
Ministry spokesman confirmed that the home secretary would be meeting with 
operators, but said he did not know whether a shutdown of Research in Motion’s (RIM) 
ban BlackBerry service is being considered. Analysts say the meeting will be an 
opportunity for the Indian government to press service providers that they must give 
security agencies the right to intercept communications, including BlackBerry services, 
under certain circumstances according to licensing rules. RIM’s India spokesman said 
he was not aware of the meeting or whether his company’s executives had been invited 
to attend. India and RIM have had previous problems about the BlackBerry before. In 
2008, India demanded the right to intercept BlackBerry communications. Indian 
security agencies wanted to monitor BlackBerry communications, as they believed 
terrorists are increasingly using mobile and online technologies to plan their attacks. 
RIM’s BlackBerry service has come under scrutiny from a number of countries, 
including Saudi Arabia, which threatened to discontinue the service the week of August 
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2. The kingdom said August 10 that it was allowing the BlackBerry Messenger service 
to continue after RIM agreed to provide access to servers located in the country, a 
source said. The United Arab Emirates has also threatened to discontinue the 
BlackBerry service in the country from October 11, citing security reasons.  
Source: 
http://www.computerworld.com/s/article/9180563/Indian_government_to_meet_operat
ors_over_the_BlackBerry 

57. August 11, IDG News Service – (International) Demand Media a home to badware, 
researchers say. As Demand Media gears up for its initial public offering, anti-spam 
advocates and online crime fighters say that the company needs to clean up its act. In a 
report, released August 10, HostExploit, a volunteer badware-tracking group, found 
that Demand Media’s Internet service provider (ISP) business is hosting an abnormally 
large number of malicious Web pages, and far too many of the command-and-control 
servers that are used to send directions to hacked computers. In fact, HostExploit 
currently ranks Demand Media as the worst ISP in the world, a ranking that’s based on 
how the ISP is used to distribute spam and malicious software. Demand Media is best 
known as the operator of low-cost Web sites such as eHow, LiveStrong.com, and 
Cracked. But it also runs the world’s second-largest domain name registration business, 
and sells Web hosting services too, through brands such as eNom. Like all service 
providers Demand Media has to deal with scammers abusing its network. The criminals 
register domains or rent servers to host their scam Web sites — often doing this 
through other companies that resell Demand Media’s services. The criminals will hack 
legitimate customers and use their servers, too. For ISPs, staying on top of this fraud is 
just part the business, but some companies pull this off this better than others. Over the 
past year, Demand Media has had a hard time keeping up with the criminals, 
cybercrime watchers said. 
Source: 
http://www.computerworld.com/s/article/9180560/Demand_Media_a_home_to_badwa
re_researchers_say 

58. August 10, WMBB 13 Panama City – (Florida) Phones, Web site down at Bay 
District Schools. Phones at most Bay District Schools in Florida were out August 10, 
according to a spokesperson. The district’s Web site was also down. The problem is on 
the provider end of the system that runs the phone and Internet system in the schools. In 
addition, the district is still researching how widespread the outages are. Anyone trying 
to reach an individual school or the district office is encouraged to continue trying and 
the district apologizes for the inconvenience. Schools wil open as scheduled August 11.  
Source: 
http://www.panhandleparade.com/index.php/mbb/article/phones_website_down_at_bay
_district_schools/mbb7725226/ 

59. August 10, Computerworld – (National) FTC reminder: Skip cell phone numbers on 
‘Do Not Call’ list. Viral e-mails urging cell-phone users to hurry up and register with a 
government “Do Not Call” list to avoid advertising spam are still circulating five years 
after federal officials first told consumers they could basically ignore the message. The 
Federal Trade Commission in July once again issued a consumer alert noting that 
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people do not need to register a cell phone or wireless phone number on the National 
Do Not Call Registry despite viral e-mail messages suggesting otherwise. The alert 
notes that people may place their cell phone numbers on the registry, but it also notes 
that federal regulations already prohibit most telemarketing targeted to cell phones. 
Similar information is listed at the top of the FTC’s Do Not Call information page. 
Some telemarketing to cell phones has been conducted in violation of federal 
regulations, and the FTC Web site includes notices of actions the agency has taken over 
the years against violators, who rely on automated dialers to reach cell phones. Despite 
what the viral e-mails say, the government is not releasing cell phone numbers to 
telemarketers, according to the latest FTC alert, and there is no deadline for registering 
a cell phone number on the Do Not Call Registry. The alert notes that Federal 
Communications Commission regulations prohibit telemarketers from using automated 
dialers to call cell phones. 
Source: 
http://www.computerworld.com/s/article/9180503/FTC_reminder_Skip_cell_phone_nu
mbers_on_Do_Not_Call_list 

60. August 10, Washington Post – (National) 4chan users seize Internet’s power for 
mass disruptions. Corporations spend millions of dollars trying to understand and 
control traffic on the Internet, and more often than not they don’t succeed. 4chan has 
mastered the feat for free. Created seven years ago by a 15-year-old, 4chan is a vast 
web of anonymous, uncensored message boards. No one is in charge, but the site’s 
users have managed to pull off some of the highest-profile collective actions in the 
history of the Internet. The June 17 takeover of Google Trends, the powerful tool that 
companies use to track what’s hot on the Internet, was not the first time 4chan 
succeeded in outwitting Google. The site’s users have also managed to get a swastika, 
symbols depicting planes crashing into the World Trade Center and the words 
“[expletive] you google” on the trends list. Trying to game Google to make a search 
popular is not illegal, but some of the other pranks have brought inquiries by the 
Securities and Exchange Commission, the Department of Homeland Security and the 
FBI. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/08/09/AR2010080906102.html 

61. August 10, Computer Weekly – (International) DNSSEC not a panacea for 
cybercrime, but a step in the right direction. The global roll-out in mid-July of 
technology aimed at making the internet safer was billed as a decisive blow against 
cyber criminals, but has it made a difference? Not really, according to security firms 
monitoring malware and infections of legitimate websites. The problem is that the 
security extensions for the domain name service (DNSSEC) now enabled across the 
world’s 13 root-name servers, tackle a small subset of threats. DNSSEC protects very 
well against forged DNS data using public cryptographic keys and will block man-in-
the-middle attacks by verifying that internet users are connected to a legitimate site and 
not a fake set up to steal personal information. Although this solves a serious problem, 
the vast majority of malware attacks are via legitimate websites that have been 
compromised, against which DNSSEC is powerless, says the senior technologist at 
security firm Sophos. “Legitimate web pages are still being compromised at the rate of 
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one every two seconds, and over 80 [percent] of those tend to be legitimate web pages,” 
he says. Most malware infections continue because the problem is more at the 
application and content level, rather than the fundamental infrastructure of the internet. 
Source: http://www.computerweekly.com/Articles/2010/08/10/242324/DNSSEC-not-a-
panacea-for-cybercrime-but-a-step-in-the-right.htm 
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Commercial Facilities Sector 

62. August 11, WLUK 11 Green Bay – (Wisconsin) Area by WIR in Kaukauna area 
closed due to flooding. The Wisconsin International Raceway (WIR) is being 
evacuated in the Kaukauna area because of flooding. The Kickapoo Creek is still rising 
and the Outagamie County Regional Hazmat team has been called to the area because 
the dragstrip at WIR is flooded. It is a problem due to the fireworks on that strip. All 
week long, there is a Pyrotechnics Guild International (PGI) fireworks show and 
officials are worried about the wet and unstable fireworks. A PGI member says some 
chemicals can react with water. Show organizers say the fireworks show scheduled for 
the evening of August 11 has been rescheduled for August 12.  
Source: http://www.fox11online.com/dpp/news/local/area-closed-in-kaukauna-area 

63. August 11, Des Moines Register – (Iowa) ISU basketball court underwater; I-35 
shut down. The Hilton Coliseum in Ames, Iowa was surrounded by floodwaters the 
morning of August 11, according to a Des Moines Register photographer, who 
described it as “an island.” The coliseum is home to the Iowa State Cyclones’ 
basketball teams. Iowa State football players were sandbagging around the Jacobson 
Athletic Building for precautionary reasons. Parking lots between the Jacobson 
Building and Hilton Coliseum were flooded. Interstate Highway 35 located just south 
of Ames and near the U.S. 30 interchange has been closed due to flooding. The Iowa 
DOT was also making preparations to close I-80 between Mitchellville and Colfax 
August 12, if river levels rise as forecast. The city has had an emergency operations 
center open since August 10 to help coordinate the flood response. There were also 
reports of flood problems in Story City, where the golf course, Little League diamonds, 
and football field are underwater. Flooding in and around Ames is so bad that an Iowa 
State University spokesman said he could not get to his office the morning of August 
11. 
Source: http://www.desmoinesregister.com/article/20100811/NEWS/100811005/-
1/BUS/In-Ames-ISU-basketball-court-underwater-I-35-shut-down 

64. August 10, Nashua Telegraph – (New Hampshire) Park evacuated due to homemade 
pipe bomb. Emergency responders evacuated Watson Park on Tuesday afternoon after 
an off-duty police officer found what appeared to be a homemade pipe bomb near the 
junction of the Merrimack and Souhegan rivers. Merrimack and Nashua police officers 
responded to the park, across from the town’s central fire station on the Daniel Webster 
Highway, about 1:15 p.m. after an off-duty Nashua officer noticed the bomb in the 
water near the river bank, according to a Merrimack police Sargent. The bomb, made of 
a cast iron material, had been in the water for some time and posed little risk to the 
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public. Officers asked park visitors to vacate the area while the Nashua Police Bomb 
Squad secured the explosive. They reopened the park without incident after about two 
hours, according to a Nashua Police sergeant who is a bomb squad supervisor. 
Source: http://www.nashuatelegraph.com/news/820094-196/merrimack-park-
evacuated-due-to-homemade-pipe.html 
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National Monuments and Icons Sector 

65. August 10, Associated Press – (California) Fire contained at 110 acres in Riverside 
County. Firefighters in Banning, California, contained a wildfire late August 10 that 
scorched 110 acres in the dry hills north of the city. The blaze was reported in the 
afternoon in a canyon northeast of Banning and was spreading quickly, the California 
Department of Forestry and Fire Protection captain said. More than 200 firefighters 
aided by three helicopters, five air tankers stopped its spread in about three hours. The 
cause of the fire was under investigation. Banning is a city of more than 32,000 people 
on Interstate 10 about 80 miles east of Los Angeles between the San Bernardino and 
San Jacinto mountain ranges. 
Source: http://www.mercurynews.com/news/ci_15734958?nclick_check=1 

66. August 9, Reuters – (New York) Statue Of Liberty to close for security 
upgrades. The Statue of Liberty will be closed for security upgrades starting about a 
year from now, depriving tourists a chance to visit the crown, base and pedestal for up 
to 12 months. Visitors to one of New York’s most popular attractions will still be able 
to visit the park surrounding the statue on Liberty Island, but the security upgrade will 
restrict access to the statue after October 12, 2011, when the statue celebrates its 125th 
anniversary. The $26 million dollar project will add fire-proof staircases, elevators and 
exits, said the superintendent of the Statue of Liberty National Monument. The only 
exit from the top of the 22-story observation deck is one narrow staircase. More than 5 
million people visit the landmark every year, with 20,000 tourists a day flocking to the 
site during the summer. 
Source: http://kgmi.com/Statue-Of-Liberty-To-Close-For-Security-Upgrades/7873681 
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Dams Sector 

67. August 11, Bloomberg – (International) Hyderabad shores up dam defenses as 
Pakistan floods surge south. Pakistani engineers shored up river defenses in 
Hyderabad, the country’s sixth-largest city, as flood waters poured south, leaving 
behind a trail of unprecedented destruction. “Our protective arrangements are all in 
place,” said the executive engineer at the Kotri Barrage, a dam spanning the Indus 
River 8 kilometers (5 miles) northwest of the industrial city of 1.6 million people in 
Sindh province. “We have strengthened our embankments and protective walls.” City 
officials began evacuating residents from low-lying areas yesterday. The Kotri Barrage 
is the last dam along the Indus as it makes its way to the sea. Officials say the flood’s 
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http://www.nashuatelegraph.com/news/820094-196/merrimack-park-evacuated-due-to-homemade-pipe.html
http://www.mercurynews.com/news/ci_15734958?nclick_check=1
http://kgmi.com/Statue-Of-Liberty-To-Close-For-Security-Upgrades/7873681


 - 27 - 

worst damage may be done at Hyderabad, the biggest population center directly on the 
3,200- kilometer long Indus River. The city is home to textile mills and assembly plants 
for motorcycles and cars. “The barrage has the capacity to withstand a flow of 875,000 
cubic feet per second, while the incoming tide is carrying a flow of 800,000,” he said 
from his office at the dam. The most dangerous period will be between August 13 and 
15, he said. More rains beginning on August 11 are expected in central Punjab province 
and in the northwest, the worst-hit region and from where a wave of water has 
descended on Pakistan’s economic heartland, the chief meteorologist in Karachi said. 
Source: http://www.businessweek.com/news/2010-08-11/hyderabad-shores-up-dam-
defenses-as-pakistan-floods-surge-south.html 

68. August 10, Des Moines Register – (Iowa) Private dam in Johnston is on DNR’s 
hazard list for repairs. Repairs will be made in the coming weeks to an earthen dam 
that holds back an old farm pond that is now part of Waterford Townhomes. The 4.5-
acre pond, west of John Deere Credit on Northwest 62nd Avenue, is on a list of dams 
deemed hazards by the Iowa Department of Natural Resources (DNR). The dam was 
classified with a low-hazard status after a routine inspection in 2009. The finding 
means that a failure of the dam, which is fed by an unnamed tributary of Beaver Creek, 
likely would not result in loss of human life nor cause significant economic or 
environmental losses. A Des Moines Register investigation following the failure of the 
Lake Delhi dam last month found that 31 Iowa dams had been classified by the DNR as 
low, moderate or high hazards because of deficiencies or structural problems. State 
DNR officials are working with owners of all the dams on the list to correct the 
problems. The Waterford dam, located on private property, is Johnston’s only site to 
make the list. The owner of Waterford Townhomes said there is “just a little remedial 
work to do” on the dam, which was built in 1966. Work includes: Reintroducing an 
emergency spillway after the old one was filled in over the years as part of the area’s 
urban development; Improving the dam’s hydraulic capacity so it can withstand peak 
rains that now introduce more water into the pond than was the case more than 40 years 
ago; Removing trees and brush from the dam itself. He declined to say how much the 
repairs would cost. 
Source: 
http://www.desmoinesregister.com/article/20100810/NEWS/8100318/1001/NEWS/Pri
vate-dam-in-Johnston-is-on-DNR-s-hazard-list-for-repairs 

69. August 10, Des Moines Register – (Iowa) Army Corps holding water back at 
Saylorville Lake to prevent Des Moines damage. The U.S. Army Corps of Engineers 
is holding back much of the flood water from the Des Moines River at Saylorville Lake 
north of the capital city to allow a swollen and rising Raccoon River to pass through. 
“The Raccoon will continue to rise, so we will store water at Saylorville to prevent 
damage in Des Moines,” a flood engineer with the Corps of Engineers, said on August 
10. Flood gates at Saylorville were allowing 12,000 cubic feet of water per second 
through the dam. That has been cut to 9,000 cfs. He said it likely will be at least August 
15 before the gates at the dam can be opened to allow more flood water out. In the 
meantime, officials could close the gates further, to some 3,000 cubic feet per second, 
as the Raccoon River races into the Des Moines River near downtown Des Moines. 
Before this week’s rains caused water levels on the Raccoon River to jump, city leaders 
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had urged the Corps to release as much water as possible from Saylorville to boost its 
flood storage. 
Source: 
http://www.desmoinesregister.com/article/20100810/NEWS/100810027/Corps-
holding-water-at-Saylorville-to-prevent-D.M.-damage 
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