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Top Stories
• DHS is quietly creating specialized teams of experts to test industrial control systems at 

U.S power plants for cybersecurity weaknesses, according to Computerworld. (See item 4) 
• The Associated Press reports that a 26-year-old Chicago man who allegedly planned to 

travel to Somalia and engage in jihadist fighting with a terrorist group and told people he 
wanted to blow up American soldiers, was arrested August 3 just hours before he was 
scheduled to leave Chicago. (See item 52) 
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Energy Sector

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. August 5, Associated Press – (Texas) BP sued for 10 billion for refinery 
explosion. Texas environmental regulators are accusing BP of showing a pattern of 
“poor operation and maintenance practices” at its Texas City refinery, the same plant 
where a 2005 explosion killed 15 workers. The Texas Commission on Environmental 
Quality made the accusation after investigating an incident at the refinery that led to a 
nearly 40-day release of toxic and cancer-causing chemicals. The commission’s
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findings were passed along to the state attorney general July 23. The release began 
April 6, days before a BP-operated rig blew up in the Gulf of Mexico. BP did not 
immediately comment August 4. A lawsuit filed August 3 seeks $10 billion in damages 
for the same incident. The lawsuit was filed on behalf of workers and nearby residents. 
Source: http://www.wjhg.com/regional/headlines/99964114.html 

2. August 5, Associated Press – (Connecticut) OSHA to fine $16 million for Kleen 
Energy Plant violations. O&G Industries of Torrington stood to gain a $19 million 
incentive if it finished construction early on the Kleen Energy Systems plant in 
Middletown, Connecticut, federal officials said as they issued $16 million in fines to 
O&G and other firms for the February 7 explosion at the power plant that killed six 
workers and injured several dozen others. The U.S. Occupational Safety and Health 
Administration (OSHA) said the fines stem from 371 alleged safety and workplace 
violations at Kleen Energy. The largest proposed fine is $8.3 million against O&G 
Industries, the main contractor at the plant. The plant exploded when something ignited 
natural gas and air that had accumulated in tight quarters as workers cleaned pipes. The 
companies have 15 days to pay or contest the fines. 
Source: http://www.courant.com/community/middletown/power-plant-explosion/hc-
osha-kleen-energy-0806-20100805,0,2996579.story 

3. August 5, Associated Press – (West Virginia) Storms cause 1 death, thousands of 
outages. One person is dead and more than 40,000 customers remain without 
electricity in the wake of severe storms in West Virginia. A Metro 911 dispatcher said a 
tree fell on a car near Kanawha State Forest in Kanawha County around 8 p.m. August 
4. One person was killed. The storms downed numerous trees and knocked out 
electricity to more than 60,000 Allegheny Power and American Electric Power 
customers in northern and south-central West Virginia. The utilities’ Web sites show 
20,161 Allegheny Power customers and 23,368 AEP customers remained without 
electricity August 5. Most of the remaining outages are in the Northern Panhandle. 
Source: http://sundaygazettemail.com/News/201008050273 

4. August 4, Computerworld – (National) DHS quietly dispatching teams to test power 
plant cybersecurity. DHS is quietly creating specialized teams of experts to test 
industrial control systems at U.S power plants for cybersecurity weaknesses. An 
August 4 Associate Press report indicated DHS has so far created four teams to conduct 
such assessments, according to the director of control system security. The official told 
the news service that 10 teams are expected to be in the field next year as the program’s 
annual budget grows from $10 million to $15 million. A DHS spokeswoman confirmed 
the DHS plan. She said the special teams are part of an Industrial Control Systems 
Computer Emergency Response Team (ICS CERT) that DHS has been building over 
the past year in response to worldwide cybersecurity threats against industry control 
systems (ICS). The teams are being set up to help companies in critical infrastructure 
industries respond to and mitigate cyber incidents affecting ICS, she said. Each DHS 
team is said to be equipped with forensic tools, cables, converters and data-storage 
equipment to be used to probe for and fix security vulnerabilities in control systems. 
According to the report, the specialized DHS teams conducted 50 security assessments 
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at power plants in the past year. In addition, teams were dispatched 13 times to 
investigate cyber incidents — nine were found to be cyber intrusions and four were 
caused by operator error. 
Source: 
http://www.computerworld.com/s/article/9180152/DHS_quietly_dispatching_teams_to
_test_power_plant_cybersecurity?taxonomyId=82 

5. August 4, Port Huron Times Herald – (Michigan) Ship nearly crashes into 
seawall. On August 3. a 533-foot Norwegian fuel tanker crashed into a seawall on the 
St. Clair River in St. Clair, Michigan. U.S. Coast Guard officials said the ship sustained 
an engine-room fire about 11:30 a.m. and, while those on board were fighting the blaze, 
the ship’s master and pilot steered the vessel out of the main shipping lane to avoid any 
problems within the channel. Officials said the cause of the fire, and the length of time 
required to control it were not known. An investigation of the fire is continuing. No one 
was injured, they said. Witnesses said the ship was northbound when it hit a buoy at the 
south end of the Middle Ground, a shallow area in the middle of the river. It then 
swung around and headed for the seawall — dropping its anchor before making 
contact. The towering red freighter remained anchored for most of the day at the mouth 
of the Pine River. It remained there the night of August 3, and Coast Guard officials 
said it would remain anchored until the investigation is complete. Meanwhile, boats 
could maneuver around the anchor chain to enter and leave the Pine River, Coast Guard 
officials said. The Sindsel Knutsen is owned by Knutsen OAS Shipping in Haugesund, 
Norway. Coast Guard officials said the vessel was laden with fuel oil being transported 
to Montreal. 
Source: http://www.thetimesherald.com/article/20100804/NEWS01/8040310 

6. August 3, Bloomberg – (California) California gasoline rises after Chevron refinery 
unit failure. California spot gasoline strengthened to futures after refinery issues 
including a unit failure at Chevron Corp.’s plant in Richmond, California. The incident 
happened August 2, according to a filing with the National Response Center. Sulfur 
dioxide was released from a compressor. The ConocoPhillips Santa Maria refinery in 
Arroyo Grande was shut August 1 after a transformer went offline, according to a 
separate report. The premium for California-blend gasoline, or Carbob, in San 
Francisco widened 3 cents to 22 cents per gallon versus futures traded on the New York 
Mercantile Exchange at 2:05 p.m. in New York. Fuel for prompt delivery increased 
4.72 cents to $2.4057 a gallon. The Santa Maria plant can process 44,000 barrels per 
day, according to data compiled by Bloomberg. Santa Maria sends some partially 
refined products to Conoco’s Rodeo plant, located near San Francisco, to upgrade into 
finished products. The plants, linked by a 200-mile pipeline, can together process 
120,200 barrels of oil per day. 
Source: http://www.bloomberg.com/news/2010-08-03/california-gasoline-rises-after-
chevron-refinery-unit-failure.html 

For another story, see item 28  
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Chemical Industry Sector 

7. August 4, York Daily Record – (Pennsylvania) Homes evacuated after West 
Manheim explosion. A day after a chemical explosion caused evacuations and a road 
closure in West Manheim Township, Pennsylvania, the faint smell of chlorine still 
hung in the air. Fire and hazmat crews were called to the scene of an explosion in the 
300 block of Shorbs Hill Road about 9 p.m. August 3, after a homeowner reported 
hearing an explosion and seeing smoke coming from his Arc Water Treatment 
Company work van in the driveway, according to the Pleasant Hill Fire Co. chief. 
When crews arrived, the van had smoke coming out of its cargo area, and it soon 
erupted into flames. There was a “very strong odor of chlorine in the air,” he said, and 
when his company arrived he was notified by York County Hazmat that the van 
contained potentially hazardous chemicals. Because of the runoff of those chemicals, 
the hazmat team was dispatched to the scene. The van contained about 40 to 45 plastic 
containers of different chemicals used by the company in cleaning and maintaining 
boilers for heating systems. It is thought that somehow those chemicals combined in 
the back of the van — perhaps through a leaking container or a dirty rag — to cause a 
“spontaneous combustion” and explosion. The fire was extinguished quickly, but 
Shorbs Hill Road remained closed from Baltimore Pike to Impounding Dam Road, and 
crews were at the scene cleaning, testing water and assessing any environmental 
damage until 4:30 a.m. August 4. Residents of five surrounding houses were evacuated 
from their homes, and were allowed back in by about 1 a.m. 
Source: http://www.ydr.com/ci_15677753 

8. August 4, KYTX 19 Tyler – (Texas) Hazmat scene on I-35 cleared for 
traffic. Officials announced a clear roadway at the location where an 18-wheeler and 
“bobtail” delivery vehicle collided, spilling carbon dioxide and nitrogen into the road 
August 4. The vehicles overturned just south of Hillsboro, Texas, between exits 363 
and 364 on northbound I-35. Working all morning and most of the afternoon, safety 
personnel cleared the lanes for traffic around 2 p.m., however they are still working to 
remove one of the trailers from a ditch near Chatt Rd. and urge drivers to pass with 
caution. A semi driver was working on his truck on the shoulder of I-35 around 8:30 
a.m. when the other vehicle transporting hazardous materials crashed into the idle 
truck, pinning the driver underneath. The driver working on the truck is in the hospital 
and expected to recover from his injuries. The driver who crashed into the idle truck 
died on impact. 
Source: http://www.cbs19.tv/Global/story.asp?S=12923854 

9. August 3, Associated Press – (International) EU helicopter repels pirate attack in 
Gulf of Aden. The European Union Naval Force said pirates attacked a chemical 
tanker in the Gulf of Aden August 3, but that an EU helicopter sent to the scene 
stopped the attack. The EU force said the Norwegian chemical tanker MV Bow Saga 
sent a distress call that it was under attack by a pirate skiff with seven people on board. 
The pirates shot at the tanker’s bridge, damaging the windows. The Spanish frigate SPS 
Victoria sent a helicopter 10 minutes after the first distress call, and the pirates stopped 
the attack. A second EU team stopped the pirate skiff and boarded it, finding weapons. 
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The attack is the second in two days in the Gulf of Aden. On August 2, pirates hijacked 
a Panamanian-flagged cargo ship with 23 crew on board. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5gB7YMEDuCwwY9ncDOtPA
kEI4-H2wD9HBSVE00 

10. August 3, Bloomberg – (Texas) Chevron reports leak in process unit at Texas 
plant. Chevron Phillips Chemical Co. LLC’s alarms sounded August 3 at its Cedar 
Bayou chemical plant in Baytown, Texas, after a “small” leak was detected in a process 
unit, according to a message on a community hotline. The leak was under control and 
there was no impact to the community. Additional details were not provided. The 
company is a joint venture of Chevron Corp. and ConocoPhillips. Ethylene crackers 
process natural gas liquids or naphtha into basic petrochemicals used in plastics. The 
Cedar Bayou plant, the largest owned by the joint venture, has eight process units 
including two olefins units, according to the company Web site. 
Source: http://www.bloomberg.com/news/2010-08-03/chevron-reports-leak-in-process-
unit-at-texas-plant-update1-.html 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

11. August 5, Platts – (Maryland) US NRC places Constellation nuclear unit under 
increased oversight. Constellation Energy’s Calvert Cliff-2 nuclear unit in Lusby, 
Maryland will receive increased oversight, the Nuclear Regulatory Commission (NRC) 
said August 4, in issuing a “white finding,” the second-lowest of the four categories of 
safety significance under the agency’s color-coded system. The finding is for a 
February 18 incident in which Constellation failed to develop and implement scheduled 
preventative maintenance for safety-related time delay relays used in the protective 
logic for the unit’s 2B emergency diesel generator, the agency said. The agency told 
Constellation that the lack of scheduled maintenance at unit 2 resulted in a failure of the 
time-delay relay that caused the emergency diesel generator to trip when called upon to 
energize a safety bus. NRC staff said in the letter to Constellation that a supplemental 
inspection of unit-2 will be scheduled. The Calvert Cliffs spokesman said the company 
“has already taken immediate corrective actions, and longer term actions are planned.” 
Source: 
http://www.platts.com/RSSFeedDetailedNews.aspx?xmlpath=RSSFeed/HeadlineNews/
Nuclear/6260591.xml 

12. August 5, Nuclear Street – (International) Plan to ship Bruce Power’s 16 steam 
generators has been delayed. Bruce Power sought approval from the Canadian 
Nuclear Safety Commission (CNSC) last April to ship 16 decommissioned generators 
from its nuclear generating station near Kincardine, Ontario, Canada to Sweden for 
recycling. Studsvik, in Sweden, is the only company worldwide with the capacity to 
recycle 90 percent of the 100-ton steel generators. Bruce Power, the country’s first 
private nuclear-power generator, initially wanted to begin the shipment in early 
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September over a three-week period. But last week, the CNSC announced that it will 
hold a public hearing before giving approval. The regulatory body is currently 
reviewing the technical aspects of the application. If approved, it will be the first time a 
shipment of this type has traveled across the Great Lakes. The generators would be 
shipped through the Great Lakes and St. Lawrence Seaway and then across the Atlantic 
Ocean. The generators are part of the Bruce A nuclear reactor, which is undergoing a 
$5.25-billion refurbishment. The same reactor, located on the banks of Lake Huron, 
was blamed for an accidental radioactive release last November. Opponents of the plan 
argue the school-bus sized generators are too dangerous to ship across waterways that 
millions of people in Canada and the U.S. rely on for drinking water. Some worry it 
will also open up the lakes as a main thoroughfare for other nuclear shipments. To date, 
nearly 2,500 people and 50 organizations worldwide have signed an online petition 
asking the CNSC to block the plans. 
Source: http://nuclearstreet.com/blogs/nuclear_power_news/archive/2010/08/05/public-
hearing-delays-planned-nuclear-shipment-080503.aspx 

13. August 5, Rutland Herald – (Vermont) Yankee tritium collection continues. With 
radioactive tritium levels well below their winter peak of 2.4 million picocuries per 
liter, Entergy Nuclear has changed its extraction well to one closer to the Connecticut 
River, as the groundwater contamination moves closer to the river. The new extraction 
well, which is pulling the contaminated radioactive water out of the ground for reuse at 
Vermont Yankee, is about 60 feet from the Connecticut River, according to an Entergy 
Nuclear spokesman. He said the company expected to drill a new well by the end of the 
month, closest to wherever the highest tritium concentration is at that point, to continue 
the extraction process. He said the current extraction well is designated GZ-15 and is 
inside the containment access building. The highest contamination at Vermont Yankee 
is currently GZ-14, which the spokesman said tested for 326,000 picocuries per liter 
August 4. According to the Department of Health, the well had tested 309,000 
picocuries July 27, and 324,000 the week before that. The spokesman said he expected 
GZ-15 would actually test the highest concentration, but, because it is pulling water out 
of the ground, it skews any test results. The Environmental Protection Agency’s tritium 
reporting level is 20,000 picocuries per liter. So far, Entergy has collected 197,000 
gallons of radioactive water as of August 4, he said. Of that amount, 9,000 gallons have 
been treated and then reused in the plant operations, leaving 188,000 gallons, which is 
being held in temporary holding tanks. 
Source: 
http://www.rutlandherald.com/article/20100805/NEWS02/708059913/1003/NEWS02 

14. August 4, San Luis Obispo NewTimes – (California) Nuclear plant security found 
lax. Nuclear Regulatory Commission (NRC) inspectors found security deficiencies at 
the Diablo Canyon Nuclear Power Plant in Avila Beach, California in March. Exactly 
what the inspectors found, though, is classified because of security concerns. The little 
public information amounts to a cover letter sent to plant operators July 23, saying 
inspectors found a problem of “greater than very low security significance.” The 
inspectors also found four findings of “very low significance.” The letter gives no 
indication of what the security problems were. PG&E, the utility company that owns 
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the plant, won’t say more about the problems, citing security concerns. But the 
manager of nuclear communications for the company, said: “Shortly after the 
inspection, a number of issues were found, which were corrected before the inspectors 
left the site.” When asked if the public or the plant had ever been in danger, the 
manager referred to what he called Diablo Canyon’s “long history of safety” and said 
the plant remains safe and secure. “NRC’s force-on-force exercises realistically test a 
security force’s ability to protect and defend the plant against an attack,” said a public 
affairs officer for the commission. “An exercise that results in performance deficiencies 
is not an indication of a complete failure of the licensee’s protective strategy. Given the 
deficiencies that were identified, it is unlikely a terrorist attack would have been 
successful at Diablo Canyon.” 
Source: http://www.newtimesslo.com/news/4787/nuclear-plant-security-found-lax/ 

15. August 4, Augusta Chronicle – (National) Device could detect nukes. A 25-foot-tall 
radiation scanner designed at Savannah River National Laboratory in Aiken, South 
Carolina is being tested this month for possible anti-terrorism deployment at major U.S. 
shipping ports. The system being tested has scanners on each side and underneath cargo 
as it is transferred to train cars or trucks. “What we’re designing is an entire detection 
system, although parts of it have been out here for a while,” said a lab spokesman. “If it 
works out, it would be installed for further testing at some seaports.” One of many 
ways terrorists might sneak radioactive materials into the U.S. is among millions of 
tons of cargo that enter ports aboard container ships. Typical container operations use 
large machines called straddle carriers to move cargo from docks to railroad cars or 
trucks. The new device is designed to allow straddle carriers to drive between the 
scanner walls. The technology includes an alarm if radiation is detected, and it can also 
identify individual isotopes responsible for any excess radiation. The spokesman said 
the project was assigned to the lab at Savannah River Site by the U.S. Domestic 
Nuclear Detection Office, a component of DHS. 
Source: http://chronicle.augusta.com/news/metro/2010-08-04/device-could-detect-
nukes 

[Return to top]  

Critical Manufacturing Sector 

16. August 5, Duluth News Tribune – (Minnesota) Fire at metal recycling yard blackens 
Duluth harbor. Duluth Fire Department officials say it’s not clear what caused a fire 
the morning of August 4 at the Azcon metal recycling yard on Duluth’s harbor front. 
The fire broke out just after 9 a.m. in a huge pile of refrigerators and other appliances at 
Azcon, which stores and transfers steel and other items waiting to be recycled. It was 
under control before noon, although one firetruck and crew remained on the scene most 
of the day to put out spot fires as the old appliances were pulled off the pile. The site is 
adjacent to the Duluth Lake Port elevator and near the Port Terminal off Helberg Drive. 
Firefighters saw the thick, black smoke from the downtown headquarters and were at 
first concerned it was the nearby grain elevator. The U.S. Coast Guard is monitoring 
the harbor for polluted runoff but that Azcon had built berms around the pile that 
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seemed to be containing the runoff. There were no reports of injuries among employees 
or firefighters. The general manager of the scrap metal-processing plant, said the cause 
of the fire remains a mystery, as no burning or welding occurred in the area where the 
blaze began. 
Source: http://www.duluthnewstribune.com/event/article/id/175504/ 

[Return to top]  

Defense Industrial Base Sector 

17. August 5, Military Times – (Hawaii) Navy eyes wider training area off Hawaii. With 
its planned fledgling fleet of littoral combat ships, emerging weapons and technologies 
on the horizon, and a shift of forces to the Pacific region, the Navy wants to expand 
military activities in at-sea areas it uses for training, evaluation and testing. The Navy 
plans to complete an environmental impact statement for the Hawaii-Southern 
California Training and Testing study area, where officials want to assess and evaluate 
options to broaden training and testing to maintain readiness for sailors and Marines. 
That will include plans to accommodate the future fleet, including LCS’s low-
frequency anti-submarine warfare capability, the Navy said in a July 15 notice in the 
Federal Register announcing plans for the in-depth federal study with the National 
Marine Fisheries Service. The study area includes at-sea portions of the existing Hawaii 
Range Complex, the Southern California Range Complex, the Silver Strand Training 
Complex, and transit areas between Hawaii and Southern California. It also will 
include Navy and commercial piers in San Diego and Hawaii where sonar might be 
tested. 
Source: http://www.militarytimes.com/news/2010/08/navy_hawaii_training_080410w/ 

18. August 4, Fort Worth Star-Telegram – (Texas) Broken pipe cuts water pressure at 
Fort Worth’s Lockheed plant. A water main broke at the Lockheed Martin aircraft 
plant August 4, forcing the company to ask workers to conserve water. The mile-long 
plant had about half its normal water pressure and the toilets would not flush, a 
company spokesman said. The company was still trying to determine the cause and find 
out how long it will take to repair. The break happened before 8 a.m. in a pipe between 
the plant’s two water towers. The plant produces F-16 fighters and is the assembly 
point for the F-35 joint strike fighter. Some of the plant’s manufacturing processes 
require industrial amounts of water. It was not clear how the plant’s operation would be 
affected or whether employees would be sent home. The majority of the 14,400 
Lockheed employees in Fort Worth work at the plant, which is adjacent to Naval Air 
Station Fort Worth Joint Reserve Base. Lockheed is the third-biggest industrial water 
user in Fort Worth, consuming 314.5 million gallons per year, a city water 
spokeswoman said. 
Source: http://www.star-telegram.com/2010/08/04/2382962/broken-pipe-cuts-water-
pressure.html#ixzz0vjobBP5o 

19. August 3, SC Magazine – (National) Critical flaws discovered in widely used 
embedded OS. Two critical vulnerabilities have been discovered in mission-critical 
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systems used in 500 million devices, including VoIP phones, telecom equipment, 
military routing devices, automobile controls and spacecraft. Last week at the Security 
B-Sides and DEFCON conferences in Las Vegas, the chief security officer at Rapid7 
and founder and chief architect of Metasploit, disclosed two critical vulnerabilities in 
VxWorks, which is used to power Apple Airport Extreme access points, Mars rovers 
and C-130 Hercules aircraft, in addition to microwaves, switches, sensors, telecom 
equipment and industrial control monitors. VxWorks has a service enabled by default 
that provides read or write access to a device’s memory and allows functions to be 
called, the chief security officer told SCMagazineUS.com August 3. The vulnerable 
service, called WDB agent, is a “debugger” for the VxWorks operating system that is 
used to diagnose problems and ensure code is working properly when a product is 
being developed. Meanwhile, a separate vulnerability involving the hashing algorithm 
that is used in the standard authentication API for VxWorks could allow an attacker to 
brute force a password. The hashing algorithm is susceptible to collisions, meaning an 
attacker would be able to brute force a password in a relatively short period of time by 
guessing a string that produces the same hash as a legitimate password, according to a 
separate advisory posted by US-CERT. 
Source: http://www.scmagazineus.com/critical-flaws-discovered-in-widely-used-
embedded-os/article/176297/ 

[Return to top]  

Banking and Finance Sector 

20. August 5, Associated Press – (International) Gunmen storm Baghdad money 
exchange, kill 3. Gunmen stormed a Baghdad, Iraq money exchange and killed three 
people August 5, the latest in recent brash daylight attacks on banks, financial, and 
trade centers in the Iraqi capital, many of which have been blamed on insurgents. 
Police officials did not immediately know how much money was stolen in the 2 p.m. 
heist in the southeastern New Baghdad neighborhood. Fleeing the scene, the gunmen 
also threw flash bombs into a crowd of people responding to the shooting. Hospital 
officials confirmed three people were killed, including the owner of the money 
exchange. Five passers-by were wounded. Insurgents, suspected of trying to steal 
funding for their operations, have increasingly been blamed for heists of banks and 
financial centers. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5hwK_CSpBxsNuVUEaDuOw
mSSCiqGwD9HDBTT80 

21. August 4, Associated Press – (National) 2 charged in first-of-its-kind credit fraud 
case. Federal prosecutors have charged a California woman and Florida man with 
helping at least three people build false credit histories that allowed them to obtain 
millions of dollars in mortgage loans. A U.S. attorney said August 5 it is the first time 
the Department of Justice has charged people with supplying customers with false 
credit histories. The two were charged with conspiracy to defraud the U.S. government 
and interstate transportation of funds obtained through fraud. According to the 
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indictment, the two sold false Social Security numbers to a man of Anaheim, California 
in late 2004 or early 2005. The man then bought numbers for himself and helped at 
least two Kansas City-area men to obtain others. Prosecutors said the Tampa Bay man 
increased the credit scores attached to the Social Security numbers by using his 
companies, South Florida Management Group and Consumer Financial Group, to 
report false account and payment information to credit bureaus. The men from 
Anaheim then used the false numbers and credit information to purchase six new 
homes worth more than $2.7 million. All three were sentenced earlier this year for their 
roles in a $12.6 million mortgage scheme in the Kansas City suburb of Lee’s Summit. 
They were among 18 people who have pleaded guilty to participating in the scheme, 
which involved 25 upscale homes. Investigators said children are prime targets because 
most will not use their Social Security numbers to get credit for several years, which 
means fraudsters can use their numbers for long periods of time undetected. 
Source: http://www.google.com/hostednews/ap/article/ALeqM5hPSJ1_XQf-
kECQk_MmdIlwIi13cAD9HCVFDG0 

22. August 4, WPBF 25 West Palm Beach – (Florida) Employees return to credit union 
after hoax bomb threat. Palm Beach County, Florida, Sheriff’s Office deputies said a 
bomb threat that was called in about 3 p.m. at the Credit Union of Palm Beach Count 
was a hoax. Deputies said the building was briefly evacuated and a portion of Summit 
Boulevard was closed, but the bomb squad determined there was no bomb. Summit 
Boulevard was reopened and employees were allowed to return to work. 
Source: http://www.wpbf.com/news/24514219/detail.html 

[Return to top]  

Transportation Sector 

23. August 5, WALB 10 Albany – (Georgia) Train derails in Valdosta. At 8:01 p.m. 
August 4, the Valdosta, Georgia Fire Department responded to an emergency call 
concerning a train derailment. Three CSX train cars containing corn, and one empty 
train car were derailed from the tracks. There were no reported injuries from the 
incident and no hazardous substances involved. Traffic in the area was detoured until 
the corn spilled from the train cars could be removed from the roads. By 9 p.m., the 
road was reopened to traffic. 
Source: http://www.walb.com/Global/story.asp?S=12930600 

24. August 5, KTLA 5 Los Angeles – (New Mexico) L.A. bound jet declares emergency, 
lands in New Mexico. Pilots on an American Airlines passenger jet bound for Los 
Angeles declared an emergency and landed in New Mexico August 4 where a 
passenger was removed and detained by both federal and local authorities. According 
to Los Angeles International Airport (LAX) officials, Flight 117 from John F. Kennedy 
International Airport to LAX was diverted to Albuquerque because of a passenger’s 
“suspicious actions.” The FBI and Transportation Security Administration (TSA) 
officials said there was no threat of a bomb, but when the passenger entered the 
lavatory during the flight, smoke could be smelled throughout the cockpit. The 
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passenger reportedly had a book of matches in which all of the matches had been lit. 
The flight staff and pilots felt the incident was serious enough to declare an emergency 
and land in New Mexico. The TSA searched the plane and declared it safe. The 
passengers were re-boarded and the flight continued to Los Angeles, where it landed 
just after 11 p.m. local time. The detained male passenger was being questioned by 
both federal and local authorities. There is no word yet if he will face any charges. 
There were 168 passengers on board the Boeing 767 plane, along with a crew of 11. 
Source: http://www.ktla.com/news/landing/ktla-american-airlines-jet-
diverted,0,3504938.story 

25. August 5, Associated Press – (Idaho) Jet fuel spills at airport during 
refueling. Officials said 50 to 100 gallons of jet fuel spilled as a plane was being 
refueled at Boise Airport in Idaho, but there were no injuries or plane delays. Boise and 
airport fire units responded to the August 4 spill, and the American Airlines jet was 
towed to a different runway as a precaution. A Boise Airport spokeswoman said the 
leak occurred when crews were refueling the jet, which had been diverted from Salt 
Lake City, Utah to Boise because of bad weather. Airport traffic was not affected. 
Source: http://www.khq.com/Global/story.asp?S=12929340 

26. August 5, Associated Press – (California) Councilwoman wants LAX security audit 
after airport police say vulnerable to terrorists. An airport police union warning that 
Los Angeles International Airport (LAX) is vulnerable to terrorist attack has gotten the 
attention of a Los Angeles, California councilwoman, who says she wants an airport 
security audit. The representative, who chairs the council’s trade, commerce and 
tourism committee, called for the audit August 4. The committee is reviewing Los 
Angeles Airport Peace Officers Association claims that staff reductions and shifting 
budget priorities have compromised LAX security. She asked committee members to 
gather information about how to best conduct a security review before deciding 
whether to continue at its next meeting in September. 
Source: 
http://www.therepublic.com/view/story/bc75de1a0e984e9d97209d4b3c8632e8/LA_Air
port_Security/ 

27. August 5, Associated Press – (International) Blast kills 1 at Philippine airport, a 
dozen hurt. A powerful bombing killed a man, and wounded about a dozen other 
people including a provincial governor July 5 at an airport in a southern Philippine city, 
a day ahead of a planned visit by the U.S. ambassador. The blast went off at 6:15, just 
outside the arrival gate as passengers were leaving the Zamboanga city airport, said the 
head of the military’s Task Force Zamboanga. As the smoke cleared, police found a 
man’s mutilated body. Investigators were trying to determine whether the man killed 
was a bomber, he said. There was no immediate claim of responsibility for the 
bombing. Zamboanga city has been targeted before in bombings by the al-Qaida-linked 
Abu Sayyaf group which is also notorious for kidnappings and beheadings. It is on the 
U.S. list of terrorist organizations, and the U.S. military has deployed special forces to 
the region to help train and arm Filipino troops fighting the militants. 
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Source: http://www.google.com/hostednews/ap/article/ALeqM5h-FTslBD7kp-
xcjBaofAVJBs6zlQD9HDBKA83 

28. August 4, Bloomberg – (Iowa) BNSF’s derailed coal train in Iowa causes 
delays. Burlington Northern Santa Fe Corporation said a coal train with 119 loaded 
cars derailed at Melrose, Iowa, causing delays August 4. The train was heading from 
Wyoming to Chicago on one of the company’s main coal routes to the Midwest when 
29 cars derailed at milepost 318, according to a company spokeswoman. “More than 
two dozen trains may be delayed by 24 to 36 hours,” she said in an e-mail today. The 
derailed cars toppled onto their sides, said the sheriff of Monroe County. About 4,150 
tons of coal spilled, according to the spokeswoman. She estimated that the tracks would 
be returned to service at 7 p.m. local time and that coal cleanup would take several 
days. 
Source: http://www.bloomberg.com/news/2010-08-04/bnsf-s-derailed-coal-train-in-
iowa-causes-delays-update2-.html 

29. August 4, WJMN 3 Escanaba – (Michigan) Portage Lake bridge traffic back to 
normal. Michigan’s Portage Lake Lift Bridge, connecting Houghton and Hancock in 
the Keweenaw Peninsula, failed the afternoon of August 4 and was stuck in the open 
position. The bridge was reportedly down and back in operation by the evening. About 
1 hour earlier, officials were re-routing traffic around the bridge and were uncertain of 
how long it would remain impassable. The current bridge was built in 1959, and lays 
claim to the world’s heaviest and widest double-decked vertical lift bridge. The lower 
deck was originally used for rail traffic. When the rail line was abandoned in 1982, the 
lower desk was reconstructed as a second roadway. In the summer, the lower deck is 
raised to the top level, which allows smaller boats to pass underneath without impeding 
vehicle traffic on the road. In the winter, the bridge is lowered to allow snowmobile 
traffic to pass on the lower section. 
Source: http://www.wfrv.com/news/michigan/Portage-Lake-Bridge-stuck-in-open-
position-99976884.html 

30. August 4, WLS 7 Chicago – (Illinois) United plane evacuated at O’Hare. A brake 
assembly fire on the left side of a United Airlines flight from London forced the plane’s 
emergency evacuation at O’Hare International Airport in Chicago August 4. United 
officials said there was a problem with the landing gear. Firefighters doused the brake 
fire and the flight crew evacuated the plane. Fire officials said two women injured their 
ankles during the evacuation, and one man suffered chest pains. There were 188 
passengers and 11 crew members on board. Some went on to other destinations, and 
others remained in Chicago. 
Source: http://abclocal.go.com/wls/story?section=news/local&id=7592805 

31. August 4, Aircraft Owners and Pilots Association – (National) US Aircraft 
Instruments’ work called into question. The Federal Aviation Administration (FAA) 
has issued a safety alert for operators who had their aircraft worked on by US Aircraft 
Instruments between April 1998 and July 9, 2009. The agency has revoked the 
Hammonton, New Jersey, company’s repair station certificate for “failure to properly 
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calibrate instruments used in aircraft certification; work done outside the scope of the 
repair station ratings; failure to use current technical data; and falsification of 
calibration records.” Altimeter system and transponder checks performed by the 
company in the preceding 24 calendar months are considered invalid. “As these issues 
may restrict the operations of your aircraft, please review the relevant Federal Aviation 
Regulations to ensure that your aircraft remains compliant with all required 
airworthiness inspections,” the alert warned. The FAA recommended that aircraft 
owners and operators check their records to determine the dates and amount of work 
performed on the aircraft by US Aircraft Instruments. If the company did work on the 
aircraft between April 1998 and July 9, 2009, the FAA warned that the airworthiness of 
that work is questionable. 
Source: http://www.aopa.org/aircraft/articles/2010/100804usai.html 

32. August 3, BBC – (International) Veil video prompts Canada airline probe. Canada’s 
minister of transportation has ordered an investigation after a recent video showed two 
veiled women boarding a flight without showing security their faces. Under Canadian 
law, the identities of all air passengers must be checked, regardless of their religion. 
The video was purportedly shot by a British traveler on July 11 and posted on 
YouTube. It shows passengers boarding an Air Canada flight in Montreal. “If the 
reports are true, the situation is deeply disturbing and poses a serious threat to the 
security of the air traveling public,” a Canadian minister said in a statement. “If our 
current security policies in this area are deemed to be lacking, our government will take 
the necessary steps to protect the safety and security of the traveling public,” he added. 
The identities of the two women, who appear to have been traveling with three other 
passengers, have not been released. 
Source: http://www.bbc.co.uk/news/world-us-canada-10854595 

For more stories, see items 5, 7, 8, and 9  
 
[Return to top]  

Postal and Shipping Sector 

33. August 4, Associated Press – (Washington) Powder prompts Tacoma evacuation; no 
danger found. Tacoma, Washington firefighters evacuated a downtown office building 
after the discovery of what was termed suspicious powder in a package August 4. 
Initial tests on the powder were negative for dangerous chemicals. There were about 
250 employees in the MultiCare building when the powder was found. During the 
evacuation, many waited aboard four air-conditioned Pierce Transit buses. The building 
is not a patient facility. MultiCare is a network of health care organizations. 
Source: http://www.seattlepi.com/local/6420ap_wa_tacoma_building_powder.html 

34. August 4, Associated Press – (District of Columbia) Suspicious envelope found at 
Israeli Embassy. Authorities said they are investigating an envelope with a white 
powdery substance found at the Israeli Embassy in northwest Washington D.C. The 
Embassy spokesman said the FBI took the envelope August 4 for testing. There were 
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no injuries. A D.C. fire and EMS department spokesman said the envelope was found 
in the embassy’s mailroom. The fire spokesman said hazardous material teams are 
conducting tests. He said there are no illnesses or threats associated with the envelope, 
and the building was not evacuated.The embassy spokesman said the envelope was sent 
to the embassy, and not someone in particular. The spokesman said officials do not 
know who sent it, and it was not opened. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5iQn7xLZrf5GG5UY6Wzpj-
dH7Ka4wD9HCVTKG0 

[Return to top]  

Agriculture and Food Sector 

35. August 5, Waste & Recycling News – (New Hampshire) Government to clean up old 
pig farm in New Hampshire. The federal government is considering plans to clean up 
a 1970s-era pig farm in New Hampshire used to dispose of liquid and solid wastes. The 
pig farm in Raymond, New Hampshire, includes about 50 acres of primarily 
undeveloped wooded land and has been found to contain hazardous substances. An 
initial treatment of the site was deemed unsuccessful, according to the U.S. 
Environmental Protection Agency (EPA). More than 1,600 drums and pails of chemical 
manufacturing waste, including organic compounds such as toluene, xylene, and 
methyl ethyl ketone, were disposed of in a quarter-acre portion of the site in the 1970s, 
the EPA said. 
Source: 
http://www.wasterecyclingnews.com/headlines2.html?id=1281015069&allowcomm=tr
ue 

36. August 4, Rochester Democrat and Chronicle – (New York) Penn Yan Pizza Hut 
closed after carbon monoxide alarm. Eight people at a Pizza Hut restaurant in Penn 
Yan, New York, were taken to the hospital August 3 after an exhaust fan in the 
restaurant blew carbon monoxide back into the kitchen and dining room. Penn Yan 
police said the restaurant was evacuated about 7:10 p.m. after the carbon monoxide 
alarm went off. The faulty fan is attached to a pizza oven and a Penn Yan code 
enforcement officer was called to the scene and tagged the equipment for repair. The 
restaurant will remain closed until the repair is made. The medical status of those taken 
to the hospital was unknown. 
Source: http://www.democratandchronicle.com/article/20100804/NEWS01/100804012 

37. August 4, United Press International – (International) Russian fires hit global food 
supplies. Drought and raging fires in Russia caused a spike in global grain price 
meaning the next year may be difficult on food supplies, a U.N. agency said. At least 
40 people have died and more than 2,000 were left homeless after fires scorched 
several regions around Moscow. The Russian president declared a state of emergency 
and officials said there is no end in sight during the record heat wave. An economist at 
the Intergovernmental Group on Grains at the U.N. Food and Agriculture Organization 
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in South Africa said the impact on grain prices could be dramatic next year.”Any global 
hike takes at least six months to get transmitted to the domestic markets,” he told the 
U.N.’s humanitarian news agency IRIN. “What it does mean is that 2011 could be a 
difficult one for wheat-based foods like bread.” He added the price of grain went up 20 
percent last week. The heat wave and subsequent drought in Russia, one of the largest 
wheat exporters, has wiped out about 20 percent of its food crops. “At the moment the 
global reserves are OK but as the drought continues in Russia it will have an impact on 
planting for next year,” he said. 
Source: http://www.upi.com/Science_News/Resource-Wars/2010/08/04/Russian-fires-
hit-global-food-supplies/UPI-21111280932017/ 

38. August 4, Monterey County Herald – (California) Explosives from Lockwood ranch 
destroyed. About a dozen explosives were destroyed at Fort Hunter Liggett after they 
were discovered in a bag August 3 at a ranch in Lockwood, California, Monterey 
County Sheriff’s deputies said August 4. The man who found the explosives called 
authorities and members of a sheriff’s bomb squad took possession, deputies said. The 
ranch is in the area of Jolon and Interlake roads. The explosives were described by 
deputies as “live grenade simulators.” All were disposed of on the tank range at Fort 
Hunter Liggett. 
Source: http://www.contracostatimes.com/california/ci_15676409?nclick_check=1 

39. August 4, Worcester Telegram and Gazette – (Massachusetts) Rice cooker 
blamed. Fire in a rice cooker forced an evacuation of the Weetabix plant in Clinton, 
Massachusetts and drew local, Lancaster, Sterling, and West Boylston firefighters to 
the 20 Cameron St. cereal factory August 4. No injuries were reported in the three-
alarm fire that started about 8:40 p.m. on the fifth floor and spread into the duct work. 
An employee said he was working on the fifth floor near the rice cooker when it caught 
fire. He said smoke filled the floor and the building was evacuated. The employee said 
the rice cooker fire was the largest he has seen at the plant, acknowledging that the 
factory sees several small fires each year. As firefighters continued to battle the fire and 
clear the building of smoke, an ambulance crew stood by with a stretcher, but no one 
was taken away on it. No further details were immediately available. 
Source: http://www.telegram.com/article/20100804/NEWS/100809872/1116 

40. August 4, Associated Press – (Ohio) 2 die in barn collapses at Ohio’s biggest egg 
farm. Winds reaching 70 mph knocked over three barns being renovated August 4 at 
Ohio’s largest egg farm, killing two workers, authorities said. Two construction 
workers who were laying concrete blocks at Ohio Fresh Eggs in Croton were killed in 
one of the barns, said a spokesman for the Ohio Department of Agriculture. Three other 
workers escaped with minor injuries. The National Weather Service said the area, about 
25 miles northeast of Columbus, was hit by a line of strong thunderstorms with winds 
estimated at 60 to 70 mph. The barns at Ohio Fresh Eggs, which produces about 5 
million eggs per day at operations in three counties, had been empty of hens for several 
years and were being renovated. 
Source: 
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http://www.google.com/hostednews/ap/article/ALeqM5gM1bk0qNRVuIk7RkFHVPq9
zj-TzQD9HD33RG0 

41. August 3, U.S. Food Safety and Inspection Service – (Maryland; New Jersey; New 
York) New Jersey firm recalls canned meatball products due to undeclared 
allergen. Ugo. DiLullo & Sons, a Westville, New Jersey, establishment, is recalling 
approximately 147,667 pounds of canned meatball products because they contain an 
allergen, egg, which is not declared on the label, the U.S. Department of Agriculture’s 
Food Safety and Inspection Service (FSIS) announced August 3. the products subject to 
recall include 6-lb., 10-oz. cans of “U. Dilullo’s Deluxe Meatballs in Sauce.” Each 
package bears the establishment number “Est. 1153” inside the USDA mark of 
inspection. The canned meatball products were produced on various dates between 
May 1, 2009, and August 2, 2010, and were distributed to institutions, including food 
banks, in Maryland, New Jersey and New York. The problem was discovered by FSIS 
during a routine inspection. FSIS and the company have received no reports of adverse 
reactions due to consumption of these products. Anyone concerned about an allergic 
reaction should contact a physician. 
Source: 
http://www.fsis.usda.gov/News_&_Events/Recall_047_2010_Release/index.asp 

For more stories, see items 23, 47, and 76  
 
[Return to top]  

Water Sector 

42. August 5, Tennessean – (Tennessee) Leak found at Thompson’s Station sewage 
treatment plant. An unused portion of the 4-year-old, $7-million, sewage treatment 
facility in Thompson’s Station, Tennessee, is leaking, and town officials are trying to 
figure out who is responsible. No sewage was involved in the leak of rainwater and 
treated effluent. The leak is in one of two cells at the town’s main treatment location off 
Columbia Pike, just south of State Route 840, said the town administrator who briefed 
members of the town’s finance and public works committees August 4. Town staff 
noticed the leak after the water level dropped by about a foot, representing a loss of an 
estimated 800 gallons per minute. The town administrator called the Tennessee 
Department of Environment and Conservation (TDEC). Staff then pumped out the 
remaining water to make it easier to look for damages. TDEC visited the site and told 
the manager there does not appear to be a problem with the first cell — which is being 
used for sewage treatment — but noted they will be looking further at the situation. 
Initially, 14 to 16 areas were discovered where there were gaps along the seams in the 
liner, suggesting problems with the cell’s construction. There may be more he noted, 
adding that the full surface of the liner has not yet been examined. 
Source: 
http://www.tennessean.com/article/20100805/NEWS01/8050331/2023/WILLIAMSON
/Leak+found+at+Thompson+s+Station+sewage+treatment+plant 
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43. August 5, Associated Press – (South Dakota) Sioux Falls mayor: City narrowly 
averted massive sewage line disaster. The mayor said Sioux Falls, South Dakota 
avoided a major disaster after a sewer line break backed up what could have been as 
much as 1 million gallons of sewage. The Public Works director said the break August 
4 was caused by blockage in a main sewer line. He said workers relieved the strain to 
the system by pumping sewage into the Big Sioux River. Officials thought the break 
could cause sewer backups in thousands of homes, but that did not happen. City 
residents are being told to avoid the river because of the discharge. Residents on the 
west side of the city were being told August 5 to continue to limit water use while 
repairs continue. 
Source: http://www.rapidcityjournal.com/news/article_ddf41832-a093-11df-a592-
001cc4c002e0.html 

44. August 4, U.S. Environmental Protection Agency – (Iowa) EPA approves Iowa’s list 
of impaired waters. The U.S. Environmental Protection Agency (EPA) has approved 
Iowa’s 2008 list of impaired waters. This decision will help the Iowa Department of 
Natural Resources (IDNR) set priorities for restoration activities to improve water 
quality in the coming years. The EPA Region 7 administrator said, “The impaired 
waters identified on Iowa’s list will help to reduce sources of water pollution in the 
state. This is a big step toward cleaner water for residents of Iowa.” IDNR submitted its 
impaired waters list to EPA for review and approval as required by the Clean Water 
Act. With this action, EPA is approving Iowa’s decision to include 183 waters and 
remove 54 waters from the impaired waters list, bringing the total number of impaired 
waters in the state to 434. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/444B2121989B3579852577750074134C 

45. August 4, U.S. Environmental Protection Agency – (Alaska) Eight drinking water 
systems in Alaska are in violation of the Safe Drinking Water Act. Eight Alaskan 
drinking water systems are being ordered to conduct water sampling required to protect 
human health, or face potential fines for violations of federal drinking water laws, 
according to compliance orders issued by the U.S. Environmental Protection Agency 
(EPA). The systems violated the Safe Drinking Water Act and the National Primary 
Drinking Water Regulations. These systems did not complete required sampling and/or 
did not submit a summary report to the EPA that was due July 1. “These systems are 
tasked with delivering safe, clean water to the customers they serve,” said the manager 
of the Drinking Water Program for EPA’s Region 10. “EPA’s goal is for these systems 
to get up to speed to ensure their water is safe.” EPA has ordered the systems to 
conduct the required sampling and complete their report. The sampling will identify 
locations in the distribution system where disinfection byproducts are the highest, and 
the report will establish these locations as regular monitoring sites. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/FE39ECA61FC902678525777500611605 

46. August 4, Delaware News-Journal – (Delaware) Delaware drinking water at risk: 
Prescription drugs on tap from major suppliers. Newly released details from a 
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Delaware drinking-water study show that prescription drugs and personal care 
chemicals have crept into water supplies used by every major water utility tested. The 
results, provided in response to a request from The News Journal, show smatterings of 
medicines ranging from analgesics and antibiotics to anti-convulsives and hormones in 
water used both by public and private companies, including all three of New Castle 
County’s largest public utilities and major suppliers in Kent and Sussex counties. None 
of the medications detected at water intakes and treatment plants is regulated, and none 
is targeted or routinely removed by current treatment methods, detection ranged from 
caffeine and analgesics in United Water Delaware’s big freshwater intake near Stanton 
to micro-bits of synthetic estrogen in a Seaford well. The division of public health 
released specific findings for each utility checked in response to a request by The News 
Journal, after issuing a summary earlier this year without naming individual suppliers. 
Agency officials conducted the scan of drinking water and farm supplies in late 2008 
and early 2009. 
Source: http://www.delawareonline.com/article/20100804/NEWS02/8040343/Drugs-
on-tap-in-Delaware-s-water 

47. August 3, U.S. Environmental Protection Agency – (Idaho) Nampa Dairy Operator 
fined nearly $15,000 for stormwater violations. Happy Valley Dairy of Nampa, 
Idaho, reached a settlement with the U.S. Environmental Protection Agency (EPA) for 
alleged Clean Water Act violations related to a construction project at the dairy. The 
violations were found in April 2010 during a joint EPA and Corps of Engineers 
inspection which resulted from a citizen’s complaint. The company has agreed to come 
into compliance and pay a penalty of $14,750 for the stormwater violations. An 
investigation into alleged wetlands violations at the site continues. Under the Clean 
Water Act, owners and general contractors at construction sites larger than 1 acre must 
apply for coverage under a Construction General Permit (CGP), which limits 
stormwater runoff. The dairy was found to be exposing soils to erosion in an 
approximately 10-acre area, and they were also removing vegetation from the banks of 
Indian Creek. EPA observed the following violations: Failure to obtain coverage under 
the CGP; Failure to plan and describe stormwater activities in a Storm Water Pollution 
Prevention Plan; Failure to conduct and document results of regular stormwater self 
inspections; and failure to install and maintain the required erosion and sediment 
controls. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/91EF112EF09FED5685257774006BF635 

[Return to top]  

Public Health and Healthcare Sector 

48. August 5, Pittsburgh Tribune-Review – (Pennsylvania) Hempfield nursing facility 
evacuated after several fall ill. A Hempfield, Pennsylvania facility for Alzheimer’s 
disease patients was evacuated August 5 after several residents complained of 
headaches, nausea and dizziness. Five residents and two staff members from Walnut 
Hill Memory Care were transported to local hospitals for treatment, according to a 
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spokesman for the Westmoreland County Department of Public Safety. The facility is 
located along Route 119, south of Greensburg. The remaining 58 patients were being 
loaded onto school buses for transport to a local personal care facility, the spokesman 
said. “We are concerned about the people. We don’t want to upset them any more than 
they are. It’s upsetting for dementia patients to be out of their routines,” he said. He 
said Westmoreland County hazardous materials workers were on the scene collecting 
air samples. Early signs pointed to a possible refrigerant leak. Freon is a gaseous 
compound frequently used in refrigerators. 
Source: http://www.pittsburghlive.com/x/pittsburghtrib/news/breaking/s_693578.html 

49. August 4, WLS 7 Chicago – (National) Experts: Whooping cough outbreak largest in 
decades. Health officials in five states are now reporting a spike in whooping cough 
cases. It is part of what federal health experts said is the largest outbreak of the disease 
in decades. California appears to be the hardest hit, but Midwestern states like 
Michigan and Ohio are also seeing more cases. In California, pregnant women and 
people who come in contact with infants are being urged to get immunized against the 
highly contagious disease. Whooping cough in adults can be treated with antibiotics, 
but it can be deadly among infants. So far this year, there have seven infant deaths from 
whooping cough in California alone. 
Source: http://abclocal.go.com/wls/story?section=news/health&id=7592866 

50. August 3, Reuters – (National) U.S. dietary supplements often contaminated: 
report. Many popular dietary supplements contain ingredients that may cause cancer, 
heart problems, liver or kidney damage, but U.S. stores sell them anyway and 
Americans spend millions on them, according to Consumer Reports. The consumer 
magazine published a report August 3 highlighting the U.S. Food and Drug 
Administration’s lack of power to regulate such supplements, and said the agency 
rarely uses what little power it does have. The report from the influential group urged 
Congress to speed up small moves toward giving the agency more clout, especially in 
regulating supplements. Despite the “natural” labels carried by many of the 
supplements, many are contaminated. Yet Americans flock to take them, according to 
the magazine, citing the Nutrition Business Journal as saying the market was worth 
$26.7 billion in 2009. “Of the more than 54,000 dietary supplement products in the 
Natural Medicines Comprehensive Database, only about a third have some level of 
safety and effectiveness that is supported by scientific evidence,” the report reads. In 
addition, the FDA has not inspected any supplement factories in China, even though the 
agency set up field offices there starting in 2008, Consumer Reports said. The 
organization pointed to 12 supplement ingredients in particular that it said could be 
dangerous: aconite, bitter orange, chaparral, colloidal silver, coltsfoot, comfrey, country 
mallow, germanium, greater celandine, kava, lobelia, and yohimbe. Potential dangers 
include liver and kidney damage, heart rhythm disorders and unhealthy blood pressure 
levels, it said. 
Source: 
http://www.reuters.com/article/idUSTRE6721F520100803?type=domesticNews 
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51. August 3, USA TODAY – (National) Report urges genetic IDs for bioterror 
germs. The nation’s leading scientific advisory group said August 3 that it is possible, 
and may be wise, to classify bioterror germs by their gene sequences in addition to their 
scientific names. The National Academy of Sciences’ proposal also suggests adopting a 
“yellow flag” plan to alert authorities when terrorists attempt to buy gene sequences 
taken from deadly bacteria or viruses and turn them into bioweapons. “That capability 
exists today or will in the not-too-distant future,” said the chairman of the committee 
that wrote the report and director of the Galveston National Laboratory at the 
University of Texas Medical Branch there. Many companies worldwide now sell 
synthetic DNA for scientific research. Researchers hope to harness custom-made 
microbes to make drugs, fuels and other materials. In May, researchers created the first 
living, replicating bacteria controlled by man-made genes. But researchers worry that 
synthetic biology may also be exploited by terrorists. The United States now regulates 
and limits access to 82 bacteria, viruses and toxins that pose a biosecurity threat. 
Identifying them and related microbes by their genetic sequences offers a “brighter 
line” for distinguishing which ones represent trouble, the 197-page report said. The 
proposed database of yellow-flagged sequences would alert commercial DNA firms 
anytime a buyer requested a sequence that represents a potential threat so they could do 
a quick check to make sure the buyer is reputable. 
Source: http://www.usatoday.com/tech/science/2010-08-04-bioweapon04_ST_N.htm 

For another story, see item 33  
 
[Return to top]  

Government Facilities Sector 

52. August 4, Associated Press – (International) Chicagoan Shaker Masri charged in 
alleged terrorism plot. A 26-year-old Chicago man who allegedly planned to travel to 
Somalia and engage in jihadist fighting with a terrorist group was arrested August 3 
just hours before he was scheduled to leave Chicago. He was arrested in Countryside 
by members of the Chicago FBI’s Joint Terrorism Task Force following an 18-month 
investigation, according to a release from the FBI and the U.S. Attorney’s office said. 
He was charged in a criminal complaint filed August 3 in U.S. District Court in 
Chicago with one count each of attempting to provide material support to a designated 
terrorist organization, and attempting to provide material support through the use of a 
weapon of mass destruction. The suspect told a source that he had hoped to become a 
martyr by wearing a suicide vest. On August 1, he was walking with the source when 
they saw a group of four soldiers in military dress uniform, according to the complaint. 
He told the source he wished he could walk up to the four and blow himself up. When 
the source asked the suspect why he wanted to blow himself up to kill only four targets, 
the suspect agreed, saying it would be better, for example, if there were a bus full of 
soldiers he could blow up, the complaint states. 
Source: http://www.myfoxchicago.com/dpp/news/metro/shaker-masri-terrorism-fbi-
plot-suicide-bombing-20100804 
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53. August 4, AOL News – (Colorado) Activists: Plutonium traces in air near Rocky 
Flats. Activists questioning the thoroughness of the cleanup at an old nuclear weapons 
plant northwest of Denver said they have found particles of weapons-grade plutonium 
in air samples taken near the site. Part of the site is a national wildlife refuge that is 
slated to open for public recreation. The federal Department of Energy (DOE) declared 
in 2005 that its decontamination of the Rocky Flats facility was complete, after a 10-
year effort that cost $7 billion (although the DOE originally thought the project would 
take 65 years and $37 billion). The U.S. Fish and Wildlife Service is planning to allow 
public recreation at a national wildlife refuge established in 2007 on part of the site. 
“The interesting thing is that we found no plutonium in two samples and a lot of 
plutonium in two other samples,” the head of a Boston lab that identified the particles 
told AOL News. The samples were collected in April by the Rocky Mountain Peace 
and Justice Center, which has criticized the quality of the cleanup and called for 
increased testing and other safeguards. Plutonium particles were present in dust from a 
crawlspace in an older home near the plant, the lab director said. He said the highly 
toxic substance presumably accumulated during the period from 1952 to 1994, when 
workers assembled the plutonium pits used as triggers for hydrogen bombs. 
Source: http://www.aolnews.com/nation/article/activists-say-plutonium-particles-
found-in-air-near-rocky-flats/19581335 

54. August 4, Associated Press – (New York) NY nuke site worker decontaminated after 
contact. A worker at a New York nuclear clean-up site had to be decontaminated after 
moisture seeped through her protective clothing while she was cleaning a floor. A 
spokesman said the West Valley Demonstration Project employee was inside a building 
August 1 to clean up after water from a ventilation duct leaked during a power outage. 
The contamination was detected on the worker’s lower legs when she left the area. She 
was decontaminated with soap and water. Authorities said there was no release to the 
environment or impact on the public. The site south of Buffalo housed a nuclear fuel 
reprocessing operation from 1966 to 1972. Uranium and plutonium were extracted 
from spent fuel. Cleanup has been ongoing since the 1980s. 
Source: http://www.wcax.com/Global/story.asp?S=12923852 

55. August 3, Detroit Free Press, and Associated Press – (Michigan) DPS fires its 
security force, goes with firm. Detroit Public Schools (DPS) fired all of its 226 
security officers July 30, and hired a private company to provide in-school security, 
officials announced August 2. The district will save an estimated $5.5 million through a 
one-year contract with Securitas Security Services, a company with more than 100,000 
security officers nationwide. During the 2009-10 school year, DPS hired Securitas to 
supply officers to patrol four high schools. DPS security officers held a rally to protest 
the privatization last month, calling the change union-busting, and a danger to students. 
The DPS deputized police force was not affected by the privatization. DPS is facing a 
deficit of $363 million. The Securitas contract runs through June 30. 
Source: http://www.freep.com/article/20100803/NEWS05/8030340/Local-news-DPS-
fires-its-security-force-goes-with-firm 

For another story, see item 34  
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[Return to top]  

Emergency Services Sector 

56. August 5, Los Angeles Times – (California) Feds launch probe into station fire. A 
federal inspector general has launched an investigation, and the Presidential 
administration has invited Congress to order a broad inquiry into last summer’s 
disastrous Station fire, after learning that dispatch recordings had been withheld from a 
U.S. Forest Service (USFS) review team. The telephone recordings, from the critical 
early hours of the blaze, also were withheld from The Times, which requested them 
under the Freedom of Information Act. The inspector general’s probe will focus on 
why the several days of recordings were not provided to The Times or turned over to 
the USFS inquiry, which concluded that the agency’s initial attack on the fire was 
proper. “I find this very serious,” the USFS Chief said August 3. “I’m very concerned 
and troubled that this was not found earlier ... We want to get this information to learn 
what occurred on the Station fire.” The USFS Chief said the Agriculture Secretary, 
whose department runs the Forest Service, invited Congress to request the fuller 
investigation of the agency’s handling of the fire in the Angeles National Forest, a 
probe that would be conducted by the Government Accountability Office. The content 
of the withheld recordings is not known. The USFS Chief said officials were still 
transcribing them, and the results would be released in coming days. He said the 
recordings were found after he ordered a reexamination of all records on the fire, and 
the agency’s response to The Times’ requests for copies of audio dispatch 
communications, a number of which have been released. 
Source: http://www.firehouse.com/topics/wildland/feds-launch-probe-station-fire 

57. August 5, Arizona Daily Star – (Arizona) Warning system fails to give timely calls. A 
privately run, government-financed computerized warning system was supposed to call 
Arizona residents whose homes were threatened by flooding — but it did not work for 
2 hours during the night of July 31 during the storm’s peak. Because of what a Pima 
County official called a glitch, homeowners along the Tanque Verde Wash on Tucson’s 
far east side did not get automated calls alerting them to evacuate if necessary until 
long after the high water had receded. About 20 homes were seriously damaged, most 
in the 49ers Country Club Estates area just north of the wash, west of Wentworth Road. 
Authorities said August 4, however, that they are confident the problem has been 
permanently fixed. The alert system is operated by Idaho-based MySpaceUSA for eight 
local governments, and Indian tribes here, including Pima County and Tucson. 
Source: http://azstarnet.com/news/local/govt-and-politics/article_40bb723e-3168-5fe5-
901f-754732506676.html 

58. August 4, Arizona Daily Star – (Arizona) Suspicious’ bag left outside Pima County 
jail deemed safe. Pima County, Arizona, bomb squad officers were called out to the 
county jail August 4 after a “suspicious” bag was found outside the jail’s administrative 
offices. A cleaning lady discovered a black duffel bag about 6:35 a.m. outside the front 
door to the Pima County Adult Detention Complex at 1270 W. Silverlake Road, said a 
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Pima County Sheriff’s Department spokesman. Officials with the Pima County 
Regional Bomb Squad were on scene about 7:20 a.m., and at about 8:50 a.m. they 
“disrupted” the bag and soon determined it had no hazardous materials inside, the 
spokesman said. He did not provide details as to how the bag was inspected or what 
was inside. No evacuations were necessary at the administrative complex because few 
people were at the offices at the time the bag was found. Employees who arrived for 
work were kept out of the building until about 10 a.m., he said. Silverlake Road was 
temporarily blocked off near the jail complex but was re-opened just after 9 a.m. 
Source: http://azstarnet.com/news/local/crime/article_3be96cb0-9fdd-11df-ac6c-
001cc4c002e0.html 

For another story, see item 64  
 
[Return to top]  

Information Technology Sector 

59. August 5, The H Security – (International) Cisco security products vulnerable to 
DoS. Cisco is warning of multiple vulnerabilities in its Firewall Services Module 
(FWSM) for the Cisco Catalyst 6500 Series Switches and Cisco 7600 Series Routers. 
The company said that after processing crafted SunRPC or certain TCP packets, the 
vulnerabilities could cause the FWSM to restart. If an attacker repeatedly exploits the 
issue, it could result in a sustained Denial-of-Service (DoS) condition. Version 3.1, 3.2, 
4.0 and 4.1 of the FWSM are reportedly affected. Updates have been released and 
workarounds are also available. Additionally, the company is alerting its customers to 
other vulnerabilities in its ASA 5500 Series Adaptive Security Appliances, which are 
also vulnerable to several DoS exploits. The vulnerabilities are not reportedly 
interdependent, meaning that a release affected by one issue is not necessarily affected 
by the others. Cisco said that versions 7.2.x, 8.0.x, 8.1.x, and 8.2.x are affected, and 
updates have already been released. Workarounds are also provided. 
Source: http://www.h-online.com/security/news/item/Cisco-security-products-
vulnerable-to-DoS-1051208.html 

60. August 5, Help Net Security – (International) Top 5 undiscovered vulnerabilities 
found on enterprise networks. A report by Lumeta highlights the five most prevalent 
undiscovered or unknown vulnerabilities commonly found on enterprise networks. 1.) 
Incorrect or incomplete deployments of IPS/IDS. 2.) Failure to discover and probe all 
segments of a network with vulnerability management tools. 3.) Overlooking non-
traditional IP-enabled devices. 4.) Using default credentials on network devices. 5.) 
Unauthorized wireless access points. 
Source: http://www.net-security.org/secworld.php?id=9689 

61. August 4, InfoWorld – (International) Microsoft’s patch for Windows shortcut flaw 
has limitations. Microsoft released its out-of-band patch for the zero-day LNK (and 
PIF) file security hole that afflicts only Windows XP SP3 systems or later. Although 
most systems patched without a hitch, the patch is completely incompatible with earlier 
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versions of ESET NOD32 Antivirus and ESET Smart Security. There are reports of 
systems that refused to install the patch, other reports of hangs in the middle of 
installation, systems that suffer sporadic and ill-defined problems after the patch goes 
in, and systems that freeze on reboot or jump into Blue Screen bliss. ESET 
acknowledges the problems on its Customer Care site, and recommends downloading 
the signature file version 5338 or later, but does not offer a step-by-step solution. 
Source: http://www.infoworld.com/t/windows/microsofts-patch-windows-shortcut-
flaw-has-limitations-822 

62. August 4, CNET News – (International) Apple readies fix for iPhone browser 
security hole. Apple said that it has a fix for the browser security flaw discovered 
earlier this week on its iOS-powered devices. After the iPhone Dev Team released the 
latest jailbreak software hack for the iPhone over the weekend, it became apparent that 
the phone has a security vulnerability when it comes to the way it loads PDF files from 
the Web. On August 4, an Apple spokeswoman said in a statement, “We’re aware of 
this reported issue, we have already developed a fix and it will be available to 
customers in an upcoming software update.” Apple declined to say when the update 
would be pushed out. The security flaw is so serious that the German government 
issued an official warning to citizens about it the same day and said it was 
investigating. Apple declined to comment on Germany’s Federal Office for Information 
Security’s statement. 
Source: http://news.cnet.com/8301-31021_3-20012694-260.html 

63. August 3, DarkReading – (International) Ghost in the machine: Database weaknesses 
expose SAP deployments. Researchers have found glaring vulnerabilities in the way 
SAP interacts with the database layer that would allow remote attackers to own a 
company’s SAP systems, including controls that manage sensitive functions, such as 
vendor and invoice creation, simply by compromising the database that lays at the heart 
of a SAP deployment. Speaking at a recent conference, a security researcher for 
Argentinean firm Onapsis highlighted how a malicious attacker can create a nearly 
undetectable ghost user account in SAP once he gains unauthorized access. Access can 
be gained by attacking vulnerabilities in any one of the layers that make up an 
integrated SAP deployment: the operating system layer, database layer, application 
layer, or SAP business layer. One of the biggest misconceptions that enterprises have 
about SAP systems is that their security is simply a function of implementing proper 
segregation of duties. Onapsis is releasing a free, new tool that helps detect the creation 
of ghost users within SAP systems. While the tool can be useful in fighting fraud 
within compromised systems, it is important to remember one critical fact, the 
researcher said. “In order to install a back door, the attacker needs to compromise the 
system first.” 
Source: http://www.darkreading.com/database_security/security/app-
security/showArticle.jhtml?articleID=226500188 

For more stories, see items 19 and 67  
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

64. August 5, Sierra Vista Herald – (Arizona) Telephone outage affects 911 
callers. Dropped 911 calls were at the top of the Cochise County Sheriff’s Office’s 
biggest concerns August 4 after a fiber cut near the Desert Road Motel near Interstate 
10 and Highway 90 in Sierra Vista, Arizona caused cell phone, Internet and landline 
outages. The sheriff’s office received five calls from various cell phones that were 
dropped within the first few seconds of the calls, a sheriff’s office spokeswoman said. 
Additional problems included trying to reach personnel through the office’s Verizon 
Wireless cell phones, she said, adding that the sheriff’s office resorted to using radios 
to communicate with those outside the office. Services were returned by approximately 
2:30 p.m. after Qwest technicians were sent out to repair the fiber, said a Qwest 
spokesman. As soon as reports of the cut came in, Qwest sent technicians to repair the 
fiber. According to reports, AT&T service went completely down, and Sprint 
customers had intermittent service. 
Source: http://www.svherald.com/content/news/2010/08/05/telephone-outage-affects-
911-callers 

65. August 5, Radio-Info.com – (Pennsylvania; Ohio) Wheeling, WV’s 50,000 watt 
WWVA (1170) is silent after storms. On August 4, all three sticks of “Big One” 
WWVA radio station located in St. Clairsville, Ohio were wrecked by the the high 
winds of a storm. Talker WWVA is off the air and Clear Channel said its lineup, 
starting with the 6-9 a.m. Bloomdaddy, will temporarily be heard on sister WBBD 
(1400). It normally features adult standards. 
Source: http://www.radio-info.com/news/wheeling-wvs-50000-watt-wwva-1170-is-off-
the-air-after-heavy-storms 

66. August 5, IDG News Service – (National) Report: Google, Verizon in talks over net 
neutrality deal. Google and Verizon are reportedly in talks over how to manage 
network traffic, an agreement that could influence how U.S. regulators view network 
neutrality, according to a report in the Wall Street Journal August 5. Verizon confirmed 
talks with Google and the U.S. Federal Communications Commission (FCC) have been 
ongoing for 10 months. The agreement would apparently lay out principles around 
network neutrality, or the belief that service providers should not slow down certain 
kinds of traffic on their networks. The agreement, however, would reportedly allow 
service providers to prioritize traffic if customers paid for that kind of service, the paper 
said. Network providers have maintained that they need to restrict some kinds of 
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Internet traffic in order to keep a consistent quality of service across their customers 
bases. That has happened, for example, for file-sharing protocols such as BitTorrent. 
But it is feared that network providers may unfairly restrict other kinds of applications 
and protocols for competitive purposes. Wireless networks would not be subject to the 
agreement, according to the report. The FCC has been talking to large service providers 
about how to regulate net neutrality. That has drawn criticism from groups such as 
Public Knowledge, whose communications director wrote that any agreement between 
Google and Verizon could be short-lived as it would not have the force of law. 
Source: 
http://www.computerworld.com/s/article/9180187/Report_Google_Verizon_in_talks_o
ver_net_neutrality_deal 

67. August 4, Network World – (International) New code uncouples iPhone 4 from home 
wireless carrier. Hackers August 4 released code that lets iPhone 4 owners — if they 
have modified their Apple smartphones to load unauthorized apps — to now use the 
devices on new wireless carriers. The hack, dubbed “ultrasn0w,” works with the new 
Apple iPhone 4 and its cellular baseband version 01.59, as well as the basebands on the 
3G and 3GS models. For U.S. iPhone users, that means uncoupling from AT&T and 
making use of T-Mobile. With such an unlocked phone, a user traveling overseas could 
use a local SIM card to link with a local GSM provider and avoid costly fees for 
roaming. But the first step in the cellular “liberation” is modifying the iOS firmware 
through a process called jailbreaking, so it can run apps that do not have to be 
downloaded through Apple’s App Store. AppleInsider reported that the coder behind 
the free cellular unlock uses the name planetbeing in his work with a group called 
iPhone Dev Team. Earlier the week of August 2, a Web-based jailbreak, from 
jailbreakme.com, was announced. Just by using the Safari Web browser and this Web 
site, users can jailbreak their phones, apparently more simply than in the past. Security 
experts note the jailbreak makes use of two flaws, one in the Adobe PDF reader used 
by Safari, and one in the iOS kernel. But these same flaws can be used to download 
almost any kind of malware from a visited Web site. 
Source: 
http://www.computerworld.com/s/article/9180153/New_code_uncouples_iPhone_4_fro
m_home_wireless_carrier 

[Return to top]  

Commercial Facilities Sector 

68. August 5, Arlington Heights Daily Herald – (Illinois) Chlorine leak causes evacuation 
of St. Charles resort. A malfunction in a swimming pool’s chlorination system forced 
the evacuation of part of Pheasant Run Resort in Chicago, Illinois, August 4. Two boys 
and a security guard who experienced breathing problems were taken to the hospital, 
but did not seem to be seriously injured, said the general manager of the resort. The 
indoor-outdoor pool will be closed until the company that maintains it can determine 
what went wrong. One of the boy’s parents notified resort staff of a strong odor of 
chlorine, and staff agreed and called 911. the St. Charles fire chief said besides the 
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three people who were taken to Delnor in Geneva, several others were treated at the 
scene and released. Vapors from the chlorine started to spread into the resort, but 
officials and staff were able to get the fumes out of the building. Several fire 
departments were called to the scene as a hazardous materials event. They included St. 
Charles, Aurora, North Aurora, Geneva, West Chicago and South Elgin. 
Source: http://www.dailyherald.com/story/?id=398652&src=5 

69. August 4, Orlando Sentinel – (Florida) Chlorine leak at Barnett Park contained. An 
Orange County, Florida hazardous materials crew has contained a chlorine leak at 
Barnett Park in Orlando, August 4. Orange County Fire Rescue responded to the park 
about 1:17 p.m. and found two 150-pound chlorine tanks. One of the tanks was leaking, 
according to the department. Crews were able to seal the leaking tank, stopping the 
flow of chlorine gas. Authorities said a private contractor will handle removing the 
tanks from the site. Although the Hernandes entrance to the park was closed to the 
public during the incident, the park remained open to the public and no evacuations 
were necessary. According to the department, a second team had to be called in to 
monitor the health of the hazardous-materials team due to the conditions. 
Source: http://articles.orlandosentinel.com/2010-08-04/news/os-chlorine-leak-barnett-
park-20100804_1_chlorine-leak-hazardous-materials-barnett-park 

70. August 4, KITV 4 Honolulu – (Hawaii) Container prompts Kailua Beach 
closure. The discovery of an abandoned, plastic 55-gallon drum prompted officials to 
close off a part of Kailua Beach in Oahu, Hawaii August 4. U.S. Coast Guard teams 
responded shortly after 11 a.m. after an area resident called in. The drum was half full 
of a liquid, Honolulu Fire Department officials said. The Coast Guard closed a stretch 
of beach then reopened it shortly after the mysterious drum was tested for hazardous 
waste. Coast Guard officials said they were unsure where it came from or what was in 
it. The drum was hauled away by 1:30 p.m. and will undergo investigation. 
Source: http://www.kitv.com/news/24519452/detail.html 

71. August 4, Wilmington News Journal – (North Carolina) Stores evacuated after gas 
line cut. Metal theft is the apparent motive for a natural gas line inside the building 
being cut and the Rombach Place Shopping Center in Wilmington, Ohio being 
evacuated August 4. When firefighters arrived on scene, the former Bob & Carl’s 
grocery store on the west end of the shopping center was entirely full of natural gas, 
and it was issuing out from all roof vents. Assessing the situation as volatile, the fire 
department ordered the entire shopping center evacuated, as well as the nearby Janet’s 
Our Store, the playground at the Wilmington Child Care and Learning Center, and 
Southwest Landmark Inc. to the west of the shopping center. Two or three times in the 
past, there have been reports of copper theft in the vacant grocery store facility. The 
natural gas line that was cut is a black iron pipe and not made of copper, a fire 
lieutenant said. Large fans were used to air out the building. The evacuation at the 
shopping center lasted approximately 2.5 hours. A passerby going to the adjacent CVS 
store noticed the odor and phoned in a report to dispatchers. 
Source: 
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http://www.wnewsj.com/main.asp?SectionID=49&SubSectionID=156&ArticleID=185
659 

For another story, see item 33  
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National Monuments and Icons Sector 

72. August 5, Bend Bulletin – (Oregon) Rooster Rock fire closes area trails, roads. The 
Rooster Rock Fire in Oregon has burned some 4,200 acres, affecting some area trails 
and forest roads, according to a Deschutes National Forest trails specialist. The 
Peterson Ridge trail system south of Sisters is closed, as well as parts of the Metolius-
Windigo Horse Trail around Whychus Creek. Forest Road 16, which runs from Sisters 
to the Three Creek Lake area, is also closed. Forest Road 370, which winds from Todd 
Lake to Forest Road 16, has just become free of snow and was still muddy in some 
sections, will soon open. 
Source: 
http://www.bendbulletin.com/apps/pbcs.dll/article?AID=/20100805/SPORTS0411/805
0322/1005/NEWS01&nav_category=NEWS01 

73. August 4, KTVB 7 Boise – (Idaho) Fire burning in Boise National Forest gets bigger 
each day. A lightning-caused fire burning in the Boise National Forest in Idaho 
increased to about 400 acres — and has been growing at an average rate of about 5 
acres each day. The fire — dubbed the Bernard Lake Fire — started July 28, and it 
began intensifying August 3. The burn is being fed by dead sub-alpine fir trees and 
lodgepole pine, which is prone to carrying fire from tree-to-tree. It, and other fire 
nearby, are burning in a remote area where crews primarily allow the fire to take its 
natural course. Fire managers will step in when needed. The fires are being monitored 
every day by crews on the ground and in the air. All roads are still open in the area, but 
people planning to visit are urged to use caution and be aware of the location of these 
fires and their status. 
Source: http://www.ktvb.com/news/local/Fire-burning-in-Boise-National-Forest-gets-
bigger-each-day-99964554.html 

[Return to top]  

Dams Sector 

74. August 5, International Water Power and Dam Construction – (National) Small-Scale 
hydropower act introduced by US Congressman. A Republican Congressman from 
Nebraska has introduced the Small-Scale Hydropower Enhancement Act (H.R. 5922), a 
bill designed to encourage and promote efforts to produce more hydropower from 
smaller sources. The bill — introduced during a Natural Resources Water and Power 
Subcommittee hearing on hydropower — would exempt any conduit-type hydropower 
project generating less than one and a half megawatt from Federal Energy Regulatory 
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Commission (FERC) jurisdiction. It would also require the Bureau of Reclamation to 
examine its facilities for more conduit-generation opportunities using existing funding. 
Source: 
http://www.waterpowermagazine.com/story.asp?sectioncode=130&storyCode=205710
3 

75. August 5, Kansas City infoZine News – (Kansas) Zebra mussel veligers found below 
John Redmond Reservoir. The Kansas Department of Wildlife and Parks (KDWP) 
has confirmed that zebra mussels have spread downstream from Marion Reservoir and 
into John Redmond Reservoir, east of Emporia on the Neosho River. Now zebra mussel 
larvae, called veligers, have been found below the John Redmond Dam, and KDWP is 
warning stakeholders and cities along the river to prepare for zebra mussels in their 
areas. “Following the Marion Reservoir zebra mussel discovery in 2008, we knew the 
mussels would certainly make it downstream to John Redmond,” said a KDWP aquatic 
nuisance specialist. “After intensive sampling in the Cottonwood River for the last few 
years, we found veligers in the river at Emporia in July and now below Redmond this 
week. This is no surprise, but it’s not good news. All downstream stakeholders should 
have a plan to deal with this problem. KDWP will post signs and provide technical 
assistance wherever needed.” The infestation not only poses a problem for all water 
users and municipalities along the Neosho, but also Coffey County Lake. Although 
currently not infested, this lake likely will be because water is pumped from the Neosho 
River to the lake. Wolf Creek Generating Station currently is not pumping, so signs 
warning of zebra mussel infestation will not be posted at the lake until pumping 
resumes and mussels are discovered. The heart of any action plan to deal with zebra 
mussels is KDWP’s “clean, drain, dry” procedure. This entails cleaning, draining, and 
drying all equipment — including boats, tackle, waders, and any other equipment used 
on the water — before moving it from one body of water to another. 
Source: http://www.infozine.com/news/stories/op/storiesView/sid/42785/ 

76. August 4, Yakima Herald-Republic – (Washington) One canal break repaired, second 
may be fixed by weekend. Repairs are continuing on two unrelated canal breaks in 
Yakima, Washington that have idled a total of 45,000 acres of farmland during hot 
weather that is exposing crops to damage. The largest of the two, a shutdown to more 
than 30,000 acres in the Roza Irrigation District, has been repaired and all affected 
farmers should have water by August 7, said the district manager. Prospects are less 
certain for the smaller affected area, 15,000 acres in the Satus area of the sprawling 
Wapato Irrigation Project. The affected area is west of Mabton. Some reports indicate 
service could be restored to Satus farmers by August 7. The acting project 
administrator said August 4 that he expects service will resume sooner than the two-
week shutdown that was initially projected. He added area farmers pitched in with 
equipment and personnel to assist with repairs, which helped speed the work. The 
project has obtained sources of rock needed to provide a stable foundation for repairing 
the canal breach.The break in a Satus canal occurred July 31 when a lightning strike 
knocked out electric pumps, causing water to back up and erode the canal bank. The 
flooding also damaged South Satus Road. The Wapato Irrigation Project is the largest 
Valley irrigation district, serving 136,000 acres on the Yakama reservation. The project 
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is operated by the federal Bureau of Indian Affairs. 
Source: http://www.yakima-herald.com/stories/2010/08/04/one-canal-break-repaired-
second-may-be-fixed-by-weekend 

For another story, see item 5  
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