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Top Stories 

• According to the Latin American Herald Tribune, one of the four international bridges 
linking Ciudad Juarez, Mexico and El Paso, Texas, was closed for nearly 2 hours August 3 
after a bomb was found and detonated on the Mexican side of the border. (See item 23) 

• PC Pro reports that experts at the SANS Institute are warning of potential failures in GPS 
and satellite broadband worldwide starting August 4, amid fallout from a huge solar storm. 
(See item 46) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. August 4, Associated Press – (Louisiana) Only one quarter of oil left in Gulf. Federal 
scientists said about one-quarter of the BP oil that spilled out of its broken well in the 
Gulf of Mexico remains. A new government report said nearly three-quarters of the oil 
— more than 152 million gallons — has either been collected at the well by BP’s cap, 
burned, skimmed, chemically dispersed, naturally deteriorated, evaporated or dissolved. 
That leaves about 53.5 million gallons in the Gulf. The amount remaining — or washed 
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up on the shore — still is more than four times the size of the 1989 Exxon Valdez spill. 
Federal officials said about a quarter of the oil evaporated or dissolved in the warm 
Gulf waters, the same way sugar dissolves in water. Another one-sixth of the oil 
naturally dispersed, because of the way it leaked from the well. Another one-sixth of 
the oil was burned, skimmed or dispersed using controversial chemicals. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5iVaYz_gwW6n4pzBcpJz_5ox
m_rrwD9HCN8UO2 

2. August 4, The Miami Herald – (National) BP claims ‘static kill’ has worked on Gulf 
oil well. After pumping heavy drilling mud for 8 hours, BP early August 4 pronounced 
it had finally brought its blown-out well at the bottom of the Gulf of Mexico under 
control. The company and the Presidential administration cautioned it would take 
another step — completion of a relief well later this month — to officially pronounce 
the monstrous gusher dead, but the apparently successful “hydrostatic kill” operation 
drove one huge nail in the coffin. The company also said there was a possibility it 
would have to pump more mud into the well during a monitoring period. It could take 
several days to assess whether the operations had permanently plugged a well that 
spewed a volume of oil into the Gulf that was some 20 times larger than the nation’s 
previous largest offshore oil spill. BP also will decide, in consultation with federal 
officials, whether to pump cement into the well before it completes a relief well. 
Source: http://www.mcclatchydc.com/2010/08/04/98620/bp-claims-static-kill-has-
worked.html 

3. August 4, Reuters – (International) Doubts as Qaeda group claims Japan tanker 
blast. A militant group linked to al Qaeda said August 4 a suicide bomber was 
responsible for a mystery explosion on a Japanese supertanker that occurred about a 
week earlier near the Strait of Hormuz, but analysts cast doubt on the claim. The crew 
of the M.Star reported a blast shortly after midnight July 28, injuring one seaman but 
causing no oil spill or disruption to shipping in the strategic waterway. The incident 
sparked theories ranging from a freak wave to a collision with a U.S. nuclear 
submarine. Independent verification was not immediately available for the claim, 
which was signed by a “battalion” of the Abdullah Azzam Brigades, posted with a 
photo of the alleged suicide bomber on a Web site used by Islamist militants. A group 
using the same name claimed attacks in Israel last year as well as deadly bombings in 
the Egyptian resort of Sharm el-Sheikh in 2005, and rocket attacks that missed U.S. 
warships in Jordan the same year. 
Source: http://af.reuters.com/article/worldNews/idAFTRE6731XR20100804 

For more stories, see items 5 and 30  
 
[Return to top]  

Chemical Industry Sector 
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4. August 4, Associated Press – (Iowa) Truck carrying chemical overturns in Cedar 
Rapids. A tanker-truck carrying sodium hydroxide overturned at 6 a.m. August 4 on an 
interstate on-ramp in Cedar Rapids, Iowa, releasing a small amount of the chemical, 
and forcing closure of an overpass. A Cedar Rapids Fire Department spokesman said 
the tanker overturned on the Interstate 380 northbound on-ramp, prompting firefighters 
to establish a 150 feet “safe zone” around the truck. The Wright Brothers Boulevard 
overpass between the freeway exits was included in the closure area. Sodium hydroxide 
is an irritant to the eyes, skin and mucous membranes. The driver was taken to a 
hospital with non-life threatening injuries. He was driving the chemical from Muscatine 
to Red Star Yeast in Cedar Rapids. 
Source: http://www.chicagotribune.com/news/chi-ap-ia-
cedarrapidstruckc,0,1965207.story 

5. August 4, Vallejo Times Herald – (California) Acid leak at Valero injures two. Two 
contractors suffered minor injuries following a leak of sulfuric acid at the Valero 
Refinery in Benicia, California August 3, the firm’s public affairs manager said. The 
leak occurred within the utilities, or process block, area of the refinery and was 
contained on site. An exact time of the leak and the exact nature of injuries, were not 
immediately available. “The leak was contained locally and there were no off-site 
impacts and all is operationally normal now,” she said. An investigation will be 
conducted to determine the exact cause, a process which may take a few days. One 
injured worker left the site in his own vehicle to go to a private doctor, while the other 
worker was taken by ambulance to a local hospital for evaluation and will be returning 
to work. 
Source: http://www.timesheraldonline.com/news/ci_15674285 

For another story, see item 28  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

6. August 4, Interfax-Ukraine – (International) Wildfires near Russian nuclear center 
pose no threat of explosion. Russia’s chief nuclear industry official offered strong 
assurances August 4 that the wildfires in the vicinity of Sarov, a Russian town housing 
a federal nuclear center, posed no threat of a nuclear explosion or a radiation leak. “All 
of the explosives and all of the radioactive substances have been evacuated from it,” the 
head of Rosatom, the state corporation running the country’s nuclear industry, said at a 
meeting of the Russian Security Council called to consider fire-prevention measures for 
strategic facilities. “It can be guaranteed that, even in an extreme situation, with a gale 
force wind that means a natural catastrophe — even then there will be no threat to 
nuclear security, no threat to radiation security, no threat of explosions, no threat of 
environmental effects on the premises of the center,” he said. 
Source: http://www.kyivpost.com/news/russia/detail/76836/ 
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7. August 4, Reuters – (Pennsylvania) PPL Susquehanna reactor up to 16 pct 
power. The 1,149-megawatt Susquehanna 1 nuclear power plant in Berwick, 
Pennsylvania was at 16 percent power August 4 as it ramped up from a recent outage, 
the Nuclear Regulatory Commission said in its power reactor status report. The unit 
was manually shut July 30 after a leak occurred in the reactors’ main condenser system, 
a spokesman said previously. PPL said workers were removing roughly 1 million 
gallons of water from the condenser building, which pumps water from the 
Susquehanna River to the condenser where it is used to cool steam generated by the 
reactor, after the steam has passed through the turbine. 
Source: http://www.reuters.com/article/idUSN0422488220100804 

8. August 3, Platts – (National) Areva says reactor design changes will be filed to NRC 
in March. Areva has said it will submit changes to its US-EPR reactor design with the 
Nuclear Regulatory Commission (NRC) by mid-March, 2011 to resolve some of the 
regulator’s concerns about safety requirements. The company described its plan in a 
letter sent July 28 and posted on the NRC Web site August 2. The new schedule 
“should not hold up design certification” by NRC, an Areva spokeswoman said August 
3. The NRC said in a statement last month that Areva has yet to demonstrate how some 
elements of the US-EPR’s computerized instruments and controls meet safety 
requirements. The revision to the design, and NRC’s statement, are “normal and 
expected” parts of the design-review process, the Areva spokesman said July 23. In the 
letter to the NRC, Areva said it will simplify the design of the digital instrumentation 
and controls of the US-EPR, create a back-up system separate from the plant’s data 
network, and limit communication from non-safety to safety-related systems. The 
company has said some independent safety components will still share information, an 
area in which NRC has expressed concern. 
Source: 
http://www.platts.com/RSSFeedDetailedNews.aspx?xmlpath=RSSFeed/HeadlineNews/
Nuclear/6252295.xml 

9. August 3, Mechanicsburg Patriot-News – (Pennsylvania) Free potassium iodide pills 
to be distributed to those who live near Three Mile Island. Free potassium iodide 
pills will be distributed August 12 by the Pennsylvania health department at five sites 
to people who live within a 10-mile radius of Three Mile Island in Londonderry 
Township. The potassium iodide, or KI pills, will be distributed statewide for people 
living near the state’s five nuclear power plants. The KI tablets protect the thyroid 
gland against radioactive iodine that might be released in an accident. The pills will be 
given out from 3 to 7 p.m. at the Londonderry Township building, 783 S. Geyers 
Church Road; Dauphin County State Health Center, 30 Kline Plaza, Harrisburg; 
Fishing Creek Salem United Methodist Church, 402 Valley Road, Etters; York County 
State Health Center, 1750 N. George St., York; and Lancaster County State Health 
Center, 1661 Old Philadelphia Pike, Lancaster. The distribution is for residents who did 
not get the pills before; those who recently moved into the area; and those who work or 
attend school within the 10-mile radius. 
Source: 
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http://www.pennlive.com/midstate/index.ssf/2010/08/free_potassium_iodide_pills_to.h
tml 

10. August 2, Global Security Newswire – (International) India could harden nuclear 
sites against aircraft strikes. A proposed safety provision could require India’s new 
atomic power facilities to be built capable of withstanding aircraft hits, the Hindustan 
Times reported July 31. A commission several months ago began examining the 
possibility of implementing such a regulation, a scientist with India’s Atomic Energy 
Regulatory Board said. “It is likely to become a rule,” the official added. Under the 
provision, any firm seeking to build an atomic energy reactor would be expected to 
provide evidence that the site would incorporate protective measures such as 
strengthened shielding and additional armor around nuclear fuel cooling ponds. Plants 
that are already operating or are now being built would not be held to the new rules, but 
additional procedural safeguards would help address threats to the sites, according to 
the Times. Existing nuclear sites, though, might be expected to incorporate new 
security upgrades. The United States last year adopted a similar rule affecting newly 
constructed nuclear power reactors. 
Source: http://www.globalsecuritynewswire.org/gsn/nw_20100802_8060.php 

[Return to top]  

Critical Manufacturing Sector 

11. August 4, Associated Press – (Pennsylvania) Fed probe says leak preceded Pa. zinc 
plant blast. The U.S. Chemical Safety Board said a column used to distill zinc in a 
western Pennsylvania plant had failed before an explosion killed two workers July 22. 
The federal board is investigating the explosion at the Horsehead Corp. plant in Potter 
Township, about 25 miles northwest of Pittsburgh. The company, its union, and the 
federal Occupational Safety and Health Administration are also investigating. The 
chemical board doesn’t issue fines, but is empowered to make safety recommendations. 
On August 3, the board said it determined that the 5-story brick distillation column 
suffered a “loss of containment” before the explosion. When operating normally, 
natural gas and carbon monoxide are used to oxidize molten zinc as it flows through the 
column. 
Source: http://www.centredaily.com/2010/08/04/2132406/fed-probe-says-leak-
preceded-pa.html 

12. August 3, Seattle Post-Intelligencer – (National) New Boeing 737 engine wins 
certification. The U.S. Federal Aviation Administration and European Aviation Safety 
Agency jointly issued the official engine Type Certificate July 30 for CFM 
International’s CFM56-7BE engine. The engine is scheduled to begin flight testing on 
the 737 later this year and enter service in the middle of 2011, coinciding with 737 
airframe improvements. The engine and other improvements will boost fuel efficiency 
by 2 percent over the current CFM56-7B engine, reducing carbon emissions by the 
same amount, according to CFM, which is a joint company of Snecma and GE. The 
company said the engine’s maintenance costs would be up to 4 percent lower, 
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depending on the thrust rating. 
Source: http://blog.seattlepi.com/aerospace/archives/216708.asp?from=blog_last3 

13. August 3, MLIve.com – (Michigan) General Motors Flint truck assembly plant 
evacuated after suspicious package found. General Motors evacuated workers from 
its Flint Truck Assembly Plant August 3 after an employee found a suspicious package 
in the plant’s mailroom. A GM spokesman said the package was discovered about 2:30 
p.m., and first-shift workers were sent home after the discovery. Second-shift at the 
plant was expected to run as usual. The package was discovered as it was processed 
through an X-ray machine in the mailroom, which is located inside the administration 
building at the complex. “We followed all our protocols,” the spokesman said. “We 
evacuated the administration building and ... sent everybody home.” Flint police are 
investigating, he said. 
Source: 
http://www.mlive.com/auto/index.ssf/2010/08/general_motors_flint_truck_ass_2.html 

[Return to top]  

Defense Industrial Base Sector 

14. August 3, Spacewar.com – (National) Third Boeing-built WGS satellite enters 
service with USAF. The third Wideband Global SATCOM (WGS) military 
communications satellite has entered service for the U.S. Air Force. It is now part of a 
constellation that is delivering significantly improved broadband communications to 
U.S. military forces and their allies in every theater of operation around the world. 
WGS is the U.S. Department of Defense’s highest-capacity satellite communications 
system. It provides high-data-rate communications links to support delivery of 
everything from full-motion video captured by unmanned aerial vehicles to e-mail, 
television and other quality-of-life services for U.S. warfighters overseas. The first two 
WGS satellites are operating over the Pacific Ocean and Middle East, respectively. 
WGS-3 is located over the Atlantic Ocean. WGS satellites deliver fast, flexible 
broadband communications services to remote areas. They can interconnect X-band 
and Ka- band users, deliver service to new users within days, and be repositioned on 
orbit if necessary to meet changing mission requirements. 
Source: 
http://www.spacewar.com/reports/Third_Boeing_Built_WGS_Satellite_Enters_Service
_With_USAF_999.html 

15. August 3, Aviation Week – (National) Third P-8A Poseidon enters flight testing. The 
third Boeing P-8A Poseidon aircraft, T3, is being prepared for transfer to U.S. Naval 
Air Station Patuxent River, Maryland, following the completion of its first flight in 
Seattle July 29. T3, which is the mission-system and weapon-certification aircraft, also 
is expected to make at least one more flight from Boeing Field before joining the first 
two P-8A test aircraft already at Pax River. During T3’s 2-hr. 48-min. flight, the 
company said Boeing and U.S. Navy test pilots performed airborne systems checks 
including engine accelerations and decelerations, autopilot flight modes, and auxiliary 
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power unit and engine shutdowns and starts. The first production-representative 
airframe, T4, is moving through the Renton, Washington, final assembly site and has 
wings attached. The aircraft will be “factory complete” and handed off from Boeing 
Commercial to Boeing Defense Systems early in the fourth quarter of this year, the 
company said. Up to 117 P-8As are expected to be procured by the Navy for anti-
submarine warfare, anti-surface warfare, intelligence, surveillance and reconnaissance 
missions to replace its P-3 fleet. Initial operational capability is planned for 2013. 
Source: 
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=defense&id=new
s/asd/2010/08/03/04.xml&headline=Third P-8A Poseidon Enters Flight Testing 

[Return to top]  

Banking and Finance Sector 

16. August 4, The Register – (International) Scotland Yard arrests six over multi-million 
phishing scam. Six suspected fraudsters have been arrested in the U.K. and Ireland 
over their alleged involvement in a bank and credit card phishing scam that affected 
tens of thousands of victims and resulted in losses of millions of pounds. Five men and 
one woman, aged 25 to 40, were arrested in London, and in County Meath, Ireland 
August 3 and 4, following an investigation led by officers from the Met’s Police 
Central e-Crime Unit (PCeU). The five U.K. suspects, all arrested following raids in 
London, remain in custody pending further police inquiries. Each faces possible 
computer fraud and hacking charges. The arrests were part of Operation Dynamophone, 
an investigation by the PCeU into a sophisticated phishing fraud network that 
systematically harvested online bank account passwords and credit card numbers. The 
MPS Territorial Support Group, and the Irish Garda SÃochÃ¡na Fraud Investigation 
Bureau assisted the PCeU in serving warrants on the six suspects. Police reckon 10,000 
online bank accounts and 10,000 credit cards have been compromised as part of a fraud 
that has resulted in the attempted theft of Â£1.14 million and losses of Â£358,000 from 
online bank accounts. The value of credit card fraud associated with the scam is less 
certain but estimated at more than Â£3 million. 
Source: http://www.theregister.co.uk/2010/08/04/pceu_phishing_arrests/ 

17. August 4, Dow Jones Newswires – (West Virginia) US Grand Jury indicts two 
women on $2.4 million credit-union fraud. A federal grand jury has indicted two 
women in a $2.4 million credit-union fraud scheme case. A former employee of the 
N&W Poca Division Federal Credit Union located in southern West Virginia was 
charged with taking money from the union from 2003 to August 2008 by creating fake 
deposits into her own account and those of family members. She also wrote official 
credit union checks made payable to family members and to third parties to pay for her 
personal expenses, according to the charges. The indictment, returned by a federal 
grand jury in Beckley also alleges a former co-worker aided in the schemes. If 
convicted, each defendant could receive 30 years in prison, a fine of $4.8 million and 
an order of restitution. 
Source: http://www.nasdaq.com/aspx/stock-market-news-
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story.aspx?storyid=201008031827dowjonesdjonline000516&title=us-grand-jury-
indicts-two-women-on-24-million-credit-union-fraud#ixzz0vdwog4w4 

18. August 3, Market Watch – (International) RBS hit with $8.9 million fine for terror 
watch list failings. The U.K.’s Financial Services Authority (FSA) said August 3 it has 
fined Royal Bank of Scotland 5.6 million pounds ($8.9 million) for failing to check 
certain customers and transactions against a government watch list of terror suspects. 
Between Dec. 15, 2007 and Dec. 31, 2008, RBS did not have the systems in place to 
properly screen its customers against the Treasury list. “By failing to screen relevant 
customers and payments against the HM Treasury sanctions list, RBS Group left itself 
open to the risk that it was facilitating terrorist financing,” the regulator’s director for 
enforcement and financial crime said. The regulator said RBS was the biggest 
processor of foreign payments in the U.K. during 2007, but that for a significant period 
it failed to screen any income payments from outside the U.K. The FSA said the fine is 
the biggest it has ever imposed in relation to its responsibility for preventing financial 
crime and that the fine would have been Â£8 million if the bank had not agreed to settle 
the probe at an early stage. 
Source: http://www.marketwatch.com/story/rbs-fined-89-mln-for-terror-watchlist-
failings-2010-08-03?siteid=rss&rss=1 

19. August 3, Empire State News – (New York) Phishing scam warning. Police on Long 
Island, New York are warning of a cell phone, text-phishing scam. The text messages 
are designed to trick the receiver into divulging personal information. Several Suffolk 
County residents have notified police about the messages that claim to be from 
different financial institutions. The messages ask the recipient to “verify” account 
information. Police remind the public to never disclose information such as Social 
Security numbers, account numbers, or PIN numbers. 
Source: http://www.empirestatenews.net/News/20100803-7.html 

20. August 3, Infosecurity – (National) Nationwide banks experience surge as phishing 
targets. Since February of this year, RSA’s Anti-Fraud Command Center has seen a 
marked uptick in phishing attacks targeting the largest nationwide banks. From June 
2009 through February 2010, larger financial institutions were targeted in the 19 to 30 
percent range, depending on the month. The latest trend, however, shows that these 
large nationwide banks are receiving almost two-thirds of all phishing attempts in the 
finance sector, topping out at 68 percent in June. Infosecurity notes that the proportion 
of attacks targeting larger bank brands seems to come directly from the share once held 
by smaller regional banks. This may be a result of a recovering economy and banking 
sector, as scammers shift their focus from smaller banks that were thought to be on 
more sound footing during the recent financial crisis. The report also revealed a 16 
percent drop in total phishing attacks in June compared with the previous month. RSA 
believes one of the contributors was the dearth of activity from the Rock Phish gang 
(aka, Avalanche), which the company said has nearly halted its phishing activity in 
favor of launching malware attacks. 
Source: http://www.infosecurity-us.com/view/11457/nationwide-banks-experience-
surge-as-phishing-targets/ 
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21. August 2, Binghamton Press & Sun-Bulletin – (New York) Credit union warns about 
scam. Empower Federal Credit Union is warning consumers about a recent increase in 
telephone phishing calls being made to Binghamton, New York-area residents, who are 
being asked to provide secure information, such as a PIN or the three-digit code on the 
back of a credit card. Empower branches in the region are in Broome and Chemung 
counties, New York. The call is usually automated and asks the individual to press one 
to reach a security department. These calls are not being made by legitimate financial 
institutions but by scammers, according to Empower. While the calls are random and 
do not target any specific group, the recording may refer to a specific financial 
institution or reference “your financial institution,” Empower stated. The credit union is 
based in Syracuse. 
Source: 
http://www.pressconnects.com/article/20100802/BUSINESS/8020334/1108/Credit-
union-warns-about-scam 

For another story, see item 41  
 
[Return to top]  

Transportation Sector 

22. August 4, KTVU 2 San Francisco – (California) Amtrak trains snarled by West 
Oakland derailment. Train traffic in Emeryville, California was snarled the August 3 
by a freight train derailment, causing problems for Amtrak Capitol Corridor commuters 
that stretched into August 4. A Union Pacific freight train derailed about 4 p.m. about 1 
mile west of the Emeryville Amtrak station. A spokesman for Union Pacific said the 
freight train was rolling northbound when two empty railcars tipped over. The 
derailment occurred in the Union Pacific railyard on tracks that are also used by 
Amtrak’s Capitol Corridor train, forcing Amtrak to suspend train service between the 
station near Jack London Square in Oakland and the Emeryville station. Buses shuttled 
passengers around the derailment to either Jack London Square or Emeryville where 
they had to wait for another train. A spokesman said heavy equipment had to be 
brought to the scene to remove the derailed cars. He expected the railway to reopen 
August 4. 
Source: http://www.ktvu.com/news/24504636/detail.html 

23. August 4, Latin American Herald Tribune – (International) Bomb found on U.S.-
Mexico border bridge. One of the four international bridges linking Ciudad Juarez, 
Mexico and El Paso, Texas, was closed for nearly 2 hours August 3 after a bomb was 
found and detonated on the Mexican side of the border. The bomb was spotted just 
after 8 a.m. on the Lerdo Bridge, which was immediately closed to traffic. Several of 
the main avenues in Ciudad Juarez leading to the bridge were also closed, causing 
massive traffic jams in Mexico’s murder capital. Army troops, federal police officers, 
municipal police and transit police went to the bridge to secure the area and direct 
traffic. Mexican authorities, working with the U.S. Border Patrol, detonated the bomb. 
The flow of traffic across the border resumed 2 hours after the controlled detonation, 
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but officials have not said what type of explosive was used. This was the latest in a 
series of bombings in northern Mexico. Assailants suspected of having links to an 
organized crime group threw a bomb July 31 at one of the bridges connecting Nuevo 
Laredo, a city in the northeastern state of Tamaulipas, with Laredo, Texas. 
Source: http://www.laht.com/article.asp?ArticleId=361760&CategoryId=14091 

24. August 3, Tampa Tribune – (Florida) Plane returns to gate after drunk man acts up, 
Pinellas deputies say. A South Carolina man was arrested for disorderly intoxication 
on an airplane that was leaving from St. Petersburg-Clearwater International Airport, 
Florida, August 2, the Pinellas County Sheriff’s Office said. The man was being 
belligerent on an Allegiant Air flight to North Carolina. Before the plane left the 
runway, the pilot returned it to the gate because the crew deemed it was inappropriate 
to fly with the man on board. When the plane returned to the gate, the man allegedly 
refused to cooperate with airline staff. He also failed to cooperate with a deputy who 
was called on board. The man was arrested. He was charged with one count of 
disorderly intoxication, and one count of battery on a law enforcement officer. 
Source: http://www2.tbo.com/content/2010/aug/03/plane-returns-gate-after-drunk-man-
acts-pinellas-d/ 

25. August 3, KEYT 3 Santa Barbara – (California) Bomb scare at local harbor. Police 
responded to a bomb scare at the Santa Barbara Harbor in California August 3. 
Authorities said the threat was made by a man, who was on the “Landshark” tourist 
boat, which was at sea at the time. The boat was brought back to the harbor, where 
officers moved in, roped off the area, and checked for explosives. The all clear was 
given just before 4 p.m. Officers then arrested the 19-year-old who had been on-board 
the Landshark. Officers found drug paraphernalia inside the suspect’s car, which was 
parked at the harbor. He is facing charges of making a false bomb threat and being 
under the influence of an illegal substance. 
Source: http://www.keyt.com/news/local/Bomb-Scare-At-Local-Harbor-99899724.html 

26. August 3, Nogales International – (Arizona) Gov. expected to sign emergency decree 
on Nogales flood damage. As storm waters raged through the Nogales, Arizona main 
washes July 30, eroding roads and undermining railroad tracks, city and Santa Cruz 
County officials moved quickly to draft an emergency declaration. The Arizona 
governor was expected to sign the document this week, paving the way to obtain state 
resources to address some flood damage, said a spokeswoman for the Arizona Division 
of Emergency Management. In addition, efforts were under way at press time between 
the International Water and Boundary Commission and the U.S. Army Corps of 
Engineers to hammer out an agreement to hire a private contractor to repair portions of 
the Nogales Wash damaged July 30. Emergency personnel from Santa Cruz County 
barricaded a portion of Old Tucson Road behind Chula Vista and Villa Hermosa 
subdivisions. On Friday afternoon, residents of Chula Vista and Vista del Cielo were 
issued pre-evacuation notices as floodwaters took out portions of the railroad bed and 
Old Tucson Road east of the subdivisions. Most stayed home, taking a chance that 
flooding would not continue through the night. It did not. At the point where Ephriam 
and Nogales washes converge, the water bottlenecked and flooded a portion of the El 

http://www.laht.com/article.asp?ArticleId=361760&CategoryId=14091�
http://www2.tbo.com/content/2010/aug/03/plane-returns-gate-after-drunk-man-acts-pinellas-d/�
http://www2.tbo.com/content/2010/aug/03/plane-returns-gate-after-drunk-man-acts-pinellas-d/�
http://www.keyt.com/news/local/Bomb-Scare-At-Local-Harbor-99899724.html�


 - 11 - 

Dorado Motel parking lot, washing over the railroad tracks. Northbound train traffic 
was temporarily shut down. At one point, the water in the Nogales Wash crested at 
more than 10 feet. Four concrete panels that line the wash shifted and cracked. A pipe 
that runs below the base of the wash that carries 13 million gallons of sewage from 
Mexico per day to the Nogales International Waste Water Treatment Plant in Rio Rico 
did not appear endangered, city officials said. On July 31, police officers visited 
residences and businesses throughout the city offering free sandbags. 
Source: 
http://www.nogalesinternational.com/articles/2010/08/03/news/doc4c583d8810d91860
294074.txt 

For another story, see item 4  
 
[Return to top]  

Postal and Shipping Sector 
 
See item 13  

 
[Return to top]  

Agriculture and Food Sector 

27. August 4, Associated Press – (Virginia) 20,000 dead fish wash up along Va. beach. A 
fish-processing company worked August 4 to clean up an estimated 20,000 menhaden 
that washed ashore on Buckroe Beach, Virginia, after a spill from the nets of one of its 
commercial trawlers. About 75,000 of the oily fish were spilled from harvesting nets 
August 2 more than 4 miles off Grandview Island, said a spokesman for Texas-based 
Omega Protein, which owns a large menhaden processing plant in nearby Reedville. By 
the morning of August 4, about 20,000 had made their way to a 5 mile stretch of beach 
near Hampton. Omega said officials from its Reedville plant are investigating the cause 
of the spill. A skimmer was gathering fish from the water, and crews were contracted to 
pick up fish from the shore. Crews will return August 5 in case additional fish float 
ashore. A Virginia Marine Resources Commission spokesman called the spill an 
accident and said the dead fish may stink, but they pose no health hazard. Omega uses 
the fish to create fertilizer, fish oil and high-protein animal feed. 
Source: http://www.washingtonexaminer.com/local/ap/20000-dead-fish-wash-up-
along-va-beach-99941334.html 

28. August 3, Columbus Republic – (Indiana) Man sentenced in anhydrous ammonia 
theft attempt. A 24-year-old Columbus, Indiana, man who tried to help steal 
anhydrous ammonia from a farm supply company was sentenced August 3 to 18 
months in prison. The man told police in April that he had dropped another man off at 
the supply company to steal the ammonia after officers stopped his vehicle. Anhydrous 
ammonia is a farm fertilizer illegally used in the manufacturing of methamphetamine. 
The man was charged with attempted theft, a Class D felony, and pleaded guilty to the 
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charge in June. 
Source: 
http://www.therepublic.com/view/local_story/Man_sentenced_in_anhydrous_ammonia
_theft_attempt_8_3_2010/ 

[Return to top]  

Water Sector 

29. August 3, KOB 4 Albuquerque – (New Mexico) Bernalillo residents question ‘milky’ 
water. Residents in the Bernalillo, New Mexico may have noticed a milky, white 
substance in their tap water August 2. It is aluminum residue from a previous arsenic-
removal system, said the town’s director of planning and capital programs. She said 
town officials do not believe it is a health concern for the general population, but 
people with questions or concerns should contact their physician. A power outage at a 
municipal well disrupted the automatic water-distribution system over the weekend. 
The town’s reservoir drained, decreasing water pressure and exposing the sediment. 
The town stopped using its old arsenic-removal system in April, but some aluminum 
residue hadn’t completely flushed out of the water system. At one home on Coronado 
Drive August 2, mist appeared to be rising from the tap water. The director said her 
employees did not receive any reports of mist. She said she is confident it is not related 
to the water system. Municipal workers flushed the water lines by opening fire hydrants 
and over-watered parks and other public spaces. The water reservoir was expected to be 
filled by August 3. 
Source: http://www.kob.com/article/stories/S1680402.shtml?cat=516 

30. August 2, Mechanicsburg Patriot-News – (Pennsylvania) Marcellus Shale gas drillers 
committed 1,435 violations in 2.5 years, report says. Marcellus Shale gas drillers in 
Pennsylvania commit an average of 1.5 regulatory violations per day, according to a 
report from the Pennsylvania Land Trust, based on Right To Know requests to the state 
Department of Environmental Protection (DEP). In the last two and a half years, 
drilling companies were cited for 1,435 violations — 952 of which were considered 
most likely to harm the environment, according to the report. A Land Trust 
spokeswoman said DEP provided a computer spreadsheet with information about each 
violation. Nearly half of the violations were related to improper erosion and 
sedimentation plans, and improper construction of waste-water impoundments that 
contain fracking water. These impoundments were improperly lined or not structurally 
sound. In one instance, the state department of agriculture quarantined a Tioga County 
farmer’s cattle because they could have ingested the frack water that leaked from the 
impoundment. There were 155 citations for discharging industrial waste onto the 
ground or into commonwealth waters. There were 100 violations of the state Clean 
Streams Law. East Resources Inc. of Warrendale had the highest number of violations 
with 138, followed by Chesapeake Appalachia LLC, a subsidiary of Oklahoma City-
based Chesapeake Energy, with 118, and Chief Oil & Gas LLC of Dallas with 109. 
Houston-based Cabot Oil & Gas, the company responsible for contaminated drinking 
water wells in Dimock, was fourth with 94 violations. The list of companies with the 
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worst performance records in terms of the number of violations per well drilled was 
topped by J-W Operating Co. of Dallas, which drilled only one well and racked up 11 
violations. Citrus Energy Corp. of Castle Rock, Colorado averaged seven violations per 
well, and Penn Virginia Oil & Gas Corp. of Radnor averaged four violations per well. 
Source: 
http://www.pennlive.com/midstate/index.ssf/2010/08/marcellus_shale_gas_drillers_c.ht
ml 

31. August 2, Nature News – (International) Sewer studies based on leaky 
science. Chemicals flushing into sewer systems have been in the news for years. From 
opiates and hormones to heart medications, studies have detected a range of pollutants. 
Tests of sewage from hospitals have uncovered antibiotics, and investigations of 
sewage systems have exposed widespread illicit drug use in cities worldwide. But now 
a group of water-management scientists claim that some of these studies may be 
making exaggerated claims, producing dramatic variation in concentration estimates or 
not detecting substances because of fundamental flaws in sampling protocols. An 
environmental engineer at the University of Queensland in Brisbane, Australia, and his 
colleagues looked at 87 peer-reviewed journal articles that investigated the fate of 
pharmaceuticals, illicit drugs and personal-care products such as cosmetics. The articles 
quantified the concentrations or fluxes of these compounds based on samples taken 
from sewers. “There can be cases where you really get the wrong conclusions,” he said. 
Less than 5 percent of the studies offered a proper analysis of the system under 
investigation, and they did not take into account sewer type, substance, and source 
when setting up their sampling methods, he said. Rather than suggesting that there is 
not a problem with pharmaceuticals and other substances in wastewater, the review 
questions the legitimacy of the assigned values. The researcher hopes that the review 
leads scientists to scrutinize their methods. “I really think it is ignorance. I’m not 
accusing anyone of doing it on purpose,” he said. 
Source: http://www.nature.com/news/2010/100802/full/news.2010.387.html 

[Return to top]  

Public Health and Healthcare Sector 

32. August 4, Associated Press – (Mississippi) 1 case of LaCrosse encephalitis found in 
Mississippi. A case of the mosquito-borne illness LaCrosse encephalitis has been 
reported in Montgomery County, Mississippi. The Mississippi State Department of 
Health said the illness is similar to West Nile virus. People with LaCrosse encephalitis 
may have fever, headache, vomiting, lethargy and sometimes seizures. The department 
said August 2 this is the first case of the illness reported in Mississippi since 2008. The 
health department said one positive West Nile virus case has been reported in the state 
this year in Coahoma County. Positive West Nile virus mosquito samples have been 
reported in Madison and Hancock counties. 
Source: http://picayuneitem.com/statenews/x1243785617/1-case-of-LaCrosse-
encephalitis-found-in-Miss 
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33. August 4, Dallas Morning News – (Texas) Blackout prompts evacuation at Burleson 
nursing home. A Burleson, Texas nursing home was evacuated on one of the warmest 
nights of the year August 3, after a series of power failures. Patients at Trinity Mission 
Health and Rehab at 600 Maple Ave. were transferred to an emergency shelter next 
door at First Christian Church in an operation utilizing dozens of emergency personnel. 
Electricity was restored to the facility by early August 4. Power at the 120-bed nursing 
home first went out around 2 p.m. August 3 as the outside temperature hit 100 degrees. 
Electrical service was spotty the rest of the afternoon before the facility was blacked 
out entirely at 7 p.m. Generators powered fans in an effort to help patients and staffers 
keep cool. One hospice patient died during the incident, but officials said the death was 
not heat-related. 
Source: 
http://www.dallasnews.com/sharedcontent/dws/news/localnews/stories/080510dnmetnu
rsinghome.1e115d4f.html 

34. August 2, Press of Atlantic City – (New Jersey) Explosion rocks vacant laundryroom 
at Woodbine State School, no one injured. Fire officials are investigating the cause 
of an explosion that damaged the roof of one building the morning of August 2 at the 
Woodbine Developmental Center in Woodbine, New Jersey. The explosion occurred 
about 10 a.m. and took place in a vacant laundry room, said a spokeswoman for the 
New Jersey Department of Human Services. Fire and rescue crews from Cape May and 
Cumberland counties responded, including a haz-mat crew from Vineland. No one was 
injured by the explosion, the spokeswoman said. By the afternoon of August 2, fire 
officials were still unsure what caused the explosion. The spokeswoman said the 
division of fire safety was investigating. A small section of the developmental center 
was blocked off by yellow tape August 2. Fire officials on the scene said the area was 
closed to everyone but emergency workers in case any potentially hazardous gas was 
released by the explosion. The Woodbine Developmental Center is a state-run facility 
for training of the handicapped and is Cape May County’s largest employer. 
Source: 
http://www.pressofatlanticcity.com/communities/upper_capemay/article_eee22a54-
9e4e-11df-b00e-001cc4c03286.html 

[Return to top]  

Government Facilities Sector 

35. August 3, Lancaster Eagle Gazette – (Ohio) Bloom-Carroll officials approve work 
on gym’s mercury problem. The Bloom-Carroll Board of Education took its first step 
on the night of August 2 in fixing the Carroll, Ohio high school’s gym floor, under 
which lies hazardous mercury. In a special meeting, the board approved a motion in a 
4-0 vote to close the gym and immediately begin construction to repair and replace the 
floor, which has bubbled up in spots from moisture. Members also agreed to abate all 
hazardous materials and identify where the moisture that supposedly damaged the 
flooring came from. A board member said school officials had planned to replace the 
floor entirely in more than 1 year from now, when students took summer vacation. But 
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because of safety concerns, that no longer is an option. The situation has put school 
officials in a hard spot as they try to decide what to do about physical education classes 
and athletic events and practices that take place in the gym, used by both high school 
and middle school students. The middle school gym hasn’t been used in years, he said. 
“We went from two gyms to zero gyms,” the board member said. “It couldn’t be 
worse.” He estimated the gym, if construction begins as soon as possible, could be 
wrapped up by mid-December. 
Source: http://www.lancastereaglegazette.com/article/20100803/NEWS01/8030303 

36. August 3, United Press International – (International) ‘Security review’ for U.S. 
consulate. The U.S. Consulate in Juarez, Mexico closed for two days for what officials 
described as a security review, authorities said. A spokeswoman for the U.S. 
Department of State said the consulate closed July 30 and August 2, would reopen 
August 3, the El Paso Times reported. “Basically, they’re assessing hard and soft spots 
... that might make it easy for someone to come with malicious intent to do harm to 
somebody inside the consulate,” the spokeswoman said. Rumors the consulate was 
closed by officials after it received a bomb threat are unfounded, the spokeswoman 
said. “I have nothing that indicates there was a bomb threat,” she said. 
Source: http://www.upi.com/Top_News/US/2010/08/03/Security-review-for-US-
consulate/UPI-68541280857621/ 

37. August 3, Sierra Vista Herald – (Arizona) Parents notified about bomb threat at 
Buena. Buena High School in Sierra, Vista, Arizona has received a bomb threat that 
warned staff about an incident that would take place August 3, on the first day of 
school. Parents of Buena students were notified about the threat from 5 p.m. to 7 p.m. 
August 2. The school will not be closed August 3 and the district was working with the 
Sierra Vista Police Department and the Fort Huachuca Bomb Squad to ensure students 
are safe, the superintendent said. In his experience, these types of threats have always 
turned out to just be threats, but that does not mean staff is not taking it seriously. The 
school will still take a variety of additional precautions and has informed all staff 
members at the school about the situation, the superintendent said. “Every threat is 
credible, and we take them all seriously.” 
Source: http://www.svherald.com/content/news/2010/08/03/parents-notified-about-
bomb-threat-buena 

38. August 2, Defense Systems – (National) Army moves closer to private cloud with 
release of RFP. The U.S. Army took another step toward its goal of a private, cloud 
computing environment with the July 15 release of a request for proposals. The move is 
a central part of the department’s plans to consolidate data centers from 200 to less than 
20. The private cloud program also aims save money and energy while beefing up 
cybersecurity, and the Army is looking to industry for expert guidance. “It is expected 
to reduce cost while improving access and security. The Army cannot afford to 
continue doing business as usua,l and will embrace lessons learned from the private 
sector to achieve cost savings,” according to a statement of work accompanying the 
Request for Proposal (RFP). “The vision is to provide private cloud computing 
capabilities in a manner that employs existing, best of breed, commercially available 
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services to ensure rapid migration, easily expandable and adaptable cloud computing 
services, cost advantages, and responsive support services that enhance the end user 
experience, while fully in compliance with the information assurance requirements of 
the Defense Department,” the Statement of Work said. The contract, which could total 
$249 million over 5 years, will be carried out in two suites. “The first will provide 
savings by leveraging fixed facility private cloud computing capacity, primarily in the 
commercial marketplace. The second suite will acquire mobile, containerized data 
centers that can meet urgent needs for the Army in contingency operations or where 
rapid or temporary cloud computing is needed,” according to RFP documents. 
Source: http://defensesystems.com/articles/2010/08/02/army-private-cloud-
rfp.aspx?admgarea=DS 

[Return to top]  

Emergency Services Sector 

39. August 4, Homeland Security Today – (National) Police training to focus on spotting 
extremism. DHS has begun work on a training curriculum for front line, law 
enforcement officers to sharpen their capabilities to patrol communities and detect 
violent extremism. To develop this training curriculum, DHS is working with federal 
partners — like the Justice Department and the U.S. Naval Post Graduate School — 
and state and local law enforcement organizations — such as the Major City Chiefs 
Association, the International Association of Chiefs of Police, and others — to produce 
courses to assist police officers in spotting signs of extremism in their communities. 
DHS will roll out the finalized curriculum to its Federal Law Enforcement Training 
Center as well as regional police training centers in addition to offering an online 
version. 
Source: http://www.hstoday.us/content/view/14218/128/ 

40. August 4, Athens Banner-Herald – (Georgia) UGA police phone service 
interrupted. Telephone service to the University of Georgia (UGA) Police Department 
in Athens was disrupted temporarily Monday — the fifth such disruption since June 17. 
But the breaks have not affected 911 calls or the ability of police to respond to 
emergencies, said the UGA Police Chief. UGA officials sent out a campuswide e-mail 
August 2 announcing that the police department’s telephone system was experiencing 
technical problems with its main number. Anyone trying to contact UGA Police should 
call 911, which was not affected, instead of the main number, according to the e-mail. 
UGA officials have sent out at least five similar e-mails since June 17. Telephone 
service in other parts of campus also has suffered outages, but officials singled out the 
police number because people call that line in emergencies, said a communications 
officer for UGA’s enterprise information technology services. 
Source: http://www.onlineathens.com/stories/080410/uga_690379001.shtml 

For another story, see item 50  
 
[Return to top]  

http://defensesystems.com/articles/2010/08/02/army-private-cloud-rfp.aspx?admgarea=DS�
http://defensesystems.com/articles/2010/08/02/army-private-cloud-rfp.aspx?admgarea=DS�
http://www.hstoday.us/content/view/14218/128/�
http://www.onlineathens.com/stories/080410/uga_690379001.shtml�


 - 17 - 

Information Technology Sector 

41. August 4, The Register – (International) Botnet that pawned 100,000 UK PCs taken 
out. Security researchers of Trusteer have uncovered the command and control network 
of a Zeus 2 botnet sub-system targeted at U.K. surfers that controlled an estimated 
100,000 computers. Trusteer researchers identified the botnet’s drop servers and 
command and control center before using reverse engineering to gain access its back-
end database and user interface. A log of IP addresses used to access the system, 
presumably by the cybercrooks that controlled it, was passed by Trusteer onto 
metropolitan police. Cybercrooks based in eastern Europe used a variant of the Zeus 2 
cybercrime toolkit to harvest personal data — including bank log-ins, credit and debit 
card numbers, bank statements, browser cookies, client side certificates, and log-in 
information for e-mail accounts and social networks, from compromised Windows 
systems. 
Source: http://www.theregister.co.uk/2010/08/04/zeus2_botnet_pwns_brit_pcs/ 

42. August 4, The Register – (International) Adobe confirms remote code-execution flaw 
in Reader (again). A security researcher has uncovered yet another vulnerability in 
Adobe Reader that allows hackers to execute malicious code on computers by tricking 
their users into opening booby-trapped files. A principal security analyst at Independent 
Security Evaluators disclosed the critical flaw at the Black Hat security conference in 
Las Vegas. It stems from an integer overflow in a part of the application that parses 
fonts, he said. That leads to a memory allocation that is too small, allowing attackers to 
run code of their choosing on the underlying machine. There are no reports of the flaw 
being targeted for malicious purposes. Details of his discovery come as hackers are 
exploiting a separate font-parsing bug in the PDF reader built by Apple to jailbreak the 
latest iPhone. While the hack is harmless, security firms including Symantec and 
McAfee have warned that the underlying flaw, when combined with a second one, 
could be used to execute malicious code on the Apple smartphone. Apple has yet to 
acknowledge the vulnerabilities. 
Source: http://www.theregister.co.uk/2010/08/04/critical_adobe_reader_vuln/ 

43. August 3, BBC – (International) Web attack knows where you live. One visit to a 
booby-trapped Web site could direct attackers to a person’s home, a security expert has 
shown. The attack, thought up by a hacker, exploits shortcomings in many routers to 
find out a key identification number. It uses this number and widely available net tools 
to find out where a router is located. Demonstrating the attack, the hacker located one 
router to within 9 meters of its real world position. Many people go online via a router, 
and typically only the computer directly connected to the device can interrogate it for 
ID information. However, the hacker found a way to booby-trap a Web page via a 
browser so the request for the ID information looks like it is coming from the PC on 
which that page is being viewed. He then coupled the ID information, known as a MAC 
address, with a geo-location feature of the Firefox Web browser. During the 
demonstration, the hacker showed how straightforward it was to use the attack to 
identify someone’s location to within a few meters. 
Source: http://www.bbc.co.uk/news/technology-10850875 
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44. August 3, Computerworld – (International) Repetition breaks Google audio 
CAPTCHA. Google has fixed a flaw in its Audio CAPTCHA software that could have 
given scammers a way to automatically set up phony accounts. The flaw was described 
in a post to the Full Disclosure mailing list August 2. According to the post, anyone 
could pass a Google Audio CAPTCHA (Completely Automated Public Turing test to 
tell Computers and Humans Apart) test by typing in any 10 words as the response. 
CAPTCHA is testing software used by many Web sites to cut down on online fraud. 
Sites often use CAPTCHA systems to make sure that new accounts are created by 
human beings, instead of automated scripts. Typically, a CAPTCHA test presents a 
hard-to-read image of a word, which the user must then type in to prove he is not a 
machine. The audio version gives visually impaired users a way to use CAPTCHA by 
playing a recorded sound of the test word. 
Source: 
http://www.computerworld.com/s/article/9180118/Repetition_breaks_Google_Audio_
CAPTCHA 

45. August 3, DarkReading – (International) Researcher reads RFID tag from hundreds 
of feet away. A security researcher demonstrated his homegrown RFID-reading 
equipment at both Black Hat USA and Defcon 18 to illustrate the lack of security in the 
Electronic Product Code (EPC) Class 1 Generation 2 RFID technology used in U.S. 
passport cards (not books), enhanced driver’s licenses, and in clothing and other items 
at Walmart for inventory purposes. He was able to find the RFID card from a balcony 
30 stories up at the Riviera Hotel in a demo for reporters during Defcon. But his 
hardware blew after he attempted to boost the signal, so he was unable to show the full 
tag-reading step as a Defcon volunteer held up the tag from the road below. “I’ve read 
it from 217 feet,” he said, but his homemade RFID-reading system, which included two 
large antennas, ham radio equipment, software radio peripheral, and a slimmed down 
Linux-based laptop, is capable of reading the EPC Class 1 Gen2 RFID cards at much 
greater distances. The RFID technology is not encrypted, he notes, nor does it contain 
any access control features. Among the information that could be read from the tags, he 
said, is the person’s name and state of residence via a unique identification number 
used in the tags. The tag’s prefix identifies the user by his home state, information that 
could be used to scam tourists. And tag-reading could be used by bad guys for 
reconnaissance prior to robberies or other crimes in a neighborhood. 
Source: 
http://www.darkreading.com/vulnerability_management/security/vulnerabilities/showA
rticle.jhtml?articleID=226500226 

For another story, see item 47  

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

46. August 4, PC Pro – (International) Solar storm could hit GPS and satellite 
broadband. Experts at the SANS Institute are warning of potential failures in GPS and 
satellite broadband amid fallout from a huge solar storm. The storm blew up after a 
spectacular solar eruption August 1, and the impact is expected to reach Earth August 
4, with effects showing themselves in diminished satellite and radio signals as well as 
the possibility of the “Northern Lights” being visible in the U.K. These events are not 
uncommon, according to a spokesman on the SANS Institute’s Internet Storm Center 
blog. “Long distance radio transmissions and satellite communications are usually 
affected first. Given our reliance on systems like GPS, an outage may have indirect 
ground-based effects. Sensitive electronics may be affected, and outdoor radiation 
levels may be higher then normal,” he said. Last year the U.S.-based Committee on the 
Societal and Economic Impacts of Severe Space Weather Events reported that solar 
storms could lead to widespread damage in network reliant countries. “The adverse 
effects of extreme space weather on modern technology — power grid outages, high-
frequency communication blackouts, spacecraft anomalies — are well known and well 
documented,” the committee said in a report. 
Source: http://www.pcpro.co.uk/news/360040/solar-storm-could-hit-gps-and-satellite-
broadband 

47. August 4, Reuters – (International) Saudi and RIM in last-ditch talks. The makers of 
the BlackBerry smartphone held last-ditch talks with Saudi Arabia August 4 to avert a 
threatened cut-off of a key service, while India took a tough line with the Canadian 
company. Research In Motion (RIM) is facing mounting demands from governments 
around the world for access to its vaunted encryption system on national security 
grounds. The spat, which has highlighted the access some states seem to have in 
comparison to others, threatens to cut off some 2 million BlackBerry users in the Gulf 
and India. Security officials in India, a giant growth market for mobile 
communications, warned the service would be halted if the company failed to meet its 
concerns, a newspaper reported. “We are very clear that any BlackBerry service that 
cannot be fully intercepted by our agencies must be discontinued,” The Economic 
Times quoted an unnamed security official as saying. “Offering access to data is part of 
the telecom licensing guidelines and has to be adhered to.” An Indian government 
source told Reuters that RIM had proposed to share some details of its BlackBerry 
services, but security agencies were demanding full access to a messaging service it 
fears could be misused by militants. RIM has said BlackBerry security is based on a 
system where customers create their own key and the company neither has a master key 
nor any “back door” to enable RIM or any third party to gain access to crucial 
corporate data. 
Source: http://www.reuters.com/article/idUSTRE67151F20100804 
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48. August 3, Associated Press – (Alaska) Wayward satellite causing problems. GCI says 
customers in rural areas in Alaska may experience intermittent outages due to a 
wayward satellite. The communications company said outages are expected to occur 
from August 11 through August 14, and will impact customers and businesses that send 
or receive services via satellite. Those all across Alaska will be impacted, especially 
those off the road system. Land-based systems will not be affected. Satellite services 
expected to be affected include long-distance calling, Internet, private lines and 
networks. Outages will last from over 1 hour to more than 5 hours per day. GCI said 
the satellite is causing problems because it lost its propulsion system and has been 
drifting across the paths of other satellites, and will come close to the one GCI uses. 
Source: http://www.ktuu.com/Global/story.asp?S=12920768 

49. August 3, Pottsville Republican Herald – (Pennsylvania) Burglars cut phone cables 
during Hegins break-in, interrupt phone service for 2,000. Burglars at Midway 
Supermarket in Hegins, Pennsylvania, cut telephone lines early August 2, leaving about 
2,000 customers without service. Full service is not expected to be returned until 
sometime August 4, a spokesman from Frontier Communications said. A state police 
trooper of the Schuylkill Haven station said the burglary occurred just after 2 a.m. Two 
men, believed to be in their early 20s, used a crowbar to force their way into the 
supermarket through a restaurant door on the north side of the building. Once inside, 
the men entered the pharmacy section of the store, again using the crowbar, and stole 
narcotics. The two men tried to leave the building through a rear door where they were 
met by an employee. After seeing the worker, the men fled the building through the 
same door they entered. In the process of entering the building, the men apparently cut 
telephone lines in an attempt to disengage the alarm system. Frontier Communications 
had technicians on scene August 2 and expected to have some customers’ service 
returned within 24 hours. The remaining customers were expected to have service 
restored by August 4. 
Source: http://republicanherald.com/news/burglars-cut-phone-cables-during-hegins-
break-in-interrupt-phone-service-for-2-000-1.916729 

50. August 3, Minnesota Public Radio – (Minnesota) 911 outage in NE Minn. not causing 
major problems. A fiber-optic cable that was severed by a work crew has cut off 911 
service for several northern Minnesota towns, authorities said. A spokesman from the 
St. Louis County Communications Center said so far the outage has not caused major 
problems, although it also can cut off electronic communications. He said the cable 
break is near Aurora. “It was a contractor who was digging that struck the line, and it’s 
affected phone service intermittently, affects the cell phone service and the hard wire 
traditional land phone line service up in that area,” he said. The St. Louis County 
Sheriff’s Office said 911 service in Ely, Babbitt, Floodwood, International Falls, 
McGregor, Aurora, Tower, Two Harbors and Ranier might be interrupted until 9 p.m. 
August 3, when repairs are expected to be complete. Residents needing emergency 
services were asked to contact their local fire department, or go to the nearest fire 
department if they cannot get through by phone. 
Source: http://minnesota.publicradio.org/display/web/2010/08/03/st-louis-county-fiber-
optic-line-cut/ 
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Commercial Facilities Sector 

51. August 4, State Journal – (West Virginia) Bomb threat at Tyler County 
fairgrounds. A bomb threat was called in at the Tyler County Fairgrounds in 
Middlebourne, West Virginia, 6:18 p.m. August 3. The sheriffs department received a 
call from the county fair board advising them that a male called the fair office and said 
that a bomb would explode on the grounds in 20 minutes. The fairgrounds were 
evacuated by the Tyler County Sheriff’s Department, Middlebourne Fire Department, 
Middlebourne EMS, Sistersville EMS and Shirley Fire Department. The West Virginia 
State Police as well as the fair board members also assisted in the evacuation. All areas 
were checked and cleared within approximately 1 hour, before the fairgrounds 
reopened. 
Source: http://www.statejournal.com/story.cfm?func=viewstory&storyid=83870 

[Return to top]  

National Monuments and Icons Sector 

52. August 4, CNN – (Oregon) Oregon wildfire devours more land. Firefighters were 
working August 4 to contain a wildfire that has consumed about 4,200 acres north of 
Bend, Oregon. About half of the fire, known as the Rooster Rock Fire, is located on 
Deschutes National Forest-administered lands, and the remaining fire burns on private 
lands protected by the Oregon Department of Forestry south of Sisters, Oregon. The 
fire was only 20 percent contained as of 9 a.m. August 4, fire authorities said. A 
temporary flight restriction is in place for 5 miles around the fire to 8,000 feet, as crews 
utilized helicopters and air tankers to fight the flames, the forestry department said. But 
fire officials said smoke and limited visibility hampered air support the afternoon of 
August 3. More than 550 firefighters are fighting the blaze. The fire started around 
midday August 2 in the Deschutes National Forest. The forestry department said the 
blaze grew quickly, stoked by 8 to 12 mph winds pushing it through a mix of sagebrush 
and ponderosa pine into public and private forests. The cause of the fire is under 
investigation. 
Source: http://www.cnn.com/2010/US/08/04/oregon.wildfires/ 

53. August 4, Reno Gazette-Journal – (Nevada) Smoke in Reno from fire to west. Smoke 
was visible in the Reno, Nevada area August 3 as winds blew smoke from the Bar Fire 
in the Plumas National Forest, the National Weather Service reported August 3. 
Progress was made August 3 on the 900-acre fire as firefighters used helicopters and an 
aerial ignition process to burn out an inaccessible chunk in the center of the fire area, 
said a spokeswoman at the Plumas National Forest. Along with continued work to 
mop-up the northern perimeter of the fire and hose-lays on portions of the east and west 
flanks of the fire, the strategic burn-out has given fire managers increased confidence 
that the Feather River Canyon fire will be successfully contained this week. 
Source: http://www.rgj.com/article/20100804/NEWS/8040357/1321 
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54. August 3, Salt Lake City Deseret News – (Utah) Flash floods damage roads in 
southern Utah. U.S. Forest Service (USFS) officials said heavy rains have left many 
mountain roads and trails rutted and washed out in southern Utah. Monsoonal rains 
over the past week caused flash floods that took a heavy toll in some areas of the Dixie 
National Forest, said a USFS spokesman. Crews are working to place warning signs but 
because so many areas are affected, visitors are urged to check in with a USFS office 
before heading off main roads. “Most years, the Dixie National Forest gets large rain 
events this time of year,” he said. “These monsoonal rains create major flash flood 
dangers. Visitors to the forest and surrounding deserts should be ‘flood aware’ and 
check road/trail conditions as well as forecasted weather.” According to a USFS 
statement, the Powell Ranger District east of Panguitch sustained the most damage, and 
several ATV trails are closed. On the Escalante District east of Bryce Canyon National 
Park, officials have closed the Corn Creek Road, and the Hell’s Backbone Road is 
down to one lane. Flash flood warnings for south-central Utah remained in effect 
August 3, according to the National Weather Service. 
Source: http://www.deseretnews.com/article/700053375/Flash-floods-damage-roads-in-
southern-Utah.html 

[Return to top]  

Dams Sector 

55. August 4, Arizona Republic – (Arizona) Tempe weighs options to replace broken 
dam. As Tempe, Arizona officials rush to reopen Town Lake in November, they 
already are working on finding a more durable, long-term replacement for the rubber 
dam that broke after deteriorating in the desert sun. The cash-strapped city is 
considering three long-term solutions that could cost as much as $84 million, and 
provide a dam that potentially could last up to 60 years. Whatever the price, Tempe 
officials said they have no choice but to honor their long-term contractual commitments 
for the lake, and to the commercial and residential developments around it. The city 
made deals with private developers who built a hotel, offices and condominiums with 
the assurance that their properties would have lakefront views. Bridgestone Industrial 
Products Inc., the dam’s manufacturer, is installing a temporary dam, at a cost of up to 
$3 million, to replace the one that failed July 20, draining the lake and sending almost 1 
billion gallons of water into the Salt River. The dam is on loan from Bridgestone for 5 
years in an agreement that buys Tempe time. But city officials acknowledged they face 
a tight deadline on the much bigger task. The assistant city manager and a city engineer 
told The Republic August 2 that it will take 5 years to complete the necessary studies, 
obtain permits and complete construction of a new dam. 
Source: 
http://www.azcentral.com/community/tempe/articles/2010/08/04/20100804tempe-
town-lake-dam-replacement-options.html 

56. August 4, Des Moines Register – (Iowa) Lake Delhi dam to reopen, produce 
electricity, group says. The ill-fated dam at Lake Delhi in Delhi, Iowa will definitely 
be rebuilt, and revenue from hydro-electrical generators could help pay the repair bills, 
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a lake official said August 4. The president of the Lake Delhi Recreation Association, a 
private group that owns the northeast Iowa dam, said an engineering company is 
already developing plans to reconstruct the 1920s-era dam to 21st-century standards. 
The reconstruction will begin as soon as possible, but he said he can’t promise that the 
work will start this fall or even next year. The Lake Delhi dam failed July 24 after a 13-
inch rainfall upstream on the Maquoketa River resulted in a flood-related breach that 
drained the 9-mile-long reservoir, which is surrounded by about 900 homes and cabins. 
Some taxpayer money will likely be sought to help pay for repairs because the lake also 
serves as a public recreation area. “But certainly we are going to pay for everything that 
we possibly can ourselves,” he said. The estimated cost of the repairs is not yet known. 
The governor of Iowa has told department directors to meet and draft an outline by 
August 5, detailing steps the state could take regarding Lake Delhi. 
Source: http://www.desmoinesregister.com/article/20100804/NEWS/8040358/-
1/DMEASTNORTH/Lake-Delhi-dam-to-reopen-produce-electricity-group-says 

57. August 4, Associated Press – (Texas) Dallas: thousands of trees saved in levee 
project. Thousands of trees will remain as part of the Trinity River levee project that 
eventually could lead to a sprawling park in the Dallas, Texas area. A decision by the 
U.S. Army Corps of Engineers has spared nearly 4,000 trees. The Corps last year 
decided the levees were unacceptable for basic flood protection and told Dallas to 
remove all trees within 50 feet of the toe of the levees. City officials argued against 
removal of so many trees. The Dallas Morning News reported August 4 that a 
compromise means the Corps agreed to reduce the distance to 15 feet, meaning only 
about 180 trees face removal. The assistant city manager said August 3 at a meeting of 
the city council’s Trinity project committee, that the argument “went all the way to 
(Corps) headquarters.” 
Source: http://www.chron.com/disp/story.mpl/ap/tx/7138445.html 

58. August 3, Fort Dodge Messenger – (Iowa) State lists Hydroelectric Dam as 
‘deficient’. The broken gates on the Fort Dodge Hydroelectric Dam have earned it a 
spot on the Iowa’s list of deficient dams. But no one needs to worry about the dam 
collapsing like the one at Lake Delhi in eastern Iowa, according to a dam safety 
engineer with the Iowa Department of Natural Resources. ‘‘We don’t expect significant 
damage if you got a record flood over the top of the dam,’’ he said. Some of the gates 
that allow water to pass through the dam have been inoperable for years. That is the 
primary problem that resulted in the dam being listed as deficient. Other problems 
include cracked concrete, brush growing through the structure and debris around it. The 
problems with the gates come as no surprise to city officials, who are pondering ways 
to repair them. On May 10, a representative of McLaughlin Whitewater Design Group 
from Denver, Colorado gave the city council some options for the dam’s future. One of 
those options would replace the gates, reshape the spillway and create a path through 
Hydroelectric Park so that canoeists and kayakers could get out of the water and carry 
their boats around the dam. That work was estimated to cost $3 million. Other options 
presented by the consultants cost as much as $8.6 million. The council has taken no 
action on the dam since receiving that report. 
Source: http://www.messengernews.net/page/content.detail/id/526824.html?nav=5010 
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59. August 2, KIMT 3 Mason City – (Iowa) Dangerous dams. More than a few dozen Iowa 
dams have been deemed deficient. A few of them are near Charles City. The Elks Club 
Dam in Charles City and Willow Creek Dam in Mason City are on a list of dangerous 
dams. While not considered high risk, they could still cause some problems. The Elk 
Club dam is described as low hazard, which means if it fails it can cause property 
damage and even loss of life. The Charles City Planning and Zoning supervisor said, 
“The Elk’s dam is an earthen dam. Meaning that it is constructed out of earth materials, 
where as the city’s dams are concrete.” She said earthen dams are more susceptible to 
erosion because there is no concrete to make them stronger. The treasurer of the Elks 
Lodge said there is nothing to worry about. “The dam is very small. It was basically 
built to control water flow going down stream, down the creek ending up in the Cedar 
River. We have never had a problem with it and it’s been well maintained and watched. 
So I don’t think it poses any risk at all,” he said. The report shows the dam and 
spillway appear to be undersized for the size of the contributing drainage area, but he 
said there have never been problems at the site. And even in the worst case scenario he 
said it does not pose a danger to those living in Charles City. “Most of the residential 
areas around here are actually higher than the lake to begin with. If something did 
happen it could run down stream pretty direct to the Cedar River, but no damage.” 
Source: http://www.kimt.com/mostpopular/story/Dangerous-
Dams/EmKRRATw1ECobRyQavhE6w.cspx 
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