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• According to CNET news, the United States is leaving its energy infrastructure open to 
cyberattacks by not performing basic security measures, such as regular patching and 
secure coding practices, according to a report prepared by the Department of Energy 
(DOE). (See item 2) 

• The Associated Press reports that a warehouse driver who was asked to resign his job at 
beer distributor Hartford Distributors in Manchester, Connecticut went on a shooting 
rampage August 3 that left nine people dead, including himself, and other people wounded. 
(See item 30) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. August 3, The Associated Press – (Louisiana) On Gulf, crews hope kill attempt will 
do the trick. Crews hoped to begin pumping mud and perhaps cement down the throat 
of the blown-out oil well at the bottom of the Gulf of Mexico August 3 in what BP 
officials said could be the method of attack that finally snuffs the spill. Engineers 
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planned to probe the busted blowout preventer with an oil-like liquid to determine 
whether it could handle the static kill. If the test is successful, they plan to spend 
August 3 through 5 pumping mud down the well. The so-called “static kill” is meant as 
insurance for the crews who have spent months fighting the spill. The only thing 
keeping oil from blowing into the Gulf now is an experimental cap that has held for 
more than two weeks but was never meant to be permanent. BP officials insisted for 
months that drilling a pair of costly relief wells was the only surefire way to kill the oil 
leak, but said August 2 the static kill alone — involving lines running from a ship to the 
blown-out well a mile below — might do the trick. BP’s senior vice president said if 
the static kill is successful, the relief wells may not be needed to do the same thing 
weeks later, but from the bottom. The primary relief well, near completion, will still be 
finished and could be used simply to ensure the leak is plugged, he said. A federal task 
force said about 172 million gallons of oil made it into the Gulf between April and mid-
July, when a temporary cap bottled up all the oil. The task force said 206 million 
gallons actually gushed out of the mile-deep well, but a fleet of boats and other efforts 
helped contain about 34 million gallons. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5gIXWYBTpLtSayJtg41LKXpx
SxVPAD9HC1O7O1 

2. August 3, CNET News – (National) DOE: Common security holes leave energy grid 
vulnerable. The United States is leaving its energy infrastructure open to cyberattacks 
by not performing basic security measures, such as regular patching and secure coding 
practices, according to a report prepared by the Department of Energy (DOE). 
Researchers at the Idaho National Laboratory tested 24 industrial control systems 
(ICSs) between 2003 and 2009 and compile a report in May that was publicly released 
in July. The secrecy expert at the Federation of American Scientists blogged about the 
report August 2. A rating of security vulnerabilities in ICSs used to run the energy grid 
in the United States, the report comes on the heels of a discovery of malware written 
specifically for systems used for controlling industrial manufacturing and utility 
systems. That worm, written for a Siemens Windows application, was a wake-up call to 
the security community focused on ICSs because it marked a shift from theory to 
reality, according to experts. Although the national lab researchers tested actual control 
systems used in running the energy infrastructure, such as the electricity grid, they did 
not disclose the names of any companies. By publishing the results, the DOE hopes 
energy companies can better assess and secure their computer systems. 
Source: http://news.cnet.com/8301-11128_3-20012459-54.html 

3. August 2, Reuters – (Texas) Conoco Texas refinery upset hurts 13: report. Thirteen 
workers were hurt August 1 in a process upset at ConocoPhillips 146,000 barrel-per-
day (bpd) joint-venture refinery in Borger, Texas, according to a report by the Amarillo 
Globe-News newspaper. Conoco reported a process upset in the gasoline-producing 
fluidic catalytic cracking unit at the refinery, according to a notice filed with Texas 
pollution regulators. A Conoco representative told the Amarillo newspaper that a steam 
line failed during maintenance at the refinery and a portion of the refinery was 
evacuated. The workers were hurt during the evacuation, Conoco told the newspaper. 

http://www.google.com/hostednews/ap/article/ALeqM5gIXWYBTpLtSayJtg41LKXpxSxVPAD9HC1O7O1�
http://www.google.com/hostednews/ap/article/ALeqM5gIXWYBTpLtSayJtg41LKXpxSxVPAD9HC1O7O1�
http://news.cnet.com/8301-11128_3-20012459-54.html�


 - 3 - 

Some workers sustained broken bones. The refinery is a 50-50 joint-venture between 
Conoco and Encana Corp. 
Source: 
http://www.reuters.com/article/idUSTRE67143820100802?type=domesticNews 

[Return to top]  

Chemical Industry Sector 

4. August 3, Sturgis Journal – (Michigan) Chemical spill closes M-60. A chemical leak 
late August 2 closed a portion of M-60 in Fabius Township, Michigan for more than 
five hours. Eastbound M-60 was closed from Roberts Road to U.S. 131.The leak 
happened just before 6 p.m. in the 15200 block of M-60. State police were sent to the 
area after a report of a man lying in the grass next to a van. Police learned the man had 
been driving and was overcome by fumes from the van. The van is owned by roofing 
firm, CentiMark from Kalamazoo. The driver, a 44-year-old man from Osceola 
Indiana, was taken to Three Rivers Health, where he was treated and released. Police 
and fire officials blocked off the area because of hazardous materials. Officials were 
hindered because the outside of the van was not marked indicating what chemicals 
might be in the vehicle. The hazardous materials team based at Sturgis Fire Department 
was called to identify the materials. A cleanup crew from Grand Rapids removed the 
chemicals. Fabius-Park and Sturgis fire departments assisted. 
Source: http://www.sturgisjournal.com/features/x1137368697/Chemical-spill-closes-
M-60 

5. August 3, WAFB 9 New Orleans – (Louisiana) Troopers reopen one lane of I-12 after 
18-wheeler crash, fire and spill. One lane of Interstate 12 West in Baton Rouge, 
Louisiana has been reopened after a crash involving two 18-wheelers left the roadway 
completely shut down. Despite the lane opening, there was a massive traffic backup. 
The I-12 onramp at the Range Avenue exit remained closed. The crash caused one semi 
to catch fire and the other to start leaking a chemical. Authorities said the potassium 
hydroxide that spilled from the truck has been cleaned up, and the rig was removed 
from the scene. They are working on clearing the burned 18-wheeler. According to 
Louisiana State Police, one tractor trailer sideswiped the other. One of the semi-trucks 
was hauling a tanker, while the other was transporting auto parts. The rig carrying parts 
veered off the road, into some trees and burst into flames. The roadway was closed 
while firefighters battled the blaze. Later, investigators discovered the tanker truck was 
leaking, so they kept I-12 closed. It is unknown how long the other lane will be closed. 
Source: http://www.wafb.com/Global/story.asp?S=12914960 

6. August 3, Associated Press – (Georgia) Ga. chemical plant fire called probably 
accidental. Investigators said a fire that destroyed a chemical plant in Clarke Count, 
Georgia, began in a warehouse office and does not appear to be arson. A fire inspector 
with the Athens-Clarke County Fire Department said August 2 the fire last week at J&J 
Chemical Co. probably was accidental. He said the part of the office where the fire 
began early July 28 had computers and other electronics, pointing to a possible 
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electrical malfunction. The plant employed about two dozen people in Athens 
Technology Park. Firefighters pumped an estimated 1.5 million gallons of water on the 
plant, and it mixed with perfume oils, a nontoxic blue dye and the toxic chemicals para-
dichlorobenzene and formaldehyde before it ran off into a nearby stream. 
Source: http://www.wtvm.com/Global/story.asp?S=12914994 

7. August 2, Arkansas News Bureau – (Arkansas) ADEQ issues emergency order, sets 
public hearing in Rogers cleanup. The Arkansas Department of Environmental 
Quality (ADEQ) August 2 set an October 15 deadline for removal of all hazardous 
materials from a former waste disposal facility in Rogers, and its emergency order also 
directs the bankruptcy trustee of the former Haz-Mert warehouse to complete an 
inspection report within a week, and to notify ADEQ within 24 hours of the discovery 
of any leaking materials. Citing neighbors’ concerns, ADEQ set a meeting August 16 in 
Rogers to update the public on the cleanup and answer questions. Inspectors found 
leaking containers of flammable liquids and oxidizers July 20 at the shuttered 
warehouse. Liquids were moving toward each other on the floor, creating the 
possibility of a fire or other chemical reaction. ADEQ issued an emergency order 
directing the trustee to hire an environmental contractor to clean up the spill. Work has 
been completed in warehouse A, where the spill was found. However, hazardous 
substances remain throughout the facility, posing what ADEQ officials believe to be a 
continuing hazard. The former Haz-Mert warehouse is closed and involved in 
bankruptcy proceedings, the agency said August 2 in a release. 
Source: http://arkansasnews.com/2010/08/02/adeq-issues-emergency-order-sets-public-
hearing-in-rogers-cleanup/ 

8. July 31, South Florida Sun Sentinel – (Florida) Chlorine spill prompts evacuation in 
Hollywood. Firefighters in Hollywood, Florida had about 1,000 gallons of chlorine to 
clean up from the back of a pool business in the 600 block of North State Road 7 July 
31.The tank, in the rear of Happy Pools, toppled around 1 p.m. when the small building 
where it was set collapsed, the Hollywood fire battalion chief said. Several streets 
including Buchanan Street at State Road 7 were blocked to pedestrians and vehicle 
traffic. Several businesses and a small apartment building had to be evacuated for 
several hours. Chlorine can be extremely dangerous, especially when it is combined 
with other chemicals such as ammonia. It can create explosive compounds and gases 
that are toxic to breathe. Chlorine also reacts with metals and heat and can cause fires. 
Source: http://articles.sun-sentinel.com/2010-07-31/news/fl-hollywood-chlorine-spill-
20100731_1_chlorine-prompts-spill 

9. July 31, KTUL 8 Tulsa – (Oklahoma) Chemical spill minor at Sand Springs 
plant. Firefighters were called to Baker Hughes at 9100 W 21st Street in Sand Springs, 
Oklahoma July 31 when chemicals began leaking from a pipe. A Sand Springs fire 
chief said a line carrying hexane began leaking around 2 p.m. He estimated that 100 
gallons of the highly-flammable fluid leaked out. Crews covered the pipe and liquid 
with a special foam that contains vapors. Baker Hughes’ spill response team was on 
hand to continue monitoring air quality in the area through the afternoon. According to 
the EPA’s Web site, hexane is used to extract edible oils from seed and vegetables 
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crops. In commercial grade form, it is used as a solvent for glues and adhesives. 
Source: http://www.ktul.com/Global/story.asp?S=12904806 

For more stories, see items 29, 36, and 47  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

10. August 3, Mid Hudson News – (New York) IP siren test scheduled for later this 
month. A full-volume test of the Indian Point Siren System will be conducted between 
10 a.m. and 11 a.m. on Wednesday, August 25. During this full-system activation test, 
all sirens around the Indian Point nuclear plants in Buchanan, New York will be 
activated. During the test, sirens will sound simultaneously for about 4 minutes. The 
sirens will sound at full volume for the entire duration of the test. No action on the part 
of the public is necessary or required for this drill. However, if the sirens were sounded 
during an actual emergency, residents would listen to an Emergency Alert System radio 
or television station for information and instructions about any action to be taken. 
Source: http://www.midhudsonnews.com/News/2010/August/03/IP_siren_test-
03Aug10.html 

11. August 3, Florence Times Daily – (Alabama; Tennessee) TVA seeks input on nuclear 
reactor fuel proposal. The public will get to ask questions and voice concerns August 
3 about a proposal to make nuclear reactor fuel from surplus nuclear weapons for the 
Browns Ferry nuclear plant in Athens, Alabama, and the Sequoyah nuclear plant in 
Soddy Daisy, Tennessee. The experimental nuclear fuel, known in the industry as 
“MOX,” comes from plutonium in nuclear weapons that are no longer in use. 
Reprocessed nuclear fuel is commonly used in other countries such as France, but 
nearly unheard of in the U.S. Supporters said reprocessing weapons-grade plutonium 
could result in non-proliferation of nuclear bombs, but critics argue commercializing 
the fuel could result in more access to plutonium to generate weapons. The Tennessee 
Valley Authority (TVA), which owns both nuclear plants, has already worked with the 
Department of Energy to build a reprocessing plant at Savannah River in South 
Carolina. The $4.86 billion reprocessing plant will consist of a 600,000-square-foot 
complex scheduled to open in 2016. The plant is expected to reprocess 37.5 tons of 
plutonium. The public hearing will be part of TVA’s environmental review. “The 
reason we’re looking at it is it has potential benefit for our customers,” said a TVA 
spokesman. “We haven’t made a decision yet.” 
Source: 
http://www.timesdaily.com/article/20100803/NEWS/100809981/1011/NEWS?Title=T
VA-seeks-input-on-nuclear-reactor-fuel-proposal 

[Return to top]  

Critical Manufacturing Sector 
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12. August 3, Lafayette Journal and Courier – (Indiana) Firefighters battle factory 
fire. Nobody was injured in an overnight fire, August 2 and 3 at Emerson Industrial 
Automation, a Monticello, Indiana factory. It took firefighters from six departments 
several hours to control the fire, that was inside a machine located within the factory. 
The fire involved oil-soaked metal chips and shavings inside a chip-grinding machine 
in the plant. The factory produces automotive components. According to firefighters, a 
malfunction in the machine allowed it to become overloaded with oil-soaked metal that 
caught fire. The fire forced the evacuation of third shift employees. Firefighters were 
forced to remove the burning material by hand. As it was removed, the material was 
placed into hoppers and removed from the building by employees with forklifts to be 
extinguished. The intense heat required fire crews to frequently rotate. In all, 56 
firefighters from 6 departments battled the fire. Damage estimated at $300,000 was 
limited to the inside of the chip grinder. 
Source: http://www.jconline.com/article/20100803/NEWS09/100803002 

13. August 2, Associated Press – (Idaho) Fire burns at Boise’s Micron campus. A fire 
burned through the heating and cooling system in a building on the Micron Technology 
Inc. campus near Boise, Idaho sending billows of black smoke into the clear blue 
morning sky. The blaze at the semiconductor and solar-panel maker was reported 
August 2, just after 7 a.m. It took firefighters from Boise about a half an hour to put out 
the fire, which broke out in a building that helps support the company’s development of 
solar panels. Micron said that there were no injuries and that the company doesn’t 
expect any disruptions to its ongoing businesses. Officials said they were shutting down 
electricity to the site, to eliminate the potential for problems to spread to high-voltage 
lines in the area. Some evacuations of Micron workers were done as a precaution. The 
cause of the fire is under investigation. 
Source: http://www.businessweek.com/ap/financialnews/D9HBFH300.htm 

[Return to top]  

Defense Industrial Base Sector 

14. August 3, Los Angeles Times – (National) Boeing to relocate two key defense 
programs from Long Beach to Oklahoma City. Citing a shrinking Pentagon budget, 
Boeing Corporation said August 2 that it was relocating two key defense programs 
from Long Beach, California where it employs 800 people, to Oklahoma City, 
Oklahoma. Beginning next year, the Chicago company said it would move its C-130 
military cargo avionics and its B-1 bomber modernization programs. The relocation is 
expected to begin in the first quarter of next year and be completed by the end of 2012. 
The move would deal another blow to the California economy, where unemployment 
stands at 12.3 percent In January, Northrop Grumman Corp. announced plans to move 
its headquarters to the Washington, D.C. area from Los Angeles, where the company 
has been since it was founded in 1939. There are about 800 jobs, mostly engineering 
positions, associated with the two Boeing programs in Long Beach. But the workforce 
is expected to drop to about 550 before the move as segments of the two programs 
wind down. Some Long Beach employees will be offered the opportunity to relocate, 
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but other positions will be hired locally in Oklahoma City, Boeing said. The move is 
being made to cut costs, the company said. Boeing declined to say how much it would 
save from the move to Oklahoma City, where there are already 250 people working on 
the B-1 bomber modernization. 
Source: http://www.latimes.com/business/la-fi-boeing-20100803,0,3486927.story 

15. July 31, Associated Press – (National) Attack sub Missouri commissioned in 
Connecticut. The USS Missouri, the seventh Virginia-class sub, entered the fleet July 
21 after a commissioning ceremony at the Naval Submarine Base New London in 
Connecticut. The 377-foot, 7,800-ton Missouri was built in Rhode Island, Connecticut 
and Virginia as a part of a partnership between General Dynamics and Northrop 
Grumman Shipbuilding-Newport News. The boat is the fifth Navy vessel to be named 
Missouri. The last was the battleship on which Japan gave its unconditional surrender 
on September 2, 1945 to end World War II. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5ghUGMmy_6Be6GNins7j1-
YEwI5rAD9HA85D80 

[Return to top]  

Banking and Finance Sector 

16. August 3, KTLA 5 Los Angeles – (California) ‘Chaw bandit’ strikes 5th L.A. county 
bank. The FBI and the Los Angeles Police Department are searching for a bank 
robbery suspect dubbed the “Chaw Bandit.” The suspect, who appeared to be chewing 
tobacco during one of his heists, is accused in at least five bank robberies in Los 
Angeles County since July 16. The latest robbery occurred the morning of August 2 at 
a Citibank in Canoga Park. The so-called “Chaw Bandit” also struck a Bank of 
America in Canoga Park July 26, two banks in Northridge and Winnetka July 22, and a 
Citibank in Reseda July 16, authorities said. The suspect, described as a white male 
wearing casual clothing, shows a yellow note through the teller’s window, demanding 
cash. He has also worn a similar white baseball hat with a possible checkered bill in 
most of his robberies, officials said. Investigators said it’s possible the suspect has a 
medical condition that may account for his physical facial appearance. 
Source: http://www.ktla.com/news/landing/ktla-chaw-bandit,0,1825907.story 

17. August 3, NACS Online – (Arizona) Arizona reports 30 cases of skimmers at 
gasoline stations. Skimmers have come to Arizona, the Arizona Republic reports. 
During the last six months, the Arizona Department of Weights and Measures have 
reported at least 30 cases of illegal credit-card readers found attached to legitimate card 
readers at gasoline pumps across the state. It appears that the skimmer activity has 
popped up spontaneously during the past 12 months, but not in a concentrated effort or 
area, with the skimmers moving in and out of locations fast. In July, the governor asked 
the department to raise awareness of skimming with training and more inspections to 
catch the illegal devices. In August, state inspectors will increase fuel pump exams, 
provide extra training sessions for officers on technology used to catch skimmers, and 
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work with the petroleum industry on finding and preventing skimming, said the director 
of compliance programs for the state agency. Sometimes, skimmers are used in other 
industries, too, such as in restaurants, said an individual who works in the restaurant 
industry. Waiters can hide skimmers in their wallets or belts to swipe cards undetected. 
Source: http://www.nacsonline.com/NACS/News/Daily/Pages/ND0803101.aspx 

18. August 2, KCRA 3 Sacramento – (California) Bank of America ATM torched at UC 
Davis. A Molotov cocktail might have been used to torch an automated teller machine 
(ATM) at the University of California, Davis (UC Davis) August 2, a university 
representative said. A groundskeeper spotted the burning Bank of America ATM at 
about 5:41 a.m. near the east side of the Memorial Union building. UC Davis police 
responded and put out the fire with an extinguisher. A wall and the top part of the ATM 
were scorched. Bottle fragments were found near the scene, a university representative 
said. The Bank of America ATM seems to have been targeted. No money was taken. 
Because it is a bank machine, the FBI and Bureau of Alcohol, Tobacco, Firearms and 
Explosives were alerted. 
Source: http://www.kcra.com/r/24479655/detail.html 

19. August 2, Bank Info Security – (National) GPS: The future of authentication. A new 
report published by Gartner Research places emphasis on another use for mobile 
technology in the financial transaction chain — as a security layer for user 
authentication via global positioning. If a card transaction is initiated at an ATM in 
Phoenix, but the GPS tracking says the cardholder’s phone is in Atlanta, the bank could 
flag the transaction as suspect. Gartner’s report, “Get Smart With Context-Aware 
Mobile Fraud Detection,” released July 29, estimates 1.8 billion smartphones will be 
used across the world by the end of 2011. And Gartner predicts that by the end of 2013, 
location or profile information from mobile devices will be used to validate and detect 
fraud on 90 percent of mobile transactions. Most smartphones, such as the iPhone, have 
built-in, global-positioning-system tracking. The feature provides security for the 
phone, in case it gets left at the grocery checkout or someone lifts it when the owner is 
not looking. “This is about stronger authentication, and the only device you can count 
on for this kind of tracking is the cell phone,” said a Gartner analyst and lead author of 
the report. Since most people always have their phones with them, GPS tracking of the 
mobile device offers a relatively reliable way to track a person’s location. As a way to 
authenticate a financial transaction, here is how it would work: When a user conducts a 
card transaction at an ATM or POS terminal, the location of the ATM or POS device 
would be compared with the location of the user’s mobile phone via GPS. So if a card 
transaction is initiated at an ATM in Phoenix, but the GPS tracking said the 
cardholder’s phone is currently in Atlanta, the bank could flag the transaction as 
suspect. 
Source: http://blogs.bankinfosecurity.com/posts.php?postID=645 

20. August 1, WFLD Chicago – (Illinois) Feds one step closer to Wheaton bandit? The 
“Wheaton Bandit” is one of the most prolific serial bank robbers to hit the Chicago 
area. FBI agents believe he robbed 15 banks in four years. For the first time, 
investigators said they have a possible suspect in the case. They developed this lead by 
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going back and taking another look at all of their evidence. The review uncovered bank 
security photos of a man taken a few weeks before the bank was robbed by the 
Wheaton Bandit that match the physical description of the bandit. The photos were 
snapped in late December 2004 at a Mid American Bank Branch on Roosevelt Road in 
Glen Ellyn. Investigators said the Wheaton Bandit robbed that same bank in January 
2005. In addition to the man’s physical description matching the Wheaton Bandit’s, 
agents said the photos indicate he was not a bank customer. They said he appeared only 
to go in to the bank to get change and cased the bank while doing so. Based on this 
information, agents are calling the man in the photos a possible suspect or a person of 
interest. If he isn’t the Wheaton Bandit, investigators believe he may know who the 
bandit is. 
Source: http://chicagopressrelease.com/news/feds-one-step-closer-to-wheaton-bandit 

For another story, see item 57  
 
[Return to top]  

Transportation Sector 

21. August 3, Washington Examiner – (District of Columbia; Maryland; Virginia) Md. 
labor safety agency cites Metro for worker deaths. The Maryland Occupational 
Safety and Health office has cited the Washington Metropolitan Area Transit Authority 
(Metro) for workplace safety violations in the January deaths of two of its track 
workers, and ordered it to improve communications and dead zones in its radio 
network. The agency issued two citations containing four violations against the transit 
agency for the January 26 deaths of two workers. Three of the violations were 
considered “serious.” The Maryland workplace safety agency’s investigation revealed 
that Metro had departed from its own safety rules and failed to provide a constant 
lookout for the workers. Workers also used different radio frequencies and sometimes 
even their personal cell phones to communicate even as shifts changed, the report 
showed. The agency did not fine Metro, but recommended the transit agency improve 
its communications system and eliminate dead zones. The transit agency is also 
contesting a $7,000 fine for a “serious” violation of workplace safety in the August 9 
death of another track worker, who was hit by a machine spreading gravel near the 
Vienna/Fairfax-GMU Metro station, said a Virginia Department of Labor and Industry 
policy analyst. The Virginia workplace safety watchdog found that the windshield on 
the equipment that killed the man was covered in “significant amounts of dust,” 
limiting visibility to less than 15 feet. 
Source: http://www.washingtonexaminer.com/local/Md_-labor-safety-agency-cites-
Metro-for-worker-deaths-1006671-99791624.html 

22. August 3, Associated Press – (National) NTSB probes rollovers by Hazmat tanker 
trucks. A tanker truck hauling propane ran off a busy interstate in Indianapolis, struck 
a guardrail and exploded last October. The giant fireball could be seen miles away. The 
accident has prompted the National Transportation Safety Board to examine whether 
enough is being done to prevent tanker trucks hauling hazardous loads from rolling 
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over. The safety board wants to know whether electronic stability systems similar to 
those required for cars would prevent tanker rollovers. The sensors tell the vehicle’s 
on-board computer when weight is shifting or is about to shift. The computer 
automatically applies brakes to one or more wheels to compensate until balance is 
restored. The electronic stability systems work best at preventing tanker trucks driving 
too fast on highway exit or entry ramps from rolling over as they round a curve. But 
they’re less effective at preventing rollovers involving trucks already on the interstate. 
Source: http://www.npr.org/templates/story/story.php?storyId=128945605 

23. August 3, AOL News – (International) FAA says Mexico’s air safety reason for 
concern. The Federal Aviation Administration (FAA) has downgraded Mexico’s 
aviation safety rating due to concerns about the country’s oversight. The action does 
not stop flights between the U.S. and Mexico, but it does bar expansion of service in 
the U.S. by Mexican airlines, including AeroMexico and Mexicana. It also means the 
Mexican carriers cannot carry passengers to or from the U.S. as part of code-sharing 
agreements. Delta Air Lines has a code share arrangement with AeroMexico and 
American Airlines with Mexicana. Delta issued a statement saying it would remove its 
code from AeroMexico flights, about 140 daily flights in total. Delta said it will work 
with affected codeshare passengers to minimize impact on their travel plans. Travelers 
will still get their frequent flyer miles. 
Source: http://news.travel.aol.com/2010/08/03/faa-says-mexicos-air-safety-reason-for-
concern/ 

24. August 3, Truckinginfo.com – (National) PHMSA proposes new rule for explosives 
transport. The Pipeline and Hazardous Materials Safety Administration (PHMSA) has 
issued a notice of proposed rulemaking to change rules governing safe havens for the 
transportation of certain explosives. A safe haven is an area designated by the federal, 
state or local government for the parking of unattended vehicles transporting 
explosives. According to the Federal Register, the PHMSA and Federal Motor Carrier 
Safety Administration is proposing to enhance existing attendance requirements for 
explosives stored during transportation. The rule would make the National Fire 
Protection Association standard 498 the approved standard for the construction and 
maintenance of safe havens used for unattended storage of Division 1.1, 1.2 and 1.3 
explosives. 
Source: http://www.truckinginfo.com/news/news-detail.asp?news_id=71212 

25. August 3, KABC 7 Los Angeles – (California) 9 injured when Metro bus collides with 
truck. Several people were hurt after a Metro bus and a truck collided in downtown 
Los Angeles August 3. About a dozen people were on the bus when the accident 
happened at the intersection of Hill and Temple streets at 12:15 a.m. Authorities said 
the bus was traveling northbound on Hill Street, and the truck was traveling eastbound 
on Temple Street when they collided. The bus went on to crash into a traffic pole and 
then into a gate. Nine people were taken to the hospital, and the driver of the truck was 
also transported. All of the injuries were minor. The cause of the accident has not yet 
been determined. 
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Source: 
http://abclocal.go.com/kabc/story?section=news/local/los_angeles&id=7589580 

26. August 3, KDFW 4 Dallas-Forth Worth – (Texas) Truck crashes off freeway, 
explodes. An 18-wheeler blew a tire and crashed through an overpass guardrail onto a 
surface street below, then exploded in a mass of flames. The accident happened early 
August 3 on westbound I-635 outside Dallas, Texas. The driver, who suffered non-
lifethreatening injuries, was hauling a load of paper and plastic cups when one of his 
tires blew and he lost control. As the sun rose, tire tracks could be seen on the grassy 
embankment, tracing the truck’s path from overpass to street. A nearby street was 
closed as firefighters continued to battle flareups from the burning cargo. 
Source: http://www.myfoxdfw.com/dpp/news/080310-truck-crashes-off-freeway-
explodes 

27. August 2, WIVB 4 Buffalo – (New York) Trolley fire causes airport evacuation. First 
responders rushed to a fire at the Niagara Falls International Airport around noon 
August 2. The Niagara Frontier Transportation Authority (NFTA) saud a trolley caught 
fire as it pulled into the Metro Center. A fire unit from the air reserve station quickly 
doused the flames. No one was hurt and the airport building was evacuated as a 
precaution. No word on what sparked the trolley fire. 
Source: http://www.wivb.com/dpp/news/niagara/Trolley-fire-causes-airport-evacuation 

28. August 2, Atlanta Journal Constition – (Georgia) Airport police use growing fleet of 
robots to ferret out bombs. Hartsfield-Jackson International Airport in Atlanta has 
amassed a small collection of bomb-disposal robots and later this year will add a fifth 
one capable of maneuvering narrow airplane aisles and checking for explosives under 
seats and in overhead bins. The airport is buying the $300,000 robot using federal 
Homeland Security funding secured through a grant from the Georgia Emergency 
Management Agency and expects to receive the machine this fall. The API 
Technologies teleMAX will be the most valuable robot used by the bomb squad at 
Hartsfield-Jackson. The airport bought its first robot before the 1996 Atlanta Olympics 
and has agreements for other squads to share use of the robots. Most of the robots have 
arms to retrieve suspected explosive devices and place them in a bomb containment 
vessel, where the blast can be controlled. Some robots have fewer capabilities, but are 
small enough to get into tighter areas. One mini-robot is used at the airport mainly for 
surveillance under cars and in other confined areas. 
Source: http://www.ajc.com/business/airport-police-use-growing-583454.html 

For more stories, see items 4, 5, and 29  
 
[Return to top]  

Postal and Shipping Sector 

29. August 2, WSBTV 2 Duluth – (Georgia) FedEx truck leaks hazardous materials on 
Interstate 20. A FedEx truck dripping with chromic acid spilled onto an on-duty 
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ambulance August 2. The Tri-Star ambulance crew was headed to pick up a dialysis 
patient when they slid in behind the leaking FedEx truck. The crew then flipped on 
their red lights, pulled over the FedEx truck and showed the driver the oozing liquid. 
The driver was shocked to find that a 55-gallon drum of chromic acid had spilled off 
the back of truck. Chromic acid, an industrial cleaning carcinogen, is a corrosive 
chemical that can be toxic to even breathe. It is so dangerous and damaging to the 
environment that it is rarely used anymore. The yellow liquid turned a purplish-brown, 
covering the front of the ambulance and sticking to the windshield. The crew said they 
were pretty sure they didn’t have the only vehicle coated by the chemical as the truck 
roared down I-20. But they were sure they got the worst of it. FedEx will be billed the 
cost for the response and cleanup. 
Source: http://www.wsbtv.com/news/24483034/detail.html 

For another story, see item 52  
 
[Return to top]  

Agriculture and Food Sector 

30. August 3, Associated Press – (Connecticut) Official: 9 killed in Conn. warehouse 
shooting. A warehouse driver who was asked to resign his job at beer distributor 
Hartford Distributors in Manchester, Connecticut went on a shooting rampage August 3 
that left nine people dead, including himself, and others wounded, company and 
government officials said. The number of dead was confirmed by a Connecticut 
government official who was not authorized to speak publicly and spoke to the 
Associated Press on the condition of anonymity. The driver had worked at the 
distributor for a couple of years and been called in for a disciplinary hearing. When 
police found him, he had been shot. About 50 to 70 people were in the warehouse 
during a shift change when the gunman opened fire around 7 a.m. Adding to the chaos 
was a fire at the warehouse, about 10 miles east of Hartford, that was put out. Police 
did not know whether the fire was related to the shootings. Two victims were taken to 
Hartford Hospital. One was in critical condition, and one was in fair condition. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5jBNP73m9cp2g6qFtWxCbJH6
IAD3gD9HC5I0O0 

31. August 3, Courthouse News Service – (National) Gulf dead zone has doubled, experts 
say. Although no evidence links it to the Deepwater Horizon oil spill, this year’s “dead 
zone” in the Gulf of Mexico has doubled since last year, and researchers said it might 
be even larger than mapped. The dead zone, which stretches from the mouth of the 
Mississippi River into Texas, is created by low levels of oxygen in water, known as 
hypoxia. According to the Louisiana Universities Marine Consortium’s Web site, the 
Gulf’s dead zone is the largest dead or “hypoxic” zone currently affecting the United 
States, and the second largest worldwide. The low-oxygen area is linked to high 
concentrations of nutrients found in agricultural fertilizers such as nitrogen and 
phosphorous as well as other nutrients carried into the Gulf by the Mississippi River. 

http://www.wsbtv.com/news/24483034/detail.html�
http://www.google.com/hostednews/ap/article/ALeqM5jBNP73m9cp2g6qFtWxCbJH6IAD3gD9HC5I0O0�
http://www.google.com/hostednews/ap/article/ALeqM5jBNP73m9cp2g6qFtWxCbJH6IAD3gD9HC5I0O0�


 - 13 - 

Scientists with the Louisiana Universities Marine Consortium announced August 2 that 
this year’s dead zone stretches 7,722 square miles across Louisiana’s coast into Texas 
waters — an area the size of Massachusetts. That finding matches predictions made 
earlier this year by a Louisiana State University biologist, who predicted a range of 
over-oxygenated water averaging 7,776 square miles based on measurements of 
nutrients carried by the Mississippi River this spring. The dead zone is in the 
Mississippi River Delta along Louisiana’s vast coastline. This area of the country hosts 
some of world’s most diverse ecosystems, and provides 16 percent of U.S. fisheries, 
and habitat for 70 percent of migratory birds in all of North America. 
Source: http://www.courthousenews.com/2010/08/03/29283.htm 

32. August 3, AnnArbor.com – (Michigan) Brothers accused of throwing pipe bomb at 
Freedom Township bar on Sept. 11. Two brothers were arrested August 2 and 
accused of detonating a pipe bomb outside a Freedom Township, Michigan, bar 
September 11, 2009 after another man set fire to a hallway in the basement to distract 
customers, Michigan State Police said. No one was injured in the fire and explosion at 
the Pleasant Lake Inn, but it blew a hole in a deck and shattered at least one window, 
showering a man with broken glass, troopers said. A 19-year-old of Manchester and 20-
year-old of Saline were charged with two counts each of arson of a dwelling, arson of 
real property and placing an explosive near property causing damage, Washtenaw 
County court records showed. Up to four more arrests are possible, records indicated. 
Source: http://www.annarbor.com/news/brothers-charged-in-pipe-bombing-and-arson-
at-freedom-township-inn/ 

33. August 3, Associated Press – (New York) Agency wants NYC salad maker 
shuttered. A federal agency said a wholesaler that provides prepared salads throughout 
New York City has failed to fix numerous health violations. The U.S. Food and Drug 
Administration (FDA) has filed a civil complaint in Brooklyn federal court seeking to 
close the NY Gourmet Salads facility in Brooklyn. The agency said the company was 
cited in 2006, 2007, 2009 and again in March. It said 60 pounds of chickpea salad had 
to be recalled after bacteria that can cause serious illness was found in the salad. The 
owner told the New York Post that he has complied with all of the FDA’s requests. 
Source: http://www.wcax.com/Global/story.asp?S=12915395 

34. August 3, Associated Press – (New York) Roof partially collapses at food processing 
plant. A section of the roof collapsed August 2 at the Seneca Foods plant in Geneva, 
Ontario County in New York, and engineers are trying to figure out what caused the 
collapse. The Northside Fire Department chief said the collapsed section was about 50-
by-60 feet, and fell in around 11:30 p.m. He said one person was working in the area of 
the collapse but nobody was hurt. The incident happened in an area where railroad cars 
are loaded and unloaded. Seneca Foods primarily produces canned, frozen, and bottled 
produce under private label as well as brands such as Seneca, Libby’s, Stokely’s, Green 
Giant and Le Suer. The Geneva plant employs about 150 people. 
Source: http://www.wcax.com/Global/story.asp?S=12914529 
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35. August 2, Reuters – (National) Lawmakers seek info after Kellogg cereal recall. U.S. 
lawmakers are seeking more information on the chemical believed to be behind this 
summer’s recall of 28 million boxes of Kellogg Co. cereals. In an August 2 letter to 
Kellogg’s chief executive, two U.S. Representatives — the chairmen of the U.S. 
Committee on Energy and Commerce and its Subcommittee on Oversight and 
Investigations — said they were “examining the recent recall” of Corn Pops, Honey 
Smacks, Fruit Loops, and Apple Jacks cereals. In particular, the lawmakers are seeking 
information about 2-methylnaphthalene, which the Washington Post reported August 2 
as the likely source of the foul taste and smell cited as the reason for Kellogg’s June 25 
voluntary cereal recall. The news report also said Kellogg destroyed most of the tainted 
liners before initiating the recall. In announcing the recall, Kellogg said it noticed “an 
uncharacteristic off-flavor and smell” from the box liners of its ceereals. The company 
said the chance of serious illness from the smell was low, but the products could cause 
nausea and diarrhea among sensitive consumers. On August 2, the lawmakers said “at 
least one study has shown that 2-methylnaphthalene may cause lung injuries in adults.” 
In fact, little is known about the safety profile of 2-methylnaphthalene, which is derived 
from crude oil. 
Source: 
http://www.reuters.com/article/idUSTRE6715AR20100802?type=domesticNews 

36. July 30, Springfield News-Leader – (Kansas; Missouri) EPA orders St. Joseph 
company to stop distributing tainted pesticide. A St. Joseph, Missouri company has 
been ordered to stop selling and distributing a tainted pesticide that caused problems for 
Kansas soybean farmers. The U.S. Environmental Protection Agency (EPA) has 
ordered HPI Products, Inc., to immediately halt the sale or distribution of its supplies of 
Warthog 2 EC, following reports that a tainted batch of the herbicide distributed by the 
company damaged 8,000 acres of soybeans near Beattie, Kansas. No similar problems 
have been reported in Missouri, according to the EPA’s Region 7 office in Kansas City, 
Kansas. Similar orders also have been issued to the pesticide’s registrant, J. Oliver 
Products, LLC, of Hernando, Mississippi; and to Pony Express Warehouse, in St. 
Joseph, which received distribution of the product from HPI Products. During the week 
of July 12, the Kansas Department of Agriculture (KDA) responded to multiple 
complaints from farmers near Beattie. The farmers indicated their soybean crops 
sustained damage from the recent use of Warthog 2 EC that was purchased from 
Frontier Chemical, Inc., a dealership in Beattie. KDA then conducted an inspection of 
Frontier Chemical to collect records and product samples. On July 20, the Missouri 
Department of Agriculture inspected HPI Products, to collect sales records and samples 
of Warthog 2 EC, and investigation showed that samples of Warthog 2 EC taken from 
stocks at HPI Products appeared to be tainted with another herbicide, Dicamba. 
Warthog 2 EC is commonly used to control annual and perennial grasses among a wide 
range of field crops, including soybeans, according to the National Pesticide 
Information Center. 
Source: http://www.news-
leader.com/article/20100730/BREAKING01/100730023/1007/NEWS01/EPA+orders+
St.+Joseph+company+to+stop+distributing+tainted+pesticide 
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For more stories, see items 42 and 64  
 
[Return to top]  

Water Sector 

37. August 2, WNEP 16 Scranton – (Pennsylvania) Fire hydrants working again. In p
of Luzerne County, Pennsylvania, fire hydrants are working again. In May, White 
Haven’s water supplier, Aqua Pennsylvania, began repainting a massive water tank 
supplies the community, leaving every fire hydrant in town dry, but now that has 
changed. It was about two-and-a-half months ago when all 49 hydrants in the borou
were covered in red plastic with signs that read “Not in Service.” Aqua Pennsylvani
said the water tank that supplies the hydrants was taken off line to be repainted. Wit
the big tank disconnected, there wasn’t enough water to supply the fire hydrants. Th
neighboring departments were prepared to help White Haven put out any blazes. Th
fire chief said there were not any major fires during this time, but he added they we
lucky. Aqua Pennsylvania finished the work ahead of schedule getting the water 
flowing to the hydrants sooner than expected. 
Source: http://www.wnep.com/wnep-luz-fire-hydrants-working-again,0,2696492.st

38. August 2, U.S. Environmental Protection Agency – (Nebraska) Boil order lifted in 
Macy, Neb. Region 7 of the U.S. Environmental Protection Agency (EPA) has dire
the Omaha Macy Public Water System, located on the Omaha Tribe Reservation in 
Thurston County, Nebraska to lift a boil order in Macy, Nebraska, which had been i
effect since July 13, 2010. Water sampling results have shown adequate levels of 
chlorination protection and the absence of disease-causing bacteria sufficient for EP
to advise the public water supply to lift the boil water order. EPA’s action has been 
communicated to the tribal chairman and tribal utility director and the operator of th
Omaha Macy Public Water System. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/9F685234E26454E7852577730070643

39. August 2, Weatherford Democrat – (Texas) Water runs out across city. Homes an
businesses across Weatherford, Texas, are losing their water supply as the result of 
major water line break. Around midnight August 2, city officials were alerted that a
inch water pipe in the clear well at the water treatment plant had pulled loose. Whil
city crews were on hand immediately to start working on the break, the expert 
engineers needed for this type of incident could not be reached until around 6 a.m., 
the assistant city manager. The clear well is a 40-foot-deep well located at the Lake 
Weatherford water treatment plant. From the street it looks like an amphitheater wit
only a little bit of concrete showing from ground level. Under a concrete floor is the
well and all it is piping. Divers jumped into the well around 3 a.m. and located the 
break about 25 feet from the floor of the well. The well is currently filled to the 30-
mark, and will stay there as no water is being pumped out. “We’re not pumping 
anything out of the plant right now,” the assistant city manager said. “It’s not 
physically possible. We can treat water, but we can’t pump it into town.” The city is

art 

that 

gh 
a 
h 
ree 
e 
re 

ory 

cted 

n 

A 

e 

B 

d 
a 
 24-
e 

said 

h 
 

foot 

 

http://www.wnep.com/wnep-luz-fire-hydrants-working-again,0,2696492.story�
http://yosemite.epa.gov/opa/admpress.nsf/0/9F685234E26454E7852577730070643B�


 - 16 - 

hopeful a temporary fix will be in place before the end of the day. As for now, water 
customers at higher elevations will lose water first due to the water pressure needed to 
pump uphill. Those in lower-lying elevations will maintain water for a bit longer. She 
could not give a definite time frame of when the water would be gone, only that the 
supply will run out. “Unless we are able to get water back into town, we anticipate we 
will lose most of the system,” she said. This is the biggest break she was seen in her 25 
years with the city, and she doesn’t know how long a permanent fix is going to take. 
The city sent out code red alerts to residents August 2 asking for everyone to refrain 
from all nonessential water use. 
Source: http://weatherforddemocrat.com/breakingnews/x1243783048/Water-runs-out-
across-city 

40. August 2, Freeport Journal-Standard – (Illinois) Treatment plant damage tabbed at 
$1.4M. An initial assessment of damage to the Freeport, Illinois wastewater treatment 
plant after major storms rolled through the area last month put the tab at more than $1.4 
million, the water and sewer director told the city council August 2. The plant was 
designed to treat 6 million gallons of wastewater and has been handling 18 million 
gallons of sewage since two storms dumped more than 11 inches of rain on the area 
July 23 and 24. That report was part of an extensive update by city officials on the 
effort to help Freeport residents recover from the flooding of the Pecatonica River and 
Yellow Creek after the downpour. “All I can say at this point is that the sanitary sewer 
system is processing the waste, and the flows are receding,” the water and sewer 
director told council members. Damage to the treatment plant included a $250,000 “bar 
screen,” which separates large debris from the wastewater as it enters the system. 
Source: http://www.journalstandard.com/news/business/x272790518/Treatment-plant-
damage-tabbed-at-1-4M 

41. August 2, Rochester Democrat and Chronicle – (New York) Problems reported at 
Nunda water-treatment plant. Residents of Nunda, Livingston County, New York, 
August 2 were being asked to voluntarily conserve water. According to the Livingston 
County Department of Health, water operators are having technical difficulties at the 
water treatment plant and have temporarily reduced water production. As a result, 
water storage tanks are supplying residents served by the Nunda water system. County 
officials and water operations are working to repair the problem. 
Source: http://rocnow.com/article/local-news/2010100802027 

42. August 2, KNDO 2 Yakima – (Washington) Badger Mountain irrigation water 
returning. More than one-thousand families in the Badger Mountain area in 
Washington should have their irrigation water back by tomorrow. The Badger 
Mountain Irrigation District said a lightning strike July 31 may have caused the damage 
at the main pumping station. The outage has affected the Rancho Reata area and several 
neighborhoods in South Richland. Several corn, wheat, and grape growers along the 
foothills of Badger Mountain today were able to resume watering their crops. The 
irrigation district said residents should have their water back on later August 3. 
Source: http://www.kndo.com/Global/story.asp?S=12910750 
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[Return to top]  

Public Health and Healthcare Sector 

43. August 3, Homeland Security Today – (International) CDC updates yellow fever 
guidelines. The Center for Disease Control (CDC) has updated its recommendations 
for using yellow fever (YF) vaccine. CDC’s report: Recommendations of the Advisory 
Committee on Immunization Practices (ACIP), published July 31, summarizes the 
current epidemiology of YF, describes immunogenicity and safety data for the YF 
vaccine, and provides recommendations for the use of YF vaccine among travelers and 
laboratory workers. The report urges that all persons over nine months old traveling to 
or living in areas of South America and Africa in which a risk exists for YFV 
transmission be vaccinated. The new guidelines replace 2002 YF vaccine 
recommendations. YF is a vector-borne disease resulting from the transmission of 
yellow fever virus (YFV) to a human from the bite of an infected mosquito. Because no 
treatment exists for YF disease, prevention is critical to lower disease risk and 
mortality, the report said, adding: “A traveler’s risk for acquiring YFV is determined by 
multiple factors, including immunization status, location of travel, season, duration of 
exposure, occupational and recreational activities while traveling, and local rate of 
virus transmission at the time of travel.” 
Source: http://www.hstoday.us/content/view/14200/128/ 

44. August 2, Philadelphia Inquirer – (Pennsylvania) Computer with patient data stolen 
from Philadelphia hospital. A laptop computer with health and personal information 
on 21,000 patients was stolen from an office at Thomas Jefferson University Hospital 
in Philadelphia, Pennsylvania June 30. The patients whose unencrypted records were 
on the password-protected laptop were notified July 30 of the theft in a letter from the 
hospital’s president, who offered identity-theft monitoring and protection. He said the 
hospital would do all it could to protect the patients whose information, including 
Social Security numbers, had been exposed and take steps to prevent similar incidents 
in the future. The breach at Jefferson is part of a national problem, experts say. A 
federal database has documented 121 such lapses nationwide since September 2009, 
showing that medical or financial information had been exposed for more than 5 
million people. 
Source: http://www.securityinfowatch.com/node/1317053 

45. August 2, eWeek – (National) Data breaches hit 113 health care organizations, 
report says. A total of 113 health care facilities have been hit with data breaches in 
2010, compared with only 39 banking/finance firms, according to a July 28 report by 
the Identity Theft Resource Center (ITRC). Hospitals are vulnerable to insider data 
breaches with the multitude of doctors, nurses, lab technicians, janitors and food-
service personnel circulating throughout the facility, according to the executive director 
of the ITRC. In one incident reported by the ITRC, a former University of California, 
San Francisco Medical Center employee used fellow workers’ Social Security numbers 
to fill out health surveys that won him hundreds of $100 vouchers for an Amazon.com 
shopping spree. The former employee pleaded guilty to wire fraud in federal court. The 
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organization obtained its information on the health care data breaches from the U.S. 
Department of Health and Human Services. To qualify as a breach, the data had to 
include financial account information, as well as driver’s license and Social Security 
numbers. 
Source: http://www.eweek.com/c/a/Health-Care-IT/Data-Breaches-Hit-113-Health-
Care-Organizations-Report-Says-799761/ 

46. July 30, KRIV 26 Houston – (Texas) Laptop stolen: patient information at 
risk. Patient confidentiality is a sacred trust between doctor and patient, but what about 
thieves? It’s a question to consider when a laptop, containing the clinical and 
demographic information of around 1,600 patients is stolen. That information includes 
names, medical record numbers, dates of service, diagnoses and dates of birth, 
according to a Texas Children’s Hospital statement. No financial or insurance 
information was stored on the laptop. A suspect was arrested and charged July 30, but 
the password-protected laptop has yet to be recovered. The laptop was stolen May 13 
from a physician from Baylor College of Medicine. Every individual affected has been 
notified by the hospital. There is no evidence to believe the information on the laptop 
has been accessed or used for fraudulent purposes. 
Source: http://www.myfoxhouston.com/dpp/news/local/100730-laptop-stolen-patient-
information-at-risk 

[Return to top]  

Government Facilities Sector 

47. August 3, Pittsburgh Post-Gazette – (Pennsylvania) Fumes sicken driver in South 
Park; hazmat team responds. Acid fumes sickened the driver of a tractor-trailer 
making a delivery August 2 to a federal facility in South Park Township, Pennsylvania, 
prompting Allegheny County’s hazardous materials team to respond. The driver was 
not seriously injured, and the damage caused by the spill of acrylic acid was limited 
because it did not escape the truck. Between 3 and 5 gallons of the combustible 
substance leaked from two 55-gallon drums inside the tractor-trailer around 1:40 p.m. 
after the truck’s load shifted, breaking the barrels’ seals, the South Park police deputy 
chief said. The incident occurred at a warehouse parking lot of the National Energy 
Technology Laboratory, a U.S. Department of Energy research facility at 626 Cochran 
Mill Road. No roads were closed and no buildings were evacuated, but roads leading to 
the warehouse where the delivery was taking place were closed until around 3:10 p.m. 
A spokeswoman for the state department of environmental protection said the agency 
would monitor the cleanup. 
Source: http://www.post-gazette.com/pg/10215/1077157-55.stm 

48. August 2, San Diego Union-Tribune – (California) Navy destroyer, civilian boat 
collide. A Navy destroyer engaged in training exercises off the Southern California 
coast collided with a small civilian boat late August 1, military officials said. No 
injuries were reported. Authorities are investigating the cause of the collision between 
the 509-foot guided missile destroyer Shoup, and a 21-foot civilian boat. The three 
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passengers aboard the civilian boat called for help around 11:30 p.m and the Shoup 
immediately sent crew members in a specialized inflatable boat to provide help, said 
officials for the Navy’s 3rd Fleet. The civilian motorboat’s fiberglass hull was damaged 
but seaworthy. “It was not taking on any water. The owner and passengers were safe 
and could make it back to their berth,” said a Navy spokesman. The Shoup’s hull was 
scraped. The ship, which is homeported in Everett, Washington, was training with the 
strike group of the aircraft carrier Abraham Lincoln. It continued its training mission, 
the spokesman said. The San Diego-based Coast Guard cutter Petrel escorted the 
civilian craft from about 50 miles northwest of Point Loma to Oceanside, arriving in 
port around 2 a.m. Monday, said a spokesman for the Coast Guard’s San Diego sector. 
Source: http://www.signonsandiego.com/news/2010/aug/02/navy-destroyer-civilian-
boat-collide/ 

49. August 2, Associated Press – (Hawaii) Submerged mustard bombs likely to stay in 
place. Some 16,000 mustard blister agent rounds submerged in waters off Hawaii 
should be left in place as relocating them might pose a greater danger to the public and 
the environment, the U.S. Army said July 30. The Army assistant for munitions and 
chemical matters said in a news release tyhat the service was studying a new University 
of Hawaii report that concluded the chemical weapons were corroding, but did not pose 
a current public health risk. The study called for ongoing monitoring of the situation. 
The munitions each carried 73 pounds of the chemical warfare material. After World 
War II they were submerged in waters too deep to be readily accessed by individuals. 
The dumping ground locations are listed on nautical maps and fishing vessels know not 
to work in those waters. The U.S. military’s Explosives Safety Board asserts that the 
best way to deal with generally nonthreatening submerged weapons is to avoid moving 
them and inform the public on what to do should a munition be encountered, the 
civilian Army official said. Should budgeting allow, the U.S. Army plans to widen the 
scope of area examined in the university study. Future monitoring of submerged 
munitions would also be studied, the civilian Army official said. 
Source: http://www.globalsecuritynewswire.org/gsn/nw_20100802_7026.php 

50. August 2, Global Security Newswire – (Oregon) Umatilla contractor penalized for 
permit breaches. The contractor for the Umatilla Chemical Agent Disposal Facility in 
Hermiston, Oregon has oagreed to pay Oregon $41,600 in penalties for two breaches of 
its operating permit, the Oregon Environmental Quality Department (OEQD) 
announced last week. In one case, Washington Demilitarization Co. LLC carried out 
work under protocols or records not included as required in a modified version of the 
site’s federal hazardous waste storage and treatment permit. The company also failed to 
fully adhere to air-monitoring regulations in destroying a container of mustard agent, 
causing the item to be prematurely removed from the site’s treatment center. The 
breaches produced no public safety threats or immediate dangers to the environment, 
the head of the OEQD’s chemical demilitarization program, said in a press release. 
Source: http://www.globalsecuritynewswire.org/gsn/nw_20100730_9859.php 

51. August 2, Associated Press – (International) Space station breakdown has NASA 
scrambling. Astronauts in orbit and on the ground practiced August 2 for a major 
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repair job later this week at the International Space Station, struck by a massive cooling 
system failure. The weekend malfunction knocked out half of the space station’s 
cooling system, forcing the crew of six to turn off unnecessary equipment and halt 
scientific work to avoid any overheating. NASA’s space station program manager 
ranked the problem as one of the most serious in the 12-year history of the orbiting lab, 
but stressed the outpost could keep going indefinitely given the current situation. The 
fear is that the second cooling loop could shut down at any moment and leave the 
station in precarious shape. For now, “everything the crew needs to survive, they’re in 
good shape, all those systems are active,” the space station manager told reporters 
August 2. “What we’re talking about, really, is it would be a significant challenge if we 
suffered the next failure.” Two of the Americans on board will venture out on a 
spacewalk to replace the pump August 4. A second spacewalk will be needed to finish 
the job, probably August 8. The 780-pound pump is difficult to handle, and the 
astronauts will need to guard against any hazardous ammonia leaks. 
Source: http://www.google.com/hostednews/ap/article/ALeqM5h-YHhQkzu3ft-
uaqgZ3J_x9prr5wD9HBKJFG0 

52. July 31, Associated Press – (International) Paris police: Tear gas in letter for U.S. 
embassy. Two men who work for the U.S. Embassy in Paris, France underwent 
medical tests after handling a suspicious letter July 30, the embassy said, and Paris 
police said it appeared they had been exposed to tear gas fumes. Both men were cleared 
and released after being examined at the Paris hospital Hotel Dieu, an embassy 
spokesman said. The mailroom employees identified a suspicious letter and the 
embassy alerted French authorities, he told The Associated Press.The central laboratory 
of the Paris police identified the irritant as tear gas, according to a police official who 
was not authorized to speak to the media. However, the embassy spokesman said he 
could not immediately confirm that report. “Whatever the smell was, it was not deemed 
harmful. It’s not toxic ...,” said a State Department spokesman. “As a precaution, the 
two employees were sent to the hospital and have experienced no ill effects from 
whatever was detected in these letters.” An embassy employee received a manila 
envelope sent as registered mail that had no mail inside, but it began emitting fumes 
after the employee opened it, the French police official said. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5glW0qX5qCLvHaK8kutsdvgX
oP-awD9H9HD0G0 

[Return to top]  

Emergency Services Sector 

53. August 3, Associated Press – (Arizona) Arpaio probes report of $1M bounty on his 
head. The Maricopa County, Arizona sheriff said August 2 his office is investigating a 
report of a $1 million bounty on his head. A sheriff’s spokeswoman said the death 
threat was relayed by the FBI and a caller who told Fox affiliate KSAZ-TV in Phoenix 
that it was from a Mexican drug cartel. It wasn’t known whether the threat actually 
came from a drug cartel, but she said authorities believe the threat was made using a 
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disposable cell phone in Mexico. It’s not unusual for the sheriff to receive death threats 
as he is an outspoken advocate of immigration enforcement. He said the last bounty 
against him was for $5 million. The sheriff said the threats do not deter him from his 
work. The office has to take such threats “credibly because, you know, he’s such a 
lightning rod, and so many people don’t like him because of his stance on this issue,” 
the spokesman said. 
Source: http://azcapitoltimes.com/news/2010/08/03/arpaio-probes-report-of-1m-
bounty-on-his-head/ 

54. August 2, WGN 9 Chicago – (Illinois) FBI increases reward for cop slain. The 
Chicago FBI is now offering a reward of up to $50,000 for information leading to the 
identification and arrest of the person or persons responsible for gunning down a 
Chicago police officer. The FBI’s new reward doubles the amount previously offered 
and brings the total amount of reward money offered by various organizations and 
contributors to around $160,000. The officer was shot and killed outside his Park 
Manor home in the 7400 block of South Evans Avenue last month after returning home 
from working an overnight shift. 
Source: http://www.wgntv.com/news/wgntv-cop-killed-reward-aug2,0,4064457.story 

For another story, see item 29  
 
[Return to top]  

Information Technology Sector 

55. August 3, Help Net Security – (International) 63% consider international cyber-
espionage acceptable. Sophos published the mid-year 2010 Security Threat Report, 
revealing the findings of a survey into attitudes towards cyberwarfare, and detailing 
other trends and developments in IT security for the first half of 2010. Sophos’s 
worldwide survey of 1,077 computer users uncovers some alarming attitudes towards 
international cyber-espionage. Respondents were asked questions, including whether 
they thought spying via hacking or malware attacks is an acceptable practice, and if the 
computer networks of private companies in other countries are legitimate targets. Some 
of the key findings of the survey indicate a relaxed attitude to state-sponsored 
cybercrime: 63 percent of those polled believe that it is acceptable for their country to 
spy on other nations by hacking or installing malware (23 percent said yes at any time. 
40 percent said only during wartime, 37 percent said no); A staggering 1 in 14 
respondents believe that crippling denial of service attacks against another country’s 
communication or financial Web sites are acceptable during peacetime (49 percent said 
only in wartime, 44 percent said never); 32 percent believe that countries should be 
allowed to plant malware and hack into private foreign companies in order to spy for 
economic advantage (23 percent said this was only acceptable in wartime, 9 percent 
said in peacetime, 68 percent said no). 
Source: http://www.net-security.org/secworld.php?id=9676 
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56. August 3, The Register – (International) Sophos downplays Android malware 
threat. Android users have little reason to fear an immediate onslaught of malware 
despite the demonstration of a rootkit-based attack at last week’s Defcon conference, 
according to a leading anti-virus supplier. Researchers at Spider Labs demonstrated 
proof-of-concept malware that could access messages and e-mails on an Android 
smartphone. A senior security advisor at Sophos who attended the presentation was 
underwhelmed. He pointed out that the demo was carried out on an already jailbroken 
HTC Legend. And, crucially, the researchers at Spider Labs failed to explain how end 
users might be at risk from malware along the lines of the proof-of-concept tool 
developed by the Spider Labs team. Sophos has yet to see any examples of Android 
malware in the wild. Two or three worms targeting jailbroken iPhone devices appeared 
last year, but the attacks have not reappeared as carriers have learned lessons from the 
outbreak and applied improved security controls, such as filtering SSH connections. 
Source: http://www.theregister.co.uk/2010/08/03/android_malware/ 

57. August 2, The Register – (International) Botnet with 60GB of stolen data cracked 
wide open. Researchers have cracked open a botnet that amassed more than 60GB of 
passwords and other stolen data, even as it cloaked itself using a state-of-the-art 
technique known as fast flux. When its command-and-control server was infiltrated, the 
Mumba botnet had snagged more than 55,000 PCs, according to the researchers from 
anti-virus provider AVG. The data-stealing operation is the work of the notorious 
Avalanche Group, a criminal operation that was responsible for two-thirds of all 
phishing attacks in the second half of 2009, according to a report earlier in 2009 from 
the Anti-Phishing Working Group. “These criminals are some of the most sophisticated 
on the internet, and have perfected a mass-production system for deploying phishing 
sites and ‘crimeware,’” AVG wrote in a report issued August 2. “This means that 
mitigating the threat by going after the servers hosting the data using the ‘Mumba’ 
botnet is now much harder than before.” Most botnet command-and-control channels 
run on compromised Web servers or Web-hosting services designed for criminals, 
making it possible to dismantle the network by taking down the central server. Mumba, 
by contrast, makes use of fast-flux technology, in which the operations are carried out 
on thousands of compromised PCs. That allows the IP address and host machine to 
change every few minutes, a measure that frequently foils takedown attempts by 
researchers and law enforcement. The botnet appears to have been spawned with an 
initial malware campaign that was launched in April. Its first week saw more than 
35,000 infections. Several smaller campaigns were responsible for the remainder of the 
botnet’s 55,000 victims. The malware uses at least four variants of the latest Zeus 
crimeware kit, which allows well-financed criminals to deploy highly sophisticated 
botnets in a hurry. The stolen data includes log-in credentials for online bank, retail, 
and e-mail accounts, and social-networking sites. 
Source: http://www.theregister.co.uk/2010/08/02/mumba_botnet_infiltrated/ 

58. August 2, Compterworld – (International) Microsoft ships rush patch for Windows 
shortcut bug. As promised, Microsoft August 2 issued an emergency patch for the 
critical Windows shortcut bug attackers have been exploiting for several weeks. Also as 
pledged, Microsoft did not deliver a fix for users running Windows XP Service Pack 2 
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(SP2) or Windows 2000, which were retired from support three weeks ago. There was 
little in the August 2 accompanying bulletin that was not already known, noted the 
director of security operations at nCircle Security. The director’s reference was to XP 
SP2 and Windows 2000. “There’s a ton of people still running SP2, and it just went 
end-of-life,” he argued. “And SCADA systems typically run on older versions of the 
OS. I thought Microsoft might be strong-armed by SCADA vendors into releasing a fix 
for SP2.” But Microsoft stuck to its long-standing policy and did not provide patches 
for machines running Windows XP SP2, Windows 2000 or any other off-support 
version. 
Source: 
http://www.computerworld.com/s/article/9180035/Microsoft_ships_rush_patch_for_Wi
ndows_shortcut_bug 

59. August 2, Nextgov – (National) Defense agencies should provide ways for industry 
to fix security issues. The federal government has the right to refuse technology 
components that could introduce cybersecurity risks into the Defense Department’s 
classified systems, but it should provide manufacturers the opportunity to fix the 
vulnerabilities to ensure they don’t affect commercial and other federal networks, said a 
security expert. TechAmerica, a technology lobbying group in Washington D.C.; the 
Professional Services Council, a trade association; and other industry organizations 
called for Congress to drop Section 815(c) from the 2011 Senate Defense authorization 
bill, which would authorize Defense agency heads to exclude from procurements 
specific companies “to avoid unacceptable supply-chain risk.” The provision, which 
would apply only to the acquisition of classified national security systems, defines 
supply-chain risk as the potential for adversaries to gain access to and attack the 
system. The decision to exclude a company would be at the sole discretion of an 
agency head or a senior procurement executive, and would not be subject to review in a 
bid protest before the Government Accountability Office or in any federal court. But 
determining a company’s trustworthiness is difficult because so much technology 
development occurs overseas, which is harder to oversee and track, said the chairman 
and chief executive officer of security software company NetWitness, and former 
director of the Homeland Security Department’s National Cybersecurity Division. 
Defense agencies, however, should have the right to refuse a technology component 
that could pose a risk to classified systems, if they also provide industry with enough 
information to mitigate those risks, he said. 
Source: http://www.nextgov.com/nextgov/ng_20100802_9255.php?oref=topnews 

60. July 30, Help Net Security – (International) Movie files run in QuickTime Player 
trigger malware download. Specifically crafted .mov files trigger the download of 
malware masquerading as a codec update and an installation file for another player 
when run in the latest (7.6.6) version of QuickTime Player, TrendLabs reported. A 
researcher said that both files pretend containing the latest movie Salt, but that his 
suspicion was aroused by the unusually small size of the files — small when compared 
to regular movie files, that is. Upon running the movie files in QuickTime, the “movie” 
does not start and the download windows for the malware pop up, asking you to 
save/run the codec update or the installation file. Trend Micro is still investigating the 
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matter and it’s not yet known if this attack is possible due to a vulnerability or feature 
of QuickTime. Apple has, of course, been notified of the occurrence. 
Source: http://www.net-security.org/malware_news.php?id=1416 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

61. August 2, Erie Times-News – (Pennsylvania) Erie County officials: Dial 911 from a 
cell phone if affected by telephone outage. the Erie County, Pennsylvania 
government’s department of public safety is advising 911 callers to use their cell 
phones to reach the service if they are affected by a widespread local telephone outage. 
The outage, reported August 2, is affecting customers of One Communications, 
according to county officials. Even though county government is a One 
Communications customer, the countywide 911 system is working, county officials 
said. 
Source: 
http://www.goerie.com/apps/pbcs.dll/article?AID=/20100802/NEWS02/308029931 

62. August 2, Wall Street Journal – (West Virginia) Arrests in West Virginia for 
vandalism to Frontier Communications’ Network. West Virginia State Police have 
arrested three individuals suspected of vandalizing Frontier Communications’ network 
in Logan County, disrupting phone and Internet service and creating a public safety risk 
for customers. The three suspects are in custody and four more arrest warrants have 
been issued in connection with the vandalism. The suspects, who were arrested July 29, 
face multiple felony charges. There is a possibility of federal charges applying to the 
suspects, based on violations of laws pertaining to Homeland Security, interstate 
commerce and environmental protection. Frontier is also committing significant 
resources in Logan County and throughout West Virginia to identify and detain any 
individuals who vandalize company property and disrupt service to customers. Frontier 
is also putting recyclers and scrap dealers who deal in telecommunications materials on 
notice that they could also be subject to arrest and conviction for receiving stolen 
property, as well as aiding and abetting network vandalism. 
Source: http://www.marketwatch.com/story/arrests-in-west-virginia-for-vandalism-to-
frontier-communications-network-2010-08-02?reflink=MW_news_stmp 

63. July 31, Eureka Times-Standard – (California) Phones lines back up in Trinidad. The 
city of Trinidad, California, reported July 31 that phones lines in Trinidad and 
Westhaven seem to be operating at full capacity, despite a lack from communication 
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from AT&T Inc. The city manager said the phone lines began working mid-morning 
July 29, but had strange connections, sometimes even creating a “party line” situation. 
By late afternoon, the lines seemed to be functioning again without any glitches. The 
city submitted one report July 27 and two reports July 28, after discovering that 
Trinidad and Westhaven residents received busy signals when dialing numbers that do 
not have a 677 prefix. When people from outside the area tried to call a 677 number, 
they also received a busy signal. AT&T Inc. released a statement July 28 saying that 
the company was working on correcting the issue. Both the city and business owners 
said they were having trouble getting any answers from the telephone company. An 
AT&T Inc. spokeswoman said the source of a situation, such as the outage, is not 
something the company typically reveals. 
Source: http://www.times-standard.com/localnews/ci_15647479 

[Return to top]  

Commercial Facilities Sector 

64. August 2, KREM 2 Spokane – (Washington) Possible pipe bomb found outside 
Spokane Valley bar. On August 2, Spokane County Sheriff’s Deputies said a janitor 
found a six-inch cylinder device wrapped in duct tape around Trent and Evergreen 
outside the Rock Bar and Lounge in Spokane Valley, Washington. The bomb squad’s 
robot was used to detonate it. No one was hurt, and roads soon reopened thereafter. 
Source: http://www.nwcn.com/news/washington/Possible-pipe-bomb-found-outside-
Spokane-Valley-bar-99815689.html 

65. August 1, Pensacola News Journal – (Florida) Evacuated motel given all 
clear. Guests at the Value Place motel in Pensacola, Florida were allowed back into 
their rooms August 1 after being evacuated from the facility after a chemical odor was 
reported. No chemicals were found in the motel by a hazardous materials crew at the 
scene. Emergency and hazardous materials crews were dispatched at 6:20 p.m. The 
battalion chief of Escambia County Fire-Rescue said guests on the fourth floor of the 
120-room motel said a chemical smell permeated their rooms. After the motel was 
evacuated, dozens of guests waited in the motel parking lot until the all clear was 
shortly after 8 p.m. 
Source: http://www.nwfdailynews.com/news/motel-31534-escambia-fire.html 

66. July 30, San Antonio Express-News – (Texas) River Walk hotel evacuated. Guests at 
a River Walk hotel in San Antonio, Texas were evacuated July 30 after several people 
complained of nausea from a suspected carbon monoxide leak, fire department officials 
said. Rescue units were called to the Hyatt Place River Walk hotel in the 600 block of 
South St. Mary’s shortly before 10 a.m. Firefighters were unable to locate the source of 
the leak. Several guests were treated at the scene, and no one was hospitalized and no 
significant amount of gas was detected. The evacuation of the hotel lasted about an 
hour. 
Source: 
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http://www.mysanantonio.com/news/local_news/river_walk_hotel_evacuated_9966303
4.html 

For another story, see item 8  
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National Monuments and Icons Sector 

67. August 3, myCentralOregon.com – (Oregon) Precautionary evacuation called for 
‘Rooster Rock’ fire area. Due to the speed at which the “Rooster Rock” fire has 
grown, the Deschutes County Sheriff’s Office and search and research volunteers in 
Oregon have implemented a precautionary evacuation in the area that is roughly 2 
miles south and 2 miles west of Plainview. Volunteers are going door to door, 
contacting those affected, and a Red Cross shelter has been set up at the Sisters 
Elementary School at 611 E. Cascade Street in Sisters, Oregon As of 7:30 a.m. August 
3, no evacuees had reported to the shelter. The Rooster Rock Fire started just before 
noon August 2, 6 miles south of Sisters on the Deschutes National Forest. Air support 
and many central Oregon hand crews are on the scene fighting the fire, which has 
already passed the 1,000-acre mark. Forest Road 16, also known as Three Creeks Road, 
is closed at this time. The cause of the Rooster Rock fire is under investigation. 
Source: http://www.mycentraloregon.com/news/local/1301274/Precautionary-
Evacuation-Called-For-Rooster-Rock-Fire-Area.html 

68. August 2, New West Blog – (Wyoming; Montana; Idaho) Fire update for the 
Northern Rockies. The fire report as of early August 2, according to the Northern 
Rockies Coordination Center, is “light” but with 20 new fires burning 135 acres. In 
Wyoming, the majority of fire activity is concentrated in the northwestern corner near 
the Grand Tetons and Yellowstone National Park. The 520-acre Beach Fire blaze 
continues to smolder with downed trees and heavy fuel in Yellowstone. To date, it has 
not resulted in any road, trail or facility closures, with the majority of acreage burned in 
the remote backcountry southwest of the Bridge Bay Campground. The cause of the 
fire remains under investigation. The larger Bull Fire in Gros Ventre Wilderness to the 
east of Hoback Junction also continues to burn. The management team is concerned 
with public and fire personnel. Areas surrounding Rough Hollow, Bull Creek, Cow 
Creek and Bear Creek are closed while parts of the fire are allowed to burn. About 100 
personnel are monitoring the fire, including two hotshot crews and a Type 3 helicopter. 
In Montana, fire activity continues in the Bitterroot, Lolo, Helena, and Flathead 
National Forests. Two large fires in Idaho are burning in the Twin Falls District. Both 
are the result of lightening starts in late June. More information on fire activity in the 
Northern Rockies can be found on the Northern Rockies Coordination Center’s Web 
site. 
Source: 
http://www.newwest.net/topic/article/fire_update_for_the_northern_rockies/C559/L559
/ 
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69. August 2, Anchorage Daily News – (Alaska) Investigation begins into deadly Denali 
airplane crash. The National Park Service (NPS) has identified the three people who 
died in the cargo plane crash August 1 near the entrance of Denali National Park in 
Alaska. Investigators have started their probe in determining why a Fairchild C-123 
cargo plane crashed. No one on the ground was injured. A Park spokeswoman said one 
of the victims was of Delta Junction, and the other two were from Wasilla. One victim 
owned All West Freight Inc. and was the pilot. The identities were determined through 
interviews with people familiar with the plane and the intended flight. Official 
identification of the bodies will be made by the state medical examiner by forensic 
examination, the NPS said. Investigators with the National Transportation Safety Board 
and the Federal Aviation Administration arrived at the park August 2 and have 
completed an aerial reconnaissance and preliminary ground survey of the site. The 
crash started a small wildfire covering 1 acre. Hot shot fire crews turned over 
jurisdiction to park personnel. Rock Creek Trail, one of two closed by the crash, 
reopened August 2. The Roadside Trail remains closed until the on-site investigation is 
done. The park road is open, and the temporary flight restrictions over the crash site 
have been lifted, the NPS said. 
Source: http://www.thenewstribune.com/2010/08/02/1287008/probe-starts-into-deadly-
crash.html 

70. July 31, Associated Press – (California) California wildfires largely contained; 
evacuation orders lifted. Fire crews working through the night beat back flames and 
built containment lines around a 2-day old wildfire that charred nearly 22 square miles 
of brush in the high desert north of Los Angeles. The blaze was 62 percent contained 
early July 31, and no structures were threatened. Crews hoped to close the fire’s south 
flank before temperatures rise and dry winds whip up again. Officials were prepared to 
again activate water-dropping aircraft, which helped hold back the fire July 30 when 
flames jumped an aqueduct and menaced power lines that deliver electricity to southern 
California. Winds carried embers across the wide concrete channel, with flames rapidly 
spreading to backyard fences at the edge of Palmdale. Plumes of smoke streamed 
across the city of 139,000 as winds picked up. Two giant airtankers swooped into the 
Antelope Valley to drop red flame retardant around the perimeter while helicopters 
hovered over the aqueduct to suck up water and release it quickly on top of the 
smoldering hotspots. About 1,700 personnel worked in high heat to outflank the blaze 
and build containment lines around 20 percent of the fire. As many as 2,300 structures 
were threatened at the height of the fire late July 29. Evacuation orders were lifted early 
July 30, but some roads remained closed. To the north, a fire that spread across about 
26 square miles of the Sequoia National Forest in the Sierra Nevada was 81 percent 
contained. 
Source: 
http://www.cleveland.com/nation/index.ssf/2010/07/california_wildfires_largely_c.htm
l 
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71. August 3, Tennessean – (Tennessee) Army Corps of Engineers warned Opryland 
that levee too low. For years, the federal government warned Opryland’s owners that 
its levee on the Cumberland River in Nashville, Tennessee was not high enough to hold 
back the waters of a record flood. The U.S. Army Corps of Engineers over the span of 
three decades reported to Opryland and its current owner, Gaylord Entertainment Co., 
that its levee met the minimum standard but that its property was at risk. Those 
cautions proved true when May floods sent water swelling over the barrier, pouring as 
much as 10 feet of water into the hotel/convention center and other buildings, including 
the iconic Grand Ole Opry House. Documents The Tennessean obtained through a 
Freedom of Information Act request show that the Corps had no jurisdiction to require 
a higher levee but continued as recently as 2003 to throw up red flags about Gaylord’s 
privately owned levee. 
Source: http://www.knoxnews.com/news/2010/aug/03/corps-warned-opryland/ 

72. August 3, Worcester Telegram and Gazette – (Massachusetts) State says Lancaster 
dam a potential hazard. The State of Massachusetts has told the town of Lancaster 
that Bartlett Pond dam is structurally deficient and a potential threat to public safety. 
The earthen dam off of Route 117 and near Route 190 is in 20 acres of conservation 
land mainly used by fishermen, although there are public picnic areas and walking 
trails used by others. Someone from the state department of conservation and recreation 
visited the site in June and noted a severe deterioration of the spillway, sinkholes along 
one side of the dam, and trees growing in many areas of the dam. “Failure of the dam 
would threaten damage to Route 117. The dam needs to be repaired, breached or 
removed to bring it into compliance by January 19, 2012,” said the July 23 state report. 
The town is contracting with PARE Engineering of Rhode Island to complete a 
$33,000 analysis as mandated by the state. It will give the town cost estimates for 
repairs. 
Source: http://www.telegram.com/article/20100803/NEWS/8030320/1101/local 

73. August 3, Associated Press – (International) Deadly floods spread to villages in 
Pakistan’s heartland, threaten major dam in northwest. Floodwaters that 
devastated Pakistan’s mountainous northwest surged into the heartland August 3, 
submerging dozens of villages along bloated rivers whose torrents have killed at least 
1,500 people and put 100,000 at risk of disease. Fresh rains in the hardest-hit northwest 
threatened to overwhelm a major dam and unleash a new deluge. Relief work for some 
3.2 million people has been delayed by swamped roads, washed-out bridges and 
downed communication lines, and survivors have complained about government 
inaction. Countries including the U.S. have pledged assistance to Pakistan, which is 
already struggling to control a rapacious Taliban militant movement. As floodwaters 
swept southward into Punjab province, about 3,000 people were marooned in the Kot 
Addu area after the water breached a protection bank, forcing the army to stage an 
evacuation using boats and helicopters, said a military spokesman. Water levels were 
so high in large tracts of Kot Addu and the nearby area of Layyah in the south of the 
province, that only treetops and uppermost floors of some buildings were visible. 
Rising water levels at Warsak Dam, the country’s third biggest, prompted disaster 
officials to ask residents in the northern outskirts of Peshawar city to leave their homes. 
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Around 1,500 people have been killed in the flooding that began last week, said a 
spokesman for the International Committee of the Red Cross. 
Source: http://www.foxnews.com/world/2010/08/03/floodwaters-threaten-major-dam-
pakistans-northwest-adding-misery/?test=latestnews 

74. August 3, ITAR-TASS News Agency – (International) Police bust bombs-making lab, 
find 100 kilos of explosives. Police have busted a laboratory making homemade 
explosive devices, over 100 kilograms of the mixture of ammonium saltpeter and 
aluminum powder and five kilograms of striking pieces in Kabardino-Balkaria in 
Russia. The search operation was held as part of the investigation into a terrorist act at 
the Baksan hydropower plant, the press service of the republican Interior Ministry told 
Itar-Tass August 3. “The explosives were being made in car box in the city of Baksan. 
The state number plate from a car belonging to a city resident, who was killed on June 
2, and ten polymeric tanks prepared to make explosive devices, were also found there,” 
the press service reported. “Further operative, investigation and expert measures are 
being taken to find out whether the explosives from the laboratory were used in the 
bomb blasts at the hydropower plant and in committing several other heinous crimes in 
Kabardino-Balkaria,” the press service said. In a terrorist act at the Baksan hydropower 
plant July 21 armed criminals killed two policemen, who were on guard at the plant, 
and planted five explosive devices with the blast yield from 1.5 to 3 kilograms of TNT. 
The bomb blasts that triggered a fire damaged all three hydropower units, as well as 
two of five high-voltage power distribution devices. On July 25, Russian commandoes 
killed two local residents, who were involved in the terrorist act at the hydropower 
plant, the detectives noted. Two pistol-machine guns, a pistol, grenades and other 
ammunition were found in the suspects’ car. 
Source: http://www.hydroworld.com/index/display/news_display.1234176502.html 

75. August 2, Des Moines Register – (Iowa) 31 Iowa dams have deficiencies. Thirty-one 
Iowa dams have structural problems or other deficiencies that could cause them to fail 
if improvements are not made, state records show. The Iowa Department of Natural 
Resources (DNR) has classified six of the dams as “high hazard,” meaning their failure 
could result in a loss of life to downstream residents. Among deficient dams that pose 
the highest hazard risk is the dam at Lake Ponderosa, a popular lake surrounded by 
about 730 homes and cabins in Poweshiek County. Another 14 dams pose a moderate 
hazard, according to the DNR. If any of those dams failed, economic losses and 
environmental damage could result. A DNR dam safety engineer said none of the 31 
dams faces imminent failure. State officials are working with each of the dam owners 
to bring the dam into compliance or to remove the dam, he said. “Many of the dams 
have conditions that if left unchecked could continue to degrade and potentially result 
in problems for the dam, but if timely improvements are made, the dam will once again 
be returned to a safe condition,” he said in an e-mail. The disastrous breach of Lake 
Delhi dam in northeast Iowa July 24 has prompted questions about the structural 
condition of 3,800 dams that exist statewide. The Lake Delhi dam failure caused 
flooding 40 miles or more downstream. The Lake Delhi dam was not on the state’s list 
of deficient dams. The breach occurred even though the dam had been considered 
structurally sound by state inspectors. Nearly all the 31 dams on the state’s deficiency 
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list are earthen structures that support small lakes or ponds. 
Source: http://www.desmoinesregister.com/apps/pbcs.dll/article?AID=20108020318 
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