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Top Stories 

• The Washington Post reports that authorities are warning Fairfax County, Virginia 
residents to beware of homemade chemical bombs placed in mailboxes and on front yards 
of residential areas. At least eight of the bombs have been found in residential areas of 
Reston and West Springfield since May. (See item 24) 

• A sewage plant employee became faint and died while working in a 30-foot hole in 
Sewickley, Pennsylvania, and three other people who tried to rescue him were overcome 
by an unknown gas and had to be hospitalized, officials said, according to the Associated 
Press. (See item 30) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. August 2, Associated Press – (Louisiana) Gulf crews prepare to start plugging well 
for good. Engineers on the Gulf of Mexico hoped to begin work August 2 on a plan to 
shove mud and perhaps cement into the blown-out oil well at the seafloor, making it 
easier to end the gusher for good. The only thing keeping millions more gallons of oil 
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out of the Gulf right now is an experimental cap that has held for more than two weeks, 
but was never meant to be permanent. The so-called “static kill” attempt carries no 
certainty, and BP PLC engineers still plan to follow it up days later by sending a stream 
of mud and cement into the bottom of the mile-deep underground reservoir through a 
relief well they’ve been digging for months. But the oil giant’s engineers and petroleum 
experts say it’s the clearest path yet to choke the blown-out well and make it even 
easier for the crews drilling the relief well to ensure oil can never again erupt from the 
deep-sea well, which has spewed as much as 184 million gallons since the rig 
connected to it blew up in April and killed 11 workers. When it begins, crews will 
slowly pump heavy mud through lines installed last month straight down the throat of 
the leaky well. If the mud forces the oil back into the massive underground reservoir 
and scientists are confident the pressure remains stable, then engineers can pump in 
fresh cement to seal it. 
Source: http://www.businessweek.com/ap/financialnews/D9HBD0R80.htm 

2. July 31, Carmi Times – (Illinois) FBI joins probe into southern Illinois power 
system vandalism. The FBI has joined the investigation to identify the vandals who in 
early July cut down power poles and attacked a power substation in Marion, Illinois 
that is owned by Southern Illinois Power Cooperative. “We are pleased to announce 
that the FBI ... is committed to bringing the responsible parties to justice,” said 
Southern’s president and general manager. “Southern Illinois Power Co-op went to 
extraordinary lengths by hiring our own private investigation agency - Tactical 
Investigations, LLC - to learn what happened to our equipment,” he said. “The FBI will 
be conducting a separate investigation. We are optimistic that justice will be served and 
we look forward to the arrest of the persons responsible.” 
Source: http://www.carmitimes.com/topstories/x272787784/FBI-joins-probe-into-
southern-Illinois-power-system-vandalism 

3. July 31, The Register – (International) Social-engineering contest reveals secret BP 
info. A hacker competition that challenges contestants to trick employees of large 
companies into divulging potentially sensitive information aims to show how human 
gullibility is the biggest security vulnerability of all. During its first day at the Defcon 
hacker contest in Las Vegas, it had clearly achieved its goal. With just two phone calls, 
an entrant managed to dupe a computer support employee at BP into spilling details 
that could have proved crucial in launching a network attack against the global oil 
company. The information included what model laptops BP used and the specific 
operating system, browser, anti-virus and virtual private network software the company 
used. The entrant was also able to trick the employee into visiting Social-Engineer.org, 
a feat that won the contestant extra points. 
Source: http://www.theregister.co.uk/2010/07/31/hacking_human_gullibility/ 

4. July 30, Thibodaux Daily Comet – (Louisiana) New oil spill sullies Locust Bayou 
near border of Terrebonne, St. Mary. About 500 gallons of light crude oil spilled 
into Locust Bayou near the border of Terrebonne and St. Mary parishes in Houma, 
Louisiana July 29 after an oil-storage facility backed up into the waterway. The U.S. 
Coast Guard and Environmental Safety and Health of Houma responded to the spill 
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quickly with boom, skimmers, and shallow-draft vessels and finished cleanup, a Coast 
Guard spokesperson said. Decontamination efforts for responding boats and oiled boom 
are ongoing. The National Response Center notified the Coast Guard of an oil sheen 
reported by a resident in Oyster Bay. The source of the spill was an above-ground 
storage facility owned by Energy 21, a Houston-based energy company. The company 
said the facility backed up, causing overflow into a secondary containment tank. About 
2,400 gallons of light crude backed up onto the platform of the tank. Of that, 500 
gallonsl was released into Locust Bayou near Point Au Fer. The Coast Guard is still 
investigating the cause of the spill. 
Source: 
http://www.dailycomet.com/article/20100730/FEATURES12/100739959/1292?Title=
New-oil-spill-sullies-Locust-Bayou-near-border-of-Terrebonne-St-Mary 

5. July 30, New York Times – (California) Tampering with gas line caused blast, 
officials say. An explosion July 30 caused by tampering with a gas line at a South Los 
Angeles industrial building killed one employee and critically injured another who was 
propelled across the street by the blast, officials said. Rescue workers searched for a 
third man believed buried beneath the charred rubble of the building, which is operated 
by JL Spray Powder Coating. A spokesman for the Southern California Gas Company 
said someone had “used a pipe around the meter and the regulator” to stop the 
regulation of gas pressure indoors. “That resulted in this explosion,” he said. Utility 
workers had disconnected the building’s gas supply the week of July 26 because of 
overdue bills. The blast occurred about 6:15 a.m. Pieces of the building’s facade and 
wood were tangled in power lines and suspended over the street. Firefighters 
extinguished the flames in 25 minutes and began looking for survivors until a search-
and-rescue team arrived. 
Source: http://www.nytimes.com/2010/07/31/us/31explosion.html?_r=2 

[Return to top]  

Chemical Industry Sector 

6. August 1, KFDM 6 Beaumont – (Texas) Chemical plant worker received 2nd degree 
burns. The battalion chief for the Port Arthur Police Department in Texas said a 
worker inside a chemical plant received 2nd degree burns August 1. Firefighters 
responded to KM Tex around 10:30 a.m.. The battalion chief said the worker was 
burned when a fire flashed over at a pump transfer station. The facility is located on 
2400 block of South Gulfway drive on the Intercoastal Waterway. The fire started in a 
pump house in an area where products are loaded and off loaded, and investigators said 
the worker received 2nd degree burns but refused medical treatment. The cause of the 
fire is under investigation. 
Source: http://www.kfdm.com/news/received-38830-2nd-worker.html 

7. July 29, U.S. Environmental Protection Agency – (California) LA area polystyrene 
manufacturer Lifoam Industries pays $450,000 over violations of federal, state 
clean-air laws. The U.S. Environmental Protection Agency (EPA), the U.S. 
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Department of Justice, and the South Coast Air Quality Management District 
announced that Lifoam Industries, Inc. will pay $450,000 in fines, claiming the 
company violated the federal Clean Air Act (CAA) and state air quality laws at its 
polystyrene manufacturing facility in Vernon, California. Under the terms of a 
settlement entered July 29 in U.S. District Court for the Central District of California, 
Lifoam is required to pay a $450,000 penalty and must vent all of its manufacturing 
emissions through an air pollution control device. Vernon is one of several densely 
populated communities closest to the I-710 Freeway, where the effects of pollution are 
disproportionately higher than in other areas of Los Angeles County. Approximately 1 
million people, about 70 percent of whom are minority and low-income households, are 
severely impacted by pollution from industrial activities in the area and goods 
movement along the freeway. Lifoam manufactures expanded polystyrene foam 
products that contain pentane, a volatile organic compound that contributes to ozone 
pollution, or smog. According to EPA, Lifoam violated the CAA by failing to ensure 
emissions were less than 2.4 pounds of volatile organic compounds per 100 pounds of 
raw materials. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/17acd2fe37ff4e9f8525776f00791159?Ope
nDocument 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

8. July 29, U.S. Nuclear Regulatory Commission – (Virginia) NRC schedules public 
meeting with Areva to discuss decommissioning of Lynchburg fuel manufacturing 
facility. Nuclear Regulatory Commission (NRC) officials have scheduled a public 
meeting Thursday, August 5 with AREVA NP, Inc. to discuss the company’s plans to 
end fuel fabrication at its manufacturing facility in Lynchburg, Virginia. AREVA will 
also discuss potential future uses of the building. The meeting is scheduled to begin at 
10 a.m. in the NRC’s Region II Office, 245 Peachtree Center Avenue in Atlanta. The 
meeting is between the NRC and AREVA, but people who attend will be given an 
opportunity to ask questions of the NRC staff after the business portion of the meeting. 
A telephone conference line will also be available for people to call in and listen to the 
meeting. 
Source: http://www.nrc.gov/reading-rm/doc-collections/news/2010/10-057.ii.html 

[Return to top]  

Critical Manufacturing Sector 

9. August 31, Manitowoc Herald Times Reporter – (Wisconsin) Fire at Manitowoc 
foundry ruled accidental. A dumpster fire at the Wisconsin Aluminum Foundry in 
Manitowoc July 28 was accidental, according to a battalion fire chief of the Manitowoc 
Fire Department. The fire was caused by the improper disposal of many small, sodium 
sulfide canisters, which are the size of dairy creamers used for coffee, the chief said. 
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The canisters were crushed in the dumpster after disposal and reacted violently when 
they contacted the water-soaked trash inside the dumpster. 
Source: http://www.htrnews.com/article/20100731/MAN0101/100731011/Fire-at-
Manitowoc-foundry-ruled-accidental 

For another story, see item 5  
 
[Return to top]  

Defense Industrial Base Sector 

10. August 1, South Whidbey Record – (Alaska; Washington) Possible SBX move to 
Everett overshadowed in Langley by focus on military spending. Locals of 
Whidbey Island met July 29 with Defense Department representatives, who laid out a 
case for bringing a mammoth anti-missile platform to Everett, Washington for 
maintenance. The Navy and the Missile Defense Agency need a deep-water port to 
work on the Sea-Based X-Band Radar platform (SBX), currently based in Adak, 
Alaska in the Aleutian Islands. Everett is one of only three West Coast ports suitable to 
the task, which requires 50 feet of depth. The others are Todd Pacific Shipyards in 
Seattle, and Naval Air Station North Island in San Diego. The $1 billion, 280-foot-tall 
self-propelled mobile platform, operated by a crew of 80, is designed to detect 
incoming ballistic missiles. The SBX went into service in 2005. It’s currently at Pearl 
Harbor, Hawaii, where it spends much of its time monitoring nearby missile ranges, but 
where the water isn’t deep enough for repairs. The manufacturer-recommended five-
year maintenance will be on the vessel’s thrusters, along with painting, repairing other 
components and upgrading some internal systems, at an estimated cost of about $9.4 
million, officials said. 
Source: http://www.seattlepi.com/sound/424335_sound99665024.html 

[Return to top]  

Banking and Finance Sector 

11. August 2, ColumbusLocalNews.com – (Ohio) Police: Man threatens to blow up 
bank. Columbus, Ohio police are searching for a man who robbed a Grandview 
Heights-area bank by threatening to blow up the building, according to reports. 
According to a press release from a FBI special agent, the suspect was wearing a light-
colored fishing hat and dark sunglasses when he entered the Cooper State Bank at 1669 
W. Fifth Ave. at 1:35 p.m. July 29. He was carrying a red bookbag on his back and 
handed a teller a note indicating he had planted bombs outside the bank and would 
detonate the bombs if the teller didn’t give him money, police said. The special agent 
said the teller complied and gave the robber money from a drawer. The robber took the 
money, placed it into his bag and fled the bank. The area was checked by officers but 
no bombs were located, police said. 
Source: 
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http://www.snponline.com/articles/2010/08/02/multiple_papers/news/alltvrobbe_20100
802_0927am_2.txt 

12. August 2, Associated Press – (Missouri) Masked robbers steal millions in St. Louis 
heist. Four armed bandits clad from head to toe in black overpowered two workers at 
an ATM-servicing business in St. Louis, August 2, then used an armored vehicle to 
haul away possibly millions of dollars in a well-orchestrated heist. Neither of the 
employees at the ATM Solutions Inc. holdup in the theater district was harmed by the 
masked suspects, a St. Louis police captain said. The robbers subdued the workers with 
duct tape and locked them inside the vault after the raid, he said. Some media outlets 
reported that the robbers made off with $4 to $5 million. The captain said he had no 
immediate details of how much was taken. Authorities found the armored vehicle — a 
specially modified van — about 90 minutes later less than two miles away. The FBI 
was assisting in the investigation, an agency spokeswoman said, declining additional 
comment beyond what police released. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5jRGQ2kyYCzJ0nrRwc8KGMZ
3XjTHAD9HBEDQG0 

13. August 2, Krebs on Security – (Texas) Texas firm blames bank for $50,000 cyber 
heist. A business telephone equipment company in Texas is trying to force its bank into 
a settlement over an attack by organized cyber thieves last year that cost the company 
$50,000. Attorneys for Dallas-based Hi-Line Supply Inc. recently convinced a state 
court to require depositions from officials at Community Bank, Inc. of Rockwall, 
Texas. Hi-Line requested the sworn statements to learn more about what the bank knew 
in the days and hours surrounding August 20, 2009, when crooks broke into the 
company’s online bank accounts and transferred roughly $50,000 to four individuals 
across the country who had no prior business with Hi-Line. While the contents of that 
deposition remain closed under a confidentiality order, Hi-Line’s lawyers said the 
information gleaned in the interviews shows serious security missteps by Community 
Bank, and that they are ready to sue if the bank does not offer some kind of settlement. 
“In the event Community Bank refuses to resolve this matter, now that we have 
uncovered some of the information obtained by virtue of the court’s order, Hi-Line 
intends to assert claims for misrepresentation, violations of the Texas Deceptive Trade 
Practices Act, Fraud, and breach of warranties, among other things,” said a partner with 
the Dallas law firm Deans Lyons. The president of Hi-Line said the fraud began about 
the same time the company processes its normal $25,000 payroll. After Hi-Line 
submitted that batch of payments to its bank, the unknown intruders attempted two 
more transfers of nearly identical amounts August 21 and August 24. 
Source: http://krebsonsecurity.com/2010/08/texas-firm-blames-bank-for-50000-cyber-
heist/ 

14. August 2, Bank Info Security – (National) 2 arrested in ‘massive scheme’. The 
Wakulla County, Florida Sheriff’s Office has arrested two men for involvement in 
what’s described as “a massive scheme” to defraud thousands of victims across the 
United States via identity theft. The two suspects are in custody and face multiple 
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charges. The 19-year-old suspect has been charged with 28 counts of fraudulent use of 
a credit card, criminal use of personal identification, passing counterfeit credit cards 
and fraud. He is being held on $400,000 bond. The 46-year-old suspect, currently in the 
custody of the U.S. Secret Service, faces 11 counts of possession of counterfeit credit 
cards, 11 counts of criminal use of personal information, one count of criminally forged 
identification, and one count of organized scheme to defraud. Their alleged scheme 
involved creating counterfeit credit cards with stolen personal information. The 
suspects are said to have used the stolen information to purchase gift cards and ship the 
cards (as well as merchandise purchased with the cards) around the world. Police are 
investigating whether the suspects are part of a larger scheme, as well as whether they 
are using their true identities, and are in the U.S. legally. Two detectives were tipped 
off to the scheme when they got a call from a local Wal-Mart store manager in early 
July. The store manager had been contacted by an Arkansas woman who told him that 
her credit card had been used fraudulently at his store. 
Source: http://www.bankinfosecurity.com/articles.php?art_id=2803 

15. August 2, Associated Press – (National) New ID theft targets kids’ SS numbers. The 
latest form of identity theft does not depend on stealing Social Security numbers. 
Thieves are now targeting young children’s numbers long before the little ones even 
have bank accounts. Hundreds of online businesses are using computers to find 
dormant Social Security numbers — usually those assigned to children who do not use 
them — then selling those numbers to help people establish phony credit and run up 
huge debts they will never pay off. Authorities said the scheme could pose a new threat 
to the nation’s credit system. The sellers get around the law by not referring to Social 
Security numbers. Instead, they refer to CPNs — for credit profile, credit protection or 
credit privacy numbers. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5hoptGS_E4n_MxMMbRrzK91
zosbRwD9HBEBNG0 

16. July 31, Bank Info Security – (National) 5 banks, 2 credit unions fail July 30. Federal 
and state banking regulators closed five banks and one credit union July 30, and 
another credit union was placed into conservatorship. The failures raise the total 
number of failed institutions to 120 in 2010. The National Credit Union Administration 
(NCUA) was appointed liquidating agent of Norbel Credit Union of Fort Collins, 
Colorado, by the Colorado Division of Financial Services. Security Service Federal 
Credit Union of San Antonio purchased and assumed Norbel’s assets, liabilities and 
members. Norbel had $120 million in total assets. NorthWest Bank and Trust, 
Acworth, Georgia., was closed by the Georgia Department of Banking and Finance, 
which appointed the Federal Deposit Insurance Corp. (FDIC) as receiver. The FDIC 
estimates the cost to the Depositors Insurance Fund (DIF) will be $39.8 million. 
Coastal Community Bank was closed by the Office of Thrift Supervision (OTC), which 
appointed the FDIC as receiver. The FDIC entered into purchase and assumption 
agreements with Centennial Bank, Conway, Arkansas to assume all deposits and assets. 
The estimated cost to the DIF will be $94.5 million. Bayside Savings Bank was closed 
by OTS, which appointed the FDIC as receiver. The FDIC entered into purchase and 
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assumption agreements with Centennial Bank of Conway, Arkansas, to assume all the 
deposits and assets. The estimated cost to the DIF will be $16.2 million. Family First 
Federal Credit Union of Orem, Utah, was placed into conservatorship by the NCUA, 
due to declining financial condition. The credit union was not adequately capitalized 
under standards set forth in the Federal Credit Act, had insufficient earnings and 
problems with its loan portfolio. Family First has about $139.5 million in total assets. 
Cowlitz Bank, Longview, Washington, was closed by the Washington Department of 
Financial Institutions, which appointed the FDIC as receiver. The FDIC entered into a 
purchase and assumption agreement with Heritage Bank, Olympia, Washington, to 
assume all deposits. The estimated cost to the DIF will be $68.9 million. LibertyBank, 
Eugene, Oregon, was closed by the Oregon Division of Finance and Corporate 
Securities, which appointed the FDIC as receiver. The FDIC entered into a purchase 
and assumption agreement with Home Federal Bank, Nampa, Idaho, to assume all 
deposits. The estimated cost to the DIF will be $115.3 million. 
Source: http://www.bankinfosecurity.com/articles.php?art_id=2802 

17. July 30, Press of Atlantic City – (New Jersey) FBI charges two in. Two New Jersey 
men are accused of stealing more than $800,000 through fake bank accounts and credit 
cards and committing some portion of those crimes at their businesses. A 36-year-old 
suspect of Mays Landing, who owns High Point Cellular in Pleasantville, and a 24-
year-old suspect of Egg Harbor Township, who owns Garden State Fuels in the Egg 
Harbor, were arrested July 30 by FBI agents. The first suspect also was charged with 
one count of bank fraud for a separate scheme, in which he is accused of stealing 
$332,000. The two suspects allegedly created a “credit card bust out” scheme starting 
in April 2009, and opened about 152 fake credit cards, the FBI charged in a criminal 
complaint. In that scheme, the pair allegedly created fraudulent credit card accounts 
and increased their limits by making small charges, including at the second suspect’s 
business. They then paid the balances off through fraudulent bank accounts associated 
with the cards, the complaint stated. Once the limits on those cards were high enough, 
the pair transferred money from the cards to the bank accounts and then withdrew the 
cash, the complaint stated. The fraudulent transfers and charges caused the banks to 
lose more than $800,000, the complaint stated. 
Source: http://www.pressofatlanticcity.com/news/press/atlantic/article_dc3e5980-9c24-
11df-b1cb-001cc4c002e0.html 

[Return to top]  

Transportation Sector 

18. August 2, Latin American Herald Tribune – (International) Bomb thrown at U.S.-
Mexico border bridge. Members of an organized crime group threw a bomb at one of 
the bridges connecting Nuevo Laredo, a city in the northeastern Mexican state of 
Tamaulipas, to the United States, but no injuries or damage have been reported, 
officials said. The attack occurred Saturday at the main border crossing linking the 
Mexican city to Laredo, Texas, the Nuevo Laredo city government said in a statement 
posted on an official Web site. “An explosion was reported in the area around 
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International Bridge One. It is being investigated,” the city government said. The blast 
occurred on the access ramp to the international crossing, officials said. Tamaulipas 
and neighboring Nuevo Leon have been dealing with a wave of violence unleashed by 
drug traffickers battling for control of smuggling routes into the United States. 
Source: http://www.laht.com/article.asp?ArticleId=361567&CategoryId=14091 

19. August 1, KGW 8 Portland – (Oregon) Emergency closure for Steel 
Bridge. Pedestrians and bicyclists who normally use the lower deck of the Steel Bridge 
in Portland, Orgeon needed to find an alternative at least through the August 2. The 
Portland Bureau of Transportation said that the gates on the lower deck of the bridge 
are closed and the lower deck inaccessible while workers try to figure out why the 
bridge’s four automatic lift gates are not closing completely. Having them open causes 
a hazard for pedestrians and bicyclists. The transportation bureau said that a structures 
engineer and electricians will investigate the problem. 
Source: http://www.kgw.com/news/SteelBridgeClosure-99724239.html 

20. August 1, Richmond Times-Dispatch – (Virginia) Motorist killed when Amtrak train 
hits car. A Williamsburg, Virginia motorist attempting to drive across railroad tracks 
was killed the morning of July 31 when her Ford Focus was struck by an eastbound 
Amtrak train traveling at 77 mph. The impact pushed her vehicle a quarter-mile down 
the track, the James City County Police Department said. An Amtrak spokeswoman 
said the train’s crew saw the vehicle on the track and applied the brakes but was unable 
to stop in time. The wreck was the second one at that crossing last month. No one was 
injured in the first wreck, which occurred about three weeks earlier. A spokesman said 
that in the recent collision, 135 people were aboard the train, which was headed to 
Newport News, Virginia from Boston. Amtrak crewmembers will be offered 
counseling, she added. Two passengers on the train were taken to a hospital for heat 
exhaustion. The train was damaged and will be towed out of the area. 
Source: http://www2.timesdispatch.com/news/2010/aug/01/tran01-ar-357015/ 

21. July 31, Associated Press – (Texas) FAA: Plane flies too close to Continental 
jet. The Federal Aviation Administration (FAA) said a small plane got too close to a 
Continental jet as it was approaching Houston’s George Bush Intercontinental Airport. 
No one was injured. An FAA spokesman said the Continental Express Flight 2979 jet 
had to climb 300 feet to avoid the single-engine experimental aircraft July 30. The 
spokesman said the Continental jet passed over the small plane and landed normally. 
He said the Continental pilot estimated he came within 100 feet of the small aircraft. 
The pilot of the small plane said his navigation equipment was not working properly. 
Source: 
http://www.dallasnews.com/sharedcontent/APStories/stories/D9H9N06O3.html 

22. July 31, Torrance Daily Breeze – (California) LAX ready for 100% screening of 
airplane cargos. Travelers catching long-distance flights at airports across the country, 
including Los Angeles International (LAX), will fly safer beginning July 31, when 
shippers will be required to screen 100 percent of cargo placed in the bellies of wide-
body jetliners. Congress ordered the deadline three years ago as part of the Certified 
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Cargo Screening Program to ensure the security of all freight and mail placed next to 
travelers’ suitcases. While some officials warn of possible delivery delays and 
increased shipping costs, officials at Mercury Air Group Cargo Screening Facility near 
LAX proudly showed off a new $200,000 X-ray machine that will screen freight placed 
on passenger flights. LAX is one of the nation’s five busiest cargo hubs and handled 
1.6 million tons of freight and mail worth more than $60 billion in 2009, according to 
airport and Transportation Security Administration officials. LAX is on pace to surpass 
last year’s figures after handling 941,238 tons of cargo during the first six months of 
2010, officials said. 
Source: http://www.contracostatimes.com/california/ci_15647949?nclick_check=1 

[Return to top]  

Postal and Shipping Sector 

23. August 2, USA Today – (National) 6 cities to train mail carriers to dispense anti-
terror drugs. The United States Postal Service is ready to deliver lifesaving drugs to 
about a quarter of the residents of Minneapolis-St. Paul, the only metropolitan area in 
the nation where letter carriers have been trained to dispense medication after a large-
scale terrorist attack involving biological weapons. Six years after the government 
began exploring the idea of using postal workers as rapid-response medicine dispensers 
and eight months after the U.S. President ordered government agencies to develop a 
plan to do so, efforts are underway in six cities to train workers to deliver the drugs 
needed to counter anthrax or other potentially deadly agents, the White House said. The 
White House would not name the six cities, and a Department of Homeland Security 
spokeswoman said she can’t talk about whether more cities are interested in the 
voluntary program. Cities are not required to adopt the plan, and most have separate 
plans in place to set up distribution centers in schools, community health centers and 
other government buildings where people can go to pick up drugs in the event of an 
attack. The White House, however, said using the Postal Service is a cost-effective and 
efficient way to create a reliable system for drug distribution in a crisis because postal 
workers can get drugs to the elderly and others who can’t get out easily or are unable to 
wait in long lines. 
Source: http://www.usatoday.com/news/washington/2010-08-02-postal02_ST_N.htm 

24. August 1, Washington Post – (Virginia) Homemade chemical bombs found in 
Fairfax County mailboxes. Authorities are warning Fairfax County, Virginia residents 
to beware of homemade chemical bombs placed in mailboxes and on front yards of 
residential areas. At least eight of the bombs have been found in residential areas of 
Reston and West Springfield since May, according to the Fairfax County Fire 
Department. No one has been injured by the bombs, which are made of over-the-
counter chemicals, such as Drano and baking soda. Residents have discovered flaming 
water bottles upon opening their mailboxes. In June, one resident began removing what 
appeared to be trash from her mailbox in Great Falls. Smoke started barreling out of a 
plastic water bottle as soon as she touched it. “The bottle had already exploded, but 
some of the chemicals burned my finger,” the resident said. “My middle finger turned 
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black and swelled to twice its size.” Officials from the fire department arrived soon 
after, asking the resident who might have done it. “There’s no one who has a vendetta 
against us,” said the resident, a middle school teacher. “It’s probably kids who have 
money and wheels and thought this would be a funny joke.” Some bombs have 
contained shredded aluminum. “People think that it’s trash, but if they pick it up, the 
bomb could blow their hand off way too easily,” said the head of a community 
organization called myNeighborsNetwork. The community activist, along with many 
other residents, suspects local teenagers are responsible. Hundreds of videos on 
YouTube explain how to produce similar bombs, she said. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/07/31/AR2010073101778.html?hpid=sec-metro 

[Return to top]  

Agriculture and Food Sector 

25. August 1, Associated Press – (Washington) Herbicide blames for crop damage in 
Whatcom Co. Organic farmers in Whatcom County, Washington said that herbicide 
contamination in the manure and compost they obtain from non-organic farms is 
causing severe crop damage. The Bellingham Herald reported that farmers are linking 
the damage to the herbicide aminopyralid. They said cows ingest the herbicide through 
grass or silage tainted with it. The herbicide passes through the cows digestive system 
unchanged. One farmer said the herbicide caused a loss of about $40,000 in the last two 
months from crops being damaged. Aminopyralid was approved for use in the U.S. in 
2005. It is produced by Dow AgroSciences, a subsidiary of Dow Chemical Co. Farmers 
use it for weed control. The herbicide is not believed to pose a threat to humans or 
animals. 
Source: 
http://www.seattlepi.com/local/6420ap_wa_herbicide_contamination.html?source=myp
i 

26. August 1, KOMO 4 Seattle – (Washington) Bomb threat closes Belfair Safeway 
store. The Safeway store in Belfair, Washington was closed down and evacuated 
August 1 after someone called in a bomb threat, Mason County sheriff’s officials said. 
An unidentified person called the store at about 11:30 a.m. and told an employee that a 
bomb was inside the store and that it would explode. The employee called 911. The 
Mason County Sheriff’s Office responded along with members of the Washington State 
Patrol’s Multiagency Bomb Squad, several Washington State Patrol (WSP) bomb-
sniffing K-9 dogs, as well as members of the Mason County Fire District 2 firefighters 
and paramedics. The store was evacuated, and two, bomb-detection robots looked for 
the alleged bomb within the store while bomb-detection officers cleared the parking 
area. The bomb-sniffing dogs were then sent in with WSP troopers and members of the 
Mason County Sheriff’s Office. No explosive devices were detected. Store 
management and staff were allowed back into the store after almost three hours. Store 
employees then conducted another search before re-opening the store to the public. 
Source: http://www.komonews.com/news/local/99733474.html 
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27. August 1, Miami Herald – (Florida) Ritz-Carlton tiki restaurant goes up in smoke in 
Key Biscayne. Sixteen Miami and Key Biscayne fire units in Florida rushed to Cantina 
Beach — a poolside Mexican restaurant at the Ritz-Carlton Key Biscayne — to tackle a 
fire July 31. The fire was caused by a rotisserie cooker that set the thatched roof of the 
tiki-style restaurant ablaze. Hotel security had already evacuated the pool area by the 
time the first truck arrived. The Cantina was destroyed, but the fire did not spread to 
other areas of the hotel. No one was injured in the fire. 
Source: http://www.miamiherald.com/2010/08/01/1755848/ritz-carlton-tiki-restaurant-
goes.html 

[Return to top]  

Water Sector 

28. August 2, Associated Press – (Montana) Main water line breaks in 
Bozeman. Bozeman, Montana officials August 1 issued an order prohibiting outdoor 
water use following the rupture of a main water line in the city. The water line broke at 
about 5:30 p.m. July 31 causing some flooding of homes and apartments in the area 
before the flow was cut off at about 9 p.m. The director of public services said no one 
was injured. She said water went into some basements, but she had no damage 
estimate. The city lost about 4 million gallons of water from its 6 million in storage 
capacity, prompting concerns of a water shortage. The line was expected to be repaired 
late August 1, and the water ban could be lifted by early August 2. 
Source: http://www.kulr8.com/news/state/99725819.html 

29. July 30, Waste and Recycling News – (Rhode Island) Rhode Island city ordered to 
install municipal sewer lines. A city in Rhode Island is being ordered by the U.S. 
Environmental Protection Agency (EPA) to install a municipal sewer line and to 
replace failing private sewers in one of its neighborhoods. The EPA said the Town of 
North Providence must pay a $15,000 fine and complete an $86,000 project to improve 
sewer service to residents in the Warren Street neighborhood. EPA said the project will 
help eliminate sewer system backups in the area, which has had problems with 
discharges of raw sewage into residential homes and into the street. The project will be 
part of a state-wide effort to eliminate such backups, EPA said. So far, 12 communities 
and a wastewater utility are under orders to improve their systems. 
Source: 
http://www.wasterecyclingnews.com/headlines2.html?id=1280498291&allowcomm=tr
ue 

30. July 30, Associated Press – (Pennsylvania) 1 dead, 3 sickened at Pa. water treatment 
plant. A sewage plant employee became faint and died while working in a 30-foot hole 
in Sewickley, Pennsylvania, and three other people who tried to rescue him were 
overcome by an unknown gas and had to be hospitalized, officials said. The deceased 
was working in the hole and fell back into it as he was trying to climb out shortly 
before 1 p.m. July 29. He radioed for help after becoming faint, said a forensic 
supervisor with the Allegheny County Medical Examiner’s office. The plant’s 
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supervisor, an inspector for the borough’s engineering firm, and a construction worker 
for a contractor climbed into the hole to help him. All three were overcome by fumes. 
They were taken to Allegheny General Hospital in Pittsburgh. The burough manager 
said he was told the injured men would be kept overnight for observation, but they 
were expected to recover. It is unclear what the fumes were or where they originated 
from, but the manager said emergency workers did detect a small amount of methane 
gas when they arrived. The plant, owned by the borough, is still in operation. 
Construction will continue Aug. 2 on the $5 million upgrade that the deceased was 
working on. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5i59HZV1iUFEhcD_sSJ-
WL2MjOi5wD9H8VFOO4 

31. July 30, KNXV 15 Phoenix – (Arizona) FD: Man trapped in tank at Phoenix water 
treatment plant. Firefighters worked for over an hour July 30 to free a man stuck in a 
tank at a water treatment plant in Phoenix. According to a Phoenix Fire Department 
spokesman, the 40-year-old male was a subcontractor cleaning with some sort of epoxy 
when he fell about 14 feet off a ladder inside the above ground tank. He said the victim 
was not able to get himself out and was having trouble breathing. Firefighters 
responded to the call at the City of Phoenix Water Treatment plant on 99th Avenue 
south of Southern Avenue around 2:30 p.m. Fire crews were seen strapping themselves 
into harnesses and entering the tank. Just after 3:30 p.m., the man was seen being 
pulled out of the tank in a harness. He appeared to be limp but moving. The man was 
complaining of pain in his back and ribs and was transported to a Valley hospital. 
Source: http://www.abc15.com/dpp/news/region_phoenix_metro/south_phoenix/fd:-
man-trapped-in-tank-at-phoenix-water-treatment-plant 

32. July 30, Ashland Daily Tidings – (Oregon) Study: Ashland’s water supply at risk 
from climate change. A study that compared eight climate change scenarios to historic 
averages found that Ashland Creek flows would increase in spring but decrease in 
summer. Ashland, Oregon, which relies mainly on Ashland Creek for its potable water, 
already faces summer water shortages in dry years. Shortages led to water curtailments 
in the summers of 2001 and 2009. The climate change study looked at a range of 
temperature increases. For example, average temperatures in January could rise .54 
degrees to 4.5 degrees. Average temperatures in July could rise 3.4 degrees to 10 
degrees. The climate change study by a University of Washington research assistant 
professor has important implications as city officials and the appointed Ashland Water 
Advisory Committee examine options for boosting the town’s already limited water 
supplies. An Ashland engineer said faster snowmelt also could increase the risk of 
flooding, which could jeopardize the city’s water treatment plant above Lithia Park. 
Source: 
http://www.dailytidings.com/apps/pbcs.dll/article?AID=/20100730/NEWS02/7300307 

33. July 29, Associated Press – (Ohio) Blobs of algae overtaking some Ohio lakes, 
ponds. Slimy blobs of algae, like the ones that have polluted Ohio’s largest inland lake, 
are now being found in some small lakes and ponds. On Lake Erie, algae blooms are 
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popping up in growing numbers earlier than in past years. Researchers think it is 
because it has been hotter and rainier than usual and a sign of things to come. Lake Erie 
has been plagued for years by blue-green algae, but now there is growing concern about 
smaller lakes following the discovery of a toxic algae that caused state regulators to 
warn people not to eat any fish or touch the water from Grand Lake St. Marys in 
western Ohio. The discovery of algae in a lake at summer camp near Bellefontaine led 
camp organizers to ban swimming for two weeks after 15 children came down with 
rashes and stomach illnesses that officials suspect was linked to the algae. The greatest 
risk is to small pets and livestock that drink from contaminated ponds. Algae has been 
detected at two state park lakes this summer — Burr Oak and Grand Lake St. Marys. 
Tests have not yet determined whether there are toxins in the water at Burr Oak State 
Park so the state has posted advisories telling swimmers to avoid the algae. 
Source: http://www.daytondailynews.com/news/ohio-news/blobs-of-algae-overtaking-
some-ohio-lakes-ponds-835581.html 

[Return to top]  

Public Health and Healthcare Sector 

34. July 29, Government Technology – (National) NASCIO releases state-by-state report 
on health IT projects. The National Association of State Chief Information Officers 
(NASCIO) has issued its annual state-by-state report on health IT programs and 
leadership. Released July 29, the study is entitled: Profiles of Progress 4: State Health 
IT Initiative. Since the 2009 version of the report, there has been “a tremendous flurry 
of activity due to the Office of the National Coordinator for Health Information 
Technology announcing the recipients of the State Health Information Exchange [HIE] 
Cooperative Agreement Program,” according to NASCIO. It said stimulus funding also 
is beginning to flow to state and regional projects. The state CIO’s role in health 
information exchange depends on how involved the state is in the design’s exchange, 
according to NASCIO. “If public expectations are high for strong government presence 
it will most likely be a government-led electronic health information exchange. On the 
other hand, if a state chooses to be less involved in overseeing the HIE and determining 
the business model, it can let other actors, such as a nonprofit entity created by 
stakeholders, operate the HIE.” 
Source: http://www.govtech.com/gt/articles/767064 

For another story, see item 23  
 
[Return to top]  

Government Facilities Sector 

35. August 2, Mid Columbia Tri-City Herald – (Washington) DOE suggests tougher 
safety measures for tank farm. The Department of Energy (DOE) could help prevent 
future problems at Hanford’s radioactive waste tank farm in Hanford, Washington by 
increasing oversight of safety-system improvements, according to a report by the 
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DOE’s Office of Inspector General. No formal recommendations were made, but the 
brief report covered suggestions for making sure DOE follows through to correct 
problems, and to ensure that trends are analyzed to predict problems before they occur. 
Some of the problems related to making full use of formal safety systems date back to 
2004. All Hanford contractors develop an Integrated Safety Management System 
(ISMS) to systematically integrate safety into management and work practices at all 
levels. But the report mostly focused on safety-related weaknesses under current 
contractor Washington River Protection Solutions. Major reviews in 2009 and 2010 by 
DOE and other organizations have revealed deficiencies with the new tank farm 
contractor’s implementation of its ISMS, the report said. A DOE 2009 assessment of 
the contractor’s emergency-management system rated it as marginal. At the start of 
2010, the Defense Nuclear Facilities Safety Board found work instructions at the tank 
farm could not be followed as written, and that there were incomplete controls to 
ensure work was done safely. 
Source: http://www.tri-cityherald.com/2010/08/02/1115111/doe-suggests-tougher-
safety-measures.html 

36. July 30, Government Computer News – (National) Government-wide security 
certification could bolster cloud, Symantec study shows. A government-wide 
certification and accreditation process for securing cloud computing infrastructures 
could accelerate adoption of the computing model among agencies, but barriers include 
management and oversight issues, according to a report from Symantec on security and 
the cloud. Eight-three percent of the 202 federal information technology decision-
makers surveyed for the report, “Symantec 2010 Break in the Cloud,” said it will take 
three or more years for the government to implement a comprehensive C&A process. A 
survey of the federal IT managers and systems integrators was conducted by O’Keeffe 
and Company at the 2010 Symantec Government Symposium in June. About 22 
percent of respondents are tracking government efforts in this area. Forty-six percent of 
those tracking government initiatives are closely monitoring the Federal Risk and 
Authorization Management Program (FedRAMP). However, many respondents were 
unaware of FedRAMP, which means the Office of Management and Budget should 
increase efforts to educate agencies, the report stated. Announced in May, FedRAMP is 
an interagency effort aimed at reducing duplicate efforts and security compliance 
expenditures, as well as encouraging rapid acquisition timeframes, security oversight, 
and consistent integration with Federal governmentwide security efforts. FedRAMP, 
which is still in the development stage, also will provide security authorizations and 
continuous monitoring of shared systems. 
Source: http://gcn.com/articles/2010/07/30/symantec-2010-cloud-security-report.aspx 

37. July 29, Dothan Eagle – (Alabama) Dothan man charged in courthouse bomb 
threat. A 24-year-old Dothan man has been arrested in connection with a phoned-in 
threat, which led to the evacuation of the Houston County Courthouse in Dothan, 
Alabama. The 24-year-old suspect is charged with making a terrorist threat. According 
to court records, a threat was made during a call to 9-1-1, which led authorities to 
evacuate the courthouse. The suspect was ordered to be held without bond. Court 
records also show deputies charged the suspect July 28 with burglarizing a woman’s 
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home on Wallace Buie Road in Dothan in May. 
Source: 
http://www.leagle.com/unsecure/news.do?feed=yellowbrix&storyid=148052168 

[Return to top]  

Emergency Services Sector 

38. August 1, Hartford Courant – (Connecticut) Conn. prepares for potential impact of 
hurricane. Connecticut’s emergency management officials have completed an exercise 
to prepare for the potential effects of a direct hit by a hurricane. The state department of 
emergency management and homeland security is preparing for a Category 3 hurricane, 
which has sustained winds of 111 mph to 130 mph. The exercise included discussions 
of potential tidal surges, evacuation planning and routes, debris management and clean-
up plans. In addition, the governor has led a multi-agency briefing to help prepare state 
officials for the threat of a hurricane striking the state. Hurricane season began June 1 
and ends November 30. 
Source: http://www.courant.com/news/local/statewire/hc-ap-ct-conn-
hurricanepreaug01,0,7878575.story 

39. August 1, WBIR 10 Knoxville – (Tennessee) Authorities investigating suspicious 
Roane County fire at trooper’s home. Authorities are investigating whether someone 
purposely set a fire at the home of a Tennessee Highway Patrol officer in Roane 
County, July 31. A Tennessee Highway patrolman lived in the house on Murr Road, 
according to the director of public affairs for the Tennessee Department of Safety. The 
fire began around 5:30 a.m. No one was home at the time. The Roane County sheriff 
chief deputy said both the Tennessee Bureau of Investigation and the state bomb and 
arson section of the division of fire prevention are helping with the case. The deputy 
said the fire appears suspicious, adding the case may expand from a possible arson 
investigation to include a possible burglary at the home. 
Source: 
http://www.wbir.com/news/local/story.aspx?storyid=129179&odyssey=mod_mostread 

40. July 31, Dyersburg State Gazette – (Tennessee) County E-911 Board discusses radio 
communication problems between agencies. The Dyer County E-911 Board had 
some discussion during their last meeting about radio communication issues between 
Dyersburg, Tennessee and the county. The discussion began when the emergency 911 
communications director reported to the board that the emergency operations center’s 
tower sustained two lightning strikes July 26 when thunderstorms blew through the 
area. The center also had a slight interruption in 911 service for the Dyer County 
Sheriff’s Department when power went off, and they also had some circuit issues. The 
Dyersburg 911 center switched over to the county’s 911 service and began receiving 
their calls while the problem was being fixed. 
Source: http://www.stategazette.com/story/1653573.html 

[Return to top]  
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Information Technology Sector 

41. August 2, IDG News Service – (International) Hackers release new version of iPhone 
Jailbreak app. The latest version of software that allows iPhone owners to install 
applications not approved by Apple has been released days after the practice was 
declared legal under U.S. copyright law. JailbreakMe 2.0 can be installed by going to 
its developers’ Web site, jailbreakme.com, where it is installed via the Safari Web 
browser. One of its developers, Comex, wrote on Twitter there were initial problems 
with JailbreakMe and the MMS (Multimedia Messaging Service) and FaceTime video 
chat functions, but those have been fixed. The practice of jailbreaking was illegal under 
the Digital Millennium Copyright Act (DMCA), which prohibits the circumvention of 
copy-protection mechanisms. But recently, the Librarian of Congress issued a batch of 
exemptions, ruling that the installation of legally acquired third-party software for non-
infringing reasons on mobile phones doesn’t violate copyright law. Jailbreaking also 
allows an iPhone to be used on other phone networks. Apple’s exclusive agreement 
with AT&T to offer the iPhone is being challenged in a class-action suit filed last 
month in which customers contend the two companies secretly agreed to unfairly 
“technologically restrict voice and data service” for five years. 
Source: 
http://www.computerworld.com/s/article/9180020/Hackers_release_new_version_of_i
Phone_Jailbreak_app 

42. August 2, SC Magazine – (International) Microsoft to release out-of-band patch for 
Windows shortcut vulnerability. Microsoft is set to release an out-of-band patch for 
the Windows shortcut vulnerability August 3. The update will address the vulnerability 
discussed in Security Advisory 2286198, which is the critical LNK vulnerability that 
applies to all versions of the Windows operating system, from Windows XP SP3 to 
Windows 7. A senior security response communications manager at Microsoft said: 
“We are releasing the bulletin as we’ve completed the required testing and the update 
has achieved the appropriate quality bar for broad distribution to customers. A senior 
program manager with the Microsoft Malware Protection Center (MMPC), said that it 
and other Microsoft Active Protection Program partners have been keeping a close 
watch on the use of .LNK files exploiting this vulnerability. 
Source: http://www.scmagazineuk.com/microsoft-to-release-out-of-band-patch-for-
windows-shortcut-vulnerability/article/176160/ 

43. August 2, V3.co.uk – (International) Koobface hackers now tracking victims. The 
hackers behind the infamous Koobface worm, which targets users of social networking 
sites, have added new code designed to monitor the success of their endeavors, 
according to security vendor Trend Micro. One of the key elements of the bot is the use 
of fake YouTube pages designed to lure victims into installing what they believe is a 
codec needed to play a video. “A few days ago, these pages started to include a short 
JavaScript code which enables the Koobface gang to directly monitor page hits,” 
explained a Trend Micro advanced threats researcher. According to the researcher, the 
hourly tracking helps the gang to “correlate the user activity based on time of day and 
Koobface infection count.” There have been almost 130,000 hits since tracking started 
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last week, he said. 
Source: http://www.v3.co.uk/v3/news/2267453/koobface-masterminds-tracking 

44. August 1, BBC – (International) Two Gulf states to ban some Blackberry 
functions. The United Arab Emirates (UAE) will block sending e-mails, accessing the 
Internet, and delivering Instant Messages to other Blackberry handsets. Saudi Arabia 
will prevent the use of Blackberry-to-Blackberry Instant Messaging service. Both 
nations are unhappy they are unable to monitor such communications via the handsets. 
This is because Blackberries automatically send encrypted data to computer servers 
outside the two countries. The UAE ban will start in October, while the Saudi move 
will begin later in August. A board member of state-controlled Saudi Telecom said the 
decision is intended to put pressure on Blackberry’s Canadian owner, Research in 
Motion (RIM), to release data from users’ communications “when needed”. The UAE’s 
telecoms regulator, TRA, said the lack of compliance with local laws raised “judicial, 
social and national security concerns.” RIM said in a statement that it “does not 
disclose confidential regulatory discussions that take place with any government.” 
Source: http://www.bbc.co.uk/news/world-middle-east-10830485 

45. July 30, DarkReading – (International) One in three top-trending search topics 
return malicious results, finds Norton study. According to a new Norton study, more 
than one in three of the top-trending search terms returned at least 10 percent malicious 
results, putting people’s computers and personal information at risk from cybercrime. It 
turns out that between February and May, searching for “tropical dreams sweepstakes” 
could actually have been a nightmare, and searching for “red hot laugh riot” could have 
been anything but funny. At the peak of their popularity, these two particular search 
terms returned a staggering 99 malicious links out of the first 100 results. This week, 
celebrity news, online gaming and diseases were among the most poisoned top-trending 
topics, with terms such as “constance francesca hilton,” “atomic dove” and 
“melorheostosis” returning more than 45 percent malicious links out of the first 100 
results. The Norton study monitored a major search engine’s top 300 trending search 
terms and analyzed the top 30,000 search results daily for Search Engine Optimization 
poisoning over a three-month period, between February and May 2010. The search 
topics ran the gamut from sporting events to song lyrics to breaking news on criminal 
cases. Using unethical techniques to “game” search engine algorithms, hackers are 
poisoning search results, taking advantage of spikes in a topic’s popularity to redirect 
computer users to misleading applications such as fake antivirus scanners. Some days, 
more than 250 of the top 300 daily search terms returned more than 10 percent 
malicious links within the first 100 results. Clicking on these poisoned search results 
could infect a user’s PC and result in exposing personal information to cybercriminals. 
Source: http://www.darkreading.com/smb-
security/security/antivirus/showArticle.jhtml?articleID=226400069&subSection=Antiv
irus 
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

46. August 1, DavidsonNews.net – (North Carolina) Data network outage reported at 
MI-Connection. A piece of networking equipment failed early Aug. 1 at the 
Mooresville, North Carolina-based MI-Connection Communications System, cutting 
off access to most of the system’s Internet customers in the Lake Norman Area. The 
outage also affected the company’s customer support phone lines, which were out most 
of the day. As of 4:30 p.m., engineers had identified the problem and were repairing the 
equipment. By around 5 p.m., customers were reporting that their connections were 
working again, and the system was full restored that evening. Engineers blamed the 
problem on a failed networking switch. A backup system also failed. Some MI-
Connection telephone customers also were affected, though cable TV service was not. 
MI-Connection has about 9,300 Internet customers and about 2,000 local telephone 
customers in Mooresville, Davidson, Cornelius and surrounding areas. 
Source: http://davidsonnews.net/2010/08/01/data-network-outage-reported-at-mi-
connection/ 

[Return to top]  

Commercial Facilities Sector 

47. August 2, KIMT 3 Mason City – (Iowa) Police seek source of pipe bomb. Mason City, 
Iowa police are trying to figure out who left a pipe bomb in the city’s Big Blue park 
area. On August 1, an officer on patrol was flagged down by someone at the park 
shortly after 4 p.m. The man told the officer he had found what appeared to be a 
suspicious item. He turned it over to police who called the state fire marshal’s office. 
Workers safely removed the explosive from the park and destroyed it. Police refused to 
offer any description of what was found, but confirmed it was “definitely a pipe bomb.” 
They called in off duty officers who searched other city parks to ensure there weren’t 
any more of the bombs. Police are cautioning people to never touch or handle anything 
they find that appears suspicious in nature and to call them immediately. Anyone who 
might have information about who is responsible should call the Mason City Police 
Department at (641) 421-3636. 
Source: http://www.kimt.com/content/localnews/story/Police-Seek-Source-of-Pipe-
Bomb/A69nYEcackOFSq2xBJ71Rg.cspx 
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48. July 30, Cliffview Pilot.com – (New Jersey) Feds: Security guard made NBA bomb 
threats. ”I put a bomb outside. Gonna kill all the NBA,” the caller told the National 
Basketball Association’s Secaucus, New Jersey office. “No way out. Good luck.” The 
caller, federal authorities said today, is a 19-year-old security guard with the NBA who 
now faces charges of making several bomb threats. The suspect, who resides in 
Elizabeth, is officially charged with “willfully providing false information indicating 
that malicious damage of a building or vehicle would take place.” The suspect was 
hired to provide office security for the association’s NBA Properties office, a U.S. 
Attorney said. Federal authorities said the suspect made several calls to the NBA office 
from his cell phone over a three-day period beginning July 26, leaving several 
voicemail messages threatening to blow up the building and kill people. “There’s a 
bomb outside the complex in the parking lot. I put a bomb outside in the bush,” the 
caller said. In one instance, the call forced evacuation of the building while law 
enforcement officers and K-9 units searched the area for hours. No explosive devices 
were found. The calls also caused additional security measures to be put in place. 
Source: http://www.cliffviewpilot.com/hudson/1524-feds-say-nba-teen-security-guard-
made-bomb-threats 

For another story, see item 27  
 
[Return to top]  

National Monuments and Icons Sector 

49. August 2, Visalia Times-Delta – (California) Bull Fire in Sequoia National Forest is 
95 percent contained, road opens. Mountain Road 99 in the Sequoia National Forest 
in Porterville, California is expected to reopen at 9 a.m. August 2 as the Bull Fire is 95 
percent contained, according to the California Interagency Incident Management Team 
4. The road was closed for nearly one week due to the 16,442 acre Bull Fire. The cause 
of the fire is under investigation and is believed to be human caused. 
Source: 
http://www.visaliatimesdelta.com/article/20100802/NEWS01/100802005/1002/Bull+Fi
re+in+Sequoia+National+Forest+is+85+percent+contained++road+opens 

50. August 2, KXTV 10 Sacramento – (California) Bar Fire burns 150 acres in Plumas 
National Forest. The Bar Fire burning in the Plumas National Forest in California has 
now burned 150 acres, according to the U.S. Forest Service. Forest Service officials 
said the fire is located in the Feather River Canyon, near Rich Bar, approximately four 
miles east of the town of Belden. Multiple crews, including two air tankers, five 
helicopters, three engines, and six hot shot crews have been working on maintaining the 
blaze in what is being called very steep terrain. The fire is burning close to northbound 
Highway 70, and crews have placed a one-mile stretch of the roadway under one-way 
traffic control. The fire was first reported 2 p.m. July 31. The cause of the fire is still 
being investigated. 
Source: http://www.news10.net/news/local/story.aspx?storyid=89004&provider=top 
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51. July 31, Associated Press – (Montana) Grizzly bear euthanized after Mont. triple 
mauling. Wildlife officials euthanized a grizzly bear July 30 after DNA tests confirmed 
that the sow and her cubs were responsible for a triple mauling that killed a Michigan 
man and injured two other campers at the Soda Butte Campground in Cooke City, 
Montana near Yellowstone National Park. Montana Fish, Wildlife and Parks officials 
said in a statement that hair, saliva and tissue samples tested at a Laramie, Wyoming, 
lab determined the adult bear was the same one that rampaged through the campground 
July 28. The sow’s three cubs will be sent to ZooMontana in Billings, said a U.S. Fish 
and Wildlife Service grizzly bear recovery coordinator. Grizzly bears that display 
unprovoked aggressive behavior toward humans, or cause death or substantial human 
injury, should be removed from the population under an agreement among eight state 
and federal agencies, state wildlife officials said. Authorities said the bear family, under 
the tutelage of the mother, specifically targeted campers — a sharp departure from the 
usual behavior of grizzlies attacking only when threatened or surprised. 
Source: http://www.kansascity.com/2010/07/30/2118124/4th-bear-caught-after-deadly-
mt.html 

52. July 31, Wenatchee World – (Washington) Fire burns to Stehekin Valley floor, 
threatens a dozen homes. Fire has burned within a few hundred feet of the Stehekin 
School and the historical schoolhouse in Stehekin, Washington, and more firefighters 
and resources are being ordered to protect homes in the isolated community at the head 
of Lake Chelan. The Rainbow Bridge Fire grew to about 4,000 acres by midmorning 
July 31, burning down to the valley floor and up farther into the Boulder Creek 
drainage, said a fire spokesman. A state fire team took over management of the fire 
July 31, and structure protection engines from Chelan, Douglas and Okanogan counties 
arrived in the morning by barge to help protect homes from damage, he said. The 
Chelan County Sheriff’s Office issued mandatory evacuation notices July 30 for the 
two schoolhouses and two homes within a half mile of the schools. The fire, which 
started around 5 p.m. July 29, has burned through heavy forest in the Rainbow Creek 
and Boulder Creek drainages. On July 30, the fire moved across Purple Mountain and 
south toward the area burned by the 2006 Flick Creek Fire. Fire officials have 
determined the blaze was human caused, and it is being investigated by the National 
Park Service. 
Source: http://www.wenatcheeworld.com/news/2010/jul/31/fire-burns-to-stehekin-
valley-floor-threatens-a/ 

[Return to top]  

Dams Sector 

53. August 2, Reuters – (International) Garbage islands threaten Three Gorges 
Dam. Thousands of tons of garbage washed down by recent torrential rain are 
threatening to jam the locks of China’s massive Three Gorges Dam, and is in places so 
thick people can stand on it, state media said August 2. A senior official at the China 
Three Gorges Corporation, told the China Daily that more than 3,000 tons of trash was 
being collected at the dam every day, but there was still not enough manpower to clean 
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it all up. “The large amount of waste in the dam area could jam the miter gate of the 
Three Gorges Dam,” he said, referring to the gates of the locks which allow shipping to 
pass through the Yangtze River. The river is a crucial commercial artery for the 
upstream city of Chongqing and other areas in China’s less-developed western interior 
provinces. Pictures showed a huge swathe of the waters by the dam crammed full of 
debris, with cranes brought in to fish out a tangled mess, including shoes, bottles, 
branches and Styrofoam. More than half a million square feet had been covered by 
trash washed down since the start of the rainy season in July, the report said. The trash 
is around two feet deep, and in some parts so compacted people can walk on it. 
Source: http://www.msnbc.msn.com/id/38517934/ns/world_news-asiapacific/ 

54. July 31, Agence France-Presse – (International) Over 900 dead as floods sweep 
Asia. Floods sweeping Asia have killed more than 900 people, officials said July 31, 
washing away thousands of homes and destroying infrastructure. Heavy monsoon rains 
exacted the heaviest toll in northwest Pakistan, with 800 confirmed dead and the 
regional capital Peshawar cut off, while the deluge killed another 65 people in 
mountainous areas across the border in Afghanistan. Floods devastating northeast 
China have killed at least 37 people and destroyed 25,000 homes, with authorities 
racing to intercept vessels that broke their moorings, and retrieve barrels full of 
explosive chemicals headed for a dam. The worst floods in living memory destroyed 
homes and swathes of farmland in northwest Pakistan and Pakistani Kashmir, with the 
main highway to China reportedly cut and the military deployed to help isolated 
communities. The United Nations said almost 1 million people had been affected by the 
Pakistan flooding. Elsewhere in Jilin, hundreds of soldiers and boats were mobilized to 
stop 12 vessels being swept down the Songhua River towards a major dam, Xinhua 
said. The vessels, weighing up to 12 tons each, broke their moorings July 30 and were 
heading towards the Fengman dam. Further downstream, hundreds of workers 
continued to retrieve 3,000 barrels full of explosive chemicals that were washed by 
floodwaters into the Songhua River. The barrels were being swept down the river and 
experts were worried the barrels could explode if they hit a dam further downstream. 
Source: 
http://www.google.com/hostednews/afp/article/ALeqM5g0PhnTb4o3duUzEmhpSNiZ8
WZvWA 

55. July 31, Scottsdale Tribune – (Arizona) Tempe working to restoring lake after dam 
rupture. City officials are still confident that Tempe Town Lake in Tempe, Arizona 
can be refilled by November, even as state regulators demand new approval before the 
man-made structure is restored. The Arizona Department of Water Resources told 
Tempe it must sign off on a new construction plan. Tempe expects the state will be 
comfortable with the plans once it shares the information, the assistant city manager 
said. The rubberized dam on the lake’s west end ruptured July 20, and eventually 
emptied the 977 million gallons of water down the Salt River channel through Phoenix 
and beyond. The assistant city manager said the department issued a permit March 25 
to replace the dams. While the lake was to remain full under that plan, a dry lake will 
allow the city to speed up dam installation. Two of four rubber bladder sections already 
have been delivered to Tempe, one is still being made and fabrication will begin soon 
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on the final segment. Tempe began unbolting one of the dams July 29. The rubber 
bladders will be investigated to study how much wear and damage they suffered since 
they were installed to form the lake in 1999. Each rubber section is about 240 feet long 
and weighs 40 tons. The manufacturer, Bridgestone Industrial Products, told the city 
the dams would last 25-30 years, but Bridgestone and the city determined in 2006 that 
the lifespan would be much shorter. In the wake of the dam rupture, there’s even more 
interest in learning how Arizona’s heat affected the rubber. “Analysis of the dams was 
planned even prior to the rupture,” the assistant city manager said. 
Source: http://azstarnet.com/news/state-and-regional/article_b9a30c39-64d8-5fa3-
8813-e895fff5f3dd.html 

56. July 30, Seattle Times – (Washington) President approves $44M to patch Hanson 
Dam; Corps say fix may be permanent. Permanently repairing a damaged flood-
control dam on the Green River in King County, Washington could cost half a billion 
dollars less than originally thought, the Army Corps of Engineers said July 30. The 
corps is studying whether a $44 million interim fix of Howard Hanson Dam approved 
by Congress and signed by the President July 30, might end up being the permanent 
solution. Until recently, engineers thought they would have to build a concrete cutoff 
wall — at a possible cost of $450 million to $500 million — to control the flow of 
water through the dam’s porous right abutment. After severe storms in January 2009, 
Corps staffers discovered two depressions in an abutment of the earth-and-rock dam, 
and saw indications that water was washing through the abutment in an uncontrolled 
way. The Corps restricted the amount of water it would store behind the dam during 
storms, leading to a heightened risk of downstream flooding. The Corps built an 
underground “grout curtain” to reduce seepage through the hillside abutment. When 
engineers conducted extensive tests over the past two months, they found the grout 
curtain had reduced some measures of seepage by “three to four orders of magnitude,” 
the Hanson Dam program manager said July 30. Instead of thickening, deepening and 
widening the grout curtain, engineers have decided it would be more effective to extend 
an existing drainage tunnel and add more pipes carrying water into the tunnel. They 
also plan interim improvements to stabilize the dam’s spillway and the embankment 
around it. The Corps is studying whether these improvements could be the permanent 
solution to the seepage problem. A report addressing that question is due in November. 
Source: http://seattletimes.nwsource.com/html/localnews/2012490468_dam31m.html 
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