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• Fire destroyed a chemical plant in Northeast Clarke County Georgia early July 28, sending 
plumes of toxic smoke into the air and chemicals into a nearby creek, according to the 
Athens Banner-Herald. (See item 6) 

• Homeland Security Today reports that based on intelligence indicating that Al Qaeda and 
associated movements continue to express interest in attacking U.S. mass transit systems, 
the Government Accountability Office (GAO) has issued a redacted version of a classified 
report on “explosives detection technologies [that] are available or in development that 
could help secure passenger rail systems.” (See item 22) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. July 29, CBC News – (Michigan) Michigan oil spill cleanup ‘inadequate’. Calgary-
based Enbridge is facing more criticism for its handling of a major oil spill in southern 
Michigan. About 3.7 million liters of oil leaked July 26 near Battle Creek from an 
Enbridge pipeline running from Indiana to Sarnia, Ontario in Canada. Michigan’s 
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governor said the cleanup so far has been “wholly inadequate” and warns of a tragedy 
if the oil reaches Lake Michigan. So far, the oil has travelled 55 kilometers down the 
Kalamazoo River, putting the spill’s leading edge about 125 kilometers from the lake. 
Up to 400 workers are deploying booms and mopping up the mess. Enbridge’s CEO 
vows “anything and everything” affected by the oil will be cleaned. Environmentalists 
said a quick cleanup is vital, noting frogs, snails, muskrats and birds live, eat, and nest 
on or near the riverbank. 
Source: http://www.cbc.ca/canada/windsor/story/2010/07/29/wdr-enbridge-oil-spill-
michigan-100729.html 

2. July 29, Associated Press – (International) Tanker probe eyes possible Persian Gulf 
collision. The chief official at the port in Dubai, United Arab Emirates where a 
Japanese tanker was docked a day after it was damaged at the mouth of the Persian 
Gulf said July 29 investigators now believe the ship was involved in a collision, 
backing away from an earlier theory that natural causes were to blame. But the ship’s 
owner refused to speculate on what had set off the July 28 incident, which it described 
as an explosion on the tanker, until it had more information. The company initially said 
it suspected the ship had been attacked as it entered the tense Strait of Hormuz. The 
possibility of a deliberate attack has not been ruled out. The director general of the port 
of Fujairah said damage to the ship’s hull and interior is being investigated, but that 
clues point to a crash of some sort. The ship dropped anchor at the Emirati port for 
inspections late July 28. “There was a collision. ... What it is, we don’t know. That’s 
why the investigation is going on,” he told the Associated Press. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/07/29/AR2010072901887.html 

3. July 29, Wyoming Tribune Eagle – (Wyoming) Explosion, fire rock refinery. Heavy 
black smoke and flames stretched high above Frontier Refining early July 29 in 
Cheyenne, Wyoming. A fire broke out in the refinery’s main crude oil distillation unit 
around 5:40 a.m. The refinery’s fire brigade contained the blaze an hour later with help 
from Cheyenne Fire and Rescue. “There were no safety incidents,” said the vice 
president and refinery manager. “Nobody was hurt.” The crude unit was shut down and 
neighbors saw a series of fiery flare-ups as it began to cool. The refinery manager said 
as the heat subsides, crews can get closer to determine the cause of the fire and the 
extent of the damage. He added that he is unsure which piece of equipment failed and 
released the hot crude oil that caught fire. 
Source: http://www.wyomingnews.com/articles/2010/07/29/news/01top_07-29-10.txt 

4. July 29, Peninsula Daily News – (Washington) Tug-barge loses power in Strait; 
vessel in Port Angeles Harbor for inspection. A tug pushing a barge full of BP fuel 
arrived in Port Angeles Harbor in Washington state for inspection July 28 after 
temporarily losing power in the Strait of Juan de Fuca. The 170-foot articulated tug-
barge Commitment lost power shortly before 1 p.m. about 19 miles northwest of Port 
Angeles. The barge contained 8 million gallons of diesel and jet fuel. It was being 
pushed by the tug component to Portland, Oregon, from BP’s Cherry Point refinery. In 
such vessels, called ATBs, the tug and barge operate together. It contained more than 
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100,000 gallons of fuel. The vessel, owned by Crowley Maritime Corp., regained 
power at about 4 p.m. Because of calm weather conditions, the vessel had drifted little 
by the time an emergency response tugboat from Neah Bay reached it. 
Source: http://www.peninsuladailynews.com/article/20100729/news/307299988/tug-
barge-loses-power-in-strait-vessel-in-port-angeles-harbor-for 

5. July 28, Fort Myers NewS-Press – (Florida) Crews work stop gas leak near Punta 
Gorda Airport; roads reopen. The Charlotte County, Florida, Fire Department has 
stopped a natural gas leak near Punta Gorda Airport. More work will be done on July 
29, according to the Charlotte County Sheriff’s Office, but all roadways have been 
reopened. Roads around the airport were blocked off after a construction crew ruptured 
a gas line at the area of Airport Road and Golf Course Boulevard, according to the 
Charlotte County Sheriff’s Office. Crews from TECO, a natural gas line company, 
worked on putting a clamp on the gas leak. The construction site is for the new Piper 
Road four-lane bypass. A FedEx store was evacuated due to a strong smell of gas. No 
injuries have been reported. Roads around the area remained closed while Charlotte 
County Fire worked on the leak. 
Source: http://www.news-
press.com/article/20100728/NEWS0121/100728054/1075/Crews-work-to-plug-gas-
leak-near-Punta-Gorda-Airport 

[Return to top]  

Chemical Industry Sector 

6. July 29, Athens Banner-Herald – (Georgia) Fire destroys chemical plant. Fire 
destroyed a chemical plant in Northeast Clarke County Georgia early July 28, sending 
plumes of toxic smoke into the air and chemicals into a nearby creek. The fire at J&J 
Chemical Co. began about midnight and burned through most of the day. After battling 
the blaze for several hours, Athens-Clarke fire crews withdrew from the building 
because of the intense heat and toxic fumes and waited for the fire to burn itself out. 
Fire investigators planned to begin searching for a cause July 29, after the remains of 
the chemical plant have cooled down. J&J Chemical manufactures restroom 
deodorizers, graffiti remover and other products that contain toxic chemicals. The 
company’s 30,000-square-foot Athens plant was destroyed. No one was in the building 
when the fire began, and no firefighters were hurt battling the blaze. Authorities were 
concerned the fire might pose a public health risk as it consumed untold gallons of 
glutaraldehyde — a toxin that can irritate eyes, nose, throat and lungs, along with 
causing headaches, drowsiness and dizziness. People at Athens Technical College and 
nearby businesses were cautioned to stay inside, and authorities evacuated employees 
of McAnn Aerospace Machining Corp., located next to the chemical plant. But 
hazardous materials response teams from Athens-Clarke County and the University of 
Georgia tested the air within a half-mile radius of the chemical plant and determined 
the levels of toxins were within safe limits. Blue dye from the plant did make its way to 
a nearby creek, and officials with the state environmental protection division will assess 
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the damage and monitor cleanup work. 
Source: http://www.onlineathens.com/stories/072910/new_687651880.shtml 

7. July 29, Telluride Daily Planet – (Colorado) Feds removing toxic wastes in 
Montrose. The U.S. Environmental Protection Agency (EPA) is removing thousands 
of gallons of toxic chemicals from the now-defunct Elizabeth Mining and Development 
Inc. in Montrose, Colorado. “The worst thing we have found is a little over 6,000 
gallons of hydrochloric acid,” the on-scene coordinator for the EPA’s Region VIII said 
July 27 as contract crews moved barrels of sodium nitrate to a staging area. An EPA 
spokesman said there is no immediate danger to the public, but teams are undertaking a 
“time-critical removal” lest acids stored at the EMDI facility on 63.00 Road leak into 
nearby drainages and waterways. Highly flammable chemicals are also stored at the 
site, defunct since the owners were indicted in 2007 on state charges related to 
hazardous waste disposal and fraud. 
Source: 
http://www.telluridenews.com/articles/2010/07/29/news/doc4c50e03fd0012504735482.
txt 

8. July 29, Occupational Health and Safety – (Texas) Fatal confined-space explosion 
leads to penalties for polymer plant. OSHA has cited Thermal Polymer Systems LC 
of Angleton, Texas, following an explosion inside a permit-required confined space 
that killed one worker and injured two others. Penalties for the violations total 
$161,600. “This company exposed its workers to the hazards of confined space entry,” 
said OSHA’s area director for the Houston South Area Office. “In this case, the 
ventilation system was not on to remove the flammable and toxic vapors of the primer 
being used by the employees, and the internal atmosphere of the tank was not being 
monitored with a combustible gas meter to alert the employees that the atmosphere was 
becoming toxic and inflammable.” The company provides chemically resistant polymer 
coating technology for industrial and commercial applications. OSHA issued citations 
alleging four willful and 28 serious violations following an investigation that began 
January 28 when two workers were burned while applying primer inside a tanker 
trailer. One worker died and another remains hospitalized with burns to more than 90 
percent of his body. A third worker, the attendant monitoring the confined space in the 
event of an emergency, was blown off the tank when the vapors ignited. The willful 
violations were for failing to: eliminate and control hazardous atmospheres, such as 
flammable gas, through ventilation; complete confined space entry permits; use 
intrinsically safe lights in hazardous locations; and annually fit-test employees for 
respirator use. A willful violation is one where there was intentional disregard for 
safety and health. 
Source: http://ohsonline.com/articles/2010/07/29/fatal-confined-space-
explosion.aspx?admgarea=news 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 
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9. July 28, U.S. Nuclear Regulatory Commission – (New York) NRC to provide results 
of supplemental inspection conducted at Ginna nuclear power plant. Results from 
a Nuclear Regulatory Commission (NRC) supplemental team inspection performed at 
the Ginna nuclear power plant in Ontario, New York will be presented at a public 
meeting August 4. The session is scheduled to begin at 5 p.m. at Ontario Town Hall, at 
1850 Ridge Road in Ontario. Members of the public are invited to observe the meeting 
and will have an opportunity to ask questions of NRC staff regarding the inspection and 
related issues prior to adjournment. Ginna, which is located in Ontario and operated by 
Constellation Energy, has been under additional NRC oversight since receiving two 
“white” (low to moderate safety significance) inspection findings and a “white” 
performance indicator in 2009. The findings and performance indicator involve 
problems affecting a turbine-driven auxiliary feedwater pump, which is used to help 
cool down the reactor during a sudden shutdown. Specifically, one of the inspection 
findings was identified in the first quarter of 2009 and related to inadequate 
implementation of a preventive maintenance program for, and subsequent failure of, a 
speed-control device on the pump. The second finding was identified in the fourth 
quarter of last year. It pertained to inadequate corrective actions that led to the same 
speed-control device becoming stuck, or binding, due to corrosion and consequently the 
failure of the same pump to operate during testing. 
Source: http://www.nrc.gov/reading-rm/doc-collections/news/2010/10-034.i.html 

10. July 28, Platts – (Nevada) U.S. appeals court puts consideration of Yucca Mountain 
case on hold. A U.S. appeals court said July 28 it would wait until the Nuclear 
Regulatory Commission (NRC) rules on the Yucca Mountain appeal before the 
commission, before it hears oral arguments in a lawsuit over the planned termination of 
the nuclear waste repository project. The decision by the U.S. Court of Appeals for the 
District of Columbia Circuit grants a motion that NRC and the Department of Justice 
(DOJ) filed earlier this month. They had asked the court to vacate the briefing and oral 
argument schedules and to put consideration of the case on hold. The court had 
scheduled oral arguments for September 23. NRC commissioners, meanwhile, had set a 
July 9 schedule for initial briefs in the appeal of a licensing board decision that denied 
the Department of Energy’s motion to withdraw its license application to build the 
Yucca Mountain repository near Las Vegas. Response briefs were due by July 19. NRC 
and DOJ attorneys said in the July 2 motion filed with the court that holding the court 
case “in abeyance until the Commission renders a final decision in response to that 
briefing would likely crystallize, narrow or even wholly eliminate the issues that this 
Court would need to address.” 
Source: 
http://www.platts.com/RSSFeedDetailedNews.aspx?xmlpath=RSSFeed/HeadlineNews/
Nuclear/6222706.xml 

[Return to top]  

Critical Manufacturing Sector 
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11. July 29, Consumer Affairs – (International) Toyota recalls Avalons to correct 
steering defect. Toyota has recalled approximately 373,000 2000-2004 Model Year 
Toyota Avalons sold in the United States because the vehicle’s steering lock bar could 
break under certain conditions. No other Toyota or Lexus vehicles are involved in this 
recall. Toyota said there was improper casting of the steering lock bar, which is a 
component of the steering interlock system. That defect, Toyota noted, creates the 
possibility that a minute crack may develop on the surface. Such a crack may expand 
over a long period of repeated lock and unlock operations, and eventually the lock bar 
could break. If this occurs, the interlock system may become difficult to unlock when 
stationary. If the vehicle — while being driven — is steered to the right with sufficient 
lateral acceleration, a broken and loose lock bar may move toward the steering shaft. If 
the engagement hole in the shaft happens to line up at the specific time the broken lock 
bar has moved, this could cause the steering wheel lock bar to engage, locking the 
steering wheel, and increasing the risk of a crash. As part of the recall, Toyota will 
replace the steering column bracket, a procedure that takes about two hours to complete 
depending on the dealer’s schedule. Toyota will notify owners by first class mail 
beginning in late August 2010 to bring their vehicles to their local dealer for 
replacement of the steering column bracket at no charge to the customer. 
Source: http://www.consumeraffairs.com/news04/2010/07/toyota_steering_recall.html 

12. July 29, WTAE 4 Pittsburgh – (Pennsylvania) Investigation partially closes down 
zinc plant. Part of the Horsehead Zinc Plant near Monaca, Pennsylvania, will likely be 
shut down for several months while investigators try to find the cause of last week’s 
deadly explosion. A news release from the company said the investigation will last for 
several weeks, but it could be months before full production capacity is restored. U.S. 
government health and safety officials are trying to find the cause of the July 22 
explosion that killed two workers. Both were employed at the plant and died from 
smoke inhalation. Horsehead Zinc Plant and its insurance underwriters are also 
investigating. All employees will continue to be paid and receive benefits during the 
partial shutdown. The plant has 600 employees. Horsehead’s Web site says the 
electrothermic zinc smelter about 30 miles north of Pittsburgh “operates as the 
country’s largest.” By law, OSHA has six months to investigate before releasing a 
public report. 
Source: http://www.thepittsburghchannel.com/news/24433138/detail.html 

13. July 28, WEWS 5 Cleveland – (Ohio) Alcoa evacuated after bomb scare. A Cuyahoga 
Heights, Ohio Alcoa Plant was evacuated July 28 because of a bomb threat. According 
to police, a bomb was thought to be in the bathroom facility of the plant. At 8:24 a.m., 
police evacuated the building and swept the facility. No bomb was found and 
employees were allowed to return to work. The Cuyahoga Heights Police Department 
is still investigating the incident. 
Source: http://www.newsnet5.com/dpp/news/local_news/alcoa-evacuated-after-bomb-
scare 

[Return to top]  
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Defense Industrial Base Sector 

14. July 29, Air Force Times – (Michigan) 2 diagnosed with Legionnaires’ disease. Two 
workers at a Michigan Air National Guard base were diagnosed with Legionnaires’ 
disease. Twenty-nine employees were diagnosed and six hospitalized with upper 
respiratory illnesses between July 12 and July 24 at Selfridge Air National Guard Base 
in suburban Detroit, according to a July 27 press release. An airman and a civilian 
worker have since been diagnosed with Legionnaire’s disease, a bacterial infection that 
can lead to high fever, chills and a cough. Between 8,000 and 18,000 people are 
hospitalized each year with the disease, according to the Centers for Disease Control 
and Prevention. Two buildings have been cleaned and sanitized, the air-conditioning 
units have been serviced and sanitized, and the cooling tower was treated with a 
disinfectant. Air- and water-quality test results are pending. The buildings are home to 
offices of the Army Tank-automotive and Armaments Command’s Life Cycle 
Management Command. 
Source: http://www.airforcetimes.com/news/2010/07/airforce_michguard_072810w/ 

[Return to top]  

Banking and Finance Sector 

15. July 29, Daniweb – (International) Black Hat conference demonstration reveals 
ATM security risk. At the Black Hat conference in Las Vegas, IOActive’s director of 
security research gave a demonstration of how he learned to crack the security of 
various stand alone ATMs after coming across several errors and security weaknesses 
in their [software] coding, allowing him to gain full access to the machines’ safes. He 
wrote multiple programs to exploit some of the machines’ weaknesses including one 
that allows him to gain remote entry without the need of a password, which he calls 
Dillinger, and a second program, Scrooge, that relies on a back-door entry with the 
ability to conceal itself from the machine’s main operating system. In the case of 
Triton’s ATMs, the researcher found the motherboard of the machine was sorely 
lacking in physical security, and once he had gained access to it, he was easily able to 
use a similar back-door technique then simply trick the machine into thinking that the 
hack was actually a legitimate update. So far, the researcher has attempted to hack four 
different ATMs and, as he demonstrated at the conference, he has found that the same 
“game over vulnerability” has enabled him to crack every one of them. 
Source: http://www.daniweb.com/news/story300369.html 

16. July 29, Consumer Affairs – (National) Electronic payments association warns of 
new phishing scam. The Electronic Payments Association said it has received reports 
that individuals and/or companies have received a fraudulent e-mail that has the 
appearance of having been sent from National Automated Clearing House Association 
(NACHA). The subject line of the e-mail states: “Unauthorized ACH Transaction.” The 
e-mail includes a link that redirects the individual to a fake Web page and contains a 
link that is almost certainly an executable virus with malware. NACHA said it does not 
process nor touch the ACH transactions that flow to and from organizations and 
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financial institutions. It also does not send communications to individuals or 
organizations about individual ACH transactions that they originate or receive. 
Source: 
http://www.consumeraffairs.com/news04/2010/07/email_scam.html#ixzz0v5B8SFcm 

17. July 29, Green Bay Press-Gazette – (Wisconsin) Green Bay police warn of credit 
card scam. Several residents in Green Bay, Wisconsin, have reported a caller asking 
for credit card information because a bank account is overdrawn, is suspended due to 
security measures or to activate an account. Green Bay police are reminding residents 
not to give out personal information over the phone after a recent credit-card scam. 
Residents should call the police or a banking institution if they receive one of these 
calls. 
Source: 
http://www.greenbaypressgazette.com/article/20100729/GPG0101/7290533/Police-
warn-of-credit-card-scam 

18. July 29, The Age – (International) ATM skimmers fleece millions from Melbourne 
bank customers. Police have released images of five men believed to linked to an 
international ATM skimming scam that has fleeced millions of dollars from 
Melbourne, Australia, bank customers this year. At least 28 machines around 
Melbourne have been compromised since March in an elaborate scheme believed to 
have links to Eastern European crime gangs. The crime syndicate is one of two that are 
preying on Melburnians and stealing their card details and cash. In a separate scam, 
Melbourne shop workers are being offered upwards of $40,000 to let scammers tamper 
with their Eftpos machines, enabling them to steal the PINs and card details of 
shoppers. The devices, including a card reader and a pinhole camera, had been placed 
on ATMs outside banks and on stand-alone machines with a high turnover of 
customers, including at large shopping centers. All banks were being targeted. 
Source: http://www.theage.com.au/victoria/atm-skimmers-fleece-millions-from-
melbourne-bank-customers-20100729-10wm1.html 

19. July 28, KMGH 7 Denver – (Colorado) More than 12 stations hit by gas pump 
skimmers. Thieves have placed credit-card skimming devices in the housing of gas 
pumps at 12 stations in Colorado. Federal authorities are tight-lipped about the 
investigation, so it is up to station owners and customers to take steps to protect 
sensitive information. However, a representative from the Colorado Wyoming 
Petroleum Marketers Association said: “The gasoline industry has just finished a 
nationwide system upgrade that [only] secures customer information on the back end,” 
so that once the credit card information is processed at the pump, it is triple encoded 
and cannot be stored at the station itself. He added that the only remaining access point 
for people who want to compromise this information is at the beginning of the 
transaction at the pump. The petroleum industry representative recommends paying 
with cash, or taking a credit card to the station’s attendant inside. 
Source: http://www.thedenverchannel.com/news/24429434/detail.html 

[Return to top]  
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Transportation Sector 

20. July 29, Pittsburgh Post-Gazette – (Pennsylvania) Old turnpike bridges to be blasted 
Friday. Demolition experts will use explosives July 30 to bring down the last two 
sections of the old Pennsylvania Turnpike bridge over the Allegheny River in 
Pennsylvania. Most of the old bridge had been imploded July 13. The old bridge and 
the $193.6 million twin spans that will replace it carry turnpike traffic between Plum 
and Harmar. As part of the preparations for the demolition work, the stone-and-
concrete abutments and piers that supported the old bridge are being dismantled. The 
demolition involves a 268-foot-long steel section on the western, or Harmar, end of the 
turnpike bridge and a 213-foot-long section on the eastern, or Plum, side of the old 
span. The steel trusses on the western side are expected to fall into a back channel of 
the Allegheny that is not used by river traffic. The steel on the eastern side will fall on 
land used by the Allegheny Valley Railroad. Fourteen residences will be evacuated 
during the demolition and a 1,500-foot safety perimeter will be set up around the 
implosion site. Traffic will be stopped on the turnpike at mile 46.5 eastbound and mile 
49.5 westbound before the blast. A portion of Freeport Road also will be closed, as will 
Denny Estates in Harmar. 
Source: http://www.post-gazette.com/pg/10210/1076074-147.stm 

21. July 29, KTVO 3 Kirksville, Missouri – (Iowa) Train derailment closes streets in 
Albia. A derailed Burlington Northern freight train has closed some streets in the city 
of Albia, Iowa. Approximately 20 cars ran off the rails the morning of July 29, closing 
the intersections of North D St., North 3rd Street and North 8th Street. The Albia police 
chief said that there were no hazardous materials involved and there was no danger to 
the public. 
Source: http://www.heartlandconnection.com/news/story.aspx?id=489297 

22. July 29, Homeland Security Today – (National) Passenger rail systems vulnerable, 
GAO study says. Based on intelligence indicating that Al Qaeda and associated 
movements continue to express interest in attacking U.S. mass transit systems, the 
Government Accountability Office (GAO) has issued a redacted version of a classified 
report on “explosives detection technologies [that] are available or in development that 
could help secure passenger rail systems.” However, GAO noted that “while these 
technologies show promise in certain environments, their potential limitations in the 
rail environment need to be considered and their use tailored to individual rail 
systems.” In its report, Explosives Detection Technologies to Protect Passenger Rail, 
GAO did not make any specific recommendations, but it did raise “various policy 
considerations.” The report pointed to the fact that the TSA and passenger rail 
operators share the responsibility for security, which is said could complicate decisions. 
In addition, the GAO recommended the use of risk-management principles to guide 
decision-making related to technology and resource allocation. 
Source: http://www.hstoday.us/content/view/14138/149/ 

23. July 28, KXAS 5 Dallas-Fort Worth – (Texas) Travelers board flight after positive 
explosives tests. Transportation Security Administration (TSA) agents said two 
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incidents at Dallas/Fort Worth International Airport July 27 exposed a flaw in airport 
security. Sources within the TSA and DFW Airport Police said agents found small 
traces of explosives on the arm casts of two people in two different terminals. Both 
travelers were allowed to board their flights. TSA agents said they have no way of 
looking underneath casts if travelers test positive for traces of explosives. DFW Airport 
does not own a portable CastScope, which is designed to scan a cast. The device is only 
used in a handful of airports across the country. The airport’s new whole-body scanners 
can see through a cast, but the scanners are only at two of DFW’s security checkpoints. 
TSA agents at DFW Airport said a routine swab of a cast is the only procedure to test 
for explosives. The agents said the TSA bomb-detection agent on duty refused to clear 
the two travelers because there was no way to determine what was under their casts. A 
high-ranking TSA supervisor overruled the bomb-detection agent and allowed the 
travelers to pass through the security checkpoints, the agents said. 
Source: http://www.nbcdfw.com/news/local-beat/Travelers-Allowed-to-Board-Flight-
After-Positive-Test-for-Explosives-99516804.html 

For more stories, see items 4, 5, 33, and 35  
 
[Return to top]  

Postal and Shipping Sector 

24. July 29, Worcester Telegram and Gazette – (Masachusetts) White powder remains a 
mystery. The white power that contaminated a resident of Patriots Road in Templeton, 
Massachusetts is not toxic and is not a biological agent, the town police chief said, but 
it’s still unknown what it is. The chief said the state department of public health is 
conducting further tests in the hope of finding out exactly what was in the envelope in 
the mail that a resident opened July 27 at his home. When a powdery substance got on 
the man’s face and caused a burning sensation to his eyes and face, he called police. He 
was treated and did not develop further problems. The state department of fire services 
hazardous materials unit and the state police were called to investigate. On July 27, 
police and fire services personnel were unable to determine what the substance was, 
and the powder and the envelope were taken to the public health lab to be examined. 
The police chief said there was a handwritten note inside the envelope, but that he had 
not been able to examine it. “Hopefully, it will shed some light on this,” he said. The 
envelope is being checked for fingerprints by the state police crime lab. No arrests have 
been made, and police are not speculating about possible suspects. 
Source: http://www.telegram.com/article/20100729/NEWS/7290691/1101 

25. July 28, WKYT 27 Lexington – (Kentucky) Explosives set off in Kentucky 
neighborhood. In all, four explosions rocked Pikeville, Kentucky July 27. Two homes 
had mailboxes blown apart. Pikeville police said the suspects planted a third device in 
the Pikeville City Park. A Pikeville Police detective said a fourth bomb exploded right 
outside the Pike County Courthouse. Investigators can not be sure of a motive, but they 
believe this may have been simply a very bad idea for a prank. Still, police said these 
are serious crimes, and those responsible will be facing serious consequences. Police 
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said they are working with prosecutors to determine all the charges the people 
responsible should face but said they will likely include felony charges of possession of 
a destructive device. 
Source: http://www.wkyt.com/news/headlines/99504489.html?ref=489 

[Return to top]  

Agriculture and Food Sector 

26. July 28, Associated Press – (Maryland) Restaurant workers awarded $34M after 
CO leak. A Baltimore jury has awarded $34.3 million to 23 employees of an Inner 
Harbor steakhouse who suffered brain damage as a result of carbon monoxide 
poisoning in 2008. The plaintiffs worked for the Ruth’s Chris Steak House at the Pier V 
Hotel. The restaurant was evacuated February 2, 2008 after employees complained of 
dizziness and nausea. Carbon monoxide in the air was measured at potentially fatal 
levels. The attorney who represented the plaintiffs said July 28 that the leak went on for 
weeks before the evacuation and that the hotel had removed a safety device that would 
have detected the problem. 
Source: http://www.businessweek.com/ap/financialnews/D9H8A21O0.htm 

27. July 28, South Florida Sun-Sentinel – (Florida) Discovery of medfly leads to fruit 
quarantine. The discovery of a female Mediterranean fruit fly has prompted the U.S. 
Department of Agriculture (USDA) to enforce a quarantine prohibiting host fruit from 
leaving Delray Beach, Florida. A spokesman for the Florida Department of Agriculture 
and Consumer Services said the “medfly” is a pest that affects 260 kinds of fruits, 
vegetables and nuts. “We’ve released sterilized male flies into the area,” he said. “The 
female medfly mates once in a lifetime. We’re working with a team [of researchers and 
scientists], and once we know we’ve eliminated the medfly population, we’ll issue a 
declaration of eradication.” Medflies lay their eggs in fruit. While enzymes in the 
stomach allow humans to digest contaminated fruit, the fly larvae could cause an 
infestation and ruin crops in southern Palm Beach County. The larvae hatch from eggs 
that have been deposited by adult females and tunnel through the pulp, turning the fruit 
into a rotting mass. A statewide Medfly Hotline has been set up by the Florida 
Department of Agriculture and Consumer Services. Residents who find a fruit infected 
by flies should double-bag the fruit tightly and throw it away in regular household 
garbage. 
Source: http://www.sun-sentinel.com/news/palm-beach/delray-beach/fl-drf-medfly-
0728-20100728,0,7260472.story 

28. July 28, USAgNet.com – (Wisconsin) Five Wisconsin counties now confirmed to 
have late blight. A plant pathologist with the University of Wisconsin-Extension said 
late blight has been confirmed in five Wisconsin counties. On July 23, late blight was 
confirmed on potatoes in Portage County, and on tomatoes in Monroe and Kewaunee 
Counties. Initial studies indicated that the late blight strain from potatoes will infect 
tomatoes and the strain from tomatoes will infect potatoes. The late blight pathogen is 
referred to as a water mold since it thrives under wet conditions. Symptoms of tomato 
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late blight include leaf lesions beginning as pale green or olive green areas that quickly 
enlarge to become brown-black, water-soaked, and oily in appearance. Lesions on 
leaves can also produce pathogen sporulation which looks like white-gray fuzzy 
growth. Stems can also exhibit dark brown to black lesions with sporulation. Tomato 
fruit symptoms begin small, but quickly develop into golden to chocolate brown firm 
lesions or spots that can appear sunken with distinct rings within them; the pathogen 
can also sporulate on tomato fruit giving the appearance of white, fuzzy growth. With 
the presence of the late blight pathogen in the state and disease-favorable weather 
conditions, it is critical that all growers of tomatoes and potatoes regularly scout their 
plants for disease symptoms. 
Source: http://www.wisconsinagconnection.com/story-state.php?Id=872&yr=2010 

[Return to top]  

Water Sector 

29. July 29, WBNS 10 Columbus – (Ohio) Some water towers haven’t been cleaned in 
decades. WBNS News recently did a follow-up to an investigation from more than two 
years ago that uncovered dirty water towers throughout central Ohio. Then, the news 
team discovered dirt, debris, and animals floating in water towers. National and state 
recommendations call for a comprehensive inspection of water towers and tanks to be 
performed every three to five years. The national guidelines also suggest tanks get an 
internal cleaning at least every five years, but the news team found some municipalities 
have not thoroughly inspected or cleaned, their tanks in decades. They found issues in 
counties, including Delaware, Fairfield, Muskingum, and Washington. Marietta’s water 
manager explained, that holes in the towers have let critters creep in. A water tower 
there was found with a hole in its top. The bill for an inspection and cleaning can cost 
up to $10,000 per tank. Municipalities, including Baltimore, Belpre, Lancaster and 
some tanks in Delaware County, have tanks that have not been cleaned or inspected for 
several years. Zanesville has a water tank that has not been cleaned since the 1980s. A 
Ohio state senator has sponsored a new law that would make it easier for communities 
to put money aside for tank cleaning. Officials said it is not always economically 
prudent to clean tanks. Delaware County said tank cleaning disrupts water service. 
Source: http://www.10tv.com/live/content/teninvestigates/stories/2010/07/29/story-
columbus-water-towers.html?sid=102 

[Return to top]  

Public Health and Healthcare Sector 

30. July 27, Dayton Daily News – (Ohio) 3 local hospitals MRSA infection rates above 
average. Miami Valley, Grandview, and Good Samaritan hospitals all have above-
average rates for hospital-acquired MRSA infections, according to data from the Ohio 
Department of Health. Good Samaritan has the highest number of infections among the 
three hospitals, averaging 2.3 infections per 10,000 patient days that developed after the 
patient was admitted to the hospital. The state average is 1 infection per 10,000 patient 
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days. Miami Valley had 1.4 infections and Grandiew had 1.9 infections per 10,000 
patient days. The rates cover the period July 2008 through June 2009. Officials for the 
state and local health departments and Miami Valley Hospital said July 26 they are 
reviewing a possible outbreak of MRSA at the hospital. Despite the above-average 
number of MRSA cases at the three hospitals, “we don’t believe at this point there is 
any one particular hospital that’s experiencing any problems with MRSA,” said a 
spokeswoman for the Ohio Department of Health. 
Source: http://www.daytondailynews.com/news/dayton-news/33-local-hospitals-mrsa-
infection-rates-above-average-830965.html 

31. July 27, Vaccine News Daily – (Texas) Texas sees whooping cough cases rise. As 
California faces one of the state’s worst whooping cough outbreaks in more than 50 
years that has resulted in six infant deaths and 1,500 confirmed infections, Texas health 
department officials have now begun reporting increases in whooping cough infections. 
The biggest increase in infections, NBCDFW.com reports, is in central Texas, with 
more infections reported in Tarrant County in north Texas. Dallas County has not 
reported an increase in whooping cough cases. Numbers are not high enough yet to 
declare an epidemic or outbreak. According to state health department statistics, the 
number of whooping cough cases has risen by almost 60 percent in Texas since 2008. 
Investigators from the health department are closely monitoring all reported cases. The 
whooping cough vaccination is usually administered in a combination shot that also 
provides protection against tetanus and diphtheria. 
Source: http://vaccinenewsdaily.com/news/214357-texas-sees-whooping-cough-cases-
rise 

32. July 27, The Register – (National) Proprietary software puts pacemaker users at 
risk. More than one-fourth of defective, implantable medical devices discovered this 
year were probably the result of bugs in the software used to control them, a group 
advocating open source software claimed in a report that argues against the use of 
proprietary code in the life-saving products. Although the pacemakers, implantable 
cardioverter defibrillators and other IMDs, or implantable medical devices, are heavily 
regulated by the U.S. Food and Drug Administration, the source code for their 
underlying software is deemed the exclusive property of its manufacturers, the 
Software Freedom Law Center wrote in the report. As a result, doctors and patients are 
barred from scrutinizing the code for defects that could result in life-threatening 
conditions. “Though the surge in IMD treatment over the past decade has had 
undeniable health benefits, device failures have also had fatal consequences,” the 
authors wrote. “Research indicates that as IMD usage grows, the frequency of 
potentially fatal software glitches, accidental device malfunctions, and the possibility of 
malicious attacks will grow.” In the first half of this year, the FDA recalled 23 devices 
because there was a “reasonable probability that use of these products will cause 
serious adverse health consequences or death,” according to the report. At least six of 
those defects likely stemmed from software bugs. 
Source: http://www.theregister.co.uk/2010/07/27/buggy_pacemaker_code/ 

[Return to top]  
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Government Facilities Sector 

33. July 29, Associated Press – (Alaska) 4 killed in plane crash at Alaska military 
base. Authorities said all four airmen aboard a C-17 that crashed at an Air Force base 
in Alaska were killed. The spokesman said three of the men were in the Alaska Air 
National Guard and the fourth was on active duty at Elmendorf Air Force Base. Their 
names have not been released pending notification of relatives. The plane was on a 
local training run July 28 when it crashed. Witnesses said the crash sent a fireball rising 
hundreds of feet over the base near downtown Anchorage. 
Source: http://www.google.com/hostednews/ap/article/ALeqM5jw-
r3K3LaOaVY5UIUH6EWiAUia6gD9H8N7RG2 

34. July 28, CNN – (International) Pentagon: Leaked Afghan reports are not top-
secret. U.S. officials from the U.S. President on down tried July 27 to downplay the 
leak of tens of thousands of documents about the war in Afghanistan, a disclosure 
experts are calling the biggest leak since the Pentagon Papers about Vietnam. Pentagon 
officials have not found anything top-secret among the documents, a Defense 
Department spokesman said. “From what we have seen so far, the documents are at the 
‘secret’ level,” a military spokesman said. That’s not a very high level of classification. 
The military spokesman emphasized that the Pentagon has not looked at all of the more 
than 75,000 documents published on WikiLeaks.org July 25. The President said July 27 
that he is “concerned about the disclosure of sensitive information” about the U.S. 
mission in Afghanistan, but asserted that the documents don’t shed much new light on 
the issue. 
Source: 
http://edition.cnn.com/2010/TECH/web/07/27/afghanistan.wikileaks.secrets/#fbid=3kz
giz0RgTT 

35. July 28, Clovis News Journal – (New Mexico) Officials: Lost signal caused Predator 
to veer off runway. Officials at Cannon Air Force Base in Clovis, New Mexico said 
they are not sure why they lost the link from ground control to an MQ-1 Predator, but 
that is why the $4.5 million aircraft turned off the runway and plowed through a fence 
July 28. The 27th Special Operations Group commander said all personnel involved 
with the unmanned aircraft’s operation are highly qualified. He said while the aircraft 
has multiple fail-safe options should there be a disconnect between ground controllers 
and the plane while in the air, none of those options are available to personnel while the 
plane is on the ground. The unit commander said a safety investigation is continuing. 
No one was injured in the crash. 
Source: http://www.cnjonline.com/news/crashes-39324-afb-curry.html 

36. July 28, Monroe News Star – (Louisiana) Hydrogen peroxide spill prompts 
evacuation. Several workers with the Monroe, Louisiana public works department 
were displaced for about an hour July 28 as a precautionary measure following a 
chemical spill. A city spokesman said the “minor spill” occurred around 8:45 a.m. July 
28 at a sewage department building behind the public works building on Grammont 
Street. A worker was moving construction materials when he accidentally knocked the 
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lid off a barrel containing hydrogen peroxide, the spokesman said. When the chemical 
spilled, it steamed a bit prompting workers to call the Monroe Fire Department as a 
precautionary measure. The building was evacuated and firefighters cleaned up the spill 
and conducted an air-quality test before workers were allowed back inside. 
Source: http://www.thenewsstar.com/article/20100728/UPDATES01/100728010 

37. July 28, Associated Press – (Washington) Engineer says he was fired for raising 
safety concerns at Hanford plant. An engineer who oversaw research and technology 
at the Hanford nuclear reservation in Richland, Washington claims he was fired for 
raising concerns about safety and design at the site’s $12.3 billion vitrification plant. 
The engineer has asked the Defense Nuclear Facilities Safety Board to investigate, 
saying in a letter he was removed from the project after bringing 50 concerns about the 
handling of the plant to Bechtel National officials, the Tri-City Herald reports. Bechtel 
National holds the Department of Energy contract for the project, which is planned to 
treat high-level radioactive waste left from past production of plutonium for the 
nation’s nuclear-weapons program. The engineer served as research and technology 
manager for the project, and was employed by Bechtel National subcontractor URS. 
The government safety board was created by Congress to provide independent 
oversight of the nation’s nuclear-weapons complex. Bechtel National disagreed with 
the allegations that safety issues were being suppressed, saying in a statement: “Our 
nuclear safety and quality culture encourages all employees to have a questioning 
attitude. As such, we expect internal staff and external technical experts to identify and 
raise safety, design and operational issues.” 
Source: 
http://seattletimes.nwsource.com/html/localnews/2012475319_hanfordsafety29.html 

[Return to top]  

Emergency Services Sector 
 
See item 52  

 
[Return to top]  

Information Technology Sector 

38. July 29, V3.co.uk – (International) 100 million Facebook accounts exposed. The 
details of 100 million Facebook users have been posted online by a security analyst, in 
a stark demonstration of the potential privacy weaknesses of social networks. In a 
detailed blog post, an analyst from Skull Security explained that he used a simple piece 
of code to perform the scrape, which took any data not already locked down within 
personal privacy settings. However, as of the morning of July 29, his Web site and the 
blog post were unavailable. The list of users has been shared on peer-to-peer site The 
Pirate Bay, and included in the packaged files are names and Facebook URLs. 
Facebook explained that the information that was taken had already been made public 
by users. However, the firm is investigating whether the collection of information in 
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this way was a violation of its terms and conditions. A senior technology consultant at 
security firm Sophos concurred with Facebook’s stance, explaining that it was enabled 
by lax user controls. He said he hoped the incident would prompt social network users 
to harden their security settings. 
Source: http://www.v3.co.uk/v3/news/2267280/fifth-facebook-accounts-
exposed?page=1 

39. July 29, IDG News Service – (International) Verizon: Data breaches often caused by 
configuration errors. Hackers appear to be increasingly counting on configuration 
problems and programming errors rather than software vulnerabilities in order to steal 
information from computer systems, according to a new study from Verizon. Verizon 
said it found that a surprising and “even shocking” trend is continuing: There are fewer 
attacks that focus on software vulnerabilities than attacks that focus on configuration 
weaknesses or sloppy coding of an application. In 2009, there was not a “single 
confirmed intrusion that exploited a patchable vulnerability,” the report said. The 
finding has caused Verizon to question whether patching regimes — while important 
— need to be done more efficiently given the trend in how attacks are occurring. In 
other findings, some 97 percent of the malicious software found to have stolen data in 
2009 was customized in some way. 
Source: 
http://www.computerworld.com/s/article/9179848/Verizon_Data_breaches_often_caus
ed_by_configuration_errors 

40. July 29, Compterworld – (International) Microsoft’s bug reports fail to produce 
prompt patches. According to data released July 28 by Microsoft, third-party 
developers patched just 45 percent of the vulnerabilities that Microsoft’s security team 
reported to them during the 12 months from July 2009 to June 2010. The newest 
number, however, was more than triple that during the year-long stretch through June 
2009, when developers patched 13 percent of the bugs Microsoft reported. The data 
came from a progress report issued by the Microsoft Vulnerability Research, or MSVR. 
Microsoft tried to explain the sluggish patching pace of its MSVR partners. “Most 
vulnerabilities identified ... since July 2009 have not yet been resolved,” the progress 
report admitted. “This is not entirely surprising — in most cases the vulnerabilities ... 
have been low-level architecture issues that are not easy to resolve, and vendors require 
considerable time to develop an effective resolution and test it thoroughly.” The pattern 
was repeated in a July 2009 episode that Microsoft touted as a good example of the 
MSVR program at work. 
Source: 
http://www.computerworld.com/s/article/9179846/Microsoft_s_bug_reports_fail_to_pr
oduce_prompt_patches 

41. July 29, Compterworld – (International) Malware openly available in China, 
researchers say. China’s rapid emergence as a hotspot for criminal hacking activities 
is enabled by the open and unfettered availability of sophisticated hacking tools, 
according to security researchers attending the Black Hat conference July 28. Many of 
the hacking tools are inexpensive, highly customizable, and easy to use. Most of the 
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early users of the malware products have sought to steal from online gaming accounts 
inside China. But now experts are seeing much broader use of such tools. Hackers in 
China are developing malicious software “almost like a commercial product,” said the 
founder of Attack Research, a Los Alamos, New Mexico-based security firm. The 
products come complete with version numbers, product advertising, end-user license 
agreements, and 24-hour support services, he said. 
Source: 
http://www.computerworld.com/s/article/9179845/Malware_openly_available_in_Chin
a_researchers_say 

42. July 29, SC Magazine UK – (International) Apple issues patch for Safari, as details 
of AutoFill vulnerability will be demonstrated today at the Black Hat 
conference. Apple has issued a fix for its Safari browser ahead of a demonstration of a 
vulnerability at the Black Hat conference. The founder and CTO of WhiteHat Security 
will present the vulnerability at the conference in Las Vegas July 29. According to 
Kaspersky’s Threat Post Web site, the major update to Safari includes a number of 
security fixes, most importantly a patch for the AutoFill vulnerability, which was 
recently disclosed by the CTO. Safari 5.0, which was released July 28 by Apple, gives 
users protection against several flaws, including the AutoFill weakness, which enabled 
attackers to harvest a user’s personal information from the browser. The new version of 
Safari also fixes 14 vulnerabilities in WebKit. The director of operations at nCircle 
said: “With or without the Black Hat related hype, this release contains enough critical 
bugs to warrant quick installation.” 
Source: http://www.scmagazineuk.com/apple-issues-patch-for-safari-as-details-of-
autofill-vulnerability-will-be-demonstrated-today-at-the-black-hat-
conference/article/175808/ 

43. July 29, Help Net Security – (International) Trojan masquerades as iPhone 
jailbreaking software. An e-mail campaigned targeting iPhone users who might want 
to jailbreak their device has been detected by BitDefender. Only a few days after U.S. 
federal regulators decided and announced that the practice was not illegal, 
cybercriminals have seized the opportunity to infect more systems, and the e-mail 
started hitting inboxes all over the world. Clicking on the offered link will initiate a 
download of the iphone3gs-3g.exe file, which is actually a generic keylogger Trojan 
that records and sends everything the victim writes on the computer to a specific e-mail 
address. 
Source: http://www.net-security.org/malware_news.php?id=1414 

44. July 28, Softpedia – (International) Scareware scheme abuses Firefox ‘What’s New’ 
page. Security researchers warn that a new scareware distribution campaign is using a 
fake copy of the “Firefox Updated” page to trick users into installing a rogue antivirus 
program. The problem occurs because Firefox 3.5.3, Mozilla also checks if Flash 
Player is up-to-date when the browser is upgraded. If an old version of the plug-in is 
detected, a warning message encouraging users to install the latest variant, is displayed 
on the “whatsnew” page. This is the page that automatically opens on first run after a 
successful Firefox update. According to F-Secure, scammers are now looking to 
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capitalize on the trust users instinctively place in Mozilla by creating rogue copies of 
the “whatsnew” page. The rogue pages appear to have been created using the “Firefox 
Updated” site template for Firefox 3.6.7. The regular Flash Player update warning 
message is displayed, but users do not even have to click the contained link, as a file 
called ff-update.exe is served for download automatically. This executable is the 
installer for a fake antivirus called SecurityTool. 
Source: http://news.softpedia.com/news/Scareware-Scheme-Abuses-Firefox-What-s-
New-Page-149588.shtml 

45. July 27, Softpedia – (International) LNK vulnerability exploited by more families of 
malware. Antivirus companies are warning that virus writers are slowly adopting the 
exploit targeting the currently unpatched Windows LNK vulnerability in their 
creations. New families of malware to leverage this flaw in order to propagate and 
infect systems are Chmine, Vobfus, Sality, and ZeuS. The new Windows shortcut-
processing bug allows attackers to execute potentially malicious code by tricking users 
into simply opening a folder containing malformed LNK files. Given the flaw’s broad 
attack surface, security researchers and antivirus vendors predicted that it will not be 
long until malware writers integrate the exploit into the threats they develop — and 
they were right. ESET reported July 22 that a new keylogger Chymine is exploiting the 
LNK flaw to infect computers. Just a day later, Microsoft announced that another 
malware family called Vobfus is now leveraging the LNK vulnerability to execute 
automatically. Now, Trend Micro and F-Secure both warn that hackers behind Sality, a 
family of file infectors, have adopted the LNK exploit and are using it to spread a 
variant of the notorious polymorphic viruses. ZeuS, otherwise known as Zbot, usually 
spreads through e-mail spam and this latest variant is not different in that respect. 
Source: http://news.softpedia.com/news/LNK-Vulnerability-Exploited-by-More-
Families-of-Malware-149331.shtml 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

46. July 29, Associated Press – (International) Al-Qaida-linked group claims TV 
bombing in Baghdad. An al-Qaida-linked group claimed responsibility July 29 for a 
bombing earlier this week targeting the Baghdad offices of a pan-Arab television 
station, describing the deadly attack that killed six people as a victory against a “corrupt 
channel.” A statement posted on the Web site of the Islamic State of Iraq said the 
operation was carried out by a “hero of Islam” and was intended to hit the 
“mouthpieces of the wicked and evil.” The Arabic-language news channel Al-Arabiya 
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is one of the most popular in the Middle East, but is perceived by insurgents as being 
pro-Western. A suicide bomber driving a minibus July 26 drove through at least two 
checkpoints before pulling up to the front of the station’s Baghdad office and blowing 
himself and his vehicle up. The massive blast blew out windows in the two-story Al-
Arabiya building and left much of the interior in shambles, with doors hanging off their 
frames. None of the dead were employees of the network. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5hwK_CSpBxsNuVUEaDuOw
mSSCiqGwD9H8MC000 

47. July 29, DeKalb Daily Chronicle – (Illinois) Frontier Communications takes over 
local phone service. Flooding that caused about 80 households in DeKalb, Illinois, to 
lose telephone service the week of July 26 came right after landline service provider 
Frontier Communications took over local phone service from Verizon on July 1. The 
service outage was caused by standing water on underground copper cable, Frontier’s 
general manager said. Since Frontier just inherited the lines about four weeks ago, it 
could not have prevented the outage, but crews have been working around the clock 
since July 26 in an effort to repair the problem. As of July 28, there was no estimate on 
when customers could expect service to be restored. The $5.3 billion deal inked July 1 
transferred phone lines in 14 states, including Illinois, from Verizon to Frontier. With 
more than 4 million customers in 27 states, Frontier is now the nation’s largest rural 
phone service provider. The company has taken over all of Verizon’s landline services 
in the area, including local and long-distance phone, high-speed Internet and television. 
Verizon Wireless customers are not affected. 
Source: http://www.daily-chronicle.com/articles/2010/07/29/69944173/index.xml 

48. July 29, Eureka Times-Standard – (California) Trinidad, Westhaven land lines busy 
to outside calls. The city of Trinidad, California, made two incident reports to AT&T 
Inc. July 28 regarding residents’ inability to call out of the area on telephone lines. For 
the last two days, Trinidad and Westhaven residents have received busy signals when 
dialing numbers that do not have a 677 prefix. If people from outside the area try to call 
a 677 number, they also receive a busy signal. While the city submitted one report July 
27 and two reports July 28, the city manager said July 28 that the phone company has 
not been in contact with the city, and he does not know when the problem will be fixed. 
A spokeswoman for AT&T, did not say when the outage would be fixed. While city 
employees have had verbal confirmation from residents around town, the lack of land 
line access to the rest of the community seems to have gone unnoticed by most 
residents since most people use their cell phones. Internet service, which sometimes 
requires a land line, is also unaffected. 
Source: http://www.times-standard.com/localnews/ci_15629345 

49. July 29, Southwest Times Record – (Oklahoma) Cut line knocks out LeFlore 
phones. A cut to a fiber-optic cable July 28 caused outages to landline phones, cell 
phones and data usage such as credit-card transactions in LeFlore County Oklahoma, 
according to a spokesperson for AT&T. The 911 system also went down, but was 
rerouted to Haskell County, where employees communicated with LeFlore County by 
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radio, the Pocola Emergency Management director said. Several businesses in LeFlore 
County had to close because they could not provide transactions with debit and credit 
cards. The cut was caused by a third party in the Spiro area, and crews were addressing 
the problem most of the day, a spokesman for AT&T said. It was unclear how many 
customers were affected because three other phones companies lease space on AT&T’s 
fiber-optic cable. Emergency personnel could not use their numeric pagers to notify fire 
and emergency personnel of emergencies because they were down as well. The line 
was repaired by 6 p.m. July 28. 
Source: http://www.swtimes.com/news/article_c4d8b048-9b1a-11df-8098-
001cc4c002e0.html 

[Return to top]  

Commercial Facilities Sector 

50. July 28, WFXT 25 Boston – (Massachusetts) Explosive device found in front of 
Dollar Tree store. An explosive device was found July 28 in front of a Dollar Tree 
store in the Home Depot Plaza on Revere Beach Parkway in Chelsea, Massachusetts, 
after a bomb squad responded to a report of a suspicious package. Officers determined 
that the package was some type of makeshift explosive. There was a fuse on the device 
but no mechanism for detonating it remotely. Police said that someone made a definite 
attempt to make and place the item. The bomb squad from the Boston Police 
Department assisted and removed the item. It was taken away and destroyed. Police 
said that they are following some leads, but there have been no arrests. 
Source: http://www.myfoxboston.com/dpp/news/local/explosive-device-found-in-front-
of-dollar-tree-store-20100728 

51. July 28, WRTV 6 Indianapolis – (Indiana) Investigators: Device that prompted bomb 
scare fake. Several people July 28 were evacuated from Bradford Place Collegiate 
Residences in Bloomington, Indiana, after a maintenance worker discovered a device 
that appeared to be a pipe bomb. Investigators said that the device that had been left in 
an apartment closet was fake. Bloomington police said a maintenance worker went into 
an apartment closet after a tenant had moved out and found two pipes tied together with 
a wire coming out of it. Police, firefighters and a bomb squad from Crane Naval 
Surface Warfare Center were called to the scene. A robot was sent in to retrieve the 
device, which investigators determined was not a bomb. Investigators believe it had 
been left there intentionally. 
Source: http://www.theindychannel.com/news/24423677/detail.html 

[Return to top]  

National Monuments and Icons Sector 

52. July 29, Helena Independent Record – (National) Judge orders USFS to rethink 
retardants. A federal court judge in Missoula, Montana has ordered the U.S. Forest 
Service (USFS) to do a deeper analysis of whether the use of chemical fire retardant 
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adversely affects endangered or threatened species, and how it will handle the use of 
retardant in emergency situations. The U.S. District Court judge’s 79-page ruling 
signed July 27 states that the U.S. Fish and Wildlife Services, along with the USFS, has 
“elevated fire suppression over the protection of jeopardized listed species” and that by 
failing to impose any binding restrictions on the use of fire retardant has failed to 
alleviate the risk to those protected under the federal Endangered Species Act. In areas 
where wildfires typically occur, use of the retardant could harm 27 species of fish and 
critical habitat for 45 listed animal species. The judge ordered the USFS to prepare an 
environmental impact statement on fire retardant use by December 31, 2011, and 
warned that failure to comply with the deadline “may subject them to sanctions, 
including contempt proceeding” as well as cause him to prohibit the use of chemical 
retardant. He stopped short, though, of stopping the practice at this time. A public 
affairs specialist with the USFS said they are reviewing the decision closely and expect 
to fully comply with it. She defended the use of the retardant, noting that it helps save 
critical habitat for all wildlife, especially with the unusually large wildfires in recent 
years that have scorched some landscapes to the point of sterilization. 
Source: http://helenair.com/news/article_2f89dbba-9ad5-11df-b251-
001cc4c03286.html 

53. July 29, Associated Press – (California) Firefighters partly contain 1 Calif. fire; 
2,300 evacuated. Hundreds of firefighters in California gained ground July 28 against 
the most destructive of two, big wildfires that have burned dozens of homes and forced 
2,300 people to evacuate mountain communities on the edge of the Mojave Desert and 
in the southern Sierra Nevada. A 1,400-acre blaze that burned 30 to 40 homes in the 
Old West Ranch community 10 miles south of Tehachapi was 25 percent contained, the 
Kern County Fire Department said. About 150 homes remained threatened. The area is 
usually so gusty that wind farms line ridges, but the weather was cooperating with the 
800 firefighters on the lines, producing only light breezes in the afternoon. A fire that 
began July 26 in Sequoia National Forest grew to 15,600 acres. Officials were 
investigating what caused the fires. 
Source: 
http://www.fireengineering.com/index/articles/Wire_News_Display/1231455493.html 

54. July 29, The Missoulian – (Montana) 10 new lightning fires burning in Bitterroot 
National Forest. Fire crews responded to 10 new lightning-caused fires burning in the 
Bitterroot National Forest in Montana late July 28. The fires are burning in all four 
ranger districts, including Stevensville, Darby, West Fork and Sula. All of the fires are 
small. The largest, is 1/4 acre in size and is burning in the West Fork Ranger District. 
All of the other fires are approximately 1/10 acre each. The fires were reported between 
4:30 and 6:30 p.m. July 28, the same time that a strong thunderstorm with lightning 
passed across the Bitterroot National Forest. There are numerous fires burning in the 
west side of the Darby Ranger District, including several near Ward Mountain. 
Twenty-five firefighters worked overnight to contain the blazes. 
Source: http://missoulian.com/news/state-and-regional/article_45704bac-9b26-11df-
8bd9-001cc4c03286.html 
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55. July 28, Reuters – (Montana) Bear kills man, injures two near Yellowstone 
Park. One man was killed and a man and a woman were injured by bear attacks in the 
middle of the night July 28 at a popular campground on the edge of Yellowstone Park 
in Montana, wildlife officials said. A Montana Fish, Wildlife and Parks Department 
spokesman said it was believed one bear was involved and at least two tents were left 
in tatters in the attack, which occurred at the height of the tourist season. He said the 
attacks appeared to be unprovoked, and that the presence of food, which often attracts 
bears and other wildlife into campgrounds, did not appear to be a factor. Such “random 
predatory” bear attacks on humans are rare, he said. Soda Butte in Cooke City, 
Montana, which offers 27 campsites in a national forest known for its blue-ribbon trout 
fishing, was immediately evacuated and nearby campgrounds were closed after the 
attacks. The incident occurred at the height of the tourist and camping season. Wildlife 
officials launched an all-out search for the bear, or bears, including the use of airplanes 
and helicopters on the lookout for radio-collared animals or others in the vicinity. Bear 
traps also were being set in the campground. An investigation was underway to piece 
together events. 
Source: 
http://www.reuters.com/article/idUSTRE66R5VK20100728?type=domesticNews 
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Dams Sector 

56. July 29, Des Moines Register – (Iowa) Engineers say floodgate is suspect in Delhi 
dam failure. Iowa officials should fully investigate whether a broken floodgate on the 
Lake Delhi dam contributed to the Delhi, Iowa dam’s failure last weekend, national 
experts said July 28. A properly working dam should have been capable of handling the 
13-inch downpour storms dropped upstream, they said. The dam has three floodgates, 
which were designed to be raised or lowered to regulate water levels in the lake and on 
the Maquoketa River, which forms the lake. They were supposed to be open after 
heavy rains to allow water to flow out of the lake and into the river. But one of the 
gates was inoperable, and it was partly closed when lake waters rose late last week. The 
lake water kept rising until it poured over the top of the dam, then chewed through an 
earthen portion of it. Most of the 440-acre lake drained out through the new hole. A 
Virginia engineer who is spokesman for the Association of State Dam Safety Officials 
said Internet photos of the dam taken after the breach appear to show a significant 
floodgate problem. He said he had not seen details of water flows at the time, but logic 
dictates that a partially closed floodgate could have contributed to the catastrophe. A 
spokesman for the Iowa Department of Natural Resources said July 28 the department 
will investigate. One official guessed it would take several years before a new dam is 
built. Another official said the fact the dam had a public road going over it could 
improve the chances of receiving rebuilding money from the Federal Emergency 
Management Agency. 
Source: 
http://www.desmoinesregister.com/article/20100729/NEWS/7290356/1001/NEWS/En
gineers-say-floodgate-is-suspect-in-Delhi-dam-failure 
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57. July 28, KMGH 7 Denver – (Colorado) Divers to spend month underwater fixing 
dam. Deep underwater at Cheesman Reservoir in Cheesman Mountain, Colorado, 
divers are attempting to replace the dam’s aging gates that allow water to pass through 
the structure. The current gates were installed in 1895, when the dam was built. The 
plan for divers to replace the gates was thought to be better than the alternative, which 
would have required draining the lake, which hasn’t been done in more than a century. 
Draining the lake could have also jeopardized Denver’s water supply and taken months 
to refill. Cheesman is a critical part of Denver’s water supply, affording the city a more 
secure water supply, rather than relying on river water from mountain runoff. This 
option will take 10 weeks. A barge in the lake is now the home of what could be called 
the big descent. For the divers, it is a journey 200 feet to the bottom of what was once 
the world’s tallest dam. Divers are installing new stainless steel gates. Two teams of 
two divers working 12-hour shifts are in a pressurized chamber for 28 days straight. If 
all goes well, the dam will be fine for another 100 years. 
Source: http://www.thedenverchannel.com/news/24430554/detail.html 
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