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Top Stories 

• A report to Wisconsin environmental officials said more than 2 billion gallons of untreated 
sewage and stormwater were dumped into Lake Michigan and Milwaukee area rivers 
during the recent storms, according to The Associated Press. (See item 37) 

• CNN reports that Kern County, California was under a state of emergency July 28 as a 
result of spreading wildfires that have destroyed 25 homes, caused more than 2,300 people 
to evacuate and burned 15,000 acres. (See item 62) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. July 28, Michigan Messenger – (Michigan) Calhoun County oil spill declared a 
disaster. Local, state, and federal authorities have been streaming into Marshall, 
Michigan, in Calhoun County since July 26 to respond to what may be the largest oil 
leak ever in the state of Michigan — and possibly in the entire Midwest — in an oil 
pipeline owned by Enbridge Energy of Canada. As in the early days of the BP oil spill 
in the Gulf of Mexico, estimates of the amount of oil released vary widely, with the 
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company claiming an extremely low number and the government’s estimate far higher. 
The president and CEO of Enbridge, said 19,000 barrels, or about 789,000 gallons, of 
oil was released. But a Michigan state representative said the Environmental Protection 
Agency estimates 1 million gallons of crude oil was sent spewing into Talmadge Creek 
and then into the Kalamazoo River. Local officials July 27 declared the region in a state 
of emergency, and then the governor declared the area a disaster area. Both declarations 
are necessary for the state to respond with the full resources available. 
Source: http://michiganmessenger.com/40145/calhoun-county-oil-spill-declared-a-
disaster 

2. July 28, Associated Press – (Louisiana) Efforts under way to cap La. oil leak. A wild 
well company is working to cap a spewing wellhead that was hit by a barge in a coastal 
inlet in New Orleans. About 6,000 feet of containment boom is in place around the site 
in a lake just north of Barataria Bay, which has already been fouled by oil from the 
massive BP oil spill in the Gulf of Mexico. Authorities said the mile-long slick from 
the latest leak is small compared with the Gulf spill. The Coast Guard said the towboat 
was pushing the barge on Mud Lake when the barge hit the abandoned wellhead about 
1 a.m. July 27. According to the Coast Guard, the towboat captain told investigators the 
well was not lit as required. 
Source: http://www.wxvt.com/Global/story.asp?S=12882368 

3. July 28, CNN – (Louisiana) Incoming BP CEO thinks, but ‘can’t guarantee,’ oil 
flow has ended. One hundred days after an oil well operated by BP ruptured in the 
Gulf of Mexico, and 13 days after crews finished capping the well to contain the 
previously-gushing crude, the company’s incoming CEO said the worst may be over. “I 
think — no guarantees — but I believe there will be no more oil flowing into the Gulf 
as of the 15th of July,” he told CNN’s “American Morning” July 28. Responding to 
criticism from the nonprofit consumer advocacy group Public Citizen, the CEO added, 
“We’ve had a tragic accident and there is no question that we will make some changes 
going forward, significant changes. And from between now and October, there will be 
a lot of planning and looking in what we need to do to focus on safety and reliable 
operations. We’re going to learn, not only BP, but the entire industry is going to learn 
from these investigations.” The federal on-scene commander for cleanup said a fleet of 
800 skimmers collected only one barrel of oil July 26. The latest readings showed the 
containment cap was holding, and there don’t appear to be any leaks from the well — 
conditions that are essential before it can be permanently sealed. At the well site, crews 
working on the ruptured, but capped, oil well have once again connected through the 
relief well to existing underwater equipment, BP said July 27. Oil gushed from the 
ruptured well after the Deepwater Horizon rig exploded April 20, leaving 11 workers 
dead. Officials have said the relief well is the only permanent solution to the disaster. 
Source: http://www.cnn.com/2010/US/07/28/gulf.oil.disaster/index.html?hpt=C1 

4. July 28, Reuters – (Louisiana) Officials ready criminal probe of oil spill. Several U.S. 
government agencies are preparing a criminal probe of at least three companies 
involved in the massive oil spill in the Gulf of Mexico, though it could take more than a 
year before any charges are filed. BP Plc, Transocean Ltd and Halliburton Co are the 
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initial targets of the wide-ranging probe, which aims to examine whether their cozy 
relations with federal regulators contributed to the oil disaster. The federal government 
is assembling in New Orleans a “BP squad” composed of officials from the 
Environmental Protection Agency, the U.S. Coast Guard and other agencies to look 
into “whether company officials made false statements to regulators, obstructed justice, 
or falsified test results for devices such as the rig’s failed blowout preventer.” 
Source: http://www.foxbusiness.com/markets/2010/07/28/report-officials-ready-
criminal-probe-oil-spill/ 

5. July 28, Reuters – (International) Freak wave damages Japan supertanker off 
Oman. A Japanese oil tanker was damaged by unknown reasons in the Strait of 
Hormuz. The ship’s owners reported an explosion on board and said it may have been 
caused by an attack, but a port official who spoke to the crew said there was no 
evidence of an attack. No oil leaked from the supertanker, named M Star, although 
some members of the 31-strong crew were injured, said a general manager at the UAE 
port of Fujairah where the ship was due to arrive at 5 p.m. July 28 “The cause of the 
incident was a freak wave and there is damage in the upper accommodation decks of 
the ship and a few injured people on board,” he told Reuters. “The ship is not being 
tugged and there is no damage to the engine.” Oman’s coast guard cited “a tremor” as 
the cause of the incident, while an official from the Omani transport ministry said it 
was “business as usual” in the Strait of Hormuz. A seismologist in nearby Iran said an 
earthquake with a magnitude of about 3.4 happened in Bandar Abbas. “A crew member 
saw light on the horizon just before the explosion, so the captain believes there is a 
possibility it was caused by an outside attack.” 
Source: http://www.reuters.com/article/idUSTRE66R1ZX20100728 

6. July 28, The Register – (International) Smart meters pose hacker kill-switch risk, 
warn boffins. A professor in security engineering at the University of Cambridge 
Computer Laboratory warns that the move to smart metering introduces a “strategic 
vulnerability” that hackers might conceivably exploit to remotely switch off elements 
on the gas or electricity supply grid. A program is underway to replace Britain’s 47 
million meters with smart meters that can be turned off remotely. The off switch creates 
information security problems of a kind, and on a scale, that the energy companies have 
not had to face before. From the viewpoint of a cyber attacker –- whether a hostile 
government agency, a terrorist organization or even a militant environmental group –- 
the ideal attack on a target country is to interrupt the electricity supply. The 
combination of commands that will cause [smart] meters to interrupt the supply, of 
applets and software upgrades that run in the meters, and of cryptographic keys that are 
used to authenticate these commands and software changes, create a new strategic 
vulnerability. Smart meter roll-outs are taking place in both the U.S. and Europe, with 
other regions likely to follow. The Cambridge team warns that either software error, 
possibly during a system update, or a hacker taking seizing control of smart meter 
systems (perhaps via some form of cryptographic attack) could have a devastating 
effect. 
Source: http://www.theregister.co.uk/2010/07/28/smart_meter_security_risks/ 
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7. July 27, CNN – (Alaska) Cost-cutting endangers Alaska pipeline, critics warn. The 
Trans-Alaska Pipeline, 800 miles long and carrying an estimated 650,000 barrels of oil 
per day, sweeps majestically over the fast-flowing Tanana River in Delta Junction, 
Alaska. For most of its 33-year history, the pipeline has done its work well. It survived 
an earthquake and even a 2001 attack by a deranged man who pumped six high-
powered bullets into its skin. But a little-publicized accident over the Memorial Day 
weekend has triggered a wave of concern among congressional investigators and led to 
accusations that Alyeska, the oil company consortium that manages the pipeline, is 
cutting maintenance and safety budgets. According to pipeline critics, those cuts could 
endanger the entire system and one day lead to a spill that would shatter Alaska’s 
fragile ecosystems. The biggest and most troubling incident by far was a shutdown of 
the pipeline caused when both the main power and the backup power failed during a 
routine systems test at a spot called Pump Station 9, about 10 miles from Delta 
Junction. It’s one of 12 pumping stations between Prudhoe Bay on Alaska’s North 
Slope and the oil terminus at Valdez. With no power to control the oil flow, the result, 
company officials acknowledged, was a spill of tens of thousands of barrels of oil into a 
so-called capture tank. About 5,000 barrels then leaked onto the ground nearby. 
Source: 
http://edition.cnn.com/2010/US/07/25/alaska.pipeline.safety/?hpt=Sbin#fbid=hO6ahlij
ApB 

For another story, see item 38  
 
[Return to top]  

Chemical Industry Sector 

8. July 28, WGAU 1340 Athens – (Georgia) Fire rages at Athens chemical 
plant. Athens-Clarke County firefighters in Georgia said there are no injuries, and no 
evacuations, as they spent the overnight hours July 27 and 28 battling a fire at the J and 
J Chemical plant off Olympic Drive on Athens’ east side. The plant makes perfumes 
for toilet bowl cleaners. There is no word yet on the cause of the fire. 
Source: http://1340wgau.com/localnews/2010/07/fire-rages-at-athens-chemical.html 

9. July 28, Arizona City Independent – (Arizona) Hazardous materials leak at Petro 
Truck Stop. Firefighters and emergency response personnel from the Eloy Fire 
Department in Eloy, Arizona responded to a hazardous materials leak at Petro Truck 
Stop at Sunland Gin Road and Interstate-10 July 21 at 1:16 p.m. Six people were 
treated for inhalation of nitric acid and four were hospitalized. Upon their arrival, Eloy 
firefighters discovered a 300-gallon container of nitric acid that had been leaking while 
in transit. The leak was caused by a faulty gasket on top of the container. The truck 
driver discovered the leak when he pulled into the truck stop for fuel. After finding the 
leak, the driver pulled the truck into a dirt lot away from other trucks. The Arizona 
Department of Public Safety also sent two hazardous materials officers to assist. Four 
people were transported by ground to Casa Grande Regional Medical Center. Belfor 
Environmental from Mesa was called to the scene to properly seal the container of 
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nitric acid and clean up the spilled acid. The cleanup and repair was completed by 9:30 
p.m. 
Source: 
http://www.trivalleycentral.com/articles/2010/07/28/arizona_city_independent/top_stor
ies/doc4c4f16c75ac2a150399588.txt 

10. July 28, CNN – (International) Explosion at plastics factory kills at least 5. At least 
five people died July 28 when a blast rocked a factory in eastern China, state-run 
Xinhua news agency said, citing a casualty count from local government officials. 
Officials of the government of Nanjing told reporters that along with the five deaths, 28 
others were seriously injured and more than 100 others had been hospitalized after the 
explosion at an abandoned plastics factory. However, Xinhua reporters said they had 
seen at least six people recorded as dead at hospitals treating people injured in the blast, 
and that local media reported that more than 300 people had been sent to hospitals and 
at least 50 people were seriously injured. A statement from the State Administration of 
Work Safety said the explosion came when a motorist started a car engine and ignited 
leaking gas. The gas leak occurred after a propylene pipeline was damaged by workers 
dismantling factory buildings. Buildings and vehicles within a 100-meter radius of the 
site were seriously damaged, the statement said. 
Source: 
http://edition.cnn.com/2010/WORLD/asiapcf/07/28/china.gas.explosion/?hpt=T2#fbid
=KNydJKoJANq 

11. July 28, Associated Press – (Massachusetts) Truck leaks acid waste at Mass. 
turnpike rest stop. Public safety and environmental officials are cleaning up sulfuric 
acid waste that leaked from a carrier truck on the Massachusetts Turnpike. The tanker 
remains isolated at a service plaza in the Hampden County town of Blandford. The rest 
stop is expected to be closed until at least noon July 28, but it could take until July 29 
before the clean-up is finished. State police said the truck contained approximately 
40,000 pounds of the waste sulfuric product. Haz-mat officials who opened the tanker 
July 27 discovered a rupture of one of its compartments. Police said there is no danger 
to the surrounding area. However, the substance poses a threat to those exposed to it. 
Police said the truck driver suffered an initial minor exposure, and that the leak is 
limited to the rest area. 
Source: http://www.dailycomet.com/article/20100728/APN/1007280703?Title=Truck-
leaks-acid-waste-at-Mass-turnpike-rest-stop 

12. July 27, Indianapolis Star – (Indiana) Explosion leads to chemical spill. An explosion 
led to a hazardous chemical spill late July 27 on the east side of Indianapolis. 
Firefighters and hazardous material crews were called about 9:30 p.m. to the Univar 
USA plant in the 7000 block of East 30th Street. Employees at Univar, a chemical 
distributor, were filling a 6,000-gallon tank of caustic soda when the tank ruptured. The 
explosion resulted in structural damage and damaged water pipes. Firefighters and 
hazardous material crews had to use caution because mixing water with the soda could 
result in an even more hazardous chemical. Firefighters had the scene under control 
within an hour. Univar officials believe the accident happened after a vent failure led to 
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over-pressurization in the tank. Univar will investigate to try to find the cause of the 
explosion. 
Source: http://www.indystar.com/article/20100727/LOCAL18/7270385/Explosion-
leads-to-chemical-spill 

For another story, see item 16  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

13. July 28, Salt Lake Tribune – (Utah) Utah leaders protest pro-nuke waste 
ruling. Critics renewed their rallying cry July 27 against plans to store used nuclear 
reactor rods at a Utah Indian reservation after a judge’s ruling revived the proposal long 
thought to be dead. “The plain simple fact,” said the Republican Senator from Utah, “is 
that we will never allow this facility to be built.” The remarks were part of an all-
delegation, bipartisan news release panning the ruling July 26 by a district court Judge, 
a ruling that threw out a pair of U.S. Interior Department decisions that were credited 
four years ago with killing the nuclear storage site. A Colorado-based appeals-court 
judge who was assigned the case when all of the U.S. District Court judges in Utah 
recused themselves, the judge cited example after example of instances where the 
Interior Department decisions were “arbitrary and capricious” and, in some cases, 
reflected “an abuse of discretion.” If left to stand, the ruling could be a welcomed 
solution for the nation’s commercial nuclear industry. Power producers have been 
forced to store high-level waste at reactor sites nationwide because the federal 
government has reneged on its promise to provide a permanent disposal site. It also 
could be a boon for the tiny Skull Valley Band of Goshute Indians, a tribe of around 
100 that studied for more than a decade how to turn its 18,000-acre reservation into a 
lucrative asset by using a patch of it to store up to 44,000 tons of reactor waste for up to 
50 years. Although the tribe has never disclosed the value of its contract with the 
Private Fuel Storage LLC contract, the July 26 court ruling notes that about $91 million 
has been promised to Tooele County for its help with the project. 
Source: http://www.sltrib.com/sltrib/home/50003517-76/ruling-utah-project-
waste.html.csp 

14. July 28, U.S. Nuclear Regulatory Commission – (National) NRC amends regulations 
on export and import of nuclear equipment and material. The Nuclear Regulatory 
Commission (NRC) is amending its regulations to improve the agency’s regulatory 
framework for the export and import of nuclear equipment, material and radioactive 
waste. In addition to making clarifications, updates and corrections to several 
provisions, the rule allows imports of sources under a general license, and revises the 
definition of radioactive waste for the purposes of export and import. The amendments, 
in a final rule published July 28 in the Federal Register, remove the requirements for 
licensees to obtain a specific license before importing Category 1 and Category 2 
quantities of radioactive materials listed in Appendix P to 10 CFR 110. NRC or 
Agreement State licensees must be authorized to possess these sources domestically in 
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order to import them under a general license. Importers are still required to provide 
notification of the import prior to shipment. (Thirty-seven states have agreements with 
the NRC under which the states license and regulate radioactive material.) The NRC is 
making this change because of enhancements made to the domestic materials licensing 
and regulatory framework since the terrorist attacks of September 11, 2001. Those 
security enhancements include background investigations, fingerprint checks and 
trustworthiness and reliability checks of personnel allowed unescorted access to risk-
significant materials, physical intrusion barriers, coordination with local law 
enforcement, and enhanced security measures during transport. 
Source: http://www.nrc.gov/reading-rm/doc-collections/news/2010/10-133.html 

15. July 27, U.S. Nuclear Regulatory Commission – (National) NRC seeks public 
comment on proposed changes to regulations on distribution of uranium and 
thorium. The Nuclear Regulatory Commission (NRC) is seeking public comment on 
proposed amendments to its regulations regarding the distribution and licensing of 
unenriched uranium and thorium (also known as source material). The proposed rule, 
published July 26 in the Federal Register, would require specific licenses for the initial 
distribution of source material to exempt persons and certain general licensees. Such 
licenses would impose certain labeling and quality-control requirements, as well as new 
reporting and record-keeping requirements. The rule would also modify the existing 
possession and use requirements for the general license to possess source material. 
Current NRC regulations allow commercial and industrial firms, research, education 
and medical institutions, and federal, state and local government agencies to use and 
transfer up to 15 pounds of source material at any one time, and up to 150 pounds in 
any one calendar year. The proposed rule would lower those possession limits to 1.5 
kilograms (3.3 pounds) and 7 kilograms (15.4 pounds) for source material in a 
dispersible form or being processed. These new license requirements and possession 
limits are intended to help ensure the protection of public health and safety by ensuring 
that licensees safely possess source material and that the NRC has a better 
understanding of how much source material is being distributed annually. 
Source: http://www.nrc.gov/reading-rm/doc-collections/news/2010/10-132.html 

[Return to top]  

Critical Manufacturing Sector 

16. July 28, UPI – (Colorado) EPA targets Colorado site. A 35-acre site in Colorado used 
to reclaim rare materials from catalytic converters poses a substantial health risk, U.S. 
regulators said. The Environmental Protection Agency (EPA) announced plans for the 
emergency removal of hazardous materials from a site owned by Elizabeth Mining and 
Development (EMD). A community EPA official in Denver said his team was working 
to remove hazardous materials. “This cleanup will safely dispose of more than 6,000 
gallons of acids, explosive material, and other liquids that pose a risk to nearby waters 
and residents,” he said. The EPA said the reclamation process to recover rare metals 
from catalytic converters uses acid baths and other methods that pose a threat to the 
environment. The agency said there is also a “significant” risk of fire at the EMD site. 
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The EPA said the site poses a substantial risk due in part to its proximity to a housing 
development and a regional flood plain. The EPA said operations at the 35-acre site 
would take about a week. 
Source: http://www.upi.com/Science_News/Resource-Wars/2010/07/28/EPA-targets-
Colorado-site/UPI-32421280326388/ 

17. July 27, WBBM 2 Chicago – (Illinois) Employee hurt at near North side metal 
factory. A employee at a industrial metals company in Chicago was hospitalized July 
27 following an incident that involved the Near North Side building’s furnace. There 
were “a couple of pops” in the furnace of an industrial building, a fire media affairs 
spokesman said. SIPI Metals is located at the address, according to a Web listing. The 
company melts metal at the facility. A still-and-box alarm and a Level I Haz-mat team 
were called because of the nature of the facility. It wasn’t immediately clear if a fire 
was sparked in the incident. It was not immediately known what caused the furnace to 
“pop.” 
Source: http://cbs2chicago.com/local/employee.hurt.near.2.1827789.html 

18. July 27, Consumer Affairs – (National) 2009-2010 Nissan Cubes recalled. Nissan is 
recalling some 2009-2010 Cubes after a test vehicle leaked more than the allowable 
amount of fuel following a crash test. Excessive fuel leakage can cause a fire. Dealers 
will attach a protector tube to the gasoline recirculation tube when the recall begins in 
August. 
Source: http://www.consumeraffairs.com/recalls04/2010/nissan_cube.html 

[Return to top]  

Defense Industrial Base Sector 

19. July 28, Defense Tech – (National) F-35B STOVL flight tests behind schedule due to 
failing parts. Lockheed Martin’s CEO June 27 told Wall Street analysts the the F-35 
Joint Strike Fighter program was at a “critical juncture” as it transitions from 
development into production. The systems development and demonstration phase is 
about 80 percent complete, he said. Of the 19 planned test aircraft, 15 have been 
delivered; only 13 will actually fly, the others are for structural tests. Nine of the 
“flyers” have completed 136 test flights: the F-35A has flown 56 times; the F-35B 
short-takeoff and landing version has flown 74 times: and the carrier variant F-35C has 
flown six times. While the 74 F-35B test flights seem impressive, it is behind schedule; 
it was supposed to have flown 95 times by now, the CEO said. “Higher than predicted” 
failure rates of component parts have grounded some F-35B test aircraft. He described 
the failing parts as sub-components, not major parts such as the engine, which has been 
performing well. The failing parts are things that “appear either smaller or more 
ordinary like thermal cooling fans, door actuators, selected valves or switches or 
components of the power system,” the CEO said. On the production side, he said 31 
airplanes are in various stages of assembly. 
Source: http://defensetech.org/2010/07/28/f-35b-stovl-flight-tests-behind-schedule-due-
to-failing-parts/ 
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[Return to top]  

Banking and Finance Sector 

20. July 28, The Register – (International) Russian gang uses botnets to automate check 
counterfeiting. The director of malware research for Atlanta-based SecureWorks has 
uncovered a sophisticated check-counterfeiting ring that uses compromised computers 
to steal and print millions of dollars worth of bogus invoices, and then recruit money 
mules to cash them. The highly automated scheme starts by infiltrating online check 
archiving and verification services that store huge numbers of previously cashed 
checks. It then scrapes online job sites for e-mail addresses of people looking for work 
and sends personalized messages offering jobs performing financial transactions for an 
international company. The scammers then use stolen credit-card data to ship near 
exact replicas of checks to those who respond. The director was able to track the 
operation by infecting a lab computer and observing its interactions with command and 
control channels. A database file the criminals carelessly exposed showed 3,285 checks 
had been printed since June of 2009 and 2,884 job seekers had responded to the 
employment offer. Assuming each check was written in amounts of $2,800, a threshold 
sum that brings increased scrutiny to transactions, the director estimates the checks 
were valued at about $9 million. 
Source: http://www.theregister.co.uk/2010/07/28/automated_check_counterfeiting/ 

21. July 28, BankInfoSecurity.com – (National) Most breaches caused by crime 
gangs. Organized crime was responsible for 85 percent of all stolen data in 2009. And 
stolen credentials were the most common way to gain unauthorized access into 
organizations. These are among the headlines of the 2010 Verizon Data Breach 
Investigations Report, just released by Verizon Business. Conducted for the first time 
in collaboration with the U.S. Secret Service, this year’s report takes a broader look at 
the types and causes of data breaches. The latest report finds 2009’s breaches of 
electronic records involved more insider threats, greater use of social engineering, and 
the persistent, troubling trend of organized crime involvement. Of the 143 million 
records breached in 2009, 85 percent of them were attributed to financial service 
incidents. Data breaches caused by insiders add up to 48 percent of all breaches 
investigated — an increase of 26 percent over 2008. Conversely, breaches caused by 
external sources were down slightly to 70 percent, dropping from 2008’s 79 percent. 
The CEO of ID Experts, a data breach response provider, said the latest report mirrors 
his own group’s finding — particularly an increase in “hybrid attacks” where external 
organized cybercriminals work with insiders to implement an effective breach. 
Source: http://www.bankinfosecurity.com/articles.php?art_id=2792&pg=1 

22. July 27, KRCG 13 Columbia – (Missouri) Phishing scam targets River Region 
Credit Union. River Region Credit Union in Jefferson City, Missouri is the target of a 
cell-phone phishing scam. The calls started July 27. “We started to receive phone calls 
from area residents, reporting that they have been receiving phone calls, asking for card 
information,” River Region Credit Union’s president said. The recorded message tells 
the person that their River Region debit card has been deactivated. Then, it asks the 
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person to enter in their card number. The phishing scam called AT&T Wireless 
customers. An AT&T representative did not say how the scammers got the phone 
numbers, but said that they were investigating. River Region said the scammers did not 
get the phone numbers from them. The credit union said customers’ information has 
not been breached unless someone entered in their card number when they got the call. 
All banks have said they will never ask for personal information over the phone. 
Source: http://www.connectmidmissouri.com/news/story.aspx?id=488606 

23. July 27, Gainesville Sun – (Florida) Area credit card skimmers may be part of 
statewide theft ring. Law enforcement officials said a dozen credit-card skimming 
devices have been found this month at Gainesville, Florida area gas stations along with 
other devices found at St. Johns and Flagler County stations, in what appears to be a 
statewide theft ring. Some stolen card numbers are being used to buy Walmart cards in 
Miami, investigators have said. Gainesville police said at least 25 people in Gainesville 
have been victims. Officials said someone using a universal key, which fits almost any 
gas pump in the country, is opening the pump faces and within a few minutes installing 
the device, which is undetectable to someone slipping their credit or debit card into the 
machine on the outside. The device consists of a skimmer attached to the pump’s card 
reader, a small hard drive to store the credit card numbers and a Bluetooth wireless 
device that can be accessed remotely to retrieve the data. Investigators downloaded data 
from one device found earlier this month in Gainesville and found it had stored 500 
card numbers. 
Source: http://www.gainesville.com/article/20100727/ARTICLES/7271000/1002?tc=ar 

[Return to top]  

Transportation Sector 

24. July 28, CNN – (District of Columbia) NTSB criticizes Washington Metro over 2009 
crash. A year after a Washington, D.C. subway crash killed nine people and injured 
dozens, federal accident investigators July 27 blamed faulty track circuits for the 
wreck, but also criticized the numerous local and federal entities entrusted with keeping 
passengers safe. The National Transportation Safety Board (NTSB) said the June 22, 
2009, accident was preventable. Its report said the Washington Metropolitan Area 
Transit Authority (WMATA) failed to ensure that a verification test developed after an 
earlier incident was used system-wide. The test would have identified the faulty track 
circuit before the accident, the NTSB said. The accident near the Fort Totten Station in 
Washington on the system’s Red Line occurred when one train struck the rear car of a 
stopped train. Automated systems should have prevented the two trains from occupying 
the same stretch of track at the same time. “The layers of safety deficiencies uncovered 
during the course of this investigation are troubling and reveal a systemic breakdown of 
safety management at all levels,” the NTSB Chairman said. 
Source: 
http://edition.cnn.com/2010/US/07/27/dc.metro.crash.report/#fbid=vB9fiGJoEnV 
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25. July 28, Associated Press – (Florida) Cruise ship at sea off Florida coast loses 
power. A Princess Cruises ship on a seven-day Caribbean voyage mysteriously lost 
power at sea for several hours shortly after leaving port in South Florida. Princess 
officials said no one was ever in danger, though the 3,400 passengers were 
inconvenienced. For about four and a half hours July 25, the Emerald Princess had no 
propulsion, no air conditioning, no entertainment and limited hotel services. The delay 
also forced the ship to miss its scheduled call July 26 on Princess Cays. The cruise line 
and U.S. Coast Guard are investigating what caused the glitch. Princess officials said 
they will determine how to compensate passengers once all the facts are assembled. 
Source: http://www.miamiherald.com/2010/07/28/1749663/cruise-ship-at-sea-off-fla-
coast.html 

26. July 27, Examiner.com – (National) Napolitano announces general aviation security 
measures. Despite a keen terrorist interest in the use of aircraft as missiles to strike 
targets, the Department of Homeland Security (DHS) has done little to date to secure 
general aviation fields, which house private jets and planes. DHS inched closer to 
strengthening general aviation security measures July 26, extending a transportation 
public awareness campaign to the airfields, and standardizing the vetting process for 
passengers and crew on general aviation aircraft. The DHS Secretary announced the 
extension of the campaign to general aviation while visiting the 2010 Experimental 
Aircraft Association (EAA) AirVenture air show in Oshkosh, Wisconsin, earlier this 
week. “This new component of ‘If You See Something, Say Something’ will enable 
general aviation passengers and crew to better recognize and report behaviors and 
indicators associated with new and evolving threats,” the Secretary said in a statement. 
“We are also transitioning to a streamlined system for vetting travelers on general 
aviation flights to and from the United States to provide a single, electronic screening 
process while maintaining robust security standards.” Congress and the U.S. President 
have voiced a renewed interest in general aviation security standards in recent months 
after a distraught software engineer flew a small private plane into a building housing 
IRS offices in Austin, Texas, in the spring, killing two people, including the pilot, and 
injuring 13 others. 
Source: http://www.examiner.com/x-59281-DC-Homeland-Security-
Examiner~y2010m7d27-Napolitano-Announces-General-Aviation-Security-Measures 

27. July 27, North Shore Sun – (New York) Demilitarized grenade causes scare at Port 
Jefferson Ferry. A man headed to New Haven, Connecticut was stopped by authorities 
July 27 as he was trying to board the Port Jefferson Ferry in Port Jefferson, New York 
with an inactive grenade inside his car. The man, whose name has not been released, 
was stopped at about 11:15 a.m. while U.S. Coast Guard officers and members of local 
law enforcement were conducting a periodic check. Called VIPR, or Visual Intermodal 
Prevention Response, the check is a joint operation between the Coast Guard and local 
law enforcement, and it involves looking for suspicious packages that might present a 
threat to public safety. Authorities later determined the suspected device was a 
demilitarized, non-operational grenade that had been turned into a paperweight. 
Source: http://www.northshoresun.com/news-articles/1143/1143-Demilitarized-
grenade-causes-scare-at-Port-Jefferson-Ferry.html 
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28. July 27, Associated Press – (Iowa) Shortage causes runway light outage at CR 
airport. Flights have resumed at the Eastern Iowa Airport in Cedar Rapids after an 
electrical shortage blacked out all lights on the runway. The airport’s director said two 
flights were diverted and a third was delayed the night of July 26 when a shortage in a 
sign panel on the runway caused the lights to go out. The problem was discovered 
about 8:40 p.m. during a regular inspection of the runway. It was fixed around 
midnight. 
Source: http://www.chicagotribune.com/news/chi-ap-ia-runwaylights,0,3456342.story 

29. July 27, Duluth News Tribune – (Minnesota) Traffic moves as lift bridge brought 
back down. Traffic is moving on and off Park Point again now that Duluth, Minnesota 
crews have returned the Aerial Lift Bridge to its lowered position. The bridge was stuck 
in the lifted position for more than two hours after an apparent lightning strike. “A 
lightning strike took out traffic lights,” said the Aerial Lift Bridge supervisor. “They are 
in our circuitry to allow the bridge to work.” The bridge was up for a vessel to pass 
through when the outage occurred about 5:30 p.m., he said. Bridge staff brought the 
bridge down manually while drivers waited for two hours or more to cross. 
Source: http://www.duluthnewstribune.com/event/article/id/174797/ 

For more stories, see items 5, 7, 9, and 11  
 
[Return to top]  

Postal and Shipping Sector 

30. July 28, Jersey Journal – (New Jersey) 2:30 a.m. fire at mail facility in Jersey City 
forces evacuation and damages some mail. A three-alarm fire broke out at a huge 
U.S. Postal Service facility in Jersey City, New Jersey July 27 and forced 241 workers 
to evacuate the building, according to reports. The fire was reported shortly before 2:30 
a.m. at the New Jersey International and Bulk Mail Center, 80 County Road, reports 
said. The fire began when a conveyor belt ignited. Approximately 200 pieces of mail 
were damaged in the fire and local mail is being diverted to other postal service 
facilities in the tri-state area, said a U.S. Postal Service spokesman. Letters of 
explanation and claim forms will be sent with damaged mail, he said. No injuries to 
employees were reported, and the fire was declared under control at around 3 a.m., the 
spokesman said. 
Source: http://www.nj.com/news/jjournal/jerseycity/index.ssf?/base/news-
10/1280298353265920.xml&coll=3 

31. July 27, Charlottesville Daily Progress – (Virginia) Explosive devices left in 
mailboxes in Orange. The Orange County Sheriff’s Office is investigating a string of 
homemade explosives put into mailboxes on Raccoon Ford Road in Burr Hill, Virginia. 
The devices were put in five mailboxes July 26, according to officials. Authorities 
including the Virginia State Police bomb squad and a state hazardous materials team 
removed the devices, which detonated but caused little to no damage, according to 
officials. A stretch of the road was shut down for more than four hours while the items 
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were removed. The sheriff’s office asks that anyone with information about the 
vandalism to call (540) 672-1200. 
Source: http://www2.dailyprogress.com/news/2010/jul/27/explosive-devices-left-
mailboxes-orange-ar-352254/ 

32. July 27, Richmond Times-Dispatch – (Virginia) Suspicious envelopes force 
evacuation of Henrico office building. Authorities evacuated a Glen Allen, Virginia 
office building at 4551 Cox Road in Henrico County July 27, after two envelopes 
deemed suspicious were delivered to a second-floor attorney’s office within an hour, 
police said. The Henrico Division of Police’s bomb squad was called at 10:45 a.m. after 
the recipient of the two envelopes did not recognize the return addresses — one from 
Connecticut, the other from Massachusetts, said a Henrico police spokesman. A 
Henrico fire & EMS hazardous materials team was also summoned to the scene. As a 
precaution, building occupants were evacuated to the parking lot while authorities tried 
to determine the content of the envelopes, the spokesman said. The building’s first floor 
contains the legislative offices of a senator, but authorities do not believe the potential 
threat was directed at him. The spokesman said the U.S. Postal Service delivered the 
two envelopes within an hour’s time. 
Source: http://www2.timesdispatch.com/news/2010/jul/27/coxxgat27-ar-351910/ 

[Return to top]  

Agriculture and Food Sector 

33. July 28, Middletown Times Herald-Record – (New York) USDA orders chicken plant 
closed over food safety fears. Federal regulators ordered Murray’s Chicken to cease 
processing at its South Fallsburg, New York poultry plant July 27, throwing hundreds 
of workers into limbo as the company disputed government concerns about food safety. 
Murray’s vice president of sales and marketing said the U.S. Department of 
Agriculture’s Food Safety and Inspection Service (FSIS) allowed the company to ship 
chicken packaged July 26 but ordered it otherwise closed until it corrects facility issues. 
“It has nothing to do with the food safety of the product,” he said. Neither he nor an 
FSIS spokesman would identify the specific issues underlying the shutdown. The FSIS 
spokesman said the agency’s concerns are directly related to food safety. The agency 
sent Murray’s a written warning in January concerning “salmonella controls.” The 
concerns centered on Murray’s ability to identify and minimize contamination by 
pathogens such as salmonella. The written warning was followed by a notice in April 
about sanitation concerns and noncompliance with FSIS regulations. FSIS issued 
another notice July 26 telling Murray to suspend operations. Murray’s 350 employees 
process about 35,000 chickens a day at the South Fallsburg plant. 
Source: 
http://www.recordonline.com/apps/pbcs.dll/article?AID=/20100728/BIZ/7280363/-
1/SITEMAP 

34. July 28, Fredericksburg Free Lance-Star – (Virginia) Bad-tasting drinks lead to 
felonies. A 29-year-old Fredericksburg, Virginia man poured a bleach-based cleaner 
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into his co-workers’ drinks, police said. A Spotsylvania sheriff’s spokesman said the 
incident occurred about 8:30 a.m. July 26 at Denny’s Restaurant in the 5300 block of 
Jefferson Davis Highway. Two employees reported their drinks tasted like they had 
been tainted with bleach. The employees, a man and a woman, had left their coffee and 
soda at the waiter/waitress station and had taken sips at different times. They told the 
manager and mentioned another employee who they believed might have been 
responsible. The manager called the sheriff’s office, and the deputy talked with the 
suspect. The suspect first claimed that he must have accidentally gotten the cleaner into 
the drinks while he was cleaning the waiter/waitress station. The suspect later admitted 
that he never cleans that area. The substance put in the drinks, Eco San, is a bleach-
based liquid sanitizer. The suspect was charged with two counts of altering a drink with 
the intent to harm, and he was placed in the Rappahannock Regional Jail under no 
bond. The Class 3 felonies each carry maximum prison sentences of 20 years. 
Source: http://fredericksburg.com/News/FLS/2010/072010/07282010/564499 

35. July 28, Baxter Bulletin – (Arkansas) Authorities investigating pesticide spill near 
White River at Bull Shoals. State and local authorities are investigating a Bull Shoals, 
Arkansas pesticide spill and fish kill in a creek that is a tributary for the White River. 
Reports are that the pesticide did not reach the river. A Bull Shoals police chief said the 
incident occurred July 25 at Rivercliff Golf Course, but was not reported until July 26. 
A maintenance crew in the vicinity of the 18th hole on the golf course’s back nine had 
spilled pesticide, according to a report the police chief received. It was rumored that 
someone had been seen pouring the pesticide into the creek, but that had not been 
confirmed. The Arkansas Game and Fish Commission also was notified about the 
incident, as was the Arkansas Department of Environmental Quality (ADEQ), both of 
which are investigating it. Soil samples were taken along with water and fish samples. 
ADEQ estimated 15 to 20 gallons of pesticide had been spilled. Fish, water snakes and 
other aquatic life have been found dead in the creek and two ponds into which it runs, 
but there has been no reports of contamination in the White River. The area of the river 
below the golf course contains spawning beds for brown trout. 
Source: http://www.baxterbulletin.com/article/20100728/NEWS01/7280339 

36. July 27, KNBC 4 Los Angeles – (National) ESPN calls foul on sports 
chow. Entertainment Sports Programming Network’s (ESPN) “Outside the Lines” 
television program took a look at health department inspection reports at 107 
professional sports stadiums, and according to the data, the Tampa Bay Rays’ 
Tropicana Field and the Washington Wizards’ Verizon Center were the top offenders, 
as every single food and drink vendor at each stadium received a critical violation in 
the last year. Critical or major violations include food temperature, cross-
contamination, hygiene, equipment and rodent or insect contamination, according to 
ESPN. The report is careful to point out that so far, food served at professional sports 
stadiums have never been linked to a mass food-borne illness outbreak. 
Source: http://www.nbclosangeles.com/around-town/food-drink/ESPN-Stadium-
Health-Inspections-California-99334804.html 

For another story, see item 59  
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[Return to top]  

Water Sector 

37. July 28, Associated Press – (Wisconsin; Michigan) 2 billion gallons of sewage 
dumped in Wis. storm. A report to Wisconsin environmental officials said more than 
2 billion gallons of untreated sewage and stormwater were dumped into Lake Michigan 
and Milwaukee area rivers during the recent storms. The Milwaukee Metropolitan 
Sewerage District’s report to the state department of natural resources said that the 
amount is more than four times the capacity of its deep tunnel storage system. The 
release into area waterways still wasn’t enough to prevent sewers from backing up into 
thousands of homes, in addition to property damage caused by above ground flooding. 
The Journal Sentinel reports area sewage treatment plants handled more than 3.2 
million gallons of wastewater from the July 22 storm. 
Source: 
http://wcco.com/weathernewsstories/untreated.sewage.milwaukee.2.1829243.html 

38. July 28, Battle Creek Inquirer – (Michigan) Long-term odor exposure worries 
officials. Witnesses to the Kalamazoo River oil spill in Battle Creek, Michigan have 
complained of headaches and nausea, leading to concerns about the health 
consequences of breathing the air or drinking the water. Drinking water contamination 
might become a concern in the future as the pollution slowly leaches underground. 
Enbridge Inc., the company responsible for the leak, has been monitoring airborne 
levels of benzene. City drinking water in Battle Creek and Marshall is unlikely to be 
contaminated by the oil spill because the aquifer sources are far from the river. In 
addition, water underground travels on average about as fast as a fingernail grows, said 
the Battle Creek environmental programs coordinator. The Calhoun County Public 
Health Department will be involved in short- and long-term monitoring of the 
underground water supply, a health officer said. Most wells near the river are relatively 
deep at about 120 feet and are protected by a natural layer of clay that prevents water 
above from seeping through, he said. People who are concerned about their tap water 
should be able to identify contaminated water by the smell. “Obviously there is going 
to be an odor if there is a volatile organic contamination,” he said. “It would have to be 
an extremely shallow, unprotected well to have any level of contamination at this 
point.” But a local resident said she still did not feel safe drinking the water. “I’m going 
to boil it anyway,” she said. 
Source: 
http://www.battlecreekenquirer.com/article/20100728/NEWS01/7280320/Long-term-
odor-exposure-worries-officials 

39. July 27, Water Technology Online – (Delaware; Maryland; New Jersey) Contaminated 
groundwater threatening Potomac Aquifer. Plumes of dangerous chemicals are 
spreading through groundwater in Northern Delaware, posing a serious threat to the 
Potomac Aquifer, which supplies drinking water to thousands of residents in Delaware, 
Maryland and New Jersey, The Wilmington News Journal reported. High 
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concentrations of industrial byproducts — such as benzene, vinyl chloride and 
chlorinated benzenes — have been found in areas near Delaware City and New Castle, 
the article stated. State regulators and the Environmental Protection Agency previously 
claimed that deep layers of clay protected the aquifer, but scientists now say the 
protective layer is full of holes, according to the story. 
Source: http://watertechonline.com/news.asp?N_ID=74585 

40. July 27, KITV 4 Honolulu – (Hawaii) 109K gallons of sewage spills at Pearl 
Harbor. Officials posted signs warning of a sewage spill along the Pearl Harbor bike 
path and at Middle Loch in Honolulu, Hawaii. About 109,000 gallons of untreated 
wastewater spilled July 27 from a major sewer pipe that was ruptured by a Hawaiian 
Dredging construction crew, city officials said. The contractor was doing emergency 
work on a 42-inch broken force main when it accidentally severed the backup 30-inch 
line. The break is near the 14th hole at the Ted Makalena Golf Course in Waipahu. City 
officials said they dispatched 10 trucks, which were able to vacuum all but 12,000 
gallons of the raw sewage, which got into a drainage canal. 
Source: http://www.kitv.com/news/24417217/detail.html 

41. July 27, KCCI 8 Des Moines – (Iowa) Untreated wastewater flows into downtown 
river. Iowa Department of Natural Resources officials said July 27 that a power surge 
at a Des Moines pumping station allowed untreated wastewater to dump into the Des 
Moines River. Officials said about 3,000 gallons of untreated wastewater were dumped 
to the river. The power surge took the station’s pumps and emergency alarm out of 
service, officials said. The pumping station, located near the Birdland Marina, is again 
working following repairs by the city. Officials said there is no threat to Des Moines 
drinking water because the discharge happened below where the Des Moines Water 
Works pulls water from the river. 
Source: http://www.kcci.com/news/24412309/detail.html 

[Return to top]  

Public Health and Healthcare Sector 

42. July 28, Associated Press – (North Dakota) North Dakota’s second case of West Nile 
virus this year confirmed. Bismarck, North Dakota, has a second confirmed human 
case of West Nile virus. The state health department said today that the Ward County 
boy was not hospitalized. West Nile virus was first identified in North Dakota in 2002. 
Since then, nearly 1,300 human cases of the mosquito-borne illness have been reported. 
Last year, there was only one confirmed case in the state. The highest human case total 
in North Dakota was 617, seven years ago. 
Source: http://www.grandforksherald.com/event/article/id/170090/group/homepage/ 

43. July 27, Homeland Security Today – (National) Hospital workers may not show 
during outbreak. The results of a new study, Characterizing Hospital Workers’ 
Willingness to Report to Duty in an Influenza Pandemic Through Threat- and Efficacy-
based Assessment, just published in BMC Public Health, concluded that “significant 
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gaps exist in hospital workers’ willingness to respond” in the event of a severe 
influenza pandemic. The willingness of critical hospital staff to report to work during 
an influenza pandemic is a critical but under-studied phenomenon, the authors of the 
new study pointed out, noting that “the Extended Parallel Process Model (EPPM) is a 
useful framework to assess these gaps.” The study reported that “several attitudinal 
indicators can help to identify hospital employees unlikely to respond,” noting that “the 
findings point to certain hospital-based communication and training strategies to boost 
employees’ response willingness, including promoting pre-event plans for home-based 
dependents; ensuring adequate supplies of personal protective equipment, vaccines and 
antiviral drugs for all hospital employees; and establishing a subjective norm of 
awareness and preparedness.” In the event of an “all hands on deck” pandemic, the 
study’s authors stated that “worker absenteeism can be expected not solely due to 
illness among employees and their families, but also due to voluntary absenteeism. 
Indeed, a growing body of research points to response willingness rates that are far 
from universal, with the extent of these willingness gaps varying across different 
health-care workforce cohorts, countries, and scenario contexts.” 
Source: http://www.hstoday.us/content/view/14111/149/ 

44. July 26, USA Today – (California) California whooping cough outbreak largest in 
decades. Nearly 1,500 Californians this year have been diagnosed with whooping 
cough — five times the normal level for this time of year, state health officials said. 
Doctors are investigating another 700 possible cases. Many more people may have had 
the infection, which often goes undiagnosed or unreported. In the midst of what could 
be the largest whooping cough outbreak in more than 50 years — and the death of six 
infants under 3 months of age — California health officials are recommending booster 
shots for nearly everyone in the state, especially health care workers, parents, and 
anyone who may come in contact with babies. Whooping cough cases have been 
increasing since the 1980s, partly because of better diagnostic tests, according to the 
Centers for Disease Control and Prevention. It is incredibly contagious, sickening about 
90 percent of people who are exposed to it. The state health department is providing 
whooping cough booster shots to new mothers and other close contacts of infants at all 
birthing hospitals, community health centers and local health departments. 
Source: http://www.usatoday.com/news/health/2010-07-27-pertussis27_st_N.htm 

[Return to top]  

Government Facilities Sector 

45. July 28, WDHN 18 Dothan – (Alabama) Sheriff’s office: Courthouse bomb threats 
could be related. The Houston County Sheriff’s Office said they are investigating the 
possibility two recent bomb threats in Dothan, Alabama are related. On July 23, a man 
called the court clerk’s office claiming there was a bomb in the Houston County 
Courthouse. The building was evacuated and searched — but nothing was found. Then 
a similar situation occurred July 26 — only this time the call was made to Dothan 
Police. Again, nothing was found. Deputies said the back to back threats are suspicious 
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and could be related. They are working to trace the source of the felony hoaxes. 
Source: http://dothanfirst.com/fulltext/?nxd_id=117715 

46. July 26, The Register – (National) Google Apps for Gov battles fear of floating 
data. Google Apps for Government is designed to meet the information-security laws 
that bind federal agencies. But it’s also meant to provide a kind of comfort blanket for 
any government agency — from the federal level down to the local — that’s wary of 
moving data onto third-party servers in the so-called cloud. “There is a fundamental 
trust question about turning over services and data to a third party,” the Google 
president of enterprise said when announcing the service July 26 at the company’s 
headquarters in Mountain View, California. “Some people are very comfortable with it. 
Others find it intrinsically scary. This is just a step down that road ... to develop 
procedures and processes to bring credibility to the cloud.” Google has tweaked the 
security controls used by its existing Google Apps online suite in an effort to gain 
FISMA (Federal Information Security Management Act) certification, and July 22, a 
FISMA rubber-stamp was applied by the federal government’s General Services 
Administration. But the new service also segregates Gmail and Google Calendar data 
into their own U.S.-only portion of Google’s back-end infrastructure — a move that 
goes beyond FISMA and as Google freely admits, doesn’t necessarily mean added 
security. “I don’t think data location and security are synonymous,” the Google 
president said. “I think there is a government question, which is: ‘I want to know where 
my data is and I want to have some say over that.’ And I think that’s a fair and 
reasonable request. We’re trying to accommodate that in the cloud computing model.” 
Source: http://www.theregister.co.uk/2010/07/26/google_apps_for_government/ 

47. July 23, Virginia Business – (Virginia) Langley Air Force Base in Hampton to get 
security upgrades. Springfield-based Versar Inc. and Newport News general 
contractor W. M. Jordan Co. will partner on a $7.1 million construction contract to 
upgrade the gates at Langley Air Force Base in Hampton, Virginia. The project 
includes a new vehicle inspection facility at the West gate, a truck canopy and 69,000-
square-foot asphalt roadway. A new visitor center and sentry check house will be built 
at the LaSalle Gate. The project will meet Department of Defense security guidelines. 
Versar has completed similar security-gate construction projects at several other 
military bases. 
Source: http://www.virginiabusiness.com/index.php/news/article/langley-air-force-
base-in-hampton-to-get-security-upgrades/262828/ 

[Return to top]  

Emergency Services Sector 

48. July 27, North Carolina State University – (National) Improving communications to 
fight wildfires. New research from North Carolina State University is shedding light 
on how federal, state and local government agencies can better communicate with each 
other in order to respond more efficiently and effectively to wildfire disasters. Sharing 
information can be complex in the event of a major wildfire because organizations 
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involved in responding to the fire can include law enforcement, the American Red 
Cross, local fire departments, and federal Incident Management Teams (IMTs) – which 
themselves are made up of experts from multiple local, state and federal agencies that 
are called in to take over efforts to control the fire. Researchers have developed 
methodological protocols – research guidelines – that can be used to: identify what 
information is needed (and who needs it); who has access to the relevant information; 
how the information can be shared; and how to map the overall “market” for 
information exchange. “The inability to exchange information can lead to problems for 
all parties during a wildfire,” said an assistant professor of public administration at NC 
State and co-author of a stuyd examining communication during wildfires. “For 
instance, if homeowners do not have full information about a disaster that is headed 
their way, they may behave differently than if they had that information. Likewise, if 
the [IMT] managing the wildfire had better information about local features such as 
local trail systems, cultural sites or endangered species, they might behave differently 
to mitigate risks during an event.” 
Source: http://www.usnews.com/science/articles/2010/07/27/improving-
communications-to-fight-wildfires.html 

49. July 26, San Francisco Chronicle – (California) Oakland cops review snafus in 
protest response. Communication breakdowns and logistical snafus hindered the 
response of Oakland, California public-safety officials to mayhem after a verdict earlier 
this month, leaving riot-clad officers standing by as protesters set trash fires, smashed 
windows and looted shops. The July 8 protest-turned-melee marked unprecedented 
collaboration among 15 Bay Area police agencies on behalf of Oakland, but it also 
brought unprecedented logistical challenges dealing with 900 officers, said the Oakland 
police deputy chief, the commander of the operation. Police brass from those agencies 
are expected to meet this week to compare notes with an eye to better handle unrest that 
may follow the sentencing of the former BART police officer convicted of involuntary 
manslaughter in the death of a person. One thing commanders acknowledge is that 
vandalism and looting occurred while their officers stood within feet of the crimes on 
Broadway near 19th Street. The rampage in that area left more than $750,000 in 
damage and many business owners wondering why police did not protect their 
properties. 
Source: http://www.sfgate.com/cgi-
bin/article.cgi?f=/c/a/2010/07/25/MN0P1EF4GT.DTL 

50. July 26, Oklahoman – (Oklahoma) Former investigator accuses OSBI of 
incompetence and fraud. An Oklahoma State Bureau of Investigation (OSBI) insider 
has accused the agency of “incompetence, laziness and fraud” in its handling of 
homicide cases, use of federal funds and publication of crime clearance rates. He said 
the agency has allowed murder suspects — linked to crimes by DNA, witnesses, and 
other evidence — to wander free. And he describes OSBI as an agency at war with 
itself, rife with internal distrust and conflict between field agents and laboratory 
workers. A veteran Oklahoma City police homicide detective, was hired by OSBI as a 
cold case investigator in January. He resigned July 15. The commission, a seven-
member board overseeing the agency, is expected to name an interim director July 27 
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to succeed the investigator who has accepted a position at the University of Central 
Oklahoma. The commission is planning a nationwide search for his permanent 
successor. 
Source: http://www.newsok.com/article/3479477#ixzz0unxD56qj 

For another story, see item 58  
 
[Return to top]  

Information Technology Sector 

51. July 28, SC Magazine – (International) Twitter and Google are riddled with 
malicious links. Almost three quarters of Twitter’s 100 million accounts are unused or 
responsible for delivering malicious links. The 2010 mid-year security report from 
Barracuda Labs analyzed more than 25 million Twitter accounts, both legitimate and 
malicious, and found that true Twitter users (a user that has at least 10 followers, 
follows at least 10 people, and has tweeted at least 10 times) tweet more often, and as 
casual users become more active, malicious activity increases. Only 28.87 percent of 
Twitter users are “true Twitter users,”and the Twitter crime rate — the percentage of 
accounts created per month that were eventually suspended for malicious or suspicious 
activity, or otherwise misused — for the first half of 2010 was 1.67 percent. Google 
distributed the most malicious links of four of the most popular online services Bing, 
Twitter, and Yahoo, with 69 percent of its results poisoned when searches on popular 
trending topics were performed. The analysis reviewed more than 25,000 trending 
topics and nearly 5.5 million search results. 
Source: http://www.scmagazineuk.com/twitter-and-google-are-riddled-with-malicious-
links/article/175673/ 

52. July 28, Compterworld – (International) Google patches Chrome, sidesteps Windows 
kernel bug. On July 26, Google patched five vulnerabilities in Chrome by issuing a 
new “stable” build of the browser. The update to Chrome 5.0.375.125 fixed three flaws 
rated “high,” Google’s second-most-serious threat rating, as well as one pegged 
“medium” and another labeled as “low in Google’s four-step scoring system. Danish 
vulnerability tracker Secunia judged the cumulative update as “highly critical” using its 
own ranking. As per Google’s usual practice, technical details of the vulnerabilities 
were hidden from public view to prevent attackers from leveraging the information 
before most users have upgraded. According to a blog post by a member of the Chrome 
team, Google also added what he called “workarounds” to Chrome for a pair of critical 
vulnerabilities not in the browser’s code, but in external components or software. He 
did not provide any additional information on the workarounds other than to point a 
finger at the Windows kernel and “glibc,” or the GNU C Library, a collection of C 
programming language files and routines that’s a critical component of most Linux 
operating system kernels. 
Source: 
http://www.computerworld.com/s/article/9179766/Google_patches_Chrome_sidesteps_
Windows_kernel_bug 
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53. July 28, IDG News Services – (International) Three arrested in connection with 
Mariposa botnet. Slovenian police have arrested three men in connection the massive 
Mariposa botnet that was disabled late last year. A 23-year-old man was arrested in 
Maribor, Slovenia, about 10 days ago. He has been released but is expected to be 
charged with computer-related crimes. The U.S. FBI confirmed the arrest July 28. Two 
others were also arrested. Millions of computers worldwide were infected with the 
Mariposa botnet code, which allowed hackers to siphon information from those 
machines and launch denial-of-service attacks against others. The FBI director said in 
March that Mariposa had infected the computers of Fortune 1000 companies and major 
banks. Mariposa’s authors changed the botnet’s code as frequently as every 48 hours in 
order to go undetected by security software. 
Source: 
http://www.computerworld.com/s/article/9179769/Three_arrested_in_connection_with
_Mariposa_botnet 

54. July 28, Help Net Security – (International) Critical ToolTalk Database Server 
Parser vulnerability discovered. Check Point announced that its IPS Research team 
has recently discovered a critical vulnerability in a function of the ToolTalk Database 
Server Parser that can enable a remote attacker to potentially inject and execute 
arbitrary code onto the affected system. The vulnerability identified is in the RPC-
based ToolTalk database server that creates and manages database files and affects all 
system users with IBM AIX Version 6.1.3 and lower, Sun Solaris 10 Sparc/x86 and 
lower, as well as HP HP-UX 11.0 and lower. The vulnerability was discovered and 
responsibly disclosed to vendors by the IPS Research team. Check Point recommends 
applying the latest vendor patches and getting immediate protection by applying the 
latest IPS update. 
Source: http://www.net-security.org/secworld.php?id=9650 

55. July 28, Help Net Security – (International) Critical vulnerability in Apple 
QuickTime. A highly critical vulnerability affects the latest version of Apple 
QuickTime Player for Windows. “The vulnerability is caused due to a boundary error 
in QuickTimeStreaming.qtx when constructing a string to write to a debug log file,” 
said a Secunia researcher. “This can be exploited to cause a stack-based buffer 
overflow by e.g. tricking a user into viewing a specially crafted web page that 
references a SMIL file containing an overly long URL.” If the flaw is successfully 
exploited, arbitrary code can be executed by the attacker, and the system can be 
compromised. So far, the vulnerability is confirmed to affect only the latest version of 
the software (7.6.6) for Windows, which was released March 30. 
Source: http://www.net-security.org/secworld.php?id=9649 

For another story, see item 46  
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

56. July 28, Honolulu Star-Advertiser – (Hawaii) Severed deep-sea cable disrupts 
service. At about 1:10 a.m. July 27, Oceanic Time Warner Cable in Hawaii started 
seeing disruptions. It was later discovered that part of a fiber-optic cable was severed 
about 30 miles off Kihei, Maui. The damaged cable is 3,000 feet under the sea, and 
400,000 customers were affected. Most, if not all, Internet service was restored by the 
afternoon. TV service on Maui and the Big Island was the last to be restored because of 
the cut’s proximity to both islands. Oceanic Time Warner is among 144 Maui firms that 
rent bandwidth from that section of the cable. When the cable was cut, Internet protocol 
addresses did not know which route to take back to the mainland. Oceanic crews had to 
reroute connections through alternate cables connecting the islands. Oahu and Kauai 
services were restored by 8 a.m. July 27. Maui and Big Island services were restored by 
the afternoon. It was not immediately known how the cable was cut. Initial indications 
seem to point to the possibility that water may have seeped into the cable. 
Source: http://www.staradvertiser.com/news/hawaiinews/20100728_Severed_deep-
sea_cable_disrupts_service.html 

57. July 27, Philadelphia Inquirer – (Pennsylvania) WHYY-FM off air during morning 
rush. Maintenance work on an antenna apparently knocked WHYY-FM in 
Pennsylvania off the air July 27 for about three hours longer than planned. Radio 
listeners were unable to listen to the BBC’s “World Update” or NPR’s “Morning 
Edition” on 90.9 early July 27. In a note on its Web site, the station advised that it 
might be off the air between 11:30 p.m. July 26 until 5 a.m. July 27 for maintenance 
work at the Roxborough antenna farm. Broadcasting resumed on the FM dial at 8 a.m. 
WHYY continued broadcasting online during the signal outage. 
Source: http://www.philly.com/philly/news/breaking/20100727_WHYY-
FM_off_air_this_morning.html 

58. July 27, NextGov – (National) FCC plan to support emergency communications 
relies on unproven technology. A proposal to auction 10 megahertz of broadband 
spectrum to commercial organizations, rather than dedicating the spectrum exclusively 
for public safety communications, relies on unproven technology to provide first 
responders priority access, a Homeland Security Department official told Congress July 
27. The Federal Communications Commission’s (FCC) National Broadband Plan, 
released in March, includes a proposal to auction the 10 megahertz of spectrum known 
as D-Block to commercial interests, providing public safety organizations priority 
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access in emergency events with next-generation wireless broadband technologies that 
— while unproven — promise to increase the capacity and speed of mobile telephone 
networks. “The technology being recommended by the FCC provides great 
opportunity,” said the assistant secretary of the Office of Cybersecurity and 
Communications at DHS during testimony before the House Subcommittee on 
Emergency Communications, Preparedness and Response. “It’s not absolutely clear 
what [this technology] is capable of.” Homeland Security would support FCC’s plan 
for the auction if the technical and legal frameworks were properly evaluated, and the 
technology’s capacity and capability were understood to meet public safety 
requirements, he added. Many public safety organizations oppose the proposal to 
auction the D-Block spectrum to commercial interests, instead supporting a bill that 
would dedicate the spectrum to public safety. 
Source: http://www.nextgov.com/nextgov/ng_20100727_6546.php 

[Return to top]  

Commercial Facilities Sector 

59. July 28, Sarasota Herald Tribune – (Florida) Bomb threat closes Murdock shopping 
center in Charlotte County. A three-hour bomb scare that shut down a Murdock, 
Florida shopping center July 27 has ended and authorities are now searching for two 
men last seen near the SUV that had a note saying a bomb was inside the vehicle. 
Investigators said the incident started when a 22-year-old Port Charlotte woman drove 
to the plaza with her young children to buy groceries at Save-a-Lot around 6 p.m. The 
woman parked and a dark truck with two white “scruffy-looking” men pulled alongside 
her Jeep SUV, and she could not get out. They exchanged glances, and the woman 
drove forward to find another parking space. She got out with her kids and went 
shopping. About 20 minutes later, she came out and noticed a note on her windshield 
that implied that the woman’s car would explode if she started her vehicle. Deputies 
and firefighters evacuated the entire shopping center. The bomb squad arrived at 8:25 
p.m. and deployed its robot along with two men in safety gear. The Charlotte County 
Sheriff’s Office and Southwest Regional Bomb Squad gave the all-clear at 9:30 p.m. 
after evacuating all stores and traffic in Village Market Place on Tamiami Trail. 
Sheriff’s detectives are analyzing the handwritten note for fingerprints. 
Source: 
http://www.heraldtribune.com/article/20100728/ARTICLE/307289997/2055/NEWS?Ti
tle=Bomb-threat-closes-Charlotte-County-shopping-center-&tc=ar 

60. July 28, Everett Daily Herald – (Washington) Three injured in Tulalip propane tank 
explosion. Three people injured in a fire were taken to hospitals July 27 after a propane 
tank explosion in a recreational vehicle at the Port Susan Camping Club grounds on the 
Tulalip Indian Reservation in Tulalip, Washington. The fire occurred in a camping 
trailer that had a one-room addition. The trailer was destroyed along with a car and 
storage shed. A woman believed to be in her 70s was airlifted to Harborview Medical 
Center and her son was taken by ambulance to the Seattle hospital. A neighbor who 
tried to come to their aid with a garden hose was taken to Providence Regional Medical 
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Center Everett. Witnesses said they did not believe the injuries were life threatening. 
No damage estimates were immediately available. The private campground off Marine 
Drive covers about 800 acres. 
Source: http://www.heraldnet.com/article/20100728/NEWS01/707289864 

61. July 27, WLTX 19 Columbia – (South Carolina) Saluda race shop destroyed by 
explosion; antique cars and memorabilia lost. A fire broke about 10:30 a.m. July 27 
at the Myers Family Race Shop in Saluda, South Carolina, leaving no serious injuries 
but at least half a million dollars in damages to the building as well as antique cars, 
equipment and memorabilia. Saluda County officials said when they arrived the Race 
Shop was fully engulfed in flames, causing several small explosions because of 
chemicals inside the shop. “There was one pretty good size explosion and there were 
probably three or four other ones that were smaller but that’s pretty typical with this 
sort of fire,” said a Midlands Fire Department representative. At least 60 firefighters 
from Saluda, Newberry and Lexington County responded to the fire on Watkins Point 
Road in Saluda County. The explosions caused first degree burns to two firefighters. 
Source: http://www.wltx.com/news/story.aspx?storyid=91877&catid=2 

For more stories, see items 32 and 62  
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National Monuments and Icons Sector 

62. July 28, CNN – (California) Wildfires spark state of emergency in California 
county. Kern County, California was under a state of emergency July 28 as a result of 
spreading wildfires that have destroyed 25 homes, caused more than 2,300 people to 
evacuate and burned 15,000 acres. The afternoon of July 27, firefighters were called to 
a new wild fire southeast of Tehachapi. Later that night the fire had grown, threatening 
150 structures, authorities reported. Fire crews battled through the night with aircraft, 
fire engines, and bulldozers. Crews worked throughout the night protecting homes and 
trying to contain the blaze. An evacuation center was set up at the old junior high 
school nearby for evacuees and their pets. Animal control was taking large animals, 
authorities said. In addition, more than 1,000 firefighters continued to battle a blaze 
July 28 in California’s Sequoia National Forest, north of Tehachapi. As of July 27, that 
fire had spread across roughly 6,000 acres, a U.S. Bureau of Land Management 
spokeswoman said. The bureau is working with the U.S. Forest Service and the Kern 
County Fire Department to fight the blaze. Kern County is approximately 130 miles 
north of Los Angeles. 
Source: http://www.cnn.com/2010/US/07/28/california.wildfires.spread/ 

63. July 27, Santa Rosa Press Democrat – (California) Man killed in Mendocino pot 
garden raid. A Mendocino, California County sheriff’s officer shot and killed a man 
who leveled a rifle at him in a large, remote marijuana garden July 27, law officials 
said. The shooting occurred at about 6:45 a.m. on U.S. Forest Service land, roughly 4 
miles west of the Tehama County line, said a Mendocino County sheriff. Three 
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Mendocino County officers, five Forest Service and Bureau of Land Management 
officers and a dog were investigating the garden. They were entering one of several 
large marijuana gardens in the area when they encountered two men. One leveled his 
rifle and was shot. Both men ran, but the injured man was tackled by the dog after 30 
yards. The suspect was given first aid but died a few minutes later. The second suspect 
escaped. The district attorney’s office and the state department of justice are assisting 
with the investigation. It is the first known lethal confrontation involving an officer in a 
Mendocino County pot garden. 
Source: 
http://www.pressdemocrat.com/article/20100727/ARTICLES/100729548/1350?Title=
Man-killed-in-pot-garden-raid 

64. July 27, Boston Globe – (Massachusetts) Gloucester closes public woods over fire 
risks. The city of Gloucester, Massachusetts ordered all its public woods closed until 
further notice July 27 amid fears that dry air and low humidity could spark forest fires. 
Officials warned that many parts of the state were also at risk. All 3,000 acres of public 
woodlands within Gloucester as well as the Norton Memorial Forest were closed, 
according to an emergency declaration signed by Gloucester’s mayor. The fire chief 
called the closure necessary given the dryness of the woods and the heavy activity from 
hikers and bikers. The woods would be closed until the area receives at least three 
consecutive days of heavy rain. 
Source: 
http://www.boston.com/news/local/breaking_news/2010/07/gloucester_clos.html 

65. July 27, Associated Press – (New Jersey) N.J. forest fire burns 670 acres of 
Pinelands. A forest fire in the New Jersey Pinelands that had burned 670 acres was 
about 60 percent contained July 27. The blaze broke out July 26 in Bass River 
Township. It forced the closure of Bass River State Forest and the evacuation of an 
unknown number of visitors, staff and campers. The park and campground could be 
allowed to reopen July 27. The fire was not threatening any populated areas. But if the 
wind were to change direction, the fire could threaten two small towns, or interfere 
with traffic on the Garden State Parkway. Smoke was blowing across the toll road July 
27, but was not concentrated thickly enough to affect driving. The cause of the fire 
remains under investigation. It began in a swampy area that was inaccessible to 
firefighters. There were 13 fire engines, three bulldozers and two helicopters being 
used by more than 40 firefighters who battled the blaze July 27. 
Source: http://abclocal.go.com/wpvi/story?section=news/local&id=7576943 

[Return to top]  

Dams Sector 

66. July 28, BBC – (International) New flood surge hits China’s Three Gorges 
Dam. Vast amounts of water have been released from behind China’s Three Gorges 
Dam in recent days. The dam faced a second test as floods pushed the water in its 
reservoir to near its capacity, state media said. Heavy rain on the Yangtze River created 
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a surge that neared last week’s record. China’s worst flooding in a decade has killed at 
least 823 people and left 437 missing, authorities said. In the latest developments, 21 
people are feared dead in a landslide, while 37 people are known to have died after a 
bridge collapsed. Engineers at the Three Gorges Dam said the reservoir water level rose 
to 518 feet (158 meters) at 8 a.m. local time July 28, the state-run Xinhua news agency 
said. The maximum capacity is 175 meters. Authorities have warned communities 
downstream to prepare for rising water levels as the dam’s huge spill gates release 
torrents of water. The flow into the dam’s reservoir, however, is lower than last week’s 
peak of 70,000 cubic meters per second. 
Source: http://www.bbc.co.uk/news/world-asia-pacific-10784666 

67. July 27, KCCI 8 Des Moines – (Iowa) 2-year wait to fix DM levee ends. Two years 
after a levee in Des Moines, Iowa, was breached by flood waters, crews started 
construction this week on a permanent fix. In 2008, many homes were destroyed by the 
flood and this summer, dozens had to be evacuated when flooding again threatened the 
area. This week, heavy equipment moved in to start moving ground, taking down trees 
and building the levee. On July 27, trees were being cut down and shredded to make 
way for a new levee at McHenry Park. The city has waited two years for the 2-mile-
long project to begin. The Army Corps of Engineers received the $7 million in funding 
allocated last fall, but the snow melt and heavy rains this spring prevented construction 
from starting. But the urgency increased after the recent flooding. Officials said Hesco 
barriers added in June will remain to protect the neighborhood until the new levee is 
completed. Crews plan to start pumping out the water in the lagoon in the area in the 
next week or two. They will use the dirt from the area to start building up the new 
levee. “We want to stay on course, hope for more dry weather to have this completed 
by September 2011,” the public works director said. 
Source: http://www.kcci.com/news/24413722/detail.html 
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