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Top Stories 

• According to WBBM, a suspicious package left at the front door of the Planned Parenthood 
Center on North La Salle Drive July 22 was one of four incidents that took place in less 
than 24 hours in Chicago. Other incidents included: Suspicious material found inside a 
clerk’s office in the Dirksen Federal Building; a suspicious cylinder found at a bus shelter 
at Columbus and North Water; and a suspicious package discovered on North Wells. (See 
items 31, 37, 54) 

• Reuters reports that the tourism industry in the Gulf of Mexico could suffer for up to three 
years with $22.7 billion in lost revenue because of the largest oil spill in U.S. history, the 
U.S. Travel Association said July 22. (See item 55) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. July 22, The Register – (International) Removing SCADA worm could disrupt power 
plants. Siemens has made a program available for detecting and disinfecting malware 

http://www.dhs.gov/�
http://www.esisac.com/�
http://www.esisac.com/�


 - 2 - 

attacking its software used to control power grids, gas refineries, and factories but 
warned customers who use it could disrupt sensitive plant operations. The Munich-
based engineering company July 22 began distributing Sysclean, a malware scanner 
made by Trend Micro. It has been updated to remove Stuxnet, a worm that spreads by 
exploiting two separate vulnerabilities in Siemens’s SCADA, or supervisory control 
and data acquisition, software and every supported version of Microsoft Windows. 
Stuxnet has infected the engineering environment of at least one unidentified Siemens 
customer, and has since been eliminated, Siemens said. So far, the company said, there 
are no known infections of production plants. The worm spreads whenever a system 
running Siemens’s SCADA software is attached to an infected USB stick. The attacks 
use a recently documented vulnerability in the Windows shortcut feature to take control 
of customer PCs. Once there, the worm takes advantage of default passwords in 
WinCC, the SCADA software provided by Siemens. 
Source: http://www.theregister.co.uk/2010/07/22/siemens_scada_worm/ 

2. July 21, New York Times – (National) Oil companies plan rapid response system to 
gulf spills. Four of the world’s biggest oil companies said July 21 that they were 
committing $1 billion to create a rapid-response system to deal with deep water oil 
spills in the Gulf of Mexico, seeking to restore public confidence in the industry after 
the BP disaster painfully exposed how unprepared the industry was for a major 
accident. The voluntary effort, which involves building a set of modular containment 
equipment that would be kept on standby for emergency use, comes as oil companies 
seek to persuade the U.S. President to lift a temporary ban on deep-water drilling. The 
moratorium was imposed after the Deepwater Horizon drilling rig exploded April 20 
and spewed millions of gallons of oil into the gulf. Officials said the spill served as a 
wake-up call for the industry, which had invested billions of dollars to develop oil and 
gas resources in ever-deeper waters offshore but neglected to devise spill-response 
technology that could be effective in thousands of feet of water. Environmentalists, 
members of Congress and federal and state officials have already made it clear that the 
industry will face tougher regulations when drilling resumes. The emergency response 
plan is part of the oil industry’s effort to show it can improve its safety procedures and 
shape the inevitable rules of conduct that will be imposed. 
Source: http://www.nytimes.com/2010/07/22/business/energy-
environment/22response.html?_r=1&src=mv 

[Return to top]  

Chemical Industry Sector 

3. July 23, WHIO 7 Dayton – (Ohio) New report released in West Carrolton plant 
explosion. A new report about an explosion at a West Carrollton, Ohio plant that 
happened last year at the Veolia Technical Solutions said employees were too close to 
an area where dangerous vapors were being released. The blast seriously injured two 
workers and damaged 25 nearby homes and businesses. The U.S. Chemical Safety 
Board’s report said the accident happened when flammable vapor was released from 
the waste-recycling process, ignited and then exploded. According to investigators, two 
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injured workers were just 30 feet away from that area. The report is calling for new 
safety standards, including revising fire-protection codes. 
Source: http://www.whiotv.com/news/24364540/detail.html 

4. July 22, Arkansas News – (Arkansas) ADEQ oversees cleanup of chemical spill at 
warehouse. During a routine inspection July 19, The Arkansas Department of 
Environmental (ADEQ ) inspectors noticed a pesticide odor coming from a warehouse 
at Haz-Mert, which is currently closed and involved in bankruptcy proceedings. Inside 
the warehouse, inspectors discovered leaking containers of flammable liquids and 
liquid oxidizers. Liquids were moving toward each other on the floor, creating the 
possibility of a fire or other chemical reaction. ADEQ said it issued an emergency order 
directing the bankruptcy trustee in charge of the facility to hire an environmental 
contractor to clean up the spill. Work began at the site July 21. ADEQ said a chemical 
spill at a former waste disposal facility in Rogers, Arkansas is an emergency but is not 
serious enough to require evacuating the area. 
Source: http://arkansasnews.com/2010/07/22/adeq-overseeing-cleanup-of-chemical-
spill-at-rogers-warehouse/ 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

5. July 23, Hazelton Standard-Speaker – (Pennsylvania) Nuke plant unit shut 
down. Unit 1 of the PPL Susquehanna nuclear power plant in Berwick, Pennsylvania 
could be shut down for a long period of time due to flooding. “We don’t have an 
estimate” of when the reactor will be returned to service, a PPL spokesman said. The 
plant’s senior inspector for the Nuclear Regulatory Commission does not think the 
plant will be online anytime soon. “I think they have a long road ahead,” he said. “At 
this point their focus is getting the water out of the affected rooms and into tanks.” The 
reactor was shut down July 16 after about 1 million gallons of Susquehanna River 
water flowed from an 8-foot-diameter pipe leading to the condenser room — where 
steam leaving the turbine is cooled — and damaged equipment in the basement of the 
turbine building. The PPL spokesman said PPL is investigating whether a door 
allowing workers access to the condenser room is the source. The inspector said they 
also are investigating whether a gasket was out of place. “There is one manway that is 
still trickling water,” the inspector said. When plant workers discovered the leak, they 
were forced to cut off water to the pipe manually because computerized systems failed, 
the inspector said. He noted this is not a safety issue though because the plant was 
designed to have the manual option. 
Source: http://standardspeaker.com/news/nuke-plant-unit-shut-down-1.898980 

6. July 23, Associated Press – (Illinois) Tank leaking tritium at LaSalle plant is 
fixed. Exelon Nuclear has fixed a tritium leak found at its LaSalle plant in Seneca, 
Illinois during June. Exelon officials said ultrasound tests on a water tank found no 
problems after three holes about as big as the head of a thumbtack were repaired. The 
tritium was found in a monitoring well in the middle of the LaSalle Station site. The 
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company said it was not found anywhere else, and that no people were in danger 
because of it. 
Source: http://www.whbf.com/Global/story.asp?S=12858729 

7. July 22, Enid News & Eagle – (Oklahoma) Accident closes portion of U.S. 412, 
60. Portions of U.S. 412 and U.S. 60 in Oklahoma were closed for about 4 hours July 
22 following an incident involving a piece of equipment containing the chemical 
cesium. Major County officials contacted the Oklahoma Highway Patrol at 3:58 p.m. 
about the incident, which occurred about one-half mile south of Orienta. Cesium 137, a 
radioactive substance, is used in nuclear-density gauges to test the quality of asphalt 
paving, said the regional engineer for the Asphalt Institute in Oklahoma City. The 
gauges, about one-foot square and several inches high plus a handle, are placed on 
newly rolled asphalt for density tests about 24 times per day during an active highway 
paving project. The Troop J commander said an area one-half mile around the incident 
scene — including all roads — was closed as a precaution. The troop commander said 
one of the gauges used to test asphalt was struck by a motorist July 22, and Oklahoma 
Department of Transportation officials were on scene to examine the device and 
determine if any of the chemical had been spilled. The commander said although a spill 
was unlikely, the roads were closed as a precaution. He said no injuries were reported. 
Source: http://enidnews.com/localnews/x1527084109/Accident-closes-portion-of-U-S-
412-60 

[Return to top]  

Critical Manufacturing Sector 

8. July 23, Pittsburgh Tribune-Review – (Pennsylvania) Potter zinc plant explosion 
claims 2. An investigation has begun to determine the cause of an explosion at a 
Beaver County, Pennsylvania zinc-smelting plant July 22 that killed two workers and 
injured a third. The blast rocked Horsehead Corp.’s sprawling plant in Potter along the 
Ohio River near Monaca about 4:30 p.m. The injured worker was taken to a medical 
center in Beaver for treatment of a neck injury that was not considered life-threatening. 
Workers said the explosion occurred in the plant’s refinery, where molten zinc is turned 
into zinc oxide, in an area where natural gas and carbon monoxide are used to oxidize 
the molten zinc. The molten zinc is placed on a series of trays and snaked through a 
brick heating column until the oxidation process is completed, workers explained. 
Horsehead operates the nation’s largest zinc smelter in its Potter plant, producing zinc 
metal and zinc oxide, according to the company’s Web site. 
Source: http://www.pittsburghlive.com/x/pittsburghtrib/news/s_691592.html 

9. July 23, The Register – (Michigan) Couple charged over hybrid car industrial 
espionage plot. A Troy, Michigan couple faces charges of stealing industrial secrets on 
hybrid cars from GM before attempting to sell the data to a Chinese auto manufacturer. 
A former GM worker and her husband have been charged with four offenses, including 
unauthorized possession of trade secrets and wire fraud under an indictment unsealed 
July 22. GM reportedly places a value of $40 million on the stolen documents. The 
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former GM worker allegedly copied thousands of sensitive documents onto a hard disk 
after she was offered a severance agreement in January 2005. This hard drive was used 
by Millennium Technology International, a firm run by the two defendants, which 
months later allegedly offered hybrid-vehicle technology to Chery Automobile in 
China. The circumstances of the case raise serious questions about the security controls 
applied by GM to safeguard its research around the time of the alleged data theft. In 
May 2006, the couple’s home was raided, leading to the recovery of computers 
containing industrial secrets, according to prosecutors. 
Source: http://www.theregister.co.uk/2010/07/23/hybrid_car_espionage_scam/ 

[Return to top]  

Defense Industrial Base Sector 
 

Nothing to report 
 
[Return to top]  

Banking and Finance Sector 

10. July 23, WHDH 7 Boston – (Massachusetts) ‘Backstreet Bandit’ sought in bank 
robberies. The FBI is asking for help in tracking down suspect in several bank 
robberies in Massachusetts known as the “Backstreet Bandit.” He has been spotted 
wearing a fedora-style hat and flashy clothes similar to a member of pop group the 
Backstreet Boys. In all the robberies, he has allegedly handed the teller a manila 
envelope, and then demanded money. The suspect was caught on surveillance camera 
allegedly robbing three banks in Malden, Revere and Saugus since June. The most 
recent crime happened July 19. 
Source: http://www1.whdh.com/news/articles/local/12001757564862/ 

11. July 23, WIVB 4 Buffalo – (National) Five indicted for bank fraud conspiracy. Five 
people have been in indicted for bank fraud conspiracy that spanned from July 2009 
until December 2009. A federal grand jury in Buffalo, New York has returned a four-
count indictment charging the five suspects, all residing in New York or Florida, with 
conspiracy to commit bank fraud. The five are also charged with production and use of 
counterfeit-access devices, possession of device-making equipment and aggravated 
identity theft. The charges carry a mandatory minimum penalty of two years in prison 
and a maximum of 30 years, a fine of $1 million or both. An assistant U.S. attorney 
said, they fraudulently obtained the credit and debit account numbers of hundreds of 
individual bank customers, used those account numbers to produce hundreds of 
counterfeit credit and debit cards, and then used those counterfeit cards to fraudulently 
cash from ATMs. Those cash machines were located at the Seneca Niagara Casino, the 
Seneca Allegany Casino, the Salamanca Bingo Hall and various other casinos located 
throughout the country. In total, the defendants, and other co-conspirators withdrew a 
total of $510,500 using the counterfeit cards. 

http://www.theregister.co.uk/2010/07/23/hybrid_car_espionage_scam/�
http://www1.whdh.com/news/articles/local/12001757564862/�


 - 6 - 

Source: http://www.wivb.com/dpp/news/southern_tier/Five-indicted-for-bank-fraud-
conspiracy 

12. July 22, DarkReading – (National) Tokens a tempting option for securing 
cardholder data. As merchants and credit-card processors continue to struggle with 
securing cardholder data for the sake of PCI compliance and overall brand protection, 
many are increasingly turning to tokenization technology as a way to reduce the scope 
of risks. But vendors in the burgeoning market are still skirmishing over technology 
definitions and standards. Meanwhile, Visa recently released a best-practices guide to 
relieve confusion about tokenization and help merchants, processors, acquirers, and 
others in the payment ecosystem understand how to comply with PCI via tokenization. 
Tokenization is used to replace live cardholder personal account numbers (PANs) in 
databases with stand-in values that are meaningless to data thieves, but can be cross-
referenced to real data if necessary. Compared to full encryption products, tokenization 
is often much easier to deploy and is less likely to disrupt applications that tap into 
databases for customer information. With the allure of easier deployment and smoother 
interaction with applications, tokenization’s biggest draw is the fact it can dramatically 
reduce the need for costly PCI audits. An analyst for Forrester Research calls the 
complete elimination of cardholder data from merchant databases the “Holy Grail” of 
PCI — and something that can be accomplished if merchants transfer risk to card 
processors, which are increasingly teaming up with tokenization vendors or developing 
home-grown technology to offer encryption and tokenization services. 
Source: 
http://www.darkreading.com/database_security/security/encryption/showArticle.jhtml?
articleID=226200073 

13. July 22, Chicago Southtown Star – (Illinois) Feds crack $35M mortgage fraud 
scheme. A south Chicago man is among seven people indicted July 22 in an alleged 
$35-million mortgage fraud scheme involving more than 120 residential properties, 
most on the South Side. The suspect of South Holland allegedly bought and sold 
homes, recruiting others to act as purchasers, costing lenders and financial institutions 
at least $16 million in losses on mortgage loans that were not repaid or fully recovered 
through foreclosure, according to a release from the U.S. Attorney’s office. Also 
indicted, according to the release, were six other suspects. The main suspect, 44-years-
old, who operated various businesses including a property-renovation company called 
Jireh Development in South Holland, was arrested July 20 by FBI agents and U.S. 
Postal Service inspectors. He was charged with mail, wire and bank fraud in an 18-
count indictment returned by a federal grand jury last week and unsealed following his 
arrest. The six other defendants are each charged with one or more counts of fraud in 
the same incident. They are scheduled for arraignment at 11 a.m. July 27. The scheme 
allegedly ran between June 2004 and May 2008. According to the indictment, the 
defendants provided false real estate loan applications and supporting documents to 
banks and lenders on behalf of prospective purchasers, knowing the individuals, whom 
they had recruited, could not or did not intend to fully repay. The main suspect and the 
others referred and recruited individuals to buy homes by promising they would not 
have to use any of their own money for down payments or deposits, and would be paid 
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to act as purchasers and attend closings. They were also told they would not have to 
make any payments on the mortgages and that the homes were ready for occupancy or 
renovation, the release said. 
Source: http://www.southtownstar.com/news/2524640,072210-mortgagefraud.article 

14. July 22, Bellingham Herald – (Washington) Text message scam targets North Coast 
Credit Union users. Bellingham, Washington police are warning the public about a 
text message scam targeting North Coast Credit Union account holders who are also 
Nextel phone subscribers. The text messages went out sometime late July 21 said a 
spokesman for the Bellingham Police Department. The messages tell account holders 
that their accounts have been compromised and direct them to call a certain phone 
number. When they do, they are asked for their 16-digit card number, plus PIN. North 
Coast Credit Union received more than 100 calls from account holders July 22 asking 
whether the text messages were real or a scam, said the credit union’s senior vice 
president and chief operations officer. Only one person so far was known to have 
entered their personal account information through the scam phone number. That 
person did not lose any money because the credit union canceled the card. 
Source: http://www.bellinghamherald.com/2010/07/22/1537089/text-message-scam-
targets-north.html 

[Return to top]  

Transportation Sector 

15. July 23, Associated Press – (Wisconsin) Flooding closes airport, opens sink hole in 
Wisconsin. Powerful thunderstorms and heavy rain caused widespread flooding in 
southern Wisconsin July 22, closing down Milwaukee’s airport and opening up a giant 
sinkhole, and two people were hospitalized after being struck by lightning. The 
National Weather Service reported several tornadoes. At the height of the storm, a 
massive sinkhole swallowed a Cadillac Escalade at an intersection near downtown 
Milwaukee, and parts of the city saw up to 7.5 inches of rain in just two hours, 
according to the state division of emergency management. Dozens of flights were 
canceled at Milwaukee-General Mitchell International Airport, which closed around 
9:30 p.m. when flood-waters began covering parts of the runways, an airport 
spokeswoman said. At one point, flooding also blocked outdoor ticketing and baggage 
claim areas. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/07/23/AR2010072301833.html 

16. July 23, International Business Times – (National) FAA fails to act on Northwest 
Airlines’ breach of safety rules, says report. Northwest Airlines violated more than 
1,000 Federal Aviation Administration (FAA) safety directives, a letter addressed to the 
U.S President by the U.S. Office of Special Counsel (OSC) said. The report submitted 
to OSC by the Secretary of Transportation, substantiated a whistleblower’s earlier 
allegations that FAA inspectors continued to work collaboratively with Northwest to 
resolve deficiencies. In 2008, an FAA inspector alleged that the carrier did not have 
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adequate policies and procedures in place to ensure compliance with safety regulations. 
He also alleged that FAA inspectors who oversaw the safety requirements declined to 
pursue legal enforcement actions with civil penalties or legal action by accepting 
voluntary disclosures of non-compliance in contravention of FAA policy. The 
Transportation Secretary’s report showed that the FAA inspectors allowed the carrier to 
submit numerous voluntary disclosures of non-compliance despite Northwest’s history 
of non-compliance for more than a decade. In response to the findings, the FAA 
Administrator established a review team to oversee the carrier’s compliance and 
proposed disciplinary action against two Northwest managers. 
Source: http://www.ibtimes.com/articles/37859/20100723/northwest-airlines-delta-
united-airlines-continental-osc-obama-faa-transportation-secretary-administ.htm 

17. July 23, Associated Press – (National) FAA to fine Continental over plane’s landing 
gear. The Federal Aviation Administration (FAA) July 22 proposed fining Continental 
Airlines $325,000 for operating a plane on at least a dozen flights without fixing a 
problem with its landing gear. The crew of a Continental Boeing 737 flying from 
Houston to Los Angeles in December 2008 saw a warning light related to the plane’s 
right main landing gear, but decided after discussing the problem with the airline’s 
maintenance department to continue the flight, the FAA said. After takeoff, the flight 
wound up being diverted to Phoenix after the crew noticed the plane was burning 
excessive fuel. On the ground, Continental maintenance workers inspected the landing 
gear but did not make a required entry in the plane’s maintenance log or any other 
maintenance record about the abnormal landing gear indication. The airline wound up 
operating the plane on at least 12 more passenger flights before mechanics addressed 
the problem with the landing gear, a violation of federal regulations. 
Source: http://www.sltrib.com/sltrib/money/49581230-79/gear-landing-plane-
continental.html.csp 

18. July 23, Monroe News Star – (Louisiana) Explosion damages seven buses. The 
Ouachita Parish Schools transportation supervisor said when a bus exploded the 
evening of July 21 at the district’s garage on Thomas Road in West Monroe, Louisiana 
the noise could be heard on Well Road nearly 3 miles away. A resident of the 
neighborhood reported the fire at about 11 p.m. The buses were parked behind a locked 
fence at the garage and had not been driven in the past two weeks. The official said the 
blaze spread to three buses parked beside the first and eventually included seven. 
Employees were able to move other buses to prevent the fire from spreading. The 
transportation supervisor said the vehicles, which now are “just a black shell,” were 
some of the newer buses in the district’s fleet. With the start of school just over three 
weeks away replacing the buses will be a challenge. The buses served mainly West 
Monroe High School and West Ridge Middle school. Although the district has extra 
buses in its fleet, the official said that it is necessary to have additional buses available 
at all times in case of emergencies on the road or activity trips. The Ouachita Parish fire 
investigator said the cause of the fire, which he believes could be arson or electrical, is 
under investigation. The transportation supervisor places the value of the buses 
destroyed at $650,000. 
Source: http://www.thenewsstar.com/article/20100723/NEWS01/7230315 
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19. July 22, WFOR 4 Miami – (Florida) Parts of Metromover to reopen 
Friday. Following a Miami-Dade Transit inspection, Miami’s Metromover will resume 
regular service of the Inner Loop and the Omni segment of the Outer Loop at 5 a.m. 
July 23. The Brickell segment of the Outer Loop, however, will remain closed until 
further notice, Miami-Dade Transit officials said. Miami-Dade Transit is providing free 
shuttle bus service to those who usually take the Metromover. CBS4 News has learned 
that a July 20 accident on the Metromover is being investigated by the National 
Transportation Safety Board and the Florida Department of Transportation. Transit 
officials had shut the system down after two of the automated cars collided July 20 
during rush hour at the Brickell Station, located in the 1200 block of SW 1st Avenue. 
Officials said one car collided with another as it was stopped at the Brickell Station 
platform. A total of 40 passengers were injured. Sixteen of them had to go to the 
hospital for treatment. None were seriously hurt. Officials are not sure what caused the 
malfunction, but riders said something went wrong when their car was stopped and the 
doors would not open. That is when they say the second car was seen traveling toward 
them without stopping. 
Source: http://cbs4.com/local/Metromover.Accident.Injures.2.1818670.html 

20. July 22, Truckinginfo.com – (National) GAO: Highway bridge program needs more 
work. In a recent study, the Government Accountability Office (GAO) said much work 
remains to be done on the federal Highway Bridge Program (HBP), as one in four 
bridges in the U.S. is either structurally deficient and needs repair or functionally 
obsolete. GAO said that while the condition of the nation’s bridges are improving 
somewhat, the DOT could take further actions to enhance the impact of federal 
investment. For Fiscal Year 2010, states were given about $7 billion through the HBP. 
“The HBP does not fully align with GAO’s principles for re-examining surface 
transportation programs in that the program lacks focus, performance measures, and 
fiscal sustainability,” GAO’s report said. The HBP is not focused on a clearly identified 
national interest, GAO said. In other words, rather than improving deficient bridges, 
funding has been going towards preventive maintenance and other projects, which 
could include almost any bridge. 
Source: http://www.truckinginfo.com/news/news-detail.asp?news_id=71090 

For more stories, see items 7 and 54  
 
[Return to top]  

Postal and Shipping Sector 

21. July 23, Seattle 911 – (Washington) White powder prompts brief lockdown at 
federal courthouse. The federal courthouse in Seattle was on a brief lockdown July 22 
after a white powder was found in the mailroom. Seattle firefighters were called at 2:17 
p.m., just before the accused “Barefoot Bandit” — who was arrested recently and is 
suspected in the theft of at least five small aircraft, two cars and a boat, often fleeing 
the scene of his crimes barefoot — was to make an appearance in the courthouse. A 
hazardous materials response team from the fire department is investigating, a fire 

http://cbs4.com/local/Metromover.Accident.Injures.2.1818670.html�
http://www.truckinginfo.com/news/news-detail.asp?news_id=71090�


 - 10 - 

department spokeswoman said. 
Source: http://blog.seattlepi.com/seattle911/archives/215495.asp 

[Return to top]  

Agriculture and Food Sector 

22. July 23, Canadian Press – (International) Headcheese salmonella outbreak sickens 
18 in Ontario and B.C. Canadian federal health officials are issuing a warning about a 
salmonella outbreak involving headcheese that has sickened 18 people in British 
Columbia (B.C.) and Ontario, Canada. The Public Health Agency of Canada said 
people should not eat Freybe brand headcheese produced by G. Brandt Meat Packers in 
Mississauga, Ontario. Headcheese is made from meat from the head of a pig and is 
combined with gelatin and spices. It was distributed nationally by Freybe Gourmet 
Foods Ltd., but it is sliced and packaged at deli counters in various stores so consumers 
may not be aware of the brand they bought. Health officials said there are 17 confirmed 
cases of illness in B.C. and one confirmed case in Ontario, mostly involving the 
elderly. Last week, the B.C. Centre for Disease Control issued a warning about 
salmonella involving the Freybe brand of headcheese as illnesses started appearing in 
the province. 
Source: http://www.thestar.com/article/839279--headcheese-salmonella-outbreak-
sickens-18-in-ontario-and-b-c 

23. July 23, Bloomberg – (National) Bug-eating bats bite the dust, endangering U.S. soy, 
corn crops. The loss of swaths of the U.S. bat population may threaten corn and 
soybean crops and other parts of the U.S. agriculture and timber industries, said a 
conservation advocate at the Center for Biological Diversity in Tucson, Arizona. Bats 
help control insect pests, eating as much as two-thirds of their body weight per night. 
Hundreds of caves and 30,000 abandoned mines in the West and Midwest may be 
closed as part of a government plan to protect bat from man. The cave closings may 
come “as early as this week,” according to a U.S. Forest Service spokeswoman, and are 
the latest efforts to combat a disease called White Nose Syndrome that decimated bat 
communities in 13 states and two Canadian provinces. The disease, perhaps caused by 
a fungus, may spread to more states as hikers and tourists inadvertently carry spores on 
their clothing. 
Source: http://www.businessweek.com/news/2010-07-23/bug-eating-bats-bite-the-dust-
endangering-u-s-soy-corn-crops.html 

24. July 23, Associated Press – (California) Vandal uses pesticide to kill 200,000 
honeybees. A beekeeper says someone deliberately wiped out two hives in San 
Francisco, using a household pesticide to kill 200,000 honeybees. The owner said the 
two mature bee colonies kept at Hayes Valley Farm were destroyed the week of July 
19. Her nonprofit San Francisco Bee-Cause placed the hives on the farm as part of an 
urban pollination project. She said household pesticide was sprayed into vents on the 
sides of the hives. The dead bees were discovered July 20 and a police report was filed. 
Organizers of the farm believe the attack was not the result of teenagers but instead an 
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adult who lives nearby. 
Source: 
http://content.usatoday.net/dist/custom/gci/InsidePage.aspx?cId=visaliatimesdelta&sPa
ram=34117935.story 

25. July 22, KLTV 7 Tyler – (Texas) Sonic closed following health inspection, police 
investigating. Health department officials inspected and then suspended a Sonic in 
Tyler, Texas, after a person reported getting sick from a “slush” drink bought at the 
restaurant. Based upon information provided to Sonic, the local health department and 
police department have opened an inquiry to investigate an allegation that the local 
Sonic Drive-In may be involved in a food-borne illness or food-tampering incident. 
Tyler police confirmed they are conducting an open investigation to determine if any 
criminal offense occurred. The franchisee who owns and operates the drive-in 
immediately notified their insurance company to open an investigation upon learning 
about the allegation, and before the health department or police department was 
involved. The franchisee is cooperating and communicating regularly with local 
authorities with respect to this allegation. The investigation is not yet complete and the 
cause of any potential illness is not known at this time. 
Source: http://www.kltv.com/Global/story.asp?S=12855838 

For another story, see item 52  
 
[Return to top]  

Water Sector 

26. July 23, WTVF – (Tennessee) Water outage in two Robertson county 
communities. Some residents of Robertson County, Tennessee, are dealing with a 
water outage. Officials with Cedar Hill Water Systems said the outage happened 
around 6:30 p.m. July 22. Crews spent the night looking for the source of the problem 
and discovered it July 23 on Glen Raven Road in Adams. Officials said the leak is 
sizable and it will take some time to fix. They are telling residents in the area to avoid 
water consumption if possible. There are about 1,000 residents in Cedar Hill and 
Adams that have not had water since the night of July 22. Officials plan to set up 
temporary shelters and cooling stations for people who need water. 
Source: http://www.newschannel5.com/Global/story.asp?S=12858528 

27. July 23, Natchez Democrat – (Louisiana) Pipe failure causes problems in 
Ferriday. After taking a two-month break from years of woes, Ferriday, Louisiana is 
back under a state of emergency because of the water plant. The water is still safe to 
drink, but a pipe failure is undermining the plant’s foundation, the Ferriday mayor said. 
The problem pipe is the plant backwash line, which runs under the floor and apparently 
collapsed earlier this week, the water supervisor said. “Monday (July 29), the operator 
called me and said that water was backing into the plant,” he said. “The drain is good 
but the underdrain has caved in. After 20 years of backwashing, chlorine and potassium 
permanganate is corrosive.” The backwash line is not for treated water, and so the 
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quality of the town’s drinking water will not be affected. Because the drain is not 
working, water is backing into the plant and under the foundation, a hazardous 
combination because it could cause electrical equipment to short out or — if the 
foundation collapses — could break off the water lines that feed into the treatment 
facility, effectively killing Ferriday’s water service. 
Source: http://www.natchezdemocrat.com/news/2010/jul/23/pipe-failure-causes-
problems-ferriday/ 

28. July 22, Lower Hudson Journal News – (New York) White Plains water main won’t 
be fixed today. A 12-inch water main broke July 22 in White Plains, New York 
gushing 1 million gallons of water into the streets before officials shut it off. The break 
at Martine Avenue and Dr. Martin Luther King Jr. Boulevard happened around 4 a.m. 
and blew a 10- by 15-foot hole in the road, said the public works commissioner. Both 
streets near the Westchester County Courthouse, Galleria mall and White Plains library 
were shut down as workers cleared mud and debris off the road. Traffic lanes started to 
reopen after the water was shut off around 5 a.m. Mud still coated parts of Martine as 
the morning rush hour began, but the roads were passable. There was no flooding 
damage to nearby buildings, and water service was not interrupted. A crew was on 
scene this morning excavating chunks of pavement from the gaping hole in the 
intersection. The public works commissioner said the 41-year-old iron pipe had at least 
two tears, and would not be fixed before July 23. The road will be fixed within three to 
four days. Officials were still investigating the cause of the break. 
Source: http://www.lohud.com/article/20100722/NEWS02/7220388/-
1/newsfront/White-Plains-water-main-won-t-be-fixed-today 

For another story, see item 60  
 
[Return to top]  

Public Health and Healthcare Sector 

29. July 23, WANE 15 Fort Wayne – (Indiana) West Nile virus back in 
Indiana. According to the Indiana State Health Department, this year’s first signs of 
the West Nile virus have been seen in the state. Allen, Hamilton, Marion and 
Montgomery counties had mosquitoes test positive for West Nile virus. The health 
department said the West Nile virus is commonly found throughout the state each 
summer, so it is expected to see activity in more counties as the season progresses. In 
2009, West Nile virus was found in mosquitoes in 24 Indiana counties. West Nile Virus 
usually causes a mild form of the illness, which can include fever, headache, body 
aches, swollen lymph glands, or a rash. However, a small number of individuals can 
develop a more severe form of the disease with encephalitis or meningitis and other 
neurological syndromes, including flaccid muscle paralysis. Some individuals may die 
from the infection. Health officials said that although individuals over age 50 are at 
greatest risk for serious illness and even death from West Nile virus, people of all ages 
have been infected with the virus and have had severe disease. Since 2002, when 
Indiana had its first human case of West Nile virus, more than 20 Hoosiers have died 
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from the illness. West Nile virus is transmitted to humans by mosquitoes that have first 
bitten an infected bird. A person bitten by an infected mosquito may show symptoms 3 
to 15 days after the bite. 
Source: http://www.wane.com/dpp/health/WEST-NILE-VIRUS-BACK-IN-INDIANA 

30. July 22, Infosecurity – (Massachusetts) South Shore Hospital data breach may affect 
up to 800,000; contractor named. Earlier this week, Massachusetts-based South 
Shore Hospital informed patients, employees, and others affiliated with the institution 
that personal information may have been exposed when it contracted a data 
management firm to dispose of outdated files. Now comes news that the company the 
hospital used was Archive Data Solutions, according to records from the Department of 
Health and Human Services. A lengthy list of those affected includes patients, 
employees, donors, volunteers, vendors, and other partners — up to 800,000 in all, 
from January 1996 through January of this year. A host of personal information was 
contained on the files, from driver’s license numbers, Social Security numbers, medical 
records, and banking details for what South Shore said is “a small subset.” 
Source: http://www.infosecurity-us.com/view/11177/south-shore-hospital-data-breach-
may-affect-up-to-800000-contractor-named/ 

31. July 22, WBBM Chicago – (Illinois) Authorities investigate string of bomb scares. A 
suspicious package was left at the front door of the Planned Parenthood Center on 
North La Salle Drive in Chicago July 22. “This is for all the doctors and what you do 
for women,” a note said. Inside the box was a newspaper and a dead possum. On July 
3, a package with the same message was left in a planter outside Family Planning 
Associates Medical Group on North Elston. That box had a dead skunk in it. What 
happened at Planned Parenthood was just one of four similar incidents that took place 
in less than 24 hours in Chicago. The fire department was called to the Dirksen Federal 
Building, where suspicious material was found in an envelope inside a clerk’s office on 
the 20th floor. It was determined not to be a threat. Also, overnight, officers found a 
suspicious cylinder at a bus shelter at Columbus and North Water. A bomb and arson 
robot was used to check it out, and the cylinder was blown up. A suspicious package 
was also discovered on North Wells in Old Town July 21. That package turned out to 
be a radio speaker in a box. Planned Parenthood has several surveillance cameras 
outside their building. The organization has given the tape to law enforcement. 
Source: http://cbs2chicago.com/topstories/bomb.scares.Dirksen.2.1820040.html 

32. July 22, Associated Press – (International) Mexico worried by rise in hemorrhagic 
dengue. Mexico is facing a sort of perfect storm of floods that breed mosquitoes, 
prompting a big increase in the number of hemorrhagic dengue cases, the country’s top 
epidemiological official said July 21. The disease’s Type 2 strain, which makes people 
who have already had the Type 1 variant more vulnerable to developing the 
hemorrhagic form, is now in the Gulf coast state of Veracruz and moving north toward 
the region on the U.S. border. Type 1 is already present in border states like 
Tamaulipas, which suffered extensive flooding in the weeks after Hurricane Alex made 
landfall June 30. Cases of the milder, classic form of dengue fever in Mexico have 
declined slightly since 2009. But the more serious hemorrhagic form has spiked to 
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about 1,900 cases this year, compared with about 1,430 in the same period of 2009. 
Only 16 people have died this year from the hemorrhagic form, but the seriousness of 
the disease makes it a concern. 
Source: http://www.google.com/hostednews/ap/article/ALeqM5jCJkt8A_u7NyFY4b-
aW6Zvzk2s1gD9H3N0CO3 

33. July 22, Hattiesburg American – (Mississippi) Package had cell phone attached. A 
suspicious package with a cell phone attached to the top of it was found July 22 at the 
Southern Bone & Joint medical facility in Hattiesburg, Mississippi. There was a 
substance inside the 6-inch by 6-inch package, but no bomb components other than the 
phone. The package was found in the rear stall of a bathroom. Bomb squad members 
used a water cannon in its efforts to disrupt the mechanism. The package was then 
brought to the facility’s parking lot and blown up. Employees of Southern Bone & Joint 
and Nicholson and Company were being allowed back in their buildings around 5 p.m. 
The contents of the package are unknown. 
Source: 
http://www.hattiesburgamerican.com/article/20100722/NEWS01/100722023/Package+
had+cell+phone+attached 

For another story, see item 50  
 
[Return to top]  

Government Facilities Sector 

34. July 23, Stars and Stripes – (International) Yokota looks to resolve power woes by 
July 31. The power problems that have plagued the east side of the Yokata Air Base in 
Tokyo since early July should be resolved next week with the activation of a new 
transformer, according to base officials. But workers will shut off the power on that 
side of the base from 6 a.m. to 6 p.m. July 31 to complete the project, a spokeswoman 
for the U.S. Air Force base said July 23. One of the two remaining transformers 
powering the east side was so close to capacity earlier this week that base officials 
asked east-side residents to conserve energy until the repair. The east-side power 
substation flooded after a heavy rain July 5 that also submerged the basements of 
building 4303 and two other apartment towers. About 1,000 homes lost power, 
although most had power restored within a day. However, 4303 remained in the dark 
for 10 days after the flooding and is still being powered by a generator. A new 
transformer has been installed in the building and will be tested July 31. Officials 
expect the building to switch over to commercial power that day. Nearly 400 residents 
were evacuated at the height of the outage. The base commander has since said Yokota 
needs heavy-duty generators to handle future outages. 
Source: http://www.stripes.com/news/yokota-looks-to-resolve-power-woes-by-july-31-
1.112074 

35. July 22, Federal Computer Week – (National) Nearly all major federal agencies use 
social media, GAO says. Nearly all major federal agencies now have a social media 
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presence and are beginning to deal with the privacy, security and information-
management problems presented by Facebook, Twitter, YouTube and other new media, 
officials said at a House hearing July 22. Twenty-two out of 24 major federal agencies 
now use Facebook, Twitter and YouTube, the director of information security issues 
for the Government Accountability Office, told the House Oversight and Government 
Reform Committee’s Information Policy, Census and National Archives 
Subcommittee. Although the Web 2.0 and social media have become more popular in 
government, for both internal and external use, agencies have problems managing 
privacy, security, records management and freedom of information regulations, the 
director said. For example, the agencies are working to apply the Privacy Act of 1974, 
which protects personally-identifiable information, to social networking sites. There 
also are problems in determining how to appropriately limit collection and use of 
personal information, and how and when to extend privacy protections to information 
collected and used by third-party providers of Web 2.0 services, the director said. 
“Personal information needs to be safeguarded from security threats, and guidance may 
be needed for employees on how to use social media Web sites properly and how to 
handle personal information in the context of social media,” he said. In addition, Web 
2.0 technologies, such as wikis and Facebook pages, present problems for federal-
records management and maintaining public access to information. Agencies may find 
it difficult to assess whether public comments on a wiki or a Facebook page are part of 
the official record and must be preserved, and how often the comments must be 
captured. This also contributes to problems in responding to Freedom of Information 
Act requests, especially with regard to social media sites run by third parties, such as 
Facebook, Twitter and YouTube. 
Source: http://fcw.com/articles/2010/07/22/nearly-all-major-federal-agencies-now-
using-social-media-gao-says.aspx 

36. July 22, Associated Press – (International) University of Colorado temporarily 
cancels Mexico study abroad trips over safety concerns. The University of Colorado 
in Boulder (CU) said it has temporarily canceled its study abroad programs in Mexico 
over concerns of rising cartel violence. CU’s interim provost said July 22 the programs 
to Jalisco, Monterrey, Oaxaca and Guanajuato were called off and students planning to 
go were notified of the change last week. The schools said only a handful of students 
were planning to go to Guadalajara, in Jalisco, and to Guanajuato. No students were 
planning to study in Oaxaca or Guanajuato in the summer or fall. The school said it 
also canceled a field trip into Mexico scheduled this week for students in CU’s 
International and National Voluntary Service Training program. It is unclear when the 
study abroad programs will resume. 
Source: http://www.kdvr.com/news/sns-ap-co--colostudyabroad,0,4862505.story 

37. July 22, WBBM 2 Chicago – (Illinois) Suspicious items found at Dirksen federal 
building. Unidentified suspicious material was discovered in an envelope at the 
Dirksen Federal Building in Chicago July 22. The material has since been deemed safe. 
The fire department called a level 1 hazardous materials response for the items, which 
were found on the 20th floor of the federal courthouse at 219 S. Dearborn St. sometime 
shortly after 10 a.m. The 20th floor houses courtrooms, as well as judges’ and clerks’ 
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offices. Sources tell CBS 2 an envelope with a suspicious substance was found in a 
clerk’s office. The situation was secured at 10:55 a.m. and the envelope was deemed 
safe. It has not yet been learned exactly what the substance was. Fire trucks were seen 
pulling up outside the courthouse. Many high-profile court cases and trials are 
underway in the building, including that of the deposed former Illinois governor. The 
building was not evacuated. 
Source: http://cbs2chicago.com/local/dirksen.suspicious.package.2.1819025.html 

For more stories, see items 18 and 21  
 
[Return to top]  

Emergency Services Sector 

38. July 23, Homeland Security Today – (International) Merida Initiative in need of 
performance metrics. The report titled Merida Initiative: The United States Has 
Provided Counternarcotics and Anticrime Support but Needs Better Performance 
Measures found that the program, a $1.6-billion effort aimed at supporting law 
enforcement activities through collaboration between various U.S. government 
agencies including The Department of State, Department of Homeland Security (DHS) 
and Department of Justice (DOJ), does “not include outcome performance measures 
that indicate progress toward achieving strategic goals.” The Merida Initiative is one of 
several related U.S. government efforts to engage the battle against crime in the region, 
including The Southwest Border Initiative, a cooperative effort by the Drug 
Enforcement Administration (DEA), the Federal Bureau of Investigation (FBI), 
Customs and Border Protection (CBP), Immigration and Customs Enforcement (ICE), 
and U.S. Attorney’s offices. Under the program as of March 31, 2010 the United States 
had made several deliveries of equipment and training in Mexico and Central America, 
according to the report, including five Bell helicopters, biometric equipment, 
immigration computer equipment and software, forensics lab equipment, and canines. 
In addition, the United States has assisted in training over 4,000 police graduates from 
Mexico’s federal police training facility, the academy at San Luis Potosi. In Central 
America, the United States has provided over 60 contraband-detection kits, police 
vehicles, and training. With assistance from other U.S. agencies like Customs and 
Border Protection (CBP) and Alcohol, Tobacco and Firearms (ATF), The Department 
of State is helping to develop canine academies in Mexico. 
Source: http://www.hstoday.us/content/view/14078/149/ 

39. July 23, Associated Press – (Oklahoma) FAA: 2 killed in Okla. medical helicopter 
crash. A medical helicopter on its way to pick up a patient crashed in a secluded field 
in central Oklahoma July 22, killing the pilot and one of the two nurses on board, 
authorities said. The helicopter was en route from Integris Baptist Medical Center in 
Oklahoma City to a hospital about 90 miles away in Okeene when it went down about 
8 p.m. near Kingfisher, said a Federal Aviation Administration spokesman. Kingfisher 
is about 50 miles northwest of Oklahoma City. 
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Source: http://www.google.com/hostednews/ap/article/ALeqM5hoMftQjB-
XvNYugDcwnHqM3LOY4gD9H4PI5G0 

40. July 23, WRTV 6 Indianapolis – (Indiana) Teen charged with pointing laser at police 
helicopter. An 18-year-old man has been charged with pointing a laser at an Indiana 
State Police helicopter. A trooper and pilot sergeant were flying back to Indianapolis 
after a late-night aerial search in Clark County in early June when the pilot said he 
noticed a green light on the door of the helicopter. The pilot, who said he thought the 
light was from a fixed wing aircraft, took evasive action to avoid a mid-air collision, 
only to have the light reappear in the cockpit a short time later. The pilot got a GPS 
location and state police searched on the ground in the area, but they did not find 
anything. Police said further investigation in conjunction with the FBI led them to a 
North Vernon man, who was arrested July 22. He was preliminarily charged with one 
count of criminal recklessness. 
Source: http://www.theindychannel.com/news/24367085/detail.html 

41. July 21, Associated Press – (Alaska) Coast Guard training prompt 911 calls in 
Alaska. To some 911 callers, it looked like a fiery plane crash just offshore of 
downtown Anchorage, Alaska. Others thought it was a boat in trouble. The Coast 
Guard was practicing shooting emergency flares during a rescue exercise July 20, but 
no one informed city authorities who hustled fire crews to the scene after getting as 
many as half a dozen reports from worried callers. The Coast Guard said this will not 
happen again. A petty officer said such yearly training exercises are usually conducted 
at a range at nearby Fort Richardson, but space was not available for the July 20 flare 
practice. 
Source: http://www.miamiherald.com/2010/07/21/1741205/coast-guard-training-
prompt-911.html#ixzz0uQTq88Cw 

42. July 21, Associated Press – (National) Study: U.S. police fatalities increase 43 
percent. A nonprofit group in Washington D.C. said the number of police officers who 
have died in the line of duty is up 43 percent so far this year. The National Law 
Enforcement Officers Memorial Fund released preliminary data July 21. It shows that 
87 officers died in the line of duty between January 1 and June 30. That is compared 
with 61 officers during the first six months of last year. The deaths were spread across 
36 states and Puerto Rico — with California, Texas, and Florida showing the most 
fatalities. Other states included Virginia and Maryland, where a state trooper was 
fatally shot June 11. Among the causes of death were traffic accidents and shootings. If 
the trend continues, 2010 could become one of the deadliest years for U.S. police 
agencies in two decades. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5gbXHLr_eHhpRk9WqYP4nX
MEdwjjQD9H377F00 

[Return to top]  

Information Technology Sector 
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43. July 23, Sophos – (International) Hell Pizza security breach: I’ll have extra 
passwords with that. Hell Pizza, a popular chain of pizza restaurants in New Zealand 
with other branches around the world, has found itself in the embarrassing situation of 
having to admit that a hacker appears to have stolen a large portion of their customer 
database. According to Risky.Biz, more than one hacker has accessed Hell Pizza’s 
poorly secured 400MB database, which has 230,000 entries containing full names and 
addresses, phone numbers, e-mail addresses and passwords. Hell Pizza has posted a 
letter to customers on its Facebook page about the incident. Some customers have 
noted with curiosity that Hell Pizza has posted the communication as a graphical image 
rather than plain text, which would have helped the news be found by search engines 
and indexed across the Internet. 
Source: http://www.sophos.com/blogs/gc/g/2010/07/23/hell-pizza-security-breach-
extra-passwords/ 

44. July 23, The Register – (International) Dell blames staff for malware infection. Dell 
said human error was to blame for mistakes which led it to ship a number of 
replacement server motherboards to customers pre-loaded with spyware. The company 
declined to say whether it was running anti-virus software at its factory but said it had 
taken 16 steps to improve processes. The infection hit replacement PowerEdge 310, 
410, 510 and T410 boards. The direct seller said less than 1 percent of boards were 
affected, and complete new server systems were safe. Dell is still not admitting how the 
W32.Spybot worm got into its systems and onto its hardware. A Dell spokesman said 
the problem was worldwide, but all infected motherboards had now been removed from 
the supply chain and it was already shipping clean boards. He said the spyware would 
only infect people running unpatched versions of Windows without any anti-virus 
software. 
Source: http://www.theregister.co.uk/2010/07/23/dell_malware_update/ 

45. July 23, The New New Internet – (International) Hacker enlists other unwitting 
hackers in scam. Skilled malware writers have found a way for less experienced cyber 
criminals to do their work for them. A new freeware phishing kit being offered in 
hacker forums offers a way to set up fake Web sites and spam e-mails to capture users’ 
legitimate log-in credentials. However, the malware writers are able to siphon off a 
significant portion of entered logi-n credentials, leaving only a few for the cyber 
criminals employing the phishing kit. This allows writers to capture the information 
without having to do the tedious work of setting up spam campaigns. The kit appears to 
have been developed in Algeria and had Arabic-language tutorials but operates in 
English, according to Imperva, a database-security company. “Unlike previous 
phishing kits available for years, this new approach lives in the cloud and relies on 
hackers exploiting other hackers,” according to a blog post by Imperva. “And with the 
new cloud-based approach the infrastructure for this phishing kit never goes away. 
Why? In traditional schemes when you take down a server you take down not only the 
web page but also the back end data collection capability. In this cloud version, data 
collection is hosted separately from the phishing web sites which means hackers only 
need to repost the web front end in a new location to be back in business.” 
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Source: http://www.thenewnewinternet.com/2010/07/23/hacker-enlists-other-
unwitting-hackers-in-scam/ 

46. July 23, The H Security – (International) vBulletin divulges MySQL login. A critical 
security vulnerability in the widely used forum software vBulletin allows attackers to 
easily gain access to any MySQL server running a forum. As a number of blogs report, 
if the term “database” is entered into the FAQ module’s search box, the module hands 
over confidential data on a silver platter. The flaw gives attackers power over the 
forum’s entire database, including access to personal forum user data. The vendor said 
that version 3.8.6 of the software is vulnerable. A patch has already been made 
available. In a brief Google search, The H’s associates at heise Security found countless 
vulnerable sites that were open to attack. 
Source: http://www.h-online.com/security/news/item/vBulletin-divulges-MySQL-
login-1044462.html 

47. July 22, IDG News Service – (International) Virus writers are picking up new 
Microsoft attack. The Windows attack used by a recently discovered worm is being 
picked up by other virus writers and will soon become much more widespread, 
according to security vendor Eset. Eset reported July 22 that two new families of 
malicious software have popped up, both of which exploit a vulnerability in the way 
Windows processes .link files, used to provide shortcuts to other files on the system. 
The vulnerability was first exploited by the Stuxnet worm, discovered on computer 
systems in Iran last month. The highly sophisticated, Stuxnet, targets systems running 
Siemens industrial-control, system-management software. The worm steals SCADA 
(supervisory control and data acquisition) project files from Siemens’ computer 
systems. The newly discovered malware is “far less sophisticated” than Stuxnet and 
“suggests bottom feeders seizing on techniques developed by others,” said a Eset 
researcher writing in a blog post. One of the new samples installs a keystroke logger, a 
tool hackers use to steal passwords and other data, on the victim’s computer. “The 
server used to deliver the components used in this attack is presently located in the 
U.S., but the IP is assigned to a customer in China,” he said. The other variant could be 
used to install one of several different pieces of malicious software. 
Source: 
http://www.computerworld.com/s/article/9179564/Virus_writers_are_picking_up_new
_Microsoft_attack 

48. July 22, DarkReading – (International) Microsoft launches ‘coordinated’ 
vulnerability disclosure program. Microsoft July 22 revealed a new, modified 
approach to how it works with security researchers and handles vulnerability 
disclosures, including working with researchers to publicly release vulnerability details 
of a zero-day flaw when attacks are under way. The director of Microsoft Security 
Response Center said Microsoft is now promoting “coordinated vulnerability 
disclosure” (CVD) and moving toward working more closely with researchers in 
coordinating the release of details on new, unpatched bugs. The director said the term 
“responsible disclosure” had become too emotionally charged and it was time for a 
shift in philosophy. If active attacks are exploiting an unpatched flaw, then it makes 
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sense to alert users about the bug. But Microsoft has not changed its stance against full 
disclosure, where a bug finder releases details of a flaw without the vendor getting a 
shot at patching it first. The director said Microsoft is, however, willing to work with 
researchers who go that route to work on a fix for the flaws they reveal publicly. 
Source: 
http://www.darkreading.com/vulnerability_management/security/vulnerabilities/showA
rticle.jhtml?articleID=226200034 

For another story, see item 1  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

49. July 22, Reuters – (International) Baidu may press claims over hackers: U.S. 
judge. China’s leading search engine, Baidu Inc, can sue its U.S.-based domain name 
service provider, Register.com Inc, for breach of contract, gross negligence and 
recklessness related to an attack by hackers, a U.S. judge ruled July 22. The order in 
federal court in New York allows Baidu to proceed with a lawsuit filed in January. The 
January 11 attack prevented Internet users around the world from gaining access to 
Baidu for 5 hours and disrupted its operations for 2 days, according to the lawsuit. 
Baidu holds the greatest share of the Chinese online search market. Hackers calling 
themselves the Iranian Cyber Army hijacked Baidu’s home page by gaining 
unauthorized access to Baidu’s account at Register. Weeks before, the same hackers 
claimed to do the same thing to popular microblogging site Twitter. Baidu alleged a 
Register.com service representative allowed an intruder, who falsely claimed to be an 
agent of Baidu, access to Baidu’s account even though the intruder provided non-
matching security codes. 
Source: 
http://www.reuters.com/article/idUSTRE66L4K820100722?type=domesticNews 

50. July 22, Santa Maria Times – (California) Cut cable disrupts local phone service. A 
tree trimming crew accidentally cut a fiber optic cable that ran between Solvang and 
Goleta, California July 22, disrupting phone, cell phone, and Internet service to more 
than 8,000 customers, including that of Lompoc Valley Medical Center. A Verizon 
media relations manager said the severed line disrupted his company’s service between 
8 and 11:25 a.m., “primarily around the Santa Maria and Solvang area.” Other 
telecommunication companies in the Lompoc area besides Verizon were also affected 
by the line cut. T-Mobile phone customers reported service problems. The “main trunk 
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line” of the Lompoc Valley Medical Center was also affected by the outage, according 
to its chief information officer. The crucial lines, including the hospital’s main number 
and the emergency number, were rerouted to a secondary phone service that remained 
active. City halls in Solvang and Lompoc were affected by the outage. Employees for 
the city of Santa Maria and the Santa Barbara County Sheriff’s Department reported no 
widespread disruption to their phones or Internet connections. 
Source: http://www.santamariatimes.com/news/local/article_e5fb77d4-9623-11df-
97c9-001cc4c002e0.html 

For another story, see item 54  
 
[Return to top]  

Commercial Facilities Sector 

51. July 23, Windham Independent – (Maine) Raymond Beach shuts down until further 
notice. Raymond Beach in Raymond, Maine is closed until further notice due to health 
issues not related to water quality, effective 5 a.m. July 23. The major reason for the 
closure is repeated discoveries of human feces on the beach. Other hazardous materials 
including baby diapers, alcohol bottles and broken glass, used condoms, prescription 
bottles and hypodermic needles have also been found in addition to clothing items, 
trash and rotten food. The beach closure is not related to E. coli counts in the water. 
Access to the beach will be locked and posted with ‘‘no trespassing’’ signs. 
Cumberland County sheriff’s officers will patrol the area and the town will prosecute 
offenders found trespassing. 
Source: http://www.independentpub.com/story.asp?pubId=wi&artId=1279827509 

52. July 23, Fulton County Crime Examiner – (Georgia) One person hurt in mall 
explosion in food court. A small explosion at a mall in Savannah, Georgia rocked a 
food court July 22, injuring one person. Officials said the victim was rushed to the 
hospital with serious burns after sparks started a fire. Savannah fire officials said the 
event happened around 4:30 pm when a worker was working on a compressor at 
Charley’s Grill Subs. Restaurant employees were able to put out the fire immediately 
with a fire extinguisher but the restaurant suffered minor damage. There were no other 
injuries reported. 
Source: http://www.examiner.com/x-57617-Fulton-County-Crime-
Examiner~y2010m7d23-One-person-hurt-in-mall-explosion-in-food-court 

53. July 23, Oakland Tribune – (California) Man arrested after police find materials to 
make explosives in a San Leandro storage shed. Police arrested a man in Stockton, 
Calfornia after finding materials to make explosives, as well as bomb-making books, at 
a storage facility, they said. Employees at StorQuest Self Storage on Davis Street at 
Preda Street in San Leandro, were cleaning out an abandoned storage locker July 14 
when they found the materials and called authorities. Police investigated that day and 
called in the Alameda County Sheriff’s bomb squad, which removed about 100 pounds 
of material, including aluminum powder, red phosphorous, potassium chlorate, 
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potassium nitrate, detonation cords, tubes, and caps from the locker. A police lieutenant 
described the books as instructional for making “improvised explosives.” “The material 
that he had was of very significant concern,” a sheriff’s sergeant said. “These things are 
highly volatile and should not be stored in any public storage area.” Sheriff’s 
department investigators and agents from the Bureau of Alcohol, Tobacco, Firearms 
and Explosives are analyzing the materials. “It looks like it could have been more than 
a clandestine fireworks operation,” the sergeant said. 
Source: http://www.insidebayarea.com/dailyreview/localnews/ci_15580528 

54. July 22, NBC Chicago – (Illinois) Bomb scare evacuates NBC Tower. NBC Tower in 
Chicago was evacuated early July 22 after police received a call reporting a suspicious 
cardboard canister inside the bus shelter at the corner of North Water and Columbus 
Drive. The shelter is located at the front of the tower’s Columbus entrance. The 
Chicago Police Bomb and Arson Squad ordered guests of the Sheraton Hotel to stay 
put and evacuated NBC. The squad then used two robots to determine whether the 
package was a bomb. “A short time later, a loud explosion sound alerted onlookers. 
The box was detonated and the scene was rendered safe,” said a police news affairs 
officer. The suspicious package was one of two reported in the last 24 hours. Another 
call came in at 8:50 p.m. reporting a package in the Old Town neighborhood. Police 
found a package in a building in the 1500 block of North Wells Street. Bomb and arson 
investigators determined the package contained a radio speaker. 
Source: http://www.nbcchicago.com/news/local-beat/Bomb-Scares-In-The-City-Lead-
to-Evacuations-99012209.html 

55. July 22, Reuters – (National) Gulf tourism may lose $22.7 billion to oil spill. The 
tourism industry in the Gulf of Mexico could suffer for up to three years with $22.7 
billion in lost revenue because of the largest oil spill in U.S. history, the U.S. Travel 
Association said July 22. The study projected the impact of the BP oil spill on travel to 
the five Gulf Coast states — Florida, Louisiana, Mississippi, Alabama and Texas. Oil 
fears have sparked a double-digit drop in plans for travel to the region, even in parts of 
Florida where oil has not yet washed ashore. The association proposed a 10-point 
“Roadmap to Recovery” plan for the government to help communities hit by the oil 
spill by informing the public, and adding incentives to travel to the affected areas. The 
plan includes the creation of a $500-million marketing program, to be funded by BP, to 
share accurate information on the oil spill and attract visitors. It also calls for setting up 
an online system where travelers could get current information about which areas are 
open for travel and business. 
Source: 
http://www.reuters.com/article/idUSTRE66L5NC20100722?type=domesticNews 

For another story, see item 33  
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National Monuments and Icons Sector 
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56. July 23, Associated Press – (Wyoming) Yellowstone Wildfire 28 Percent 
Contained. A wildfire burning in the backcountry in Yellowstone National Park in 
Wyoming is now 28 percent contained. About 195 firefighters are at the scene of the 
525-acre wildfire burning near the center of the park. On July 23, they will be working 
to tie fire lines from the northern and western sides of the fire together. The fire was 
discovered July 18. No trails or camp sites are threatened. 
Source: http://cbs4denver.com/wireapnewswy/525.acre.fire.2.1821045.html 

57. July 22, Yucaipa News Mirror – (California) Fire restrictions increasing in the San 
Bernardino National Forest. Higher temperatures and rapidly drying vegetation in the 
San Bernardino National Forest in California have prompted officials to increase fire 
restrictions as of July 19. They are taking these steps to prevent human-caused fires. 
Most wildfires in the forest are human-caused and increaÂsed restrictions are designed 
to reduce such fires. Travelers through the forest should remain on designated roads 
and never park on dry brush or grass. Fire restrictions are: Wood and charcoal fires are 
permitted only in campgrounds and picnic grounds and within agency-provided fire 
rings or camp stoves; Campfire permits are required for propane and gas stoves and 
lanterns used outside of developed sites; An approved spark arÂrester is required for 
any internal combustion engine operated on designated forest routes. These include 
chainsaws, generators, motorcycles, and off-highway vehicles; Smoking is limited to 
enclosed vehicles, developed recreation sites, and areas cleared of vegetation; 
Fireworks are always prohibited. 
Source: 
http://www.newsmirror.net/articles/2010/07/23/news/doc4c4765d35e2b8885396415.txt 

[Return to top]  

Dams Sector 

58. July 23, San Jose Mercury News – (California) Stanford bombarded with letters 
urging removal of Searsville Dam. A coalition led by environmental advocates is 
flooding Stanford University with letters and e-mails urging the school to remove a 
century-old dam in Santa Clara and San Mateo counties in California, that it claims is 
harmful to the surrounding ecosystem. The Beyond Searsville Dam coalition said 3,000 
letters and e-mails have been sent to the Stanford president and two federal regulatory 
agencies: the National Marine Fisheries Service and the U.S. Fish and Wildlife Service. 
The letters by community members, scientists, Stanford alumni and others were driven 
by calls to action from environmental and conservation organizations Center for 
Biological Diversity and American Rivers. The group contends the roughly 118-year-
old Searsville Dam blocks endangered steelhead trout migration in the San Francisquito 
Creek watershed and harms the habitat of other threatened or endangered species; hurts 
San Francisquito Creek’s water quality; and harbors invasive species. 
Source: http://www.mercurynews.com/news/ci_15581041?source=rss 

59. July 22, Associated Press – (North Dakota) Dam repair may cost $6 million, twice 
the estimate. The cost of repairing Clausen Springs Dam south of Valley City in North 
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Dakota will be close to $6 million — double the earlier estimate, engineers told the 
Barnes County Water Resource District. A $3-million renovation had been slated for 
the earthen Clausen Springs Dam near Kathryn. But the engineers said July 21 that 
repairs will cost closer to $6 million because of poor soil conditions. The town of 
Kathryn, 17 miles south of Valley City, has been waiting for action since the dam 
severely eroded during spring 2009 flooding. The town’s 55 residents were forced to 
evacuate, while the National Guard dropped 1,000-pound sandbags on the spillway. 
Moore Engineering said the concrete structural spillway the company envisioned will 
require more concrete than expected, sharply increasing the cost. A more affordable fix 
that relies less on soil strengths would involve armoring the surface of the earthen 
spillway with concrete block. That strategy, however, does not comply with state 
regulations. 
Source: http://www.wday.com/event/article/id/36267/ 

60. July 21, Des Moines Register – (Iowa) Heavy rain causes damage, headaches in 
southern Iowa. Torrential rains hammered south-central Iowa the past week, causing 
at least $1 million in damage to bridges and culverts in Appanoose County and forcing 
the evacuation of about a dozen households near the Rathbun Lake dam. The 
thunderstorms pummeled Appanoose, Lucas and Monroe counties with as much as 7.5 
inches of rain July 19 and 20. The downpour temporarily inundated Centerville’s 
wastewater treatment plant. Iowa Department of Natural Resources and local officials 
scrambled to prevent raw sewage from being dumped into the drinking-water supply. 
By late July 20, engineers believed they had plant output within legal limits, but the 
plant would need at least $100,000 in repairs. Even though rains subsided, the troubles 
continued for the region. Hydrologists expected water to top the emergency spillway at 
Rathbun Lake July 20 or 21. Rathbun Lake’s reservoir swelled nearly 3 feet between 
July 19 and 20, leaving water about 925 feet above sea level — 1 foot from the top of 
the emergency spillway late July 20. Emergency officials cleared out Valley View, a 
collection of homes nearest the Rathbun dam, because roads leading to them were 
impassible. 
Source: 
http://www.desmoinesregister.com/article/20100721/NEWS/7210375/1002/NEWS01/
Heavy-rain-causes-damage-headaches-in-southern-Iowa 
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