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• As tests continue July 20 on BP’s ruptured oil well in the Gulf of Mexico, scientists are 
weighing a new option for permanently sealing it, CNN reports. The “static kill” would 
involve pumping mud into the well to force oil back into the reservoir below, officials from 
BP said July 19. (See item 1) 

• According to Associated Press, the FBI has joined an investigation into the case of a 
convicted felon who opened fire on California Highway Patrol officers after a traffic stop. 
Authorities said the 45-year-old suspect was heavily armed and wearing a bulletproof vest 
when he shot at police July 18 on an Oakland freeway. (See item 24) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. July 20, CNN – (Louisiana) Scientists weighing new option for shutting down oil 
well. As tests continue July 20 on BP’s ruptured oil well in the Gulf of Mexico, 
scientists are weighing a new option for permanently sealing it. The “static kill” would 
involve pumping mud into the well to force oil back into the reservoir below, officials 
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from BP said July 19, noting that the option could succeed where other similar attempts 
have failed because pressure in the well is lower than expected. A geologist told CNN’s 
“American Morning” July 20 the relative simplicity of a static kill makes it an 
attractive option. A BP senior vice president said July 19 that the idea was still “very 
much in its infancy,” but that a decision could be made in several days. The former 
coast guard admiral, the federal government’s point man on the spill, said July 19 that 
there were no signs of significant problems with the ruptured well’s casing. But he said 
tests on the well would continue for another 24 hours as federal and company officials 
try to explain “anomalous” pressure readings and possible leaks. 
Source: http://www.cnn.com/2010/US/07/20/gulf.oil.disaster/index.html?hpt=T1 

For another story, see item 34  
 
[Return to top]  

Chemical Industry Sector 

2. July 19, Charleston Gazette – (West Virginia) OSHA cites, fines DuPont for fatal 
phosgene leak. Federal inspectors July 19 cited DuPont Co. with multiple workplace 
safety violations related to the January leak of phosgene that killed a worker at the 
company’s Belle plant in West Virginia. The U.S. Occupational Safety and Health 
Administration (OSHA) issued six serious violations and five other violations. OSHA 
fined DuPont $43,000. Among other allegations, OSHA inspectors said DuPont had not 
completed a thorough analysis of the potential hazards of the phosgene unit where a 
worker was sprayed with poison gas January 23. The assistant labor secretary for 
OSHA said there is no excuse for any company — let alone one as big as DuPont — 
not to have a more “robust worker safety and health program” that includes such hazard 
reviews. 
Source: http://wvgazette.com/News/201007190595 

3. July 19, Arizona Daily Star – (Arizona) Crash and chemical spill north of Tucson 
injures four. A crash early July 19 resulted in a hazardous-materials spill that injured 
four people and slowed traffic on a highway northeast of Tucson, Arizona, authorities 
said. The crash happened about 9:15 a.m. on Arizona 77 at milepost 120, six miles 
north of Mammoth. The crash involved a tractor trailer and a pickup truck, the Arizona 
Department of Public Safety (DPS) said. The trailer was carrying sulfuric acid which 
leaked out of the rig and required haz-mat crews to respond. The road remained open in 
both directions during the cleanup, and traffic was routed around the collision area. The 
four people injured were flown to area hospitals, but none of their injuries were 
considered life-threatening. 
Source: http://azstarnet.com/news/local/article_71eae220-9354-11df-ad19-
001cc4c03286.html 

For more stories, see items 30 and 39  
 
[Return to top]  
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Nuclear Reactors, Materials and Waste Sector 

4. July 20, Ocala Star-Banner – (Florida) Crystal River plant to be back up by 
September. Progress Energy Florida estimates its Crystal River nuclear power plant in 
Crystal River, Florida will be back on line by the end of September now that the utility 
company is working to replace a cracked section of the facility’s containment wall. The 
company has spent $75 million to repair the crack, which was first discovered when 
workers opened a section of the containment structure to install two, new steam-
powered generators, said a company spokeswoman. There are about 65,000 Progress 
Energy customers in Marion County and 1.6 million throughout Florida. The crack is 
now known to have been caused by a series of steel cables that were built inside the 
containment walls like a web. The tension of the cables — which are inside sleeves 
encased within the containment wall — can be adjusted to pressurize the wall and 
facility. That tension gives the wall its ability to flex should there be an explosion 
within the reactor. The purpose of the containment wall is to contain any radioactive 
material in the event of a leak. The spokeswoman said officials do not know how long 
the 25-foot-long crack was there before it was discovered. The crack was inside the 
wall and about nine inches from the surface. 
Source: 
http://www.ocala.com/article/20100720/ARTICLES/7201008/1402/NEWS?Title=Crys
tal-River-plant-to-be-back-up-by-September 

5. July 20, NTI: Global Security Newswire – (International) German nuclear plant to 
receive fog defenses. A system due for deployment at a German nuclear power station 
is designed to enclose the facility in a cloud of vapor as protection against a potential 
aircraft strike, Agence France-Presse reported July 20. A number of fog grenades could 
obscure the Philippsburg nuclear power plant from view within 40 seconds should a 
rogue aircraft enter the vicinity, according to regional officials. The Environment 
Ministry in the German state of Baden-Wuerttemberg indicated July 19 it had approved 
the plan. An experimental version of the system, already operating “decently” at 
another nuclear site, would launch the fog-dispersing devices through a number of 
firing units, a ministry spokeswoman said. Germany’s highest court played a role in 
prompting development of the defense measure when it ruled out the use of force 
against aircraft that have been hijacked, the official said. Skeptics of the system have 
warned, though, that aircraft instruments could locate a nuclear facility inside a vapor 
cloud. 
Source: http://www.globalsecuritynewswire.org/gsn/nw_20100720_3430.php 

6. July 19, Associated Press – (Virginia) U.S. team to assess Va. nuclear plant 
response. A federal team will be at Dominion Virginia Power’s North Anna nuclear 
power plant all week to size up an emergency preparedness exercise. The Federal 
Emergency Management Agency (FEMA) team is due to arrive in Louisa, Virginia 
July 19 to assess the state’s ability to respond to an emergency at the plant. The drills 
are held every other year to put emergency planning to the test. FEMA’s evaluation 
will be sent to the Nuclear Regulatory Commission for use in licensing decisions. 
FEMA will present its preliminary findings in suburban Richmond July 23. 
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Source: 
http://www2.starexponent.com/cse/news/local/article/US_team_to_assess_Va_nuclear_
plant_response/60886/ 

7. July 19, Rutland Herald – (Vermont) NRC reports one new crack in Yankee 
component. A recent inspection of Vermont Yankee’s steam dryer, considered a 
critical indicator of aging and stress at the nuclear reactor, showed only one new crack, 
the Nuclear Regulatory Commission (NRC) said July 16. The new crack brings the 
total to 65 cracks in the steam dryer. At the same time, Entergy said it reevaluated 39 
cracks identified during the 2008 refueling outage that had been determined as 
“relevant” at the time, and were now “non-relevant.” Neither Entergy nor the NRC 
could explain the difference between “relevant” and “non-relevant,” saying technical 
staff were unavailable July 16. The steam dryer was targeted for special inspections 
during every refueling outage as a condition of the 2004 power uprate. The NRC 
released a report Entergy filed with it earlier this month, saying that only one new 
“relevant” indication of cracking had showed up during the inspection during this 
spring’s refueling outage. The Entergy report said that the new crack was an extension 
of the top of an existing crack that had been first identified back in 2004. The Entergy 
letter said the new crack had been evaluated by General Electric, the manufacturer of 
the steam dryer, and it was “determined to be acceptable to ‘use-as-is’ for continued 
operation.” 
Source: 
http://www.rutlandherald.com/article/20100719/NEWS02/707199939/1002/NEWS01 

8. July 19, Times Herald Record – (New York) Indian Point hearings to begin. Nuclear 
plant operators, government officials and the public will begin a debate this week about 
whether the Indian Point nuclear plant in Buchanan, New York should install a closed-
loop cooling system or risk being decommissioned. That discussion will start at 
hearings July 20 and July 21. A decision on Indian Point’s infrastructure and future 
could take years. Indian Point’s drive toward extending its operating license through 
2035 hit a bump — or possibly a wall — in April, when the state ruled against its 
application for a water-quality certificate. New York’s denial of that certificate said 
Indian Point has leaked nuclear waste into the Hudson River — but it focused largely 
on Indian Point’s cooling system, which pulls up to 2.5 billion gallons of water from 
the river each day to cool the plant. After circulating, the water is put back into the river 
at a higher temperature. It is called a “once-through” system. Studies showed the intake 
system kills 1.2 billion aquatic organisms every year, including eggs, larvae and 
endangered fish. In its 23-page ruling, New York said the intake system violates state 
laws that call for operators to minimize their impacts on the river. State regulators said 
Entergy, Indian Point’s parent company, could only minimize its impacts by building a 
closed-loop cooling system that uses water from towers instead of the river. Entergy 
disagreed and called for hearings. The company said cooling towers, estimated to cost 
$1.1 billion, are too expensive. The state, Entergy and other interested parties will make 
their arguments to an administrative law judge over the coming months. Indian Point’s 
operating license for Unit 2 expires in 2013, and the license for Unit 3 runs out in 2015. 
Source: 
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http://www.recordonline.com/apps/pbcs.dll/article?AID=/20100719/NEWS/7190324/-
1/SITEMAP 

[Return to top]  

Critical Manufacturing Sector 

9. July 20, Lynn Daily Item – (Massachusetts) No injuries, only minor damage in GE 
plant fire. Fire broke out July 19 morning in the gear plant building at the GE factory 
in Lynn, Massachusetts. Lynn firefighters used a ladder truck to enter the turbine 
operations structure from the rear and extinguish the blaze, which apparently was 
confined to a wall. A GE Lynn spokesman said the Lynn Fire Department responded to 
the alarm at approximately noon. “Reports indicate that sparks from a grinding 
operation ignited a small fire in some wall insulation on our Gear Plant building,” he 
said. “There were no injuries and damage is deemed minor.” Employees were briefly 
evacuated and later allowed to return to work. 
Source: http://www.thedailyitemoflynn.com/articles/2010/07/20/news/news07.txt 

10. July 19, Knoxville News Sentinel – (Tennessee) Morristown plant explosion injures 
one. A chemical explosion at a Hamblen County, Tennessee manufacturing plant sent 
one worker to a local hospital July 19, according to emergency responders. The 
explosion, reported at 4:15 p.m., caused some structural damage to the Trelleborg 
Coated Systems plant in Morristown, which produces printing materials, said a 
Morristown Fire Department captain. The facility was evacuated and one plant 
employee was transported by ambulance to Jefferson Memorial Hospital as a 
precaution, he said. The explosion, centered in an exhaust system, was sparked by a 
liquid solvent, toluene, he said. 
Source: http://www.knoxnews.com/news/2010/jul/19/morristown-plant-explosion-
injures-one/ 

[Return to top]  

Defense Industrial Base Sector 

11. July 20, Washington Post – (National) Extending the life of B-61 nuclear weapons 
could cost $4 billion. The B61-11, a tactical nuclear bomb, ceased production in 2008. 
The B-61 series weapons won’t remain vital if they don’t undergo a life-extension 
program. The original B-61 entered the stockpile in 1968 as a tactical nuclear bomb. 
An even more modern version, B-61-11, ended production in 2008, with a raised yield 
and a hardened nose cone to make it more effective against deeply buried targets. More 
than 150 of the B-61s — the 7s and 11s — are now stored in Western European 
countries. Sandia national laboratory has the lead in the life-extension program of the 
older versions of the B-61-7s, which has been underway since 2009. Sandia’s director 
told senators at a recent hearing that critical non-nuclear components “are exhibiting 
age-related performance degradation.” He cited specifically that the earlier B-61 radar, 
which begins the fusing process of the weapon as it descends toward the target, 
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includes vacuum tubes that now will be replaced by computer chips. Plans also call for 
replacing the battery component and the neutron generator in each bomb. According to 
the National Nuclear Security Administration’s recently publicized Fiscal Year 2011 
Stockpile Stewardship and Management Summary, the costs for the total B-61-7 life-
extension program — which began in 2003 and are expected to run through 2023 — 
could total $4 billion. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/07/19/AR2010071905187.html 

12. July 19, Aviation Week – (National) Solid-rocket motor base likely to shrink. The 
U.S. Defense Department expects the solid-rocket motor industrial base — consisting 
of Alliant Techsystems, Aerojet and their subcontractors — will likely shrink to reduce 
its industrial footprint, but will also likely provide a minimum level of funding to 
sustain the skills of the workforce, said the head of the Pentagon’s industrial policy 
office. In some cases, facilities are operating as low as 10 percent of their capacity. 
This low level of work was taking place even before the scheduled conclusion of the 
space shuttle program and the cancellation of NASA’s Ares rocket program. All 
options are on the table to “right size” industry and properly fund it, the chief told 
Aviation Week July 19 during the Farnborough International Airshow. He said the 
Pentagon is looking at different business models to provide sufficient funding, and this 
is likely to be addressed in the Fiscal Year 2012 budget now being assembled at the 
Pentagon. The budget goes to Congress in February. 
Source: 
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=defense&id=new
s/awx/2010/07/19/awx_07_19_2010_p0-242106.xml 

13. July 19, UK Telegraph – (California) Drone shot down by laser beam. A laser 
mounted on a warship has shot down four unmanned aerial vehicles (UAV) in secret 
testing carried out off the California coast. This is the first time a “solid state” 32 
megawatt laser beam of directed energy has been fired from a warship to a distance of 
more than 2 miles burning into a drone traveling at about 300 Mph. The laser is 
mounted on a Phalanx close-in weapons system that has a radar-detection system. The 
technology has now reached the stage where lasers will be deployed on warships as 
part of their short-range defense. The weapon is the result of a joint enterprise between 
the U.S. Navy and Raytheon Missile Systems. 
Source: http://www.telegraph.co.uk/news/newsvideo/7898722/Drone-shot-down-by-
laser-beam.html 

14. July 19, Orange County Register – (California) Mylar balloon causes power outage 
at Boeing. A Mylar balloon flew into a circuit line, causing a partial power outage at 
the Boeing Co. July 19, an Anaheim Public Utilities spokeswoman said. The outage 
was reported at the aerospace company near Kraemer Boulevard, said the 
spokeswoman. The spokeswoman said Boeing decided to de-energize the facility while 
a crew worked to restore power. Power was expected to be restored no later than 5 
p.m., she said. 
Source: http://www.ocregister.com/news/power-258393-outage-anaheim.html 
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[Return to top]  

Banking and Finance Sector 

15. July 20, Krebs on Security – (National) Skimmers siphoning card data at the 
pump. Thieves recently attached bank card skimmers to gas pumps at more than 30 
service stations along several major highways in and around Denver, Colorado, the 
latest area to be hit by a scam that allows crooks to siphon credit and debit card account 
information from motorists filling up their tanks. Forced to re-issue an unusually high 
number of bank cards due to fraudulent charges on the accounts, a regional bank 
serving Colorado and surrounding states recently began searching for commonalities 
among the victimized accounts. The financial institution, which shared information 
with KrebsOnSecurity.com on the condition that it not be named, found that virtually 
all of the compromised cardholders had purchased gas from one of a string of filling 
stations along or not far from Interstate 25, a major North-South highway that runs 
through the heart of Denver. Several Valero stations along the I-25 corridor reached by 
phone acknowledged being visited over the past week by local police and U.S. Secret 
Service agents searching for skimmer devices. The stations declined to comment on the 
record, but said investigators left them with a bulletin stating that stations in the area 
had been targeted, and urging them to be on the lookout for suspicious activity around 
the pumps. Similar attacks on gas station pumps recently have hit other parts of the 
country. Police in Arizona also are dealing with a spike in reports about skimmers 
showing up at gas pumps, prompting the governor to urge the Arizona Department of 
Weights and Measures to increase its inspection efforts. 
Source: http://krebsonsecurity.com/2010/07/skimmers-siphoning-card-data-at-the-
pump/ 

16. July 20, Associated Press – (South Carolina) 2 plead guilty in SC bank fraud 
case. Two former bank officials in South Carolina have pleaded guilty to fraud charges. 
Multiple media outlets reported that the 58-year-old and 44-year-old suspects pleaded 
guilty to conspiracy to commit bank fraud in federal court in Florence July 19. The two 
admitted falsifying information on loan applications so Myrtle Beach banks would 
approve mortgages that wound up in foreclosure. The 58-year-old worked at J.P. 
Morgan Chase, the 44-year-old worked at a Bank of America. A U.S. district judge 
agreed to allow the suspects to remain free until they are sentenced in about two 
months. Each of them face up to 30 years in prison. They also face fines of up to $1 
million each, and could be ordered to pay restitution. 
Source: http://www2.wsav.com/news/2010/jul/20/2-plead-guilty-in-sc-bank-fraud-case-
ar-601840/ 

17. July 20, Associated Press – (New York) NYC bank robber says it with flowers, 
plants too. New York City’s bouquet bandit has a green thumb. Police said July 20 that 
a man wanted for robbing a Manhattan bank while armed with a bouquet of flowers has 
struck before — using a potted plant. On July 19, police released a security photo of a 
man holding fresh flowers that were neatly bundled in pink tissue paper and plastic. 
Hidden inside the arrangement was a note demanding $50 and $100 bills and a message 
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for the teller, “Don’t be a hero.” On July 10, police said the same man robbed another 
Manhattan bank, pulling a threatening note from a leafy plant and handing it to a teller. 
He reached over the counter and grabbed the cash before he fled, leaving the plant 
behind. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5gvPrJ3OTs34ydkrQ5qFfwBlJ_
f8wD9H2S2KO0 

18. July 20, Oklahoman – (Oklahoma) Employee among 3 arrested in Shawnee bank 
robbery. Three men arrested over the weekend face federal bank robbery charges, as 
they are accused of robbing a Shawnee, Oklahoma bank July 8, according to the FBI. 
The three men were taken into custody July 16 and July 17, according to a news release 
from a special agent. All three men live in Pottawatomie County. Investigators 
searched homes in Shawnee and Tecumseh before the arrests. The special agent said 
one of the suspects was employed at the bank, but could not comment further. First 
United Bank was robbed July 8 by a masked robber who fled in a small black car with 
a driver. 
Source: http://newsok.com/employee-among-3-arrested-in-shawnee-bank-
robbery/article/3477682 

19. July 19, Associated Press – (Utah) Utah electric utility warning of credit card 
fraud. Rocky Mountain Power in Salt Lake City, Utah, said scam artists are tricking its 
customers to reveal their credit card accounts using fraudulent telephone calls claiming 
the customers are in default and at risk of losing power. Sometimes the perpetrators tell 
victims they forgot to sign a check. The callers are asking for credit card numbers to 
satisfy bills. Rocky Mountain Power said it does not operate that way and warns people 
not to give out any personal information. The utility said it is working with police to 
stop the fraud. 
Source: http://www.businessweek.com/ap/financialnews/D9H26KOO4.htm 

20. July 19, UPI – (Maryland) Woman arrested in Baltimore bank 
robberies. Authorities said a woman who allegedly robbed seven Baltimore-area banks 
while using heavy makeup as a disguise was in custody July 19. The makeup worn by 
the suspect of Landsdown, Maryland, was reportedly melting off her face July 17 when 
she was taken into custody after becoming trapped in the vestibule of a Madison Bank 
branch in Baltimore. The FBI told the Baltimore Sun a quick-thinking teller pushed an 
alarm switch that slammed the two doors in front of the suspect and behind her as she 
allegedly tried to make her getaway. The Sun said the suspect was believed to have 
robbed six banks in July while wearing disguises that included a long black wig and a 
Muslim head covering. 
Source: http://www.upi.com/Top_News/US/2010/07/19/Woman-arrested-in-Baltimore-
bank-robberies/UPI-66741279558709/ 

For more stories, see items 55 and 56  
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http://www.google.com/hostednews/ap/article/ALeqM5gvPrJ3OTs34ydkrQ5qFfwBlJ_f8wD9H2S2KO0�
http://www.google.com/hostednews/ap/article/ALeqM5gvPrJ3OTs34ydkrQ5qFfwBlJ_f8wD9H2S2KO0�
http://newsok.com/employee-among-3-arrested-in-shawnee-bank-robbery/article/3477682�
http://newsok.com/employee-among-3-arrested-in-shawnee-bank-robbery/article/3477682�
http://www.businessweek.com/ap/financialnews/D9H26KOO4.htm�
http://www.upi.com/Top_News/US/2010/07/19/Woman-arrested-in-Baltimore-bank-robberies/UPI-66741279558709/�
http://www.upi.com/Top_News/US/2010/07/19/Woman-arrested-in-Baltimore-bank-robberies/UPI-66741279558709/�


 - 9 - 

Transportation Sector 

21. July 20, WPRI 12 Providence – (Rhode Island) City to install chemical sensor at 
port. The city of Providence, Rhode Island is preparing to install a new chemical-
detection sensor system in the Port of Providence to enhance safety in the area. 
Providence’s mayor, and the Providence Emergency Management Agency (PEMA) 
director made the announcement July 19. The chemical detectors, which will be paid 
for through a $593,000 grant from the Department of Homeland Security, will alert first 
responders to chemical hazards. The sensors are being developed and will be installed 
by Raytheon’s Integrated Defense Systems in Portsmouth and Smiths Detection. The 
new sensors will be integrated with PEMA’s Port Area Waterside Video Surveillance 
System (PAWSS), which enables the agency to respond immediately to emergency 
disasters involving vessels in Narragansett Bay. The system provides emergency 
response personnel with live camera feeds throughout the bay, between the port and the 
entrance to the bay in Newport. PEMA also recently installed a new Port of Providence 
Emergency Siren Warning System, which emits a loud alert and voice message to 
notify residents and visitors of emergency situations. 
Source: http://www.wpri.com/dpp/news/city-of-providence-pema-to-install-chemical-
sensors-in-port-of-providence 

22. July 20, WPTY 24 Memphis – (Tennessee) Dangerous green lasers target FedEx 
planes flying into Memphis. Investigators said three men tagged unsuspecting 
pedestrians, police officers, even a FedEx jet in Memphis, Tennessee with a dangerous 
green laser beam. After receiving complaints of a mysterious green light targeting 
objects in downtown Memphis, including several of their own officers, Memphis police 
traced the light to the roof of a nearby apartment building. The three men were arrested 
on charges of pointing a laser at an officer. Federal officials told the judge to keep the 
men locked up while FBI agents joined the investigation. Shining a laser at an aircraft 
is a federal offense. According to the Federal Aviation Administration (FAA), lasers 
are being pointed at airplanes and helicopters at an alarming rate. Nearly 1,700 
incidents have been reported by pilots across the country since January. The FAA 
confirms a green laser beam hit a FedEx plane on approach to Memphis International at 
12:01 a.m. July 17, the same night Memphis police said the rooftop suspects were 
pointing their green laser at cops, choppers and tugboats. The jet was flying at 2,000 
feet about 4 miles north of Memphis. 
Source: http://www.myeyewitnessnews.com/news/local/story/Dangerous-Green-
Lasers-Target-FedEx-Planes-Flying/Y29Eh_tyI0KDgOQ1_5svuw.cspx 

23. July 20, Radio Netherlands Worldwide – (International) Man carrying gun caught at 
Amsterdam airport. Police at Amsterdam’s Schiphol Airport have arrested a man 
aged 35 who tried to get through customs carrying a loaded handgun. A police 
spokesman said the man was about to board a flight to CuraÃ§ao, but when he passed 
the security scanners he was found to have a pistol in his coat pocket. The man, who is 
of Dutch nationality, did not resist arrest. His motives are unclear. The gate from which 
the flight to the Dutch Caribbean island was about to depart was closed off and 
searched by police. Shortly afterwards, the plane was allowed to leave. 

http://www.wpri.com/dpp/news/city-of-providence-pema-to-install-chemical-sensors-in-port-of-providence�
http://www.wpri.com/dpp/news/city-of-providence-pema-to-install-chemical-sensors-in-port-of-providence�
http://www.myeyewitnessnews.com/news/local/story/Dangerous-Green-Lasers-Target-FedEx-Planes-Flying/Y29Eh_tyI0KDgOQ1_5svuw.cspx�
http://www.myeyewitnessnews.com/news/local/story/Dangerous-Green-Lasers-Target-FedEx-Planes-Flying/Y29Eh_tyI0KDgOQ1_5svuw.cspx�


 - 10 - 

Source: http://www.rnw.nl/english/bulletin/man-carrying-gun-caught-amsterdam-
airport 

24. July 19, Associated Press – (California) FBI joins probe into suspected CA freeway 
shooter. The FBI has joined an investigation into the case of a convicted felon who 
opened fire on California Highway Patrol officers after a traffic stop. Authorities said 
the 45-year-old suspect was heavily armed and wearing a bulletproof vest when he shot 
at police July 18 on an Oakland freeway. He also was wounded in the shootout, but 
expected to survive. Authorities said the FBI joined the investigation to probe his 
background and behavior, as well as the contents of a diary authorities found in his car. 
The notebook was titled “California” and removed by a bomb squad robot. His mother 
told local media that her son was angry he could not find a job as a parolee and upset 
about Congress’ “left-wing agenda.” 
Source: http://www.mercurynews.com/news/ci_15553687 

25. July 19, Aurora Sentinel – (Colorado) City, Xcel officials stumped by malfunctioning 
traffic lights. Flashing traffic lights at intersections in Aurora, Colorado continue to be 
a mystery problem, said city officials as they continue to investigate the cause. Since 
July 12, residents and city officials have been noticing flashing traffic lights at multiple 
intersections in Aurora, including East Quincy Avenue and South Reservoir Road, East 
Alameda Avenue and South Potomac Street, and East Iliff Avenue and South 
Chambers Road. A public relations supervisor for the city, said there were no instances 
of flashing street lights over the weekend, but local residents said they noticed flashing 
street lights Monday. High temperatures can sometimes cause traffic lights to 
malfunction, but these particular instances have proved to be enigmatic because they 
are occurring at all times of the day, she said. “The thing we are a little bit confused by, 
and Xcel is confused by as well, is that these outages are happening in the morning and 
in the evenings,” she said. “If it was going to be something related to heat that would be 
later in the evening when the power is being soaked up by the people in the city with 
air conditioning and that type of thing.” 
Source: 
http://www.aurorasentinel.com/articles/2010/07/19/news/doc4c4517f04618731947459
5.txt 

26. July 18, CNN – (Georgia) Plane makes emergency landing after fire in cockpit. A 
passenger plane made an emergency landing at Hartsfield-Jackson International Airport 
July 17 after the pilot reported smoke and a possible fire in the cockpit, officials said. 
The pilot of the Delta aircraft put out the “very minor” fire himself after landing the 
plane, an Atlanta City Fire Department captain said. No injuries were reported. The 
Delta flight, which had 107 passengers and five crew members on board, was flying 
from Atlanta to Hartford, Connecticut, when pilots smelled something unusual in the 
cockpit and decided to return to Atlanta. Crew members used an extinguisher to put out 
the small fire that occurred in the cockpit after the plane had landed. The fire was 
related to electrical equipment. 
Source: 
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http://edition.cnn.com/2010/TRAVEL/07/18/georgia.plane.emergency.landing/#fbid=v
B9fiGJoEnV 

For another story, see item 3  
 
[Return to top]  

Postal and Shipping Sector 

27. July 20, St. Cloud Times – (Minnesota) Firefighters clean up chemical spill at Spee 
Dee Delivery. Hazardous-materials crews worked on the night of July 19 to clean up a 
nitric acid spill at a business. St. Cloud firefighters were called at 7:48 p.m. to Spee 
Dee Delivery, 4101 Clearwater Road. A package in one of the company’s trailers was 
leaking. Workers tried to clean up the spill but were overcome by fumes, according to 
the fire department. Firefighters were called and cordoned off the area. They called the 
shipper and found out the substance was nitric acid. The company called in a clean-up 
crew and firefighters cordoned off the area. The container was about 22 pounds and 
most of the nitric acid leaked out, according to the fire department. The nitric acid was 
removed. No one was injured. 
Source: http://www.sctimes.com/article/20100720/NEWS01/107200031/1009 

For another story, see item 22  
 
[Return to top]  

Agriculture and Food Sector 

28. July 20, U.S. Food and Drug Administration – (National) Frozen chicken nuggets 
recalled. U.S. Department of Agriculture’s Food Safety and Inspection Service (FSIS) 
announced that Perdue Farms, Inc. is recalling approximately 91,872 pounds of frozen 
chicken nugget products that may contain foreign materials. The products subject to 
recall include 1-pound, 13-ounce bags of “Great Value Fully Cooked Chicken 
Nuggets.” Each bag bears the establishment number “P-33944” as well as a case code 
of “89008 A0160” on the backside of the packaging. There is also a “Best if used by” 
date of June 9, 2011. Each case contains 8 bags and the frozen chicken nugget products 
were produced on June 9, 2010. The company, which is based in Georgia, discovered 
small pieces of blue plastic after receiving consumer complaints. FSIS has not received 
any reports of injury at this time. Anyone concerned about an injury from consumption 
of this product should contact a physician. 
Source: http://www.coloradoconnection.com/news/story.aspx?id=484845 

29. July 20, Homeland Security NewsWire – (New Mexico) Armed escorts to accompany 
New Mexico livestock inspectors. Beginning July 26, armed deputies will accompany 
inspectors to the scales in a corridor that stretches southwest from Interstate 10 at Las 
Cruces, New Mexico to the New Mexico-Arizona border, along Luna, Hidalgo, and 
Grant counties. The new protocol was put in place because of the growing insecurity 
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among border ranchers after the highly-publicized March 27 murder of an Arizona 
rancher. When inspectors in New Mexico begin surveying 32 livestock scales along the 
increasingly dangerous Mexican border later this month, they will have armed escorts 
at their sides. It will mark the first time armed deputies will travel with New Mexico 
Department of Agriculture inspectors, who certify the scales used to weigh livestock, 
the Luna County sheriff said. The sheriff said the deputies will work overtime to 
accompany the inspectors, and will be paid via federal assistance from Operation 
Stonegarden, a Department of Homeland Security program that gives 14 states along 
the border flexibility to use grant funding to enhance coordination among state and 
federal law enforcement agencies. 
Source: http://homelandsecuritynewswire.com/armed-escorts-accompany-new-mexico-
livestock-inspectors 

30. July 20, Fort Dodge Messenger – (Iowa) Fort Dodge fire responds to ammonia 
leak. Several public safety departments responded to an ammonia leak at Fort Dodge 
Ice and Cold Storage, at 2472 170th St. in Fort Dodge, Iowa July 18 around 11 p.m., 
according to officials. The Fort Dodge Fire Department said a small leak occurred at 
the business, and maintenance workers isolated the valve by closing off another. As 
they inspected the leaky valve, the other used to isolate the ammonia began to leak, and 
there was no way to shut it off, which prompted the 911 call. The liquid between the 
interior and exterior valves turned into vapor, but with calm winds the ammonia did not 
disperse. “We set up a hot zone, and then began to formulate a plan with the 
maintenance workers, haz-mat team and safety officers,” said a Fort Dodge Fire 
Department lieutenant. MidAmerican Energy came out and shut off power to the 
building from the outside while two firefighters in turnout gear monitored the 
concentration of the ammonia. The ammonia was at an “alarming dangerous level” at 
the doorway, in the range in which it could explode if there was an ignition source. 
After power to the building was turned off, teams of two entered the building to turn off 
the leak. Workers eventually came in with a pressurized water extinguisher to provide a 
fog stream of water to knock down the vapors. Once the men identified the leak they 
turned off the valve, and immediately the vapors stopped. Afterward, the department 
started up positive pressurized fans to clear vapors so flammability wouldn’t be a 
concern. After the interior leak was stopped, the exterior valve was slowly turned back 
on, and no more leaks were detected. 
Source: http://www.messengernews.net/page/content.detail/id/526462.html?nav=5010 

31. July 20, Freemont News Messenger – (Ohio) Crop-duster crash yields minor 
injuries. An Ohio man walked away without serious injuries after crashing a plane 
while he was crop-dusting in Townsend Township, Ohio lJuly 19. The man was 
waiting for emergency personnel when they showed up shortly after the crash around 
6:40 p.m. He was taken to Bellevue Hospital. The plane crashed into the back of a barn 
on property on County Road 294, between Ohio 412 and County Road 237. A 
spokesman from the Townsend Township Volunteer Fire Department couldn’t say why 
the plane crashed. “It looks like he somersault-landed,” he said. The crop-dusting tank 
ruptured and its contents spilled, necessitating some precautionary measures — the 
evacuation of residents and calling the county hazardous-materials team. The man was 
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piloting a plane and dusting crops using a mixture of water and a fungicide called 
Headline, of which the active ingredients are pyraclostrobin, napthalene, and solvent 
naphtha. The fuel tanks on the plane remained intact. Federal Aviation Administration 
inspectors are handling the investigation. Other responders included the Sandusky 
County Sheriff’s Office and Ohio Highway Patrol. 
Source: http://www.thenews-
messenger.com/article/20100720/NEWS01/7200310/Crop-duster-crash-yields-minor-
injuries 

32. July 15, Des Moines Register – (National) Antibiotics in livestock affect humans, 
USDA testifies. There is a clear link between the use of antibiotics in livestock and 
drug resistance in humans, the U.S. President’s administration said, a position sharply 
at odds with agribusiness interests. In testimony to a House committee July 14, the U.S. 
Department of Agriculture (USDA), which livestock producers have traditionally relied 
on to advocate for their interests, backed the idea of a link between animal use of 
antibiotics and human health. The USDA “believes that it is likely that the use of 
antimicrobials in animal agriculture does lead to some cases of antimicrobial resistance 
among humans and in animals themselves,” said the USDA chief veterinarian. The 
Food and Drug Administration (FDA), which regulates antibiotics in animals and 
humans, has recently proposed to end the use of many drugs as growth promoters in 
hogs and other livestock. Only antibiotics such as ionophores that have no human use 
would be permitted to speed animals’ growth. The FDA has set a schedule for phasing 
out the drugs’ use or proposed specific restrictions. Officials said the ban is needed to 
ensure that the drugs remain useful in human medicine. At an earlier hearing, 
government health experts said U.S. data on the linkage was lacking. But July 14, 
administration officials tried to make a closer connection. 
Source: 
http://www.desmoinesregister.com/article/20100715/BUSINESS01/7150344/1030/Anti
biotics-in-livestock-affect-humans-USDA-testifies 

[Return to top]  

Water Sector 

33. July 20, Charleston Daily Mail – (West Virginia) Man pleads guilty to pollution 
hazard. A Huntington, West Virginia businessman pleaded guilty in federal court to 
negligently introducing a hazardous pollutant into the public sewer system. The man, 
age 59 and president and operator of the former Techsol Chemical Co., pleaded guilty 
July 19 before a U.S. district judge for an incident that occurred in 2004, according to a 
news release. Authorities said 22,000 gallons of coal tar light oil was negligently 
released from a tanker rail car in October 2004 at Techsol’s Huntington facility. The 
workers were attempting to transfer the material from a tanker rail car to a tanker truck 
that would be driven to Marathon Oil in Kentucky. The released material made its way 
to the Huntington Sewage Treatment Plant as well as a drainage ditch that eventually 
flowed into the Ohio River. Coal tar light oil is a waste product generated when coke is 
produced from coal. The substance contains benzene, toluene and zylene — all 
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hazardous materials. The U.S. attorney’s office said a frozen valve on the rail car, lack 
of training for the employees handling the valve, and a lack of a secondary containment 
protocol by Techsol contributed to the negligent release. Response and clean-up 
operations were conducted by Marathon, the Environmental Protection Agency, the 
state department of environmental protection, and the Huntington Fire Department. 
Clean-up costs have exceeded $8.3 million, which has been paid by Marathon Oil. 
Techsol has since been dissolved as a company. The suspect is set to be sentenced 
October 18 and faces up to a year in prison and a $100,000 fine. 
Source: http://www.istockanalyst.com/article/viewiStockNews/articleid/4323340 

34. July 20, Sioux City Journal – (Iowa) 75K gallons of wastewater wrongly bypassed 
into Missouri. Equipment failure at a MidAmerican Energy plant led to wastewater 
bypasses into the Missouri River, the Iowa Department of Natural Resources (DNR) 
reported July 19. Approximately 75,000 gallons of water, which may also contain 
industrial product, was inadvertently bypassed to the Missouri River from George Neal 
Station North, a coal-fired power station in Sergeant Bluff, Iowa owned by 
MidAmerican Energy, said a company spokesman. Bottom ash, which the DNR 
describes as being a residual product left over from burning coal, reached the river after 
portable pumps were installed July 18. The by-product, normally pumped to a storage 
area, was pumped to the wrong stormwater drain which leads to the river, he said. This 
occurred for about nine hours, ending at 8 a.m., July 19. 
Source: http://www.siouxcityjournal.com/news/local/article_32c98a29-457d-5022-
8d24-82919b56aece.html 

35. July 19, Water Technology Online – (International) Water Impact Index analyzes 
human influence on water resources. Veolia Water North America has unveiled the 
Water Impact Index, the first indicator enabling a comprehensive assessment of the 
impact of human activity on water resources, according to a press release. The 
company also announced what is believed to be the first-ever simultaneous analysis of 
water and carbon on a major metropolitan area’s water cycle. Tested on Milwaukee, 
Wisconsin, the Water Impact Index expands on existing volume-based water 
measurement tools by incorporating multiple factors including consumption, resource 
stress and water quality, the release stated. “The framework that we used has broad 
application for public- and private-sector decision makers, and enables them to take 
into account a broader set of environmental and cost factors” said the president and 
CEO of Veolia Water Americas. “The simultaneous assessment of water and carbon, 
along with economic analysis, provides organizations with a more comprehensive 
framework for making truly sustainable decisions. With this achievement, Milwaukee 
is further demonstrating its unique leadership in advancing the case of sustainable fresh 
water resource management, and with this new initiative, our partnership is further 
developing the path to sustainability.” 
Source: http://watertechonline.com/news.asp?N_ID=74525 

36. July 19, San Mateo County Times – (California) Mercury in Crystal Springs fish 
puzzles scientists. Fish caught in Lower Crystal Springs Reservoir in San Mateo 
County, California were found to contain dangerously high levels of methyl mercury, a 
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potent neurotoxin, in a recent study conducted by scientists with the San Francisco 
Estuary Institute. Scientists were surprised to discover the problem in a drinking-water 
reservoir long touted as pristine by the San Francisco Public Utilities Commission. Ten 
out of 11 largemouth bass tested high enough in methyl mercury to cause damage to 
children, and women of childbearing age. Fishing is not permitted at Crystal Springs 
Reservoir, so there is no risk of consuming a tainted bass. Furthermore, there is no 
evidence water quality has been affected by latent mercury content in the sediment said 
a senior environmental scientist with the Estuary Institute and lead author of the study. 
“The concentrations in the food chain are over a million times higher than the 
concentrations in water,” he said. “It is important to note that even though mercury is 
showing up at concentrations of concern in the fish, it’s not an issue for the drinking 
water.” The two-year study, produced on behalf of the State Water Quality Control 
Board, points to a widespread problem of California lakes and reservoirs. Of 272 lakes 
and reservoirs sampled in the study, 21 percent had at least one fish species with an 
average mercury load that exceeded the recommended consumption limit. 
Source: 
http://www.mercurynews.com/ci_15547885?source=most_emailed&nclick_check=1 

37. July 19, WDIV 4 Detroit – (Michigan) Police seeking more Monroe burglars. Two 
men have confessed to several break-ins in Monroe County, Michigan, but police said 
at least one major burglary remains a mystery. Police said they believe there may be at 
least one or more desperate burglars lurking in the county, looking for money. Nobody 
has been arrested in connection with the robbery of the Bedford Waste Water 
Treatment Plant in Erie last week. The culprits cut a hole in a chain-link fence at the 
plant on Lovoy Road and stole catalytic converters from seven trucks, computers and a 
generator, leaving behind more than $5,000 in damage. “They knew what they were 
doing. They came here for a specific purpose,” said a worker at the Bedford plant. 
Source: http://www.clickondetroit.com/news/24307990/detail.html 

38. July 19, KIMT 3 Mason City – (Iowa) Flood wall closer to reality. Sandbags could 
soon be replaced by a permanent flood wall at the Mason City, Iowa water treatment 
plant. The city council is expected to approve a resolution July 20 to start the bidding 
process for the project. The wall would run south and west from the corner of Elm 
Avenue and 12th Street. The city administrator said obtaining federal grant money and 
building in a flood plain has led to a time-consuming project. The project is expected to 
cost just over $500,000 but will be paid for by grant money. The public will have a 
chance to voice their opinion on the project at an upcoming hearing. It is expected to be 
scheduled for August 17. 
Source: http://www.kimt.com/content/localnews/story/Flood-Wall-Closer-To-
Reality/cQtEM-t5C025sgEig0QGQg.cspx 

39. July 19, Danville Advocate-Messenger – (Kentucky) Stanford chlorine leak prompts 
evacuation. A minor chlorine leak at the Stanford Water Works in Stanford, Kentucky 
July 18 created a brief scare for nearby residents when they were awakened and told an 
evacuation was under way. The Stanford Water Works manager said a lone employee 
was closing the plant down when the leak occurred. He called for emergency backup, 
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triggering a voluntary evacuation. The employee was not injured by the escaping 
chlorine. The Stanford fire chief said the call for help came in about 12:09 a.m. Local 
emergency responders and a hazardous-materials team from Somerset responded to the 
water treatment plant off Ky. 698. The chief said a “very minor amount” of chlorine 
wound up leaking, and the chlorine that did leak never escaped the building. The 
Somerset haz-mat team entered the building in full protective suits and were able to 
close a valve that ended the leak. The exact cause is under investigation, but officials 
have ruled out a broken valve, ruptured valve or broken pipe. Once the leak was shut 
off, responders monitored the air quality outside the building to make sure no chlorine 
escaped, and according to their tests, none did. Several roads in the area were shut 
down while officials handled the situation. Responders were on the scene for about 
three and a half hours. 
Source: http://www.amnews.com/stories/2010/07/19/loc.552260.sto 

[Return to top]  

Public Health and Healthcare Sector 

40. July 20, Healthcare IT News – (Massachusetts) Mass. hospital investigating the 
potential loss of back-up data for 800,000 individuals. South Shore Hospital in 
Weymouth, Massachusetts, reported July 14 that back-up computer files containing 
personal, health and financial information for approximately 800,000 individuals may 
have been lost by a data-management company that was hired to destroy them. 
According to the hospital, files were sent to a professional data-management company 
for offsite destruction February 26. When certificates of destruction were not provided 
in a timely manner, officials said they pressed the data firm for an explanation and were 
finally informed June 17 that only a portion of the files had been received and 
destroyed. The hospital’s investigation has revealed that the computer files contained 
personally identifiable information for patients who received medical services at South 
Shore Hospital –- as well as employees, physicians, volunteers, donors, vendors and 
other business partners associated with the hospital –- between January 1, 1996, and 
January 6, 2010. 
Source: http://www.healthcareitnews.com/news/mass-hospital-investigating-potential-
loss-back-data-800000-individuals 

41. July 20, Wall Sreet Journal – (Pennsylvania) J&J says FDA finds problems at a 
third drug-making facility. Regulators have found manufacturing problems at a third 
Johnson & Johnson (J&J) drug-making plant, according to the company, which had 
already recalled several of its over-the-counter medicines due to manufacturing issues 
at two other facilities, one of which it closed. The Food and Drug Administration 
recently inspected J&J’s Lancaster, Pennsylvania plant, and reported manufacturing 
problems to J&J, the company said July 19. The Lancaster plant is among four J&J 
facilities making over-the-counter pain and cold medicines, in addition to factories in 
Fort Washington, Pennsylvania; Las Piedras, Puerto Rico; and Guelph, Ontario in 
Canada. 
Source: 
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http://online.wsj.com/article/SB10001424052748704720004575377583905061348.htm
l 

42. July 20, McKnight’s Long-Term Care News – (National) Medicare fraud crackdown 
yields more than 30 arrests. An ongoing, multi-state, health-care fraud investigation 
has led to more than 90 individuals being accused of defrauding Medicare of more than 
$251 million. The arrests occurred in Miami, Florida; Baton Rouge, Louisiana; 
Brooklyn, New York; Houston, Texas; and Detroit, Michigan. Among the 94 doctors, 
nurses and others who have been linked to billing Medicare for millions of dollars 
worth of medical equipment, physical therapy services and HIV treatments that were 
never delivered to patients, 36 were arrested. The sweeping raids were conducted as 
part of the new Health Care Fraud Prevention & Enforcement Action Team initiative, 
and involved roughly 360 agents. 
Source: http://www.mcknights.com/medicare-fraud-crackdown-yields-more-than-30-
arrests/article/174893/ 

43. July 19, Gaston Gazette – (North Carolina) Gaston Memorial patient accused of 
bomb threat after discharge. A 29-year-old Gastonia man allegedly made a false 
bomb threat to Gaston Memorial Hospital in Gastonia, North Carolina a shorttime after 
being discharged July 16, according to an arrest warrant. Police said the suspect used a 
TracFone to call in the bomb threat to Gaston County Communications. The 6:45 a.m. 
911 call indicated a bomb was at the hospital. Emergency dispatch verified with AT&T 
that the call was made with a TracFone, which is a pre-paid cell phone. The suspect 
was booked into Gaston County Jail under a $10,000 bond on a charge of making a 
false bomb report. 
Source: http://www.gastongazette.com/news/bomb-49158-gaston-threat.html 

For another story, see item 32  
 
[Return to top]  

Government Facilities Sector 

44. July 20, Navy News – (Florida) Harrier crashes during exercise. An AV8B Harrier, 
belonging to the Camp Lejeune, North Carolina-based 26th Marine Expeditionary Unit 
(MEU), crashed just west of Lake George in the Ocala National Forest, near the town 
of Salt Springs, Florida, at approximately 8 p.m. July 18. The jet was based aboard the 
USS Kearsarge (LHD 3) and was participating in a composite training unit exercise as 
part of pre-deployment training for the 26th MEU. The pilot, with Marine Medium 
Tiltrotor Squadron 266, ejected from the plane and was airlifted to Shands Cancer 
Hospital at the University of Florida in Gainesville by local authorities. The pilot is in 
stable condition. He sustained non-life threatening injuries. The cause of the crash is 
under investigation. 
Source: http://www.military.com/news/article/marine-corps-news/harrier-crashes-
during-exercise.html?col=1186032320397 
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45. July 19, CNN – (National) Report: U.S. intelligence community inefficient, 
unmanageable. The September 11th attacks have led to an intelligence community so 
large and unwieldy that it is unmanageable and inefficient — and no one knows how 
much it costs, according to a two-year investigation by the Washington Post. The 
article appeared in the July 19 edition. Although officials in the intelligence community 
were concerned about the content of the newspaper articles ahead of publication, what 
troubled them the most was “interactive” component of the series, which they said lists 
the locations where the CIA, the National Security Agency, and the other agencies that 
make up the intelligence community have facilities. Many of those sites are not 
publicly known, some officials said. Officials worried about the security implications 
of such disclosures. As one person put it, “these are targeted places to begin with ... 
Mapping it out presents counterterrorism and counterintelligence concerns.” The 
officials said there have been discussions with the Washington Post to make changes in 
the Web site. It was not immediately known what, if any, changes were made, but an 
interactive map available the morning of July 19 showed more than 2,000 government 
work locations and nearly 7,000 for private contractors. The newspaper said it took 
steps to allay public-safety concerns. 
Source: http://www.cnn.com/2010/POLITICS/07/19/intelligence.report/ 

46. July 19, Kansas City Star – (Missouri) Man pleads guilty to KC courthouse bomb 
threats. A 66-year-old Cuban refugee pleaded guilty July 16 to threatening to blow up 
the federal courthouse in downtown Kansas City, Missouri. The suspect, who came to 
the U.S. in the 1980s, said he was depressed when he made the threats because his car 
had been repossessed, he had lost his job and he was responsible for big medical bills. 
“I did this because seven months ago I was laid off after working 15 years for two 
companies,” the suspect said. “I felt against the world.” Authorities evacuated the 
courthouse and adjacent buildings April 5 after finding a fake bomb nearby. The 
suspect also admitted calling in other threats. His lawyer said the suspect could be 
sentenced to up to 18 months in prison. But she noted that because of his legal status, 
he probably will stay in the U.S. “It’s my understanding that because he is a political 
refugee, he can’t be deported,” she said. The U.S. District Judge noted, however, that 
the suspect could lose his status as a permanent resident alien and give up any 
opportunity to become a naturalized U.S. citizen. 
Source: http://www.kansascity.com/2010/07/19/2094539/man-pleads-guilty-to-kc-
courthouse.html#ixzz0uEagWtz3 

47. July 19, IT Business Edge – (Texas) Texas gives IBM 30 days to fix things under 
massive contract. Texas has given IBM 30 days to address problems under a $863 
million contract to centralize state agencies’ computer services and data storage, reports 
The Dallas Morning News. The story said Texas Department of Information 
Resources’ head cited 16 breaches in the deal in a sternly worded “notice to cure” 
letter. Among her complaints: repeated failure to back up critical state data and to 
bolster computer systems’ security. IBM maintained that it has lived up to the terms of 
the contract and called the letter “unnecessary and unjustified.” 
Source: http://www.itbusinessedge.com/cm/community/news/sou/blog/texas-gives-
ibm-30-days-to-fix-things-under-massive-contract/?cs=42292 
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For another story, see item 69  
 
[Return to top]  

Emergency Services Sector 

48. July 21, Associated Press – (International) U.S. official: Mexican car bomb likely 
used Tovex. A drug gang that carried out the first successful car bombing against 
Mexican security forces likely used an industrial explosive that organized crime gangs 
in the past have stolen from private companies, a U.S. official said July 19. The 
assailants apparently used Tovex, a water gel explosive commonly used as a 
replacement for dynamite in mining and other industrial activities, said a U.S. official 
who spoke on condition of anonymity. The car bomb killed three people — including a 
federal police officer — July 15 in Ciudad Juarez and introduced a new threat in 
Mexico’s drug war. Mexican authorities said the assailants lured police and paramedics 
to the scene through an elaborate ruse seemingly taken out of an Al-Qaida playbook. A 
street gang tied to the Juarez cartel dressed a bound, wounded man in a police uniform, 
then called in a false report of an officer shot at an intersection. They waited until the 
authorities were in place to detonate the bomb. A graffiti message scrawled on a wall 
July 19 threatened more attacks in Juarez. The message directed its threat at the FBI 
and the U.S. Drug Enforcement Administration, demanding an investigation of 
Mexican law enforcement officials who “support the Sinaloa cartel.” The graffiti 
message said there would be another car bomb unless “corrupt federal” officials are 
arrested within 15 days. There was no way to verify the authenticity of the message. 
The FBI and the U.S. Bureau of Alcohol, Firearms and Explosives are aiding the 
Mexicans in the car bomb investigation, officials from those agencies have said. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5gMi5B2USfJStXxfqgWWr2xj
RYpOgD9H2HK0G2 

[Return to top]  

Information Technology Sector 

49. July 20, The Register – (International) Yellow alert over Windows shortcut 
flaw. Windows Shortcut’s zero-day attack code has gone public. The development 
increases the risk that the attack vector, already used by the highly sophisticated 
Stuxnet Trojan to attack Scada control systems, will be applied against a wider range of 
vulnerable systems. All versions of Windows are potentially vulnerable to the exploit, 
according to experts. Just viewing the contents of an infected USB stick is enough to 
get the attack, even on systems where Windows Autoplay is disabled. Maliciously 
crafted Windows shortcut (.lnk) files might also to be able to push malicious code 
through other attack routes such as Windows shares. The SANS Institute’s Internet 
Storm Centre has responded to the heightened threat by moving onto yellow alert status 
for the first time in years. “We believe wide-scale exploitation is only a matter of time,” 
wrote an ISC handler. “The proof-of-concept exploit is publicly available, and the issue 
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is not easy to fix until Microsoft issues a patch. Furthermore, anti-virus tools’ ability to 
detect generic versions of the exploit have not been very effective so far.” Microsoft 
has acknowledged the problem — and published workarounds deigned to guard against 
attack — ahead of a possible patch. But many experts think Microsoft will be hard 
pressed to quickly develop a fix. The Siemens SIMATIC WinCC SCADA systems 
specially targeted by the Stuxnet Trojan use hard-coded admin username / password 
combinations that users are told not to change. Details of these passwords has been 
available on underground hacker forums for at least two years, Wired reports. Worse 
still, changing Siemens’ hard-coded password will crash vulnerable SCADA systems, 
IDG reports. Siemens is in the process of developing guidelines for customers on how 
to mitigate against the risk of possible attack. 
Source: http://www.theregister.co.uk/2010/07/20/win_shortcut_vuln_exploit_code/ 

50. July 20, SC Magazine – (International) Blog platform closed down due to posting of 
terrorist material and bomb-making instructions. Web hosting company BurstNET 
Technologies has taken its blogging platform Blogetery.com down after a link to 
terrorist material, including bomb-making instructions and an al-Qaeda “hit list” was 
posted to the site. In a statement regarding the termination of service to Blogetry.com, 
BurstNET claimed that July 9, it received a notice of a critical nature from law 
enforcement officials and was asked to provide information regarding ownership of the 
server hosting Blogetry.com. It said: “Upon review, BurstNET determined that the 
posted material, in addition to potentially inciting dangerous activities, specifically 
violated the BurstNET acceptable use policy. “This policy strictly prohibits the posting 
of ‘terrorist propaganda, racist material, or bomb/weapon instructions.’ Due to this 
violation and the fact that the site had a history of previous abuse, BurstNET elected to 
immediately disable the system.” 
Source: http://www.scmagazineuk.com/blog-platform-closed-down-due-to-posting-of-
terrorist-material-and-bomb-making-instructions/article/174894/ 

51. July 20, Sophos – (International) Yes, there’s malware. But don’t change your 
SCADA password, advises Siemens. If the malware (call Stuxnet for now) was 
programmed to know the default password used by the SCADA (Supervisory Control 
And Data Acquisition) systems which manage critical operations, a person might want 
to seriously consider changing those default passwords, right? As a sensible precaution, 
yes? Unfortunately, life is not that simple. Although Siemens SCADA systems are 
being targeted by the Stuxnet malware (which exploits a zero-day Microsoft 
vulnerability in the way that Windows handles .LNK shortcuts, allowing malicious 
code to run when icons are displayed), the company is telling customers that they 
should not change their default passwords. “We will be publishing customer guidance 
shortly, but it won’t include advice to change default settings as that could impact plant 
operations,” a Siemens spokesman told journalists. That’s in spite of the fact that the 
password used by Siemens Simatic WinCC SCADA software was leaked onto the net 
some years ago. Siemens is worried that if critical infrastructure customers change their 
Siemens WinCC SCADA password (to hinder the malware’s attempt to access their 
system) they will stop Stuxnet being able to steal information, but could at the same 
time throw their systems into chaos. 
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Source: http://www.sophos.com/blogs/gc/g/2010/07/20/malware-scada-password-
siemens/ 

52. July 20, IDG News Service – (International) Eset discovers second variation of 
Stuxnet worm. Researchers at Eset have discovered a second variant of the Stuxnet 
worm that uses a recently disclosed Windows vulnerability to attack Siemens industrial 
machines. The second variant, which Eset calls “jmidebs.sys,” can spread via USB 
drives, exploiting an unpatched flaw in Windows involving a malicious shortcut file 
with the “.lnk” extension. Like the original Stuxnet worm, the second variant is also 
signed with a certificate, used to verify the integrity of an application when installed. 
The certificate was bought from VeriSign by JMicron Technology Corp., a company 
based in Taiwan. The first Stuxnet worm’s certificate came from Realtek 
Semiconductor Corp., although VeriSign has now revoked it, said a Eset senior 
research fellow. Both companies are listed to have offices in the same place, the 
Hsinchu Science Park in Taiwan. “We rarely see such professional operations,” the 
senior researcher wrote. “They either stole the certificates from at least two companies 
or purchased them from someone who stole them. At this point, it isn’t clear whether 
the attackers are changing their certificate because the first one was exposed or if they 
are using different certificates in different attacks, but this shows that they have 
significant resources.” Although Eset analysts are still studying the second variant, it is 
closely related to Stuxnet, the fellow said. The code for the second variant was 
compiled July 14. 
Source: http://www.networkworld.com/news/2010/072010-eset-discovers-second-
variation-of.html?hpg1=bn 

53. July 20, Cnet News – (International) Adobe Reader to block attacks with sandbox 
tech. Adobe Reader will soon have an additional layer of protection against the many 
attacks that target the popular PDF viewer. Adobe Systems is borrowing a page from 
Microsoft’s and Google’s playbook by turning to sandboxing technology designed to 
isolate code from other parts of the computer. Adobe is adding a “Protected Mode” to 
the next release of Adobe Reader for Windows due out some time this year, said the 
director of product security and privacy at Adobe. The feature will be enabled by 
default and included in Adobe Reader browser plug-ins for all the major browsers. The 
company has no plans to add the feature to the version of its PDF (Portable Document 
Format) viewer for the Macintosh at this time because the vast majority of Adobe 
Reader downloads and exploits are on Windows, a spokeswoman said. The sandbox 
mechanism will confine PDF processing, such as JavaScript execution, 3D rendering, 
and image parsing, to a confined area and prevent applications from installing or 
deleting files, modifying system information, or accessing processes. While Adobe 
Reader can communicate directly with the operating system, applications running in the 
program cannot. If malicious code sneaks onto a computer by successfully exploiting a 
hole in Adobe reader, its impact will be limited because it will be contained within the 
sandbox. 
Source: http://news.cnet.com/8301-27080_3-20011015-245.html 
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54. July 19, The New New Internet – (International) Argentinean government sites used 
in Black Hat SEO campaigns. Numerous Argentinian government Web sites were 
recently compromised by hackers and used in black hat search engine optimization 
(SEO) campaigns, according to Sunbelt Software. Security researchers said 12 
government pages were involved in the spamming campaign, with some of them 
distributing malware as well. Also called spamdexing, black hat SEO is a technique 
used by cyber crooks to unethically raise search rankings. Researchers said the SEO 
campaign used keywords related to prescription drugs and enhancement pills to 
increase visibility of malicious Web sites. A security expert said, “What’s more scary 
than the spam itself, is that these sites are hacked and nobody is noticing it or taking 
any action to clean them up.” He added many of the sites have been accessed through 
SQL injections and vulnerabilities with poorly coded custom applications. 
Source: http://www.thenewnewinternet.com/2010/07/19/argentinean-government-sites-
used-in-black-hat-seo-campaigns/ 

55. July 19, DarkReading – (International) Reports: Turkish hackers have stolen 
personal data of more than 100,000 Israelis. Turkish hackers have posted two large 
files that could expose the personal data of more than 100,000 Israeli citizens, 
according to news reports. Israeli observers fear the data thefts may be a concerted 
effort by Turkish hackers to target Israeli nationals. The two countries have been in 
conflict since Israeli forces intercepted a Gaza-bound aid flotilla May 31. On July 18, 
an Israeli blogger said in his blog on We-CMS that he had found an Excel spreadsheet 
with more than 32,000 e-mail addresses and passwords published on a Turkish forum. 
The items were obtained through numerous hackings since the Gaza flotilla incident, he 
said, including Israeli accounts on Facebook, Gmail, and Messenger. Also July 18, 
TheMarker.com Web site reported that another file is circulating on the Internet that 
contains the e-mail addresses of an additional 70,000 Israeli Web users. One of the 
sources of the data, Israel’s Pizza Hut, confirmed it has been hacked. The company said 
July 17 that e-mail addresses and passwords of 26,476 customers who ordered pizza 
from the company’s Web site in early June had been stolen. Pizza Hut officials said 
credit-card data is not stored on the Web site. The Israeli classified ad site called 
Homeless also conceded that its site has been hacked. No personal details were 
disclosed in the hack, according to the site, although “partial” user data may have been 
revealed. “I also mean PayPal,” the blogger said. “From what I’ve been able to learn on 
the forum, the hackers penetrated PayPal accounts of Israelis, and their bank accounts, 
and also obtained credit card details.” 
Source: 
http://www.darkreading.com/security/cybercrime/showArticle.jhtml?articleID=226000
027 

56. July 19, Kapersky Lab Security News Service – (International) Attackers moving to 
social networks for command and control. Bot herders and the crimeware gangs 
behind banker Trojans have had much success the last few years using bullet-proof 
hosting providers as their main base of operations. New research from RSA shows that 
the gangs behind some Trojans that are such a huge problem in some countries, 
especially Brazil and other South American nations, are moving quietly and quickly to 

http://www.thenewnewinternet.com/2010/07/19/argentinean-government-sites-used-in-black-hat-seo-campaigns/�
http://www.thenewnewinternet.com/2010/07/19/argentinean-government-sites-used-in-black-hat-seo-campaigns/�
http://www.darkreading.com/security/cybercrime/showArticle.jhtml?articleID=226000027�
http://www.darkreading.com/security/cybercrime/showArticle.jhtml?articleID=226000027�


 - 23 - 

using social networks as the command-and-control mechanisms for their malware. The 
company’s anti-fraud researchers recently stumbled upon one such attack in progress 
and watched as it unfolded. The attack is as simple as it is effective. It begins with the 
crimeware gang setting up one or more fake profiles on a given social network (RSA is 
not naming the network). The attacker then posts a specific set of encrypted commands. 
When a new machine is infected with the banker Trojan, the malware checks the profile 
for new commands. The specific command begins with a string of random characters 
that serves as an authentication mechanism, letting the Trojan know it’s found the right 
commands. The rest of the encrypted string is hard-coded instructions telling the Trojan 
what to do next, whether to look for other machines on the network, search for saved 
data or log keystrokes when the user visits an online banking site. These types of 
attacks are increasing. There have been botnets controlled via Twitter for at least one 
year, and researchers found a number of example of Facebook profiles set up 
specifically for malicious activity. 
Source: http://threatpost.com/en_us/blogs/attackers-moving-social-networks-command-
and-control-071910 

57. July 19, Network World – (International) Black Hat talk to reveal analysis of hacker 
fingerprints. Looking deeper within malware yields fingerprints of the hackers who 
write the code, and that could result in signatures that have a longer lifetime than 
current intrusion-detection schemes, Black Hat 2010 attendees will be told July 28 and 
29. Analysis of the binaries of malware executables also reveals characteristics about 
the intent of the attack code that could make for more efficient and effective data 
defenses, said the CEO of HBGary, whose briefing “Malware Attribution: Tracking 
Cyber Spies and Digital Criminals” is scheduled for the Las Vegas conference. The 
CEO said this analysis uncovers tool marks — signs of the environments in which the 
code was written — that can help identify code written by a common person or group 
based on what combination of tools they use. For example, his research looked under 
the covers of one malware executable whose fingerprint included use of Back Orifice 
2000, Ultra VNC remote desktop support software, and code from a 2002 Microsoft 
programming guide. Each program was slightly modified, but the information available 
amounted to a good fingerprint. The malware was a remote access tool (RAT), and 
RAT generators such as Poison Ivy could have created unique RAT code for each use, 
but that is not the route this attacker chose. Identifying this RAT in other instances of 
malware can link groups of malicious code to a common author or team. The CEO 
found these fingerprints last a long time. Once written, the binaries themselves are 
altered only infrequently, so employing these fingerprints as malware signatures will be 
more useful for longer periods. 
Source: http://www.networkworld.com/news/2010/071910-black-hat-
fingerprint.html?hpg1=bn 

For another story, see item 47  
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

58. July 20, KCCI 8 Des Moines – (Iowa) Flash flooding knocks out 911 service. The 
Wayne County Sheriff’s office in Iowa said early July 20 that 911 service has been 
knocked out to some cities due to flash flooding. Hummeston and a few other cities are 
without 911 service and long distance phone service. Some phone lines were washed 
out. It is not known yet how long the outage is expected to last. Residents affected can 
use their cell phones to call 911. 
Source: http://www.kcci.com/news/24322443/detail.html 

59. July 19, WCSC 5 Charleston – (South Carolina) AT&T outage leaves some 
Charleston businesses without service. Many Lowcountry AT&T customers in South
Carolina were without service July 19 after a line was dug up during a construction 
project. Officials with the state’s Department of Transportation (DOT) said the cut 
happened July 18 at the corner of Rivers and Helm avenues. According to the DOT, the
line was cut in 16 places. More than 1,300 customers in Charleston and surrounding 
areas were affected by the outage, which impacted Internet and phone service. 
Businesses along Remount Road and the North Charleston police department were 
included in the outage. The outage included the National Weather Service (NWS) 
bureau in North Charleston. As a result, the NWS cannot send out weather alerts via the
National Oceanic and Atmospheric Administration (NOAA) weather radio service for 
Charleston, Green Pond, Savannah and Metter. In a statement, AT&T said they 
expected to begin restoring power to the company’s customer’s the afternoon of July 
19. 
Source: http://www.live5news.com/Global/story.asp?S=12831884 

60. July 19, Pttsburgh Business Times – (Pennsylvania; Maryland; New Jersey) Verizon 
fiber optic line cut affects Pennsylvania business customers. Verizon business 
customers in Pennsylvania, New Jersey, and Maryland experienced service disruptions 
July 19 after a fiber optic line was cut in Hagerstown, Maryland, a spokesman 
confirmed. Initially, Verizon said the outage of Internet and phone service affected 
about 215 customers in Maryland, Pennsylvania and New Jersey, and included the 
largest business customers, but that number was later revised to about 1,000 affected 
customers. The 1,000-foot cable was damaged around 3 a.m. by a tree falling on an 
aerial fiber line near railroad tracks. When a train passed through, the cable was 
snagged and damaged. By 11:30 a.m., the problem had been repaired, but the 
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spokesman noted it could take time for all customers’ systems to “reset and restore.” 
Source: http://pittsburgh.bizjournals.com/pittsburgh/stories/2010/07/19/daily6.html 

61. July 19, WJAR 10 Providence – (Rhode Island) Portsmouth police phones back 
online. Portsmouth, Rhode Island police said business lines are up and running again. 
Phones went down at about noon July 19 after a lightning strike to one of the towers in 
town. 911 service remained available during the outage. Police reported minimal 
confusion during the two- to three-hour outage. 
Source: http://www2.turnto10.com/news/2010/jul/19/4/storm-knocks-out-portsmouth-
police-phones-ar-157272/ 

[Return to top]  

Commercial Facilities Sector 

62. July 20, Boston Globe – (Massachusetts) Central Massachusetts copes with flooding, 
fires caused by storm. A major storm carrying severe winds, heavy rains, and 
lightning tore through central Massachusetts July 20, causing fires and flooding. A 
tornado warning was issued, and although there were no reports of one touching down, 
some areas experienced serious damage from high winds. The Leominster Fire 
Department responded to two fires sparked by lightning strikes. In the northern part of 
the city, flooding forced the closure of Route 12, a weather service report said. The fire 
department answered numerous calls of fire alarms sounding because of lightning as 
well as flooding. And the heavy rains caused basement flooding in the central fire 
station. The area was also hit by hail the size of golf balls. There was at least one fire 
caused by lightning when Eustis Enterprise Inc., a furniture store in Ashburnham, was 
struck by lightning. The winds caused trees to fall on power lines and onto roads, 
closing Central Street between Pleasant and School streets. The heavy flooding caused 
a number of problems in Fitchburg. Stranded cars sat in the middle of several roads. A 
family of three was forced to swim from their car between Rollstone and Franklin 
streets. In Westminster, power outages were reported throughout the town, said a fire 
department dispatcher. 
Source: 
http://www.boston.com/news/local/massachusetts/articles/2010/07/20/central_massach
usetts_copes_with_flooding_fires_caused_by_storm/ 

63. July 19, Reno Gazette-Journal – (Nevada) Reno police arrest man on suspicion of 
making casino bomb threats. A 45-year-old Reno, Nevada man who speaks with a 
stutter was calling 911 to allegedly report phony bomb threats to two casino hotel and 
spas. In the first call to 911 July 15, the man said a large group of men had placed a 
bomb in the Peppermill Hotel Spa and Casino because they were angry they lost 
thousands of dollars gambling. A half hour later, the same man called again, reporting 
the men had headed to the Atlantis Hotel Spa and Casino and intended on blowing it 
up. After officers concluded the threats were hoaxes, they traced the calls to to the 
suspect, who was booked into the Washoe County Jail on two counts of felony bomb 
threat. He remained in custody July 19 in lieu of $30,000 bail. During his arrest, the 
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suspect told officers he was angry with the businesses. His specific complaints were 
unknown. 
Source: http://www.rgj.com/article/20100719/NEWS01/100719020/-
1/CARSON/Reno-police-arrest-man-on-suspicion-of-making-casino-bomb-threats 

64. July 19, KABC 7 Los Angeles – (California) Chlorine pump fails, sends 17 kids to 
hospital. Dozens of children were evacuated and given medical treatment July 19 after 
a chlorine leak at an Arcadia, California pool caused kids to complain of breathing 
problems A total of 30 people had to be treated by paramedics. Seventeen had to be 
transported to local hospitals. Nine of them were taken to Huntington Hospital in 
Pasadena. All the children were treated and released, except for one who will be kept 
overnight. Eight of the kids were transported to Methodist Hospital in Arcadia. Five 
have been released, while the other three remain under observation. The emergency call 
to Arcadia County Park on South Santa Anita Avenue went out at about 11:30 a.m. 
Dozens of children were at an open swim session when a pump at the pool 
malfunctioned, leading to the pool becoming over-chlorinated, authorities said. The 
kids and some lifeguards began complaining of shortness of breath, problems with 
breathing, burning eyes and throats. Haz-mat crews were called in to decontaminate the 
pool. 
Source: 
http://abclocal.go.com/kabc/story?section=news/local/los_angeles&id=7563707 

65. July 18, Elk River Star News – (Minnesota) Storm forced county fair evacuation and 
sent trees onto homes. Heavy rains and high winds whipped through Sherburne 
County, Minnesota July 17, downing numerous trees, including some that landed on 
homes. Trees that fell on power lines in Elk River took out power for homes and 
businesses to the east of Highway 169 between 193rd Avenue and County Road 33. 
Clean up efforts began that night and resumed early July 18. The Sherburne County 
fairgrounds had to be evacuated as the storm moved in. The evacuation began shortly 
before the tornado siren sounded after heavy rain and lightning hit the area. Many of 
the 2,000 people at the fair headed home. People on the east end of the fairgrounds 
were asked to take cover at the nearby fire station, and those on the west end headed tot 
the government center. Coborn’s Superstore, a 24-hour grocery, and other businesses 
on Evan Street, closed due to the power outage. Employees and customers at the Elk 
River grocery store took cover in the rear of the building. The fair is up and running 
again on the west side of Elk River, and power is back on the east side. 
Source: http://erstarnews.com/content/view/13154/26/ 

For another story, see item 66  
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66. July 20, Associated Press – (Arizona) 2 children found dead after fire at Arizona 
marina. Two children have been found dead after a trailer fire in employee housing at 
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a marina in the Lake Mead National Recreation Area, on the Arizona-Nevada border. A 
National Park Service (NPS) spokesman said the single-wide trailer was fully engulfed 
when NPS volunteer firefighters and park rangers arrived July 19 at the Temple Bar 
Marina. The bodies have been turned over to the Mohave County medical examiner. 
Investigators from NPS and the Clark County Fire Department in Las Vegas are trying 
to determine the fire’s cause. Temple Bar Marina is about 45 miles from Hoover Dam. 
Source: http://www.google.com/hostednews/ap/article/ALeqM5hlVBxg7P-83a4rsR-
u3x-DpnsPfgD9H2J6E80 

67. July 20, Associated Press – (Colorado) W. Colorado wildfire grows to 1,200 acres. A 
wildfire burning in Colorado’s White River National Forest has grown to about 1,200 
acres. The fire located 8 miles northwest of New Castle in western Colorado is not 
threatening any structures or private property. About 90 people are at the scene, but the 
fire is being allowed to burn in some areas to clear out vegetation and improve wildlife 
habitat. The terrain is difficult and firefighters are using equipment to remove heavy 
oak brush and trees and grind them into mulch. The mulch is being used on a fireline to 
keep the blaze from moving to the south and towards structures and water supplies. 
Source: http://cbs4denver.com/news/Western.Colorado.wildfire.2.1814049.html 

68. July 19, KCNC 4 Denver – (Wyoming) Fire burning In Yellowstone National 
Park. A 385-acre wildfire is burning near the center of Yellowstone National Park in 
Wyoming. A research flight discovered the fire burning two miles south of Beach Lake 
July 18. Gusty winds helped it spread from about a half acre to 150 acres July 18 and 
up to about 385 acres July 19. Two hotshot crews joined the fight against the fire July 
19, boosting to 75 the number of people fighting the fire. Three helicopters and two air 
tankers are also being used. The fire is burning seven miles southwest of the Bridge 
Bay Campground. Park officials said all roads and trails remain open. Officials do not 
know yet how the fire started. It is the fourth fire this year in Yellowstone. 
Source: http://cbs4denver.com/wireapnewswy/150.acre.fire.2.1812157.html 

69. July 19, Associated Press – (Oregon) Workers at lunch when ranger station 
exploded in flames. A building that housed a popular visitors center and forest ranger 
headquarters near the Wallowa Mountains of northeastern Oregon in Enterprise was 
getting a coat of stain before it burned. The La Grande Observer reports that the 
workers went on a lunch break July 18 and did not know about the fire until they got a 
call. The building’s owner told the paper the workers had pulled the refinishing 
material away from the building after the wind began to pick up and they had to give up 
using a sprayer. Investigators have not yet determined the fire’s cause. The U.S. Forest 
Service is reopening a visitors center in a chamber of commerce building across 
Oregon Highway 82 from the burned structure. 
Source: http://www.kval.com/news/local/98776794.html 
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70. July 20, BBC – (International) China’s Three Gorges dam faces flood test. The Three 
Gorges dam on China’s longest river, the Yangtze, is standing up to its biggest flood 
control test since completion last year, officials said. Floodwaters in the giant reservoir 
rose 13-feet overnight, and are now just 20 meters below the dam’s maximum capacity. 
Authorities are using the dam to limit the amount of water flowing further downstream 
to try to minimize the impact of devastating floods. Beijing cited flood control as a 
main reason for the $27.2 billion dam. Hundreds of people have died in central and 
southern China in the country’s worst floods in more than a decade. The Three Gorges 
dam, the largest in the world, was a controversial project as it forced the relocation of 
1.4 million people. It is situated in Hubei province. The flow of the water overnight 
was the fastest ever recorded, at 70,000 cubic meters per second. Upstream in 
Guang’an in Sichuan province, shops are submerged, and people are waiting to ferry 
supplies by boat to relatives trapped in their homes. Teams of Chinese soldiers are 
manning rescue boats. Meanwhile, at least 11 people were missing after a landslide 
caused by torrential rains hit a village in Mianning country in Sichuan province, state 
media reported. Sichuan and neighboring Shaanxi province have been hard hit by a 
series of landslides in recent days that have killed 37 people and left nearly 100 
missing, Xinhua reported. More than 35 million people across China have been 
affected by the poor weather, and 1.2 million have been relocated. 
Source: http://www.bbc.co.uk/news/world-asia-pacific-10695272 

71. July 19, KRGV 5 Rio Grande Valley – (Texas) Levee issues in Mercedes. People in an 
RV park in Mercedes, Texas are nervous about water on their streets because two 
drainage gates on a levee are leaking. The water is going into the Llano Grande RV 
Park below the levee. Three hundred people live in the park year round. They said the 
dirty, smelly water is still on their streets after a week and that nobody is telling them 
why it is there or when it will go away. The park fills up to 2,000 people when the 
winter Texans come back. The homeowners are worried the water could make them 
sick. Crews pumped the water all last week. The International Boundary and Water 
Commission owns the levee. A spokeswoman said two drainage gates on the levee 
started leaking and seeped into the RV park. She did not say why the gates started 
leaking, but noted workers have the water flow under control now. The water did not 
get into any homes. 
Source: http://www.krgv.com/news/local/story/Levee-Issues-in-
Mercedes/vvk6GytxLkGl1LIJc5PjsA.cspx 

72. July 19, KDRV 12 Medford – (Oregon) Coffer dam construction moves forward 
despite halt on Gold Ray Dam removal. Although a judge has blocked demolition 
work on Gold Ray Dam in Gold Hill, Oregon contractors are moving forward on the 
construction of a coffer dam that will be needed to allow removal of the century-old 
dam on the Rogue River. On July 19, central Oregon and Pacific Railroad crews were 
delivering carloads of broken concrete to be dumped into the river upstream of the dam. 
The concrete will create a dry-zone barrier that will allow crews to remove half the 
dam. Before a judge stopped the removal process in late June, workers demolished one 
side of the old power station. That work is also still on hold pending a court ruling. The 
removal process was halted less than two weeks after it had began, when a group of 
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citizens opposing the removal submitted two appeals to the Oregon Land Use Board of 
Appeals (LUBA). The appeals prompted LUBA to put an immediate stay on the project 
until the issue is reviewed. One appeal claims the county failed to follow its land-use 
process. The other concerns the county’s flood-plain permit. At a two-day hearing in 
Medford earlier this month, opponents told a LUBA hearing officer that the removal 
would violate county rules protecting natural and historic resources. Opponents argued 
that the county’s rules require it to protect backwater sloughs upstream. However, 
supporters argued that because the removal would be considered a fishery-enhancement 
project to help restore salmon runs, it would be exempt of those regulations. The 
hearing officer is expected to make a decision sometime after July 21. In order for the 
county to use $5 million in federal stimulus funds to remove the dam, it must be out by 
October 2010. Jackson County Roads and Parks said if LUBA sides with the county, 
then it should be able to complete the project on time. 
Source: http://kdrv.com/page/181913 

For another story, see item 38  
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