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• The Newark Star-Ledger reported that a 400-gallon container filled with sulfuric acid 
exploded inside a Newark, New Jersey processing plant July 15, seriously injuring a nearby 
employee who was splashed with dangerous chemicals. (See item 8) 

• Thousands of laptops have been stolen from the Tampa, Florida office of a private 
contractor for the U.S. military’s Special Operations Command, according to The 
Associated Press. Surveillance cameras caught up to seven people loading the computers 
into two trucks for nine hours. (See item 14) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. July 16, Detroit Free Press – (Michigan) Power out for thousands; storms may 
return Sunday. Violent storms that thundered through metro Detroit July 15 left about 
106,000 homes without electricity July 16, said a DTE Energy spokesman. It was too 
early to say when the lines would be repaired, he added, but crews will be working 
throughout the weekend, and more have been called in to expedite repairs. Much of the 
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damage appears to be from 60-70 mph winds and rain, which pounded the area at about 
7 p.m. July 15 and felled trees. 
Source: http://www.freep.com/article/20100716/NEWS05/307160001/Power-out-for-
thousands-storms-may-return-Sunday 

2. July 16, The Boston Globe – (Massachusetts) Crew clears asbestos hurled from a 
burst steam pipe. Just before 10 p.m. July 15, high-pressure steam exploded through 
Harrison Avenue in Boston, Massachusetts, shooting 20 to 30 feet in the air and 
sending asphalt, soil, and bits of pipe insulation made with asbestos onto the 
surrounding area, including 19 parked cars. Workers in hazardous-materials suits hosed 
down cars and trees coated with asbestos dust on a three-block stretch of Harrison 
Avenue. Air quality tests showed the asbestos levels did not exceed safety standards. It 
was the third time since 2007 that steam pipes owned by Trigen Boston Energy Corp. 
ruptured and sprayed asbestos, a mineral fiber that can cause lung cancer. 
Source: 
http://www.boston.com/news/local/massachusetts/articles/2010/07/16/crew_clears_asb
estos_hurled_from_a_burst_steam_pipe/ 

3. July 15, New York Times – (Louisiana) Day 86: The latest on the oil spill. Oil stopped 
gushing into the Gulf of Mexico July 15, for the first time in nearly three months, as BP 
began testing the cap atop its stricken well, a critical step toward sealing the well 
permanently. But the progress did not prevent the House Natural Resources Committee 
from approving a measure that would ban BP from new offshore leases to drill for oil 
or natural gas because of past safety violations. The vote sends the bill to the House 
floor. The legislation would apply to companies with violations of federal or state 
safety standards more than five times the industry average going back seven years. It 
would also ban leases to companies that have received Clean Water Act fines of $10 
million or more, as well as those that have had more than 10 deaths at their facilities 
over the period. 
Source: http://www.nytimes.com/2010/07/16/us/16latest.html 

4. July 15, Glendale News Press – (California) Fire at GWP Grayson Power 
Plant. More than two dozen Glendale, California firefighters battled a blaze inside a 
cooling tower at the Grayson Power Plant that contained a fire that sparked in record 
heat. The tower has been isolated and the power grid should remain unaffected as 
temperatures neared the triple digits, a city spokesman said. Firefighters responded to 
the plant at 6:33 p.m. after witnesses reported heavy black smoke billowing from one 
of the cooling towers. Foam was sprayed onto the tower, and firefighters brought the 
blaze under control by 7:50 p.m. The cause of the fire is still under investigation, but 
utility officials said they suspect it was an electrical fire caused by a faulty fan inside 
the tower. 
Source: http://www.glendalenewspress.com/news/tn-gnp-0715-gwpfire-
promo,0,7877027.story 

For more stories, see items 6, 8, 31, and 46  
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[Return to top]  

Chemical Industry Sector 

5. July 16, NTI: Global Security Newswire – (National) Chemical plant security bill 
introduced in Senate. Two bills that seek to reduce the risk of a terrorist attack on U.S. 
chemical facilities and water treatment plants were delivered to the Senate June 15. A 
Democratic Senator from New Jersey said the Secure Chemical Facilities Act and 
Secure Water Facilities Act would obligate chemical, drinking water and wastewater 
sites to analyze their exposure to a potential terrorist assault, and devise courses of 
action to rectify any vulnerabilities. “This legislation would close a gap that leaves 
millions of families vulnerable to an attack on America’s chemical plants and water 
treatment facilities,” he said in released remarks. “Terrorism experts identified 
chemical and water plants as one of the top risks to our nation following the Sept. 11 
attacks. When companies use chemicals that put thousands of lives at risk, it is essential 
that they find safer ways to do business.” Possible fixes could include lowering use of 
chlorine and keeping lower levels of “lethal gases” on site. The bills would also: 
require the safeguarding of sensitive, facility-security details while allowing for the 
dissemination of information between first responders, employees and local and state 
governments; empower area residents to make sure sites are in compliance with 
security protocols; and provide some funding to address the expense of analyzing 
plants’ exposure to attacks and to establish new safeguards. 
Source: http://www.globalsecuritynewswire.org/gsn/nw_20100716_5404.php 

6. July 16, Associated Press – (Texas) Chemical tanker aground off Galveston 
refloated. The U.S. Coast Guard said a chemical tanker that went aground at the 
entrance to Galveston Bay in Texas has been refloated with no damage to the vessel. A 
Coast Guard petty officer said the 523-foot Isabel Knutsen was anchored July 16 just 
outside the Port of Galveston. The officer said tugboats freed the tanker late July 15. 
The Isabel Knutsen lost steering and ran aground July 14 where the Houston Ship 
Channel and Intracoastal Waterway meet. The tanker is carrying more than 17,000 tons 
of a liquid chemical and about 700 tons of fuel oil. Nothing spilled. 
Source: http://www.chron.com/disp/story.mpl/ap/business/7111140.html 

7. July 16, Occupational Health & Safety – (National) HOS exemption proposed for 
short anhydrous ammonia transport. The Federal Motor Carrier Safety 
Administration (FMCSA) is taking comments until August 13 on a proposed two-year 
exemption of some drivers and motor carriers from the federal hours of service 
regulations when they transport anhydrous ammonia from any distribution point to a 
local farm retailer or the ultimate consumer, so long as the trip is 100 air-miles or less 
from the retail or wholesale distribution point. The chemical compound is stored under 
high pressure and widely used as fertilizer, with users handling it carefully to prevent 
spills. FMCSA said it has reviewed crash data and believes the exemption “would 
likely achieve a level of safety that is equivalent to, or greater than, the level that would 
be achieved absent such exemption, based on the terms and conditions imposed.” The 
exemption would preempt “inconsistent” state and local requirements applicable to 
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interstate commerce, the agency’s Federal Register notice stated. To be eligible, a 
motor carrier would have to have a “satisfactory” safety rating or be “unrated.” Drivers 
for motor carriers with “conditional” or “unsatisfactory” safety ratings could not take 
advantage of the exemption. 
Source: http://ohsonline.com/articles/2010/07/16/hos-exemption-
proposed.aspx?admgarea=news 

8. July 15, Newark Star-Ledger – (New Jersey) Sulfuric acid explodes in Newark plant, 
injures employee. A 400-gallon container filled with sulfuric acid exploded inside a 
Newark, New Jersey processing plant July 15, seriously injuring a nearby employee 
who was splashed with dangerous chemicals. Authorities are still trying to determine 
what caused the explosion, which forced 60 firefighters and state Department of 
Environmental Protection (DEP) officials to respond to the bio-diesel fuel processing 
plant on Passaic Street around 3:40 p.m., according to the Newark fire chief. The 
victim suffered third-degree burns to 18 percent of his body and was taken to Saint 
Barnabas Medical Center’s burn unit in Livingston with non-life threatening injuries. 
The man was apparently connecting hoses to a tanker truck filled with methanol when 
the acid container burst behind him. The facility mixes acids and other chemicals to 
make bio-diesel fuels. Firefighters and DEP representatives spent nearly 2 and 1/2 
hours trying to decontaminate the building. The Newark fire chief said 100 to 200 
gallons of acid spilled and flooded the structure, and haz-mat teams weren’t able to 
fully neutralize the acid in the area until 6:10 p.m. 
Source: 
http://www.nj.com/news/index.ssf/2010/07/sulfuric_acid_explodes_in_newa.html 

9. July 15, KRIV 26 Houston – (Texas) Hanging tanker truck closes 
roadways. Roadways in the vicinity of U.S. Highway 59 North and the 610 Loop were 
closed due to efforts to upright a tanker truck that was hanging off a north Houston 
freeway ramp. The tanker was carrying isopropyl alcohol, which is highly flammable, 
and Houston Fire Department emergency responders and members of the hazardous-
materials response team helped to offload that material. The 18-wheeler truck 
overturned on the U.S. Highway 59, Eastex Freeway northbound ramp, to the 610 
North Loop at approximately 1:30 p.m. July 15. The cab of the truck was left hanging 
over the ramp, but crews were able to place the entire body of the truck safely onto the 
road. A heavy wrecker truck arrived and towed away the cab of the tanker truck at 
approximately 3 p.m. 
Source: http://www.myfoxhouston.com/dpp/traffic/100715-tanker-truck-hangs-off-
freeway-ramp 

For another story, see item 30  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 
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10. July 16, Mid-Hudson News – (New York) Riverkeeper petitions to intervene in 
Indian Point water quality permit proceeding. Riverkeeper has petitioned the New 
York Department of Environmental Conservation (DEC) urging the agency to uphold 
its decision not to grant certification to Entergy on the grounds that its Indian Point 
nuclear power plant in Buchanan does not meet state water-quality standards. Entergy 
needs that certification as part of its application to the Nuclear Regulatory Commission 
(NRC) to renew the plant’s licenses for another 20 years. Riverkeeper’s petition 
supports DEC’s decision that continued operation of the power plant would violate 
state clean water standards and continued use of the once-through cooling system 
would lead to ongoing harmful impacts to the Hudson River’s ecology and aquatic 
species, said a staff attorney. “In our petition to intervene in this proceeding, we 
support all those basis that DEC based their decision on, and we further cited some 
additional reasons including the radioactive leaks to the Hudson River and the 
groundwater that have been a problem at Indian Point for some time now, and that 
those leaks are inconsistent with state water-quality standards,” she said. The DEC 
would like Entergy to build very tall cooling towers instead of the once-through 
system, but Entergy said that would be far more expensive, take some 15 years to build 
and obstruct the viewshed. Scenic Hudson and Natural Resources Defense Council 
joined Riverkeeper in the petition to the DEC. 
Source: http://www.midhudsonnews.com/News/2010/July/16/IP_RivKpr-16Jul10.html 

11. July 16, Reuters – (Alabama) All 3 units at TVA Ala. Browns Ferry reactor 
reduced. All three units at the Tennessee Valley Authority Browns Ferry nuclear 
power station near Athens, Alabama were reduced by early July 16, the NRC said in its 
power reactor status report. The 1,065-megawatt Unit 1 was at 54 percent power, down 
from 90 percent Thursday, while the 1,104-MW Unit 2 was at 56 percent of capacity 
and the 1,105-MW Unit 3 was at 54 percent power. Both Units 2 and 3 had been at full 
power July 15. It was not immediately known why the reactors had been reduced. 
Source: 
https://news.fidelity.com/news/news.jhtml?articleid=201007160743RTRSNEWSCOM
BINED_N16269582_1&IMG=N&cat=default&ccsource=rss-default 

[Return to top]  

Critical Manufacturing Sector 

12. July 15, Bloomberg – (National) Boeing says 787 delivery may be delayed until 
2011. Boeing Corporation said the initial delivery of the 787 Dreamliner, now more 
than two years behind schedule, may be pushed back until the first weeks of 2011 
instead of later this year as flight-test delays accumulate. Boeing is still working “with 
laser focus” to get the twin-engine jet to the first customer, Japan’s All Nippon Airways 
Co., by the end of 2010, the 787 program chief said July 15. The Dreamliner’s entry 
into service has been postponed five times since October 2007 amid Boeing’s struggles 
with new materials, parts shortages, redesign work and a new manufacturing process 
that relies more on suppliers. The plane is the first airliner built mostly of composite 
plastics. Boeing, which is still running flight tests, has found it needs more time than 
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expected to change instruments required for tests as the jet awaits certification by the 
Federal Aviation Administration, the program chief said. Workers also are doing more 
quality inspections than planned. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/07/15/AR2010071504012.html 

[Return to top]  

Defense Industrial Base Sector 

13. July 15, Knoxville News Sentinel – (Tennessee) Nuke dismantlement at Y-12 
resumes after shutdown; multiple violations cited. All dismantlement operations at 
the Y-12 nuclear weapons plant in Oak Ridge, Tennessee were shut down for about two 
weeks in late June and early July following multiple violations of the same work 
procedure — one of which led to a small fire. The information was contained in a July 
2 memo by staff of the Defense Nuclear Facilities Safety Board. The memo noted that 
Y-12 workers violated a procedural requirement by leaving a combustible cloth in an 
area where a “spark-producing task” involving nuclear warhead components was being 
performed. A spokeswoman for contractor B&W Y-12, confirmed that the plant’s 
dismantlement work resumed July 12 and is now back at full activity in Building 9204-
2E (known around the plant as Beta-2E). In a newly released June 25 memo, the 
defense board staff said the fire occurred “during a routine dismantlement operation in 
which personnel were using a hammer and chisel to disassemble a component in a 
ventilated hood.” The memo further stated: “Sparks from a chip ignited a solvent-laden 
cloth that operators had left on the other end of the worktable that was then 
extinguished.” 
Source: http://www.knoxnews.com/news/2010/jul/15/nuke-dismantlement-y-12-
resumes/ 

14. July 13, Associated Press – (Florida) Thousands of laptops stolen during nine-hour 
heist. Thousands of laptops have been stolen from the Tampa, Florida office of a 
private contractor for the U.S. military’s Special Operations Command. Surveillance 
cameras caught up to seven people loading the computers into two trucks for nine 
hours. U.S. Special Operations Command coordinates the activities of elite units from 
the Army, Navy, Air Force and Marines. A spokeswoman said July 13 that none of the 
stolen laptops contained military information or software. The Virginia-based company 
iGov was awarded a $450-million contract earlier this year to supply mobile-
technology services linking special operations troops worldwide. A company executive 
said iGov is cooperating with authorities and the March 6 break-in at its Tampa facility 
remains under investigation. 
Source: http://www.google.com/hostednews/ap/article/ALeqM5jBQCXgAk_-
2NyNZdtPSi8a1HmwaQD9GUB8RO0 

[Return to top]  

Banking and Finance Sector 
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15. July 16, Help Net Security – (International) Bank of America phishing 
scam. ScanSafe reports a new phishing scam on the Bank of America Web site where 
the link provided for signing in to online banking points to a gramsbbq.org/bain (a Web 
site belonging to barbecue establishment in California), which in turn automatically 
redirects tusers to a phishing page hosted on chasingarcadia.com - another legitimate, 
but compromised, site belonging to a Canadian band. The use of compromised sites for 
redirecting and hosting phishing pages is a technique successfully used by many 
scammers, since it allows the e-mails to bypass reputation filters and community-based 
trust reporting. Experts note that the scams are easily detected — if one knows what to 
look for. Positioning the cursor on the link reveals that the domain it points to is not the 
official domain of the bank. And if one follow the link, the URL in the address bar will 
tell you the same. 
Source: http://www.net-security.org/secworld.php?id=9592 

16. July 16, WFXT 25 Boston – (National) ‘Burly Bandit’ arrested for string of bank 
robberies. The man the FBI has dubbed the Burly Bandit has been officially charged in 
one of the 10 holdups along the East Coast, and investigators say more charges could 
be coming. The arrest may be a major break in the investigations into 11 bank robberies 
in five New England states. The suspect is a Greyhound bus driver from Lowell, 
Massachusetts. On July 13, a bank robber hit the Bangor savings bank in Orono, 
Maine. He was arrested July 14. From April to July, 10 banks in Massachusetts, 
Connecticut, New Hampshire, and Rhode Island were hit, all of them by the same, 
heavy-set bank robber. The FBI had not yet connected the suspect to all 11 robberies. 
Source: http://www.myfoxboston.com/dpp/news/local/burly-bandit-arrested-for-string-
of-bank-robberies-20100715 

17. July 15, United States Department of Justice – (International) Swiss lawyer indicted 
for helping to hide Swiss bank accounts and monies returned to U.S. clients. The 
Justice Department announced July 15 that a federal grand jury in Alexandria, Virginia, 
returned an indictment charging an attorney practicing in Zurich, Switzerland, with 
conspiring to defraud the United States, and structuring the importation of currency into 
the U.S. If convicted, he faces a maximum sentence of 25 years in prison, and a 
maximum fine of $1.25 million. According to court documents, in 199, a Sterling, 
Virginia doctor, inherited an undeclared bank account from his mother at the Zurich 
branch of one of the world’s largest international banks. The bank is headquartered in 
England and also has offices in Zurich, Geneva and Virginia. The account was held in 
the name of a sham Liechtenstein trust. In 1999, the doctor met with the suspect who 
managed the account in Zurich. He instructed the doctor to not keep any records 
relating to the account, and to send coded letters if he wished to meet. According to 
court documents, in September 2009, the doctor was informed that the international 
bank was closing his undeclared Swiss account, and that he had until the end of the 
year to travel to Switzerland to withdraw all funds. The doctor made two trips to Zurich 
in October and November 2009 and met with the suspect, and a Swiss banker at the 
private wealth office of the international bank. The suspect and the banker refused to 
wire the money as it would leave a trail. Instead, they provided him with $235,000 in 
U.S. currency. According to court documents, with the assistance of the suspect, the 
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doctor mailed 26 packages containing over $200,000 to the U.S. to himself and another 
person. 
Source: http://www.justice.gov/opa/pr/2010/July/10-crt-815.html 

18. July 15, The Waterland Blog – (Washington) Normandy park police warn residents 
about credit card scam. The Normandy Park, Washington Police Department July 15 
received information on a new credit card scam where names and addresses are used to 
issue fake credit cards believed to be designed to defraud PayPal. Cards are issued with 
the correct name and address of the card holder, though Social Security numbers do not 
match the name on the card being issued. Several Normandy Park residents have 
reported receiving in the mail, Visa or Mastercard credit cards from USAA Federal 
Savings Bank. The card comes with a very real looking account statement showing an 
Internet deposit of $25 to the card. Sounds like a good deal, but the $25 is debited from 
the card prior to the card actually reaching a victim’s mailbox. The residents involved 
have not lost any money but their names will appear on a paper trail when PayPal finds 
their loss. USAA Federal Savings Bank, a legitimate financial institution, is aware of 
the fake cards. They are currently working with the FBI to resolve the problem. 
Source: http://www.waterlandblog.com/2010/07/15/normandy-park-police-warn-
residents-about-credit-card-scam/ 

19. July 15, KSAZ 10 Phoenix – (Arizona) Alert: ATM skimmers found in 
Scottsdale. Scottsdale police are warning ATM and bank card users about skimmers 
that have been found on two ATM machines near Scottsdale and Shea, Arizona — and 
there could be more. Officials said the technology was so good, it was hard to tell a 
credit card number-skimmer was attached. The skimmer reads the card’s number from 
the magnetic strip. On July 14, a customer noticed the Bank of America ATM machine 
he regularly uses looked different. He reported it, and the bank found a skimmer 
attached. That same day, at another Bank of America, an ATM tech found an identical 
skimmer. Police said if the green lights surrounding the ATM card slot are dim or not 
working, that is one way to spot a skimmer. But not all ATM machines have lights. 
Police advise users to check their bank account balances every day. Also, when using 
any ATM, one should inspect the front for unusual or non standard appearance. 
Scratches, marks, adhesive or tape residues could be indicators of tampering. 
Source: http://www.myfoxphoenix.com/dpp/news/crime/atm-skimmers-scottsdale-7-
15-2010 

20. July 15, Huntington Herald-Dispatch – (West Virginia) Area credit union warns 
members against fraud. A West Virginia credit union with branches in Huntington, 
Buffalo, Teays Valley, St. Albans, Charleston and Beckley, wants its members to know 
about a fraudulent scam that has been circulating via telephone calls, texts and e-mails. 
Officials with Star USA Federal Credit Union say the scam is called “phishing.” 
Phishers hijack brand names of banks, e-retailers and credit card companies and use 
them to convince customers to respond by providing personal financial data. “It is 
important customers realize that legitimate financial institutions and plastic card 
processors will never request this information,” states a release from the credit union. 
“It is extremely important that consumers do not release personal information over the 
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telephone or through any electronic means.” One of the e-mails alerts a credit union 
member that they have a new private message, and are asked to click on a link to 
resolve the problem or reply. Credit union officials said other fraudulent e-mails may 
make an urgent appeal to provoke immediate action by stating the account could be 
closed without verification of personal data. 
Source: http://www.herald-dispatch.com/news/briefs/x391894636/Area-credit-union-
warns-members-against-fraud 

[Return to top]  

Transportation Sector 

21. July 16, The Washington Post – (Virginia) Power outage at Reagan terminals. A 
problem in an electrical substation at Reagan National Airport knocked out power to 
terminals B and C for more than two hours July 15. The outage began about 11:45 a.m. 
and power was restored to the terminals about 2 p.m., said a spokeswoman for the 
Metropolitan Washington Airports Authority. The agency’s headquarters building, 
which is separate from the terminals, was without power for more than five hours. A 
spokeswoman for the Federal Aviation Administration said the outage did not affect air 
traffic operations. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/07/15/AR2010071506213.html?wprss=rss_metro 

22. July 16, New England Cable News – (Rhode Island) Security breach at TF Green 
Airport. Flights in and out of TF Green Airport in Warwick, Rhode Island were 
delayed due to a security breach the morning of July 16. There were no flights 
departing or landing at the airport at 7:30 a.m., according to the airport information 
desk. Passengers were being screened at about 8 a.m., and flights resumed shortly after 
that. 
Source: http://www.necn.com/07/16/10/Security-breach-at-TF-Green-
Airport/landing.html?blockID=272365&feedID=4215 

23. July 16, KTBS 3 Shreveport – (Louisiana) Cleanup of train derailment expected to 
take most of day. Railroad cars on a freight train carrying rocks and heavy equipment 
derailed on the southeast edge of downtown Shreveport, Louisiana early July 16. There 
was no explosion and no injuries, but police said they expected East Lake Street would 
be closed most of the day while the derailment was cleared. The derailment occurred 
shortly after 3 a.m. About a dozen cars of the Union Pacific train jumped the tracks at 
the East Lake crossing at Commerce Street. 
Source: http://www.ktbs.com/news/24282363/detail.html 

24. July 16, USA Today – (National) TSA chief to put priority on rail, 
subways. Protecting riders on mass-transit systems from terrorist attacks will be as 
high a priority as ensuring safe air travel, the new head of the Transportation Security 
Administration (TSA) promised. In his first interview since taking over the TSA, a 
former FBI deputy director said some terrorists consider subway and rail cars an easier 
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target than heavily secured planes. “Given the list of threats on subways and rails over 
the last six years going on seven years, we know that some terrorist groups see rail and 
subways as being more vulnerable because there’s not the type of screening that you 
find in aviation,” he said. “From my perspective, that is an equally important threat 
area.” The official took over the TSA July 1 after 26 years at the FBI. He said he wants 
to make the agency a full partner in U.S. counterterrorism efforts. He was deeply 
involved in high-profile terrorism investigations, including the Christmas Day bombing 
attempt and the attempted car bombing in New York City’s Times Square in May. The 
new TSA chief said he wants TSA workers, including 47,000 screeners at 450 airports, 
to operate as a “national-security, counterterrorism organization, fully integrated into 
U.S. government efforts.” 
Source: http://www.usatoday.com/news/washington/2010-07-16-
tsa16_ST_N.htm?csp=34news&utm_source=feedburner&utm_medium=feed&utm_ca
mpaign=Feed:+UsatodaycomWashington-TopStories+(News+-+Washington+-
+Top+Stories) 

25. July 15, Associated Press – (Texas) 6 hurt in tour bus fire at Texas rest stop. An 
electrical problem in a tour bus air-conditioning unit likely sparked a fire at a southeast 
Texas rest stop that injured six people and destroyed the vehicle, a county fire 
investigator said. Two people exposed to smoke were transported by ambulance to 
Citizens Medical Center. They were treated and released. Another four people were 
treated at the scene. The blaze was reported around July 15 at the U.S. 59 rest stop near 
Inez, about 100 miles southwest of Houston, fire department officials said. The bus 
carried about 30 passengers. About six people were taken to a makeshift shelter at First 
United Church Methodist Church. The bus company arranged for 12 others to be 
transported to Houston, according to The Victoria Advocate. 
Source: http://www.chron.com/disp/story.mpl/ap/tx/7110257.html 

For more stories, see items 6, 7, 8, 9, and 41  
 
[Return to top]  

Postal and Shipping Sector 

26. July 15, Bismarck Tribune – (North Dakota) Mailbox explodes at Bismarck 
residence. A white plastic mailbox exploded July 14, Bismarck, North Dakota police 
said. A firework or possibly an artillery shell damaged the mailbox, worth about $20, at 
the 3000 block of Homestead Drive. According to the police report, the owner said he 
saw a red, early 1990s GM car drive slowly by his house after he heard the explosion. 
He said the driver was a male in his late teens. No one has been arrested in connection 
with the explosion. 
Source: http://www.bismarcktribune.com/news/local/crime-and-
courts/article_6aebdd0a-9032-11df-bfdc-001cc4c002e0.html 

27. July 13, KFDM 6 Beaumont – (Texas) Haz mat, police, fire say ‘suspicious 
substance’ is packaging material. A call involving a hazardous-materials unit, 
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Beaumont, Texas fire, EMS and police officials has ended after investigators 
determined a “suspicious substance” a teenager said she was exposed to that made her 
sick was packaging material. A hazardous-materials unit along with Beaumont police 
and fire responded to a call at 11 a.m. July 13 from a 19-year-old in north Beaumont 
who said she became sick after a package was opened containing a gray, foamy 
substance. The teen said she was feeling light headed and felt like her tongue was 
swelling. She called 911 and waited with her brother outside the house. Beaumont 
police, fire, EMS and a hazardous-materials unit responded and remained at the scene 
after the noon hour. Members of the Beaumont Fire Department Hazardous Materials 
Response Team put on specialized protective equipment and went inside the home to 
check the package. They tested it and determined it contained normal foam packaging 
material. Police say the girl’s 17-year-old brother got the package from the front door, 
brought it inside and opened it in her presence. EMS treated the girl at the house. She 
was not taken to a hospital. The children said they were not expecting a package to be 
delivered but the father told officers he was expecting a package. 
Source: http://www.kfdm.com/news/beaumont-38580-police-substance.html 

[Return to top]  

Agriculture and Food Sector 

28. July 16, Watertown Daily Times – (International) USDA restricts importation of 
produce from Canada. The U.S. Department of Agriculture has placed a ban on the 
personal importation of whole tomatoes and peppers from Canada, according to U.S. 
Customs and Border Protection (CBC). Canada imports peppers from countries known 
to have been affected by the so-called false codling moth and tomatoes from countries 
known to be dealing with the tomato leaf miner. Those pests can cause severe 
economic damage to American agriculture. Bringing the tomatoes and peppers across 
the border in passenger bags and vehicles is prohibited. Sliced tomatoes and peppers 
entering from Canada may be imported following CBC agriculture inspection. 
Stenciling or other proof of country of origin on the item or packaging is required for 
importation. A certificate of origin is required for commercial shipments. 
Source: http://www.watertowndailytimes.com/article/20100716/NEWS03/307169961 

29. July 15, KTLA 5 Los Angeles – (California; National) Bagged salad recalled for 
possible E. coli contamination. Certain bagged salads and lettuces are being recalled 
due to a possible E. Coli contamination. Fresh Express is recalling 23 varieties of 
Romaine salads with expired “use by” dates of July 8-12, and have an “S” in the 
product code, according to the Salinas, California company. No illnesses have been 
reported. The recall was announced in response to a positive E. Coli reading in a 
random bagged lettuce sample test conducted on behalf of the U.S. Food and Drug 
Administration. The lettuce was distributed to retailers in 19 states, including 
California. Retailers have been instructed to remove the possibly affected salads from 
store shelves. 
Source: http://www.ktla.com/news/landing/ktla-salad-recall,0,4379553.story 
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30. July 15, WPRI 12 Providence – (Massachusetts) New Bedford seafood company faces 
fine. The U.S. Department of Labor’s Occupational Safety and Health Administration 
(OSHA) has cited American Seafoods International LLC for 15 alleged violations of 
safety and health standards at its processing facility in New Bedford, Massachusetts. 
The seafood company faces a total of $279,000 in proposed fines, chiefly for 
deficiencies in its process-safety management program (PSM). A PSM includes a 
detailed set of requirements and procedures employers must follow to address hazards 
associated with processes and equipment that use large amounts of hazardous 
chemicals. In this case, the chemical anhydrous ammonia was allegedly discovered in 
the New Bedford plant’s refrigeration system. OSHA’s inspection found that the 
plant’s PSM program was incomplete, lacked operating procedures and did not provide 
for adequate inspections of process equipment. These conditions resulted in the 
issuance of three willful citations with $195,000 in proposed fines. American Seafoods 
International has 15 business days to comply, meet with OSHA or contest the citations 
and proposed penalties before the independent Occupational Safety and Health Review 
Commission. 
Source: http://www.wpri.com/dpp/news/new-bedford-seafood-company-faces-osha-
fine-american-seafoods-international 

For another story, see item 58  
 
[Return to top]  

Water Sector 

31. July 15, Washington Observer-Reporter – (Pennsylvania) Company to disclose 
fracturing chemicals at individual well sites. Range Resources said July 14 that it 
will begin voluntarily disclosing the additives it uses in the hydraulic fracturing of 
Marcellus Shale at each well site in Pennsylvania. The Fort Worth, Texas-based natural 
gas drilling and exploration company, which has its Appalachian shale division based 
in Southpointe, said in a news release that its disclosure initiative will provide 
regulators, landowners and citizens an accounting of additives used at each site, along 
with their classifications, volumes, dilution factors and specific and common purposes. 
Range said the information will be submitted to the state department of environmental 
protection in well-completion reports, and will be posted on its Web site. The 
additional reporting should begin within 30 days. The natural gas industry has come 
under increasing pressure from environmental groups and the Environmental Protection 
Agency (EPA) regarding hydraulic-fracturing practices. The EPA is conducting a two-
year study investigating the impact hydraulic fracturing for oil and gas wells may have 
on water quality and public health. 
Source: http://www.observer-reporter.com/or/localnews/07-15-2010-RANGE-CHEM-
DISCLOSURE 

32. July 13, Beaver County Times – (Pennsylvania) Illegal dumping creates problems for 
Beaver Falls sewer system. Beaver Falls, Pennsylvania, officials are looking for the 
person(s) responsible for illegally dumping materials into the sewer system. The city 
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administrator said July 13 that workers at the Beaver Falls Water Pollution Control 
plant on Sixth Avenue Extension first noticed contaminants in the wastewater treatment 
system about a month ago, and the problem has continued. The state Department of 
Environmental Protection (DEP) has been involved in the monitoring for about two 
weeks, he said. The contaminants appear to be waste from restaurant grease traps and 
various industrial wastes that are gray, white and red, he said. The administrator noted 
that lab tests are being done to determine the exact composition of the illegally dumped 
waste. The contaminants are throwing off the process of treating the wastewater to DEP 
standards, and have resulted in added costs to the city to pay for removing the material. 
The Beaver Falls police chief said any information he develops would probably have to 
be sent to the county district attorney to determine potential charges. Area police and 
municipal employees have been put on alert to look for any illegal dumping. 
Source: 
http://www.timesonline.com/bct_news/news_details/article/1373/2010/july/13/illegal-
dumping-creates-problems-for-beaver-falls-sewer-system.html 

For more stories, see items 5 and 10  
 
[Return to top]  

Public Health and Healthcare Sector 

33. July 16, ComputerWorld – (National) Feds to spend $144M to train health IT 
workers. Beginning this fall, more than 80 community colleges and universities in the 
U.S. will begin training health care IT workers under a government grant program 
created to help fill an estimated 50,000 jobs needed to assist doctors and hospitals as 
they roll out electronic medical records. The estimated 50,000 trainees are in addition 
to people already being trained in existing IT programs in U.S. universities. The agency 
estimates it will spend $144 million in grant money to develop and implement curricula 
in colleges and universities to train the health care IT workers. The U.S. Department of 
Health and Human Services has designed a curriculum to train people for 12 specific 
roles. The jobs are broken down into two major groups: Those for which health care IT 
workers can be trained in a six-month certification program, and those that require one 
to three years of training, such as senior clinician leaders, privacy and security 
specialists and more advanced technical and administrative roles. 
Source: 
http://www.computerworld.com/s/article/9179222/Feds_to_spend_144M_to_train_heal
th_IT_workers 

34. July 16, Waste and Recycling News – (Massachusetts) Mass. DEP fines Boston 
Hospital for improper disposal. The Massachusetts Department of Environmental 
Protection (DEP) has fined a Boston hospital $39,000 for improper disposal of 
infectious medical waste and must design a contingency disposal plan in response to 
the violations. On May 5, MassDEP said a complaint was made about medical waste 
being dumped in the street near a transfer facility in Roxbury, Massachusetts. The 
material had been cleaned up, but using surveillance cameras MassDEP found Boston 
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Medical Center (BMC) had been transporting medical waste to a transfer facility that 
was not licensed to accept or treat the waste. Investigations found BMC was 
improperly shipping some of its infectious medical waste, including partially filled 
blood bags and material marked “biohazard” to the Norfolk Street transfer facility, 
MassDEP said. The material was not being sterilized or neutralized prior to disposal. 
Source: 
http://www.wasterecyclingnews.com/headlines2.html?id=1279284443&allowcomm=tr
ue 

35. July 15, Global Security Newswire – (National) Worker protection from pathogens 
said key in bioterror response. Adequate protections from airborne pathogens are 
crucial in protecting health workers and other responders from infection in the event of 
a disease outbreak or bio-terror attack, U.S. government researchers said July 14. A 
National Institute for Occupational Safety and Health senior researcher said the United 
States must have the ability to quickly boost the capacity of negative-pressure rooms — 
which prevent air from escaping into the wider environment or other similar quarantine 
areas. Only 60 percent of U.S. hospitals have structured units where airborne pathogens 
can be isolated. Their cost is usually between $30,000 and $40,000, the Center for 
Infectious Disease Research and Policy reported. 
Source: http://www.globalsecuritynewswire.org/gsn/nw_20100715_7885.php 

[Return to top]  

Government Facilities Sector 

36. July 16, Atlanta Journal Constition – (Georgia) Suspicious package in downtown 
garage deemed harmless. A downtown Atlanta parking garage was reopened late on 
the morning of July 16, about two hours after it was evacuated because of a suspicious 
package. The five-story garage is at the corner of Ivan Allen Jr. Boulevard and 
Alexander Street, just across from the Peachtree Summit Federal Building. An Atlanta 
police bomb squad robot was sent into the garage to examine the package. The robot 
detonated a small explosive just before 11 a.m., and the package was determined to be 
harmless. Atlanta police shut down Ivan Allen Jr. Boulevard about 9 a.m., but the 
nearby federal building was not evacuated. 
Source: http://www.ajc.com/news/atlanta/suspicious-package-in-downtown-
571909.html 

37. July 15, Bonners Ferry Herald – (Idaho) Man finds crude bomb while walking 
dog. A local resident discovered a crude bomb in the Valley View Elementary School 
parking lot in Bonners Ferry, Idaho, the morning of July 11. The resident spotted a 
suspicious device when walking his dog at about 7:06 a.m. The device turned out to be 
the bomb. Law enforcement blocked off the area around Valley View Elementary for 
most of the day pending the arrival of the Spokane Bomb Squad. The bomb squad 
safely disabled the device at about 6 p.m. July 11. The Bonners Ferry police chief and 
Bonners Ferry police and fire department personnel secured the scene. An ambulance 
was placed on standby in the area. Boundary County Sheriffs deputies and the Valley 

http://www.wasterecyclingnews.com/headlines2.html?id=1279284443&allowcomm=true�
http://www.wasterecyclingnews.com/headlines2.html?id=1279284443&allowcomm=true�
http://www.globalsecuritynewswire.org/gsn/nw_20100715_7885.php�
http://www.ajc.com/news/atlanta/suspicious-package-in-downtown-571909.html�
http://www.ajc.com/news/atlanta/suspicious-package-in-downtown-571909.html�


 - 15 - 

View principal also responded to the incident. Anyone with information is asked to call 
the Bonners Ferry Police Department. 
Source: 
http://www.bonnersferryherald.com/articles/2010/07/15/breaking_news/doc4c3f7d0ae0
04d738421867.txt 

38. July 15, DarkReading – (National) White House issues progress report on 
cybersecurity. The U.S. President and his cybersecurity czar both made statements on 
cybersecurity July 14, offering optimistic progress reports and encouraging more 
activity in the private sector. In its progress report, the White House pointed to recent 
organizational changes and new cybersecurity initiatives as evidence that the 
Administration is making advances on the cybersecurity front. The White House said it 
is putting cybersecurity into its agenda as a “key management priority.” The 
Administration also pointed to changes in FISMA guidance. “This new guidance shifts 
the focus from departments and agencies developing static, paper-based compliance 
reports to continuous, real-time monitoring of federal networks,” the report said. “Risk-
based performance metrics are being established based on this real-time monitoring, 
and these metrics will eventually be incorporated into senior official performance 
plans. “This change means that agencies will be able to identify vulnerabilities faster 
and actively protect against attacks,” the report said. “The new approach builds on 
government and industry best practices that will make our cybersecurity efforts more 
effective.” 
Source: 
http://www.darkreading.com/security/government/showArticle.jhtml?articleID=225800
275 

39. July 14, BBC – (National) US government lifts lid on alleged leak to WikiLeaks. The 
U.S. state department has told the BBC it believes an alleged whistle-blower obtained 
secret diplomatic data despite being at a field base in Iraq. The suspect, 22, faces two 
charges related to the illegal transfer and transmission of classified information from a 
U.S. military network. The U.S. said he was suspected of downloading from SIPR Net. 
He reportedly then passed on the data, including army videos and diplomatic messages, 
to the WikiLeaks Web site. WikiLeaks has repeatedly said it does not have the 
confidential messages and the site itself is not mentioned in the charges against the 
suspect. A former hacker reported him to the U.S. authorities. He said the intelligence 
analyst admitted, in a series of online chats, to sending data to the whistle-blowing Web 
site. In the redacted charge sheet detailing the accusations against the suspect, the Army 
alleges that he transmitted, “to a person not authorised to receive it,” a classified U.S. 
Department of State cable described as “Reykjavik 13.” The U.S. also alleges the 
suspect obtained 150,000 U.S. diplomatic cables without proper authorization.  
Source: http://www.bbc.co.uk/news/10596057 

40. July 14, WFAA 8 Dallas-Fort Worth – (Texas) $300,000 security makeover at Dallas 
City Hall. Many people in the Dallas area have expressed concern about a massive 
construction project inside city hall. Designed to improve security at the landmark, the 
price tag tops $300,000. Dallas City Hall is open to the public. While there is a guard, 
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he does not stop people coming in unless there are clear signs of trouble. And city 
council offices have security, and the entrance to the council meeting room requires 
passage through metal detectors. But now the security is being augmented as 
construction crews add bulletproof doors and design secure escape routes. The mayor 
pro tem sees it as a sign of our tough times. “You never know what’s on a person’s 
mind during the course of economic downturns and layoffs and things of that nature,” 
he said. The changes were inspired by a 2008 tragedy in Kirkwood, Missouri, a St. 
Louis suburb. A frequent council critic killed one police officer outside city hall, and 
four more people — including a second officer — inside. Two months later, Dallas did 
its own security analysis and came up with the plan now being implemented. 
Source: http://www.wfaa.com/news/politics/Security-gets-300000-makeover-at-Dallas-
City-Hall-98479094.html 

[Return to top]  

Emergency Services Sector 

41. July 16, San Antonio Express-News – (International) Safety concerns, shortage of 
pilots slow use of aerial drones along borders. Safety concerns and a shortage of 
drone pilots has slowed the integration of unmanned aerial vehicles (UAVs) into 
security plans for the U.S.-Mexican border, officials told a House Homeland Security 
panel July 15. Federal Aviation Administration (FAA) officials said the UAVs operated 
in U.S. airspace were initially designed for military applications. While the technology 
has advanced, “their safety record warrants careful review.” There are six Predator B 
UAVs operated by civilian agencies along the northern and southern borders. A seventh 
is expected to be delivered this year, and another is included in the U.S. President’s 
budget blueprint for Fiscal Year 2011, which begins October 1. FAA officials said 
Border Patrol has had seven reported deviations this year, where the aircraft made an 
unplanned or unexpected move that violated airspace regulations. 
Source: 
http://www.dallasnews.com/sharedcontent/dws/news/texassouthwest/stories/DN-
drones_16tex.ART.State.Edition1.2951c5c.html 

42. July 15, U.S. Department of Homeland Security – (National) Secretary Napolitano 
announces more than $1.8 Billion in fiscal year 2010 preparedness grants. The 
Department of Homeland Security (DHS) announced July 15 more than $1.8 billion in 
Fiscal Year (FY) 2010 Federal Emergency Management Agency preparedness grants 
designed to help states, urban areas, tribal governments and non-profit organizations 
enhance their protection, prevention, response and recovery capabilities for risks 
associated with potential terrorist attacks and other hazards. The Homeland Security 
Grant Program is the Department’s primary funding mechanism for building and 
sustaining national preparedness capabilities to help strengthen the nation against the 
risks associated with potential terrorist attacks and other hazards. Additionally, 80 
percent of Operation Stonegarden funding –- intended to support state and local law 
enforcement along the border –- will go to Southwest border states. DHS also increased 

http://www.wfaa.com/news/politics/Security-gets-300000-makeover-at-Dallas-City-Hall-98479094.html�
http://www.wfaa.com/news/politics/Security-gets-300000-makeover-at-Dallas-City-Hall-98479094.html�
http://www.dallasnews.com/sharedcontent/dws/news/texassouthwest/stories/DN-drones_16tex.ART.State.Edition1.2951c5c.html�
http://www.dallasnews.com/sharedcontent/dws/news/texassouthwest/stories/DN-drones_16tex.ART.State.Edition1.2951c5c.html�


 - 17 - 

tribal funding from $1.8 million in FY 2009 to $10 million in FY 2010. 
Source: http://www.dhs.gov/ynews/releases/pr_1279205905487.shtm 

43. July 14, Chicago Sun Times – (Illinois) Unexploded fireworks prompt partial 
evacuation of Chicago police station. A fireworks scare prompted the evacuation of a 
portion of Chicago’s Grand Central Area police headquarters on the Northwest Side 
July 14. Grand Central District Tactical Team officers came into the station at 5555 W. 
Grand Ave. about 5:30 p.m. with what was believed to be homemade fireworks seized 
during the execution of a search warrant. The materials were identified as being 
hazardous and police bomb and arson unit officers were called to the building. The 
situation prompted the evacuation of the first floor, which is home to the Grand Central 
District. Detectives on the second floor were also briefly taken out of the building, but 
were allowed back into the building a short time later as the scene was deemed “clear,” 
according to a Grand Central Area detective. 
Source: http://cbs2chicago.com/local/police.station.fireworks.2.1805274.html 

44. July 14, KMAX 31 Sacramento – (California) Fire chief promises changes after home 
explosion. The Sacramento Fire Department chief said he will make sure changes are 
made to department policy after firefighters were injured in a house explosion earlier 
this month while lacking crucial safety equipment. Four firefighters from Station 6 
were not wearing gloves or protective masks when they approached an Oak Park, 
California home after reports of a gas leak July 5. An explosion severely damaged the 
home as firefighters tried to enter, burning them on their hands and faces. The 
firefighters were not violating policy by not wearing the equipment because the 
department does not have a policy regarding gas leaks, according to officials. Requiring 
firefighters to wear gloves and masks may have reduced the severity of the injuries, but 
likely would not have allowed firefighters to have escaped the blast completely 
unharmed. 
Source: http://cbs13.com/local/sacramento.house.explosion.2.1805542.html 

45. July 14, Bennington Banner – (New York) Lightning strikes Rensselaer County 911 
system. A lightning strike July 13 damaged Rensselaer County’s 911 dispatch system 
in Troy, New York. Residents were not without the emergency service at any point due 
to backup procedures put into place following the strike. At approximately 9:30 p.m., 
the public safety office, which houses the radio console dispatch board, was struck by 
lightning. The dispatch center was able to receive calls, but not able to then dispatch 
fire, police, or ambulance services. The backup procedure and mobile command centers 
allowed emergency services to be dispatched as normal. 
Source: http://www.benningtonbanner.com/local/ci_15518196 

[Return to top]  

Information Technology Sector 

46. July 16, The Register – (International) Windows shortcut flaw underpins power 
plant Trojan. Hackers have developed malware that spreads via USB sticks using a 
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previously unknown security weakness involving Windows’ handling of shortcut files. 
Malware targeting the security weakness in the handling of ‘lnk shortcut files has been 
spotted in the wild by Belarus-based security firm VirusBlokAda. The malware uses 
rootkit-style functionality to mask its presence on infected systems. These rootlet 
drivers come digitally signed by legitimate software developer Realtek Semiconductor, 
a further mark of the sophistication of the attack. In an advisory, VirusBlokAda said it 
has seen numerous incidents of the Trojan spy payloads dropped by the malware since 
adding detection for the malign code in June. Even fully patched Windows 7 systems 
are vulnerable to attack in cases where a user views files on an infected USB drive 
using Windows Explorer, a security blogger reports. Instead of using Windows 
Autoplay, the malware takes advantage in security weaknesses involving shortcut files. 
Malicious shortcuts on the USB are reportedly capable of auto-executing if users open 
an infected storage device on Windows Explorer. Normally, users would have to click 
on the link for anything to happen. An independent researcher has uncovered evidence 
that the malware is targeting SCADA control systems, used to control industrial 
machinery in power plants and factories, and specifically Siemens WinCC SCADA 
systems. “Looks like this malware was made for espionage,” the independent 
researcher wrote. 
Source: http://www.theregister.co.uk/2010/07/16/windows_shortcut_trojan/ 

47. July 16, V3.co.uk – (International) IBM prepares new weapon against IT 
threats. IBM has unveiled a security appliance that it claims will help firms create and 
adopt an IT infrastructure that is “secure by design.” The company said the continually 
evolving threat landscape makes it vital that enterprises build security in at the 
beginning to stay ahead of attacks. Research by IBM’s X-Force Data and Analysis 
team found that the average IT infrastructure is attacked as many as 60,000 times per 
day. The attacks target vulnerabilities and can lead to the loss of confidential 
information. The IBM Security Network Intrusion Prevention System (IPS) is a 
hardware appliance pre-loaded with security software and backed by research and 
information from IBM Security Solutions. Companies can unify their security 
resources, according to IBM, and manage a range of typical network tasks. For 
example, automated patch technology can sense and block threats as they come in, the 
firm said. Unifying security on such a platform will let enterprises better manage their 
network security, client-side applications, data security, web applications and in-house 
applications, IBM said. 
Source: http://www.v3.co.uk/v3/news/2266609/ibm-prepares-weapon-against 

48. July 16, Tech Herald – (International) Criminals pushing Rogue anti-Virus disguised 
as scanned documents. E-Mail messages claiming to be scanned documents are the 
latest attempt by criminals to push rogue anti-virus malware to the masses. The 
messages, which claim to come from a Xerox WorkCentre Pro, come with a Zip file 
that will immediately infect the system if accessed. The Tech Herald noticed the 
malicious e-mail this morning, while checking a drop account for messages. The 
attachment is a typical Zip file and the message itself attempts to pass itself off as a 
scanned document from a Xerox Multi-Function Printer. Firms with a Xerox 
WorkCentre Pro should be able to determine the message is fake, experts said. The 
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WorkCentre Pro can scan documents to e-mail or FTP accounts if configured to do so, 
but the most common scanning format is PDF, followed by TIFF and XPS. A 
WorkCentre Pro will never send a Zip file as an attachment. It appears that while the 
malicious messages are going to as many people as possible, the criminals behind the 
campaign are looking to single out users who use Xerox products in-house as a method 
of scanning and printing. If downloaded and extracted, the file inside the Zip 
attachment is clearly an executable. On the Tech Herald’s test system, once the file was 
accessed, Microsoft’s Security Essentials flagged it immediately. The malware itself 
has a low detection rate. 
Source: http://www.thetechherald.com/article.php/201028/5899/Criminals-pushing-
Rogue-anti-Virus-disguised-as-scanned-documents 

49. July 15, IDG News Service – (International) Researchers: Password crack could 
affect millions. A well-known cryptographic attack could be used by hackers to log 
into Web applications used by millions, according to two security experts who plan to 
discuss the issue at an upcoming security conference. They said they have discovered a 
basic security flaw that affects dozens of open-source software libraries — including 
those used by software that implements the OAuth and OpenID standards — that are 
used to check passwords and user names when people log into Web sites. OAuth and 
OpenID authentication are accepted by popular Web sites such as Twitter and Digg. 
They found that some versions of these log-in systems are vulnerable to a “timing 
attack.” Cryptographers have known about timing attacks for 25 years, but they are 
generally thought to be very hard to pull off over a network. The researchers aim to 
show that is not the case. The attacks are thought to be so difficult because they require 
very precise measurements. They crack passwords by measuring the time it takes for a 
computer to respond to a log-in request. On some systems, a computer will check 
password characters one at a time, and kick back a “login failed” message as soon as it 
spots a bad character in the password. This means a computer returns a completely bad 
log-in attempt a tiny bit faster than a login where the first character in the password is 
correct. By trying to log in again and again, cycling through characters and measuring 
the time it takes for the computer to respond, hackers can ultimately figure out the 
correct passwords. This all sounds very theoretical, but timing attacks can actually 
succeed in the real world. Three years ago, one was used to hack Microsoft’s Xbox 360 
gaming system, and people who build smart cards have added timing-attack protection 
for years. 
Source: 
http://www.computerworld.com/s/article/9179224/Researchers_Password_crack_could
_affect_millions 

50. July 15, The New New Internet – (International) Spammers use ‘disposable’ domains 
to prevent shutdowns. Spammers and botnet operators are now using disposable 
domains for their activities to evade security technologies. According to research by 
security firm M86 Security Labs, spammers are buying dozens of domains at a time 
and moving from one to another as often as several times per day to avoid getting shut 
down. For years, spammers bought domains in bulk and used them for redirections to 
other sites, and for locations to set up quick e-commerce sites. Anti-spam services and 
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e-mail filters usually use static lists of known malicious domains, or ones known to be 
used by spammers. According to Kaspersky, that initial approach worked well in the 
fight against spam; lately, however, spammers have begun using more devious and 
effective tactics. The new M86 research looked at 60 days worth of data from M86 
customers and found that more than 70 percent of the domains used by spammers are 
active for one day or less. 
Source: http://www.thenewnewinternet.com/2010/07/15/spammers-use-disposable-
domains-to-prevent-shutdowns/ 

51. July 15, IDG News Service – (National) Some experts question efforts to identify 
cyberattackers. Efforts by the U.S. government to better identify cyberattackers will 
likely lead to violations of Internet users’ privacy and anonymity, and technological 
means to attribute the source of the attacks may be inaccurate, privacy and 
cybersecurity experts said July 15. Witnesses at a U.S. House of Representatives 
subcommittee hearing disagreed about whether the government should explore new 
ways to attribute the sources of cyberattacks. Several cybersecurity experts have called 
for new attribution efforts, including trusted identification systems, but an international 
affairs fellow for the Council on Foreign Relations said oppressive governments would 
use new identification technologies to track their political enemies. Proposals to label 
IP (Internet Protocol) packets with unique identifiers “would be far more useful for 
authoritarian regimes to monitor and control Internet use by their citizens than it would 
be in combating cyberwarfare, crime and nuisance behavior,” the international affairs 
fellow told the House Science and Technology Subcommittee on Technology and 
Innovation. For massive attacks, attribution of the attackers may not be difficult, 
because only a few nations have that capability, while low-level attacks do not rise to 
the level of national emergencies. “In a lot of cases, we don’t lack attribution, we lack 
response options,” he added. “We don’t know what we should do when we discover 
that the Chinese have hacked into Google.” 
Source: 
http://www.computerworld.com/s/article/9179215/Some_experts_question_efforts_to_i
dentify_cyberattackers 

52. July 13, Forbes – (International) “Millions” of home routers vulnerable to web 
hack. A researcher with Maryland-based security consultancy Seismic plans to release 
a software tool at a conference later this month that he says could be used on about half 
of the existing models of home routers, including most Linksys, Dell, and Verizon Fios 
or DSL versions. Users who connect to the Internet through those devices and are 
tricked into visiting a page that an attacker has set up with the researcher’s exploit 
could have their router hijacked and used to steal information or redirect the user’s 
browsing. The researcher’s attack is a variation on a technique known as “DNS 
rebinding,” a trick that’s been discussed for close to 15 years. The hack exploits an 
element of the Domain Name System, or DNS, the Internet’s method of converting 
Web page names into IP address numbers. Modern browsers have safeguards that 
prevent sites from accessing any information that’s not at their registered IP address. 
But a site can have multiple IP addresses, a flexibility in the system designed to let sites 
balance traffic among multiple servers or provide backup options. The researcher’s 
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trick is to create a site that lists a visitor’s own IP address as one of those options. 
When a visitor comes to his booby-trapped site, a script runs that switches to its 
alternate IP address — in reality the user’s own IP address — and accesses the visitor’s 
home network, potentially hijacking their browser and gaining access to their router 
settings. 
Source: http://blogs.forbes.com/firewall/2010/07/13/millions-of-home-routers-
vulnerable-to-web-hack/ 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

53. July 16, V3.co.uk – (International) Chile becomes first net neutrality nation. Chile 
has become the first nation to officially put net neutrality principles into law. In a vote 
by the Chilean legislature, the new law won a near unanimous vote, according to local 
media. The new law forces Internet Service Providers (ISPs) to “ensure access to all 
types of content, services or applications available on the network and offer a service 
that does not distinguish content, applications or services, based on the source of it or 
their property.” The legislation also requires ISPs to provide parental controls that 
block objectionable content, as well as require written consent before payment for 
online services, and ensure that ISPs have proper security measures in place. The 
amount of support for the bill was surprising, but Chile is looking to expand its 
technological infrastructure. Around half of the population uses the Internet on a 
regular basis, and broadband speeds in metropolitan centers are around 2Mbit/s. Net 
neutrality campaigners in other countries will be using this case as a legislative 
example of how net neutrality could work on a state level. 
Source: http://www.v3.co.uk/v3/news/2266573/chile-becomes-first-net 

54. July 15, Eugene Register-Guard – (Oregon) Phone service restored to Creswell 
area. About 5,000 customers of Century Link in the Creswell and Glide, Oregon areas 
went without local telephone service for much of July 15. The day-long outage began 
about 8:30 a.m., when a construction crew member working on a project to build a new 
Interstate 5 bridge over the Willamette River in the Eugene-Springfield area 
accidentally drilled through a fiber-optic line owned by Qwest Communications, a 
company spokesman said. Telephone service was restored by 6:30 p.m. 
Source: http://www.registerguard.com/csp/cms/sites/web/updates/25027183-
55/creswell-service-century-link-spokesman.csp 
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55. July 15, KSNT 27 Topeka – (Kansas) Phone service restored in NW Shawnee 
County. Citizens were unable to make 911 calls to the Shawnee County Sheriff’s 
office in areas near Silver Lake and Rossville, Kansas for several hours, July 15. 
According to the Shawnee County Sheriff’s Office, phone service was restored at 
approximately 1:30 p.m. The outage was reported at about 9:45 a.m. 
Source: http://www.ksnt.com/news/local/story/UPDATE-Phone-service-restored-in-
NW-Shawnee-County/TFbTZ2fYRkmSNruw23cOuA.cspx 

56. July 15, FierceWireless – (National) FCC proposal would free satellite spectrum for 
mobile broadband. The Federal Communications Commission (FCC) voted 5-0 to 
consider a proposal to ease restrictions on satellite spectrum, a move that could free 90 
MHz of spectrum for mobile broadband use. Specifically, the FCC issued a Notice of 
Inquiry seeking comment on its proposal to change the rules for how satellite 
companies are allowed to use their mobile satellite services spectrum. The companies 
could, for example, lease the spectrum for mobile broadband services. In addition, the 
agency proposed allowing satellite firms to give up their MSS spectrum in exchange for 
part of the proceeds gleaned from the auction of that spectrum. In response to the FCC 
actions, the CTIA wireless association advocacy group said it commends the agency for 
taking the first step. “The adoption of today’s NPRM advances the effort to make the 
spectrum promises of the National Broadband Plan a reality. CTIA looks forward to 
continuing to work with the commission to find ways to bring this underutilized, and at 
times unutilized, spectrum quickly to market.” 
Source: http://www.fiercewireless.com/story/fcc-proposal-frees-satellite-spectrum-
mobile-broadband/2010-07-15 

[Return to top]  

Commercial Facilities Sector 

57. July 16, WSAW 7 Wausau – (Wisconsin) Fire forces evacuation of Milwaukee high-
rise. A three-alarm blaze July 14 forced 100 residents from their burning apartment 
building in downtown Milwaukee, Wisconsin. Investigators said lightning apparently 
caused an electrical fire in the 15-story high-rise. The fire never spread beyond the 
basement, but smoke spread throughout the building. Some residents had a tough time 
escaping, because the elevator did not work. Several people were taken to the hospital 
but none suffered life-threatening injuries. 
Source: http://www.wsaw.com/sunrise7/headlines/98596754.html 

58. July 16, Fox News – (New York) A 2nd Christmas attack in NYC? The failed 
bombing attempt over Detroit on Christmas Day may not have been the only attack that 
extremists planned for the 2009 holiday, with intelligence from overseas three weeks 
earlier indicating that a plot targeting New York City on the same day may have been 
in the works, according to an FBI report obtained by Fox News. “The final target of the 
attack was not known, but extremist members had allegedly discussed restaurants and 
night clubs located in New York City,” the FBI’s assistant legal attache in London 
wrote in a threat report dated Dec. 4, 2009. The report, sent to U.S. and British 
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counterterrorism officials, warned that “extremists allegedly planned to conduct a test 
run” that evening, hiding components for an improvised explosive device in a shipment 
of khat, a plant often chewed like tobacco that has become a tradition for many in East 
Africa and the Arabian Peninsula. 
Source: http://liveshots.blogs.foxnews.com/2010/07/16/exclusive-a-2nd-christmas-
attack-in-nyc/ 

59. July 16, Green Bay Press-Gazette – (Wisconsin) 28 evacuated after stream floods 
Apple Creek Campground in Wrightstown. Brown County, Wisconsin officials 
evacuated 28 people from Apple Creek Campground on July 15 after heavy rains 
caused flooding up to 5 feet deep at the campsite. About 1.42 inches of rain fell in De 
Pere during a series of storms the afternoon of July 14 and early July 15. The director 
of Green Bay Emergency Management said he responded to a call of flooding at the 
Apple Creek Campground at about 8:30 a.m. Shortly afterward, officials decided to 
evacuate the roughly 25 campers and three campground staff members. The evacuation 
was complete within about two hours. The Brown County Emergency Management 
Department, the Brown County Sheriff’s Department and the Wrightstown and 
Greenleaf fire departments helped in the evacuation. 
Source: 
http://www.greenbaypressgazette.com/article/20100716/GPG0101/100715128/28-
rescued-as-campground-floods 

60. July 15, Bloomington Herald-Times – (Indiana) Bradford Woods chemical accident 
sends camper, 3 staffers to hospital. Six to eight ounces of muriatic acid mixed with 
chlorine in a chemical room at a Martinsville, Indiana swimming pool, releasing 
hazardous fumes and resulting in the hospitalization of a child camper and three adults 
July 15. Seven fire agencies responded to the incident, about a fourth of Morgan 
County’s emergency response units. The Wayne Township Fire Department’s 
hazardous-materials unit was also called out, but was not needed, according to police 
radio traffic. Thirty swimmers were evacuated from the pool late in the afternoon after 
they smelled the strong fumes. Nurses evaluated 18 youth campers, and the 13 adults 
who were supervising them at Camp Riley, a summer program for children ages 8 to 18 
who have physical disabilities. Emergency medical responders and fire officials also 
evaluated the children and adults, most of whom were fine. Swimmers who had been 
closest to the irritating fumes appeared to be most affected. It is unknown how the two 
chemicals became mixed, or why. The four people who were hospitalized were in 
stable condition July 15. The camper was taken to Riley Hospital for Children in 
Indianapolis. Three staff members were taken to Morgan County Hospital in 
Martinsville. 
Source: http://www.heraldtimesonline.com/stories/2010/07/15/news.qp-6290624.sto 

61. July 15, Los Angeles Fire Department – (California) Fire at Hollywood movie prop 
house. On July 14, 12 companies of Los Angeles firefighters responded to a one-story 
metal-clad commercial building with heavy smoke and fire in Hollywood, California. 
Firefighters commenced an interior attack through the smoke-filled, 54-year-old 
building that was loaded with movie props. Additional firefighters were requested as it 
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became difficult to access the seat of the fire, which was located at the north wall of the 
structure. Truck companies remained on the triple-gable roof, and were able to 
continually evaluate smoke and ventilators to guide the firefighters inside the structure 
to the source of the fire. A total of 91 firefighters battled the flames for 82 minutes 
before confining them entirely within the 22,319-square-foot occupancy. No civilian or 
firefighter injuries were reported. The dollar loss is still being tabulated, and the cause 
of the blaze remains under investigation. 
Source: http://lafd.blogspot.com/2010/07/fire-at-hollywood-movie-prop-house.html 

62. July 15, XETV 6 San Diego – (California) Mission Valley hotel & University Heights 
homes evacuated by brush fire. A fire of unknown origin in San Diego, California 
raced up a steep hillside between Interstate 8 and University Heights July 15, 
blackening about six acres and forcing evacuations of about 30 people out of nearby La 
Quinta Inn. The blaze also forced the evacuations of roughly the same number of 
occupants from 20 residences at the top of the ridge, around Madison Avenue and 
Massachusetts Street. Within 30 minutes, crews on the fire lines and aboard two water-
dropping helicopters had largely stopped the spread of the fire, a dispatcher said. About 
3:30 p.m., however, more vegetation near the edge of the burn area burst into flames, 
and the flare-up blackened another several acres before firefighters could get it under 
control a half-hour later. A 70-percent grade meant fire crews had to attack the flames 
on the ground from the top down, making matters more difficult. The helicopters made 
a total of 46 water drops, refilling their tanks from the nearby San Diego River. 
Source: http://www.sandiego6.com/news/local/story/Mission-Valley-Hotel-University-
Heights-Homes/agxdnWYinkS-0IOd1Ok2yQ.cspx 

[Return to top]  

National Monuments and Icons Sector 

63. July 15, Verde Independent – (Arizona) Welders ignite brush fire. Fire crews and 
apparatus from Verde Valley Fire District, plus Camp Verde and the U.S. Forest 
Service (USFS) fire companies were dispatched July 13 to a wildland brush fire off SR 
260 at Hayfield Draw in Arizona. The incident commander had traffic stopped for a 
short period since a large cloud of smoke was blowing across the highway while crews 
extinguished the blaze. The fire was contained to about half an acre. The fire was 
started about 3:20 p.m. as a private contractor worked on welding a fence for a USFS 
project. The sparks ignited the surrounding vegetation. Since the fire was burning on 
forest land, the fire was contained and turned over to the USFS for control and mop up 
operations. The Yavapai County Sheriff’s Office and the Camp Verde Fire Marshal’s 
Office assisted with traffic control. 
Source: 
http://verdenews.com/main.asp?SectionID=1&SubSectionID=1&ArticleID=37348 

64. July 15, KPHO 5 Phoenix – (Arizona) Forest crews hustle to protect burned 
hillsides. Crews in the Schultz fire zone in Arizona continue to shore up burned 
hillsides with straw to combat possible floods and mudslides. Residents east of 

http://lafd.blogspot.com/2010/07/fire-at-hollywood-movie-prop-house.html�
http://www.sandiego6.com/news/local/story/Mission-Valley-Hotel-University-Heights-Homes/agxdnWYinkS-0IOd1Ok2yQ.cspx�
http://www.sandiego6.com/news/local/story/Mission-Valley-Hotel-University-Heights-Homes/agxdnWYinkS-0IOd1Ok2yQ.cspx�
http://verdenews.com/main.asp?SectionID=1&SubSectionID=1&ArticleID=37348�


 - 25 - 

Flagstaff will continue to see helicopters dropping straw from the air July 16 and over 
the weekend. The aerial-protection efforts started on the northern end of the burn area 
and are working south. Coconino National Forest crews are scrambling to protect the 
fragile hillsides before monsoon thunderstorms roll into the charred area. Fifteen 
thousand acres burned last month due to an abandoned campfire. Investigators are still 
looking for the person or group that left the campfire in the Schultz Pass area. 
Source: http://www.kpho.com/news/24279111/detail.html 

[Return to top]  

Dams Sector 

65. July 15, Associated Press – (National) House approves overhaul of flood insurance 
program. Some subsidies would be ended and a measure of financial health would be 
restored under a House-approved overhaul of a program that provides flood insurance 
to more than 5 million homeowners and businesses in flood-prone areas. The 
legislation, which approves operations of the National Flood Insurance Program for 
five years, also allows for some premium and deductible increases as the program tries 
to recover from Katrina and other 2005 hurricanes that left it some $18.75 billion in 
debt to the U.S. Treasury. The measure passed 329-90 on Thursday. The flood 
program, an arm of the Federal Emergency Management Agency (FEMA), has for 
more than four decades offered affordable insurance to more than 20,000 communities 
that participate in flood damage reduction efforts and to residents in federally 
designated flood zones. It was created in 1968 because of the reluctance of private 
insurers to cover flood damage. Congress has not updated the program since 1994. In 
the ensuing years the once-solvent program had to pay out some $17 billion in Katrina-
related claims and had to deal with FEMA flood zone remapping that has thrust 
thousands of homes and businesses into areas where they are required to buy flood 
insurance. The legislation now goes to the Senate, where its fate is uncertain. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/07/15/AR2010071504312_pf.html 

66. July 15, Fall River Herald News – (Massachusetts) Freetown may soon complete 13 
flood recovery projects. Freetown, Massachusetts, will likely complete 13 of its 27 
flood-recovery projects by July 23, according to a highway surveyor. After that, it will 
be in prime position to begin spending more than $4 million on the four major repair 
projects the town must complete after infrastructure was damaged during flooding in 
late March. Voters at a special town meeting in June approved raising $7 million for 
the repairs. The town has been approved to receive 75-percent reimbursement from the 
Federal Emergency Management Agency. The town will finance 25 percent of the cost 
of repairs through a bond. The surveyor told selectmen July 12 that his staff is 
concentrating efforts on some of the smaller projects, such as repairs to South Main 
Street and Richmond Road. Seven repair projects have been completed. If all goes well, 
20 projects will be completed. A selectwoman said at the current pace, it would take 
two years to complete all 27 projects. 
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Source: http://www.heraldnews.com/news/x41635993/Freetown-may-soon-complete-
13-flood-recovery-projects 

67. July 14, New Orleans Times-Picayune – (Louisiana) New Orleans Corps of 
Engineers defends using ‘sacrificial’ steel for pilings. Months of interagency debate 
have failed to resolve concerns that an Army Corps of Engineers’ decision not to coat 
steel pilings to protect against rust will saddle New Orleans-area levee districts with 
more future maintenance demands, at best, and, at worse shorten the life of pilings 
being driven to stop seepage and stabilize floodwalls. Instead of coating the thousands 
of pilings now being used in several projects in Orleans, Jefferson and St. Bernard 
parishes, the Corps is driving slightly thicker pilings than normal to provide a 
“sacrificial layer” of steel that can corrode down to design thickness. Corps authorities 
argue that using thicker steel is an acceptable industry practice that will provide 
protection and last beyond the minimum 50-year lifespan required for floodwalls and 
other hard structures being built since Hurricane Katrina. But levee and state coastal 
authorities said if the Corps is wrong, the integrity of the flood-protection system could 
be at stake. Their concerns led to a July 15 meeting where the Corps’ Hurricane 
Protection Office commander answered questions before the Southeast Louisiana Flood 
Protection Authority-East. The session continued a debate that began last October when 
the Corps in New Orleans asked its headquarters to approve the use of sacrificial steel 
to make it more likely that 100-year, hurricane flood-protection projects would be 
substantially complete by their June 1, 2011, deadline. 
Source: 
http://www.nola.com/hurricane/index.ssf/2010/07/new_orleans_corps_of_engineers_1.
html 

68. July 14, New England Cable News – (Massachusetts) Human error possible cause of 
Somerville flooding. The flood damage brought upon Somerville, Massachusetts the 
weekend of July 10 and 11 may have been preventable, and an investigation is being 
conducted to see if human error was at fault. The Amelia Earhart Dam along the Mystic 
River should be opened about two hours before heavy rain hits, but it appears that did 
not occur. Instead, the gates were opened after the storm had already hit. “We have 
questions based on information obtained as to whether or not procedure was followed,” 
the Somerville mayor said. City and state officials are looking into whether a state 
employee was slow to open the gates, potentially contributing to a surge of water into 
the city. The mayor said he does not want to cast blame, but find out if procedures must 
be changed. Damages from the flooding include more than $1 million to the city’s 
public-safety headquarters — cruisers, motorcycles and firefighting equipment. The 
mayor said he plans to file a claim with the city’s insurance company. 
Source: http://www.necn.com/07/14/10/Human-error-possible-cause-of-
Somerville/landing_newengland.html?blockID=271107&feedID=4206 

69. July 14, Somerset Commonwealth Journal – (Kentucky) Corps’ photos show 
widening cracks at dam. The U.S. Army Corps of Engineers at the request of the 
Commonwealth Journal has released photographs of widening cracks in the U.S. 127 
roadway atop Wolf Creek Dam in Russell County, Kentucky. Expanding cracks are the 
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main reason for a partial suspension of the dam’s rehabilitation in a 600-foot area near 
where the earthen section joins the concrete. The Corps revealed last month that the 
cracks have widened between a half inch and an inch since the first of the year. The 
public affairs specialist for the Corps’ Nashville District, said at the time “ ... 
movement that our engineers are focused on now is not necessarily movement of 
material, but rather cracks in the roadway over the dam.” Engineers emphasized in a 
later news release that the cracks are not new, but existing cracks that have widened. 
“We know they could be caused by a number of things, some as harmless as 
temperature and weather, or by things like change in pressure due to changing lake 
levels, or deeper movement of the embankment,” she said. “Our instrumentation 
readings now suggest the cause of the widening of the cracks is something of less 
concern like weather or lake levels, but we will continue the tests to be sure the 
embankment is stable,” she continued. 
Source: http://www.wbko.com/news/headlines/98418729.html 
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