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Top Stories 

• Scientists are reporting early signs that the Gulf of Mexico oil spill is altering the marine 
food web by killing or tainting some creatures, and spurring the growth of others more 
suited to a fouled environment, according to The Associated Press. (See item 35) 

• The Register reports that Mozilla has disabled and block-listed a Firefox add-on containing 
code that nabs log-in data sent to any Web site and reroutes it to a remote server. Known as 
Mozilla Sniffer, the add-on was uploaded to the Firefox add-on site June 6, and the 
malicious code was found July 13, after which the add-on was block-listed. (See item 52) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. July 15, Agence France-Presse – (Louisiana) Leak forces new delay to BP oil cap 
test. Oil giant BP detected a leak July 14 in equipment to seal the catastrophic Gulf of 
Mexico gusher, forcing another delay to the start of crucial tests on a new tighter-fitting 
cap. After finally getting the green light to begin pressure tests, BP said it would have 
to postpone the procedure for a second time to repair a leak in a so-called choke line, 
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which leads from a system of blowout preventers being used in the operation. A 
blowout preventer is a large device with a series of valves, also referred to as rams, 
which are placed at the top of a well that can be closed for safety reasons during 
drilling. The blowout preventer used in the damaged BP well contains elements of three 
types of valves, two of which are capable of sealing pipes of various diameter while a 
third seals the wellbore itself. 
Source: http://rawstory.com/rs/2010/0715/leak-forces-delay-bp-oil-cap-test/ 

2. July 15, Associated Press – (Montana) Report released on fatal CFalls gas 
explosion. NorthWestern Energy said a locator crew failed to mark a natural gas line 
before an explosion in Columbia Falls, Montana destroyed a house and killed a utility 
worker. A NorthWestern spokeswoman said Missoula-based ELM Locating and Utility 
Services was hired to find gas lines before Flathead Electric Cooperative was scheduled 
to dig a hole for a street light pole. A report released July 14 said ELM marked a gas 
main but did not note a smaller service line connected to that main. On May 6, a 
backhoe operator snagged the service line, releasing gas into the soil. Crews were 
repairing the break when a nearby house exploded, sending debris flying and killing a 
NorthWestern serviceman. 
Source: http://www.abcmontana.com/news/state/98484754.html 

3. July 15, WHIO 7 Dayton – (Ohio) Plumber’s gaff causes gas leak, evacuation in 
Middletown. Middletown, Ohio, fire officials said a plumber cut the wrong pipe and 
caused a massive gas leak that shut down part of the city for hours. Natural gas poured 
into the area around Goldman and Orchard Avenues just before 11 a.m. July 14. The 
plumber was working inside the residence when fire officials said he struck a high 
pressure natural gas line. Police in Middletown evacuated residents from 30 homes in 
the area as city buses were brought in to take the displaced residents to a temporary 
shelter at a local elementary school. The residents were evacuated for several hours 
while Duke Energy crews fixed up the ruptured gas line and then checked gas levels in 
the area. 
Source: http://newstalkradiowhio.com/localnews/2010/07/plumbers-gaff-causes-gas-
leak.html 

4. July 14, Charleston Daily Mail – (West Virginia) Massive explosion rumbled two 
miles underground: Report might not be finished until year’s end. Investigators 
now believe the massive Upper Big Branch explosion that ripped through the Massey 
Energy mine in Raleigh County, West Virgina traveled two miles underground, killing 
29 miners instantly. The April 5 explosion was so powerful that when it hit a dead end 
in the mine, it turned back on itself, re-twisting and turning mine debris it had just 
blown past. During a July 14 press conference at the state capitol, the leader of an 
independent panel investigating the explosion for the state provided the most detailed 
update yet on the investigation into the worst mine disaster in 40 years. But the cause of 
the explosion remains elusive, or at least unannounced. The panel head did not reveal 
any findings about what sparked the explosion; whether the fuel was primarily methane 
or coal dust; or whether the fuel, if it was methane, surged into the 12-mile mine 
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suddenly or was allowed to build up. 
Source: http://www.istockanalyst.com/article/viewiStockNews/articleid/4309373 

5. July 14, Associated Press – (Texas) Texas woman intended target of exploding pipe 
bomb. Federal agents have confirmed that a Houston woman was the target of an 
exploding pipe bomb, not her oil executive husband. She was injured at home July 9 
when she opened a shoebox-sized package that sprayed shrapnel and nails at her. A 
special agent from the Bureau of Alcohol, Tobacco, Firearms and Explosives said the 
incident appears to be isolated. Authorities do not yet have a motive, but her husband 
was not the intended victim. 
Source: http://www.chron.com/disp/story.mpl/ap/tx/7107800.html 

6. July 14, Associated Press – (Utah) Chevron cited for oil spill in Salt Lake City. Utah 
regulators have cited Chevron Corp. for a pipeline leak that spilled crude oil into a Salt 
Lake City creek. The leak last month sent an estimated 33,000 gallons of oil into Red 
Butte Creek. Much of the oil pooled into a pond at the city’s Liberty Park, and state 
regulators said oil traveled downstream into the Jordan River. The Utah Water Quality 
Board issued citations to Chevron July 13 for unauthorized release of a pollutant, 
releasing an “offensive” waste, and violating water quality standards. Regulators are 
waiting on Chevron’s response before deciding whether to levy any fines that could 
start at $10,000 per day for as long as the waterways were polluted, said the director of 
the Utah Division of Water Quality. Violations can reach $25,000 per day for pollution 
discharges that are willful or the result of gross negligence, he said. The director 
planned to meet with Chevron officials July 15. A Chevron spokesman said July 14 that 
the company had no comment on the citations. It is not clear how long oil leaked from 
the leaking pipeline. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/07/14/AR2010071403489.html 

[Return to top]  

Chemical Industry Sector 

7. July 15, Detroit News – (Michigan) I-275 reopened in Romulus after crash 
cleanup. Police reopened Interstate 275 near I-94 in Romulus, Michigan the morning 
of July 15 following a crash July 14 that caused a chemical tanker to overturn and leak 
hydrogen peroxide. The incident happened on the northbound lanes of I-275, Michigan 
State Police said. A car exiting eastbound I-94 clipped the truck as it traveled north on 
I-275, police said. There were no injuries reported in the incident. The crash forced 
police to close the freeway so a hazardous-materials team could clean up the hydrogen 
peroxide. 
Source: http://www.detnews.com/article/20100715/METRO05/7150428/1409/metro 

8. July 14, KRQE 13 Albuquerque – (New Mexico) Valve failure behind Farmington 
chemical leak. A Schlumberger spokesperson said it appears a valve failure on a 
primary holding tank caused a chemical leak at the company’s Farmington, New 
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Mexico plant over the weekend. A company spokesman said investigation is still in the 
preliminary stages , but noted that initial findings show a valve failed. The tank that 
leaked was holding 28 percent hydrochloric acid and 72 percent water, he said. The 
valve failure let between 1,500 and 2,000 gallons of the mix into a containment pit at 
the plant located just off of Bloomfield Highway. The Farmington Fire Department 
(FFD) battalion chief said about 20 people had to be evacuated from an area south of 
the plant early July 12. No one was hurt during the incident. The FFD hazmat crew and 
technicians from Envirotech were able to get the leak cleaned up. On July 14, the 
Associated Press reported the city of Farmington plans to seek restitution from 
Schlumberger for the costs of the police and fire response. Schlumberger provides field 
services to the oil and gas industry. 
Source: http://www.krqe.com/dpp/news/business/valve-failure-behind-farmington-
chemical-leak 

9. July 13, Associated Press – (Georgia) Ammonia leak from train in Waycross. CSX 
Transportation said a loose valve allowed anhydrous ammonia to escape and form a 
vapor cloud above a tank car parked at the company’s rail yard in Waycross, Georgia. 
A CSX spokesman said the vapor was contained to the immediate vicinity of the rail 
car early July 12, and there were no injuries or evacuations. Anhydrous ammonia is 
transported as a liquid under pressure. It becomes a white vapor with a pungent odor 
when exposed to the atmosphere. Waycross police closed off several neighboring 
streets to traffic overnight. The CSX spokesman said that because the vapor dispersed 
in the air, no clean-up was needed and no train operations were disrupted. 
Source: http://www.ajc.com/news/ammonia-leak-from-train-569456.html 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

10. July 15, Rutland Herald – (Vermont) NRC chair hears state has lost trust in his 
oversight. Seven anti-nuclear groups had the same message July 14 for the chairman of 
the Nuclear Regulatory Commission (NRC). Vermont has not only lost trust in Entergy 
Nuclear, the owner of the Vermont Yankee nuclear reactor, but the state has also lost 
trust in the NRC’s ability to hold Entergy’s feet to the fire. In an unusual roundtable 
discussion, held at a Brattleboro hotel, representatives from the groups that want 
Vermont Yankee shut down immediately told the NRC chairman that his agency does 
not hold Entergy Nuclear accountable for its flawed operation of the aging Vernon 
reactor, and that Vermont Yankee should have been shut down this winter while it was 
leaking radioactivity rather than been allowed to continue to run. “Clearly, there is a 
trust issue with the NRC,” said the NRC chairman, calling it “unfortunate.” 
Source: 
http://www.rutlandherald.com/article/20100715/NEWS02/100719965/1003/NEWS02 

11. July 15, Today’s Sunbeam – (New Jersey) Public hearing held about radiation 
response plan at Salem nuclear plants. The public had a chance July 14 to comment 
on the plan that officials would implement to protect people if there was a dangerous 
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release of radiation at the Artificial Island nuclear generating complex in Lower 
Alloways Creek Township, New Jersey. While those speaking at the hearing held at the 
Salem County Courthouse gave their opinions on whether they thought the plan to deal 
with an emergency would or wouldn’t work, they also were concerned about future 
plans at the site operated by PSEG Nuclear. Speakers expressed concerns about a 
possible new plant at the site, which already has three reactors, and the proposed 
manufacture of Cobalt 60. The New Jersey Radiological Emergency Response Plan is 
the blueprint officials would follow if an accident took place at the island where the 
Salem 1, Salem 2, and Hope Creek reactors are located. The New Jersey State Police, 
and the state departments of environmental protection and health and senior services 
would lead the response that may include evacuations if the situation warranted. A 
community activist from Wilmington, Delaware, who regularly attends hearings 
dealing with island operations, again voiced her concern over the stability of the soil at 
the site. The activist said she fears that the site is not stable enough for the three 
reactors currently there, let alone a new one. Others echoed her concerns. “The 
statements that the plants are built on unstable ground have been disproven time and 
time again,” a PSEG Nuclear spokesman said after the meeting. 
Source: http://www.nj.com/sunbeam/index.ssf?/base/news-
6/1279177819237020.xml&coll=9 

12. July 15, Newport News Daily Press – (Virginia) Surry nuclear reactor still shut 
down. A nuclear reactor at Dominion Virginia Power’s plant in Surry, Virginia 
remained shut down the morning of July 15 because of a delay in the re-starting process 
after a weekend water leak. The reactor, one of two at the Surry plant, was turned off 
July 11 after employees detected a small leak in an 8-foot-wide pipe that uses water 
from the James River to cool the steam in a condenser. The reactor was kept on “hot 
standby” in order to speed up the process of re-starting it once the leak was repaired, 
and July 14 the Nuclear Regulatory Commission’s Web site showed Surry 2 operating 
at 5 percent capacity. On July 15, the site once again lists Surry 2 as shut down 
completely. A spokesman for Dominion Virginia Power said that while the reactor was 
being re-started, a voltage regulator “did not perform as expected.” He said “station 
operators have put a hold on start-up activities, and technicians are currently 
conducting troubleshooting activities.” 
Source: http://www.dailypress.com/news/dp-surry-delay-0715,0,2417703.story 

13. July 13, U.S. Nuclear Regulatory Commission – (National) NRC and FEMA to hold 
more public meetings on proposed changes to emergency preparedness 
guidance. At the request of stakeholders, the Nuclear Regulatory Comission (NRC) 
and the Federal Emergency Management Agency (FEMA) are holding two additional 
public meetings to discuss proposed enhancements to emergency preparedness 
guidance document NUREG-0654/FEMA-REP-1, Supplement 3, “Guidance for 
Protective Action Recommendations for General Emergencies.” The NRC has held two 
previous public meetings. The new meetings are scheduled for July 19 in Wilmington, 
Delaware, and July 21 in Tampa, Florida. Among the proposed revisions to the 
guidance document are: increasing the involvement of off-site response organizations 
in developing protective action strategies; considering staged evacuation as the initial 
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protective action at a General Emergency, the highest emergency classification level; 
and increasing the use of shelter-in-place for certain accident scenarios. 
Source: http://www.nrc.gov/reading-rm/doc-collections/news/2010/10-125.html 

14. July 12, Asbury Park Press – (New Jersey) Tritium remains high in some Oyster 
Creek wells. Levels of radioactive tritium remain high in a number of monitoring wells 
at the Oyster Creek nuclear power plant in Lacey, New Jersey, according to new state 
data. The Oyster Creek plant looms near its discharge canal in Lacey. Through late 
April, the highest tritium level — nearly 50 times government limits — was in a well in 
the Cohansey aquifer beneath the plant. The Cohansey is used for drinking water 
beyond Oyster Creek property lines. A different well in the shallower Cape May 
aquifer beneath Oyster Creek had a tritium level that was about 45 times above 
government limits. The state Department of Environmental Protection (DEP) has 
posted a map of well locations. Plant and DEP officials have indicated that tritium from 
several pipe leaks last year has not been detected off-site. The DEP has required plant 
owner Exelon to drill eight deeper wells in the Cohansey aquifer, among other steps, to 
get a better idea of where the tritium is heading. The Environmental Protection Agency 
recently sent a letter to a Democratic U.S. Senator from New Jersey about the tritium 
issue. 
Source: http://blogs.app.com/enviroguy/2010/07/12/tritium-remains-high-in-some-
oyster-creek-wells/ 

[Return to top]  

Critical Manufacturing Sector 

15. July 15, WBAY 2 Green Bay – (Wisconsin) Rains trigger industrial explosion in 
Fond du Lac. Storms late July 14 are blamed for a fire a Mercury Marine Plant in 
Fond du Lac, Wisconsin. Firefighters say plant officials told them storm water backed 
up into the plant’s induction furnace, causing the vacuum contactors to explode. The 
flames were kept to the area where the fire started, but fire crews had to remove 9,000 
pounds of molten aluminum. Damage is estimated at $100,000 dollars. All the 
employees of the plant evacuated safely. 
Source: http://www.wbay.com/Global/story.asp?S=12810672 

16. July 14, United States Department of Justice – (National) Mcwane Inc. agrees to 
resolve environmental violations at manufacturing facilities in 14 states. McWane 
Inc., a national, cast-iron pipe manufacturer headquartered in Birmingham, Alabama 
has agreed to pay $4 million to resolve more than 400 violations of federal and state 
environmental laws, the Justice Department and the U.S. Environmental Protection 
Agency (EPA) announced July 14. The settlement, filed in federal court in Birmingham 
covers 28 of McWane’s manufacturing facilities in 14 states, and also requires the 
company to perform seven environmental projects valued at $9.1 million. McWane 
manufactures cast-iron pipes, valves, fittings, fire hydrants, propane and compressed air 
tanks and other similar products. As a result of its manufacturing processes, McWane 
emits pollutants, such as particulate matter, VOCs and mercury at various facilities. 
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The environmental projects included in the settlement will result in reduction of more 
than 4 million pounds of pollutants annually. As part of the settlement, the United 
States also required McWane to develop and implement a corporate-wide 
environmental management system to promote environmental compliance, achieve 
pollution prevention and enhance overall environmental performance. 
Source: http://www.justice.gov/opa/pr/2010/July/10-ag-802.html 

17. July 14, U.S. Environmental Protection Agency – (Kansas) Spirit AeroSystems to pay 
$132,500 civil penalty to settle issues involving hazardous waste management. A 
Wichita, Kansas aircraft-component company has agreed to pay a civil penalty of 
$132,500 to the United States to settle a series of alleged violations of federal, 
hazardous waste management regulations at its manufacturing facility. Spirit 
AeroSystems manufactures fuselages, under-wing components, composites, wings and 
spare parts for large jet engine aircraft. According to a consent agreement and final 
order filed in Kansas City, Kansas, Environmental Protection Agency (EPA) Region 7 
staff conducted an inspection of the Wichita plant in July 2006 and noted a series of 
violations of the federal Resource Conservation and Recovery Act (RCRA), which 
regulates the generation, transportation, treatment, storage, disposal and management of 
hazardous wastes. The inspection found that Spirit AeroSystems had offered hazardous 
waste for transport without a proper manifest, and failed to perform hazardous-waste 
determinations on primer-coated machine residue, industrial wastewater sludge, and 
chromium primer spillage. The inspection further found that the company was 
operating as a hazardous waste treatment, storage and disposal facility without a RCRA 
permit by having an inadequate secondary-containment system for its hazardous waste 
tanks, failing to maintain the facility to minimize the possibility of fire, failing to 
properly close and/or date accumulation and storage containers of hazardous waste, 
failing to maintain an adequate contingency plan, and failing to provide and document 
hazardous waste training for its employees. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/C49743B992C896D185257760007217C7 

[Return to top]  

Defense Industrial Base Sector 

18. July 15, Bloomberg News – (National) Northrop’s proposed ship-unit sale may be 
concern for Pentagon. Northrop and General Dynamics are the military’s top two 
shipbuilding companies, but Northrop’s future plans could be a concern for the 
Pentagon. Northrop’s chief executive officer said this week that the Los Angeles-based 
company will shut its yard in Avondale, Louisiana, by 2013, move work to Mississippi, 
and seek to spin off or sell its entire shipbuilding unit. General Dynamics, based in 
Falls Church, Virginia, runs three yards: Bath Iron Works in Bath, Maine; Electric Boat 
in Groton, Connecticut; and Nassco in San Diego. Northrop’s yards are in Avondale; 
Pascagoula, Mississippi and Newport News, Virginia. If Northrop sells its ship unit to a 
company other than General Dynamics, the Pentagon’s concerns would be “largely 
alleviated,” a Defense Department spokesman said. Northrop executives said July 14 
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that the company has interested parties and may take several quarters to decide on the 
unit’s future. The plan to consider options, after nine years of expansion, is part of a 
strategic review of its businesses, including military aircraft, missile technology and 
defense electronics. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/07/15/AR2010071500013.html 

19. July 15, Huntsville Times – (Alabama) Explosives disposal team to clear building on 
Redstone Arsenal before officials can determine cause of fire. Officials don’t yet 
know what caused the fire July 13 in a Redstone Test Center (RTC) building on the 
Arsenal, but they should soon learn more when experts are allowed to enter the facility 
in Huntsville, Alabama. No one was injured or killed in the blaze. The fire was 
contained to the building, which is partially damaged. RTC personnel were conducting 
a Hellfire missile test at the time the fire was reported. This regular “Stockpile 
Reliability Testing” is done to assure that soldiers’ weapons are ready for combat. As 
part of standard procedures in this kind of incident, an Explosives Ordnance Disposal 
unit from Fort Campbell, Kentucky, arrived the night of July 14 and confirmed the fire 
was out. On July 15, they examined the area and set up operations to begin safely 
removing any explosive materials from the scene. 
Source: http://blog.al.com/breaking/2010/07/explosive_disposal_team_to_cle.html 

[Return to top]  

Banking and Finance Sector 

20. July 15, Computerworld – (International) Visa moves to reduce payment card data in 
retail systems. A new payment-card, security initiative launched by Visa Inc. July 14 
could eliminate the need for retailers and other organizations to store full, 16-digit, 
credit- and debit-card numbers on their systems. The move comes in response to long-
standing pressure from the National Retail Federation, which insists that merchants 
should not be required to store the information because of security risks. Many must do 
so because credit-card-issuing banks and the merchant’s own financial institutions 
require the full, 16-digit primary account number (PAN) in order to resolve refunds, 
charge backs and other customer disputes. In some cases, large retailers also voluntarily 
store PAN data, either because they need it internally or because of legacy systems. 
Visa itself does not require merchants to store PAN data, but it does require them to 
protect the data in accordance with Payment Card Industry Data Security Standards. 
Under the initiative unveiled, Visa will push card issuers and acquiring banks to allow 
merchants to present truncated, disguised or otherwise masked card numbers for 
dispute resolution cases. Some organizations permit this already, but the goal is to 
make the practice broader, said the head of global payment system security at Visa. 
Source: 
http://www.computerworld.com/s/article/9179199/Visa_moves_to_reduce_payment_ca
rd_data_in_retail_systems 
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21. July 15, Wall Sreet Journal – (New York) NYSE sets new trading collars. The New 
York Stock Exchange’s electronic exchange will introduce new limits designed to 
prevent erroneous trades that have triggered trading halts installed after the market’s 
“flash crash” in May. The rules will prevent the buying or selling of stocks at a price 
outside of set limits, the exchange said. “This would help prevent the erroneous trades 
from taking place to begin with,” said a spokesman for NYSE Euronext, owner of the 
Big Board. Since the exchanges established a market-wide, circuit-breaker pilot 
program last month in response to the May 6 “flash crash,” trading halts have been 
triggered in three stocks following erroneous trades: Washington Post Co., Citigroup 
Inc. and Anadarko Petroleum Corp. The circuit breakers, established for all individual 
stocks in the Standard & Poor’s 500-stock index, halt trading in a stock for five minutes 
if its price moves 10 percent up or down within five minutes. The spokesman said the 
circuit breakers will remain in place, but likely will occur less frequently with the new 
system. 
Source: 
http://online.wsj.com/article/SB10001424052748704746804575367391790540582.htm
l?mod=googlenews_wsj 

22. July 15, Jefferson City News Tribune – (Missouri) ‘Phishing’ scam targeted local 
bank. An identity “phishing” scam discovered July 13 has targeted Mid America Bank 
customers who use mobile/wireless service provided by AT&T. The president of the 
Wardsville, Missouri-based bank said the bank’s phone lines were inundated with calls 
from customers and non-customers. They had received calls stating their debit/credit 
cards had been inactivated. The caller asked them to press “1” to reactivate the card, 
then attempted to get their personal account information. Two customers notified Mid-
America that they provided information about their debit cards. The bank “hotcarded” 
the cards to freeze any account activity, the bank’s IT systems administrator said. No 
funds have been illegally withdrawn through the scam. If customers report that they 
gave out their banking information and money is withdrawn from an account, the bank 
has protection through its credit card company to reimburse the losses. 
Source: 
http://newstribune.com/articles/2010/07/15/news_local/nt169local12phishing10.txt 

23. July 15, Biloxi-Gulfport Sun Herald – (International) FINRA warns investors of 
social media-linked ponzi schemes, high-yield investment programs. The Financial 
Industry Regulatory Authority (FINRA) warned investors today about Internet-based 
Ponzi schemes called high-yield investment programs (HYIPs), which purport to offer 
returns of 20, 30, 100 percent or more per day. HYIPs are unregistered investments 
sold by unlicensed individuals using sophisticated-looking Web sites. The con artists 
behind HYIPs are experts at using social media — including YouTube, Twitter and 
Facebook — to lure investors and create the illusion of social consensus that these 
investments are legitimate, but FINRA wants investors to know that HYIPs are just 
Internet-based scams. FINRA’s investor alert HYIPs — Hazardous to Your Investment 
Portfolio said many HYIPs have a worldwide reach: The recently exposed Pathway to 
Prosperity scheme allegedly defrauded more than 40,000 investors in more than 120 
countries of $70 million. The FBI noted that the number of new HYIP investigations 
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during fiscal year 2009 increased more than 100 percent over fiscal year 2008. In order 
to combat this growing online fraud, FINRA will use search-engine advertising to 
direct online investors searching for HYIPS to its investor alert. “HYIPs are old-
fashioned Ponzi schemes dressed up for a Web 2.0 world. Some of these schemes 
encourage people to bring in new victims, while others entice investors to ‘ride the 
Ponzi’ by attempting to get in and get out before the scheme collapses,” said the 
FINRA senior vice president. “By using Google AdWords, we are hoping to reach 
anyone searching the Internet for HYIPs before they fall into the hands of con artists.” 
Source: http://www.sunherald.com/2010/07/15/2333758/finra-warns-investors-of-
social.html 

24. July 15, MSNBC – (National) Financial reform bill clears key Senate hurdle. The 
Senate has cleared a sweeping bank regulation bill for final passage by breaking 
through a Republican blockade. The Senate voted 60-38 July 15 to end debate on the 
bill. That paved the way for Congress to send the U.S. President a crackdown on banks 
and Wall Street that in some ways is tougher than what he sought. The 2,300-page bill 
aims to address regulatory weaknesses blamed for the 2008 financial crisis. It gives 
regulators broad authority to rein in banks, limit risk-taking by financial firms and 
supervise previously unregulated trading. It also makes it easier to liquidate large, 
financially interconnected institutions, and it creates a new consumer protection bureau 
to guard against lending abuses. The measure has already passed the House of 
Representatives. 
Source: http://www.msnbc.msn.com/id/38258047/ns/business-stocks_and_economy 

25. July 14, Miami Herald – (Florida) Six arrested in another South Florida mortgage 
fraud scam. Six South Floridians were arrested July 14 on charges of grand degree 
theft for their involvement in a mortgage scam that netted more than $2 million in 
fraudulent mortgages, the state department of financial services division of insurance 
fraud said. Investigators found that the vice president of Bal Bay Properties, and his 28-
year-old son, who was working for his father’s company, recruited straw buyers who 
were offered $3,000 each to allow their names to be used on mortgage loan 
applications. The homes were bought with the understanding that the properties would 
be quit-claimed to an actual buyer. All the homes bought through the scam eventually 
went into foreclosure since buyers could not be found for any of them. In recent weeks, 
20 other people in South Florida have been charged for their roles in mortgage-fraud 
schemes. They were involved in a scam to buy 14 properties that yielded $8 million in 
profits. Another ring recently busted involved police officers, an FBI agent, attorneys 
and mortgage brokers, who are accused of faking documents to collect $16.5 million in 
loans they used to buy and flip 38 condos and homes in Broward and Palm Beach 
counties. 
Source: http://www.miamiherald.com/2010/07/14/1730845/six-arrested-in-another-
south.html 

26. July 14, UPI – (National) Fla. man indicted in $880M Ponzi scheme. A Florida man 
was indicted July 14 in an alleged $880 million Ponzi scheme tied to a phantom 
grocery-distribution business, authorities in New Jersey said. The 41-year-old suspect 
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of Miami Beach, who is the former owner and chief executive officer of Capitol 
Investments USA Inc., is accused of soliciting hundreds of millions of dollars from 
people in New Jersey and elsewhere who thought they were investing in his wholesale 
grocery-distribution enterprise. Federal authorities allege Capitol had no active 
wholesale grocery business at the time, and from 2005 to 2009 the suspect used new 
investor funds to make principal and interest payments to earlier investors. He allegedly 
siphoned off $35 million to underwrite his lavish lifestyle. The July 14 indictment is a 
follow-up to a criminal complaint that led him to surrender to FBI and Internal 
Revenue Service agents April 21. He is now charged with securities fraud, money 
laundering and conspiracy to commit securities and wire fraud. 
Source: http://www.upi.com/Business_News/2010/07/14/Fla-man-indicted-in-880M-
Ponzi-scheme/UPI-88711279157354/ 

For another story, see item 43  
 
[Return to top]  

Transportation Sector 

27. July 15, USA Today – (International) Stowaway’s death in Airbus wheel well puts 
spotlight on Beirut security. Airport safety is getting a closer look in Lebanon after a 
body was discovered in the wheel well of a jet that took off from Beirut’s airport. That 
incident occurred last week, when a 20-year-old man apparently sneaked onto the 
airport’s runway and climbed into the wheel well of a Saudi Arabia-bound Airbus 
A320. The man died during the flight and his body was discovered by maintenance 
workers in Riyadh, according to The Daily Star of Lebanon. In the wake of the 
incident, The Associated Press reports “Lebanon’s top security body has called for a 
‘comprehensive survey’ of security measures at Beirut airport.” The ill-fated stowaway 
appears to have used a metal cutter to cut through the barbed-wire fence surrounding 
the runway. In addition to the metal cutter, the Saudi Gazette writes “a cap and two 
cigarettes without filters were recovered from the tarmac, [the senior official] said, 
adding that the man appeared to have used the cigarette filters as ear plugs.” A separate 
security official tells the publication that a family member of the victim said he 
suffered from mental illness. 
Source: http://travel.usatoday.com/flights/post/2010/07/stowaways-death-in-airbus-
wheel-well-puts-spotlight-on-beirut-security/99963/1 

28. July 15, Boston Herald – (Massachusetts) Small Salisbury explosion sends man to 
hospital. An employee repairing a barge in Salisbury, Massachusetts was hospitalized 
July 15 with minor injuries after a “small to moderate” explosion occurred at the work 
site, fire officials said. The employee was repairing the barge on land on the grounds of 
SPS New England, Inc., when the explosion occurred, according to the state fire 
marshal. The victim was taken to Anna Jaques Hospital in Newburyport, a Salisbury 
fire official said. Representatives from the U.S. Occupational Safety and Health 
Administration and state fire marshal’s office are on scene. SPS New England 
specializes in road and bridge construction. 
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Source: 
http://news.bostonherald.com/news/regional/view/20100715small_salisbury_explosion
_sends_man_to_hospital/ 

29. July 14, Wall Street Journal – (New York) JFK terminal closes after passenger 
checks a gun in his luggage, runs off. The JetBlue terminal at John F. Kennedy 
Airport was closed down for approximately 30 minutes the morning of July 14 when a 
passenger ran off after Transportation Security Administration (TSA) agents discovered 
a gun in his luggage. A man checked a bag at a screening checkpoint inside the JetBlue 
terminal. When the TSA screeners saw what appeared to be a gun in the bag, they 
notified Port Authority (PA) police. Before the officers could question the man, he ran, 
leaving behind his bag and wallet, which contained his identification. The Jet Blue 
terminal was shut down for about 30 minutes, according to a PA spokesman, while 
police searched for the suspect. PA police checked the security camera logs and 
determined that the man had left the terminal. A short time later, a lawyer for the 
suspect called PA police and arranged to have the suspect turn himself in, the 
spokesman said. He was arrested at the PA police building airport and charged with 
illegal possession of a gun. The PA spokesman said the gun was stolen and had the 
serial number scratched off. 
Source: http://blogs.wsj.com/metropolis/2010/07/14/jfk-terminal-closes-after-
passenger-checks-a-gun-in-his-luggage-runs-off/ 

30. July 14, Homeland Security NewsWire – (National) TSA wants more bomb-sniffing 
dogs to protect air, ground travelers. The Transportation Security Administration 
(TSA) wants to increase the role dogs play in sniffing out terror threats at U.S. airports, 
and other mass transit systems. TSA requested $71 million from Congress to train and 
deploy 275 explosives-detection canine teams at transportation facilities. Most work 
done by airport bomb dogs occurrs out of sight to passengers in security-checkpoint 
lines and terminals, police said. The dogs spend much of their time looking for trouble 
in restricted cargo and baggage areas, empty parking lots and remote areas of airport 
property. This year, some bomb dogs gained visibility for the wrong reasons. Three 
dogs at Philadelphia International Airport made headlines when they flunked 
recertification tests, prompting politicians to demand immediate replacements. 
Authorities at Minneapolis-St. Paul International evacuated a baggage-claim area for 90 
minutes after a bomb dog mistakenly alerted officials to a bag that authorities later 
determined contained no explosives. TSA canine=-dectection teams go through 10 
weeks of training at Lackland Air Force Base in San Antonio. Visiting TSA trainers 
evaluate the dogs annually. Dogs that fail to meet the high testing standards are 
decertified and required to undergo remedial training until a TSA trainer returns to 
retest them in three to six months. 
Source: http://homelandsecuritynewswire.com/tsa-wants-more-bomb-sniffing-dogs-
protect-air-ground-travelers 

For more stories, see items 2, 7, 9, and 43  
 
[Return to top]  
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Postal and Shipping Sector 
 

Nothing to report 
 
[Return to top]  

Agriculture and Food Sector 

31. July 15, Racine Journal Times – (Wisconsin) Salmonella outbreak in Kenosha. The 
Kenosha County Health Department in Wisconsin is investigating an outbreak of 
salmonella, which has been confirmed in 26 residents, the department said July 14. 
Salmonella, a type of bacteria, is transmitted to humans when they eat foods 
contaminated with the bacteria. The illness usually lasts four to seven days and often 
goes away without treatment. Each year, approximately 40,000 cases of salmonella are 
reported in the U.S. 
Source: http://www.journaltimes.com/news/local/article_8ea3842c-9006-11df-8a15-
001cc4c03286.html 

32. July 15, Minneapolis Star Tribune – (Minnesota; International) Minnesota farmer 
accused of duping USDA on moldy beans. A northwestern Minnesota farmer 
participating in a federal aid program allegedly lied to agricultural regulators about 
shipping moldy kidney beans to Honduras, according to an indictment unveiled July 
14. The suspect was charged in U.S. District Court in Minneapolis with two counts of 
causing the issuance of false official, grain-inspection certificates. He was awarded a 
contract in 2007 to provide dark red kidney beans to the U.S. Department of 
Agriculture (USDA). The beans would be exported to Honduras as part of the U.S. 
Agency for International Development’s Food for Work program. In March 2009 he 
brought 300 metric tons of beans in four lots to the USDA to be inspected for the 
program. After one lot passed inspection, the government alleged, the accused re-
submitted that same batch two more times, getting two more certificates. He then 
allegedly instructed his employees to substitute uninspected — and moldy — beans for 
those two lots. When the two shipments were opened in Honduras, they were spoiled. If 
convicted, he faces a potential maximum penalty of five years in federal prison on each 
of the two counts. 
Source: 
http://www.startribune.com/business/98468569.html?elr=KArksi8cyaiUjc7YUiD3aPc:
_Yyc:aU7DYaGEP7vDEh7P:DiUs 

33. July 14, Associated Press – (National) Kellogg cites packaging chemical in cereal 
recall. Kellogg Co. said July 14 that higher-than-normal amounts of certain chemicals 
in its package liners caused the unusual smell and flavor that prompted a recall of 28 
million boxes of its cereal in late June. The food maker recalled Apple Jacks, Corn 
Pops, Froot Loops and Honey Smacks after about 20 people complained, including five 
who reported nausea and vomiting. Consumers reported the cereal smelled or tasted 
waxy, and others said the taste or smell was similar to that of metal or soap. Other 
people simply described the taste as stale. The company, based in Battle Creek, 
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Michigan, said it has identified elevated levels of chemicals called hydrocarbons as the 
source. Those chemicals include methyl naphthalene. Little is known about the risks of 
moderate exposure to methyl naphthalene. The Food and Drug Administration said it is 
reviewing Kellogg’s information and conducting its own risk assessment. 
Source: http://www.forbes.com/feeds/ap/2010/07/14/general-specialized-consumer-
services-us-kellogg-cereal-recall_7768048.html?boxes=Homepagebusinessnews 

34. July 14, Ag Week – (North Dakota) Anthrax case confirmed in North Dakota 
livestock. North Dakota’s top animal health official is urging livestock producers in 
areas with a history of anthrax to take action to protect their animals from the disease. 
“A single case of anthrax has just been confirmed in northwestern Dickey County, 
where the disease has been reported in the past,” the state veterinarian said. “With 
weather conditions almost ideal for anthrax, producers need to make sure their animals 
are up to date on vaccinations.” The Veterinary Diagnostic Laboratory at North Dakota 
State University confirmed the diagnosis of anthrax in a beef bull July 13. It is the 
second case of anthrax recorded in the state this year. Last May, an animal died from 
anthrax in Sioux County, the first confirmed case in that area in many years. An 
effective anthrax vaccine is readily available, but it takes about a week to establish 
immunity and must be followed with annual boosters. 
Source: http://www.agweek.com/event/article/id/16743/ 

35. July 14, Associated Press – (National) Scientists say Gulf spill altering food 
web. Scientists are reporting early signs that the Gulf of Mexico oil spill is altering the 
marine food web by killing or tainting some creatures and spurring the growth of others 
more suited to a fouled environment. Near the spill site, researchers have documented a 
massive die-off of pyrosomes — cucumber-shaped, gelatinous organisms fed on by 
endangered sea turtles. Along the coast, droplets of oil are being found inside the shells 
of young crabs that are a mainstay in the diet of fish, turtles and shorebirds. And at the 
base of the food web, tiny organisms that consume oil and gas are proliferating. If such 
impacts continue, the scientists warn of a grim reshuffling of sea life that could over 
time cascade through the ecosystem and imperil the region’s multibillion-dollar fishing 
industry. Federal wildlife officials say the impacts are not irreversible, and no tainted 
seafood has yet been found. But the U.S. representative who chairs a House committee 
investigating the spill warned July 13 that the problem is just unfolding, and toxic oil 
could be entering seafood stocks as predators eat contaminated marine life. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5iJwXzrq3lD7vHJJH4DU8uNjji
hPwD9GUQP0G1 

36. July 13, Topwirenews.com – (Illinois) Greenville Livestock accused of Clean Water 
Act violations. The U.S. Environmental Protection Agency (EPA) Region 5 has 
ordered Greenville Livestock Inc. of Centralia, Illinois to pay a $40,000 fine for its 
failure to comply with the Clean Water Act. The summons was announced through a 
July 9 EPA press release. The release noted Greenville was previously ordered to stop 
all unauthorized discharges and apply to the Illinois EPA for a permit to discharge its 
wastewater. Greenville Livestock is a concentrated animal feeding operation in the 
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Kashaskia River watershed. It houses over 1,000 cattle. An investigation conducted by 
the EPA found that Greenville did not use the best management practices to prevent the 
discharge of animal production waste and manure. It was also discovered that 
Greenville did not hold a Clean Water Act permit to discharge such wastes. 
Source: http://news.topwirenews.com/2010/07/13/illinois-epa-fines-greenville-
livestock-accused-of-clean-water-act-violations_201007137932.html 

[Return to top]  

Water Sector 

37. July 15, KHGI 13 Kearney, Nebraska – (Kansas) Six injured in explosion. Two 
firefighters are left in critical condition after an explosion July 13 in Kirwin, Kansas. 
The fire-rescue-gone-wrong happened a few minutes after 7 p.m.. Members of the 
Kirwin Fire department were working on putting out a fire on the top of a water tower. 
Then there was a loud boom. Officials said the explosion happened inside a semi truck 
as a piece of fiery roof fell and hit the rear tire. Two of the six injured remain in the 
Good Samaritan Intensive Care Unit — still in critical condition. Officials said that one 
firefighter was knocked unconscious; the other was severely cut on his back. Two fire 
trucks were demolished. A Phillips County sheriff said, “A couple people I’ve talked 
with on the scene said when it exploded said it was a force like they’d never felt 
before.” The less seriously injured firefighters were hurt by inhaling smoke, and also 
suffered from burns and cuts. Phillips County officials and the state fire marshal 
continue to investigate the fire. 
Source: http://www.nebraska.tv/Global/story.asp?S=12809625 

38. July 14, York Daily Record – (Pennsylvania) Police: Group climbed Dover Twp. 
tower, had access to water supply. Northern York County Regional Police arrested 
four people — three male juveniles and a man — June 23 after they scaled the top of a 
Dover Township, Pennsylvania water tower and opened the roof cover. The late-night 
trespassing, at Carlisle Road and Skytop Trail, warranted an investigation by Dover 
Township Public Works officials and the state department of environmental protection, 
police said July 13. “Nothing that we know of was put into the water supply or put into 
the tower itself,” a police lieutenant said. Police charged the three York County 
juveniles, one who is 19, and two others who are either 16 or 17, of the 4800 block of 
Ziegler’s Church Road in Spring Grove, with criminal conspiracy, possession of 
instruments of crime, criminal trespass and disorderly conduct. Police also included a 
request for restitution to cover the cost of the emergency response by Dover Township 
Public Works Department employees. Police responded to the tower after a call from a 
resident. The tower, which is maintained by the township, was designed to hold more 
than 1 million gallons of water, police said. The group used a wrench to remove a 
barrier from the access ladder. Once on the roof, they took off the cover that would 
have allowed access to the water supply, police said. 
Source: http://www.ydr.com/crime/ci_15508081 
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39. July 13, Associated Press – (Georgia) Lightning causes sewage spill. Authorities said 
lightning striking a lift station in Savannah, Georgia, caused the dumping of about 280 
gallons of sewage into the city stormwater system July 12. The spill was reported at 
9:47 p.m. at Lift Station 53. City officials said the sewage was discharged into the 
system that drains into the Springfield Canal. The spill was cleared by 10:15 p.m. 
Authorities said the amount of sewage qualified as a minor spill under state 
environmental protection division guidelines. 
Source: http://www.wrcbtv.com/Global/story.asp?S=12800632 

40. July 13, U.S. Environmental Protection Agency – (Alaska) Anchorage man faces up 
to $177,500 in EPA fines for destroying wetlands and streams. A property owner 
faces penalties of up to $177,500 for destroying wetlands and streams at his property in 
Anchorage, Alaska in violation of the Clean Water Act, according to a complaint from 
the U.S. Environmental Protection Agency (EPA). In September and October 2005, the 
man used heavy equipment at the Hunter Heights subdivision, located in the Bear 
Valley area, to dredge 1,300 feet of stream and fill nearly an acre of wetlands on a 29-
acre property, according to EPA. He performed this work without obtaining the 
required Clean Water Act permits from the U.S. Army Corps of Engineers. The 
unauthorized work allowed him to access, enlarge and create diversion channels on the 
property. In May 2007, EPA issued a compliance order requiring him to restore the 
damaged wetlands and streams. He has not yet performed the restoration work. The 
man continued to dredge and fill the streams and wetlands at his property through at 
least July 2008. The damaged wetlands and streams on the property flow into Little 
Rabbit Creek, affecting sensitive downstream water bodies including Potter Marsh. 
Little Rabbit Creek is spawning habitat for several salmon species. Potter Marsh is a 
premier wildlife viewing area visited by thousands of people each year. There are 
growing concerns that sediments flowing into Potter Marsh from development on the 
Anchorage hillside could threaten this valued habitat. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/4767CCB2A04F88928525775F007F9080 

For more stories, see items 6, 14, and 36  
 
[Return to top]  

Public Health and Healthcare Sector 

41. July 14, Cullman Times – (Alabama) Gas leak leads to precautionary evacuation of 
CRMC office building. An office building at Cullman Regional Medical Center 
(CRMC) in Cullman, Alabama was evacuated July 14 after a work crew hit a gas line 
while constructing the hospital’s new emergency room. No injuries were reported from 
the leak, which began at approximately 4:15 p.m. The affected facility was Professional 
Office Building 1, which primarily hosts administrative employees and doctor’s 
offices. The Cullman Police Department chief said the evacuation was ordered after a 
gas odor was detected in the building. While employees were still evacuating, the main 
valve leading to the gas line was shut off, effectively stopping the leak. 

http://www.wrcbtv.com/Global/story.asp?S=12800632�
http://yosemite.epa.gov/opa/admpress.nsf/0/4767CCB2A04F88928525775F007F9080�


 - 17 - 

Source: http://www.cullmantimes.com/local/x829291756/Gas-leak-forces-evacuation-
of-office-building 

42. July 14, ComputerWorld – (National) Verizon creates medical information exchange 
cloud. Verizon announced July 13 a new cloud-based service offering for health care 
providers that will handle the sharing of patient information electronically between 
disparate platforms. The new service, called the Verizon Health Information Exchange, 
consolidates clinical patient data from various providers and translates it into a 
standardized format that can then be accessed via a secure Web portal. The service will 
address interoperability issues currently hindering physicians, hospitals and insurance 
companies from sharing patient information because of the myriad of applications used 
to create, and formats being used to store, the data. 
Source: 
http://www.computerworld.com/s/article/9179182/Verizon_creates_medical_informati
on_exchange_cloud 

43. July 14, DarkReading – (California) Two major breaches caused by loss of physical 
media. AMR, the parent company of American Airlines, is in the process of notifying 
some 79,000 current and former employees of the loss of a hard drive containing 
microfiche records dating from 1960 to 1995. Some of the records included private 
health data. On July 6, the California Department of Health Care Services (DHCS) 
reported to federal authorities that a missing compact disc (CD) delivered to the 
department may not have been encrypted by the sender, Care 1st Health Plan. The CD 
contains personal information, including names and addresses, for 29,808 Care 1st 
members. Some health insurance information might have also been included — mostly 
enrollment forms, but also details about coverage, treatment, and other administrative 
information. The lost AMR drive also contains images of microfilm files, which 
include names, addresses, dates of birth, Social Security numbers, and a “limited 
amount” of bank account information, the company told the Associated Press. 
Source: 
http://www.darkreading.com/security/privacy/showArticle.jhtml?articleID=225800186 

44. July 13, CBS and Associated Press – (National) Avandia maker hid risks for years, 
probe finds. The maker of controversial diabetes drug Avandia knew for around a 
decade that the medication increased risks of heart problems in patients but covered up 
that fact from the public, according to a Senate Finance Committee probe. Internal 
company e-mails showed GlaxoSmithKline “attempted to downplay scientific findings 
about the safety of Avandia as far back as 2000,” according to a committee press 
release. According to a July 13 New York Times report, testing on the drug in 1999 to 
see how it compared to a rival pill, the Takeda-manufactured Actos, showed signs that 
Avandia posed a heart risk. On July 12, CBS News’ chief investigative correspondent 
reported some doctors were warning about Avandia for years. One doctor first sounded 
the medical alarm in her Hagerstown, Maryland, office 11 years ago, shortly after she 
first started prescribing the new diabetes drug. A review of her files found more than 
half — 20 of the 33 patients on Avandia — had developed severe fluid retention, 
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severe shortness of breath, and similar symptoms that could lead to heart failure. 
Source: http://www.cbsnews.com/stories/2010/07/13/health/main6673320.shtml 

[Return to top]  

Government Facilities Sector 

45. July 15, Associated Press – (California) Brush fire at Camp Pendleton nearly 
surrounded. Firefighters have contained a 3,500-acre wildfire sparked by a training 
exercise at the Camp Pendleton Marine base in northern San Diego County. A base 
statement July 15 said the fire was surrounded on the evening of July 14 without 
causing any injuries or building damage. The fire began on the morning of July 13 and 
roared through undeveloped land on the coastal base. 
Source: http://www.cbs8.com/global/story.asp?s=12812971 

46. July 14, Associated Press – (Nevada) Courthouse reopens after bomb threat in Las 
Vegas. Local and state courts opened two hours late in Las Vegas after a regional 
courthouse was locked down for the investigation of a telephoned bomb threat. Police 
and court marshals said July 14 that no device was found and hundreds of people were 
allowed inside the 17-story regional justice center after a safety sweep. The court 
marshal said a bomb call came in about 7:15 a.m. A Las Vegas police spokesman said a 
man telephoned 911 and said an explosive device had been smuggled into the 
downtown courthouse during the last 10 days. The spokesman said the man hung up 
without giving his name. 
Source: http://www.lasvegassun.com/news/2010/jul/14/courthouse-reopens-after-
bomb-threat-in-las-vegas/ 

47. July 14, CNN – (Idaho) Wind drives brush fire near Idaho laboratory. About 300 
firefighters July 14 battled a wind-driven brush fire that has consumed about 170 
square miles of land at the Idaho National Laboratory’s (INL) desert site. The fire, 
which has been burning since July 13, was fought on four fronts. Crews were 
concentrating late July 14 on an active fire on the northeastern corner of the property, 
south of Mud Lake. Officials dispatched 28 fire engines, a helicopter, nine bulldozers, 
five air tankers and other equipment, the agency said. The cause of the Jefferson Fire 
about 40 miles west of Idaho Falls was unknown. About 80 percent of the 109,000 
acres belongs to the U.S. Department of Energy. Forty percent of the fire on the DOE 
property was contained and crews were monitoring hot spots. INL is an applied 
engineering national laboratory supporting the U.S. Department of Energy’s missions 
in nuclear and energy research, science and national defense. 
Source: http://www.cnn.com/2010/US/07/14/western.wildfires/ 

For another story, see item 48  
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48. July 15, Daily Commercial – (Florida) Unfounded bomb threats give authorities 
busy day. People were evacuated from two government facilities in Tavares, Florida 
July 14, including the Lake County Sheriff’s Office, after bomb threats were called in. 
Nothing was found and everyone is safe, police said. The first threat was called into the 
state Department of Children and Families (DCF) facility at 1300 S. Duncan Drive. 
DCF employees then called Tavares police about 8 a.m. Authorities also investigated a 
bomb threat at the Lake County Sheriff’s Office. A deputy and a K-9 searched the 
common areas of the main sheriff’s office building at 360 W. Ruby St. and the jail on 
Main Street, but found nothing, a sheriff’s lieutenant said. No one was evacuated. 
Source: http://www.dailycommercial.com/localnews/story/071510bombthreats 

49. July 14, Odessa American – (Texas) ATF determines cause of explosion. The 
Lubbock division of the Bureau of Alcohol, Tobacco, Firearms and Explosives 
determined in its investigation friction was the cause of an explosion that injured a 
Midland, Texas police sergeant in a June 24 explosion at the police’s training range. 
Fellow police officers stated that it was a normal undertaking for an explosive 
technician, and that the police sergeant had already disassembled numerous other 
charges before the accident occurred. The Midland police internal investigation is 
ongoing. 
Source: http://www.oaoa.com/news/explosion-49941-cause-police.html 

50. July 14, WDAY 6 – (North Dakota) Tornado sirens activated by mistake. Tornado 
sirens that sent some into panic mode in several North Dakota towns July 13 turned out 
to be a fluke. A dispatcher in the Red Regional Dispatch Center mistakenly read a 
tornado watch — meaning that there is a chance of a tornado — as a warning — 
indicating a tornado is on the ground — for Fargo-Moorhead. So following protocol, 
the dispatcher activated sirens in those cities as well as Dilworth, Horace and West 
Fargo. At least 17 sirens can be activated right from a dispatcher’s desk with just the 
touch of a button. Dispatchers signal different cities to take cover when there is a 
tornado warning issued or if there is a funnel cloud spotted by a trained observer. The 
regional dispatch center’s assistant director said officials will review their checks and 
balances to help prevent this from happening again. 
Source: http://www.wday.com/event/article/id/35975/group/Weather/ 

51. July 13, New Bern Sun Journal – (North Carolina) Coast Guard looks to ID prank 
caller. The Coast Guard is seeking the public’s help to identify individuals responsible 
for recent false distress calls in North Carolina. Sector North Carolina watchstanders 
overheard two men talking on their marine VHF radios about making false distress 
calls to the Coast Guard. One of the men admitted to previously making a false distress 
call to the Coast Guard. During the conversation, one man said he was told by the 
Coast Guard to get off the radio after he said, “Mayday, mayday, ship going down.” 
False distress calls limit the Coast Guard’s ability to respond to actual emergencies. 
They also unnecessarily endanger the lives of responders and waste thousands of 
taxpayer dollars annually, Coast Guard officials said. 
Source: http://www.newbernsj.com/news/coast-88961-guard-distress.html 
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For another story, see item 13  
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Information Technology Sector 

52. July 15, The Register – (International) Mozilla snuffs password pilfering Firefox 
add-on. Mozilla has disabled and block-listed a Firefox add-on containing code that 
nabs log-in data sent to any Web site and reroutes it to a remote server. The add-on — 
known as Mozilla Sniffer — was uploaded to the Firefox add-on site June 6, and the 
malicious code was discovered July 13, after which the add-on was block-listed. This 
means netizens who installed the add-on will be prompted to remove it. Mozilla said 
that anyone who installed the add-on should also change their Web passwords. “If a 
user installs this add-on and submits a log-in form with a password field, all form data 
will be submitted to a remote location,” Mozilla said in a July 14 blog post. It added 
that the remote server charged with collecting passwords appeared to be down. 
According to Mozilla, the Sniffer was downloaded about 1,800 times, and as of July 
14, there were 334 active users. The add-on had not been reviewed by Mozilla. It was 
marked as “experimental,” meaning that anyone who attempted to install it received a 
warning that the code had not been reviewed. Such unreviewed add-ons are merely 
scanned for viruses, trojans, and other malware. Mozilla also said it had discovered a 
security vulnerability in version 3.0.1 of a far more popular add-on known as 
CoolPreviews, which displays previews of Web pages when a mouse is moved over 
links. Version 3.0.1 and earlier versions have been disabled, and a patched add-on has 
been uploaded to addons.mozilla.org. According to Mozilla, the add-on could execute 
remote JavaScript code with local chrome privileges, giving an attacker control over 
the user’s machine. “If a user has a vulnerable version installed and clicks on a 
malicious link that targets the add-on, the code in the malicious link will run with local 
privileges, potentially gaining access to the file system and allowing code download 
and execution,” Mozilla said. 
Source: http://www.theregister.co.uk/2010/07/15/mozilla_blocklists_malicious_addon/ 

53. July 15, Krebs on Security – (International) Experts warn of new Windows shortcut 
flaw. Researchers have discovered a sophisticated new strain of malicious software that 
piggybacks on USB storage devices and leverages what appears to be a previously 
unknown security vulnerability in the way Microsoft Windows processes shortcut files. 
VirusBlokAda, an anti-virus company based in Belarus, said June 17 its specialists 
found two, new malware samples that were capable of infecting a fully-patched 
Windows 7 system if a user were to view the contents of an infected USB drive with a 
common file manager such as Windows Explorer. USB-borne malware is extremely 
common, and most malware that propagates via USB and other removable drives 
traditionally has taken advantage of the Windows Autorun or Autoplay feature. But 
according to VirusBlokAda, this strain of malware leverages a vulnerability in the 
method Windows uses for handling shortcut files. Shortcut files — or those ending in 
the “.lnk” extension — are Windows files that link easy-to-recognize icons to specific 
executable programs, and are typically placed on the user’s desktop or start menu. 
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Typically, a shortcut doesn’t do anything until a user clicks its icon. But VirusBlokAda 
found that malicious shortcut files are capable of executing automatically if they are 
written to a USB drive that is later accessed by Windows Explorer. “So you just have to 
open the infected USB storage device using [Windows] Explorer or any other file 
manager which can display icons (for i.e. Total Commander) to infect your Operating 
System and allow execution of the malware,” wrote an anti-virus expert with the 
company in a July advisory. 
Source: http://krebsonsecurity.com/2010/07/experts-warn-of-new-windows-shortcut-
flaw/ 

54. July 15, The H Security – (International) Cisco switches with SNMP vulnerability. A 
firmware flaw in Cisco’s Industrial Ethernet 3000 switches causes the community 
strings chosen by the admin to be overwritten after every reboot. This allows attackers 
to read and edit the configuration parameters in a local network via the “public” and 
“private” standard strings – without further access restrictions. By default, SNMP is 
disabled on the devices. Firmware versions 12.2 from 12.2(52)SE are affected. Cisco 
offers a workaround which initially removes the standard strings immediately and, as a 
second step, removes them from the configuration after every system start. The vendor 
said that firmware version 12.2(55)SE, in which the flaw has been fixed, will be 
released in August. 
Source: http://www.h-online.com/security/news/item/Cisco-switches-with-SNMP-
vulnerability-1038398.html 

55. July 14, DarkReading – (International) Researchers: Asprox botnet is resurging. The 
botnet Asprox, long known for its spamming capabilities, resurged in June, according 
to a new first-half lab report by M86 Security. Asprox, which also uses SQL injection 
techniques to infect vulnerable application service provider (ASP) sites on a large scale, 
showed a spike in activity in June, infecting more than 10,000 ASPs in a three-day 
period, M86 said. The bot downloads instructions, which include target ASP Web sites, 
and then performs an SQL injection attack that attempts to poison data in the 
underlying SQL database serving the site. The botnet used a simple Google search to 
seek out additional vulnerable ASP sites, M86 said. Asprox is typical of the new breed 
of combined attacks that grew significantly in the first half of 2010, according to the 
report, which outlines a number of trends in spam and malware. 
Source: 
http://www.darkreading.com/security/attacks/showArticle.jhtml?articleID=225800197
&subSection=Attacks/breaches 

56. July 14, SC Magazine – (International) Employees become the weak link in a cyber 
crime attack. Employees are now targets within organizations rather than the network. 
The head of new technologies, identity protection and verification at RSA claimed that 
employees can not only harm a company by accidental downloads or by leaking data, 
but they also are the new target of cyber criminals. He said: “The adversary has 
changed, today it is a very well developed economy in a complex environment that is 
developed over a number of years. He pointed to the Aurora attack from January, 
which he said was achieved with a simple phishing attack by targeting the employee 
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and getting a way in. With recent surveys from Sourcefire and Unisys pointing to the 
threat posed by employees using personal devices, which are generally unmanaged for 
work purposes, the head of new technologies noted this complicate thing. But when 
asked if a CISO would tell them to stop using it, he replied: “There is a level of 
dilemma for the security manager who wants to enable productivity and efficiency but 
wants to be productive.” 
Source: http://www.scmagazineuk.com/a-new-defence-strategy-needs-to-be-developed-
by-businesses-as-employees-become-the-weak-link-in-a-cyber-crime-
attack/article/174561/ 

57. July 14, V3.co.uk – (International) Users still failing on basic security patching. A 
report into Internet security has found that vulnerability patching is still woefully 
inadequate among computer users. Just one of the top 10 exploited flaws in M86 
Security’s analysis of the first half of 2010 had been patched this year, while one fix 
was issued in 2006 and the majority were at least two years old. Half of the flaws were 
in Microsoft products, namely Internet Explorer and Access Snapshot, and in video-
streaming controls. “The attackers go for low-hanging fruit,” the vice president of 
technology at M86 Security, told V3.co.uk. The level of client vulnerabilities and the 
differing access needs of users makes it difficult for IT departments to run a coherent 
patching strategy, and makes locking down users an imperfect solution. Ideally almost 
no users should have administrative access but this is seldom realistic. Hackers are also 
becoming increasingly smart about hampering attempts to block their code. M86 
Security detailed a new attack using JavaScript in conjunction with Adobe’s 
ActionScript software, which sets up a communications channel via Flash so that only 
half of the attack code is exposed. 
Source: http://www.v3.co.uk/v3/news/2266491/users-failing-basic-security 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

58. July 14, Data Center Knowledge – (National) Data centers with no UPS or 
generator. Yahoo is considering going without uninterruptible power supply (UPS) 
and generators — a seemingly radical concept after data centers without chillers — for 
some future data-center projects. It’s not alone in advocating design choices that 
represent a huge departure from current practice. A number of data-center designers are 
urging clients to consider limiting UPS support to loads that are genuinely critical. The 
head of data-center operations at Yahoo, said in his keynote at 7Ã�24 Exchange 
conference in June that the Internet portal is exploring scenarios in which it would 
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build data centers without generators or UPS, and use its network to route around any 
power outages that occur at those facilities. That is a strategy that only the largest data-
center providers can contemplate, as it requires multiple data centers in major network 
capacity. Google has pursued a similar strategy during maintenance on some of its data 
centers, shifting capacity to other facilities. Google, Microsoft and Yahoo have all built 
new data centers that operate without chillers, eliminating one of the most power-
intensive pieces of equipment from their infrastructure. This has been accomplished by 
building new facilities in locations that support fresh air cooling. Eliminating key 
components in power infrastructure is a tougher challenge, given the data center 
industry’s focus on redundancy and reliability.  
Source: http://www.datacenterknowledge.com/archives/2010/07/14/data-centers-with-
no-ups-or-generator/ 

59. July 14, Redwood Times – (California) Severed cable cuts service to 101Netlink 
customers. 101Netlink in northern California experienced an outage of all Internet and 
voice services July 6 from 10:42 a.m. to 5:36 p.m. The outage was caused by a 
highway contractor doing horizontal drilling to reinforce a potential landslide area on 
Hwy. 253 between Ukiah and Manchester. The cut fiber is owned by Level3 
Communications. 101Netlink is investigating why there was not adequate supervision 
to avoid the outage. 101Netlink is partnering with IPNetworks to bring a redundant 
fiber over Hwy. 36 from Hwy. 5 to Eureka. Once this alternate fiber is in place, a fiber 
cut will not affect service. 
Source: http://www.redwoodtimes.com/ci_15515405?source=most_viewed 

60. July 14, IDG News Service – (National) All but 3 U.S. states seek Google’s fiber 
network help. Communities in every U.S. state but three — Delaware, Florida and 
South Dakota — have applied to become test markets for Google’s planned high-speed 
broadband network. Approximately 1,100 communities and 194,000 individuals 
responded to Google’s request for information about communities interested in getting 
the network, Google said. The company launched the site this week and said it is 
designed to thank people for their enthusiasm and share information about the project. 
In February, Google announced plans to build what it calls an “ultra-high-speed” fiber 
network in one or more trial locations. It plans to deliver 1 gigabit-per-second fiber 
connections to 50,000 to 500,000 people. End users will pay a “competitive price” for 
the access, Google said. The U.S. ranks behind many developed countries in terms of 
broadband services based on throughput. According to an October 2009 report by the 
Organization for Economic Cooperation and Development, the U.S. ranks 23rd in the 
world, behind Poland, Greece, the Czech Republic and others, based on average 
advertised broadband download speed. 
Source: 
http://www.computerworld.com/s/article/9179175/All_but_3_U.S._states_seek_Google
_s_fiber_network_help 
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61. July 15, Bethlehem Express-Times – (Pennsylvania) Bethlehem bomb squad disables 
suspicious box with clock strapped to it at Via of the Lehigh Valley. On July 14 the 
Bethlehem, Pennsylvania bomb squad disabled a suspicious box with a clock strapped 
to it that arrived at Via of the Lehigh Valley among donated items. The package arrived 
at the organization’s headquarters on a delivery truck that had picked up donations at 
Via donation boxes throughout the Lehigh Valley. Via’S interim director said that an 
employee carried the package, about the size of a shoe box, outside and called 911. The 
package was not ticking. The agency evacuated its offices and coordinated a change in 
pick-up and drop-off locations for its clients. About 120 people were in the offices at 
the time of the evacuation. Via, a nonprofit that provides a host of services for children 
and adults with disabilities, said it is not certain at which one of its 13 drop-off location 
the package was found. Via collects donations almost daily. Police were dispatched to 
the Via building at 2:18 p.m. The bomb squad had disabled the “device” but would not 
comment as to whether the package was indeed an explosive device until the police and 
bomb squad completed an investigation. During the investigation, police ordered Route 
378 closed between Eighth Avenue and the Hill-to-Hill Bridge due to the package’s 
proximity to the expressway. Police also closed a portion of Union Boulevard. 
Source: http://www.lehighvalleylive.com/bethlehem/index.ssf?/base/news-
2/1279166750251130.xml&coll=3 
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National Monuments and Icons Sector 

62. July 15, Associated Press – (Nebraska) Trails closed at Nebraska National 
Forest. Trails in the Bessey Ranger portion of the Nebraska National Forest in Halsey, 
Nebraska are closed, as is the Whitetail camping area. The trails were reopened for less 
than a day before heavy weekend rains washed away recently completed repairs. A 
Bessey District ranger encouraged people to call for updates on changing conditions. 
Excessive rain and hail that lead to closures are rare for the hand-planted forest in the 
Sandhills. Average rainfall for the Bessey District is 21 inches per year. But through 
the first seven months of 2010, there has been more than 27 inches of rain. 
Source: http://www.nebraska.tv/Global/story.asp?S=12810329 

63. July 14, WTHR 13 Indianapolis – (Indiana) Brown County church fire ruled 
arson. Fire destroyed a 120-year-old Indiana church early July 14, and the state fire 
marshal declared it an arson. The Grandview Apostolic Church in Columbus was the 
second oldest church in Brown County, and it was on the national register of historic 
places. State fire marshals and Bureau of Alcohol, Tobacco, Firearms and Explosives 
investigators sent a statement the afternoon of July 14 that the fire was intentionally set. 
An award of up to $5,000 is available through the Indiana Department of Homeland 
Security arson hotline, and an award of $1,000 is available through Crime Stoppers for 
callers who provide information leading to an arrest of the person(s) responsible for the 
fire. 
Source: http://www.wthr.com/Global/story.asp?S=12805886 
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64. July 14, KIFI 8 Idaho Falls – (Wyoming) Fire burns in Grand Tetons. Firefighters 
are attempting to put out a fire burning in Grand Teton National Park in Moran, 
Wyoming. The Cathedral Group Fire started at about 5:45 p.m. July 13. It has grown to 
12 acres in a mixed conifer forest about one-quarter mile north of the Cathedral Group 
turnout on the Jenny Lake scenic loop road. Firefighters responded to the fire with a 
fire engine and crew as well as a contract helicopter based out of Swan Valley with the 
Caribou-Targhee National Forest to conduct suppression efforts. With the addition of 
one hand crew, these efforts are continuing July 14. Helicopters are getting water to 
dump on the fire from Leigh Lake. The fire is burning in an area with a boulder ridge to 
the east, a sagebrush meadow to the south and a mixed lodgepole pine and subalpine fir 
forest to the north and west. Boating from String Lake to Leigh Lake will be 
temporarily suspended for safety concerns. The Cathedral Group turnout is also closed. 
The Leigh Lake Trail and the Leigh Lake backcountry camp site #12 have all been 
closed for safety precautions. The cause of the fire is still unknown. 
Source: http://www.localnews8.com/news/24256794/detail.html 
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Dams Sector 

65. July 15, McAllen Monitor – (Texas) More flooding and damage as Falcon Reservoir 
nears record level. Falcon Reservoir in Texas inched closer to record level Wednesday 
night as a nearby county ordered mandatory evacuations and homes and businesses 
downstream witnessed unprecedented flooding. Heavier inflows from the Rio Grande 
and the Salado River pushed the reservoir — created by the Falcon Dam, located on the 
Rio Grande near the Starr County town of Falcon Heights — to less than a foot below 
the 1958 record of 308 feet. The U.S. Section of the International Boundary and Water 
Commission — the binational agency charged with flood control along the Rio Grande 
— announced it would start releasing less water from Amistad Reservoir, upriver from 
Falcon, which could provide relief to Zapata County officials who said the county’s 
drinking water pumps shut off if reservoir levels reach 310 feet. Earlier Wednesday, a 
Zapata County judge ordered a mandatory evacuation for residents living within the 
314-foot marker near Falcon Reservoir. The county was readying backup water pumps 
and had prepared city employees to transport residents to a shelter at the Zapata 
Pavilion, on the corner of Glenn Street and 23rd Avenue in the city of Zapata. Release 
amounts almost doubled from 39,700 cubic feet per second to 60,000 cubic feet per 
second. That higher flow rate is roughly equivalent to discharging 450,000 gallons of 
water into the river every second. 
Source: http://www.themonitor.com/articles/reservoir-40825-falcon-flooding.html 

66. July 15, Associated Press – (North Dakota) James River dam releases reduced. The 
Army Corps of Engineers said releases from southeast North Dakota dams on the 
James River have been cut after heavy rain downstream. Corps officials in Omaha, 
Nebraska, said combined releases from the Jamestown and Pipestem dams have been 
cut from 900 cubic feet per second (cfs) to 650 cfs. Water is being released from the 
reservoirs because both have risen into the flood pool after wet weather this year. The 
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Corps said that with normal rainfall and inflows, the Jamestown flood pool should be 
evacuated by late July, and Pipestem evacuated by late August. 
Source: http://www.ksfy.com/Global/story.asp?S=12810813 

67. July 14, Beaver Dam Daily Citizen – (Wisconsin) Water level system installed on 
Hustisford dam. A new lake level detection and early warning system has been 
installed on the Hustisford Dam in Hustisford, Wisconsin. The system will monitor and 
record the water level of the lake at the dam spillway on a continuous basis. Actual 
water levels of the lake will be determined electronically every second and transmitted 
wirelessly to the supervisory control and data acquisition system of Hustisford Utilities 
and the village of Hustisford. “This system will allow the dam operator to monitor lake 
levels on a real-time basis from his office or at home,” said the utilities manager and 
member of the Hustisford Dam Advisory Committee. “Before this, we would have to 
drive to the dam and physically check lake levels on a calibrated gauge affixed to the 
concrete wall. As a result, our response time to react to sudden changes in lake levels 
was slow.” 
Source: http://www.wiscnews.com/bdc/news/local/article_9dc833a6-8fbd-11df-9090-
001cc4c002e0.html 

68. July 13, KABC 7 Los Angeles – (California) Army tests Seven Oaks Dam’s 
floodgates. Thousands of gallons of water shot through the gates of the Seven Oaks 
Dam in Redlands, California into the Santa Ana River Tuesday. The floodgates have 
been opened for the first time in years to test the system. “The engineers designed 
certain parameters for certain flow of water, certain amount, certain speed,” said a 
spokesman with the U.S. Army Corps of Engineers. “What we’re doing now is testing 
the outlet gates and the outlet tunnels to make sure that they operate according to the 
way they were designed.” Inside an underground control center, engineers vary the 
flow rate, cranking it up to a maximum of 2,500 cubic feet per second, which would fill 
up an Olympic-size pool in a couple of seconds. Thanks to abundant rain from the 
winter storms, there is enough water in the reservoir behind the dam to allow the 
engineers to conduct the operation. Five years ago, the dam was damaged during 
testing. Now the problems have been repaired. The Seven Oaks Dam is the largest dam 
in the inland region, intended to protect Orange, San Bernardino and Riverside counties 
from a catastrophic flood. The tests will continue for a few more days and so far, 
everything is going well, officials said. 
Source: 
http://abclocal.go.com/kabc/story?section=news/local/inland_empire&id=7553574 
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Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@dhs.gov or (202) 282-9201.  
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