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Top Stories 

• The Pittsburgh Tribune-Review reports that an explosion July 14 at U.S. Steel’s Clairton 
Works in Pennsylvania sent 15 people to area hospitals, at least five of them with critical 
injuries. A union official said no fatalities were reported. (See item 9) 

• A study released July 13 by the Centers for Disease Control (CDC) and the Florida 
Department of Health found dengue virus in the Florida Keys, according to CNN. The 
report noted 12 confirmed cases in Key West so far in 2010, and that about 5 percent of all 
Key West residents, or 1,000 people, were exposed to it in 2009. (See item 32) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. July 14, Bluefield Daily Telegraph – (West Virginia) Tough action needed to deter 
crime. Troopers with the West Virginia State Police Welch Detachment launched an 
investigation into last week’s theft of copper from an APCO substation that supplies 
electrical service to Consol Energy’s Amonate Mine near Vallscreek. Along with 
stealing the ground wires from the substation, the thieves also dumped the mineral 
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water out of an older transformer that was stored at the site, and uncoiled the copper 
wires in the top of it. The troopers in Wlech also are investigating a rash of thefts 
involving telephone wires near Oozley Hollow in Bradshaw. Police believe the phone 
lines are being stolen for copper. 
Source: http://bdtonline.com/editorials/x829290240/Copper-thefts-Tough-action-
needed-to-deter-crime 

2. July 13, Portland Tribune – (Oregon) ‘Unabomber’ hoax shuts down traffic near 
LO gas station. The Lake Oswego, Oregon Police Department investigated a report of 
a suspicious device at a local gas station July 13. The incident occurred about 4:30 p.m. 
at the Chevron Service Station located at Boones Ferry and Reese roads. A station 
attendant reported having a conversation with a man. “[The suspect] arrived to get gas 
and was filling up his pickup,” police said. “At one point [he] placed a silver metal 
briefcase on top of the gas pump. After getting gas and starting to leave it is reported 
[he] stated to the attendant, ‘I’m the Unabomber’ while driving off and pointed towards 
the briefcase left behind.” The suspect left the scene and the attendant picked up the 
briefcase and carried it into the store and then called police. “As is standard procedure 
with suspicious devices, especially those left at service stations containing thousands of 
gallons of fuel, the intersection was shut down and members of the Portland Police 
Bureau Bomb Squad were called to evaluate the device,” police said. “Traffic was 
rerouted in order to safeguard the public while the device was checked out. The 
briefcase was found to contain nothing more than papers.” The suspect later returned to 
the service station and was detained. He was cited on suspicion of second-degree 
disorderly conduct. 
Source: 
http://www.portlandtribune.com/news/story.php?story_id=127907713839025000 

3. July 13, CNN – (National) Senator warns of terrorist threat to oil rigs. A Democrat 
Senator from Virginia is calling on the U.S. President to develop plans to safeguard 
offshore platforms from attack by terrorists. While the BP oil disaster in the Gulf of 
Mexico has put accidental spills squarely in the national spotlight, the Senator is 
warning of another possible threat: deliberate sabotage. The Senator, a member of the 
Senate Armed Services Committee, made his case in a letter to Defense Secretary 
Robert Gates, Homeland Security Secretary Janet Napolitano and Interior Secretary 
Ken Salazar. “While Congress will continue to scrutinize BP and regulatory agencies, I 
write to urge you to also be vigilant against deliberate acts, such as an attack or 
sabotage, that could similarly devastate the region,” the Senator said in the letter, 
referring to the Gulf Coast. But he wants the security plans adopted for all U.S. coastal 
areas. He’s asking federal agencies to assess how vulnerable offshore oil rigs are to 
attack, and to make recommendations for safeguarding them. 
Source: http://www.cnn.com/2010/US/07/13/offshore.rigs.security/ 

4. July 12, KPRC 2 Houston – (Texas) Energy sector tie revealed for pipe bomb 
attack. Federal agents have expanded their investigation into a weekend pipe bomb 
attack after finding out the victim may have been targeted because her husband is 
president of a local oil company, Local 2 Investigates reported July 12. The victim was 
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rushed to the hospital after the July 9 explosion on the family’s porch in northwest 
Houston. She is the wife of the president of Adams Resources Exploration, according 
to investigators. The company focuses on exploration and development in the Gulf of 
Mexico, off the coast of Texas and Louisiana. Adams is based in Houston. Local agents 
with the Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF) said they could 
not comment on this new development. ATF agents are coordinating with Houston 
Police Homicide Squad investigators and the Houston FBI since the scope of the 
investigation shifted completely with the possible energy sector tie. The Houston FBI 
said it is coordinating with ATF, but that ATF is the lead agency on the investigation 
since an explosive was involved. An FBI spokeswoman said the ATF is in charge 
because terrorism was ruled out. Federal and local investigators said they have not 
conclusively determined that the family’s energy ties were the reason for the attack, 
and investigators have not revealed any extortion attempt or other dispute prior to the 
bombing. 
Source: http://www.click2houston.com/investigates/24228830/detail.html 

[Return to top]  

Chemical Industry Sector 

5. July 12, EHS Today – (Texas) OSHA cites Enbridge G&P following worker fatality 
from hydrogen sulfide. The Occupational Safety and Health Administration (OSHA) 
has cited Enbridge G&P LP with two alleged willful and five alleged serious violations 
following a chemical release at the company’s Bryans Mill plant in Douglasville, 
Texas, which resulted in a worker’s death. OSHA began its investigation January 10 
following the fatality that occurred when four workers were replacing a faulty valve on 
the waste heat boiler in the sulfur plant. One employee died and another was left in 
critical condition when hydrogen sulfide was released from the boiler. The willful 
violations were issued for failing to develop and implement safe work practices for 
workers who process equipment or piping or who are exposed to airborne 
concentrations of hydrogen sulfide in excess of 50 parts per million, and for failing to 
provide workers with the required personal protective equipment. In this case, the 
company did not provide respirators. Alleged serious violations include failing to 
review current operating procedures; to inform contract workers of the known potential 
fire, explosion or toxic release hazards related to the contractor’s work; and to use 
flame-resistant clothing when breaking lines, valves and/or opening equipment. For 
these violations, OSHA has assessed penalties totaling $152,100. Enbridge G&P has 15 
business days from receipt of citations to comply, request an informal conference with 
the OSHA area director in Dallas or contest the citations and penalties before the 
independent Occupational Safety and Health Review Commission. 
Source: http://ehstoday.com/standards/osha/osha-enbridge-gp-worker-fatality-
hydrogen-sulfide-8237/ 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 
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6. July 14, Nuclear Regulatory Commission – (National) Implementation guidance for 
physical protection of byproduct material; Category 1 and Category 2 quantities 
of radioactive material. The Nuclear Regulatory Commission (NRC) is proposing to 
amend its regulations to establish security requirements for the use and transport of 
category 1 and category 2 quantities of radioactive material. In a July 14 Federal 
Register notice, the NRC spelled out draft guidance to address implementation of the 
proposed regulations. The notice announces the availability of the draft implementation 
guidance document for public comment. 
Source: http://edocket.access.gpo.gov/2010/2010-17126.htm 

7. July 13, Homeland Security NewsWire – (National) Many ways to smuggle nukes into 
the United States. The United States focuses on scanning shipping containers for 
nuclear smuggling, and with nearly 10 million cargo containers arriving in the United 
States by sea or on land each year, this is a difficult task experts acknowledge. But the 
Government Accountability Office (GAO) said this work is not enough, calling on the 
government to find ways to keep an eye on 13 million recreational boats and 110,000 
fishing vessels which go in and out U.S. seaports — as well as on freight trains that are 
often more than three kilometers long. Terrorists bent on smuggling nuclear materials 
into the United States still have plenty of ways to do so, beyond shipping containers, 
the GAO stated in a new report. “It is important to close these gaps because dangerous 
quantities of nuclear materials can be portable enough to be carried across borders by 
vehicles or pedestrians on most private aircraft or small boats,” the director of the 
GAO’s natural resources and environment division, testified in a Congressional hearing 
that discussed the study. 
Source: http://homelandsecuritynewswire.com/many-ways-smuggle-nukes-united-
states 

[Return to top]  

Critical Manufacturing Sector 

8. July 14, KABC 7 Los Angeles – (California) Explosive titanium fire injures 
firefighters. Three firefighters were injured at a massive building fire that set off 
several explosions and hurled burning debris into a south Los Angeles neighborhood 
July 14. The fire broke out at United Alloys, a titanium recycling facility. At one point, 
the entire building was engulfed in flames, and there were over 200 firefighters battling 
the blaze. Because of the volatile chemicals and materials inside the building, 
firefighters had a difficult time getting control of the fire. There were a number of 
violent explosions that were caught on tape. Firefighters initially put water on the fire, 
but it had a bad reaction, setting off the explosions and causing the flames to flare up. 
Two firefighters suffered burn injuries, and another firefighter suffered a concussion-
type injury to his ear from one of the explosions. All three firefighters were taken to 
local hospitals and are expected to survive. 
Source: 
http://abclocal.go.com/kabc/story?section=news/local/los_angeles&id=7554195 
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9. July 14, Pittsburgh Tribune-Review – (Pennsylvania) 15 injured in explosion at US 
Steel Clairton Works. An explosion July 14 at U.S. Steel’s Clairton Works in 
Pennsylvania sent 15 people to area hospitals, at least five of them with critical injuries. 
A union official said no fatalities were reported. Two workers were rushed to West 
Penn Hospital’s burn unit in Bloomfield, where they were being assessed by doctors. A 
spokeswoman said the explosion occurred in the mill’s B Battery, an area where coke is 
made. She said it did not appear there were any fatalities. A worker manning phones at 
the United Steelworkers’ Local 1557 union hall in Clairton said the mill has nine 
batteries of ovens for making coke, a fuel made from coal that is used in blast furnaces 
to make steel. All were shut down after the explosion, the worker said. It remained 
unclear what caused the blast, the worker said. 
Source: http://www.pittsburghlive.com/x/pittsburghtrib/news/breaking/s_690351.html 

10. July 14, Consumer Affairs – (National) Toyota blames drivers in some acceleration 
cases. After reviewing nearly 2,000 cases of sudden, uncontrolled acceleration events 
reported by drivers of its cars, Toyota said it has found no problem in the vehicle 
electronics that control the throttle. In some of the cases, the carmaker said, it has 
evidence that the driver mistook the accelerator for the brake. Toyota elaborated on a 
subject raised June 13 when The Wall Street Journal reported U.S. safety investigators 
had reached a similar conclusion. The newspaper quoted sources within the National 
Highway Traffic Safety Administration (NHTSA) as saying that, in a few of the 
reported cases of sudden acceleration, a review of the electronic event recorder showed 
the car’s throttle was wide open while there was no pressure applied to the brakes. 
NHTSA reported in 2004 that it was unable to find a cause for the problem. The agency 
said it analyzed many of the cars involved in the mishaps and found nothing abnormal 
with the throttle controls. Toyota has steadfastly maintained the problem does not lie in 
the electronics, but rather in the design of the accelerator pedal. The recall removed 
floor mats and modified the pedals in affected cars and trucks. 
Source: http://www.consumeraffairs.com/news04/2010/07/wsj_toyota_accelerate.html 

[Return to top]  

Defense Industrial Base Sector 

11. July 12, Military Times – (National) Next step approved for Stryker double-V 
hull. The Pentagon has approved the next step in the Army’s effort to quickly build and 
field Stryker infantry combat vehicles with a hull designed to better protect against 
roadside bombs in Afghanistan. In a July 6 memo, the Pentagon’s acquisition executive 
authorized the Army to spend up to $99 million to purchase early order material for 330 
vehicles. The memo approves the Army’s plan to simultaneously test and produce the 
double-V-hull vehicles, which the service aims to begin deploying in June. After 
several Strykers were damaged in Afghanistan, General Dynamics in January proposed 
to introduce the new hull design before the next Stryker brigade deployed in July 2011. 
The V-shaped hull distributes the blast and moves the bottom of the vehicle higher off 
the ground. 
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Source: 
http://www.militarytimes.com/news/2010/07/army_stryker_hull_design_071210w/ 

[Return to top]  

Banking and Finance Sector 

12. July 14, Network World – (International) ZeuS Trojan attempts to exploit 
MasterCard, Visa security programs. The notorious ZeuS banking Trojan is showing 
off a new trick: Popping up on infected computers with a fake enrollment screen for the 
“Verified By Visa” or “MasterCard SecureCode Security” programs. The real and 
legitimate Visa and MasterCard card-fraud prevention programs have cardholders use a 
password when making card-based purchases online as an additional means of security. 
The Zeus Trojan, with its ever-growing capability to steal financial information and 
execute unauthorized funds transfers, has recently been seen attacking banking 
customers on infected machines by displaying a fake “Verified by Visa” enrollment 
screen, or its MasterCard counterpart SecureCode, trying to lure victims into a 
fraudulent online enrollment action that would end up giving criminals sensitive 
financial data. “When you log into your bank, it says you have to enroll in Verified by 
Visa, that it is regulated now and you have to do it,” explains the CEO at Trusteer, a 
security firm that makes software specifically designed for use by banks and their 
customers to deter malware of this kind. The remotely controlled ZeuS botnet, used by 
criminal organizations, infects PCs, waits for the victim to log onto a list of targeted 
banks or financial institutions, and uses various ruses to steal credentials or execute 
unauthorized funds transfers. This newer attack with utterly fake Verified by Visa and 
MasterCard SecureCode is designed to trick banking customers into giving over their 
personal identification numbers, Social Security numbers, credit- and debit-card 
numbers with expiration dates, and more, the CEO said. “We are investigating ZeuS so 
we encounter new variants.” 
Source: http://www.networkworld.com/news/2010/071310-zues-
mastercard.html?hpg1=bn 

13. July 14, Associated Press – (National) FBI hunts ‘burly bandit’. Authorities are 
asking for the public’s help in finding a man wanted in at least 10 bank robberies in 
four New England states. The suspect, dubbed the “burly bandit,” is believed to have 
robbed banks in Massachusetts, Rhode Island, Connecticut and New Hampshire since 
April, with the most recent hold up at the Ocean Bank in Merrimack, New Hampshire 
July 2. The FBI in Boston is offering up to a $20,000 reward for information that could 
lead to an arrest. The man is described as a white male with short brown hair, in his late 
40s or early 50s, approximately 6 feet tall, weighing 250 to 300 pounds. Authorities 
said he has worn sunglasses, a wig, and a variety of hats including a straw cowboy hat, 
during the robberies. 
Source: 
http://news.bostonherald.com/news/regional/view/20100714fbi_hunts_burly_bandit/ 
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14. July 14, Bank Info Security – (National) FDIC regains backup authority. In a move 
seen as strengthening its oversight powers, the Federal Deposit Insurance Corporation’s 
(FDIC) board voted recently to restore the agency’s backup supervisory authority. This 
means that the FDIC can now step in and examine large banks currently under the 
supervision of other banking regulators, including the Office of the Comptroller of the 
Currency and the Office of Thrift Supervision. The agency had been given this power 
back in 1983, following some costly failures of banks that the FDIC had little or no 
prior knowledge of, said a former FDIC chairman. This power remained in place until 
1993, when the board tempered the FDIC’s backup supervisory program by requiring 
prior board approval before FDIC examiners could exam a national bank or thrift. The 
revised Memorandum of Understanding gives the FDIC backup supervision authority 
under an expanded list of circumstances. 
Source: http://www.bankinfosecurity.com/articles.php?art_id=2753 

15. July 13, KRCG 13 Columbia – (Missouri) Phishing scam targets local bank 
customers. Scammers targeted Mid-Missouri bank customers July 13. Several viewers 
contacted the KRCG newsroom to report an automated call received on their cell 
phones. The message tells the recipient their Mid-America Bank debit card has been 
deactivated, and to enter the card number to continue. The Mid-America Bank 
confirmed the calls are not legitimate. The message is part of a phishing scam intended 
to trick recipients into giving up credit card numbers for fraudulent use. The calls 
targeted AT&T mobile customers in Mid-Missouri, whether or not they are customers 
of Mid-America Bank. Mid-America Bank said their customers’ information has not 
been compromised. 
Source: http://www.connectmidmissouri.com/news/story.aspx?id=482376 

[Return to top]  

Transportation Sector 

16. July 14, Reading Eagle – (Pennsylvania) Diverted airliner lands at Reading 
airport. A Baltimore-bound airliner with 121 passengers aboard found a safe haven at 
Reading Regional Airport in Pennsylvania for a couple hours the afternoon of July 12 
after heavy storms closed its Maryland destination, officials said. Although the 
Southwest Airlines Boeing 737 was refueled, passengers had to stay aboard for the 
nearly two hours the plane was at Reading because there were no federal 
Transportation Security Administration officials to rescreen them as they got back on 
board. The plane left Hartford, Connecticut, early in the afternoon, then was put on a 
holding pattern for several hours when storms closed the Baltimore airfield. 
Source: http://readingeagle.com/article.aspx?id=234371 

17. July 14, Philadelphia Inquirer – (Pennsylvania) Tug mate in Philadelphia duck crash 
did not put lookout on barge, union official says. The mate piloting a tugboat 
involved in a fatal accident near Philadelphia, Pennsylvania last week did not station 
the only other working crew member as a lookout on the barge they were pushing up 
the Delaware River, a marine union official said July 13. Instead, the deckhand 
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remained in the tug, where he would have been making rounds and tending to anything 
the mate needed. Coast Guard regulations, known as the Rules of the Road, say vessels 
must “maintain a proper lookout by sight.” The rules are vague, however, and do not 
specify what pilots must do to comply. Whether the tug crew was in the best position to 
see the disabled Ride the Ducks craft is one of the many questions arising from the 
accident July 7, which killed two tourists from Hungary. The captain and deckhand on 
Duck 34 told investigators that they noticed the barge when it was 400 yards away. 
Although there is a blind spot in front of a barge, at 400 yards the mate would have 
seen Duck 34 from the upper pilot house, an official said. He said the mate may have 
assumed the vessel was underway and failed to realize it was disabled and anchored in 
his path. 
Source: 
http://www.philly.com/inquirer/front_page/20100714_Tug_mate_in_Philadelphia_duc
k_crash_did_not_put_lookout_on_barge__union_official_says.html 

18. July 14, Associated Press – (Alaska) Taylor Highway remains closed by 
washouts. Much of the Taylor Highway will remain closed at least until July 15 as 
crews work to repair washouts and reach stranded drivers, the Alaska Transportation 
Department said. The mostly gravel highway in interior Alaska was cut or covered with 
mudslides in multiple places after heavy weekend rains. Up to 30 people were stranded, 
the Anchorage Daily News reported. The Alaska National Guard sent a helicopter July 
13 to check on a vehicle submerged at O’Brien Creek. Rescuers roped down but found 
no one around. The highway runs 160 miles from the Alaska Highway just east of Tok, 
to Eagle on the Yukon River. The Taylor Highway is still open from the Alaska 
Highway to Chicken at mile 67. Between miles 67 and 160, the Taylor Highway is 
impassable. Alaska state troopers who flew the length of the highway landed at places 
and offered rides to stranded motorists, but the drivers decided to stay with the cars. 
The river gauge for Fortymile River at the Taylor Highway bridge shows the water 
level rose more than 20 feet between July 11 and July 12. 
Source: http://www.adn.com/2010/07/14/1366315/taylor-highway-remains-closed.html 

19. July 14, Associated Press – (New Jersey) Suspicious device found in car in Newark, 
NJ. What appeared to be two gas cans connected by wires to a possible explosive 
device in Newark, New Jersey, turned out to be gas cans on a tool box, police said. 
Someone passing by noticed the cans in the back of a 1998 Dodge Omni parked near a 
railroad overpass that serves Amtrak and New Jersey Transit trains. Police blocked off 
a section of Oliver street so traffic could not go under the tracks, while they used a 
robot to examine the vehicle. Authorities used motor vehicle records to identify the 
car’s owner as a 58-year-old man from Point Pleasant, New Jersey, and they are 
attempting to contact him. 
Source: http://abclocal.go.com/wabc/story?section=news/local&id=7554597 

20. July 13, KTLA 5 Los Angeles – (California) Police union says LAX vulnerable to 
terror attack. Budget cuts have left Los Angeles International Airport vulnerable to a 
terrorist attack, according to the airport police union. In a letter obtained by Los 
Angeles radio station KNX, the Airport Peace Officers Association president said that 
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security cutbacks have made the airport more vulnerable to terrorist attacks than at any 
time since September 11, 2001. He said the airport is particularly vulnerable to truck, 
car and luggage bombs. The officer said the airport police force is spread too thin in the 
central terminal area and random checks of vehicles at the airport have been curtailed. 
The airport’s executive director disputes the union allegations, saying the airport police 
budget has increased annually since the September 11 terrorist attacks. 
Source: http://www.ktla.com/news/landing/ktla-lax-security-terror-
attack,0,5121549.story 

21. July 13, Reuters – (International) Oil leak from ship closes part of Canada-U.S. 
seaway. An oil spill from a cargo vessel that ran aground near Montreal, Canada July 
12 forced the closure of a section of the important St. Lawrence Seaway shipping route 
between Canada and the U.S. Canada Steamship Lines’ M/V Richelieu, which was 
carrying wheat, ran aground near the Cote Sainte-Catherine canal lock south of 
Montreal. The accident punctured the ship’s fuel tank, leaking between 50 and 200 tons 
of bunker oil into the surrounding waters. The South Shore Canal and the lock 
remained closed to support clean-up efforts by the Canadian Coast Guard as well as 
federal and provincial governments. The leak has been contained and navigation will 
not resume until oil is removed from the channel, a spokesman for the St. Lawrence 
Seaway Management Corporation said. Six ships are at anchor, waiting for the canal to 
reopen, possibly as early as July 14. The spokesman did not have information on 
environmental damage from the spill. 
Source: http://www.cnbc.com/id/38228914 

22. July 12, Los Angeles Fire Department – (California) Unusual haz-mat in a train 
tanker. On Monday, July 12, 7 companies of Los Angeles firefighters, 7 Los Angeles 
Fire Department (LAFD) rescue ambulances, 2 urban search and rescue units, 1 rehab 
unit, 1 hazardous-materials team, 1 EMS battalion captain, 2 battalion chief officer 
command teams, 1 Los Angeles Police Department (LAPD) haz-mat team, 1 Los 
Angeles County Fire Department haz-mat team, Los Angeles County sheriffs, Union 
Pacific security and various other law enforcement agenciesr responded to a hazardous 
material incident at Eastman Avenue X Union Pacific Avenue in the Hobart area. The 
lengthy incident involved a confined space, that of a 60’ long by 10’ wide, train-tanker 
with possible hazardous materials inside. Firefighters made entry into the 30,000-gallon 
tanker wearing full haz-mat suits and began removing packages that were covered in an 
oily substance. Two firefighters experienced increased heart rate and dizziness after 
making entry, both were evaluated medically at USC hospital as a precaution, but were 
expected to be released back-to-duty the same day. Just before 10 a.m. an unknown 
object, similar to the size and shape of a coffee can, was found inside. Due to the 
suspicious nature of this item, the fire department haz-mat removal operation was 
halted. The LAPD Bomb Squad took over the scene, and as a safety measure, carefully 
detonated the object at approximately 5 p.m. The fire department was then able to 
safely resume entry. Due to the nature of the incident and surrounding circumstances, 
LAPD will continue to take the lead role and provide any additional information. All 
LAFD firefighters were released just before 9 p.m. A total of 78 packages of what the 
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LAPD previously referred to as marijuana was safely removed. 
Source: http://lafd.blogspot.com/2010/07/unusual-haz-mat-in-train-tanker.html 

[Return to top]  

Postal and Shipping Sector 

23. July 14, WISC 50 Madison – (Wisconsin; Montana) Man arrested in attempted bomb 
plot. A 76-year-old Madison, Wisconsin, man was arrested July 12 in connection with 
an attempt to obtain an explosive device and send it to someone in Montana. A former 
Madison alderman and local attorney was arrested at his home in the 1600 block of 
Haas Street on suspicion of attempting to possess explosives. Police said the suspect’s 
arrest follows an investigation that began after the suspect posted an ad on the 
Milwaukee section of the Craigslist Web site seeking someone to build him a bomb. 
Authorities said that they believe the suspect wanted to send the bomb to a Montana 
man who is a friend of the suspect’s estranged wife. He wanted the bomb in a box and 
rigged to explode when it opened, according to authorities. The police report indicates 
that an agent with the Bureau of Alcohol, Tobacco, Firearms, and Explosives called the 
phone number in the ad and posed as a bomb maker. Authorities said the suspect 
offered to pay $500 for the bomb and described how he wanted it to work. 
Source: http://www.channel3000.com/news/24244224/detail.html 

24. July 14, Gahanna News – (Ohio) Vandals target mailboxes; two found blown 
apart. A resident told Gahanna, Ohio, police his mailbox exploded at 10 p.m. July 4 in 
the 1000 block of Hurley Court. Police recently reported they found pieces of 
aluminum foil and a liquid substance on the ground directly below the mailbox. The 
door of the mailbox was found about 30 feet away, reports said, and a piece of black 
plastic from the rear of the mailbox was spotted 15 feet away in the man’s yard. 
Another mailbox exploded at 9 p.m. July 4 in the 600 block of Beaverbrook Drive, 
police reported. Police said they found black residue inside the mailbox, and the rear 
door of the mailbox was found on the ground. Inside the mailbox was rolled-up 
aluminum foil, with about 11 more pieces of foil, some charred black, lying on the 
ground, reports said. 
Source: 
http://www.columbuslocalnews.com/articles/2010/07/14/gahanna_news/news/police_b
eat/ghpolice 7_20100712_0417pm_4.txt 

[Return to top]  

Agriculture and Food Sector 

25. July 13, Spokane Spokesman-Review – (Washington; Idaho) Long Lake dead fish 
creating quite a stink. The die-off of hundreds of carp at Long Lake in Spokane, 
Washington puzzles officials at Avista Corp., who wonder if a virus isto blame. Carp is 
the primary fish species that appears to be affected, said a spokesman for Avista, the 
owner of Long Lake Dam, which creates the reservoir on the Spokane River. The 
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Washington Department of Fish and Wildlife sent out an officer to investigate the fish 
kill over July 10 and 11. The officer said he spotted dead aquatic plants as well as dead 
carp, which could indicate low oxygen levels. He forwarded the information to the 
agency’s fish-management division. Bottom-dwelling carp are abundant in Long Lake, 
where they reach weights of up to 15 pounds or greater. Dead carp were spotted, and 
the carcasses didn’t show evidence of hunting. Now, residents said they have seen 
hundreds of dead carp in the reservoir. In Idaho, reports of dead fish have also turned 
up at Spirit Lake and Blanchard Lake. In those areas, fluctuating water temperatures are 
the culprit, said the regional fishery manager for the Idaho Department of Fish and 
Game. Cooler-than-normal temperatures in May and June, with a few hot days mixed 
in, resulted in thermal shock in some fish. 
Source: http://www.spokesman.com/stories/2010/jul/13/long-lake-dead-fish-creating-
quite-a-stink/ 

26. July 13, Alibaba – (Reuters) China lowers dairy protein requirement to curb 
melamine. China has lowered dairy plants’ required protein levels for raw milk as a 
way of discouraging farmers from adding the industrial chemical melamine to bolster 
protein-test readings, health ministry officials said. Melamine, typically used in the 
manufacture of plastics, fertilizer and concrete, was widely found in the country’s milk 
products two years ago, resulting in the deaths of at least six children and causing 
hundreds of thousands of children to suffer from kidney disorders. Melamine’s high 
nitrogen content makes protein levels appear higher when added to milk or animal feed. 
The new minimum protein level for raw milk was lowered to 2.8 percent from the 
previous standard of 2.95 percent, health ministry officials said. The new standard is 
more realistic, in part because many dairy cows are fed with low-quality feed that leads 
to low protein levels, the secretary general of Heilongjiang Dairy Association, said at a 
health ministry news conference July 13. 
Source: http://news.alibaba.com/article/detail/markets/100359045-1-china-lowers-
dairy-protein-requirement.html 

27. July 13, Kenosha News – (Wisconsin) Suspected salmonella poisoning closes 
restaurant. At least 10 people have salmonella poisoning, and officials with the 
Kenosha County, Wisconsin Health Department have shut down a local restaurant. An 
official with the department confirmed that it closed Baker Street Restaurant & Pub at 
6208 Green Bay Road, but that official would not comment about why the restaurant 
was closed down. However, an employee of Tricoli Restaurants, which owns Baker 
Street, said 10 to 18 people who ate at the restaurant were sick with the bacterial 
infection, and that the owner was contacting all of his Baker Street employees to get 
them tested for salmonella poisoning. 
Source: 
http://www.kenoshanews.com/news/suspected_salmonella_poisoning_closes_restauran
t_12851369.html 

28. July 12, Washington Post – (National) Public health advocates press Senate to pass 
food safety bill. A year after House Democrats and Republicans overwhelmingly 
approved legislation to improve food safety, public health advocates are growing 
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frustrated that the Senate has yet to take up the bill. A coalition of food-safety groups 
tried to turn up the pressure last week on the Senate majority leader and minority 
leader, running newspaper ads in the lawmakers’ states — Kentucky and Nevada — 
featuring constituents who fell seriously ill from food poisoning. The ads urged the 
senators to move the bill to the Senate floor and pass it.On July 14, the U.S. President 
said in a prepared statement that he supported passage of the Senate bill, and that it 
would give the government the tools it needs to ensure food safety. The bill, which 
would be the first major change to food safety laws in 70 years, is designed to give the 
Food and Drug Administration vast new regulatory authority over food production. It 
places greater responsibility on manufacturers and farmers to produce food free from 
contamination — a departure from the country’s reactive tradition, which has relied on 
government inspectors to catch tainted food after the fact. The legislation follows a 
wave of food-borne illnesses over the past four years, involving products as varied as 
spinach and cookie dough, which has shaken consumer confidence and made the issue 
a priority for many lawmakers and the White House. Food illnesses affect 1 in 4 
Americans and kill 5,000 each year, according to government statistics. 
Source: 
http://www.boston.com/news/health/articles/2010/07/12/public_health_advocates_pres
s_senate_to_pass_food_safety_bill/?rss_id=Boston.com+--+Health+news 

[Return to top]  

Water Sector 

29. July 14, Shreveport Times – (Louisiana) Sewage pipes fixed at Champion Lake. The 
city of Shreveport, Louisiana, was able to replace the broken concrete pipes and stop 
the flood of sewage at Champion Lake July 13. Though the surge of sewage stopped by 
8 p.m., city officials estimate that more than 9 million gallons of waste dumped into 
Champion Lake and the surrounding waters when a force main near the lake burst 
following a power outage July 10. When power was restored July 10, pressure built up 
in the pipes blew them out and spilled the sewage, according to the operational services 
director for Shreveport. The Saturday night timeline corresponds to a surge on the 
instruments monitoring sewage output, but officials did not fully understand the 
situation until late Monday morning. More than 50 feet of 36-inch concrete pipe had to 
be replaced, said the superintendent of water and sewer for Shreveport. The last 10 feet 
were in the ground by 6:30 p.m. Tuesday. 
Source: http://www.shreveporttimes.com/article/20100714/NEWS01/7140328/Sewage-
pipes-fixed-at-Champion-Lake 

30. July 13, KGNS 8 Laredo – (Texas) Waste treatment plant stopped working for 24 
hours. According to the Laredo, Texas, Utilities Department, the waste treatment plant 
stopped working for 24 hours after being flooded by the river. The utilities director told 
Pro 8 News that the plant that is located by the Zacate Creek stopped working July 9. 
Officials were able to repair some of the damages and got it up and running by July 10. 
Still, the city asked for San Antonio crews to come and help. 
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Source: http://www.pro8news.com/news/local/Waste-Treatment-Plant-stopped-
working-for-24-hours-98277774.html 

31. July 13, WCIV 4 Charlston – (South Carolina) Getting rid of old abandoned 
boats. Abandoned boats in the Ashley River in Charleston, South Carolina, routinely 
pose a hazard to navigation and recreational safety of the waterways, and to water 
quality, as well as impact the oyster beds and marshes, said a spokesman with the South 
Carolina Department of Health and Environmental Control (DHEC). DHEC and the 
City of Charleston are partnering together to get rid of the old eye-sores. But getting 
them out of the water is about as easy as those infamous coin-operated crane games. 
“Following today’s removal operation the state of South Carolina will have removed 
over 80 abandoned vessels from coastal waterways from Georgetown to Hilton Head,” 
the DHEC spokesman said July 13. “It introduces fuels other hazardous materials into 
the environment that doesn’t necessarily need to occur ... if someone wants to dispose 
of their boat there are other ways to dispose of it,” said another DHEC spokesman. It is 
illegal to abandon a boat in South Carolina waterways. 
Source: http://www.wciv.com/news/stories/0710/754902.html 

[Return to top]  

Public Health and Healthcare Sector 

32. July 14, CNN – (Florida) Dengue reappears in the U.S. A study released Tuesday by 
the Centers for Disease Control (CDC) and the Florida Department of Health finds 
dengue virus is showing up in the Florida Keys. According to the report, approximately 
5 percent of Key West residents, or about 1,000 people, were exposed to it in 2009. So 
far this year, there have been 12 confirmed cases of dengue in the Key West area. The 
last time there was a dengue outbreak in Florida was 1934. “These people had not 
traveled outside of Florida, so we need to determine if these cases are an isolated 
occurrence or if dengue has once again become endemic in the continental United 
States,” the chief of the CDC’s dengue branch said in a press release. “We are 
concerned that if dengue gains a foothold in Key West, it will travel to other Southern 
cities ... like Miami.” Dengue is the most common virus transmitted by mosquitoes in 
the world. It causes up to 100 million infections and kills 25,000 people every year. 
Dengue is found in tropical and sub-tropical climates worldwide, mostly in urban and 
semi-urban areas, according to the World Health Organization. Symptoms include high 
fever, severe headache, severe pain behind the eyes, joint pain, muscle and bone pain. 
There is no vaccine to prevent dengue, but early detection and treatment can reduce the 
risk of severe illness. 
Source: http://pagingdrgupta.blogs.cnn.com/2010/07/13/dengue-reappears-in-the-
united-states/?hpt=T2 

33. July 14, kirksville Daily Express – (Missouri) Whooping cough cases confirmed in 
Schuyler County. The Missouri Department of Health and Senior Services is advising 
area residents of three confirmed cases of pertussis, or whooping cough, in Schuyler 
County. According to a release, there are also 14 suspected cases in two Schuyler 
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County Amish communities. The three people who took ill were hospitalized, and were 
all children, including a child less than 6 months old. The release stated that pertussis 
immunization coverage is low in the communities. There was also a recent outbreak 
with a Mennonite group in Morgan County. Pertussis is highly communicable and can 
cause severe disease or death in very young children. It begins with mild upper 
respiratory tract symptoms and progresses to a cough. The condition can further 
progress to severe paroxysms, often a characteristic inspiratory whoop followed by 
vomiting. Fever is absent or minimal. It can occur at any age, and should be considered 
in older children and adults who have a persistent cough lasting more than 7-14 days, 
which cannot be attributed to another specific illness, according to the release. 
Source: http://www.kirksvilledailyexpress.com/news/x1143361117/Whooping-cough-
cases-confirmed-in-Schuyler-County 

34. July 13, UCLA Newsroom – (California) Hazardous material spill contained at 
center for health sciences. A hazardous material spill at the University of California, 
Los Angeles (UCLA) Center for Health Sciences has been contained without incident. 
The spill occurred July 13 and involved a dropped jar of tissue-preservation chemicals. 
The affected area was cleared by public safety officials during cleanup. Three people 
were treated at the scene for eye irritation, a UCLA fire department official said. A Los 
Angeles City Fire Department hazardous materials crew responded to the scene, as well 
as emergency crews from UCLA. 
Source: http://newsroom.ucla.edu/portal/ucla/hazardous-spill-163728.aspx 

35. July 13, The Washington Post – (National) Hospital infection deaths caused by 
ignorance and neglect, survey finds. Deadly yet easily preventable bloodstream 
infections continue to plague American hospitals because facility administrators fail to 
commit resources and attention to the problem, according to a survey of medical 
professionals released July 12. An estimated 80,000 patients per year develop catheter-
related bloodstream infections, or CRBSIs — which can occur when tubes that are 
inserted into a vein to monitor blood flow or deliver medication and nutrients are 
improperly prepared or left in longer than necessary. About 30,000 patients die as a 
result, according to the Centers for Disease Control and Prevention, accounting for 
nearly a third of annual deaths from hospital-acquired infections in the United States. 
Yet evidence suggests hospital workers could all but eliminate CRBSIs by following a 
five-step checklist that is stunningly basic: (1) Wash hands with soap; (2) clean 
patient’s skin with an effective antiseptic; (3) put sterile drapes over the entire patient; 
(4) wear a sterile mask, hat, gown and gloves; (5) put a sterile dressing over the 
catheter site. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/07/12/AR2010071204893.html 

36. July 13, Homeland Security Today – (Louisiana) New Orleans health services still 
face challenges. A new Government Accountability Office (GAO) report, Hurricane 
Katrina: Content Management System and Health Resources and Services 
Administration Assistance to Sustain Primary Care Gains in the Greater New Orleans 
Area, states that “more than four years after Hurricane Katrina â�¦ the greater New 
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Orleans area continues to face challenges restoring health care services disrupted by the 
storm and flooding that followed.” GAO stated in its audit report that among many 
federal investments to help rebuild health care services in the area, in July 2007, the 
Department of Health and Human Services (HHS) awarded the $100-million Primary 
Care Access and Stabilization Grant (PCASG) to the Louisiana Department of Health 
and Hospitals (LDHH), which “was intended to restore and expand access to primary 
care services in the greater New Orleans area without regard to a patient’s ability to 
pay. The grant provided short-term funding to outpatient provider organizations to help 
them take such actions as increasing staff, renovating clinics, and opening new clinic 
sites.”  
Source: http://www.hstoday.us/content/view/13938/149/ 

37. July 13, DOTmed.com – (Connecticut) Connecticut AG reaches agreement with 
Health Net over data breach. The Connecticut attorney genera announced that his 
office has reached a settlement with health insurance company Health Net over a 
failure to secure patient information on almost a half-million state enrollees, and 
subsequent failure to promptly notify consumers about the breach. The settlement 
involves Health Net of the Northeast Inc., Health Net of Connecticut Inc., and parent 
companies UnitedHealth Group Inc. and Oxford Health Plans. As previously reported 
in DOTmed, the attorney general filed a federal suit against the company, alleging that 
in May of 2009 Health Net, learned that a portable computer disk drive containing 
protected health information (Social Security numbers and bank account numbers) for 
the Connecticut enrollees disappeared from the company’s Shelton office. According to 
the complaint in the suit, Health Net delayed and otherwise failed to properly inform 
the state attorney general’s office, the Connecticut Department of Insurance, 
Department of Consumer Protection or any other government agency authority of the 
missing drive and its health and private information. The unencrypted disk drive 
allegedly contained 27.7 million scanned pages of over 120 different types of 
documents, including insurance claims forms, membership forms, appeals and 
grievances, correspondence and medical records. 
Source: http://www.dotmed.com/news/story/13275/ 

[Return to top]  

Government Facilities Sector 

38. July 14, Mid Columbia Tri-City Herald – (Washington) DOE beats deadline for some 
cleanup. The Department of Energy (DOE) has met a legal deadline three months early 
for cleaning up five waste sites and a burial ground at Hanford just north of Richland, 
Washington. It is part of work at Hanford’s 300 Area, where Washington Closure 
Hanford has torn down 71 buildings in addition to some buildings torn down by 
previous contractors. Washington Closure is working to complete cleanup of the area, 
which once was used for research and to fabricate fuel for Hanford’s plutonium 
production reactors, by the end of 2015. The Tri-Party Agreement has set a series of 
legal deadlines to keep the cleanup on track, including the latest deadline to be met. 
“We’re making tremendous strides in cleaning up the river corridor,” the DOE project 
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director said in a statement. “Cleaning up these contamination sources helps protect the 
Columbia River and reduce our footprint of active cleanup.” Washington Closure, and 
its subcontractor, Terranear PMC, removed more than 60,000 tons of waste, taking it to 
a central Hanford landfill for low-level radioactive waste. 
Source: http://www.tri-cityherald.com/2010/07/14/1091666/doe-beats-deadline-for-
some-cleanup.html 

39. July 13, Associated Press – (Oklahoma) Chemical spills at Oklahoma 
college. University of Central Oklahoma officials said no one was hurt when a 
flammable liquid spilled at a science hall on campus. A school spokesman said the spill 
was reported about 7:30 a.m. July 13 in Howell Hall. A campus police officer found the 
liquid in a laboratory area and pulled the fire alarm. The spokesman saod university and 
Edmond fire officials determined the liquid was a flammable mixture of waste 
chemicals from lab experiments. It was in a glass container that fell from a storage area. 
The spokesman said he did not know how much liquid was spilled, and it did not cause 
a health hazard. He said the building was fully reopened at about 10 a.m. 
Source: http://enidnews.com/state/x961148932/Chemical-spills-at-Oklahoma-college 

40. July 13, Wallowa County Chieftain – (Oregon) FBI, ATF join probe into big Forest 
Service blaze. The site of district headquarters of the U.S. Forest Service (USFS) in 
Enterprise, Oregon has been declared a crime scene following a spectacular, fast-
growing fire that destroyed the two-story log building. Local firefighters were informed 
of the crime-scene declaration about 9 p.m. July 11, four hours after the blaze was first 
reported. Yellow “crime scene” tape surrounded the property and a reserve sheriff’s 
deputy was stationed at the bottom of the driveway to restrict access. Investigators from 
the state fire marshal’s office arrived to join a probe that was expected to include agents 
from the FBI and U.S. Bureau of Alcohol, Tobacco, Firearms and Explosives plus 
Oregon State Police arson investigators, said a spokesman for the fire marshal. 
Investigators and others met July 12 at Cloverleaf Hall, and they hoped to enter the 
scene July 13. They decided to wait because of remaining hot spots and smoldering. 
Wisps of smoke could still be seen from a distance the morning of July 13. The leased 
20-year-old building was a total loss, according to an USFS spokeswoman. Damage to 
the building and contents likely will exceed $5 million. 
Source: 
http://eastoregonian.com/main.asp?FromHome=1&TypeID=1&ArticleID=110668&Se
ctionID=13&SubSectionID=790 

[Return to top]  

Emergency Services Sector 

41. July 13, KOVR 13 Sacramento – (California) Firefighters lacked protective gear in 
explosion. The four firefighters injured in an apparent gas explosion at a Sacramento, 
California home recently were not wearing crucial protective gear, the Sacramento Fire 
Department confirmed to CBS13. Firefighters lacked protective gloves and were not 
wearing department-issued protective masks when they approached an Oak Park home 
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July 5 after neighbors reported a smell of gas. When firefighters attempted to enter the 
home, an explosion ripped through the structure, severely damaging the building and 
burning the firefighters on their hands and faces. 
Source: http://cbs13.com/local/sacramento.house.explosion.2.1803161.html 

42. July 13, St. Louis Globe and Democrat – (National) Missouri to host National Guard 
Homeland Response Force. The Department of Defense (DOD) has selected Missouri 
to host a National Guard Homeland Response Force. Ten Homeland Response Forces 
will be located across the nation in each of the 10 Federal Emergency Management 
Agency (FEMA) regions. The creation of the Homeland Response Force is a part of 
DOD’s larger reorganization of its domestic chemical, biological, radiological, nuclear 
and high yield explosive (CBRNE) consequence management enterprise, initiated 
during the 2010 Quadrennial Defense Review. This reorganization will ensure DOD 
has the ability to respond rapidly to domestic Chemical, Biological, Radiological, 
Nuclear and Enhanced Conventional Weapons incidents while recognizing the primary 
role that the governors play in controlling the response to incidents that occur in their 
states. The Missouri Homeland Response Force will be established in Fiscal Year 2012. 
Each Homeland Response Force will be comprised of approximately 570 personnel and 
will respond within 6 to 12 hours of an event. Its mission will be to provide life-saving 
medical, search and extraction, decontamination, security, and command and control 
capabilities. 
Source: http://www.globe-democrat.com/news/2010/jul/13/missouri-host-national-
guard-homeland-response-for/ 

[Return to top]  

Information Technology Sector 

43. July 14, The H Security – (International) Scareware: Now with live support. A 
researcher of Kaspersky has discovered that scareware distributors are now offering 
live support. Users installing fake anti-virus software Security Master AV and clicking 
on the “Online Support” button are directed to a chat window in which they can put 
questions directly to the scareware “vendor.” The aliases “Debora Brown,” “Kendra 
Grace” and “David Lee” appear to have all the time in the world online to convince 
victims in fluent English that their software is genuine, and to get them to install the 
bogus full product. Alternatively, victims can call them up, or send an e-mail. As a 
special extra, the “support team” offers a one-day, trial version of the full product, 
which reliably removes the imaginary malware identified by the “demo” version from 
the user’s system. The Kaspersky researcher was even offered an uninstaller for the 
Security Master software, but this left behind a number of files. He thinks the extra-
helpful scareware distributor is located in Russia or the Ukraine. Information on 
recognizing scareware and on the dangers it poses can be found in the article “Rogue 
anti-virus products” on The H Open. 
Source: http://www.h-online.com/security/news/item/Scareware-now-with-live-
support-1037622.html 
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44. July 14, V3.co.uk – (International) UK re-enters spam relaying ‘Dirty Dozen’. The 
U.S. is still the country most likely to relay spam e-mails, but the U.K. is gaining fast, 
according to the latest figures from Sophos. The security firm said that the U.K. had 
shot up from ninth to fourth position on the list. The proportion of spam sent by the 
U.S. has increased by just over 2 percent in the last quarter alone, and now stands at 
roughly 15 percent. The U.K., which has not always been on the list, is responsible for 
about 4.5 percent of all relayed spam. The gain is indicative of the increases seen across 
Europe, which has not traditionally been a spam hotspot. “It’s sad to see spam relayed 
via compromised European computers on the rise. The U.K., France, Italy and Poland 
have all crept up the rankings since the start of the year,” said the senior technology 
consultant at Sophos, in a blog post. He explained that, for all the efforts of spammers, 
their success or failure is determined by the actions of individual end users. Spam 
accounts for 97 percent of all e-mail received by businesses, according to Sophos. 
Source: http://www.v3.co.uk/v3/news/2266447/usa-top-spam-relayer 

45. July 14, CNET News – (International) Report: Adobe Reader, IE top vulnerability 
list. The most exploited vulnerabilities tend to be Adobe Reader and Internet Explorer, 
but a rising target for exploits is Java, according to a report set to be released July 14 by 
M86 Security Labs. Of the 15 most exploited vulnerabilities observed by M86 Labs 
during the first half of this year, four involved Adobe Reader and five Internet 
Explorer, the lab wrote in its latest security report for January through June 2010. Also 
on the Top 15 list were vulnerabilities affecting Microsoft Access Snapshot Viewer, 
Real Player, Microsoft DirectShow, SSreader, and AOL SuperBuddy. Most of the 
exploits were first reported more than a year earlier and were addressed by vendors, 
“highlighting the need to keep software updated with the latest versions and patches,” 
the report said. More Java-based vulnerabilities have been actively exploited, reflecting 
attackers’ attraction to Java’s popularity and broad install base. In the most common 
attack scenario, browsers visiting a legitimate Web site are redirected by a hidden 
iFrame or JavaScript to a malicious Web page that hosts a malicious Java applet, 
according to the report. Meanwhile, attackers are finding new ways to dodge malware-
detection mechanisms, the M86 report found. “Over the last few months, we have 
observed a new technique of code obfuscation that combines JavaScript and Adobe’s 
ActionScript scripting language,” which is built into Flash. 
Source: http://news.cnet.com/8301-27080_3-20010473-245.html 

46. July 14, CNET News – (National) Report: Alleged Russian spy worked for 
Microsoft. A twelfth alleged Russian spy recently identified by the U.S. government 
has a tech connection: he worked for Microsoft. The alleged spy has been deported to 
Russia because federal investigators believe he was “in the early stages” of alleged 
espionage, The Washington Post reported July 14. The paper’s anonymous government 
source asserted that the allege spy had “obtained absolutely no information” while he 
was in the United States. He had been in the Seattle area and working for Microsoft as 
a software tester since October. Microsoft confirmed to the Post that the suspect was, in 
fact, an employee since last October. 
Source: http://news.cnet.com/8301-13506_3-20010488-17.html 
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47. July 13, IDG News Service – (International) With fix now out, Microsoft sees jump 
in XP attacks. Microsoft urged Windows users to update their software July 13, saying 
it has now seen more than 25,000 attacks leveraging one of the critical bugs fixed in 
July’s monthly security patches. Microsoft researchers tracked a “fairly large,” spike in 
Web-based attacks that exploit the problem the past weekend, the company said in a 
blog posting. “As of midnight on July 12 (GMT), over 25,000 distinct computers in 
over 100 countries/regions have reported this attack attempt at least one time.” On the 
busiest single day, Microsoft researchers tracked more than 2,500 attacks, a small 
number considering Windows’ massive user-base. Still, Microsoft and security experts 
are worried about this flaw because it has been publicly known for more than a month, 
and has shown up in real-world attacks. Users in Russia are now the most-targeted, 
Microsoft said. They have accounted for 2 percent of all attacks, which translates to 
about 10 times the worldwide average total number of attacks per computer. Portugal is 
the second most-targeted region. Successful attacks secretly install malicious software 
on the victim’s machine, often a program called Obitel. Once Obitel is on a PC, it 
enables other malware to be loaded, such as malware that can log keystrokes, send 
spam, or perform other nefarious tasks. 
Source: 
http://www.computerworld.com/s/article/9179148/With_fix_now_out_Microsoft_sees_
jump_in_XP_attacks 

48. July 13, Help Net Security – (International) Cybercriminals increase effectiveness 
with multi-stage attacks. Cybercriminals have been increasing the effectiveness of 
their individual outreach by creating multi-stage or blended attacks, which combine 
messaging and Web elements. They use e-mail or search-engine results to lure victims 
to sites hosting spam advertising, malware, or phishing. A new Commtouch report 
analyzes the many methods fraudsters, malware distributors and spammers use to 
inspire their victims to action, such as leveraging trusted brands like Apple and Google; 
holidays, or current events, for example, the World Cup international soccer 
tournament. During Q2, Gmail and Yahoo kept the top spots as far as spoofed domains 
for e-mail distribution, but they have been joined in the top six by Twitter. The Twitter 
domain was faked in a widespread mailing designed to lure users to a “password reset” 
Web page that contained malware. Other highlights from the Commtouch report 
include: Spam levels averaged 82 percent of all e-mail traffic throughout the quarter, 
bottoming out at 71 percent at the start of May and peaking at nearly 92 percent near 
the end of June. These numbers are slightly lower than those detected in Q1 and equate 
to an average of 179 billion spam messages per day; Pharmacy spam retained the top 
spot with 64 percent of all spam; and India has surpassed Brazil for the title of the 
country with the most zombies (13 percent of the world’s total). 
Source: http://www.net-security.org/secworld.php?id=9575 

49. July 13, The New New Internet – (National) FBI raids cyber gang following 
harassment. Federal agents raided the homes of three members of a hacker gang who 
allegedly harassed a security expert who helped to put the group’s leader into prison, 
according to media reports. Back in May, a suspect pleaded guilty to charges of 
computer-tampering for placing malware on computer machines at the Texas hospital 
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where the security expert worked. The suspect led the anarchistic hacking group 
Electronik Tribulation Army. His arrest fueled harassment by other members of the 
group against the security researcher who first alerted authorities. “They set up a Web 
site in my name to pose as me, and put up embarrassing content or things they thought 
would embarrass me, including a call-to-action to buy sex toys, and fake pornographic 
images,” said the owner of McGrew Security. “They harvested e-mail addresses from 
the university I work at and e-mailed it out to those addresses.” 
Source: http://www.thenewnewinternet.com/2010/07/13/fbi-raids-cyber-gang-follow-
harassment/ 

50. July 13, PC Advisor UK – (International) Bizarre phone ransom Trojan found by 
researchers. Researchers have discovered a bizarre piece of Trojan ransomeware 
which disables programs on infected PCs before demanding victims make an 
unaccountably small payment to a Ukrainian mobile phone network in return for an 
unlock code. According to Webroot, the Krotten ransom Trojan is one of the oddest 
pieces of malware of the year. Taking the path of least resistance, it eschews the 
complex encryption outlook taken by a range of ransomware programs in the past and 
simply sets out to interfere with the host PC in as many ways as possible. It starts out 
by changing 40 registry keys for a number of Windows settings, adding expletive text 
in Russian to the Internet Explorer title bar, disabling features such as the Windows 
Start bar, and blocking the ability to print or open files. It also stops most applications 
from running at all. Any location in Windows that would normally display the current 
time now also displays a Russian language profanity. Rebooting the system will display 
the following text box in Russian, which Webroot helpfully translates in its blog on 
Krotten. “In order to restore normal functionality of your computer without losing all 
the information! and saving money, send me an e-mail to xxxx@xxx.xxx, with the code 
for replenishing a Kyivstar account with 30 Grivna. In response within 24 hours you 
will get an e-mail with a file to remove this program from your computer.” Grivna is 
the currency of the Ukraine and 30 Grivna is the equivalent of less than $4, a curiously 
small sum to demand. This, and the generally incompetent nature of some aspects of 
the malware, raises the possibility that it is more of a prank than a serious means of 
scamming people for money. The Trojan was, the researchers reckon, also written 
using a DIY malware kit called Sign 0f Misery (S0M). 
Source: http://www.networkworld.com/news/2010/071310-bizarre-phone-ransom-
trojan-found.html?hpg1=bn 

51. July 12, Infoworld – (International) SANS study: One in five mobile devices running 
malware. Ask a painful question, get a painful answer: That was the lesson the SANS 
Institute’s Internet Storm Center (ISC) learned recently when it surveyed its 
membership on the subject of malicious programs that target mobile devices like 
iPhones and BlackBerrys. In a running poll that has, so far, netted 540 respondents, 
SANS researchers found that 85 percent were not scanning their mobile devices for 
malicious programs. Of the 15 percent who were, 18 percent found mobile malware 
running on their devices. That’s higher than the overall infection rate for PCs in North 
America, which Microsoft (in this case, the best arbiter of such questions) pegs at 
between 7 and 10 percent of all Windows systems in the United States and Canada. In 
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fact, 18 percent is close to the infection rate for XP SP1 systems. by extrapolating the 
number, SANS projects that as many as 83 of the 457 participants who were not 
scanning their mobile devices could be missing an active malware infection. Experts 
noted that a review of the number of smartphones in use globally and the infection 
numbers get even scarier, but also more hypothetical — after all, the mobile universe is 
not a monoculture like the PC world. There are endless variations of Symbian, 
Windows Mobile, Palm, as well as BlackBerry, iPhone, Android and the like. Not all 
are equally valuable or attractive to attackers, experts said. It is also not clear what 
kinds of malware turned up on the self-reported scans and whether false positives might 
be in the mix. 
Source: http://www.infoworld.com/t/malware/sans-study-one-in-five-mobile-devices-
running-malware-997 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

52. July 13, Lakeland Ledger – (Florida) Damaged cable disrupts AT&T cellular service 
in Polk. AT&T said a road construction crew is to blame for the cell phone outage July 
13 that affected Polk County, Florida. Service was restored about 7:30 p.m. A road 
crew in Lake Mary accidentally cut a main AT&T cable about 4 p.m. that served 
several cell sites in the West and Central Florida areas, according to the Orlando 
Sentinel. AT&T cell phone service was intermittent during the afternoon and into the 
evening. Other cell phone companies were not affected. 
Source: 
http://www.theledger.com/article/20100713/NEWS/7135047/1001/BUSINESS?Title=
Damaged-Cable-Disrupts-AT-amp-T-Cellular-Service-in-Polk- 

53. July 13, Kitsap Sun – (Washington) Manette phone lines damaged; service disrupted 
to 120 customers. Up to 120 Qwest phone customers in Manette, Washington lost 
phone service July 12 in an outage expected to last for some into early July 14. A 
regional spokesman for Qwest said a line that runs under water into a vertical cliff 
appears to have let water come in. The line is north of the Manette Bridge. Crews are 
permanently rerouting customers affected by the outage rather than trying to access the 
damaged line. The lines were likely installed around World War II. The spokesman 
said he believes this is probably the last submarine line Qwest uses to serve the Manette 
area. 
Source: http://www.kitsapsun.com/news/2010/jul/13/manette-phone-lines-damaged/ 
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Commercial Facilities Sector 

54. July 14, KPLC 7 Lake Charles – (Louisiana) Sulphur meth lab bust. A meth lab in 
Sulphur, Louisiana was busted after someone reported a suspicious smell at the 
Crossland Economy Studios motel, off of Cities Service Highway at I-10. Sulphur 
Police said they were able to shut down the clandestine lab before things got out of 
hand. The Sulphur Police Department received a call about an odor at a hotel about 10 
p.m. July 13, and soon after police entered the room in question and discovered four 
people operating a meth lab. Police said the lab was in it’s early stages, and they were 
able to stop it before things got out of control. After the room was secure, Sulphur 
police and special haz-mat teams were called in to begin collecting the hazardous 
materials from the motel room. Four males and one female were arrested in connection 
with the lab. The investigation is ongoing.  
Source: http://www.kplctv.com/Global/story.asp?S=12803226 

55. July 13, Anchorage Daily News – (Alaska) Apartment residents return home after 
evacuation. The mysterious chemical smell that forced evacuation of a 27-unit 
apartment building in South Anchorage, Alaska July 11 has yet to be identified, and it 
may be another two weeks before air quality tests ensure the building is completely 
safe. But residents are getting the go-ahead to move back in. The Anchorage Fire 
Department released the case to the property manager July 12 with a stipulation that the 
building must be tested to learn the source of the chemical, the department’s deputy fire 
chief said. All tenants who want to move back in before the comprehensive 10-day test 
is complete must sign a waiver stating they are aware there may be fumes in the 
building and that they are entering at their own risk. Sunday night at around 6 p.m., 
residents reported a strange chemical smell in the building and soon they were 
evacuated and the building was filled with firefighters, a hazardous-materials team, 
military-chemical experts and the FBI. It is still unclear what the smelly gas was. 
Source: http://www.adn.com/2010/07/12/1364074/after-evacuation-residents-
allowed.html 

56. July 13, CNN – (Kansas) Sheriff’s audience evacuated after suspicious package 
found. A suspicious package prompted authorities to evacuate a Kansas convention 
center where a controversial Arizona sheriff was speaking, a police spokesman said 
July 13. Later that evening, the FBI gave the all-clear. “A suspicious package was 
noticed and in an over-abundance of caution, we took all the precautions necessary 
because it was suspicious package,” the spokeswoman said. The package was not an 
explosive device. An Overland Park Police spokesman said the bomb squad removed 
the package and contained it, and police evacuated the parking lot to conduct a 
thorough sweep to look for any other suspicious items. The spokesman could not say 
where the package was found. The Maricopa County, Arizona Sheriff was to speak at 
the Ritz Charles Convention Center in support of a Kansas secretary of state candidate, 
who says he helped write Arizona’s controversial legislation that requires law 
enforcement to ascertain the immigration status of those under investigation if the 
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officers believe the suspects are in the country illegally. 
Source: http://www.cnn.com/2010/US/07/13/kansas.arpaio.suspicious.package/ 

57. July 13, Associated Press – (Connecticut) 9 charged in failed gang plot at 
Connecticut fest. Police in Connecticut said they stopped a possible gang retaliation 
plot at Hartford’s annual Riverfest fireworks celebration and arrested nine people in 
connection with the failed plan. A police report obtained by the Journal Inquirer said 
East Hartford officers wrested a loaded handgun from a man near hundreds of 
bystanders July 11, possibly preventing injuries or deaths, at a park on the East 
Hartford side of the Connecticut River. East Hartford police said they were informed 
by Hartford police that a youth gang might be planning retaliation for a July 4 shooting 
in East Hartford. Authorities said some of the youths may be in the Bedroc gang. A 17-
year-old boy was arrested on gun, assault and other charges. Others arrested included 
two 18-year-olds and several juveniles. 
Source: 
http://www.bostonherald.com/news/national/northeast/view/201007139_charged_in_fa
iled_gang_plot_at_conn_fest/srvc=home&position=recent 
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National Monuments and Icons Sector 

58. July 13, Ogden Standard-Examiner – (Utah) Firefighters back on lines at North Fork 
wildfire. The U.S. Forest Service said firefighters and helicopters are returning to fight 
a lightning-sparked wildfire near Cedar City, Utah. No injuries have been reported, but 
fire managers say there are structures in the general area of the North Fork fire burning 
in steep terrain on less than 10 acres about 24 miles southeast of Cedar City. Crews 
from the Color Country Fire Management Area were sent to the scene after a lightning 
strike and initial aerial attack on the fire July 12. The fire is being managed by the State 
of Utah Division of Forestry, Fire and State Lands. 
Source: http://www.standard.net/topics/fire/2010/07/13/firefighters-back-lines-north-
fork-wildfire 

59. July 13, WTOP 103.5 FM Washington D.C. – (District of Columbia) Old SE D.C. 
hospital complex catches fire. The bad weather may be to blame for a fire at the site 
of an old Washington D.C. hospital July 13. The vacant St. Elizabeth’s Hospital 
Complex in Southeast D.C. caught fire just before 10 p.m., when D.C. Fire believes a 
lightning bolt may have struck the roof of the eight-story building. More than 100 
firefighters responded to the call. The fire was under control by 11:30 p.m. The hospital 
grounds are now owned by the Department of Homeland Security. The abandoned 
hospital is on the U.S. National Register of Historic Places. 
Source: http://www.wtop.com/?nid=25&sid=2002232 

For another story, see item 40  
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Dams Sector 

60. July 13, KRGV 5 Rio Grande Valley – (Texas) Penitas under voluntary 
evacuation. The rising river level prompted Penitas, Texas officials to issue a 
voluntary evacuation, July 13. About 20 crews are currently working on a situation at 
the pump house located near Penitas Street and Military Road. The Hidalgo County 
public information officer said part of the levee is eroding. If the levee breaks, the 
entire town will be under water. Workers from the International Boundary and Water 
Commission, Hidalgo County, and the Army Corps of Engineers Irrigation Division are 
trying to shore up the levee. They are using large rocks and then plan to use pieces of 
metal called sheet piling to make sure the levee stays in place. They say the erosion is 
due to a canal that runs into the pump house. Rising river water has taken over the 
canal and is pushing against the pump house. A mandatory evacuation remains in place 
in Los Ebanos. A shelter has been set up at La Grulla Middle School and La Joya High 
School. However, some residents aren’t leaving their homes. Officials have placed 
caution tape around these homes to easily find them. Emergency management officials 
said the flooding will not be over any time soon. They say it could be 10 to 20 days 
until the water recedes. 
Source: http://www.krgv.com/news/local/story/Penitas-Under-Voluntary-
Evacuation/4JhVFXoUaUKk36Gr3nz5vw.cspx 

61. July 12, U.S. Army News Service – (Louisiana) Louisiana Guardsmen reinforce oil-
protection structures. Soldiers of the Louisiana National Guard are reinforcing oil-
protection structures along the coasts of Grand Isle and Port Fourchon, Louisiana. In 
May, Soldiers with the 769th Engineer Battalion, 225th Engineer Brigade, built a 
2,000-foot-long rock wall several feet high to serve as a barrier against oil encroaching 
on the marshlands. The Guardsmen, from the 527th Engineer Battalion, 225th Engineer 
Brigade, are now adding an additional 500 feet to the wall to increase the protection. 
The height of the wall will also be raised by roughly three feet to keep the tide from 
washing over it. “The 769th finished the rock wall back in May, but after weeks of 
being beaten by waves and tides, we need to make it stronger so it can continue to be a 
useful asset,” said the staff sergeant who is the noncommissioned officer in charge of 
the project. On the other end of the island, soldiers are reinforcing a land bridge so they 
can easily drive their vehicles to their work sites. These oil-protection structures are 
significant because they increase Louisiana’s chances to fight the oil coming in from 
the Gulf of Mexico into the delicate marshlands. “The structures built by the National 
Guard are really helping us fight the oil by keeping it near the beaches and out of the 
marshes,” said the director of the South Lafourche Parish levee district. He explained 
that it is easier to fight the oil on the beaches than in the marshes. 
Source: http://www.army.mil/-news/2010/07/12/42145-louisiana-guardsmen-reinforce-
oil-protection-structures/ 
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