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Top Stories
• According to the Associated Press, authorities in Franklin County, Illinois say vandals used 

chain saws to cut down at least a half dozen rural power poles July 11, leaving residents 
and businesses without electricity. The poles included ones carrying 69,000-volt 
transmission lines. (See item 2) 

• DarkReading reports that 38 defendants from across the United States have been charged 
with participating in a black market travel agent ring that used the stolen identities of 
thousands of victims to purchase airline tickets for customers, resulting in an estimated 
total loss of more than $20 million to numerous domestic airline companies, financial 
institutions, other merchants, and cardholders. (See item 18) 
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Energy Sector

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED,
Cyber: ELEVATED
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) −
[http://www.esisac.com]

1. July 13, Wall Street Journal – (National) U.S. delays plans to improve oil-inventory 
surveys. The U.S. government has delayed plans to bolster the accuracy of its crude-oil 
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inventory surveys, despite concerns about the reliability of the data. A report from a 
consulting firm prepared in September said it found “critical” shortcomings in the 
weekly surveys published by the statistical arm of the Department of Energy. These 
shortcomings include the use of decades-old, data-processing methods and a bare-bones 
staff with little time to catch errors before the survey is released each week. Those same 
outmoded systems now are thwarting efforts to sharpen the accuracy of the survey, 
which tracks oil and fuel stockpiles in the U.S.  
Source: 
http://online.wsj.com/article/SB10001424052748703283004575363502433457666.html 

 
2. July 12, Associated Press – (Illinois) Vandals use chain saws to down power 

poles. Authorities in Franklin County, Illinois said vandals used chain saws to cut down 
some rural power poles, leaving dozens of residents and businesses without electricity. 
Investigators said at least a half dozen poles were brought down Sunday evening by 
vandals who as of Monday afternoon were still at large. The poles included ones 
carrying 69,000-volt transmission lines for Southern Illinois Power Cooperative, and 
12,500-volt distribution lines belonging to Southeastern Illinois Electric Cooperative. 
Electricity to most of the affected customers had been restored by Monday afternoon.  
Source: http://www.chicagotribune.com/news/chi-ap-il-vandals-
utilitypo,0,5373085.story 

 
3. July 12, Reuters – (Louisiana) BP puts well cap in place.  BP Plc said Monday it had 

installed and was ready to test a cap that, if successful, would for the first time stop the 
oil spewing from its ruptured well on the floor of the Gulf of Mexico. The breakthrough 
in efforts to curb the 84-day-old gusher was announced as the U.S. Interior Department 
unveiled a revised moratorium on deep-water oil drilling in the Gulf that it said would 
stand up to legal challenges. Hours after bringing a new, oil-siphoning system online 
that could capture part of the existing leak, BP said it had installed a 40-ton containment 
cap atop the wellhead a mile beneath the Gulf surface. The company said it planned to 
test the integrity of the well and the ability of the device to completely seal off the flow 
of oil Tuesday, but it cautioned that success was not certain. Tests on the device and the 
well itself will last from 6 to 48 hours. If it works effectively, the cap should either hold 
all the oil in, or allow it to be safely captured and funneled to the surface. BP has said it 
will permanently block the oil flow in August with a relief well being drilled deep 
beneath the seabed that will intercept the original well and plug it. 
Source: 
http://articles.moneycentral.msn.com/news/article.aspx?feed=OBR&date=20100712&id
=11672972 

 
For another story, see item 42 

 
[Return to top] 

Chemical Industry Sector 
 
4. July 13, WKRC 12 Cincinnati – (Ohio) Fire damages chemical plant. A fire damaged a 

factory in Bond Hill, Ohio, late Monday night, but no workers were hurt. The blaze at 
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the Emerald Performance Materials Hilton Davis complex along Langdon Farm Road 
began around 9:30 p.m. Officials said coal became stuck in a shoot and caught fire. 
Crews were able to contain the blaze and keep it from spreading through the power plant 
for the facility. For a time, Langdon Farm was shut down in the area of Farmdale Road. 
The Emerald/Hilton Davis plant makes dyes for food, cosmetics, and other purposes.  
Source: http://www.local12.com/news/local/story/Fire-Damages-Chemical-
Plant/X0J8JFQ4Ek2Hty4_P0oHWg.cspx 

 
For another story, see item 27 

 
[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 
 

5. July 13, Reuters – (Alabama) Southern Alabama Farley 1 reactor slips to 65 pct 
power. Southern Co.’s 851-megawatt Unit 1 at the Farley nuclear power plant in 
Ashford, Alabama, was operating at 65 percent of capacity early July 13 down from full 
power July 12, the Nuclear Regulatory Commission said in its power reactor status 
report.  
Source: http://www.reuters.com/sectors/utilities 

6. July 12, Washington Examiner – (Maryland) Md. nuclear reactor raises foreign 
ownership concerns. A proposed nuclear reactor in Maryland that is close to winning a 
billion-dollar federal loan guarantee would produce twice the energy of the state’s two 
existing reactors combined. But the project at Calvert Cliffs faces many hurdles. Nuclear 
energy opponents are challenging the reactor’s licensing qualifications with charges that 
the amount of foreign ownership violates the Atomic Energy Act — which bars nuclear 
projects with “foreign ownership, control or domination.” The Calvert Cliffs reactor 
would be built by UniStar Nuclear Energy — a joint venture between Maryland’s 
Constellation Energy Group and French company Electricite de France. Paris-based 
Areva would provide the reactor technology. Electricite de France and Areva are 85 
percent owned by the French government. Foreign ownership and technology risks the 
safety and quality of nuclear plants, said the executive director of the Nuclear 
Information and Resource Service, a nonprofit opposed to nuclear energy. “We have 
very strict quality-control standards and it is much more difficult to establish that those 
standards are being met when so many parts are being built 10,000 miles away,” he said.  
Source: http://www.washingtonexaminer.com/local/Md_-nuclear-reactor-raises-foreign-
ownership-concerns-98144539.html 

7. July 12, Courthouse News Service – (Pennsylvania) Cancers & deaths blamed on 
nuclear leaks. A federal, class-action lawsuit claims that leaks from two, nuclear-
processing plants poisoned dozens of people in the Kiskiminetas Valley in Pennsylvania 
and killed 10 of them. More than 35 named plaintiffs claim Babcock & Wilcox Power 
Generation Group, B&W Technical Services and Atlantic Richfield Co. “sought to 
prevent details about their operations from reaching workers, [the class] or surrounding 
community” though the defendants were “aware of the fact that they were releasing 
toxic and radioactive materials into the air, water and soil.” The plants at issue are in the 
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Borough of Apollo and Parks Township. The class claims the plants’ operators “opted 
not to take sufficient remedial measures to eliminate or abate emissions and releases.” 
This led to a “casual attitude towards environmental and health safety, even though they 
were aware of the health risks posed by such releases,” according to the 53-page 
complaint. Because the operators withheld information and “took steps to prevent public 
regulatory agencies from disclosing non-trade secret documents to the public,” the class 
claims they were “deprived of information crucial to their ability to limit their exposure 
or take other appropriate action.” The named plaintiffs joined more than 20 others who 
filed three other lawsuits against the nuclear plant operators in April and May. Members 
of the class claim to have “inhaled, ingested or otherwise absorbed [toxic] substances” 
that caused them to suffer from cancers of the lung, skin, esophagus, breast, bladder, 
colon, skin, prostate, nose, kidney, liver, uterus, mouth, bone and stomach. They also 
say the emissions caused adenocarcinoma, undifferentiated pleomorphic sarcoma, 
Hodgkin’s lymphoma and non-Hodgkin lymphoma. 
Source: http://www.courthousenews.com/2010/07/12/28744.htm 

 
8. July 11, Bombay News – (International) No radioactive threat in AMU. An expert 

committee has concluded that the radiation level of the radium beryllium (Ra-Be) source 
stored in the Aligarh Muslim University (AMU) in India was within safe limits, an 
official said July 11. The eight-member committee was appointed by the Vice 
Chancellor after Ra-Be a radioactive source lying locked in the physics department of 
the university caught the attention of media for over a week. The committee concluded 
that the laboratories, storage and disposal areas in the department conformed to Atomic 
Energy Regulatory Board (AERB) guidelines and the radiation level detected was within 
the permissible limits, the official said. The scientific officer, Radiological Safety 
Division of the AERB, Mumbai, visited and inspected the radioactive storage facility 
July 10 and found that the “department of physics, AMU, is safe and secure from the 
radiological point of view.” 
Source: http://www.bombaynews.net/story/658419 

 
9. July 11, Johnson City Press – (Tennessee) NFS gets OK to resume uranium 

aluminum process. Nuclear Fuel Services has received authorization from the Nuclear 
Regulatory Commission (NRC) to resume operations on its uranium aluminum process 
line, making it the third line to be restarted since operations were voluntarily halted by 
NFS in December 2009. The NRC Public Affairs Officer said authorization to resume 
operations was sent to NFS July 6. The NFS spokeswoman said operations on the line 
resumed the morning of July 7. NFS agreed to suspend operations on its Navy fuel line, 
down-blending facility, and commercial development line following a December 
consultation between NFS and NRC officials. The stand-down was to be used for the 
implementation of more stringent safety measures at NFS following two incidents that 
occurred at the facility last fall, including an October 13, 2009, incident at a bowl-
cleaning station that damaged piping and caused the generation of nitrogen compound 
fumes. No employees were injured in either event. 
Source: http://www.johnsoncitypress.com/News/article.php?ID=78591 

 
[Return to top] 
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Critical Manufacturing Sector 
 

10. July 13, Industry Week – (Ohio) OSHA cites Ohio steel manufacturing facility. The 
Occupational Safety and Health Administration (OSHA) cited Mentor, Ohio-based RKI, 
which operates the Roll-Kraft steel-manufacturing facility, with 12 alleged safety 
violations. Proposed fines total $69,650. The company received one willful violation, 
which OSHA defines as committed with intentional, knowing or voluntary disregard for 
the law’s requirements or plain indifference to employee safety or health. The firm also 
was cited for seven serious safety violations. The alleged safety violations include 
failing to properly protect workers against electrical and machine hazards, and failing to 
provide required safety training. OSHA, which conducted a January inspection, said 
RKI failed: to provide adequate guarding on lathes, grinding and other machines; to 
develop and implement a plan on locking a machine’s energy source; and to provide 
proper fire-response training. 
Source: 
http://www.industryweek.com/articles/osha_cites_ohio_steel_manufacturing_facility_22
239.aspx 

 
[Return to top] 

Defense Industrial Base Sector 
 

11. July 13, Aviation Week – (National) Performance tests begin For JLTV. The U.S. 
Army said it has completed ballistic hull testing on the Joint Light Tactical Vehicle 
(JLTV) and the competition is in the performance-testing phase. The Army expects the 
final procurement contract to be for 60,000 vehicles. Two competitors will be awarded 
contracts for prototypes that will enter the engineering, manufacturing and development 
phase in December 2011. Experts noted that one of the most challenging aspects of 
designing a truck that has the survivability of an armored vehicle is finding the right 
balance among speed, mobility and protection on one hand, and transportability on the 
other. JLTVs must be movable by various methods to remote theaters, and quickly. 
Another requirement is that “[the JLTV] needs to be able to get to the fight by a C-130 
or CH-47 or CH-53 helicopter.” The big question for the JLTV program is whether the 
Marine Corps still plans to buy in. While the service says it is committed to the program, 
it has also been actively pursuing a lighter-weight, lower-cost option in the form of the 
Small Combat Tactical Vehicle Capsule developed by Textron Marine and Land 
Systems and Granite Tactical Vehicles. 
Source: 
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=defense&id=news
/dti/2010/07/01/DT_07_01_2010_p39-235013.xml 

12. July 13, Naval Open Source INTelligence – (National) Raytheon tapped for more 
Aegis components. The U.S. Navy will receive advanced purchased materials from 
Raytheon for the Aegis weapons systems aboard two new destroyers, the company said 
July 12. The contract for materials and associated services for the AN/SPY-1D(V) 
transmitter group and MK99 Mod 8 Fire Control System is valued at $59.2 million and 
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follows revelations of low readiness and increased maintenance costs associated with 
Aegis systems. 
Source: http://nosint.blogspot.com/2010/07/raytheon-tapped-for-more-
aegis.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+blogsp
ot/fqzx+(Naval+Open+Source+INTelligence) 

 
13. July 13, Aviation Week – (National) Boeing Phantom Eye preps for ground 

testing. Boeing’s hydrogen-powered, high-altitude Phantom Eye unmanned aerial 
vehicle (UAV) demonstrator will be shipped to NASA’s Dryden Flight Research Center 
at Edwards AFB, California, in preparation for a series of ground tests this summer. The 
company unveiled the aircraft to employees during a ceremony July 12 in St. Louis. 
First flight of the aircraft, expected to last up to 8 hours, is slated for early 2011. Prior to 
that milestone, officials will run the aircraft through ground and taxi tests. The ultimate 
goal is to fly the aircraft for 96 hours, possibly next spring. Objective altitude is around 
65,000 ft. Powered by two, 2.3-liter, four-cylinder engines designed for use on the Ford 
Ranger truck, Phantom Eye is targeting fuel-efficient, long-endurance design. A 
subscale model of the Phantom Eye will be among a group of displays of Boeing’s 
unmanned aircraft at the upcoming Farnborough Air Show outside London. There also 
will be models of the Phantom Ray combat drone, ScanEagle compressed carriage 
UAV, ScanEagle Integrator, Unmanned Little Bird and A160T Hummingbird. 
Source: 
http://www.aviationweek.com/aw/generic/story_generic.jsp?channel=aerospacedaily&id
=news/asd/2010/07/13/01.xml 

 
[Return to top] 

Banking and Finance Sector 
 

14. July 13, The Register – (International) Zeus baddies unleash nasty new bank 
Trojan. Hackers have created a new version of the Zeus crimeware toolkit that’s 
designed to swipe bank log-in details of Spanish, German, U.K. and U.S. banks. The 
malware payload, described by CA as Zeus version 3, is far more selective in the banks 
it targets. Previous versions targeted financial institutions around the world while the 
latest variant comes in two flavors: one that only target banks in Spain and Germany, 
and a second that only targets financial institutions in the U.K. and U.S. In addition, the 
latest version of Zeus contains features that make it far harder for security researchers to 
figure out what the malware is doing. Zombie drones on the Zeus botnet operate on a 
need to know basis, CA explains. “In earlier versions, Zeus handles this configuration 
file in a way that security researchers can easily manage to reverse engineer and capture 
the actual full configuration content,” writes a senior research engineer with CA’s 
Internet Security Business Unit. “This is no longer the case for the latest Zeus bot 
version 3, which is already in the wild. Command and control systems associated with 
the bot are “mostly hosted in Russia.” 
Source: http://www.theregister.co.uk/2010/07/13/zeus_goes_local/ 

15. July 13, Computerworld – (International) IBM takes blame for massive bank system 
failure. IBM took responsibility for a major IT system failure suffered by one of 
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Singapore’s largest banks July 5, saying an employee’s error caused the outage. In a 
statement released June 13, IBM said problems started when software-monitoring tools 
detected “instability” within DBS Bank’s storage system. While the storage system 
remained “fully functional,” IBM employees initiated a recovery process to fix the issue. 
“Unfortunately, a failure to apply the correct procedure inadvertently caused the service 
outage,” IBM said, adding that no data was lost. The outage knocked DBS’ IT systems 
offline for seven hours, leaving customers unable to withdraw money from automatic 
teller machines. All of the bank’s commercial and consumer banking systems were 
affected, although no data was lost, the bank said at the time.  
Source: 
http://www.computerworld.com/s/article/9179121/IBM_takes_blame_for_massive_ban
k_system_failure 

16. July 13, Sophos – (International) Malicious ‘Payment request from’ email attack 
strikes inboxes. Malicious hackers have spammed out the latest incarnation of a 
campaign designed to compromise computers — this time disguising their e-mails as 
though they were payment requests from eBay. The e-mails have a blank message body, 
but have a file called form.html attached. Many people are tempted to open the 
attachment to find out what the e-mail is about. Opening the attachment (which Sophos 
detects as Troj/JSRedir-BV) redirects a user’s Web browser to a recently compromised 
Web page on a legitimate site infected with Mal/Iframe-Q. Two things happen if the 
attachment is opened. Firstly, the browser is redirected to a spam-related Web site. This 
may make a user believe the attack is merely designed to advertise medications on 
behalf of the spammers. However, a malicious iFrame also downloads further malware 
from other third-party Web sites, including versions of the ZBot family.  
Source: http://www.sophos.com/blogs/gc/g/2010/07/13/malicious-payment-request-
from-email-attack-strikes-inboxes/ 

17. July 12, CNN – (Virginia) Man falsely claiming to have explosive device taken into 
custody. A man who walked into a Wachovia bank in downtown Harrisonburg, 
Virginia, claiming falsely to have an explosive device on him has been taken into 
custody without anyone being hurt, police said July 12. The incident began at 9:18 a.m., 
when the man — with duct tape covering what appeared to be a bulky object on his back 
— walked into the bank and announced he had an explosive device, a spokeswoman for 
the Harrisonburg Police Department said. Employees and customers evacuated the 
building, after which — at about 10:30 a.m. — the man also walked out, the department 
said in a news release. No explosive device was found, the motive is unclear and no 
charges were filed, police said.  
Source: http://www.cnn.com/2010/CRIME/07/12/virginia.harrisonburg/ 

18. July 12, DarkReading – (National) Feds indict 38 in alleged ‘black market travel 
agent’ ring. Thirty-eight defendants from across the United States have been charged 
with participating in a multimillion-dollar, black-market, travel-agent ring that used the 
stolen identities of thousands of victims to purchase airline tickets for customers. “What 
began as a local, law enforcement investigation ultimately exposed an extensive 
nationwide black market for airline tickets,” said the U.S. attorney for the Western 
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District of Missouri. “Six federal indictments allege that 38 defendants used stolen credit 
and debit card information from thousands of identity theft victims to purchase tickets, 
which they sold to their customers at a steep discount,” the U.S. attorney explained. 
“These separate criminal conspiracies resulted in an estimated total loss of more than 
$20 million to numerous domestic airline companies, financial institutions, other 
merchants, and cardholders.” Conspirators used several strategies to obtain the credit 
and debit card information of identity-theft victims, according to the federal indictments. 
In some cases, conspirators allegedly purchased stolen information from unindicted co-
conspirators in Bangladesh, Vietnam, and elsewhere. Some of the defendants allegedly 
stole customer information at hotels, a bank, and a customer call center where 
defendants were employed. This stolen identity information was allegedly used by other 
conspirators — identified as black market travel agents — to purchase airline tickets at 
no cost to themselves. They used computers and cell phones to make online purchases 
through the Web sites of various airlines, the indictments say, utilizing not only private 
Internet connections but also public Internet connections at airports, hotels, libraries, and 
other businesses. They often purchased reservations close to the time of departure in 
order to increase the likelihood their fraudulent purchases would not be detected, the 
indictments say. As a result, a passenger could often complete his or her trip before the 
credit or debit card was detected as being compromised.  
Source: 
http://www.darkreading.com/insiderthreat/security/client/showArticle.jhtml?articleID=2
25702932 

19. July 12, Brickhouse Security – (National) ATM skimmer attacks now targeting bank 
PIN numbers. Most people have heard about ATM skimmers — devices designed to 
look like and replace an ATM’s card insertion slot. When an unsuspecting ATM user 
swipes a credit card through the fake dummy slot, the skimmer makes a digital copy of 
the ATM’s magnetic strip, making it easy for thieves to use a victim’s credit card as they 
please. However, a new twist on this scam not only copies credit-card information, but 
also captures PINs. The new tool goes on top of the ATM’s PIN pad and like the ATM 
skimmer, users are unable to tell that anything is out of the norm. The plastic PIN pad 
captures the PIN as it is typed in, and many automatically text message the stolen PINs 
directly to the scammer’s cell phone. Since information is transmitted remotely, the 
scammer never has to return back to the scene of the crime to capture the information, 
therefore minimizing risk tenfold.  
Source: http://blog.brickhousesecurity.com/2010/07/12/atm-skimmer/ 

20. July 12, Denver Post – (National) Six indicted in Colorado on bank fraud charges. A 
national, bank-fraud ring, originally based in California, has been broken up in Colorado 
after a state grand jury indicted six of the members, the Colorado attorney general 
announced July 12. According to the indictment, the six individuals scammed thousands 
of dollars from Colorado banks and businesses. Also hit were banks and firms in Utah, 
Nebraska, North Dakota, Illinois, and Wisconsin. The indictment alleges the ring made 
fake credit cards and obtained 1-800 numbers, printed on the back of cards. When 
cashiers at the bank or sales people at the stores were unable to authenticate the fake 
credit cards, they would call the 800 number, which rang to other members of the ring, 
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according to the indictment. The attorney general said ring members answering the 
phones would convince bank and store employees that the cards were legitimate, thus 
allowing for purchases and cash advances. Among the businesses hit were Enterprise 
Rent-a-Car in Aurora, Colorado and Revolution 2, a clothing store in Aurora. Among 
the Colorado banks targeted were the Dolores State Bank, Cortez; the Montrose Bank, 
Montrose; Valley Bank & Trust, Brighton; and the Colorado Community Bank in Castle 
Rock. The attorney general said losses exceeded $65,000.  
Source: http://www.denverpost.com/breakingnews/ci_15497703 

 
21. July 12, KTRK 13 Houston – (Texas) Suspected bank robber fatally shot by cop. A 

suspected bank robber is dead after being stopped by Pasadena, Texas, police July 12. 
At about 9:25 a.m., Pasadena police said the man entered the Chase Bank in the 5100 
block of Fairmont Parkway. He placed a device on the counter that resembled a pipe 
bomb. Authorities said the man demanded money, got it and then fled. He was soon 
spotted by a Pasadena police officer responding to a silent alarm. The officer gave 
chase, demanding the suspect stop. The suspect ran to a nearby strip center, where the 
officer spotted him struggling to remove a gun from his waistband. Police said the 
officer repeatedly commanded the suspect to stop and he apparently did not. The officer, 
fearing the suspect might hurt someone in one of the businesses at the strip center, 
opened fire. The bank was evacuated because of the device the suspect placed on the 
counter. The bomb squad was called and a robotic device sent in to investigate. Police 
discovered an eight-inch piece of pipe wrapped in duct tape with electrical wires coming 
from it. It was safely removed for further inspection. No one in the bank was injured.  
Source: http://abclocal.go.com/ktrk/story?section=news/local&id=7549907 

 
[Return to top]  

Transportation Sector 
  

22. July 13, Wyoming Business Report – (Wyoming) Jet makes emergency landing in 
Casper. An emergency landing June 12 of an American Airlines 767 jet brought in an 
extra 192 passengers to the Casper/Natrona County International Airport in Wyoming. 
The jet was on its way from San Francisco to JFK Airport in New York City on a 
nonstop flight. But after the pilots experienced smoke in the cockpit, they decided they 
needed to land, according to the airport manager. The plane landed without incident at 
about 11 a.m. It was kept at a distance from the terminal, so the passengers stayed on the 
plane until they were able to board a shuttle bus that could transport 20 people at a time 
to the terminal. At about 1 p.m., an announcement was made that the plane was safe for 
travel again. The plane eventually was taxied closer to the terminal. 
Source: http://www.wyomingbusinessreport.com/article.asp?id=52489 

23. July 10, Associated Press – (National) FAA tells airlines to fix cockpit window 
heaters. Airlines will have to inspect the cockpit window heaters on 1,212 Boeing 
airliners and perhaps replace the windows under a safety order the Federal Aviation 
Administration (FAA) said July 9 it plans to issue next week. The window heaters have 
been tied to dozens of incidents involving in-flight fires, smoke, open streams of 
electricity known as electrical arcing, and shattered windshields in Boeing planes. In 
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many cases, pilots have made emergency landings. The source of the problem was 
identified in 2004 as a simple loose screw that chafes power wires where they connect to 
heating wires in the windows. The National Transportation Safety Board (NTSB) has 
been prodding FAA since 2004 to order airlines to replace cockpit windows on Boeing 
models in which incidents have occurred with a new window design that uses pins 
instead of screws. The safety order, which FAA said will be published in the Federal 
Register July 13, applies to some Boeing 757, 767 and 777 models. NTSB had urged 
that 747 planes also be included. FAA said it is considering a separate order for 747s, 
but didn’t indicate when that might be. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5jWp1qqD7qBuHxER8_9lmKCq
emSjwD9GRQS880 

 
For another story, see item 25 

 
[Return to top] 

Postal and Shipping Sector 
 

24. July 12, PR Newswire – (National) Shippers brace for impending 100 percent air 
cargo screening requirement. On August 1, the Transportation Security 
Administration (TSA) will move to a 100 percent air-freight screening requirement. 
Delays on TSA certification of scanning equipment, trust issues regarding international 
protocol differences and shippers’ concerns over sensitive or high-value cargo are 
adding to the general belief that the August deadline may not be met, but will be a step 
in a much longer road. The jump from screening 75 percent of all cargo shipments to 
100 percent — the most recent in the tiered effort to tighten passenger flight security — 
is much greater than it appears. “As of August 1, 100 percent means 100 percent, and 
there is no way around it,” said the executive director of the Airforwarders Association. 
In 2008, U.S. passenger flights carried 7.3 billion pounds of air freight, of which 
approximately 42 percent originated outside of the U.S. – beyond the TSA’s reach, said 
the General Accountability Office. This high percentage would undoubtedly affect the 
feasibility of meeting an August 1 deadline, it said in a late-June report. Even when met, 
the deadline will still be a step leading to a larger goal of an international security net.  
Source: http://www.prnewswire.com/news-releases/shippers-brace-for-impending-100-
air-cargo-screening-requirement-98261709.html 

 
[Return to top] 

Agriculture and Food Sector  
 

25. July 13, CNN – (International) China to tighten rules on food safety. Chinese 
government officials pledged July 13 to improve regulations on food, particularly dairy 
products, following last week’s seizure of 64 tons of milk powder containing 500 times 
the acceptable level of toxic melamine. At a news conference at the Ministry of Health, 
authorities attempted to reassure citizens rattled by reports of the tainted milk. Two 
years ago, six babies died and hundreds of thousands of children were sickened by 
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melamine-tainted milk. “China attaches great importance to food safety, particularly 
dairy quality and safety,” the deputy secretary for Health Supervision said. “The 
ministry will continue to organize the national dairy safety standards to track 
evaluations, listen to the food production companies and consumer opinion and 
constantly revise and improve the national dairy safety standards.” While work is 
underway to regulate the dairy products, it will not adversely impact purchases of milk 
products currently offered for sale, officials asserted. Melamine is commonly used in 
coatings and laminates, wood adhesives, fabric coatings, ceiling tiles and flame 
retardants. Some Chinese dairy plants add the chemical to milk products so they appear 
to have a higher protein level. 
Source: http://www.cnn.com/2010/WORLD/asiapcf/07/13/china.tainted.milk/ 

26. July 12, KMGH 7 Denver – (Colorado) Ammonia leak at Coors plant triggers 
evacuations. Two workers were treated and released after an ammonia line ruptured 
July 12 at the Coors Brewing plant in Golden, Colorado, triggering evacuations, police 
said. More than a dozen employees were evacuated from the building where the leak 
occurred. Hazardous-materials teams were trying to pinpoint the source of the leak in a 
building on the east side of the Coors campus near 1001 Vasquez St. Authorities 
believed the leak was contained within the building and posed no risk to the public. The 
ammonia leak was reported at 2:20 p.m. A haz-mat team from the Fairmount Fire 
Protection District was attempting to find the ruptured line and contain it. The leak 
occurred in a facility known as the north cellars where the ammonia is used to cool beer. 
Source: http://www.thedenverchannel.com/news/24228769/detail.html 

27. July 12, Reuters – (National) Salsa, guacamole dips tied to food poisoning: 
CDC. Contaminated salsa and guacamole dips are common causes of food poisoning in 
restaurants, and food workers need to take greater care, researchers told a Centers for 
Disease Control and Prevention (CDC) meeting July 12. According to reports, one of 
every 25 traceable outbreaks of foodborne disease between 1998 and 2008 began with 
one of the increasingly popular dips, which are made using onions, tomatoes, peppers, 
avocados, herbs and other ingredients. Because such dips are made in large batches and 
because they are not always appropriately refrigerated may be contributing factors, 
according to one who worked on the study. Colleagues analyzed all outbreaks of 
foodborne illness reported to the CDC. None were associated with salsa or guacamole 
before 1984, they found, but by 1998 to 2008 the two dips accounted for 3.9 percent of 
outbreaks traced to restaurants. In March a coalition of consumer and public health 
groups said foodborne illnesses cost the United States $152 billion in health-related 
expenses each year. The CDC estimates that 76 million people in the United States get 
sick each year with foodborne illness and 5,000 die. 
Source: http://www.reuters.com/article/idUSTRE66B4GA20100712 

28. July 10, KENS 5 San Antonio – (Texas) Ranchers on watch after anthrax found in 
deer. Ranchers were on alert July 10 in Uvalde, Texas after a confirmed case of anthrax 
was found in a white-tailed deer. A dozen deer were found dead earlier in July but only 
one was tested, and it tested positive for the disease. The state is advising ranchers to 
make sure all animals are vaccinated, and to put medicine in their deer feed. Anthrax is 
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typically spread from deer to deer by horse flies. “They can feed on a sick animal and 
transmit it real easy to other animals, and it can really accelerate that way,” an Uvalde 
veterinarian said. In 2001, more than 1,000 deer died in the Uvalde area from anthrax. 
Source: http://www.khou.com/news/texas-news/Ranchers-on-watch-after-anthrax-
found-in-deer-98167324.html 

 
[Return to top] 

Water Sector 
 
29. July 13, WRIC 8 Richmond – (Virginia) Richmond chemical spill contained. The 

Richmond, Virginia Fire Department contained a sulfur dioxide leak at a wastewater 
treatment facility Tuesday. The call came in just before 6 a.m. in the 1400 block of 
Brander Street, when an employee reported smelling sulfur dioxide. Crews arrived to 
find a “release” of the chemical, but they are trying to determine where the leak 
originated. Henrico Fire crews were also called to the scene to assist in the operation. A 
handful of employees were evacuated from the building, but no injuries were reported. 
The facility is in a remote area, so no other evacuations were ordered. It is unknown 
how much product, used to treat chlorinated wastewater, was released. Richmond fire 
officials said aging equipment may have contributed to the leak. Crews are still on the 
scene monitoring air quality.  
Source: http://www.wric.com/Global/story.asp?S=12796772 

30. July 13, Shreveport Times – (Louisiana) Break dumps sewage into Shreveport’s 
Champion Lake. Repairs that should stop the flow of thousands of gallons of sewage 
into a Shreveport, Louisiana lake should be complete July 13, city officials said. 
Shreveport announced late Monday that 2,000 gallons per minute were spewing into 
Champion Lake. A line break forced the waste into the water. City workers found the 
leak at about 11 a.m. A weekend storm left the nearby Stoner Lift Station without 
power. “When the station was returned to service, there was apparently a hydraulic 
surge in the line which caused a major break in the force main near Champion Lake,” a 
news release states. Repair work started about 5 p.m. The city plans to monitor water 
quality. The state Department of Environmental Quality was notified. In May, another 
leak at the Stoner site dumped about 1 million gallons of sewage into Red River. Test 
results showed no major change in water quality. 
Source: http://www.shreveporttimes.com/article/20100713/NEWS01/7130341/1060 

31. July 12, Louisville Courier-Journal – (National) Ohio River study finds drugs, 
chemicals that slip through waste treatment. Dozens of chemicals and 
pharmaceuticals — antidepressants, veterinary hormones, even cocaine — have been 
detected in the Ohio River upstream and downstream from Louisville, Kentucky. 
Researchers who conducted the study downplayed the potential affects for the 5 million 
people along the 981-mile river who use it for drinking water. The contaminants, they 
said, are in extremely low concentrations. But outside scientists who reviewed the data 
noted that some of the pollutants have been tied to feminization of male fish, affects that 
should serve as a warning to people. The drugs and chemicals were found in a survey by 
the eight-state Ohio River Valley Water Sanitation Commission even though sewage-
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treatment efforts screen out a significant percentage of the contaminants. The sampling 
at 22 locations from Pittsburgh to Paducah is the first to determine such a widespread 
presence in the Ohio of what are called “contaminants of emerging concern” and are a 
new focus of the U.S. Environmental Protection Agency (EPA). The $85,000 study was 
designed to look for 158 contaminants, including 118 pharmaceuticals, hormones and 
personal care products. It also looked for perfluorinated compounds, which have been 
widely used in nonstick coatings for pots and pans and in stain- and grease-proof 
coatings for food packaging and fabric.  
Source: http://www.courier-journal.com/article/20100712/NEWS01/7120304 

 
32. July 9, Columbus Dispatch – (Ohio) Plan calls for treating polluted lake with 

chemicals. On July 9, Ohio officials reviewed a report they commissioned in January. 
The 57-page document written by an environmental engineering firm provides a plan to 
clean up Ohio’s most polluted lake. It said fixing Grand Lake St. Marys should start 
with using chemicals to remove phosphorous feeding toxic blooms of cyanobacteria, 
and end with teaching farmers how to keep phosphorous out of the lake in the first place. 
The report suggests cordoning off two lagoons in the next year to test the effectiveness 
of using alum — aluminum sulfate — which would bond with phosphorous in the water 
and sink it to the bottom. Excessive phosphorous from farm runoff feeds the blooms of 
cyanobacteria — what many people call blue green algae — that are excreting toxins 
into the lake and using up all the oxygen in the water. Late last month, state officials 
posted warnings telling people not to touch the lake water after they detected three 
cyanobacteria toxins. The long-term health of the lake, however, depends on teaching 
farmers better ways to contain phosphorous from animal waste and fertilizer, the report 
by Tetra Tech Inc. said. Farmers would learn how to plant buffers along waterways, use 
proper amounts of fertilizer, keep livestock out of streams and other methods that would 
reduce the amount of phosphorous flowing into the lake. The report also discusses using 
aerators at key points to force more oxygen into the water. The aerators would be added 
on a trial basis. If those tests work — the alum would first be used in two 40- to 80-acre 
areas — the whole 13,000-lake lake could be treated in the next year. The report 
suggests beginning the treatments next March or April, or possibly this fall.  
Source: 
http://www.dispatch.com/live/content/local_news/stories/2010/07/09/compound-could-
treat-toxic-algae-officials-say.html?sid=101 

 
[Return to top] 

Public Health and Healthcare Sector 
 

33. July 13, Los Angeles Times – (International) Bioterrorism experts condemn a move to 
cut reserve money. A House appropriations bill calls for a $2-billion reduction in 
emergency funds, with the money going to help prevent teacher layoffs. Experts claimed 
the move shows a lack offoresight. House Democrats plan to strip $2 billion from 
reserve funds for bioterrorism and pandemic flu — without objection from the U.S. 
President — has infuriated some of the country’s foremost bioterrorism experts. It’s a 
symbol, they say, of how the White House is failing to properly address the threat posed 
by a potential biological attack, which they say could kill 400,000 Americans and cause 
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$2 trillion in economic damage. The probability of such an event is low, bioterrorism 
specialists acknowledge, but they say the failure to plan for it reflects the same lack of 
imagination that presaged the Sept. 11 attacks in 2001, the Hurricane Katrina disaster in 
2005, and the ongoing gulf oil spill.  
Source: http://www.latimes.com/news/nationworld/nation/la-na-bioterror-
20100713,0,4807257.story 

 
34. July 13, PR Newswire – (North Carolina) School nurses in Charlotte tackle low 

meningitis vaccination rates. Only 30 percent of adolescents in Charlotte, North 
Carolina are vaccinated against meningococcal disease, leaving many unprotected. The 
School Nurse Association of North Carolina (SNANC) has joined the Voices of 
Meningitis campaign to urge parents to vaccinate preteens and teens against 
meningococcal disease, a rare but serious bacterial infection that can take the life of a 
child in just a single day. The Centers for Disease Control and Prevention (CDC) and 
other leading medical groups recommend vaccination for preteens and teens 11 through 
18 years of age, and college freshmen living in dormitories. Yet despite such public 
health recommendations, only 30 percent of adolescents 13 through 17 years of age have 
been immunized in North Carolina, which is far below the CDC’s goal of a 90-percent 
vaccination rate in 2010. About 10 percent of the 1,000 to 2,600 Americans who get 
meningococcal disease each year will die. Death rates are up to five times higher among 
teenagers and young adults compared with other age groups. Of those who survive, one 
in five is left with serious medical problems, including amputation of limbs, brain 
damage, deafness and organ damage.  
Source: http://www.prnewswire.com/news-releases/school-nurses-in-charlotte-tackle-
low-meningitis-vaccination-rates-98308814.html 

 
35. July 12, DarkReading – (National) ITRC: Why so many data breaches don’t see light 

of day. The Identity Theft Resource Center (ITRC) announced July 8 that it had 
recorded 341 individual data breaches for the first six months of 2010. But hundreds 
more went unreported, said the organization. In addition, for 46 percent of breaches, the 
number of records potentially affected weren’t disclosed, and for 38 percent, no cause 
was disclosed. Why is that? According to the ITRC, some states now harbor a protected 
breach list that is not made public at all, or is only accessible by exercising the Freedom 
of Information Act. One state, for example, had a list of 200 breaches, but for most, little 
information was disseminated, at least publicly. Also, for medical data breaches, the 
Department of Health and Human Services (HHS) has created a “risk of harm” threshold 
for notifications. Under HHS guidelines, if an organization determines a data breach 
hasn’t caused “a significant risk of financial, reputational, or other harm to individual,” 
then it doesn’t have to report it, either to the person whose information was breached or 
to law enforcement agencies. As a result, “despite a law stating that all medical breaches 
involving more than 500 people must be listed on the HHS breach list, ITRC recorded 
medical breaches that never made the list,” according to a statement issued by the group. 
The “risk of harm” medical record clause has been contentious since it was first 
disclosed in August 2009. At that time, the Center for Democracy and Technology 
(CDT) challenged the loophole, arguing that “the primary purpose for mandatory breach 
notification is to provide incentives for healthcare companies to protect data.” In other 
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words, if healthcare companies properly invest in security, they can avoid data breaches, 
and the attendant cost of related fines. “However, the harm standard institutionalized in 
HHS’s interim final rule cripples this crucial incentive,” said the CDT.  
Source: 
http://www.darkreading.com/security/attacks/showArticle.jhtml?articleID=225702908 

 
[Return to top] 

Government Facilities Sector 
 
36. July 13, WAFB 9 New Orleans – (Louisiana) Investigators say mayoral hopeful broke 

into offices. Authorities arrested a young man interning within the West Baton Rouge 
Parish, Louisiana system for allegedly breaking into multiple government buildings and 
stealing from them. The West Baton Rouge Parish Sheriff’s Office said the 19 year-old 
suspect broke into the district attorney’s office, clerk of court’s office and the sheriff’s 
personal office. Investigators think that the suspect, thought of as a possible mayoral 
hopeful in Port Allen, stole over 500 keys to break into the offices. He is accused of 
taking law enforcement badges, gold watches and official letterhead. Computer parts, 
including hard drives, were also missing. “This is a young kid I’ve known since he got 
out of high school,” said the sheriff. “That’s how he got so close. He graduated out of 
high school and said he wanted to work in government.” The sheriff said the suspect 
stole office, desk and file cabinet keys over several months. He added the suspect was 
arrested over the weekend after a parish employee spotted him leaving the office. As of 
now, the sheriff feels confident no criminal records were breached. 
Source: http://www.wafb.com/Global/story.asp?S=12795772 

37. July 13, Stars and Stripes – (International) Base still working on tower’s power 
outage. Base workers at a U.S. military base in Yokota, Japan July 13 were still trying 
to restore electricity to an apartment tower that went dark last week. About 60 residents 
of building 4303 remain in furnished temporary quarters, where they have been since 
July 6. Some 400 residents were evacuated from their homes during a power outage on 
the east side of Yokota that began July 5 after a heavy rain. Roughly 1,000 homes went 
dark after flooding damaged transformers and electrical wiring in building 4303 and two 
other buildings, and caused two of three major transformers on that side of the base to 
malfunction. Power to most apartments and town homes was restored within a few days, 
and one of the two broken transformers has been repaired. Base officials were working 
to get 4303 and the last transformer up as soon as possible, said a base spokeswoman.  
Source: http://www.stripes.com/news/pacific/japan/base-still-working-on-tower-s-
power-outage-1.110885 

38. July 13, Associated Press – (Arkansas) Officials say fire, explosion at University of 
Arkansas fraternity is suspicious. University of Arkansas police said an explosion and 
fire at a Fayetteville fraternity is suspicious. The blast and subsequent blaze at Garland 
House July 10 sent debris from 22 broken windows into a parking lot and caused the 
collapse of about 400 feet of brick facade. A university spokesman said the fraternity’s 
sprinkler system kept the fire small. He said the fraternity was vacant because of 
summer vacation and that no one was injured. A police spokesman said July 12 he could 
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not say if an accelerant was used to start the fire. He said the fire appeared to start in the 
building’s basement. The building was scheduled to undergo about $3 million in 
renovations this fall, but those plans now are on hold, the university spokesman said.  
Source: http://www.wreg.com/news/sns-ap-ar--fraternityfire,0,7490805.story 

 
39. July 12, MyCentralJersey.com – (New Jersey) Applegarth Middle School in Monroe 

evacuated after flammable powder was exposed in science lab. Fire and haz-mat 
crews responded to Applegarth Middle School in Monroe, New Jersey Monday morning 
to remove a potentially flammable powder found exposed in a science lab, authorities 
said. An employee found the powdered magnesium out of a container in a storage 
cabinet around 11 a.m., prompting officials to evacuate the school, said the chief of the 
township’s second fire district. Crews from the Middlesex County Hazardous Materials 
Unit responded and went inside to secure the powder with the help of firefighters. About 
20 staff members were at the Applegarth Road school at the time, the fire official said. 
No one was injured during the incident. Powdered magnesium is flammable if exposed 
to water and poses several other hazards, the fire official said. Employees at the school 
called authorities after recognizing the substance. Monroe police and first aid squad 
members also responded to assist. 
Source: 
http://www.mycentraljersey.com/article/20100712/NEWS/100712037/Applegarth-
Middle-School-in-Monroe-evacuated-after-flammable-powder-was-exposed-in-science-
lab 

 
[Return to top] 

Emergency Services Sector 
 

40. July 13, Associated Press – (Massachusetts) Fire ruins Martha’s Vineyard Coast 
Guard station. A massive fire has destroyed a U.S. Coast Guard station on Martha’s 
Vineyard in Massachusetts. People were forced to evacuate the 22-person facility by 
boat. A petty officer 3rd class said there were no immediate reports of injuries Monday 
in the blaze at the Coast Guard station at Menemsha Harbor in the town of Chilmark.  
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5gtrLPAvWEFOhyVzypncYgGz
yUl7AD9GTT4N80 

41. July 13, Homeland Security Today – (Louisiana) State and local confusion in oil spill 
response. State and local officials still encounter confusion when questioning whether 
the federal government or BP PLC is in charge of the response to the Deepwater 
Horizon oil spill, authorities told a field hearing of the House Homeland Security 
Committee in New Orleans, Monday. When state and local officials do successfully 
communicate their ideas for responding to the catastrophe, they often encounter 
resistance or rejection, they reported to a hearing on the oil spill chain of command.  In 
Florida, county emergency managers hold responsibility for determining resources to 
combat the oil spill, but the Coast Guard has been inconsistent with notifying Florida as 
to when it should gather and deploy such resources, making it difficult to make 
definitive determinations.  
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Source: http://www.hstoday.us/content/view/13937/128/ 
 

42. July 12, NewtownPatch – (Connecticut) Police cruiser totaled following car fire in 
front of police station. A police cruiser and about $30,000 worth of equipment were 
destroyed early Saturday after it caught on fire in the parking lot in front of the police 
department in Newtown Connecticut. The cause of the blaze was unknown, though it 
appeared accidental. The cruiser was parked with the trunk facing Main Street and its 
engine, which faced the police department, turned off, officials said. At some point and 
for some unknown reason, a fire began in the engine area under the hood, police said. 
The fire appeared to have smoldered for some time before engulfing the rest of the 
vehicle, police said. The fire burned so intensely that nearby vehicles received heat 
damage and had to be moved to prevent the blaze from spreading, officials said. The 
vehicle, which had about 105,000 miles logged on it, was scheduled to be replaced in 
about a month, a police officer said. However, the vehicle contained a lot of expensive 
equipment, including a dashboard camera that must be replaced. The officer estimated 
the total replacement cost at about $30,000. 
Source: http://newtown.patch.com/articles/police-cruiser-totaled-following-car-fire-in-
front-of-police-station 

 
43. July 12, Fox 4 Kansas City – (Kansas) Local, state, federal agencies converge on 

central Kansas for domestic terrorism exercise. An eight-day training exercise is 
under way in Topeka, Kansas to test the responses of local, state and emergency 
officials to an act of domestic terrorism. National Guard units from Kansas and 
Nebraska are taking part in the exercise, which began July 11 and runs through July 18. 
The goal is to test civilian and government agencies in how well they respond to a 
terrorist act. Officials began with a tabletop exercise and will move outdoors to Crisis 
City, a Kansas National Guard training venue near Salina. The training will involve a 
chemical, biological and nuclear response team of the Nebraska National Guard. 
Source: http://www.fox4kc.com/news/sns-ap-ks--kansas-
domesticterrorism,0,7923418.story 

 
For another story, see item 66 

 
[Return to top]  

Information Technology 
 

44. July 13, Help Net Security – (International) iTunes users should strengthen iTunes 
passwords following second hack. It has been a second bad weekend for Apple, 
following another alleged app-driven hack of its iTunes store. iTunes users should now 
change the password on their iTunes account as well as switching to a prepaid debit 
card. Recent reports indicate a second hacker has been using a similar approach to the 
Vietnamese group, which appears to have ramped a range of apps with similar names to 
the top of a section on the App store, said Fortify’s chief products officer. “Over the 4th 
of July weekend, a Vietnamese group used the same strategy to ramp its apps to the top 
of the book charts on the App Store. This time around it seems it’s the travel section 
that’s been hit,” he said. “The clever aspect of this hacking strategy is that iTunes 
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members will see an app at the top of the charts and download it, if only to see what all 
the fuss is about, and then open themselves up to a obfuscated malware infection or, 
more likely, see their iTunes account details being lifted and misused,” he added.  
Source: http://www.net-security.org/secworld.php?id=9572 

45. July 13, The Register – (International) Facebook for hackers shut down in 
Pakistan. Five alleged hackers have been arrested by Pakistani authorities in raids that 
led to the closure the Pakbugs hacking and carding forum. The operation, run by 
Pakistan’s Cyber Crime department of Federal Investigation Agency (FIA), followed 
complaints by “national and multinational organizations” over a series of Web site 
defacements and hack attacks. Pakbugs is blamed for running amok across thousands of 
Web sites belonging to various governmental and non-governmental organizations in 
Pakistan and elsewhere, local telecoms blog PakSpider reports. Police seized computer 
equipment during the arrests of the five suspects. A Pakistani government press 
statement said the suspects are thought to have expertise in a range of cybercrime 
techniques, including botnet management, phishing and carding. F-Secure noted that 
Pakbugs.com was a full service cybercrime forum that offered a venue to discuss 
hacking techniques and a marketplace for the sale of malware code, bank logins and 
stolen credit card numbers. Last year, someone hacked into the forum and posted 
confidential information to a full disclosure mailing list. The data posted included 
logins, e-mail addresses and password hashes, the Finnish net security firm said.  
Source: http://www.theregister.co.uk/2010/07/13/pakbugs_crackdown/ 

46. July 13, Computer Weekly – (International) Microsoft’s July Patch Tuesday to fix 
zero-day vulnerabilities. Microsoft’s monthly Patch Tuesday security update due for 
release July 13 is small with only four bulletins. Two are aimed at addressing flaws in 
the Windows operating system and two for the Microsoft Office suite of productivity 
software. Both Windows bulletins have a maximum rating of critical and both address 
previously disclosed vulnerabilities. The first is for Windows XP and 2003 and fixes the 
Windows Help and Support Center vulnerability published by a Google security 
researcher in June. The second Windows bulletin fixes a problem in the AERO display 
driver component for Windows 7 and Windows Server 2008 R2, which was disclosed 
publicly in May. The two remaining bulletins, one ranked critical and one important, are 
for Microsoft Office. Apart from the recently-released Office 2010, all versions of 
Office are affected, including Office XP, Office 2003 and Office 2007. The impact of 
the critical bulletin will be limited to businesses that have built applications and 
processes using Microsoft Access.  
Source: http://www.computerweekly.com/Articles/2010/07/13/241938/Microsofts-July-
Patch-Tuesday-to-fix-zero-day-vulnerabilities.htm 

47. July 13, Softpedia – (International) New AOL phishing campaign in the wild. Security 
researchers warn of a new phishing campaign targeting AOL users. Rogue e-mails claim 
that users need to update their personal and billing information in order to continue 
receiving services. Sophos reports that these phishing e-mails are sent to everyone, but 
are particularly tailored to AOL paying customers. The hxxp://bill.aol.com link actually 
points to a fake Web site hosted on a domain previously associated with other phishing 

 

 

 

http://www.net-security.org/secworld.php?id=9572�
http://www.theregister.co.uk/2010/07/13/pakbugs_crackdown/�
http://www.computerweekly.com/Articles/2010/07/13/241938/Microsofts-July-Patch-Tuesday-to-fix-zero-day-vulnerabilities.htm�
http://www.computerweekly.com/Articles/2010/07/13/241938/Microsofts-July-Patch-Tuesday-to-fix-zero-day-vulnerabilities.htm�
hxxp://bill.aol.com


 - 19 - 

schemes. Further investigation by Sophos researchers of the IP addresses and WHOIS 
information used in this attack, revealed a different scam abusing Amazon’s affiliate 
payment system. “Some IPs associated with this attack are storing pre-populated 
WordPress SQL files containing all the wonderful fake comments about the products 
they purchased through this series of bogus blogs. All they need to do is search and 
replace a product name, import the SQL, and voila, instant website,” a senior security 
advisor at Sophos Canada, explained. The phishing page has elements of the real AOL 
Web site, but what stands out is the unusually high level of details users are asked for. 
This scam’s victims will end up exposing their Social Security number, date of birth, 
driver’s license number and even their mother’s maiden name, a piece of information 
usually required by security questions.  
Source: http://news.softpedia.com/news/New-AOL-Phishing-Campaign-in-the-Wild-
147284.shtml 

 
48. July 12, V3.co.uk – (International) Facebook users ‘trolled’ by World Cup mischief 

maker. Facebook users were warned to be on their guard against scammers June 12 
after it emerged that 150,000 people were taken in by a Facebook FIFA World Cup 
2010 group on the site which was set up by an online mischief-maker, or “troll.” The 
user set up the group at the beginning of the tournament, facilitating numerous 
discussions throughout the month-long event which attracted a large following, and 
chose the final whistle of the World Cup final to spring his surprise. “Well, the 2010 
FIFA World Cup is over and thank f**k for that, because I F***ING HATE 
FOOTBALL,” he wrote on the site’s wall. Trend Micro’s senior security adviser warned 
that, although the hoaxer appears to have had no criminal intent, the incident proves that 
people need to be less trusting on social networking sites. 
Source: http://www.v3.co.uk/v3/news/2266344/facebook-users-trolled-world 

 
49. July 12, eWeek – (International) Third-Party software bugs pose big danger, Secunia 

finds. Secunia concluded that a mistaken belief that Microsoft and the operating system 
are the primary attack vectors has caused some organizations to let their guards down 
when it comes to security for third-party applications. Software vendors need to do a 
better job of making it easy for users to update their computers, Secunia said. It is 
calling out application vendors for poor updating practices and reminding users that 
third-party software vulnerabilities — and not bugs in the operating system — are the 
main targets of attackers. In the Secunia Half Year Report 2010, the company said it 
found the number of vulnerabilities affecting the average end-user PC reached 380, 
almost 90 percent of the total (420) found in all of 2009. On average, 10 vendors—
including heavyweights Microsoft, Apple and Oracle — are responsible for 38 percent 
of all vulnerabilities, Secunia said. Apple led the way and the other four companies with 
the most vulnerabilities were Oracle, Microsoft, Hewlett-Packard and Adobe Systems. 
For PC users, the threat of unpatched third-party apps is not abating. According to 
Secunia, a typical end-user PC with 50 programs installed had more than three times as 
many vulnerabilities in the 24 third-party programs than in the 26 Microsoft programs 
installed.  
Source: http://www.eweek.com/c/a/Security/ThirdParty-Software-Security-Bugs-
Leading-Threat-Secunia-Finds-717436/ 
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50. July 12, IDG News Service – (International) Oracle to issue 59 critical patches. Oracle 

July 13 will release 59 patches to fix security weaknesses affecting hundreds of 
products, according to a Web site notice. Twenty-one vulnerabilities affect products 
related to Solaris, the Unix operating system Oracle acquired through its purchase of 
Sun Microsystems. Seven can be exploited remotely over a network without requiring a 
password or username, Oracle said. The Solaris products include OpenSSO, Solaris 
Studio, Sun Convergence and Glassfish Enterprise Server. The update also includes 13 
patches for Oracle’s database product line. Seven are for remotely exploitable 
vulnerabilities in the TimesTen in-memory database component and the Secure Backup 
product. Those weaknesses received CVSS (Common Vulnerability Scoring System) 
scores of 10, the most severe on the scale. Seven other fixes target Fusion Middleware 
products. Another 16 are for E-Business Suite, PeopleSoft, JD Edwards and other 
applications. One patch is for an issue with Enterprise Manager. Oracle recommends 
that users apply the patches as soon as possible. 
Source: 
http://www.computerworld.com/s/article/9179103/Oracle_to_issue_59_critical_patches 

 
For more stories, see items 15, 16, and 17 
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51. July 13, The Register – (International) PegasHosting gets its wings clipped. A 
cybercrime-friendly Ukrainian ISP PegasHosting was partially taken offline July 13. 
The main range of IP addresses used by the ISP — which has been associated with 
hosting phishing mule scam sites and other criminal activity — has been null-routed, 
following action by one of its upstream providers. “Hosted web sites include fake 
pharmacies, fake job sites, hacking, porn and what appear to be fake dating sites,” 
security blog dynamoo.com reports. “Blocking the entire 178.162.135.0/24 
(178.162.135.0 - 178.162.135.255) will probably do you no harm.” PegasHosting 
continues to operate through other IP ranges associated with two different upstream 
providers. Security campaigners are lobbying these providers, one of which feeds into 
Global Crossing, to pull the plug on PegasHosting.  
Source: 
http://www.theregister.co.uk/2010/07/13/pegashosting_cybercrime_isp_takedown/ 

 

To report cyber infrastructure incidents or to request information, please contact US −CsoEc@RTus at−c ert.gov or visit 

 their Web site:  http://www.us-cert.gov 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 

 Web site:  https://www.it-isac.org/ 

http://www.computerworld.com/s/article/9179103/Oracle_to_issue_59_critical_patches�
http://www.theregister.co.uk/2010/07/13/pegashosting_cybercrime_isp_takedown/�
http://www.us-cert.gov/�
https://www.it-isac.org/�
mailto:soc@us%E2%88%92cert.gov


 - 21 - 

52. July 13, SourceWire – (International) Ipswitch survey reveals U.K. bandwidth use 
during World Cup surged to 95% of capacity. Ipswitch Inc.’s Network Management 
Division July 13 released the final results from its World Cup Network Traffic 
Calculator. Throughout the World Cup international soccer tournament, it has collected 
over 1,200 responses related to normal bandwidth use and the increases seen during the 
30 days of the tournament. Key findings: In total, global bandwidth use increased by 
over a third during the World Cup; there was huge interest in offices of both finalist 
nations, with Spain seeing an increase of 95 percent which was over five times 
predicted, and offices in Holland saw bandwidth use hit 97 percent during their key 
matches; in the U.K., actual bandwidth increase was comparable and far worse than 
expected with those surveyed citing an actual increase of 43 percent, to 95 percent 
(whereas network managers originally predicted an increase of only 31 percent); average 
bandwidth use hit 81 percent in participating World Cup nations; Europe-wide 
bandwidth use almost doubled from 40 percent current average bandwidth use, to 76 
percent during key match times; and even the U.S. was caught up in football fever over 
the past month, with bandwidth use rising to 77 percent during some key matches. 
Source: http://www.sourcewire.com/releases/rel_display.php?relid=57932 

 
53. July 12, Baltimore Sun – (Maryland) WTMD temporarily off the air: Power outage 

blamed. A power outage at Towson University in Maryland knocked radio station 
WTMD-FM off the air July 12, but the station went back on the air by 3:15 p.m. that 
day. A power outage that affected the entire campus was to blame for the outages 
affecting the FM signal and streaming services, according to a message on the station’s 
Web site. WTMD’s general manager said workers had been upgrading the network in 
the building that houses the station, so “we knew that streaming would be down.” 
Towson University is the license holder of the public radio station.  
Source: 
http://weblogs.baltimoresun.com/entertainment/zontv/2010/07/wtmd_off_the_air_power
_outtage.html 

 
54. July 12, Kittanning Paper – (Pennsylvania) Telephone service outage reported in 

South Bend Township. Windstream Telephone Company advised July 12 that there are 
approximately 150 customers in the South Bend Township area of Armstrong County, 
Pennsylvania without phone service. Those customers are not able to dial out on their 
landline telephone. Cell phones will still work. Those who do not have a cell phone or 
cell phone coverage can go to the Elderton Fire Department at 305 Williams Street. 
Source: http://www.kittanningpaper.com/2010/07/12/telephone-service-outage-reported-
in-south-bend-township/8741 
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55. July 13, Central Florida News 13 – (Florida) 9 months after downtown shooting, 
agencies team up for massive drill. Agencies from across Central Florida are 
scheduled to gather July 13 at an abandoned hotel property on Vine Street, in 
Kissimmee, Florida for a special drill. Officials said the entire hotel will be set up with a 
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variety of obstacles and challenges, all to simulate a terrorist threat. SWAT teams will 
be called in to deal with all kinds of explosives and hazardous materials. The drill is part 
of an effort to teach different agencies to work together. The drill involves a massive 
group of law enforcement officials from agencies in the following counties: Brevard, 
Lake, Orange, Osceola, Seminole, and Volusia.  
Source: http://www.cfnews13.com/article/news/2010/july/121412/9-months-after-
downtown-shooting,-agencies-team-up-for-massive-drill 

56. July 13, Reuters – (International) Uganda finds suicide vest as death toll from blast 
rises. Ugandan police have found an unexploded suicide vest and made a number of 
arrests after coordinated bomb blasts ripped through two bars and killed at least 76 
soccer fans watching the World Cup international soccer tournament final July 11. The 
vest was found July 12 in Makindye, a suburb of Kampala, and was consistent with 
evidence found at the other blast sites in the capital. Somali al Shabaab Islamists linked 
to al Qaeda said July 12 they had carried out the attacks, but an official from the militant 
group said July 13 there had been no suicide bombers involved. Ugandan police said the 
vest was designed so it could be planted, rather than worn, and be used as an improvised 
bomb. Coordinated attacks are a hallmark of al Qaeda and groups linked to Osama bin 
Laden’s militant network. If confirmed to be the work of al Shabaab, this would be the 
first time the militants have taken their push for power internationally. 
Source: http://www.reuters.com/article/idUSTRE66A2B120100713 

57. July 12, KING 5 Seattle – (Washington) Suspicious device blown up in Seattle 
park. Police apparently blew up a suspicious package that forced the evacuation of 
Volunteer Park in Seattle, Washington July 12. The Seattle Police Department said a bag 
was found with wires sticking out of it. A Seattle police spokesperson said police 
rendered the package “harmless.” When asked for specifics, the spokesman noted there 
was a loud boom. The park closure included the evacuation of the Asian Art Museum. 
Foot traffic in the area was re-routed. There were no reports of injuries. 
Source: http://www.king5.com/news/local/Suspicious-device-in-Seattle-park-
98259514.html 

58. July 12, New York Times – (New York) Greenwich Village fire shows hazards of 
wood decks. On July 12, for the second time this week, firefighters put out a wood roof 
deck fire in Lower Manhattan at the Mercantile Exchange building on Broadway, 
between Bleecker and Houston Streets, New York City. The event underscored the fact 
that such decking can be transformed into dangerous tinder if not properly cared for, 
said the New York fire commissioner. The fire shortly before noon resulted in just a few 
minor injuries, but people were evacuated from at least two buildings and traffic on 
Broadway was halted for about 90 minutes as firefighters put out the flames. Four 
firefighters and another person had minor injuries. 
Source: http://www.nytimes.com/2010/07/13/nyregion/13fire.html 

59. July 12, Billings Gazette – (Wyoming) Fumes prompt Cody hotel evacuation. A 
Cody, Wyoming hotel was evacuated briefly July 12, and at least two people were taken 
to a hospital after guests were sickened by noxious fumes coming from the pool area. A 
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discharge of what firefighters think may have been chlorine gas prompted an evacuation 
at about 8 p.m. of the King’s Inn on Yellowstone Avenue. Emergency crews were called 
after some guests reported difficulty breathing, watery eyes and choking. Some were 
taken by ambulance for treatment at West Park Hospital, while others may have driven 
themselves to the hospital. The Cody fire marshal said the fumes were probably the 
result of a chemical reaction between an unknown substance and solid chlorine tablets 
used to clean the pool. Emergency crews had left the hotel and guests were allowed to 
return to their rooms by 9 p.m. Further details were not immediately available. 
Source: http://billingsgazette.com/news/state-and-regional/wyoming/article_5494dbae-
8e36-11df-be11-001cc4c002e0.html 
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National Monuments & Icons Sector 
 

60. July 13, Jackson Hole Daily – (Wyoming) Lightning sparks small blaze in 
Yellowstone. Park officials in Wyoming do not expect a fire near Doane Mountain in 
Yellowstone National Park to grow significantly and will allow it to burn for now. The 
Doane Fire, which started from a lightning strike last weekend, is about a quarter acre in 
size and is burning several miles south of the East Entrance Road. It was discovered July 
11. The fire is not near any structures or trails. This is the third fire in Yellowstone 
National Park this year. The fire danger in Yellowstone is currently rated “low.”  
Source: http://www.jhnewsandguide.com/article.php?art_id=6197 

61. July 13, Grand Junction Sentinel – (Colorado) Wildfire leads to forest closures for 
safety reasons. The U.S. Forest Service (USFS) has closed portions of the Main Elk 
drainage north of New Castle, Colorado to the public for safety reasons because of the 
Meadow Creek Fire. “We are closing the area around the fire until we feel we can again 
safely allow public access,” a July 12 news release said. The closure order is posted at 
key locations around the fire and at USFS offices in Glenwood Springs and Rifle. The 
fire, started by lightning June 26, has burned about 150 acres eight miles north of New 
Castle. It is not threatening private property, and fire officials have decided to use it to 
help improve bighorn sheep habitat.  
Source: http://www.gjsentinel.com/news/articles/wildfire_leads_to_forest_closu/ 

62. July 12, Wenatchee World – (Washington) Swakane Canyon Fire grows to 12,000 
acres. A wildfire in Washington that forced about 18 people to be temporarily evacuated 
over the weekend grew to about 12,000 acres by late July 12. High winds grounded 
helicopter and tanker operations and helped spread the Swakane Canyon Fire, which 
was fueled by sage brush and grasses. A controlled burn late July 11 seemed to be 
restricting the fire’s spread, and the blaze was about 30 percent contained late July 12. 
The National Weather Service had issued a red-flag warning for high winds until 11 
p.m. July 12. Wind gusts were predicted to be as high as 55 mph in the Wenatchee area. 
About 400 firefighters from the U.S. Forest Service, federal Bureau of Land 
Management, Bureau of Indian Affairs, state agencies, rural fire districts and private 
contractors are now working on the fire. 
Source: http://seattletimes.nwsource.com/html/localnews/2012341784_fire13.html 
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63. July 12, Associated Press – (Oregon) Fire destroys NE Oregon forest ranger 

offices. The building that houses the U.S. Forest Service visitor center and ranger 
district offices for the popular Wallowa Mountains region of northeastern Oregon has 
burned to the ground. One wall was left standing July 12 after the 20-year-old log 
building erupted in flames July 11. It housed the Eagle Cap and Wallowa Valley ranger 
districts of the Wallow-Whitman National Forest. A state fire marshal and the local 
sheriff’s office were investigating the cause of the fire. 
Source: 
http://seattletimes.nwsource.com/html/localnews/2012340039_aporrangerofficeburns1st
ldwritethru.html 

 
[Return to top] 

Dams Sector 
 

64. July 13, Associated Press – (Arkansas) Army Engineers say radio link with White 
County, Ark., could prevent repeat of ’08 flooding. Officials with White County, 
Arkansas, and the U.S. Army Corps of Engineers said they hope newly approved radio 
links can prevent a repeat of what happened in 2008. That year, flooding along the 
White River was aggravated by release of water from the Greers Ferry Dam. The chief 
park ranger for the Army Engineers’ Greers Ferry office met Monday with members of 
the White County 911 Emergency Management Administrative Board. They approved 
sharing radio links with the Army Engineers. He said poor communications in 2008 
contributed to release of water from Greers Ferry Dam before it should have been 
allowed to flow downstream in the Little Red River to join White River floodwaters 
already covering a large area. 
Source: http://www.kfsm.com/news/sns-ap-ar--arkfloods-radiolink,0,246273.story 

 
65. July 12, Worcester Telegram and Gazette – (Massachusetts) ‘Urgent’ dam repairs 

delayed. All earthen dams leak, and the U.S. Army Corps of Engineers flood-control 
dam at Westville Lake in Worcester, Massachusetts is no exception. Whether holding 
back the flood waters of rising streams during heavy rain and flooding or the drinking 
water supply of small towns and big cities, earthen dams are designed that way. When 
the seepage is greater than expected and colored by the soil particles it’s carrying from 
the base of the dam, then there’s trouble — enough in this instance to warrant a Corps 
priority classification. The need for repairs, the Corps said, is “urgent and compelling.”  
The project engineer, said a detailed engineering analysis, including plans for long-term 
repair, originally due next month, may not be ready before November. In the interim, he 
said, testing devices called piezometers have been installed in the core of the dam. They 
are attached to solar-powered transmitters and provide engineers in Concord with a 
continuous update on dam conditions. Foundation grouting, he said, is one interim 
measure that would improve the safety of the dam. Like grout used in homes and 
businesses to fill the cracks on tile floors, this fast-setting cement is designed to fill the 
cracks in the fractured bedrock on which the 560-foot long, 78-foot high dam rests. The 
grout or cement would also fill those cracks in the soil just above the bedrock to stem 
seepage, while long-term repairs are subjected to cost and risk analysis. “A concrete 
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cutoff wall in the middle of the dam would definitely solve the problem. Then again, 
that could cost upward of $50 million at a time when resources are scarce,” he said. 
Westville Dam was built from 1960 to 1962 at a cost of $5.7 million. The engineer said 
less-costly repairs that would provide the Westville project with a long-term fix instead 
of a Band-Aid are still being considered.  
Source: http://www.telegram.com/article/20100712/NEWS/7120354/1101/local 

 
66. July 12, KHBS 40 Fort Smith – (Arkansas) Crews search for cracks in Beaver 

Dam. Engineers are using tools to inspect the tainter gates on Beaver Dam in Arkansas. 
“That’s pretty much what holds the water back,” said a U.S. Army Corps of Engineers 
spokesman. With the help of a special truck, crews can take pictures and X-rays of each 
gate on the bridge to make sure there are no cracks. They’re looking for chipped paint or 
rust spots, anything that could indicate a problem. “If they see a potential problem, they 
have an X-ray machine. They can take an X-ray then take it back to the office to see if 
there’s something there or nothing there,” he said. He said it is a slow process, but an 
important one. The dam has to be inspected every three to five years. Engineers for the 
project said so far they have not discovered any problems with the dam.  
Source: http://www.4029tv.com/news/24228482/detail.html 

 
67. July 12, Associated Press – (Hawaii) Certification may be required for Hawaii 

dams. The Hawaii Board of Land and Natural Resources has proposed requiring the 
certification of major dams and reservoirs in the state. The purpose of certifications 
would be to guard against a breach like the one on Kauai in 2006 that left seven people 
dead. In all, 138 government and private dams and reservoirs would be regulated. 
Noncompliance could cost owners up to $25,000 per day. The department of land and 
natural resources could require an owner to conduct tests to determine whether a dam or 
reservoir should be certified. The department would also have the power to order an 
owner to lower or drain a reservoir. Public hearings for the rules are set for September.  
Source: http://www.kpua.net/news.php?id=20380 

 
68. July 12, KDFW 4 Dallas-Forth Worth – (Texas) Homes threatened by Rio Grande 

flooding evacuated after dike breaks. Police in the border town of La Grulla, Texas 
said some people whose homes were threatened by Rio Grande flooding had to be 
evacuated after a dike broke. The police chief said that the water Monday reached nearly 
two dozen homes. He said about 15 families voluntarily evacuated after the overnight 
failure of the dike near a water plant. He said several roads had to be closed due to 
flooding. The Rio Grande rose after heavy rain associated with Hurricane Alex, which 
soaked northern Mexico and south Texas in late June and early July, and other tropical 
weather. La Grulla is a town of about 1,800 people. 
Source: http://www.myfoxdfw.com/dpp/news/071210-homes-threatened-by-rio-grande-
flooding-evacuated-after-a-dike-broke 
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About the reports − The DHS Daily Open Source Infrastructure Report is a daily [Monday through 
Friday] summary of open−source published information concerning significant critical infrastructure 
issues. The DHS Daily Open Source Infrastructure Report is archived for ten days on the Department of 
Homeland Security Website: http://www.dhs.gov/iaipdailyreport 

Contact Information 
Content and Suggestions: Send mail to cikr.productfeedback@dhs.gov or contact the DHS 
 Daily Report Team at (703) 872-2267 
  
Subscribe to the Distribution List:  Visit the DHS Daily Open Source Infrastructure Report and follow 
 instructions to Get e-mail updates when this information changes. 
  
Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@dhs.gov or (202) 282−9201. 
To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov 
or visit their Web page at www.us-cert.gov.  
 
Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non−commercial publication intended to educate and 

inform personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original 
copyright restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the 
original source material. 
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