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• Residents displaced by a chemical leak in Farmington, New Mexico, can seek shelter at 
Bluffview Elementary School, KRQE 13 in Albuquerque reports. The battalion chief with 
the Farmington Fire Department said there may be as many as 100 people who can still not 
return to their homes after 1,500 to 2,000 gallons of hydrochloric acid leaked from a 
holding tank at the Schlumberger plant the evening of July 11. (See item 7) 

• According to The Associated Press, a gunman opened fire at an Albuquerque fiber-optics 
manufacturer July 12, killing six people and wounding four others before killing himself in 
what police said was a domestic violence dispute. The shooting at Emcore Corp. appeared 
to involve the gunman’s ex-wife or girlfriend, who was among the dead, the police chief 
said. (See item 16) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  
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1. July 12, Associated Press – (Louisiana) BP: Oil cap will be attached today, then 
tested. BP expected to attach a new, 150,000-pound, metal stack-cap July 12 on its 
busted oil well in the Gulf of Mexico. The new cap, known as “Top Hat 10,” was about 
300 feet from the point where it is supposed to connect with the leaking well. A BP 
executive was careful to keep expectations grounded, stressing that once the cap is in 
place, it will take days to know whether it can withstand the pressure of the erupting oil 
and feed it through pipes to surface ships. The cap and vessels together make up BP’s 
plan to stop oil from spewing into the Gulf for the first time since April 20. Once the 
cap is firmly in place, the company will begin “shutting in” the well by closing 
perforated pipe at the top. BP will be looking to see if the pressure rises inside the cap. 
If the pressure rises, that means there are no other leaks, and the cap is stopping oil 
from leaking into the Gulf. 
Source: http://www.ajc.com/business/bp-oil-cap-will-568689.html 

2. July 12, WKYT Lexington – (Kentucky) Thieves use backhoe to steal copper from 
substation. Crooks used a backhoe to steal copper from a Bluegrass Energy substation 
on Harrodsburg Road in Jessamine County, Kentucky July 12. A security guard at a 
nearby farm called 911 when he heard a beeping sound, believed to be coming from the 
backhoe. The thieves had somehow gotten inside the substation then started the 
backhoe to lift the spool over the fence. For some reason, the crooks didn’t take the 
entire spool. It is believed they got away with some copper, but it is not yet known how 
much. When the security guard went to check out the noise, the thieves were already 
driving away in a car without headlights. He didn’t get a good description of the car. 
Source: http://www.wkyt.com/home/headlines/98229349.html 

3. July 11, Kansas City Star – (Missouri) Power restored to more after storm. About 
29,000 Kansas City Power & Light Co. customers in Missouri lost power during a 
recent storm. The hardest hit areas were Ruskin Heights and Hickman Mills. A little 
fewer than 7,000 customers remained without electricity July 11 and crews planned to 
work through the night, and into July 12 to restore power. Utility officials urged 
residents to stay away from downed power lines because they may be active. 
Source: http://www.kansascity.com/2010/07/11/2076423_power-restored-to-many-
after-storm.html?storylink=omni_popular 

4. July 11, Las Vegas Review-Journal – (Nevada) Two injured in substation explosion 
in Las Vegas arts district. Two fires broke out on the same block in Las Vegas within 
12 hours July 11, causing extensive damage to an electrical substation and a retail store. 
The first blast occurred at 6:39 a.m. at a NV Energy substation near the downtown area, 
and caused two people, who were on the sidewalk, to be hospitalized with non-life-
threatening injuries. The cause of the blast appears to be accidental, according to the 
Las Vegas Fire Department. When firefighters arrived at the substation at 1004 S. Main 
St., they found the street littered with broken glass, metal and concrete, according to a 
department spokesman. The electric transformers were on fire and an odor of natural 
gas was detected. The gas leak was stopped about two hours later. About 25 people 
were cleared from the area. Just before 6 p.m., a fire broke out at an Opportunity 
Village at 921 S. Main St. The roof of the store area collapsed, but the contents inside 
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the store were not destroyed. Investigators are trying to determine if the two events are 
related. The morning blast is being investigated by the fire department, its bomb squad, 
and special investigators from NV Energy and Southwest Gas. Extensive damage was 
caused to the substation and light to moderate damage to several nearby businesses, 
according to the fire department. 
Source: http://www.lvrj.com/news/two-injured-in-substation-explosion-in-arts-district-
98209794.html?ref=794 

5. July 11, Associated Press – (Michigan) Municipal power system breakdown hits 
Detroit. Parts of central Detroit are blacked out for a second day because of a 
breakdown in the municipal power system. Traffic signals were out in downtown 
Detroit July 11, and the Detroit Institute of Arts was closed. WWJ-AM said Cobo 
Center had partial service July 11. The Detroit News said the outage hit public 
buildings, street lights, traffic signals and the Detroit Medical Center, which get power 
from the Detroit Public Lighting Department. The medical center said it is using 
backup generators. A spokeswoman for the mayor said DTE Energy Co. is helping 
Detroit work to restore service. 
Source: http://www.chicagotribune.com/news/chi-ap-mi-detroit-
powerouta,0,2611377.story 

6. July 10, Augusta Chronicle – (Georgia) Training kept pipeline blast from being 
bigger disaster. The McDuffie County, Georgia fire chief had never worked a pipeline 
fire before last week, but he was prepared when he got the call. Each August, 
firefighters gather to learn about the dangers and strategies for working pipeline 
disasters. “Because of that we were able to minimize the situation a little bit,” said a 
Dixie Pipeline spokesman. “That was a tremendous help.” Firefighters already knew 
where emergency valves were located when they arrived at a Thomson propane 
pipeline explosion July 5. After quickly getting permission from Dixie representatives, 
the fire chief was able to shut down the valves. Firefighters cased the perimeter and 
determined an evacuation of the area wasn’t necessary. 
Source: http://chronicle.augusta.com/news/metro/2010-07-10/training-aided-dousing-
pipeline?v=1278846722 

For another story, see item 55  
 
[Return to top]  

Chemical Industry Sector 

7. July 12, KRQE 13 Albuquerque – (New Mexico) Chemical leak at Farmington 
plant. Residents displaced by a chemical leak in Farmington, New Mexico, can seek 
shelter at Bluffview Elementary School. The battalion chief with the Farmington Fire 
Department said there may be as many as 100 people who can still not return to their 
homes after 1,500 to 2,000 gallons of hydrochloric acid leaked from a holding tank at 
the Schlumberger plant the evening of July 11. The fire department had hoped to lift all 
shelter in place orders by midnight, but the battalion chief said the cleanup is going to 
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take longer than expected. Just before 6 p.m. Sunday, two workers at the Schlumberger 
plant noticed the chemical was leaking out of its holding tank and into a containment 
pit. The Farmington Fire Department’s haz-mat crew was called in to assess the 
situation. They went in to try and pump the leaking acid into a tank to haul it away, but 
the chief said when they got in there it was discovered the pumps and hoses were not 
working properly. 
Source: http://www.krqe.com/dpp/news/chemical-leak-at-farmington-plant 

8. July 12, Homeland Security Today – (National) Napolitano makes push for 
CFATS. Speaking the week of July 5 at the Chemical Sector Security Summit in 
Baltimore, the Department of Homeland Security (DHS) Secretary lauded progress 
made by partnerships forged between government and the private sector in ensuring 
chemical plant security, citing in particular the efficacy of “flexible, practical and 
collaborative programs such as DHS’ National Infrastructure Protection Plan, the 
Chemical Sector Coordinating Council and, especially, the Chemical Facility Anti-
Terrorism Standards (CFATS).” Going forward, the Secretary added that cybersecurity, 
in addition to physical security measures, would emerge as a key part of any critical 
infrastructure security strategy. The Secretary’s remarks came only a week after DHS 
began a major offensive on enforcement of CFATS against chemical companies failing 
to conform with the security regulations, established by DHS in 2007. In late June, 
DHS sent 18 chemical companies orders to complete site-security plans for their 
facilities within 10 days. CFATS regulations mandate that private companies must 
make a full inventory assessing their potential vulnerabilities. Companies found to be at 
highest risk then are required to develop site-security plans and take other protective 
measures, after which they are periodically audited by DHS. Since the creation of 
CFATS, DHS has received site-security plans from more than 1,000 companies. 
Source: http://www.hstoday.us/content/view/13916/149/ 

9. July 11, KATC 3 Lafayette – (Louisiana) Chemical plant will re-open, no cause for 
concern. A manager at the H&S Chemical Plant on Laser Lane in Lafayette, Louisiana, 
July 11 said a clean-up operation and investigation are underway, but there is no danger 
to the public. Saturday morning, fire trucks and haz-mat crews responded to the 
industrial park where Health and Beauty Solutions is located. An incident involving 
benzoyl peroxide occurred there and some of the material spilled out of barrels. The 
chemical, used in acne medication, is highly explosive and toxic in its purest form. 
Concern was the wind might pick up the substance and spread it around, but that did 
not happen, according to the company and emergency officials. Three people were 
treated at a local hospital after the incident. They may have inhaled some of the 
material, but they have been released. The plant was slated to re-open July 12.. 
Source: http://www.katc.com/news/chemical-plant-will-re-open-no-cause-for-concern/ 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 
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10. July 12, The Hamilton, Ontario Spectator – (International) Bruce Nuclear wants to 
ship radioactive steel through Lake Ontario. The Bruce Nuclear Generating Station 
in Ontario, Canada, plans to ship 1,760 tons of radiation-laced steel through Lake 
Ontario — a precedent-setting project that has officials worried on both sides of the 
Canada-U.S. border. On April 1, Bruce Power asked the Canadian Nuclear Safety 
Commission, Canada’s nuclear regulator, for a license to ship low-level radioactive 
generators from its power plant on Lake Huron to Sweden, where 90 percent of the 
metals inside the generators are to be cleansed and resold. The remaining materials that 
are too radioactive to be recycled will return to the Bruce plant to be contained for the 
rest of their radioactive lives. But the planned journey, which would have 16 
decommissioned steam generators travel through the Great Lakes, down the St. 
Lawrence River and then to Sweden this fall, has municipal officials concerned because 
they have not been given the chance to vet the proposal. If approved, this would be the 
first time a license the commission issued a license to ship nuclear waste through the 
Great Lakes. “My frustration for years has been the lack of respect for the Great Lakes. 
We treat it like a toilet bowl,” said the mayor of Sarnia, Canada. “The impression that I 
have is that this is a rubber-stamp process.” The mayor has signed a petition to stop the 
shipment, which would see the waste travel through his city in September. His 
signature is joined by two Michigan state representatives, and by a number of native 
leaders and environmental groups who are concerned about the risk to public safety and 
angry at the lack of transparency in the process. 
Source: http://www.thespec.com/News/CanadaWorld/article/806153 

11. July 12, Virginian-Pilot – (Virginia) Surry nuclear reactor shut down for water-leak 
repair. One of two nuclear reactors at Dominion Virginia Power’s plant in Surry, 
Virginia, was shut down July 11 after a water leak was discovered, the company said. 
Shortly before 9 p.m. a plant employee spotted a leak in a 96-inch pipe that carries 
James River water to a condenser that cools steam at the plant, said the director of 
media relations for Dominion. “The condenser cools the steam that has been used to 
generate electricity,” the spokesman said. “We determined that we could not isolate the 
water line to do the repair while the reactor is operating.” Employees shut down Surry 
2 in order to make the repair, which is underway, the spokesman said. A dam around 
the pipe was catching the leak, estimated at less than 100 gallons per minute. There is 
no danger to the plant employees or the public, the spokesman said. He said the 
company does not comment on when its reactors are brought back online for 
competitive reasons, but noted employees are working to get the reactor, which 
generates 799 megawatts of electricity, back online after the repair. 
Source: http://hamptonroads.com/2010/07/surry-nuclear-reactor-shut-down-waterleak-
repair?cid=ltst 

12. July 11, Quincy Patriot Ledger – (Massachusetts) Tritium detected at Pilgrim 
nuclear plant. Elevated levels of the radioactive isotope tritium have been detected in 
one of the new groundwater monitoring wells at the Pilgrim nuclear power plant in 
Plymouth Massachusetts. A July 8 news release from the Nuclear Regulatory 
Commission (NRC), said results from tests conducted by Pilgrim staff on one of the 12 
monitoring wells indicated the trititum level falls within federal drinking water limits, 
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and does not require public notification. The NRC released the data because the issue is 
of public interest. Six of the 12 monitoring wells were added in May. The monitoring 
well where the tritium was detected at 11,072 picocuries per liter is located near the 
condensate storage tank that stores water for use in the nuclear reactor. The 
Environmental Protection Agency’s safe drinking water limit for tritium is 20,000 
picocuries per liter. A Pilgrim spokesman, representing Pilgrim owner Entergy Nuclear 
Operations, said despite identifying increased levels of tritium in samples taken May 
17, June 11 and June 21, there is no threat to public drinking water. He said there is no 
contact with drinking water. “This does not in any way affect public health and safety, 
but we certainly want to discover the cause,” he said. 
Source: http://www.patriotledger.com/topstories/x1849230048/Tritium-detected-at-
Pilgrim-nuclear-plant 

13. July 11, Gannett News Service – (New York) NRC won’t add spent-fuel issue to 
Indian Point renewal review. Federal regulators have ruled against an environmental 
group’s request to add the issue of safe nuclear fuel storage to the review of Indian 
Point’s 20-year license extension. The Buchanan, New York nuclear plant has applied 
to be able to operate to 2035, but the application is still under review and is opposed by 
several parties, including New York state. Hudson River Sloop Clearwater had 
petitioned the Nuclear Regulatory Commission (NRC) to add the issue of long-term 
storage of spent fuel at reactor sites, either in spent-fuel pools or in dry casks, to the 
application. Indian Point has both types. NRC members said a national review of the 
storage issue is already underway, and allowing it to be argued in individual license 
renewals would be “counterproductive” when the matter will be resolved across the 
board. 
Source: 
http://www.poughkeepsiejournal.com/article/20100711/NEWS01/7110367/1006/NRC-
won-t-add-spent-fuel-issue-to-Indian-Point-renewal-review 

14. July 10, Brattleboro Reformer – (Vermont) NEC gets second chance to contest VY 
safety claims. An anti-nuclear group will get another chance to prove calculations 
performed by Vermont Yankee engineers are not within safety margins to operate for 
another 20 years. The Petition Review Board for the Nuclear Regulatory Commission 
(NRC) has reversed a 2009 decision by the Atomic Safety and Licensing Board, which 
was tasked with re-examining an earlier finding by the commission that the plant’s 
plans to manage aging equipment were “acceptable.” The ruling allows the New 
England Coalition to submit a revised contention that proves Entergy does not have 
accurate information about whether or not its equipment will fail. “This is the next 
chapter in the nearly four-year battle,” a New England Coalition staff member said. The 
contention filed by the coalition in 2007, argued that Entergy, which owns and operates 
the Vernon, Vermont nuclear power plant, does not include an adequate plan to monitor 
and manage the effects of aging equipment due to metal fatigue. 
Source: http://www.reformer.com/localnews/ci_15481906 

15. July 10, Agence France-Presse – (International) 4 arrested in S. Africa with low-
radiation device. Four South Africans were arrested in the capital Pretoria for trying to 
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sell a low-radiation industrial nuclear device, police said July 10, insisting the incident 
had no link the World Cup. “Four people were arrested, all South Africans, they were 
trying to exchange or sell this particular device,” said a spokesman for the elite 
investigative unit known as the Hawks. The suspects were arrested Friday at a garage in 
a sting operation that included a police helicopter, he said. The origin of the device is 
still under investigation. Pretoria is a major producer of nuclear medicine used to treat 
some cancers. “As a device, it’s harmless unless someone opens it and even then, you 
would have to sit on it for hours to be at risk,” the spokesman said. “It is out of 
circulation, people were arrested, investigations are ongoing, so there is no need to be 
afraid,” he added. The four men will appear in court July 12. Police are still 
investigating if the men had links to any international network. The spokesman 
declined to comment on whether the device could be used to make a “dirty bomb.” 
Source: 
http://www.khaleejtimes.com/DisplayArticle08.asp?xfile=data/international/2010/July/i
nternational_July368.xml&section=international 

[Return to top]  

Critical Manufacturing Sector 

16. July 12, Associated Press – (New Mexico) Police: 6 dead, 4 wounded in 
Albuquerque shooting. A gunman opened fire at an Albuquerque fiber optics 
manufacturer July 12, killing six people and wounding four others before killing 
himself in what police said was a domestic violence dispute. The shooting at Emcore 
Corp. appeared to involve the gunman’s ex-wife or girlfriend, who was among the 
dead, the police chief said. The gunman was a former employee. Chaos unfolded as the 
gunman opened fire, sending employees fleeing for cover as police locked down the 
entire neighborhood. Police said 85 employees were later taken to a community center 
for interviews with detectives. Six victims were taken to University of New Mexico 
Hospital. Emcore manufactures components that allow voice, video and data 
transmission over fiber optic lines. They also manufacture solar power systems for 
satellite and ground-based systems. Based in Albuquerque, the company has about 700 
full-time employees. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5gGyymIn9tYQq6i5YEfDoNvu
RRnfQD9GTLNQ00 

17. July 12, Buffalo News – (New York) Sprinkler system averts serious problem at 
plant. A sprinkler system doused a small fire early July 11 inside a Buffalo, New York 
plant before flames reached any hazardous materials stored in the facility. Buffalo 
firefighters responded to an 11:49 a.m. call of smoke at Keystone Corp. at 2920 Main 
St., near Hertel Avenue. The plant stores numerous potentially hazardous materials 
used in metal finishing and plating. A small fire on the second floor activated a 
sprinkler system, and none of the hazardous material was ignited. Firefighters estimated 
damage at $1,000. 

http://www.khaleejtimes.com/DisplayArticle08.asp?xfile=data/international/2010/July/international_July368.xml&section=international�
http://www.khaleejtimes.com/DisplayArticle08.asp?xfile=data/international/2010/July/international_July368.xml&section=international�
http://www.google.com/hostednews/ap/article/ALeqM5gGyymIn9tYQq6i5YEfDoNvuRRnfQD9GTLNQ00�
http://www.google.com/hostednews/ap/article/ALeqM5gGyymIn9tYQq6i5YEfDoNvuRRnfQD9GTLNQ00�


 - 8 - 

Source: http://www.buffalonews.com/2010/07/12/1110494/sprinkler-system-averts-
serious.html 

18. July 9, Reuters – (National) Ford Motor, Chrysler recall vehicles. Ford Motor Co. is 
recalling 33,700 of its Transit Connect small commercial vans over an interior liner, 
while Chrysler Group said it was recalling certain 2010 SUVs and trucks over a 
possible brake fluid leak. Ford is recalling the Transit Connect vehicles sold in the 
United States and manufactured from December 2008 through May 2010 due to an 
interior liner that fails to meet all safety requirements for head protection. Separately, 
Chrysler is recalling certain 2010 Jeep Liberty and Wrangler, Dodge Nitro and Ram 
1500 trucks made in the U.S. that may have been built with an improperly formed tube 
that could cause brake fluid to leak. Chrysler is halting sales of the affected vehicles, 
made in April and May, until the problem covering up to 22,000 vehicles is fixed, the 
company said in a letter to regulators. 
Source: 
http://www.reuters.com/article/idUSTRE66847J20100709?type=domesticNews 

[Return to top]  

Defense Industrial Base Sector 

19. July 12, Military Times – (National) Corps takes a new look at green bullet. The 
Marine Corps intends to purchase 1.8 million rounds of the Army’s new green bullet as 
the service looks to find the best replacement for its Cold War-era ammo. The new 
M855A1 will be used by the Army to replace the Cold War-era M855 round, which 
was developed in the 1970s and approved as an official NATO round in 1980. In recent 
years, troops have widely criticized it, saying it is ineffective against barriers such as 
car windshields and often travels right through unarmored insurgents, with less-than-
lethal effects. The Army plans to buy about 200 million rounds of the new ammunition 
over the next 12 to 15 months, Army officials said late last month. The lead-free 
M855A1 is more dependable than the current M855 and delivers consistent 
performance at all distances, Army officials said. It performed better than the current-
issue 7.62mm round against hardened steel targets in testing. Unlike the old M855 
round, the M855A1 is designed for use in the M4 carbine, which has a 14.5-inch barrel, 
compared with the M16’s 20-inch barrel. The propellant has been tailored to reduce the 
muzzle flash of the M4, but it also works in the M16A4 and other rifles chambered for 
5.56mm ammunition. 
Source: http://www.militarytimes.com/news/2010/07/marine_ammo_071110w/ 

20. July 11, Orlando Sentinel – (Florida) Research park adapts to anti-terrorism 
makeover. For nearly two years now, Central Florida Research Park in east Orange 
County has been quietly and subtly transforming some of its most prominent facilities 
into anti-terrorism fortresses for the high-tech military agencies located there. Security 
measures such as vehicle-resistant fences, steel entrance gates and concrete pylons have 
been installed with the aim of hardening what the military calls “soft” targets for 
terrorism. The research park, next door to the University of Central Florida in Orlando, 
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was a prime candidate for enhanced security, with its military complex built into in a 
suburban setting that is part college campus, part office park. The project is the result of 
a Pentagon edict, issued after the September 11, 2001, terrorist attacks, calling for 
security upgrades at any building with a substantial military presence. Much of the 
work was paid for by the Pentagon itself, including improvements at the military’s 
280,000-square-foot, high-tech, training-systems complex, which contains major Navy 
and Army contracting units, as well as other military agencies. 
Source: http://www.orlandosentinel.com/business/breakingnews/os-cfb-cover-research-
park-071210-20100711,0,1923194.story 

21. July 10, Naval Open Source INTelligence – (National) Boeing F-15 Silent Eagle 
demonstrator makes 1st flight. The Boeing Company Silent Eagle flight demonstrator 
aircraft F-15E1 completed a successful first flight July 8 from Lambert St. Louis 
International Airport. During the 80-minute flight, F-15E1 opened and closed its left-
side Conformal Weapons Bay, which contained an AIM-120 Instrumented Test Vehicle 
(ITV) missile. The ITV was not launched. “The Silent Eagle demonstration flight 
validated our initial engineering design approach,” said Boeing’s F-15 development 
programs director. 
Source: http://nosint.blogspot.com/2010/07/boeing-f-15-silent-eagle-
demonstrator.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed
:+blogspot/fqzx+(Naval+Open+Source+INTelligence) 

[Return to top]  

Banking and Finance Sector 

22. July 11, Network World – (International) Newest attack on your credit card: ATM 
shims. Shimming is the newest con designed to skim a person’s credit card number, 
PIN and other info when one swipes a card through a reader like an ATM machine. The 
shim is the latest attack being used by criminals to steal info at the ATM or other Pin 
Entry Device. According to Diebold, “The criminal act of card skimming results in the 
loss of billions of dollars annually for financial institutions and card holders. Card 
skimming threatens consumer confidence not only in the ATM channel, but in the 
financial institutions that own compromised ATMs as well.” Shimming works by 
compromising a perfectly legitimate card reader (like an ATM) by inserting a very thin 
flexible circuit board through the card slot that will stick to the internal contacts that 
read card data. The shim is inserted using a “carrier card” that holds the shim, inserts it 
into the card slot and locks it into place on the internal reader contacts. The carrier card 
is then removed. Once inserted, the shim is not visible from the outside of the machine. 
The shim then performs a man-in-the-middle attack between an inserted credit card and 
the circuit board of the ATM machine. 
Source: http://www.networkworld.com/community/node/63544 

23. July 10, Bank Info Security – (National) Four banks closed on July 9. Federal and 
state banking regulators closed four banks July 9, raising the number of failed 
institutions to 100 so far in 2010. Bay National Bank, Baltimore, Maryland, was closed 
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by the Office of the Comptroller of the Currency (OCC), which appointed the Federal 
Deposit Insurance Corp. (FDIC) as receiver. The FDIC entered into a purchase and 
assumption agreement with Bay Bank, FSB, Lutherville, Maryland, to assume all 
deposits of Bay National Bank. The FDIC estimates the cost to the Deposit Insurance 
Fund (DIF) will be $17.4 million. The FDIC has approved the payout of the insured 
deposits of Ideal Federal Savings Bank. The bank was closed by the Office of Thrift 
Supervision, which appointed the FDIC as receiver. The FDIC estimates the cost to the 
DIF will be $2.1million. USA Bank, Port Chester, New York, was closed by the New 
York State Banking Department, which appointed the FDIC as receiver. The FDIC 
entered into a purchase and assumption agreement with New Century Bank (doing 
business as Customer’s 1st Bank), Phoenixville, Pennsylvania, to assume all of the 
deposits of USA Bank. The FDIC estimates the cost to the DIF will be $61.7 million. 
Home National Bank, Blackwell, Oklahoma, was closed by the OCC, which appointed 
the FDIC as receiver. The FDIC entered into a purchase and assumption agreement 
with RCB Bank, Claremore, Okla., to assume all of the deposits of Home National 
Bank. In a separate transaction with the FDIC, Enterprise Bank & Trust, Clayton, Mo., 
agreed to purchase approximately $260.8 million of Home National Bank’s assets. The 
FDIC will retain the remaining assets for later disposition. The FDIC estimates the cost 
to the DIF will be $78.7 million. 
Source: http://www.bankinfosecurity.com/articles.php?art_id=2737 

24. July 9, The H Security – (International) Visa recommends weighing card readers to 
detect tampering. According to reports, Visa has revoked security approval for two 
Ingenico card readers (3070MP01 and i3070EP01), apparently in response to 
successful modification by skimmers. By introducing additional electronic components, 
the skimmers were able to store and later retrieve credit card details and PIN numbers. 
The compromised PIN entry devices (PEDs) are reported to be old models primarily 
used in the United states. Visa has also published a list of other PEDs which do not 
meet the PCI standard and are frequent targets of skimming attacks. Although this type 
of attack is not a new phenomenon, Visa’s response is, according to industry experts, 
surprising. The report states that this is the first time a specific vendor has been named 
and the first time Visa has admitted that a PCI-compliant retailer has fallen victim to an 
attack. The specifications contained in the Payment Card Industry Data Security 
Standard (PCI DSS) are intended to prevent attacks on computers and credit card 
systems. Although the number of compromised PEDs appears to be on the rise, an 
internal Visa memo states that approval of the devices was revoked as a purely 
precautionary measure. 
Source: http://www.h-online.com/security/news/item/Visa-recommends-weighing-
card-readers-to-detect-tampering-1035293.html 

25. July 9, New Orleans Times-Picayune – (Louisiana) Telephone debit card scam 
rampant in St. Charles Parish. The sheriff of St. Charles Parish, Louisiana warned 
residents July 9 about a telephone scam asking people for their debit card numbers. 
Residents throughout the parish have reported receiving automated telephone calls, 
purportedly from the First National Bank of St. Charles that show a local number on 
caller ID. The recorded message advises that the resident’s debit card has been 
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canceled and asks the resident to punch in his or her debit card number to have it 
reinstated. Armed with such information, thieves have been able to steal money. The 
sheriff said the calls are originating from a Web-based system and are virtually 
untraceable. He has verified that several residents have become victims of the scam. A 
flurry of calls disrupted the switchboard at St. Charles Parish Hospital July 6. 
Source: 
http://www.nola.com/crime/index.ssf/2010/07/telephone_debit_card_scam_ramp.html 

26. July 9, Annapolis Capital – (Maryland) Police uncover fake credit card 
operation. Anne Arundel County, Maryland police on foot patrol recently discovered a 
phony credit-card operation while investigating an illegally parked sports car outside a 
convenience store in Annapolis. Three Brooklyn, New York men were arrested at the 
scene and charged with creating more than 70 faux cards. Detectives now are piecing 
together how the fake plastic was made and whether identities were stolen in the 
process, said a county police spokesman. Police searched a vehicle that was parked in a 
no parking zone, finding a digital scale with suspected marijuana residue inside the 
glove box. The officers also found a black Nike shoe box in the trunk with 33 credit 
cards inside. Several of the credit cards did not have holograms or security codes and 
appeared to be forged, police said. 
Source: http://www.hometownannapolis.com/news/top/2010/07/09-18/Police-uncover-
fake-credit-card-operation.html 

[Return to top]  

Transportation Sector 

27. July 12, Washington Post – (District of Columbia) Driver of Metrobus had 
passengers fooled. A 19-year-old man suspected of impersonating a Washington 
Metropolitan Area Transit Authority (Metro) bus driver July 9 and crashing a Route B2 
bus carrying five adults and a baby before fleeing the scene initially drove so well that 
passengers thought he was a real Metro driver. The suspect was polite and knew the 
bus’s exact route. The ride was business as usual until about 4:15 p.m. when the 
suspect hit a tree near 17th Street Southeast and Massachusetts Avenue in Washington 
D.C., about two blocks from the Stadium Armory Metro station. The suspect pried 
open the back doors, got off and then opened the front doors from the outside to let the 
six passengers off. He then got off the bus and took off running. Metro said July 10 it 
will review its procedures to determine how a non-Metro employee, who was wearing a 
Metro uniform, was able to board a bus and drive away without identifying himself or 
being challenged. A Metro spokeswoman said drivers are required to show 
identification upon arrival. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/07/11/AR2010071103460.html?wprss=rss_metro 

28. July 12, Everett Daily Herald – (National) Colton Harris-Moore captured in the 
Bahamas. A two-year, cross-country, international, multimillion-dollar crime spree 
ended with the July 11 arrest in the Bahamas of the notorious fugitive known as the 
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“Barefoot Bandit.” The fugitive is at risk of prosecution for more than 70 crimes across 
eight states, and in three countries. More than $3 million in stolen or ruined property is 
connected to him. Despite no flight training, no driver’s license, no formal education 
for years and a tumultuous childhood, the teenager is suspected of piloting planes, 
stealing luxury cars, making off in pleasure boats and traveling from the Pacific 
Northwest to the Bahamas — all while wanted by authorities. He reportedly was seen 
running from police without shoes, which led to his headline-grabbing nickname. 
Police had to fire at the boat’s engines to force him to stop. The suspect was taken by 
plane to Nassau, the island nation’s capital, for processing. He is expected to appear in 
court there sometime this week. 
Source: 
http://www.heraldnet.com/article/20100712/NEWS01/707129947&news01ad=1 

29. July 12, BNO News – (Alaska) American Airlines flight to make emergency landing 
at U.S. military airbase in Alaska. An American Airlines flight from the United 
States to Japan has been diverted to a military airbase in Alaska, officials said early 
July 12. American Airlines flight 175, a Boeing 777, departed Dallas/Fort Worth 
International Airport in Texas July 11 and was scheduled to land at Narita International 
Airport later July 12 until it was diverted over the Bering Sea. The flight was reportedly 
diverted to Eareckson Air Station, a U.S. military airbase on the Alaskan Aleutian 
Islands of Shemya. Details on the cause for the diversion were not immediately 
available. 
Source: http://wireupdate.com/local/american-airlines-flight-to-make-emergency-
landing-at-u-s-military-airbase-in-alaska/ 

30. July 10, New York Times – (New York) Thousands stranded as New Haven line 
shuts down. Trains on Metro-North Railroad’s New Haven, Connecticut line stopped 
running for several hours on the afternoon of July 10 after the power supply was 
disrupted, and service remained spotty throughout the night. The problems stranded 
thousands of people at stations in Connecticut and Westchester County, New York, and 
led to a chaotic scene at Grand Central Terminal in Midtown Manhattan, where would-
be passengers rushed from track to track in an effort to find seats on any New Haven-
bound train. Passengers aboard trains that were in service when the power went out 
were forced to sit inside cars with no air-conditioning for more than two hours. One trip 
from New Haven to Grand Central, usually a two-hour journey, took five hours. A 
Metro-North spokesman said the problem was caused when the devices on top of 
several trains that pull electricity from the overhead lines tore down the wires just west 
of the Greenwich, Connecticut station. Railroad officials were unsure July 10 how the 
devices — known as pantographs — were able to bring down the power lines, but they 
suspected the recent heat wave might have played a role. “That can cause those wires to 
be very droopy,” said the spokesman. 
Source: 
http://www.nytimes.com/2010/07/11/nyregion/11power.html?_r=1&partner=rss&emc=
rss 
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31. July 10, The Oklahoman – (Oklahoma) Suitcases left near downtown Oklahoma City 
contained clothes, not explosives. A suspicious suitcase discovered beneath an 
Interstate 40 overpass in Oklahoma City July 9 turned out to be an apparent gift for 
transients, but caused quite a stir nonetheless. The Oklahoma Highway Patrol closed I-
40 between Walker Avenue and Interstate 235 about 9:30 a.m. after the suitcase was 
spotted so the Oklahoma City Police Department bomb squad could move in for a 
closer inspection. The suitcase was filled with clothing and hygiene items, apparently 
intended for people in need, said a police officer. Less than three hours later, a second 
suitcase was found near SW 4 and Robinson Avenue, filled with similar items. Both 
suitcases were left by a woman whose name was not released by police. 
Source: http://newsok.com/gifts-for-homeless-stir-bomb-fears-
downtown/article/3475079 

32. July 9, WTOP 103.5 FM Washington – (District of Columbia) Metro train re-routed 
for second time in 2 weeks. For the second time in two weeks, a Blue Line 
Washington Metropolitan Area Transit Authority (Metro) train was re-routed to the 
wrong track. Metro said that on the morning of July 9, maintenance workers near the 
Stadium-Armory station in Washington D.C. mistakenly switched a Blue Line train off 
course — sending it over to the Orange Line. The train was headed toward Largo Town 
Center. The train then reversed and went back to its intended track. Passengers were 
delayed about 10 minutes, and Metro said they don’t believe anyone was put at risk. A 
Metro employee will be tested for drugs and alcohol, which is standard procedure, and 
then most likely will be re-trained as a result of the incident. 
Source: http://wtop.com/?nid=25&sid=1999514 

For more stories, see items 6 and 37  
 
[Return to top]  

Postal and Shipping Sector 

33. July 12, KTRK 13 Houston – (Texas) Neighbors on edge after box left at home 
explodes. Neighbors in a northwest Houston neighborhood are scared after a bomb was 
sent to a woman at her home and exploded. Neighbors said the explosive was disguised 
as a box of chocolates. Eyewitness News first reported the incident on the night of July 
9. Investigators said the woman received the package at her home off Seamist a few 
weeks ago and opened it last night, which is when it exploded. Police are still not 
releasing the woman’s name, but she is in her 60s. A family member said the woman 
had surgery July 10, but is stable. 
Source: http://www.prisonplanet.com/neighbors-on-edge-after-box-left-at-home-
explodes.html 

[Return to top]  

Agriculture and Food Sector 
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34. July 12, Lexington Herald Leader – (Kentucky) Clover-linked condition killing cattle 
across Bluegrass. It’s been a tough year so far for Central Kentucky’s cattle producers 
as they struggle to contain a potentially fatal condition called “frothy bloat” that has 
taken a toll on herds. The damage has become so severe that state officials have 
petitioned the U.S. Department of Agriculture to include the condition in a program 
that allows farmers to request federal reimbursement for losses. In general, the cattle 
affected by frothy bloat, technically called primary ruminal tympany, have eaten too 
much clover. Though clover improves pasture quality, ingesting too much of it can be 
damaging because it can cause fermentation gases to be trapped inside the cattle’s 
rumen, or stomach. The clover produces a foam inside the cattle’s gastrointestinal tract 
that prevents them from being able to burp. When the gas can’t escape, the rumen 
expands, much like a balloon, and presses on the diaphragm. That can lead to 
suffocation. A survey suggests that just 1 percent of the cattle represented had died, but 
an extension beef cattle specialist at the University of Kentucky extrapolated from the 
results and national data to estimate that means losses of almost $5 million. 
Source: http://www.kentucky.com/2010/07/11/1344802/clover-linked-condition-
killing.html 

35. July 12, WNYC New York City – (New York) Back to school: New York City 
restaurants receive letter grades for sanitary conditions. Starting later this month, 
color-coded grades based on restaurant food-safety conditions will begin appearing in 
prominent locations to the entrances of New York City’s nearly 24,000 eating 
establishments. The grading system, finalized in June by the city’s Health Department, 
is based on the number of points a restaurant receives for violations of the health code. 
Restaurants with fewer than 13 violation points will receive a blue, “A” grade. 
Restaurants that earn between 14 and 27 points will be awarded a green “B” grade. 
Those establishments that have more than 28 points will receive the third and lowest 
grade, a yellow “C.” As the new system rolls out, restaurants presented with a grade 
lower than an “A” will have an automatic re-inspection at least a week later. If the 
second inspection still results in a “B” or “C” grade, the restaurant can appeal the 
assessment and post a “Grade Pending” sign while awaiting a final ruling. The health 
department said the grades provide diners with more information about the state of 
cleanliness in New York City’s restaurants. 
Source: http://beta.wnyc.org/articles/wnyc-news/2010/jul/12/back-school-new-york-
city-restaurants-receive-letter-grades-sanitary-conditions/ 

36. July 11, Hartford Courant – (Connecticut) Ammonia leak clears West Hartford 
restaurant. An ammonia leak forced the evacuation of A.C. Petersen Farms restaurant 
July 11 in West Hartford, Connecticut and kept state and local hazardous-materials 
experts on the scene for more than five hours. The restaurant reported the leak in its 
refrigeration system around 3:30 p.m. Officials cleared the restaurant and evacuated the 
adjacent Playhouse on Park theater, where a matinee show had played earlier. No 
injuries were reported. The restaurant may reopen July 12. 
Source: http://www.courant.com/community/west-hartford/hc-ammonia-leak-0712-
20100711,0,17166.story 
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37. July 11, WCNC 36 Charlotte – (North Carolina) Highway 75 reopened after train 
derailment. Highway 75 in North Carolina reopened to traffic July 11 after a train 
derailment shut down the road for more than three days. No one was injured when 11 
cars of an eastbound CSX freight train came off the tracks around 4:45 p.m. July 8 
along Highway 75 near the Magnolia Ridge subdivision. Six of the cars carrying grain 
careened into a wooded area, knocking down several trees along Highway 75. The road 
closure was blamed on those trees. The CSX train was hauling a mixed freight, but all 
the cars that derailed were carrying grain. There were no hazardous materials in or near 
the affected cars. CSX has not determined what caused the derailment. It is also not 
clear when the track will be fully cleared. The process has taken far longer than 
expected, officials said. 
Source: http://www.wcnc.com/news/Highway-75-reopened-after-train-derailment-
98212079.html 

38. July 10, Lake Wales News – (Florida) Horse disease prompts alert. Three fatal cases 
of eastern equine encephalitis (EEE) on the Ridge has prompted a health advisory to be 
issued for both horses and residents in Polk County, Florida. The disease claimed a 
horse in rural Lake Wales and another in rural Frostproof. Neither horse had been 
vaccinated for the disease, according to local and state medical officials. A 
spokesperson for the state health department confirmed that an additional fatal equine 
case in Polk occurred in April. In that case, the horse previously had been inoculated 
but was not current on its shots. To date, 32 cases of EEE have been confirmed 
statewide. One veterinarian noted that once a horse is infected and a veterinarian is 
called, it is usually much too late to save the animals. Although rare, the disease can 
also be spread to humans, according to the health department. So far, no human cases 
have been reported. 
Source: 
http://www.lakewalesnews.com/articles/2010/07/10/county_page/doc4c3779a97c1442
28374951.txt 

39. July 8, U.S. Food and Drug Administration – (California; Hawaii) J. Hellman Frozen 
Foods, Inc. recalls avocado pulp due to possible health risk. J. Hellman Frozen 
Foods, Inc. of Los Angeles has recalled 992 cases (4,960 retail units) of SeÃ±or 
Mexicanoâ�¢ Avocado Pulp, because it may be contaminated with Listeria 
monocytogenes, an organism which can cause serious and sometimes fatal infections. 
The avocado pulp was distributed in California and Hawaii, and includes 2 lb. bags of 
SeÃ±or Mexicanoâ�¢ Avocado Pulp, (UPC Code 7 503012 650001), with the Lot 
number A 21 04 10 / A 21 04 12. There have been no illnesses reported. The recall was 
issued based on a confirmed positive result for Listeria in a random sample test 
conducted by the U.S. Food and Drug Administration. J. Hellman has notified its 
customers and directed them to remove the product from their shelves. Consumers 
should dispose of the product or return it to the place of purchase for a refund. People 
with comments or concerns should contact J. Hellman’s director of food safety at 
213â��243â��9105 between the hours of 4 a.m. and 9:30 a.m. 
Source: http://www.fda.gov/Safety/Recalls/ucm218455.htm 
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40. July 8, BBC – (International) Australian vegetables poisoned as police probe 
sabotage. Police in Australia are investigating the poisoning of 7 million vegetable 
seedlings, including tomatoes, aubergines and melons. Detectives believe a herbicide 
was injected into the irrigation system at a nursery in northern Queensland. The 
poisoning was the fourth such incident in eight years. Farmers and analysts say the 
price of vegetables will increase as a result. The cost of the damage is estimated at 
$20.3 million. Police are investigating possible links to the other poisonings in the 
region, which produces most of Australia’s vegetables during the winter months. The 
bulk of the poisoned plants - around 4 million - were tomato seedlings. Some of them 
had already been transplanted on farms. Around 350 hectares of production land, with 
the capacity to grow about 200 tons of fresh produce, have been affected. The 
vegetables were destined for sale across Australia and for export to New Zealand and 
the Pacific island nation of Vanuatu. Prices in all three countries are likely to spike over 
the next few months until produce from other regions comes onto the market, reports 
say. 
Source: http://news.bbc.co.uk/2/hi/world/asia_pacific/10559447.stm 

41. July 8, U.S. Food and Drug Administration – (National) Miravalle Foods Inc. recalls 
peppers because of possible health risk. Miravalle Foods, Inc. of S. El Monte, 
California has recalled 37,318 lbs. of “Miravalle Chile California & Miravalle Chile 
Nuevo Mexico Brand Peppers” distributed between March 15 and May 6 to some 
customers in California, Colorado, Utah, North Carolina, Nebraska, Idaho, Oregon and 
Nevada because they may be contaminated with Salmonella. The recalled peppers were 
distributed to a small group of customers through direct delivery, distributors and retail 
stores. They are in bulk 25 lb. boxes, and varying sizes of clear plastic packages under 
the Miravalle Chile California & Miravalle Chile Nuevo Mexico” brand, including: 
3oz. (UPC Code: 7 12810-00301 & 7 12810-00304), 6 oz. (UPC Code: 7 12810-60001 
& 7 1280-60004), 8oz. (UPC Code: 7 12810-00802 & 7 12810-00803) and 16 oz. 
(UPC Code: 7 12810-16005 & 7 12810-16007) packages. No illnesses have been 
reported. The recall was issued after lab analysis of a random sample conducted by the 
U.S. Food and Drug Administration (FDA) revealed the presence of Salmonella. 
Production of the product has been suspended while the FDA and the company 
continue to investigate, Consumers who have purchased the peppers are urged to return 
them to the place of purchase for a full refund. Consumers with questions may contact 
the company at 1-626-575-7551 between 8 a.m. and 4 p.m. PST. 
Source: http://www.fda.gov/Safety/Recalls/ucm218474.htm 

[Return to top]  

Water Sector 

42. July 12, Waste and Recycling News – (National) Shipping company fined for 
discharging oily wastewater. A shipping company that deliberately discharged oily 
wastewater in U.S. waters will pay a $4-million fine, the U.S. government announced. 
Charges of illegal discharges were made against the Irika Shipping Company of 
Greece. The company pleaded guilty in U.S. District Court in Maryland, admitting to 
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making illegal discharges and concealing the discharges from the cargo ship M/V 
Iorana. The Iorana made port calls in Baltimore, Tacoma, Washington, and New 
Orleans, government officials said. The ship’s officers used a bypass hose to get around 
on-board pollution control equipment and dumped 6,000 gallons of oil sludge and bilge 
waste and plastic bags filled with oil-soaked rags, outside Baltimore in December 2009, 
according to the U.S. Department of Justice. Crew members were told to lie to U.S. 
Coast Guard inspectors about waste-water treatment and dumping. The investigation 
began in January 2010 when a crew member passed a note to the Customs and Border 
Protection inspector in Baltimore. 
Source: 
http://www.wasterecyclingnews.com/headlines2.html?id=1278944241&allowcomm=tr
ue 

43. July 9, WTNH 8 New Haven – (Connecticut) Water outage a concern in several 
towns. Aquarion Water Company officials issued a grim warning for their customers in 
Connecticut July 9. They said they are concerned about a possible, future water outage, 
and are asking some towns to ban all outdoor water use to make sure it does not 
happen. The company said they have experienced an all-time high in demand the week 
of July 5. They even activated a reverse 911 July 7 to alert towns to conserve water. 
“We are currently extending our system to its limits and are concerned that mechanical 
breakdowns or extended periods of peak demand will lead to water outages,” Aquarion 
said in a written statement. Aquarion contacted municipal leaders in Stamford, 
Ridgefield, Weston, Georgetown, Redding, Simsbury, Greenwich, Darien, New 
Canaan, Westport, Wilton, and Mystic and asked that they tell residents to conserve 
water. Aquarion Water Company serves approximately 580,000 people in 39 
communities throughout Connecticut. 
Source: http://www.wtnh.com/dpp/news/fairfield_cty/bridgeport-water-outage-
concerns 

44. July 7, Merced Sun-Star – (California) Crews attack large grass fire near treatment 
plant. Gray billows of smoke rose above Merced’s southern horizon July 7 as 
firefighters battled a massive grass fire near the California city’s wastewater treatment 
plant. Firefighters responded to the scene south of Gove Road and Dickenson Ferry 
Road shortly after 1 p.m. No injuries were reported in the blaze, and no structures were 
damaged. The cause of the fire remains under investigation, although the Merced fire 
chief speculated it to be electrical, possibly a downed power line. By 4:30 p.m. the fire 
had burned between 75 and 100 acres — about 75 percent to 85 percent of which was 
contained. Most of the charred landscape consisted of dried grass and shoulder-high 
weeds near a wetlands area. “This is out in an area where it’s really hard to get to,” the 
chief said. About 25 firefighters from the Merced Fire Department, and the Merced 
County Fire Department responded to the scene. 
Source: http://www.mercedsunstar.com/2010/07/07/1487318/crews-attack-large-grass-
fire.html#ixzz0tTsiYYVL 

For another story, see item 12  
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[Return to top]  

Public Health and Healthcare Sector 
 

Nothing to report 
 
[Return to top]  

Government Facilities Sector 

45. July 11, UPI – (Washington) Plutonium levels triple previous estimate. The amount 
of plutonium buried at a U.S. nuclear reservation in Washington State is almost triple 
what the government had previously reported, officials said. The New York Times 
reported July 11 the discovery of the higher plutonium levels at the 560-square-mile 
Hanford Nuclear Reservation will likely make long-term cleanup a greater challenge 
than previously thought. The plutonium poses no immediate radiation danger because 
of “institutional controls” such as guards, weapons and gates, the Times said. But 
scientists note plutonium, which can cause cancer in even small quantities, takes 24,000 
years to lose half its radioactivity. In coming generations, experts worry, plutonium 
could reach the underground water flow and enter the Columbia River. The U.S. 
Energy Department said it is deciding whether to try to clean up 90 percent, 99 percent 
or 99.9 percent of the waste, and now prefers the 99-percent option, the Times said. 
Source: http://www.upi.com/Top_News/US/2010/07/11/Plutonium-levels-triple-
previous-estimate/UPI-88411278854044/ 

46. July 10, Associated Press – (Oklahoma) Authorities seeking Okla. man accused of 
bomb hoax. A warrant has been issued for a man in connection with a bomb hoax near 
Bartlesville High School in Oklahoma. Washington County prosecutors have charged 
the 18-year-old suspect with planting a simulated explosive device. Police, the 
Oklahoma State Bureau of Investigation and the FBI were called to the Bartlesville, 
Oklahoma school June 22 after an employee reported seeing a pickup truck with what 
appeared to be a bomb on the back bumper. Authorities said the device looked like a 
small propane tank with tape around it and a red clock, but it wasn’t explosive. 
Investigators identified a vehicle on surveillance video and tracked it to a 17-year-old 
who they said told them that he, the suspect and another teen made the device and 
planted it. 
Source: http://mcalesternews.com/local/x279774024/Authorities-seeking-Okla-man-
accused-of-bomb-hoax 

47. July 8, DarkReading – (National) University databases in the bull’s eye. A high-
profile breach announced during the week of July 5-9 at the University of Hawaii (UH) 
Manoa was the latest in a rash of summertime university database exposures — and it 
serves as a reminder of how much work postsecondary institutions still must do to 
improve their data-security practices, according to experts. The UH Manoa breach 
affected approximately 53,000 students, faculty, and other customers of the university’s 
parking facilities. It was the result of a hacker gaining entry into a server containing a 
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database full of parking-facility customer data, including Social Security numbers and 
credit-card data. This spate of breaches at higher-education institutions is hardly a 
surprise to security experts. “When you think about it, educational institutions have a 
wealth of information,” said the vice president of global marketing for Application 
Security Inc. “They obviously have records on the students themselves, they have 
Social Security numbers, they have health records, and they also have financial 
information from the parents who are paying the bills. So they have a lot of very 
marketable data, which makes them a very attractive target.” The Social Security 
numbers, in particular, are a hot-button issue. Many universities have historically 
repurposed the numbers as student identifiers — a practice that has been abandoned by 
most organizations in light of the dangers it puts on student records. 
Source: 
http://www.darkreading.com/database_security/security/attacks/showArticle.jhtml?artic
leID=225702686&subSection=Attacks/breaches 

48. July 8, Associated Press – (Louisiana) Former National Guardsman accused of 
threats. A former soldier accused of threatening the U.S. President and governor of 
Louisiana denied threatening them, but said he is angry that the U.S. Department of 
Veterans Affairs (VA) would not pay for his counseling and prescriptions. After a 
hearing July 7, the a U.S. magistrate said the 26-year-old suspect, who was arrested 
early this month, must remain in federal custody. An assistant U.S. attorney said case 
workers and others told an FBI agent that the suspect repeatedly threatened the 
President, the Louisiana governor, and a U.S. Republican Representative from Baton 
Rouge. The Advocate reports that the suspect, a former member of the Louisiana Army 
National Guard, testified that the VA concluded his problems are not service-related. 
But he said they began after his return from Iraq. 
Source: http://www.klfy.com/Global/story.asp?S=12772510 

[Return to top]  

Emergency Services Sector 

49. July 11, New York Post – (New York) 15 injured in FDNY ambulance crash. Fifteen 
people were injured on July 9 when an ambulance collided with a car, which then 
plowed into a bus on busy 125th Street in New York City. The Fire Department City of 
New York EMS ambulance was headed to Randall’s Island to answer a call about an 
injury when the accident occurred at 11:45 a.m. Sources said the ambulance struck a 
car at Seventh Avenue and West 125th Street, and the car careened into a M100 city 
bus. Six people suffered serious injuries. All the injured, including the bus driver, were 
taken to St. Luke’s Hospital. A preliminary investigation indicated the crash was 
accidental and that no one was likely to be charged. 
Source: http://www.firehouse.com/news/top-headlines/15-injured-fdny-ambulance-
crash 

50. July 10, MetroWest Daily News – (Massachusetts) Man arrested after bombs found 
in Hopkinton. A man suspected of causing bomb scares July 9 at the Hopkington, 
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Massachusetts police station and in a quiet neighborhood, was arrested as experts 
disabled two improvised explosive devices. A bomb squad worked on Downey and 
Main streets while police obtained a warrant and arrested a town resident. Police had 
taken the suspect into protective custody earlier in the morning at a West Main Street 
business and found a “suspicious device” on him, according to a department press 
release. Officers took the device outside, secured the area and eventually released the 
suspect. Then, around 8:40 a.m., authorities responded to Downey Street, where a 
resident reported finding what may have been a bomb wedged into his camper. The 
device, a little bigger than a beer can, contained BBs, nails and rocks. It had been lit but 
didn’t blow up. Had it done so, it could have caused serious injuries, a fire chief said. 
Source: http://www.metrowestdailynews.com/news/x104355480/Suspected-explosive-
devices-found-in-Hopkinton 

51. July 8, WVIT NBC Connecticut – (Connecticut) Damage, but no injuries in 
ambulance fire. An ambulance was heavily damaged when it caught fire in 
Hartford,Connecticut July 8. Three emergency personnel were in the ambulance, along 
with a man in his 60s who was being transported, when the fire happened at 11:20 a.m. 
at the intersection of Wyllys Street and Charter Oak Place. The state department of 
environmental protection is looking into whether an oxygen tank led to the fire. No one 
was hurt. 
Source: http://www.nbcconnecticut.com/news/local-beat/Damage-But-No-Injuries-in-
Ambulance-Fire-98035734.html 

[Return to top]  

Information Technology Sector 

52. July 12, The New New Internet – (International) Spammers made June ‘Month of 
Malware’. The loss of several zombie networks due to legal actions caused spammers 
to up their criminal activities to make up for lost revenue, making June the month of 
malware, according to Symantec’s State of Spam & Phishing Report of June. In 2010, 
malware levels never rose above 3 percent of all spam, even on days when malware 
spam increased. In June, however, malware spam made up almost 12 percent of all 
spam on the 13th, and topped 5 percent on the 3rd and 15th. Phishing Web sites created 
by automated toolkits increased about 123 percent from May. The number of non-
English phishing sites also grew by 15 percent. Among non-English phishing sites, 
French and Italian continued to be higher in June. Phishing in French increased by one-
fourth, mainly in the E-commerce sector. 
Source: http://www.thenewnewinternet.com/2010/07/12/spammers-made-june-month-
of-malware/ 

53. July 12, The Register – (International) Apple ranks first in surging security bug 
count. The number of vulnerabilities in the first half of 2010 was close to the number 
recorded in the whole of 2009, security-notification firm Secunia reports. Apple ranks 
first, ahead of runner-up Oracle, and Microsoft in the number of security bugs found in 
all products. During the first six months of 2010, Secunia logged 380 vulnerabilities 
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within the top-50 most prevalent packages on typical end-user PCs, or 89 percent of the 
figure for the entire year of 2009. Secunia believes the security threat landscape is 
shifting from operating system vulnerabilities to bugs in third-party applications. 
Secunia reckons a typical end-user PC with 50 programs installed will be faced with 
3.5 times more security bugs in the 24 third-party programs running on their systems, 
than in the 26 Microsoft programs installed. Secunia expects this ratio to increase to 4.4 
in 2010. Patching to defend against these vulnerabilities is further complicated by the 
13 different software-update mechanisms running on each PC. 
Source: http://www.theregister.co.uk/2010/07/12/secunia_threat_report/ 

54. July 9, eWeek – (National) Stealthy, sophisticated technology threats are 
rampant. An overwhelming majority of companies have seen advanced security 
attacks on infrastructure, customer databases and internal systems by sophisticated 
malware, according to a report by the Ponemon Institute, an independent research and 
consulting firm dedicated to information management and privacy. The study, co-
sponsored by the network-security vendor NetWitness, found 83 percent of 591 
executives reported their companies have been targeted by advanced, stealthy attacks 
with more than 40 percent claiming they are targeted frequently. Other significant data 
from the study showed the that detecting threats was a time-consuming and accidental 
process rather than the result of proactive, information-technology management 
practices. Forty-six percent of companies took a month or longer to detect advanced 
threats; 45 percent discovered threats accidentally. Just over one-third (32 percent) 
believe they have adequate security technologies currently in place, with 26 percent 
reporting they have adequate security professionals working in their departments. 
Source: http://www.eweek.com/c/a/IT-Management/Stealthy-Sophisticated-
Technology-Threats-Are-Rampant-898918/ 

55. July 8, Nextgov – (National) Official calls securing critical infrastructure against 
cyberattack impractical. Securing the nation’s power grid and other computer 
systems that operate the nation’s critical infrastructure against cyberattack is 
unrealistic, because companies cannot afford to check if suppliers have provided 
trustworthy products, an intelligence official from the Energy Department (DOE) said 
July 8. “If you give me influence or control of your hardware or software supply chain, 
I control your systems,” said the DOE’s director of intelligence and counterintelligence. 
“We’re going to have to develop strategies [for managing the supply chain] that are 
consistent with [the assets] that we’re trying to protect.” Systems that pose a national 
threat if compromised, including military command-and-control systems and networks-
managing weapons, must be built using equipment from trusted companies, he added. 
He noted that the hardware and software must be checked for security vulnerabilities 
and possible malicious code that could cause problems. To vet the products would cost 
more than what private sector organizations likely can afford. The director of 
intelligence suggested government and companies diversify the pool of suppliers that 
provide the computer hardware and software that help operate the critical 
infrastructure. 
Source: http://www.nextgov.com/nextgov/ng_20100708_3510.php 
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

56. July 12, Reading Eagle – (Pennsylvania) Verizon crews work to restore service in 
Sinking Spring area. Verizon crews worked throughout the weekend to try to restore 
service to a few dozen customers in the Sinking Spring, Pennsylvania area who 
experienced phone or Internet disruptions since July 8, a company spokesman said. The 
disruptions occurred after a UGI Utilities crew, boring to test for natural gas leaks, 
struck an underground cable near Routes 422 and 724. All service should be restored 
by July 12, officials said. The temporary repairs will be followed by replacement of the 
underground cables disrupted by the utility crew. Anyone still experiencing service 
problems should find a working phone and call 800-VERIZON to report the issue. 
Source: http://readingeagle.com/article.aspx?id=233853 

57. July 9, Cary News – (North Carolina) Cut line leaves about 10,000 without 
cable. About 10,000 cable customers in Cary and Morrisville, North Carolina lost 
cable, Internet and phone service for six hours July 8 after a fiber optic line was cut by 
a road crew. The line was cut about 10 a.m. by a crew working on a traffic signal at the 
intersection of Davis and Cornerstone drives. A Time Warner Cable spokesman said he 
did not know who was conducting the work but added that it was not a Time Warner 
crew. The cut line also interrupted service from three, different cell-phone towers. 
Service was restored at 4:10 p.m. July 8. 
Source: http://www.carynews.com/2010/07/11/19076/cut-line-leaves-about-10000-
without.html 

58. July 9, LEX 18 Lexington – (National) AT&T experiencing cell phone outages in 
four states. AT&T said July 9 they were experiencing cell phone outages in parts of 
Kentucky, Tennessee, Georgia and Pennsylvania. The company stressed that the 
outages are isolated to some areas, and are not affecting entire states. The source of the 
problem has not been identified, but AT&T said technicians are working on resolving 
the issue. To reach AT&T about the outages, call (800) 331-0500, and dial “0” for the 
operator. 
Source: http://www.lex18.com/news/atandt-experiencing-cell-phone-outages-in-four-
states 

[Return to top]  

Commercial Facilities Sector 
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59. July 12, Des Moines Register – (Iowa) Bomb squad probes suspicious object in 
Pleasant Hill. The Des Moines, Iowa Bomb Squad helped Pleasant Hill police disarm 
an object resembling a bomb July 10 at Sleepy Hollow Sports Park. Maintenance 
workers called police after discovering the item at the hangman’s gallows on the 
outskirts of the Sleepy Hollow Renaissance Fair. According to police reports, the object 
was a plastic toolbox containing two gas cylinders. On top of the cylinders were a 
kitchen timer and a circuit board. A responding Pleasant Hill police officer determined 
the item appeared to be a time bomb, cleared the area, and requested a bomb squad. 
The bomb squad used a robot to inspect the device, take an X-ray, and then disrupt the 
device. Pleasant Hill police searched the area, and the item was placed in storage for 
further investigation. 
Source: http://www.desmoinesregister.com/article/20100712/NEWS/7120324/-
1/LIFE04/Bomb-squad-probes-suspicious-object-in-Pleasant-Hill 

60. July 12, TIME – (International) Are Somali militants behind the Uganda 
blasts? Simultaneous explosions tore through crowds watching the World Cup final in 
the Ugandan capital of Kampala July 11, killing 64. Somali Islamic militants are 
expected to have carried out the the bombings, one at a rugby club, where 49 people 
died, and the other at an Ethiopian restaurant, where 15 were killed. A spokesman for 
the Ugandan government said vests and body parts at the scenes indicated the work of 
suicide bombers. The U.S. embassy in Kampala confirmed that one American was 
among the dead at the restaurant. A church group from Pennsylvania was inside at the 
time, according to the Associated Press, and several Americans were among the scores 
of wounded. The Kampala police chief suspected that Somali extremist group al-
Shabab was behind the bombings. While al-Shabab is a fragmented organization and no 
one leader speaks for all its factions, a spokesman for al-Shabab in Kismayo, southern 
Somalia told TIME, “This is the work of mujahedin. We were happy with those guys 
who did that. God will reward them.” He did not confirm that al-Shabab was 
responsible for the attacks, but he did say the bombings were in response to calls in the 
region for a stronger international force to intervene in Somalia’s ongoing civil war. At 
the start of the World Cup, al-Shabab threatened to execute anyone caught watching a 
broadcast of the tournament in Mogadishu because it deemed the tournament frivolous 
Western entertainment. 
Source: 
http://www.time.com/time/world/article/0,8599,2003120,00.html#ixzz0tTHs5mxj 

61. July 11, WFAA 8 Dallas-Fort Worth – (Texas) Suspicious package found at Fort 
Worth church. The Fort Worth, Texas bomb squad was called to an east-side church 
July 11 after a worker opening the Mount Moriah Baptist Church found a suspicious 
device. The package was described as several electronic devices — including a camera 
and a clock — connected with wires and some canisters. Church members arriving for 
services were turned away as the bomb squad’s robot disassembled the device and 
found it to be harmless. Fire department investigators said it may have simply been a 
collection of forgotten tools. But the Mount Moriah pastor feels that what happened 
was certainly no accident. No one saw the package when the church was locked up the 
previous night. In the end, investigators determined the package was not dangerous. 
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Their focus now is figuring out whether it was all a harmless mistake or a deliberate 
attempt to intimidate. 
Source: http://www.wfaa.com/news/local/bum-98207534.html 

62. July 11, Fort Wayne Journal Gazette – (Indiana) Grenade successfully detonated by 
Toledo Bomb Squad at Nettle Lake. A live hand grenade from the Vietnam era was 
safely detonated July 10 after children found it at Nettle Lake in Williams County, 
Indiana. A Nettle lake resident called police at 5:20 p.m. to report the incident. 
Deputies and firefighters verified the device was a hand grenade and secured the area 
for public safety. A bomb squad from the Toledo Police Department arrived and 
worked with the U.S. military to determine that the grenade was an explosive device 
from the Vietnam era. Bomb technicians dug a hole and lined it with concrete before 
moving the grenade into the hole and detonating it at 11 p.m. A piece of concrete struck 
a nearby lake cottage, causing minor damage, police said. The Williams County 
Sheriff’s Department was assisted by the Northwest Township Fire Department and 
Williams County EMS. 
Source: 
http://www.journalgazette.net/apps/pbcs.dll/article?AID=/20100711/LOCAL07/100719
968 

63. July 9, Los Angeles Fire Department – (California) Late night structure fire blazes in 
Jefferson Park. On July 8 at 10:56 p.m., firefighters arrived at a 10,000 square-foot, 
two-story commercial building in Los Angeles that had smoke and fire showing. 
Additional firefighters were immediately requested. Fourteen companies of Los 
Angeles Fire Department firefighters, 7 LAFD rescue ambulances, 2 urban search and 
rescue units, 1 hazardous-materials team, 3 EMS battalion captains, 5 battalion chief 
officer command teams, and 1 division chief officer command team responded to the 
Jefferson Park area structure fire. The building, operated by L.A. Shoji & Decorative 
Products Inc., had offices on two-stories in the front, and a large one-story, screen-
manufacturing facility in the rear that was separated by a wall with a rolling steel door. 
As the blaze grew, firefighters were able to strategically stand on the bearing wall that 
separated the manufacturing facility for support. However, the efforts of the firefighters 
on the roof and interior were halted due to worsening conditions. Within 30 minutes, all 
members were cleared from the structure. Shortly thereafter, a partial roof collapse 
occurred. The first arriving 111 firefighters were able to extinguish the blaze in 72 
minutes. The 74-year-old building was cordoned off due to its structural integrity being 
compromised and having significant exterior cracks. Monetary loss from the blaze is 
still being tabulated and the cause of the fire remains under investigation.There were no 
reported injuries. 
Source: http://lafd.blogspot.com/2010/07/late-night-structure-fire-blazes-in.html 
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64. July 11, KMVT 11 Twin Falls – (Idaho) Brush fires torch thousands of acres. Fire 
crews are working to contain two massive brush fires in Bliss, Idaho. Bureau of Land 
Management firefighters, the U.S. Forest Service, and rural fire departments are 
working together to contain the blazes. Lightning strikes July 10 are responsible for 
starting a 2,700-acre brush fire near Bliss, and another 440-acre brush fire, called the 
Clover Fire, a bit north of there. A few power lines are burned, but the fires missed the 
windmills and homes in the area. 
Source: http://www.kmvt.com/news/local/Brush-fires-torch-thousands-of-acres--
98213289.html#tvg 

65. July 10, Wenatchee World – (Washington) Highway 97A reopened near Swakane 
Canyon fire. Highway 97A in Wenatchee, Washington reopened to traffic July 11 after 
a brief closure starting about 5:35 p.m. when winds blew the Swakane Canyon fire to 
the roadway. Fire officials July 11 had put residents living along Highway 97A near the 
mouth of Swakane Canyon on Level 1 alert, meaning they should be aware of the fire. 
People living there who have health conditions should have plans in place if they need 
to evacuate, and people with livestock should be looking for places to place their 
animals, said a spokesman for the Washington Interagency Incident Management 
Team. Officials have already evacuated 18 people living in the canyon. Burch 
Mountain Road and the Nahahum Canyon Road have been closed, while the Swakane 
Canyon Road is open to local traffic only. Boaters expecting to travel in the area of 
Rocky Reach Dam should expect to be diverted to avoid helicopters dipping for water 
in the Columbia River, a incident management team official said. As of 9 a.m. Sunday 
morning, four helicopters were being used. Officials also advised motorists to be alert 
for fire vehicles crossing the highway. The fire spread from 3,000 to 4,500 acres July 
10 and 11. Crews battling the blaze were from the U.S. Forest Service, the state 
department of natural resources, and local fire districts. The fire was believed to have 
started about three miles up Swakane Canyon. The cause is under investigation.  
Source: http://www.wenatcheeworld.com/news/2010/jul/10/fire-causes-evacuation-
notice-for-swakane/ 

66. July 10, Contra Costa Times – (California) Two acid bombs found in Tilden Park 
parking lot. Park rangers in Berkeley, California discovered two home-made acid 
bombs July 9 in the parking lot of the Tilden Regional Park. Officers from the East Bay 
Regional Parks Police and Fire arrived around 11:30 a.m., and confirmed the two 
suspicious devices were acid bombs — one-liter plastic bottles wrapped in duct tape 
containing acid and aluminum foil. The area was immediately evacuated and cordoned 
off. Contra Costa County hazardous materials specialists and members of the Walnut 
Creek Police Department’s bomb squad attempted to detonate the two bombs, but the 
devices failed to explode. The two bombs were then diffused and rendered safe. No 
suspects were arrested. East Bay Regional Parks police detectives will continue to 
investigate the incident. 
Source: http://www.mercurynews.com/ci_15487197 

67. July 10, KNXV 15 Phoenix – (Arizona) Wildfire burns 3,000 acres north of 
Phoenix. A lightning strike is believed to have started a wildfire burning near the Agua 
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Fria Naional Monument about 40 miles north of Phoenix, Arizona. The “Bloody Fire” 
was first reported around 4:30 p.m. July 10, near I-17 and Bloody Basin Road. The fire 
had grown to 3,000 acres, but was 80 percent contained as of the afternoon of July 11. 
A helicopter, single-engine air tanker and ground crews were fighting the fire. Officials 
expected to have the fire contained later July 11. 
Source: 
http://www.abc15.com/dpp/news/region_central_southern_az/black_canyon_new_river
/wildfire-burns-3,000-acres-north-of-phoenix 
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Dams Sector 

68. July 12, Associated Press – (International) Workers repair reservoir in 
China. Hundreds of workers and soldiers scrambled July 12 to drain a reservoir 
threatening to burst in far western China after torrential rains since June caused more 
than 400 deaths across the country, state media said. Rescuers were building a channel 
for draining the overflowing Wenquan reservoir in the remote city of Golmud in the 
high-altitude region of Qinghai, the official Xinhua News Agency reported. If 
breached, the reservoir could damage the nearby Qinghai-Tibet railway, along with the 
city’s power and water plants. Some places would be submerged in as much as 10 feet 
of water, Xinhua said. About 10,000 residents in Golmud have been moved to 
temporary camp sites. The drainage channel could be completed as early as Tuesday, 
the report said. More rain was expected for Qinghai through Tuesday, and for parts of 
southern China that have been pelted with torrential storms since June, the China 
Meteorological Administration said. More than 42,000 houses have collapsed and 
another 121,000 were damaged across nine provinces, the Ministry of Civil Affairs 
said. Hundreds of thousands of acres of crops have been affected, with economic losses 
estimated at 8.9 billion yuan ($1.3 billion). 
Source: http://www.time.com/time/world/article/0,8599,2003106,00.html 
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