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Top Stories 

• According to the New York Times, the soldier accused of downloading a huge trove of 
secret data from military computers in Iraq appears to have exploited a loophole in Defense 
Department security to copy thousands of files onto compact discs over a six-month period. 
(See item 41) 

• The Roanoke Times reports that a former Roanoke police officer charged in a bank robbery 
planned to massacre city and Franklin County, Virginia officers, said a federal search 
warrant filed July 6. (See item 44) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. July 9, Greenwhich post – (Connecticut) High temperatures melt cables. A relentless 
high pressure system blanketed the area this week with a heat index nearing 110 
degrees F., melting underground cables causing power outages in Greenwich, 
Connecticut on July 5 and 6. Connecticut Light and Power crews worked through the 

http://www.dhs.gov/
http://www.esisac.com/
http://www.esisac.com/
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night to replace damaged equipment and keep electrical power flowing. According to 
the Town of Greenwich Emergency Management director, as many as 4,000 customers 
were without power late July 5. Most of the outages were along the Putnam Avenue 
corridor and north because many of the damaged bundles of cable run under the street 
where Greenwich Avenue meets the Post Road. The National Weather Service reported 
that high humidity in the region accompanying the high temperature would make it feel 
hotter. 
Source: http://www.acorn-online.com/joomla15/greenwich-post/news/local/63725-
high-temperatures-melt-cables.html 

2. July 9, Dallas Morning News – (Texas) Replacing steel gas lines in Dallas-Fort 
Worth could take 20 years. Data released by state regulators shows the Dallas-Fort 
Worth area has about 300,000 steel gas-supply lines, the type blamed in several home 
explosions. The Texas Railroad Commissioner proposed the week of July 5 that 
utilities be required to replace 2.2 million steel service lines statewide with plastic lines, 
which do not corrode like steel. But in North Texas alone, that could require more than 
$500 million. Atmos Energy’s chief executive officer said July 8 that although the 
natural gas network remains safe, the company needs to replace the aging steel service 
lines. Atmos officials say they have been replacing the steel lines with plastic since the 
company bought the utility in 2004. Now, Atmos has accelerated that replacement 
program. But even at the accelerated pace of 500 per week, replacing all 524,546 steel 
service lines in Atmos’ Mid-Tex Division could take about 20 years. The utility said it 
has been assessing which areas are most at risk for leaks and explosions. Those will get 
replacements first. 
Source: http://www.dallasnews.com/sharedcontent/dws/news/localnews/stories/DN-
atmos_09met.ART.State.Edition1.29440c4.html 

3. July 6, Lubbock Avalanche-Journal – (Texas) Heavy rains burst oil line upstream of 
future Lubbock water supply. Crude oil spilled into a river feeding a future City of 
Lubbock, Texas, drinking supply Tuesday, June 29, and shut down water service to 
lake homes outside of Justiceberg. The Texas Commission on Environmental Quality 
closed Lake Alan Henry indefinitely as crews continued oil cleanup efforts along the 
Double Mountain Fork of the Brazos River that flows into the reservoir. “There’s a 
sheen in the river,” a spokesman said. “They’re looking at the banks, as well.” Early 
reports also described a sheen of oil on the lake near the mouth of the river, though 
crews were still studying the area late Tuesday afternoon. Employees and contractors 
for Plains All American Pipeline LP were using boats and other equipment to monitor 
oil spilled from a broken 4-inch crude line fter heavy rains washed away river banks 
sometime Monday afternoon, a company spokesman said. Wells feeding the pipeline 
were shut down. The company worked to figure out Tuesday afternoon how much 
crude had poured into the river. “Until we can determine when the rupture occurred, 
then we’re unable to assess the volume,” he said. Record rainfall appeared to push 
Brazos River over its banks and washed out the foundations of several nearby oil lines. 
Plains pipeline stretched booms across the river to catch the oil. The company had up to 
100 employees and contractors working in the area Tuesday afternoon. State 
environmental employees took water samples Tuesday and advised a local supplier 
providing drinking water to 43 taps — most of them lake homes — to stop pumping 

http://www.dallasnews.com/sharedcontent/dws/news/localnews/stories/DN-atmos_09met.ART.State.Edition1.29440c4.html
http://www.dallasnews.com/sharedcontent/dws/news/localnews/stories/DN-atmos_09met.ART.State.Edition1.29440c4.html
http://www.acorn-online.com/joomla15/greenwich-post/news/local/63725-high-temperatures-melt-cables.html
http://www.acorn-online.com/joomla15/greenwich-post/news/local/63725-high-temperatures-melt-cables.html


 - 3 - 

from the lake. The South Garza Water Supply Corporation had enough water for two to 
five days and had a groundwater well. 
Source: http://lubbockonline.com/filed-online/2010-07-06/heavy-rains-burst-oil-line-
upstream-future-lubbock-water-supply-updated 

[Return to top]  

Chemical Industry Sector 

4. July 9, Elyria Chronicle-Telegram – (Ohio) Chemical leak at Ridgeville trucking 
company being cleaned up. The North Ridgeville, Ohio, Fire Department was on the 
scene of a chemical spill at Chapin Trucking on Center Ridge Road. According to the 
assistant fire chief a tow-motor punctured a 55-gallon drum of sodium-hydroxide about 
7 a.m. July 9, causing about half of it to leak out onto some gravel. He said the Lorain 
County Emergency Management Agency has come to the scene, and the Ohio 
Environmental Protection Agency is on the way from Twinsburg. The spill is all on 
private property at Bement and poses no risk or inconvenience to the general public. He 
said sodium-hydroxide, which is an additive used in drain cleaners, is a corrosive, but 
there is no explosion risk or ventilation hazard. 
Source: http://chronicle.northcoastnow.com/2010/07/08/chemical-leak-at-ridgeville-
trucking-company-being-cleaned-up/ 

5. July 8, Lancaster Intelligencer Journal – (Pennsylvania) HazMat incident shuts 
Dillerville Road for 3 hours. A Lancaster, Pennsylvania, street was closed for three on 
July 8 after a release valve malfunctioned on a rail car filled with a very flammable 
liquid. Dillerville Road was closed from Harrisburg to Manheim pikes from about 1 
a.m. to 4 a.m., as a hazardous materials crew and city firefighters worked to ensure 
there was no danger to the surrounding area from the release of a small amount of the 
liquid, called styrene. The styrene, used to make plastic foam cups, was in a tanker car 
headed to Dart Container in Leola. When the train stopped near the Dillerville Road 
overpass, a rail worker smelled the liquid, which has a pungent odor. It turned out a 
relief valve on top of the rail car wasn’t properly working, and a small amount of 
styrene had leaked out. The Lancaster County Haz-Mat team responded to the incident, 
as well as city firefighters. Emergency workers used the equivalent of an industrial-
sized twist-tie to create a seal on the tank. Lancaster Emergency Medical Services 
Association checked out workers at the scene. This was the third time in six years that a 
styrene tanker car leaked in that area, fire officials said. The car had traveled from 
Canada, and is owned by Shell Oil Corp., he said. 
Source: http://articles.lancasteronline.com/local/4/264156#ixzz0tCVLnk2m 

6. July 8, Jersey City News – (New Jersey) Fire at Bayonne warehouse containing 
sulfuric acid and castor oil products is put out without damage beyond the site 
itself. Disaster was averted on July 7 as Bayonne, New Jersey, firefighters doused a fire 
at a warehouse that contained between 500 and 800 gallons of sulfuric acid. Some 30 
firefighters responded to the two-alarm blaze at around 1:30 a.m. at the Vertellus 
Specialties warehouse, located at Avenue A and Gertrude Street. Finding flames 
shooting from the roof of the 3,750-square-foot facility, firefighters battled the fire for 

http://lubbockonline.com/filed-online/2010-07-06/heavy-rains-burst-oil-line-upstream-future-lubbock-water-supply-updated
http://lubbockonline.com/filed-online/2010-07-06/heavy-rains-burst-oil-line-upstream-future-lubbock-water-supply-updated
http://chronicle.northcoastnow.com/2010/07/08/chemical-leak-at-ridgeville-trucking-company-being-cleaned-up/
http://chronicle.northcoastnow.com/2010/07/08/chemical-leak-at-ridgeville-trucking-company-being-cleaned-up/
http://articles.lancasteronline.com/local/4/264156#ixzz0tCVLnk2m
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roughly an hour before bringing it under control, the fire chief said in a statement. No 
injuries were reported and the cause of the fire is under investigation. Firefighters were 
notified about the fire by a person who was riding by the warehouse on a bicycle. State 
officials confirmed there was “no significant off-site impact” from the fire. The plant 
employs 32 people and is primarily used for processing castor oil used in paint, ink 
production and cosmetics, officials said. The factory owners reported that the 
warehouse contained 80 55-gallon drums of castor oil products, 500 to 800 gallons of 
sulfuric acid, a 55-gallon drum of Isopropyl alcohol and boxed rags soaked with castor 
oil. A State Department of Environmental Protection (DEP) spokesman said sulfuric 
acid leaked from at least one container that was damaged by the fire and yesterday 
afternoon Hudson Regional Health Commission and DEP officials were still 
investigating if other barrels contained hazardous materials. In a statement, Vertellus 
said the building was “primarily used” for storage of non-hazardous materials for 
disposal, such as materials from castor oil processing. The warehouse sustained 
significant interior and roof damage, officials said. Vertellus hired the Bayonne-based 
Ken’s Marine to clean up the spilled liquid, which included castor oil, sulfuric acid and 
water used to put the fire out, Bayonne officials said.  
Source: http://www.nj.com/news/jjournal/bayonne/index.ssf?/base/news-
6/1278571298269610.xml&coll=3 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

7. July 9, Rutland Herald – (Vermont) NRC chairman coming to Vermont to see 
Yankee. The NRC announced July 8 that the NRC chairman would hold a round table 
discussion about Vermont Yankee July 14 and would meet with local press before 
touring the Vernon reactor. The NRC chairman is meeting with representatives from 
Conservation Law Foundation, Vermont Public Interest Research Group, Safe and 
Green Campaign and Citizens Awareness Network, all groups that have worked to shut 
the reactor down. The NRC said other stakeholders were also being invited to the round 
table, which is scheduled to last 90 minutes. Vermont Yankee’s federal operating 
license expires in March 2012, and so far state officials have refused to give the 38-
year-old reactor clearance to keep operating for another 20 years, as its owner, Entergy 
Nuclear of Jackson, Mississippi, wants. 
Source: 
http://www.rutlandherald.com/article/20100709/NEWS02/707099943/1003/NEWS02 

8. July 9, Rutland Herald – (Vermont) Vt. Public Service Board hears calls for Yankee 
nuke plant to close. People from all over Vermont told the Public Service Board July 8 
that it was time to pull the plug on the aging Vermont Yankee nuclear reactor. People 
from Williston, Ryegate and Sharon joined residents of towns surrounding Vermont 
Yankee in telling the PSB Entergy Nuclear was not the kind of corporate citizen 
Vermont wanted and its recent history of radioactive leaks was an indication of things 
to come. The board had opened an investigation into this winter’s leaks of radioactive 
material, predominantly tritium, into the ground and groundwater at the Vernon reactor, 
as well as allegations that top-level Entergy Nuclear executives deliberately misled the 

http://www.nj.com/news/jjournal/bayonne/index.ssf?/base/news-6/1278571298269610.xml&coll=3
http://www.nj.com/news/jjournal/bayonne/index.ssf?/base/news-6/1278571298269610.xml&coll=3
http://www.rutlandherald.com/article/20100709/NEWS02/707099943/1003/NEWS02
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board and other state regulators to avoid scrutiny of aging underground pipe systems. 
The July 8 public hearing was the public portion of that investigation, which will 
include technical hearings before the board, as several environmental groups will try 
and make the case Entergy Nuclear should lose its certificate of public good for the 
reactor. While the overwhelming majority of people at the hearing at Brattleboro Union 
High School were against the plant’s continued operation, there was a handful of 
Entergy Nuclear employees, and a few nuclear energy supporters, who warned that 
Vermont Yankee’s relatively inexpensive power would be hard to replace in the state’s 
overall economy. But their economic warnings were overshadowed by dozens of 
people who said they were willing to pay higher prices for electricity, if it meant 
Vermont Yankee and its recent history of problems and radioactive leaks became a 
thing of the past. 
Source: 
http://www.rutlandherald.com/article/20100709/NEWS02/707099887/1003/NEWS02 

9. July 7, Homeland Security NewsWire – (International) China’s nuclear reactors to 
use technology rejected by U.S., U.K. as unsafe. Ten of China’s proposed nuclear 
power reactors will use Westinghouse’s AP1000 advanced technology. The United 
States rejected the AP100 design, saying key components of the reactor might not 
withstand events like earthquakes and tornadoes. The United Kingdom indicated it, too, 
would reject Westinghouse’s new reactor because it could be vulnerable to terrorist 
attacks. Ten of China’s proposed nuclear power reactors will use Westinghouse’s 
AP1000 advanced technology considered safer, a Chinese energy official said. The 
U.S. company’s technology, described as among the most advanced in the world, 
operates longer, a Xinhua-China Daily report said, adding that China is currently 
building the largest number of nuclear power stations worldwide. UPI reports that The 
AP1000, a third-generation technology, will be used on six reactors at three inland 
nuclear plants in Hunan, Hubei, and Jiangxi provinces, and on two pairs of reactors in 
coastal Zhejiang and Shandong provinces, said the official, who asked not to be 
identified citing security reasons. 
Source: http://homelandsecuritynewswire.com/chinas-nuclear-reactors-use-technology-
rejected-us-uk-unsafe 

[Return to top]  

Critical Manufacturing Sector 

10. July 9, McClatchy – (Illinois) Three workers injured in Mittal 
explosion. ArcelorMittal and union officials are investigating what led to an 
“explosion” on the east side of the Indiana Harbor integrated steelmaking complex the 
morning of July 8. Three employees were injured in the No. 4 Steel Producing area 
when rain water runoff entered an iron ladle causing a reaction, a company 
spokeswoman confirmed. The ladle, which is similar to a brick-lined tub, contained 
molten iron and was sitting outside to have the molten iron emptied into the basic 
oxygen furnace to make steel. Water ran from a building roof from the heavy rains 
early Thursday to cause what was likely a steam explosion. All three employees have 
been released from health care facilities and did not suffer serious injuries. 

http://www.rutlandherald.com/article/20100709/NEWS02/707099887/1003/NEWS02
http://homelandsecuritynewswire.com/chinas-nuclear-reactors-use-technology-rejected-us-uk-unsafe
http://homelandsecuritynewswire.com/chinas-nuclear-reactors-use-technology-rejected-us-uk-unsafe
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Source: http://www.tradingmarkets.com/news/stock-alert/mt_three-workers-injured-in-
mittal-explosion--1031395.html 

11. July 9, Associated Press – (Indiana) E. Indiana factory building burns after 
lightning hit. A factory building in eastern Indiana was badly damaged by a fire that 
started after employees saw a lightning strike as a line of thunderstorms moved through 
the area. No injuries were reported from the fire Thursday evening at Littler Diecast in 
the Delaware County town of Albany, Indiana. The fire left the building gutted and its 
roof partially collapsed. The town’s fire chief says crews had to apply a fire-
suppressing foam on the blaze because of magnesium and other chemicals in the 
aluminum alloy die casting factory. A Littler employee said he and other workers in a 
nearby building saw a lightning strike, followed by flames from the factory’s 
smokestack. 
Source: http://www.chicagotribune.com/news/chi-ap-in-lightning-
factory,0,851071.story 

[Return to top]  

Defense Industrial Base Sector 

12. July 8, Nextgov – (National) U.S. nuke agency announces new data, physical 
security controls. The agency that oversees the nation’s nuclear weapons stockpile 
announced on Thursday the rollout of new information and physical security controls 
aimed at balancing efficiency and safety. But officials said the implementation of 
information security improvements is about a year behind the progress the agency has 
made on physical protection. The National Nuclear Security Administration (NNSA) 
adopted on July 2 new policies on information and physical security that replace 
existing rules. The changes were prompted by a yearlong review of the agency’s 
security posture. Completion of the overhaul is not expected for several years. During 
the past decade, NNSA has suffered a series of high-profile data breaches. One of the 
key information security changes is a standard rule on what types of data formats must 
be handled as “accountable matter,” or material that is so secret it requires a complex 
audit trail. Under the new guidelines, accountability applies to all Top Secret 
information, regardless of whether the material is stored electronically or on paper. 
Simultaneously, the agency decided to exclude removable media devices such as thumb 
drives that contain only secret-level information from accountability. 
Source: http://www.nextgov.com/nextgov/ng_20100708_6188.php?oref=topstory 

[Return to top]  

Banking and Finance Sector 

13. July 9, AM 850 – (Florida) Credit card skimmers. Alachua County Sheriff’s Deputies 
are warning North Central Florida residents about a recent identity theft trend. Two 
more skimmers have been uncovered in other nearby station pumps. Authorities also 
discovered that some of the skimmers contained Bluetooths, a wireless technology used 
to exchange data. A sherriff department spokesman says skimmers are easy to place 

http://www.chicagotribune.com/news/chi-ap-in-lightning-factory,0,851071.story
http://www.chicagotribune.com/news/chi-ap-in-lightning-factory,0,851071.story
http://www.nextgov.com/nextgov/ng_20100708_6188.php?oref=topstory
http://www.tradingmarkets.com/news/stock-alert/mt_three-workers-injured-in-mittal-explosion--1031395.html
http://www.tradingmarkets.com/news/stock-alert/mt_three-workers-injured-in-mittal-explosion--1031395.html
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and hard to detect. The skimmers were most likely put there during the Fourth of July 
weekend. 
Source: http://www.am850.com/index.php?id=3486 

14. July 9, Associated Press – (Texas) 5 indicted over San Antonio hotel-related ID 
theft. Five people have been indicted after credit card numbers from thousands of 
guests at the Emily Morgan Hotel in San Antonio, Texas were stolen. Federal 
indictments unsealed July 8 outlined the alleged multistate shopping spree. All five 
defendants are charged with conspiracy to commit identity theft fraud. Other counts, 
against various suspects, include possessing counterfeit cards, have equipment to make 
such cards, aggravated identity theft and money laundering. The hotel’s Westmont 
Hospitality Group in Houston had no immediate comment. 
Source: http://www.chron.com/disp/story.mpl/ap/business/7100754.html 

15. July 8, The Register – (International) Visa yanks PCI approval from PIN entry 
kit. Visa has withdrawn PCI certification from two older PIN entry devices from 
Ingenico following concern they are vulnerable to manipulation by cybercrooks. The 
credit card giant has also been at pains to make sure that products that fail to reach PCI 
compliance do not make it into the public domain and are only circulated within the 
industry. The development represents an apparent change of strategy from Visa, which 
has previously maintained that retailers who achieve and maintain PCI-compliance are 
protected against security breaches. However, in a leaked memo, Visa says PCI 
certification has been withdrawn from two previously approved products from Ingenico 
- the i3070MP01 and the i3070EP01 - as a “precaution”, retail industry site 
storefrontbacktalk.com reports. The devices were used in the US. The memo also raised 
warnings against a larger number of “untested” devices, including four VeriFone units 
(PINpad 101, 201 and 2000 and the Everest model P003-3xx), two Hypercom units 
(S7S and S8) and another Ingenico PIN pad (eN-Crypt 2400). A caution was also filed 
against a further pre-PCI approved unit from Ingenico, the eN-Crypt 2100. The 
warning, which included anti-skimming advice, stems from concerns that older PIN 
entry devices can be physically tampered with without triggering detection. Among the 
scenarios sketched out by Visa is the possibility for crooks posing as service personnel 
to swap out legitimate devices for doctored kit that harvest credit card information for 
use in later frauds or for selling on through underground carder forums. Visa is 
encouraging retailers to switch over to PIN entry devices that are PCI-compliant. 
Retailers will be expected to shoulder the cost of this move, which comes at a time 
when merchants in countries such as Canada are undertaking the migration to terminals 
based on Chip and PIN. These have been commonplace in Europe for some years. 
Source: http://www.theregister.co.uk/2010/07/08/visa_pci_approval_pin_pads/ 

For another story, see item 42  
 
[Return to top]  

Transportation Sector 

http://www.chron.com/disp/story.mpl/ap/business/7100754.html
http://www.theregister.co.uk/2010/07/08/visa_pci_approval_pin_pads/
http://www.am850.com/index.php?id=3486


 - 8 - 

16. July 9, Associated Press – (National) Philly duck boat company says it made NTSB 
fixes. A Philadelphia sightseeing operation whose amphibious boat was struck by a 
barge and sank says it followed safety recommendations. Thirty-seven people were 
dumped into the Delaware River July 7 when a barge collided with the duck boat, 
which looks like a boat with wheels and can travel on roads and in water. Two people 
are missing. Federal regulators recommended duck boats increase buoyancy after one 
sank in Hot Springs, Arkansas in 1999. A spokeswoman for the Philadelphia Ride the 
Ducks operation says its boats added buoyancy according to National Transportation 
Safety Board modification requests. The Norcross, Georgia, company that owns Ride 
the Ducks has suspended operations in San Francisco, Atlanta, Newport, Kentucky, and 
Branson, Missouri. A Seattle operation is independently owned and remains open. 
Source: http://www.connectmidmichigan.com/news/story.aspx?id=480506 

17. July 9, Belleville News-Democrat – (Illinois) Truck hits bridge, closes Illinois 162. A 
truck hit a bridge Wednesday night and forced the Illinois Department of 
Transportation (IDOT) to close eastbound Illinois 162 at the bridge that carries it over 
Interstate 55-70 in Troy, Illinois. The accident happened about 8 p.m. Wednesday night 
when a truck with an oversized load traveling north on Interstate 55-70 struck the 
outside bridge girders. The bridge was closed so engineers could inspect the damage 
and remove loose concrete from the bridge deck, according to IDOT. Northbound 
Interstate 55-70 lanes were reopened after the inspection was completed. Construction 
at the site is ongoing to replace the bridge and reconstruct the interchange. A portion of 
the existing bridge has been removed, and new bridge girders are expected to be in 
place next week. The bridge will be replaced with a new design to raise the height of 
the structure and redesign the way traffic moves from the interstate to the bridge. This 
is not the first time the bridge has been damaged by a too-tall truck. It was also hit and 
damaged in 1999 and in 1996. 
Source: http://www.bnd.com/2010/07/09/1323354/truck-hits-bridge-closes-illinois.html 

18. July 9, New London Day – (Connecticut) Grounded ship is freed. A tall ship schooner 
that ran aground in the mouth of the Mystic River early Wednesday night was refloated 
just before 7 p.m. Thursday, a Coast Guard spokesman said. With only a half foot of 
draft to spare, the ship had floated at a tilt all day Thursday while waiting for the tide to 
come back in. According to the command center chief of the U.S. Coast Guard Sector 
Long Island Sound, the boat ran aground on rocks, or shoals, near a light structure 
informally called “Noank Light 5.” The water is 13 feet deep at that spot and the boat’s 
draft is about 12.5 feet, the chief said. The Alabama never took on water and there were 
no injuries, he said, adding that the vessel was sitting on its keel on the rocks. There 
were 33 people on board the boat, including 27 passengers who were all between 15 
and 18 years old. 
Source: http://www.theday.com/article/20100709/NWS01/307099843/1044 

19. July 9, Associated Press – (Pennsylvania) Salvage crane in place where Pa. duck 
boat sank. The body of a young female was recovered early Friday from the Delaware 
River near where a 250-foot barge collided with a stalled amphibious sightseeing boat, 
throwing 37 people into the water. A Coast Guard petty officer said authorities could 
not immediately say whether the recovered body was that of a 16-year-old Hungarian 

http://www.connectmidmichigan.com/news/story.aspx?id=480506
http://www.bnd.com/2010/07/09/1323354/truck-hits-bridge-closes-illinois.html
http://www.theday.com/article/20100709/NWS01/307099843/1044
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tourist missing since Wednesday’s collision. A 20-year-old man is also missing. The 
body was recovered around 4:45 a.m. near the Walt Whitman Bridge by members of 
the Philadelphia Fire Department, the petty officer said. The bridge is down the river 
from the site of the collision. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/07/09/AR2010070901032.html?hpid=moreheadlines 

20. July 8, Associated Press – (New York) Amtrak train hits railroad ties on NY 
tracks. New York State Police say an Amtrak passenger train reported hitting some 
railroad ties that had been placed across the tracks on the Seneca Indian Nation’s 
Cattaraugus reservation. Troopers Thursday said no one was injured when the train 
struck and splintered the two ties Monday morning, but the train’s air lines were 
damaged. Investigators say there are signs on the western New York reservation saying 
“No Mail-No Rail,” in reference to a law that recently went into effect banning 
cigarette sellers from shipping tobacco through the mail. The law threatens to destroy 
the Senecas’ lucrative mail-order cigarette industry. A federal judge is allowing more 
than 140 Seneca Indian-owned businesses to ignore the law for now pending a legal 
challenge. 
Source: 
http://www.timesunion.com/AspStories/story.asp?storyID=949017#ixzz0tBxUrDKq 

21. July 6, Washington Metropolitan Area Transit Authority – (District of Columbia) 
Excessive heat affects Metrorail service. The excessive heat seen by commuters in 
the Washington area is impacting Metrorail service. A kink in the rail on the Red Line 
has resulted in speed restrictions through one stretch of track between the New York 
Ave-Florida Ave-Gallaudet U and Rhode Island Ave-Brentwood Metrorail stations. 
High temperatures can sometimes cause “heat kinks” on the rails. Heat kinks form 
when overheated tracks expand and cannot be constrained by the cross ties and ballast 
support the track. Metro track inspectors are closely monitoring rail conditions 
throughout the heat wave. If heat kinks are discovered, Metro will need to slow train 
speeds through the area to ensure safety. The record-breaking heat also may make rail 
stations and trains uncomfortable for passengers. Rail cars may feel overly warm due to 
more passengers on trains and the regular opening of doors at each station stop. 
Source: 
http://www.wmata.com/about_metro/news/PressReleaseDetail.cfm?ReleaseID=4555 

For more stories, see items 2, 4, and 5  
 
[Return to top]  

Postal and Shipping Sector 

22. July 9, KSFY 13 Sioux Falls – (South Dakota) Police investigate mailbox 
explosive. Sioux Falls Police are trying to figure out who put an explosive inside a 
mailbox at 3509 South Pillsberry Avenue, Sioux Falls, South Dakota. Just before 2:00 
a.m., police were called to the home after the mailbox exploded. They are still 

http://www.washingtonpost.com/wp-dyn/content/article/2010/07/09/AR2010070901032.html?hpid=moreheadlines
http://www.washingtonpost.com/wp-dyn/content/article/2010/07/09/AR2010070901032.html?hpid=moreheadlines
http://www.timesunion.com/AspStories/story.asp?storyID=949017#ixzz0tBxUrDKq
http://www.wmata.com/about_metro/news/PressReleaseDetail.cfm?ReleaseID=4555
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investigating exactly how the explosive got there and what it was. 
Source: http://www.ksfy.com/Global/story.asp?S=12778826 

23. July 9, KTRE 9 Lufkin – (Texas) Bottle bombs cause mailbox explosions in 
Douglass. They may not seem dangerous, but Nacogdoches County deputies are 
warning East Texans to be cautious of “mailbox bottle bombs”. According to the 
Nacogdoches County Sheriff, at least four bottle bombs were placed in mailboxes in 
the Douglass Community sometime on the night or July 7 early on the morning of July 
8. The sheriff said the plastic bottles contained unknown chemical mixtures, and the 
pressure inside the bottles was enough to cause them to explode, destroying the 
mailboxes. The incidents remain under investigation, and the sheriff says there are no 
known suspects at this time. The sheriff wants homeowners to be careful when 
checking their mail late at night or early in the morning. He says those responsible for 
placing the bottle bombs in mailboxes may be doing it as a harmless prank, but wants 
to remind the public that these bombs are dangerous and could cause injury. Suspects 
could also potentially face federal and state charges. 
Source: http://www.ktre.com/Global/story.asp?S=12778485 

[Return to top]  

Agriculture and Food Sector 

24. July 9, Wall Sreet Journal – (International) China finds more tainted milk. Chinese 
authorities have found dairy products in at least three provinces tainted with an 
industrial chemical that killed six babies and sickened hundreds of thousands more in 
2008, state media said July 9. The discovery suggests toxic milk remains a lingering 
danger in China despite a crackdown two years ago that saw dozens arrested and a 
dairy farmer and a milk salesmen executed. Some of the recently found milk was 
melamine-tainted powder that state media said was likely stockpiled instead of 
destroyed two years ago. 
Source: 
http://online.wsj.com/article/SB10001424052748704111704575356160408615330.htm
l 

25. July 9, Chicago Southtown Star – (Illinois) Fire damages pita bread bakery.  Pita Pan 
Old World Bakery in Chicago Heights, Illinois is expected to reopen for business July 
12 after a fire started on a conveyor belt early July 8. Located in an industrial facility at 
401 E. Joe Orr Road, the company supplies Greek food products to grocery stores and 
restaurants. The Chicago Heights Fire Department was called to the scene at 6:50 a.m. 
All 30 employees had evacuated the building by the time firefighters arrived, and no 
one was injured. A spindle cooling conveyor belt overheated, but it is unknown what 
the origin of the fire was or how it started. The heat from the flames melted hoses 
carrying ammonia, which the bakery uses as a refrigerant in its freezers. Firefighters 
did not know about the leak until they were inside the building. When they realized 
ammonia was present, firefighters began using their oxygen tanks. Sixty-five 
firefighters responded to the scene, and the fire was extinguished within 45 minutes. 
Additional fire personnel from Flossmoor, Matteson, Park Forest and South Chicago 

http://www.ktre.com/Global/story.asp?S=12778485
http://online.wsj.com/article/SB10001424052748704111704575356160408615330.html
http://online.wsj.com/article/SB10001424052748704111704575356160408615330.html
http://www.ksfy.com/Global/story.asp?S=12778826
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Heights assisted in extinguishing the blaze. 
Source: http://www.southtownstar.com/news/2480422,070910chfire.article 

26. July 9, Hackensack Record – (National) Honey bees in New Jersey dying at an 
alarming rate. The honeybee population in New Jersey continues to decline at an 
alarming rate: 35 percent of managed colonies didn’t survive the past winter, according 
to a survey by the New Jersey Beekeepers Association. That decline follows losses of 
35 percent over the winter of 2008-09 and 17 percent in 2007-08, according to the 
association. The decline mirrors similar colony collapses across the country. Losses 
nationwide totaled 34 percent over the winter, according to a survey by the non-profit 
Apiary Inspectors of America and the U.S. Department of Agriculture. Similar national 
surveys documented a 29 percent decline in 2008-09 and 36 percent the prior winter. 
But while some of the bombus species – better known as bumblebees — are clearly 
declining, others appear to be doing fine, according to a Rutgers University 
entomologist who specializes in pollination ecology.  
Source: 
http://www.northjersey.com/news/98090584_Honey_bees_in_New_Jersey_dying_at_a
n_alarming_rate.html 

27. July 8, Associated Press – (Minnesota) Food company blames burners for 
Minnesota fire. North Star Foods blames faulty oven burners for a fire that destroyed 
the company’s meat-processing plant in St. Charles, Minnesota in 2009. North Star has 
filed a lawsuit claiming burners made by Flynn Burner Corp. of New Rochelle, New 
York, were defective. The allegedly faulty burner was serviced by a technician from 
Marshall W. Nelson & Associates of Milwaukee a half-hour before the April 2009 fire. 
Both Flynn and Marshall Nelson argue North Star workers misused the burners. The 
lawsuit says the fire caused more than $55 million in damage. The suit was filed in 
Winona County District Court but was moved to U.S. District Court. The fire led to a 
citywide evacuation and left more than 200 people out of work. North Star decided not 
to rebuild the plant. 
Source: http://www.businessweek.com/ap/financialnews/D9GQVTQO3.htm 

28. July 8, Daily Herd – (Ohio) Bovine TB found in Ohio. The director of Ohio 
Department of Agriculture announced July 8 that preliminary tests performed by the 
department’s Animal Disease Diagnostic Laboratory revealed a positive result for 
bovine tuberculosis in a Paulding County dairy herd. There is no known human illness 
associated with this occurrence. The herd was found positive after routine tuberculosis 
testing by the department. The herd was depopulated, and the department is currently 
conducting a trace-in and trace-out investigation to determine if other livestock may be 
affected. 
Source: http://www.dairyherd.com/directories.asp?pgID=675&ed_id=11820 

29. July 8, Pittsburgh Post-Gazette – (Pennsylvania) No bomb in Downtown 
restaurant. A Downtown Pittsburgh McDonald’s restaurant has reopened after a bomb 
threat was reported July 8. A Zone 2 police officer said a bomb-sniffing dog did a walk 
through with the manager of the restaurant at the corner of Liberty Avenue and Stanwix 
Street and found nothing. One witness said that about 4:30 p.m. a manager ordered the 

http://www.southtownstar.com/news/2480422,070910chfire.article
http://www.northjersey.com/news/98090584_Honey_bees_in_New_Jersey_dying_at_an_alarming_rate.html
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http://www.businessweek.com/ap/financialnews/D9GQVTQO3.htm
http://www.dairyherd.com/directories.asp?pgID=675&ed_id=11820
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restaurant to be evacuated, saying that someone called three times and said there was a 
bomb in the building. About five minutes later, he said, city and Port Authority police 
arrived. Patrons and workers waited outside until the building was reopened at 4:58 
p.m. 
Source: http://www.post-gazette.com/pg/10189/1071410-100.stm 

30. July 8, Waste and Recycling News – (Minnesota) Minnesota cattle feedlot to pay 
penalty for multiple violations. A cattle feedlot in Cass County, Minnesota has agreed 
to pay a $15,000 penalty for alleged violations regarding “an unpermitted construction 
and expansion, discharges, and failure to obtain required permits,” the state said. Crow 
Wing Feeders LLC allegedly expanded to nearly 2,700 head of cattle without the 
necessary National Pollutant Discharge Elimination System permit that’s needed for 
feedlots over 1,000 cattle, according to the Minnesota Pollution Control Agency. Crow 
Wing also “used unpermitted and uncertified liquid manure storage areas for manure 
and manure-containment runoff,” the agency said. The company was required to empty 
and close the manure storage areas and land apply the manure and contaminated soils, 
the state said. Crow Feet also must limit its cattle to the current registered number of 
840. 
Source: 
http://www.wasterecyclingnews.com/headlines2.html?id=1278601820&allowcomm=tr
ue 

[Return to top]  

Water Sector 

31. July 8, Los Angeles Times – (California) EPA declares L.A. River ‘traditional 
navigable waters’. The U.S. Environmental Protection Agency (EPA) on Wednesday 
declared the entire concrete-lined Los Angeles River channel “traditional navigable 
waters,” a designation crucial to applying Clean Water Act protections throughout its 
834-square-mile urban watershed. The decision may seem odd to people who know the 
L.A. River as a flood-control channel of treated water a few inches deep flowing 
between massive, graffiti-marred concrete banks strewn with rotting garbage and 
broken glass, and occasionally polluted with chemicals illegally dumped in storm 
drains and gutters that empty into it. The EPA Administrator said the EPA considered 
factors beyond whether the river’s flow and depth can support navigation from its 
origins at the confluence of the Arroyo Calabasas and Bell Creek in the San Fernando 
Valley all the way to San Pedro Bay, a distance of about 51 miles. Among other 
considerations, EPA officials said, were recreational and commercial opportunities, 
public access, susceptibility to restoration, and the presence of ongoing restoration and 
educational projects. The designation overturned an earlier ruling by the Army Corps of 
Engineers that only four miles of the river were navigable, which would have made it 
easier to develop its upper reaches by eliminating the need for certain federal permits. 
A senior attorney at the Natural Resources Defense Council suggested that the shift 
could affect the way many other river systems are managed. “The EPA’s decision has 
been closely watched as an indicator of whether similar rivers throughout the West — 
dry as a bone one day, a torrent the next — would lose historical protections under the 

http://www.post-gazette.com/pg/10189/1071410-100.stm
http://www.wasterecyclingnews.com/headlines2.html?id=1278601820&allowcomm=true
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Clean Water Act,” he said. “So this is great news. It means less pollution in the river 
and provides a vital support for community efforts to rejuvenate and restore it.” 
Source: http://www.latimes.com/news/local/la-me-compton-creek-
20100708,0,7714848.story 

32. July 8, KFDA 10 Amarillo – (Texas) 700,000 gallons of sewage spill out in 
Amarillo. Hundreds of thousands of gallons of sewage overflow all over the City of 
Amarillo, Texas, after the heavy rains we saw on Wednesday night overload the 
wastewater collection system. There are five locations dealing with the same problem. 
About 150,000 gallons of sewage overflowed at each place. The sewage is coming 
from both households and businesses. The city says there is nothing to worry about. 
The sewage is diluted because it’s mixed in with fresh rainwater, diminishing any 
potential problems. They are, however, working with the Texas Commission on 
Environmental Quality just to double check. 
Source: http://www.newschannel10.com/Global/story.asp?S=12777569 

33. July 8, WSPA 7 Spartanburg – (South Carolina) EPA investigating Lyman Sewage 
Treatment Plant. The Environmental Protection Agency is investigating a wastewater 
treatment plant where three employees were recently fired. The plant is owned by the 
town of Lyman and is located on Groce Road. An EPA Region 4 spokesperson says 
EPA investigators were at the plant the week of July 5 “investigating allegations of 
possible impropriety”. She would not elaborate on what might constitute that 
impropriety nor could she say how the allegations were brought to light. However, a 
former plant employee, who worked at the plant for 36 years, says employees falsified 
data to make appear better the quality of the water discharged into the river. He says 
this was done under someone’s direction and he took part in it. “It’s an old plant that 
needs a lot of upgrades. We weren’t getting the quality of samples we’re supposed to 
get because we didn’t have equipment that worked. I don’t want to get anyone in 
trouble, but I was just doing what I was told to do so that we had some clean samples. 
We never did anything that would harm people or the environment,” the former 
employee said. He added they never discharged untreated sewage into the river. The 
mayor said to his knowledge, there are no health risks to anyone who uses the river.  
Source: http://www2.wspa.com/news/community-watchdog/2010/jul/08/epa-
investigation-lyman-sewage-plant-ar-529402/ 

34. July 7, LA Daily News – (California) Three-day lawn watering plan proposed. Los 
Angeles residents would be allowed to add a day to their twice-weekly lawn-watering 
schedule — while saving even more water — under a proposal recommended Tuesday 
by the City Council. The two-day-a-week watering schedule remains in effect while 
Department of Water and Power (DWP) officials consider the recommendation to cut 
sprinkler use from 15 to eight minutes a day, but expand it to three days a week. With 
the watering time allowed each household reduced from 30 to 24 minutes per week, 
more water would be conserved. The plan was proposed by a councilman who has 
openly flouted the current schedule, claiming it is overly restrictive. Under his new 
plan, addresses ending with an even number could water on Mondays, Wednesdays, 
and Fridays while odd numbers would irrigate on Tuesdays, Thursdays, and Saturdays. 
In addition to conserving more water, the new plan is designed to lessen the stress on 

http://www.newschannel10.com/Global/story.asp?S=12777569
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the DWP’s aging water pipes caused by the twice-weekly spikes in water use. Corroded 
pipes — some nearly 100 years old — have ruptured throughout the city over the past 
year, flooding streets and damaging nearby homes and businesses. The DWP 
Commission is expected to consider the proposal by month’s end, followed by a vote 
by the full City Council.  
Source: http://www.dailynews.com/breakingnews/ci_15453237 

For more stories, see items 3 and 30  
 
[Return to top]  

Public Health and Healthcare Sector 

35. July 9, The Californian and Associated Press – (California) Monterey County offers 
whooping cough vaccine as epidemic surges. The Monterey County Health 
Department is calling for all residents, especially those in close contact with young 
children, to get vaccinations or booster shots for whooping cough as an epidemic 
spreads throughout California. And as cases rise, it’s announced that vaccines for the 
highly contagious disease are available at its walk-in clinics in Salinas and Seaside. 
Cases spike in state. The number of whooping cough cases in California jumped by 
more than 400 in the second half of June, state officials announced July 8, a surge 
that’s expected to continue as the epidemic approaches its expected peak in late 
summer. More than 2,000 cases of the highly contagious disease have been reported 
across California so far this year; 1,337 have been confirmed as of June 30. Of those, 
five infants younger than age 3 months have died. Whooping cough vaccines aren’t 
administered until age 2 months. 
Source: http://www.thecalifornian.com/article/20100709/NEWS01/7090320/Monterey-
County-offers-whooping-cough-vaccine-as-epidemic-surges 

36. July 9, Wall Sreet Journal – (International) Advance in Quest for HIV Vaccine. HIV 
research is undergoing a renaissance that could lead to new ways to develop vaccines 
against the AIDS virus and other viral diseases. In the latest development, U.S. 
government scientists say they have discovered three powerful antibodies, the strongest 
of which neutralizes 91% of HIV strains, more than any AIDS antibody yet discovered. 
They are now deploying the technique used to find those antibodies to identify 
antibodies to influenza viruses. The HIV antibodies were discovered in the cells of a 
60-year-old African-American gay man, known in the scientific literature as Donor 45, 
whose body made the antibodies naturally. The trick for scientists now is to develop a 
vaccine or other method to make anyone’s body produce them as well. Vaccines, which 
are believed to work by activating the body’s ability to produce antibodies, eliminated 
or curtailed smallpox, polio and other feared viral diseases, so they have been the holy 
grail of AIDS research. 
Source: 
http://online.wsj.com/article/SB10001424052748703609004575355072271264394.htm
l?mod=WSJ_hpp_LEFTTopStories 

http://www.dailynews.com/breakingnews/ci_15453237
http://www.thecalifornian.com/article/20100709/NEWS01/7090320/Monterey-County-offers-whooping-cough-vaccine-as-epidemic-surges
http://www.thecalifornian.com/article/20100709/NEWS01/7090320/Monterey-County-offers-whooping-cough-vaccine-as-epidemic-surges
http://online.wsj.com/article/SB10001424052748703609004575355072271264394.html?mod=WSJ_hpp_LEFTTopStories
http://online.wsj.com/article/SB10001424052748703609004575355072271264394.html?mod=WSJ_hpp_LEFTTopStories


 - 15 - 

37. July 9, Florida Today – (Florida) Feds focus on 9-count indictment against bomb-
hoax suspect. A federal grand jury returned a nine-count indictment the week of July 5 
against the 48-year-old man in connection with more than 50 bomb threats authorities 
said he phoned in earlier this year to schools, hospitals, stores and other institutions. 
The Brevard County authorities said the resulting evacuations and manhunt cost more 
than $1 million. The chief of the United States Attorney’s Office for the Middle District 
of Florida said the man would have an initial appearance hearing in Orlando, where 
counsel will be appointed. That had not been scheduled. The Brevard County Detention 
Center officials said that the man remained at the jail July 8, where he has been held 
without bail since his May 25 arrest. He also was suspected in bomb threats in Orange 
and Indian River counties. According to the two-page document, he is accused of 
threatening to detonate bombs at: Discovery Elementary, Rockledge High and Sabal 
Elementary schools on May 7; Holmes Regional Medical Center in Melbourne on May 
8; the Brevard County Clerk’s Office and Cape Canaveral Hospital on May 19; 
Titusville’s Parrish Medical Center and Arnold Palmer Hospital for Children in 
Orlando on May 22; and Wuesthoff Medical Center-Rockledge on May 23. 
Source: 
http://www.floridatoday.com/article/20100709/NEWS01/7090322/1006/Feds+focus+o
n+9-count+indictment+against+bomb-hoax+suspect 

38. July 8, Healthcare IT News – (National) HHS proposes new privacy, security 
rules. The Department of Health and Human Services (HHS) secretary announced July 
8 new proposed privacy and security rules and resources. The secretary said they would 
strengthen the privacy of health information and help all Americans understand their 
rights and the resources available to safeguard their personal health data. The rules are 
part of an effort led by the Office of the National Coordinator for Health Information 
Technology (ONC) and the HHS Office for Civil Rights (OCR) to ensure Americans 
trust personal health data exchange. The proposed rules come as part of the Health 
Information Technology for Economic and Clinical Health (HITECH) Act, enacted as 
part of the American Recovery and Reinvestment Act of 2009, to ensure broader 
individual rights and stronger protections when third parties handle individually 
identifiable health information. 
Source: http://www.healthcareitnews.com/news/hhs-proposes-new-privacy-and-
security-rules 

39. July 8, Reuters – (International) J&J recalls more Tylenol, over-the-counter 
drugs. Johnson & Johnson (JNJ.N) recalled more Tylenol and other over-the-counter 
drugs on July 8 after they were linked to a musty or moldy odor, expanding a recall the 
company started in January. J&J’s Consumer Healthcare unit said the latest recall 
involved 21 lots of medications, including Tylenol for children and adults, several 
forms of Benadryl allergy tablets and Motrin painkiller. But it did not say how many 
pieces were in each lot or give a total number of items involved. The lots were sold in 
the United States, Fiji, Guatemala, the Dominican Republic, Puerto Rico, Trinidad and 
Tobago and Jamaica, J&J said. On June 15, J&J recalled four lots of Benadryl and one 
lot of Extra Strength Tylenol gels. Consumer complaints of odors traced to a chemical 
called TBA present in wooden pallets used to ship and store the medications led to the 
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January recall. 
Source: http://www.reuters.com/article/idUSN0823008420100708 

40. July 3, UPI – (Nevada) Hospital in trouble for too-real drill. A Nevada hospital is 
likely to be fined for an emergency drill in the intensive care unit that featured an 
armed man who took employees hostage, officials say. Nurses and other employees at 
the Siena Campus of St. Rose Dominican Hospital did not realize the gunman was an 
off-duty police officer with an unloaded weapon, the Las Vegas Sun reported. The state 
Health Division said July 2 the hospital may be ordered to pay an $800 fine because 
some patients were left without care for as long as 15 minutes during the May 24 drill. 
The hospital has already had one brush with a real gunman. Last year, police killed a 
man who threatened staff in the emergency room with a gun. A report on the over-the-
top training incident said eight employees, including doctors, nurses, a respiratory 
therapist and the ICU director, were lined up against the wall in a staff room. The 
gunman revealed his true identity after about 5 minutes but kept the employees in the 
room for another 10 before allowing them to return to work. 
Source: http://www.upi.com/Odd_News/2010/07/03/Hospital-in-trouble-for-too-real-
drill/UPI-46931278203797/ 

[Return to top]  

Government Facilities Sector 

41. July 8, New York Times – (National) Loophole may have aided theft of classified 
data. The soldier accused of downloading a huge trove of secret data from military 
computers in Iraq appears to have exploited a loophole in Defense Department security 
to copy thousands of files onto compact discs over a six-month period. In at least one 
instance, according to those familiar with the inquiry, the soldier smuggled highly 
classified data out of his intelligence unit on a disc disguised as a music CD by a 
popular female recording artist. The suspect is said to have smuggled data disguised as 
a music CD. A Defense Department directive from November 2008 prohibits the use of 
small thumb drives or larger external memory devices on any of the estimated seven 
million computers operated by the Pentagon and armed services. The order was issued 
to forestall the accidental infection of national security computer networks by viruses 
— and the intentional removal of classified information. But the Pentagon directive and 
the amendment did not ban the use of compact-disc devices, which are built into many 
computers and therefore not included in the prohibition against the use of external 
memory devices.  
Source: http://www.nytimes.com/2010/07/09/world/09breach.html?_r=1 

42. July 8, Associated Press – (International) South Korean government websites, banks 
hit by suspected cyber attack. Suspected cyber attacks paralyzed websites of major 
South Korean government agencies, banks and Internet sites in a barrage that appeared 
linked to similar attacks in the U.S., South Korean officials said July 6. The sites of the 
presidential Blue House, the Defence Ministry, the National Assembly, Shinhan Bank, 
Korea Exchange Bank and top Internet portal Naver went down or had access 
problems, said a spokeswoman at Korea Information Security Agency. The alleged 
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attacks appeared to be linked to the knockout of service of websites of several 
government agencies in the United States. The U.S. sites were hit by a widespread and 
unusually resilient computer attack that began July 4. In the United States, the Treasury 
Department, Secret Service, Federal Trade Commission and Transportation Department 
Web sites were all down at varying points over the holiday weekend and into this week, 
according to officials inside and outside the government. Some of the sites were still 
experiencing problems late July 6. Some of the South Korea sites remained unstable or 
inaccessible on July 7. The spokeswoman said there have been no immediate reports of 
financial damage or leaking of confidential national information from the alleged cyber 
attack, which appeared aimed only at paralyzing websites. 
Source: http://www.theglobeandmail.com/news/technology/south-korean-government-
websites-banks-hit-by-suspected-cyber-attack/article1210171/ 

For another story, see item 37  
 
[Return to top]  

Emergency Services Sector 

43. July 9, Olympian – (Washington) Police targeted in fire at new City Hall. An 
apparent anti-police arsonist entered the new City Hall in Olympia, Washington, used 
some kind of chemical accelerant and set fire to a stack of construction materials, 
causing an undetermined amount of damage and setting back a $35.6 million project 
that had been on schedule. Firefighters were called to the four-story building under 
construction in the 600 block of Fourth Avenue East at 5:34 a.m. July 9. The fire, 
though confined to one room, spread smoke through the building, blackening new 
drywall. It also melted wiring on the first and second floors. It is unclear when the fire 
was started, but it was after workers had quit for the day July 8. The fire was set in 
what will become the police department’s squad room, said the project manager for the 
new City Hall. “(Expletive) PIGS” was spraypainted in red on one of the walls outside 
the room where the fire started. By the afternoon of July 8 police still had no suspects. 
Source: http://www.theolympian.com/2010/07/09/1298325/suspicious-fire-causes-
minor-damage.html 

44. July 8, Roanoke Times – (Virginia) Warrant: Suspect planned massacre. A former 
Roanoke police officer charged in a bank robbery planned to massacre city and 
Franklin County, Virginia officers and told his ex-partner he was being investigated in 
a murder and a second bank holdup, a federal search warrant said. The suspect, 26 
years old, of Callaway, was a martial arts cage fighter with a “light switch” temper and 
an arsenal of firearms, including some he purchased with small bills soon after a Rocky 
Mount bank was robbed last year, former colleagues and investigators said in an FBI 
search warrant filed July 6 in U.S. District Court in Roanoke. The suspect surrendered 
July 1 in Franklin County, where he was charged in the Nov. 12 holdup of Franklin 
Community Bank in Rocky Mount that the search warrant said netted $4,000. He was 
being held at the Western Virginia Regional Jail. The federal search warrant portrays 
the bank robbery and his remarks — including his plans to kill seven Franklin County 
sheriff’s deputies and “a list of Roanoke city police officers” — against a backdrop of 
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financial and personal desperation. 
Source: http://www.roanoke.com/news/roanoke/wb/252885 

For another story, see item 52  
 
[Return to top]  

Information Technology Sector 

45. July 9, The Register – (International) Reverse engineer extracts Skype crypto secret 
recipe. A group of code breakers reckon they have successfully reverse engineered 
Skype’s implementation of the RC4 cipher, one of several encryption technologies used 
by the consumer-oriented VoIP service. The proprietary encryption technology is used 
by the VoIP service to protect communications exchanged between its its clients and 
severs. It also restricts what clients can access the service, a restriction Skype had plans 
to ease with the upcoming publication of an API. The success justified the publication 
of an open source emulation of the algorithm by arguing that Skype’s technology is 
already under exploitation by instant message spammers.  
Source: http://www.theregister.co.uk/2010/07/09/skype_crypto/ 

46. July 9, Homeland Security NewsWire – (International) Secureworks World Cup of 
cyber security finds India the safest nation, U.S. the least safe. The United States is 
the least cyber-secure country in the world, according to SecureWorks, an information 
security service provider. With 265,700,000 active PCs, there were 441,003,516 
attempted cyber attacks, or 1,660 attacks per 1,000 computers. India is the safest digital 
country in the world, with a mere 52 attacks per 1,000 PCs. Users in the United States 
were found to be most at risk: of 265,700,000 active PCs, there were 441,003,516 
attempted cyber attacks, or 1,660 attacks per 1,000 computers. India fared best: with 
48,100,000 active PCs, they only experienced 2,516,341 attempted cyber attacks, or a 
mere 52 per 1,000 PCs. “The reasons for the difference in number of attempted attacks 
per country could comprise many things. This ranges from the overall Internet speeds 
in a country and how proactive the ISPs are in protecting their clients to general user 
education on security. The ratio of Windows, Mac, and Linux users in a country will 
also make a big difference,”  said the CTO for SecureWorks.  
Source: http://homelandsecuritynewswire.com/secureworks-world-cup-cyber-security-
finds-india-safest-nation-us-least-safe 

47. July 8, IDG News Services – (National) NSA says ‘Perfect Citizen’ is a research 
program. The U.S. National Security Agency (NSA) confirmed the existence of a 
controversial program aimed at protecting the country’s critical infrastructure July 8, 
but disputed claims that the program would monitor network traffic on critical 
infrastructure networks. The program, called Perfect Citizen, was first disclosed July 8 
in a Wall Street Journal article that said the NSA “would rely on a set of sensors 
deployed in computer networks for critical infrastructure that would be triggered by 
unusual activity.” However, the NSA called the newspaper’s description “inaccurate,” 
saying that the program is “purely a vulnerabilities-assessment and capabilities-
development contract.” Raytheon won the US$100 million contract for the first phase 
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of Perfect Citizen, which is funded by the Comprehensive National Cybersecurity 
Initiative. 
Source: 
http://www.computerworld.com/s/article/9179010/NSA_says_Perfect_Citizen_is_a_res
earch_program 

48. July 7, Krebs on Security – (International) Pirate Bay hack exposes user 
booty. Security weaknesses in the hugely popular file-sharing Web site 
thepiratebay.org have exposed the user names, e-mail and Internet addresses of more 
than 4 million Pirate Bay users. An Argentinian hacker said he and two of his 
associates discovered multiple SQL injection vulnerabilities that let them into the user 
database for the site. Armed with this access, the hackers had the ability to create, 
delete, modify or view all user information, including the number and name of file 
trackers or torrents uploaded by users. The hacker maintains that at no time did he or 
his associates alter or delete information in The Pirate Bay database. The Pirate Bay 
administrators appear to have removed the Web site component that facilitated access 
to thepiratebay.org user database. 
Source: http://krebsonsecurity.com/2010/07/pirate-bay-hack-exposes-user-booty/ 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

49. July 9, Durham News & Observer – (North Carolina) Cary cable, Internet, phone line 
cut.  About 10,000 cable customers in Cary and Morrisville, North Carolina lost cable, 
Internet and phone service for about six hours July 8 after a fiber optic line was severed 
by a road crew, according to a spokesman for Time Warner Cable. The line was cut 
accidentally about 10 a.m. by a crew that was working on a traffic signal at Davis and 
Cornerstone drives in Cary. The incident also interrupted service from three cell phone 
towers. Service was restored at 4:10 p.m. July 8.  
Source: http://www.newsobserver.com/2010/07/09/571984/cary-cable-internet-phone-
line.html 

50. July 8, Mason City Globe Gazette – (Iowa) Service outage for some Mediacom 
customers Thursday. A service outage late July 8 caused problems for Mediacom TV 
viewers in Mason City, Iowa. A Mediacom telephone recording said some customers 
may have been experiencing intermittent service issues, and technicians were trying to 
resolve the issue. Phone capacity for the Mason City area was reached due to heavy call 
volume. A Mason City police dispatcher said a transformer apparently exploded in the 
north end of town, knocking out power. Alliant Energy was notified. 
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Source: http://www.globegazette.com/news/local/article_c78b014c-8b16-11df-92e9-
001cc4c002e0.html 

51. July 8, SPACE.com – (International) Zombie satellite still careening through 
space. The so-called Galaxy 15 zombie satellite that lost contact with ground 
controllers on Earth in April is still adrift in space, with engineers keeping a close eye 
on the wayward satellite as it approaches two other spacecraft — Galaxy 13 and 
Galaxy 14 — this July. The satellite is drifting along a stable and predictable path, 
according to its communications satellite fleet operator Intelsat. The main focus now is 
preventing it from interfering with other satellites, though no collisions are expected. 
The 4,171-pound (1,892-kg) Galaxy 15 satellite went rogue on April 5, when it stopped 
responding to controllers on the ground. On July 8, Galaxy 15 is expected to begin 
approaching Galaxy 13, making its closest pass on July 13. Intelsat’s Galaxy 13 and 
Galaxy 14 satellites both provide video media services to U.S. customers, and the 
satellite operator has been in regular contact with users in preparation for the flybys.  
Source: http://www.csmonitor.com/Science/2010/0708/Zombie-satellite-still-
careening-through-space 

52. July 8, Congress Daily – (National) Public safety group disputes FCC’s claim on 
spectrum. A coalition of public safety officials from around the country struck back 
July 7 against the Federal Communications Commission’s claims that its proposal in 
the national broadband plan for building an interoperable public safety network will 
adequately serve the needs of emergency first responders. The Public Safety Alliance, 
which includes groups representing police chiefs, fire chiefs and others, issued its own 
white paper in response to one released in June by the FCC that argued the 
commission’s proposals are adequate to meet public safety’s needs. FCC has called for 
providing public safety officials with 10 megahertz of spectrum and auctioning off 
another chunk of spectrum known as the D-Block to commercial providers to help pay 
for building a public safety broadband network. It also calls for giving public safety 
officials priority access to roam on commercial networks during emergencies. The 
alliance and state and local officials say FCC’s plan will not meet the needs of public 
safety officials, who have called on the commission to give them the D-block spectrum 
in addition to the 10 megahertz called for in the broadband plan. The alliance argues 
FCC’s white paper “makes far too many assumptions and relies on conjecture to 
develop its misguided policy framework that will put public safety users at risk.” 
Source: http://www.nextgov.com/nextgov/ng_20100708_6653.php 
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Commercial Facilities Sector 

53. July 9, WHDH 7 Boston – (Massachusetts) Man makes bomb threat at Dorchester 
dealership. A 27-year-old man revealed a grenade and threatened to bomb a C-230 
Mercedes at Expressway Toyota while attempting to steal a car from a dealership in 
Dorchester, Massachusetts July 7. Moments before, the suspect was eyeing the 
Mercedes in the showroom and asked for test drive. The suspect then got in the driver’s 
seat, started revving the engine, then made the threat. He was found and arrested at the 
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corner of Dorchester Avenue and Freeport Street, where officers said the suspect 
admitted the grenade was fake. The suspect was arraigned July 8 and is being charged 
with attempted armed robbery. 
Source: http://www1.whdh.com/news/articles/local/12001634892185/ 

54. July 9, Tyler Paper – (Texas) Grand Saline officials give clearance to pool after 
chemical spill. A line break spilled about two gallons of muriatic acid caused a vapor 
cloud after mixing with some chlorine at a Grand Saline, Texas, community swimming 
pool July 8. Grand Saline Public Works received a call about 7 a.m. when a police 
officer noticed what he thought was smoke coming from the back of the pool’s 
engineering room. During the height of the spill, firefighters from Tyler, Grand Saline 
and Fruitvale along with Grand Saline police, Texas Department of Transportation and 
the Texas Department of Public Safety were called to the scene to assist. U.S. Highway 
80 and some minor roads were closed until authorities could safeguard the area. The 
pool reopened July 9.  
Source: http://tpstage.sx.atl.publicus.com/article/20100709/NEWS01/7090315 

55. July 8, San Francisco Examiner – (California) Peaceful Oakland gathering turns 
chaotic. A peaceful demonstration turned into chaos and looting in downtown Oakland, 
California July 8, with police in gas masks and riot gear. Demonstrators said there was 
a lack of justice for a shooting victim following the involuntary manslaughter verdict of 
a former BART police officer. By 9 p.m., demonstrators violently looted stores along 
Broadway where crowds had first gathered peacefully at 6 p.m. Oakland officers 
dressed in full riot gear, two lines deep, spanned Broadway between 12th and 15th 
streets, and the gathering was declared unlawful at 8:30 p.m. Police then attempted to 
push the crowd of thousands north of 15th Street. Despite those efforts, hundreds of 
public safety officers from Contra Costa County, the California Highway Patrol and the 
Alameda County Sheriff’s Office where sent to Oakland to help deal with violence and 
fires that sprouted downtown. Hundreds were arrested after police used gas to quell the 
crowd when dozens of storefronts were damaged and fires erupted in trash bins. 
Source: http://www.sfexaminer.com/local/BART-trains-filling-up-in-anticipation-of-
Mehserle-verdict-98072194.html 

56. July 8, New York Times – (New York) Manhattan apartment fire blankets area in 
smoke. A roof and top floor fire of an upscale condominium building temporarily 
displaced residents, shut local streets, and blanketed a neighborhood in thick plumes of 
smoke in the E st Village, New York, New York July 8. The fire broke out just after 
5:30 p.m., bringing a busy stretch of Houston Street to a standstill at the height of the 
evening rush. Nearly 140 firefighters were sent to battle the blaze, which caused no 
deaths or major injuries but spread anxiety throughout the neighborhood. Several stores 
on the building’s ground floor were evacuated as firefighters hoisted a half dozen 
ladders against the building. Eight firefighters had minor injuries, including burns and 
smoke inhalation. Flames could be seen shooting from the roof of the building from 
blocks away. The building is a five-story red-brick structure with 20 apartments that 
average a price of nearly $1.2 million. The cause of the fire is under investigation, and 
the extent of the damage was still being assessed. Residents said they believed that the 
blaze began on the roof, where construction workers had recently started a renovation 
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project. 
Source: http://www.nytimes.com/2010/07/09/nyregion/09fire.html 

57. July 8, Associated Press – (California) S. California earthquake related to Easter 
temblor. An earthquake that briefly halted rides at Disneyland and toppled wine bottles 
at desert resorts happened on one of two faults that are under increased pressure 
because of the powerful Easter Sunday temblor in Mexico. July 7’s 5.4 quake, centered 
in mountain wilderness 30 miles south of Palm Springs, rattled buildings more than 100 
miles away in downtown Los Angeles, but no major damage or injuries were reported. 
The latest quake occurred in the San Jacinto fault zone; one of two fault lines where 
researchers have noticed increased pressure since April’s 7.2 quake that killed two 
people in Baja California. More than 5,000 aftershocks have rattled the border region 
since then. The San Jacinto fault is the most seismically active fault in the region, 
extending more than 100 miles from the U.S.-Mexico border into the burgeoning inland 
desert east of Los Angeles. Scientists are also keeping a close eye on the Elsinore fault, 
which branches into heavily populated Orange County and the Los Angeles 
metropolitan region. A police spokesman said there were no reports of serious damage 
or injuries in Palm Springs, a desert city of about 43,000, but the phone rang off the 
hook and many residents were shaken up by the largest quake they could remember.  
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5g62lBreuMlDQjWUanVDu6Z7
6zCzAD9GR1V600 

[Return to top]  

National Monuments and Icons Sector 

58. July 8, Silver City Sun News – (New Mexico) Fire forces closure of forest road. The 
Gila National Forest in New Mexico has closed the Hail Canyon Road No. 4043J in the 
Reserve Ranger District because of the Dark Fire, which is at the south end of the road. 
The road is expected to reopen July 31. The Dark Fire, approximately 13 miles 
southeast of Reserve, was detected June 29 and is 120 acres in size. The fire, which is 
burning in mixed conifer with low to moderate intensity, is accessible only by the Hail 
Canyon Road. Burnout operations on the fire were conducted July 7 and 8 to allow fire 
to back off ridgetops. Forty-five personnel are assigned to the fire. Several other fires in 
the forest are being monitored and addressed at this time. The Flat Top Fire, six miles 
southeast of Reserve, is at 13 acres and minimal fire spread is expected. The Hinkle 
Fire, on the Glenwood Ranger District, 20 miles northwest of Glenwood, is currently 
50 acres. And the Monument Fire, on the Wilderness Ranger District, 14 miles 
northeast of Mimbres in the Aldo Leopold Wilderness between the North Fork of the 
Mimbres River and Monument Canyon, is 11 acres in size.  
Source: http://www.scsun-news.com/ci_15472798 
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Dams Sector 
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59. July 9, Idaho Press-Tribune – (Idaho) Canal break washes out local road. Canyon 
County Sheriff’s Office deputies responded Thursday evening to water at the 
intersection of Howe and Monte roads to assist with flooding caused by a broken 
earthen canal ditch. The canal break occurred just northwest of the intersection, causing 
water to flow southward onto Monte Road. The flood washed out an estimated 40 yards 
of the pavement on Monte Road. Residents south of the break were put on alert. 
Canyon County Sheriff’s Office deputies, Golden Gate Highway District, and the 
Wilder Fire Department responded to the scene. Thursday evening, water was being 
diverted into drainage ditches where no further damage had been expected. Emergency 
volunteers and the highway district were placed on alert for a quick response in case 
sandbagging or other services were needed. Officials said no homes were evacuated. 
Monte Road will remain closed until the damage can be repaired. 
Source: http://www.idahopress.com/news/article_b4a2f7fa-8b49-11df-81b5-
001cc4c03286.html 

60. July 9, Des Moines Register – (Iowa) Des Moines flood-fighting costs top $1 
million. Costs to fight flooding in Des Moines since March have exceeded $1 million, 
city officials report. The city has spent more than $500,000 to shore up weakened 
levees in the Birdland area, build temporary levees on the north side, and fix various 
sewers, among other emergency costs. Labor costs have surpassed $475,000 to date. 
Department leaders will work to trim costs in other areas to stay on budget, said the 
deputy city manager. The current flood threat was preceded by a similar event in 
March. River levels continued to drop Thursday, allowing city officials to end round-
the-clock levee inspections in the Birdland and Central Place areas. Crews also will 
remove several other temporary earthen levees. Elsewhere in Des Moines, city crews 
began to clean up at Gray’s Lake Park southwest of downtown. The park closed last 
week because of flooding. Floodwaters dropped enough to allow city crews to go out 
with street sweepers on Thursday to clean up the park’s roads and the trail that circles 
Gray’s Lake. It will take city officials additional time to calculate the full extent of 
damage to the park from the latest flood.  
Source: http://www.desmoinesregister.com/article/20100709/NEWS/7090341/-
1/BUSINESS04/Des-Moines-flood-fighting-costs-top-1-million 

61. July 8, WCVB 5 Boston – (Massachusetts) Dam owner sued for neglect works for 
state. Decaying dams jeopardizing the public’s safety are sprinkled throughout 
Massachusetts, often causing havoc during the rainy season. Now for the first time, the 
state is going to court, accusing two private dam owners of ignoring years of warnings 
and a fine. One of the owners being sued by the state is a state employee himself, 
earning a six-figure salary. This man earns over $110,000 a year an assistant clerk 
magistrate at the Boston Municipal Courts. For more than three decades, he has owned 
a Plympton dam on Dennett’s Pond. State officials have it on their list as one of the 
most dangerous and worst maintained dams in the state. It is only a few yards from a 
major road that runs over the pond. The man has been a magistrate for decades. Neither 
he nor his attorney see any connection between his job as an officer of the state’s 
judicial system and ignoring warnings from the state for nearly five years. The 
complaint states the defendant’s continuing non-compliance makes him liable for over 
$550,000 in penalties. The owner “does not agree that the dam poses any significant 
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hazard” and he is “cooperating in good faith with the office of dam safety,” his attorney 
said in a statement. The owner said he’s hired a consultant to inspect the dam and that 
he’s working with the state to resolve the matter. But state officials said there’s been 
very little progress. A second lawsuit against another dam owner was also filed by the 
attorney general. This other dam owner owns the Bel Air Dam in Pittsfield which is 
categorized as high hazard. The state claimed he repeatedly failed to comply with 
numerous orders to repair the dam and address safety issues.  
Source: http://www.thebostonchannel.com/news/24173149/detail.html 

62. July 8, KRGV 5 Rio Grande Valley – (International) IBWC opens flood gates at 
Falcon Dam. The International Boundary and Water Commission has opened the flood 
gates at Falcon Dam. That means more water heading into the Valley. Officials say 
record amounts of water from Hurricane Alex are being released. The manager at the 
Falcon Dam says people should see major changes along the Rio Grande in the next 
few days. “The river will probably rise something around three or three and a half feet. 
If you live close to the top of the water, you can anticipate the water moving in,” she 
says.  
Source: http://www.krgv.com/mostpopular/story/IBWC-Opens-Flood-Gates-At-
Falcon-Dam/F6tfw-3oB0-iScscYaC8EA.cspx 

63. July 8, Farm & Dairy – (Ohio) ODNR to breach failing dam at Ponderosa 
Park. Using its emergency authority to protect public safety from a failing dam, the 
Ohio Department of Natural Resources (ODNR) will begin to lower the dam at 
Ponderosa Park Resort, located five miles southeast of Canfield in Mahoning County. 
ODNR officials had previously informed Ponderosa Park’s owners of deficiencies at 
the 21-foot-high earthen dam. “When problems with dams are brought to our attention, 
either through periodic inspections or other means, we expect owners to respond to 
findings and address public safety issues,” said the chief of ODNR’s Division of Soil 
and Water Resources. A recent inspection at Ponderosa Park revealed that the dam has 
significant erosion and slippage, in addition to problems with the masonry spillway. 
State Route 45 is below the dam and a catastrophic failure of the dam could 
significantly damage the roadway, putting motorists at risk. Adding to the urgency of 
rendering the dam safe through a controlled, designed lowering of the dam is the 
potential that a failure would send a significant amount of polluted sediment, which has 
accumulated behind the dam, into Meander Creek, harming aquatic life in and along the 
creek. According to the ODNR, the actions underway will lower the masonry spillway 
to the point where little water will normally be impounded, but most of the sediment 
will remain behind the dam. Current or future owners could restore the dam, but for 
now the work will result in the creation of a wetland, which will benefit the watershed. 
The work, performed by the Great Lakes Construction Company, should be complete 
within a month. Some of the project’s cost has been covered by a Surface Water 
Improvement Fund grant from the Ohio Environmental Protection Agency. 
Source: http://www.farmanddairy.com/news/odnr-to-breach-failing-dam-at-ponderosa-
park/15311.html 
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