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Top Stories 

• The Associated Press reports that a former cargo handler on a reconnaissance mission in an 
alleged plot to blow up New York’s John F. Kennedy International Airport marveled at the 
lack of security for jet fuel storage tanks there, according to tapes played July 6 at his terror 
trial. (See item 3) 

• The Associated Press reports that reservoirs along the U.S.-Mexico border have reached 
their highest levels in decades following days of drenching rain. Water behind the 
binational Amistad Dam on the Rio Grande was at its highest level since 1974, forcing 
officials to release water from it at the fastest rate in a quarter century. (See item 42) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. July 7, Bloomberg Businessweek – (National) Gulf awash in 27,000 abandoned 
wells. More than 27,000 abandoned oil and gas wells lurk in the hard rock beneath the 
Gulf of Mexico, and no one is checking to see if they are leaking, according to an 

http://www.dhs.gov/
http://www.esisac.com/
http://www.esisac.com/
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Associated Press investigation. The oldest of these wells were abandoned in the late 
1940s, raising the prospect that many deteriorating sealing jobs are already failing. The 
AP investigation uncovered particular concern with 3,500 of the neglected wells — 
those characterized in federal government records as “temporarily abandoned.” 
Regulations for temporarily abandoned wells require oil companies to present plans to 
reuse or permanently plug such wells within a year, but the AP found that the rule is 
routinely circumvented, and that more than 1,000 wells have lingered in that unfinished 
condition for more than a decade. About three-quarters of temporarily abandoned wells 
have been left in that status for more than a year, and many since the 1950s and 1960s 
— even though sealing procedures for temporary abandonment are not as stringent as 
those for permanent closures. 
Source: http://www.businessweek.com/ap/financialnews/D9GPVO3G0.htm 

2. July 7, Reuters – (New York) Con Ed restores some power as heat wave grips New 
York. As a brutal heat wave kept New York City in a stifling grip July 7, Con Ed 
worked to restore power to several thousand of its customers. Consolidated Edison Inc. 
said it restored power to about 18,700 customers in the metropolitan area over the past 
24 hours but still had 6,300 homes and businesses suffering in the heat without service. 
Late July 6, Con Ed imposed a voltage reduction of up to 8 percent in parts of Brooklyn 
and Queens due to problems with overheated cables supplying power to several 
neighborhoods. The power company urged almost half a million of its customers to 
turn off their appliances to reduce electric usage until workers fixed the problems with 
the cables. A voltage reduction, which is also called a brownout, is imperceptible to 
most customers since utilities usually send out more voltage than consumers need to 
make sure the last house on a line has enough power. 
Source: http://af.reuters.com/article/energyOilNews/idAFN0714432320100707 

3. July 6, Associated Press – (New York) Terror defendant scoffed at JFK security. A 
former cargo handler on a reconnaissance mission in an alleged plot to blow up New 
York’s John F. Kennedy International Airport marveled at the lack of security for jet 
fuel storage tanks there, according to tapes played July 6 at his terror trial. “You can’t 
believe how a place like Kennedy can be so (lax),” the former cargo handler said in a 
videotape recorded in January 2007. “No soldier. Nothing at all. ... The tanks ain’t got 
one person.” The grainy videotape of cargo handler in a front passenger seat was 
played in federal court in Brooklyn, New York during the testimony by another person, 
who went undercover to make a series of secret tapes. Prosecutors say the 66-year-old 
cargo handler, a naturalized U.S. citizen from Guyana, and his accomplice wanted to 
kill thousands of people and cripple the American economy by using explosives to 
blow up the fuel tanks. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5imyS6Rxh0dCsz_QlXiqWrCjtd
tEwD9GPPLDO0 

4. July 6, United States Department of Justice – (Texas) Houston computer 
administrator sentenced to 12 months in prison for hacking former employer’s 
computer network. A former senior database administrator for GEXA Energy in 
Houston was sentenced July 6 to 12 months in prison for hacking into his former 

 

http://af.reuters.com/article/energyOilNews/idAFN0714432320100707
http://www.google.com/hostednews/ap/article/ALeqM5imyS6Rxh0dCsz_QlXiqWrCjtdtEwD9GPPLDO0
http://www.google.com/hostednews/ap/article/ALeqM5imyS6Rxh0dCsz_QlXiqWrCjtdtEwD9GPPLDO0
http://www.businessweek.com/ap/financialnews/D9GPVO3G0.htm
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employer’s computer network, announced the assistant attorney general of the Criminal 
Division and U.S. attorney for the Southern District of Texas. The man, 40, of Houston 
pleaded guilty on Nov. 16, 2009, to one count of intentionally accessing a protected 
computer without authorization and recklessly causing damage. He was sentenced 
today by U.S. district judge in the Southern District of Texas. The former senior 
database administrator was also ordered to pay $100,000 in restitution to GEXA 
Energy and to serve three years of supervised release following his prison term. While 
connected to the computer network, he recklessly caused damage to the computer 
network and the customer database by inputting various Oracle database commands. 
He also copied and saved to his home computer a database file containing personal 
information on the GEXA Energy customers, including names, billing addresses, social 
security numbers, dates of birth, and drivers license numbers. 
Source: http://www.justice.gov/opa/pr/2010/July/10-crm-775.html 

[Return to top]  

Chemical Industry Sector 
 

Nothing to report 
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

5. July 7, Platts – (National) Lawmakers urge US DOE to stop dismantling Yucca 
Mountain project. Some 91 members of Congress July 6 called on the Energy 
Secretary to halt the dismantling of the high-level nuclear waste repository project at 
Yucca Mountain, Nevada. The lawmakers, 67 of whom are Republicans, told the 
Energy Secretary in a letter that they “are deeply troubled” that the US Department of 
Energy is continuing to move forward with its plan to terminate the Yucca Mountain 
project despite recent actions by the US Court of Appeals for the District of Columbia 
Circuit and a US Nuclear Regulatory Commission Atomic Safety and Licensing Board. 
The court has established an expedited schedule to hear arguments in a lawsuit over 
DOE’s termination of the repository project, and the ASLB in late June said the agency 
does not have the authority to unilaterally withdraw its repository license application. 
All 91 lawmakers who signed the letter represent states that have nuclear power or 
DOE nuclear facilities with high-level defense waste stored on site. Termination of the 
Yucca Mountain project would mean that power reactor spent fuel and the 
department’s HLW would remain at its current sites, perhaps for decades, until there is 
a new path forward for the waste. 
Source: 
http://www.platts.com/RSSFeedDetailedNews.aspx?xmlpath=RSSFeed/HeadlineNews/
Nuclear/8880440.xml 

6. July 6, Brooklyn Daily Eagle – (New York) Radioactive waste plant in Williamsburg 
may have to move. Radiac Research and Environmental Services, a radioactive waste 
storage facility in Williamsburg, New York, may be forced to move to another location 

http://www.justice.gov/opa/pr/2010/July/10-crm-775.html
http://www.platts.com/RSSFeedDetailedNews.aspx?xmlpath=RSSFeed/HeadlineNews/Nuclear/8880440.xml
http://www.platts.com/RSSFeedDetailedNews.aspx?xmlpath=RSSFeed/HeadlineNews/Nuclear/8880440.xml
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if new legislation that was recently passed by both the state Assembly and Senate is 
signed by the governor. The new legislation would prohibit any kind of radioactive 
waste facility within 1,500 feet of the boundary of a school. The issue that the bill 
addresses is the company’s proximity to P.S. 83, a local elementary school. The 
material that Radiac handles on a day-to-day basis is usually low-level medical waste, 
such as materials used in radiation treatment for cancer patients, according to a 
spokeswoman for Lentol. Although the company’s web site says it is also has “been 
involved in many chemical decontamination procedures and has performed remote 
openings of various unstable chemicals,” as well as being “a prime contractor for 
household hazardous waste events,” assemblymen are urging the governor to sign the 
bill into law. 
Source: 
http://www.brooklyneagle.com/categories/category.php?category_id=27&id=36540 

[Return to top]  

Critical Manufacturing Sector 
 

Nothing to report 
 
[Return to top]  

Defense Industrial Base Sector 

7. July 7, Space-Travel.com – (National) Orion Crew Exploration Vehicle passes key 
NASA milestone. The Orion crew exploration vehicle has successfully completed the 
Phase 1 Safety Review of NASA’s Human Rating Requirements for space exploration 
in low Earth orbit and beyond. The NASA/Lockheed Martin Orion team earned the 
approval from NASA’s Constellation Safety and Engineering Review Panel (CSERP) 
upon completion of the review, an essential requirement for the Orion program to move 
forward to the Critical Design Review and Phase 2 Safety Review. The safety review 
process is a rigorous and exhaustive look at the design and operational concepts to 
assure that all requirements have been adequately met. System safety requirements 
address potentially catastrophic failures that could result in loss of crew or loss of 
mission during launch, ascent to orbit, approach, and docking to the International Space 
Station, re-entry, landing, and recovery operations. This Phase 1 Safety milestone 
covers the requirements for Orion missions in LEO as well as sortie missions to the 
moon. 
Source: http://www.space-
travel.com/reports/Orion_Crew_Exploration_Vehicle_Passes_Key_NASA_Milestone_
999.html 

8. July 7, Naval Open Source Intelligence – (National) Study says Aegis radar systems 
on the decline. The advanced radar systems aboard cruisers and destroyers are in their 
worst shape ever, according to an independent probe into Navy readiness, raising 
questions about the surface fleet’s ability to take on its high-profile new mission next 
year defending Europe from ballistic missiles. Poor training, impenetrable bureaucracy 

http://www.brooklyneagle.com/categories/category.php?category_id=27&id=36540
http://www.space-travel.com/reports/Orion_Crew_Exploration_Vehicle_Passes_Key_NASA_Milestone_999.html
http://www.space-travel.com/reports/Orion_Crew_Exploration_Vehicle_Passes_Key_NASA_Milestone_999.html
http://www.space-travel.com/reports/Orion_Crew_Exploration_Vehicle_Passes_Key_NASA_Milestone_999.html
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and cultural resignation have caused a spike in the number of technical problems and a 
dip in the operational performance of the Aegis system, considered the crown jewel of 
the U.S. surface force, according to members of a “fleet review panel” tasked with 
assessing the surface fleet. 
Source: http://nosint.blogspot.com/2010/07/study-says-aegis-radar-systems-
on.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+blogspot
/fqzx+(Naval+Open+Source+INTelligence) 

[Return to top]  

Banking and Finance Sector 

9. July 7, KTAR 92.3 Phoenix – (Arizona) New twist to ATM scams. Latest reports 
indicate that clear plastic overlays are being placed on top of the PIN pad to capture 
personal identification numbers in addition to card-skimming devices, helping 
scammers to steal even more of your personal information at ATMs. Thieves are also 
attacking outside the ATM. “In the past, we’ve had some elaborate schemes where 
they’ve actually put them inside credit devices that you would use — whether it would 
be at the gas pump or something like that,” said a Phoenix Police sergeant. 
Source: http://ktar.com/?nid=6&sid=1312252 

10. July 7, Gainesville Sun – (Florida) Hidden credit card skimmer found in local gas 
pump. An alert technician found a device on a gas pump apparently designed to 
capture credit card information. The device, known as a credit card skimmer, was 
seized by the Alachua County Sheriff’s Office. It was not immediately clear whether 
any credit card information was stolen or used illicitly. The small device wrapped in 
black electrical tape was found July 5 inside a Shell station in Gainesville, Florida. The 
device would not have been visible to those using the credit card reader to pay for their 
gas and was wired between the card scanner and the computer board of the pump, 
according to a sheriff’s spokesman. The device was similar to those found at other 
stations along Interstates 75 and 95 in Florida and that it could have been installed in 
less than two minutes by someone who knew what he or she was doing. It did not 
appear the pump had been damaged by someone opening it, so the device was likely 
installed by someone with a universal gas pump key. 
Source: 
http://www.gainesville.com/article/20100707/ARTICLES/100709681/1109/sports?Titl
e=Hidden-credit-card-skimmer-found-in-local-gas-pump 

For another story, see item 28  
 
[Return to top]  

Transportation Sector 

11. July 7, KUSA 9 Denver – (Nebraska) Flooding prompts evacuation of town. A 
flooded creek forced Lodgepole officials to order the evacuation of residents living in 
lower elevations on Tuesday. The Cheyenne County Sheriff’s Office in Nebraska says 

http://nosint.blogspot.com/2010/07/study-says-aegis-radar-systems-on.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+blogspot/fqzx+(Naval+Open+Source+INTelligence)
http://nosint.blogspot.com/2010/07/study-says-aegis-radar-systems-on.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+blogspot/fqzx+(Naval+Open+Source+INTelligence)
http://nosint.blogspot.com/2010/07/study-says-aegis-radar-systems-on.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+blogspot/fqzx+(Naval+Open+Source+INTelligence)
http://ktar.com/?nid=6&sid=1312252
http://www.gainesville.com/article/20100707/ARTICLES/100709681/1109/sports?Title=Hidden-credit-card-skimmer-found-in-local-gas-pump
http://www.gainesville.com/article/20100707/ARTICLES/100709681/1109/sports?Title=Hidden-credit-card-skimmer-found-in-local-gas-pump
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Lodgepole Creek flooded between Lodgepole, Nebraska, and Sidney, Nebraska, 
Tuesday afternoon. The flooding prompted the closure of U.S. Highway 30 between the 
two towns. The storms that caused the flooding were also blamed for a train derailment 
along Highway 30. The sheriff’s office spokesman says a Burlington Northern train 
was pushed off its tracks by strong winds in an area where the tracks go over the 
highway on a trestle. He said it was unclear how long the highway or the train tracks 
would remain closed. 
Source: http://www.9news.com/news/local/article.aspx?storyid=142600&catid=346 

12. July 7, KTLA 5 Los Angeles – (New York; California) Luggage belonging to 
Netanyahu security team found at LAX, gun missing. Lost luggage belonging to 
security guards for the Israeli Prime Minister has turned up at Los Angeles 
International Airport, with at least one gun reported missing. The luggage was 
apparently misrouted to LAX by American Airlines workers at John F. Kennedy 
International Airport in New York. It was supposed to be placed on a connecting flight 
to Washington, D.C., where the prime minister is meeting with the U.S. President. A 
spokeswoman for the Los Angeles airport police confirmed that the luggage was found 
at terminal 4 around 4 p.m. Tuesday, but could not say how many guns were inside or 
were missing. 
Source: http://www.ktla.com/news/landing/ktla-lax-netanyahu-security-
guns,0,4609945.story 

13. July 6, WHIO 7 Dayton – (Pennsylvania) Funnyman, Yellow Springs native 
Chappelle freaks out on flight. A well-kown comedian and Yellow Springs, Ohio, 
native made a stop in Pittsburgh this weekend, but according to TMZ.com, it was for 
all the wrong reasons. The website said a private jet carrying the funnyman had to 
make an emergency landing Friday night, July 2, at Pittsburgh International Airport. 
According to TMZ sources, the comedian was on a private flight from New Jersey to 
Ohio. TMZ said the flight was forced to land in Pittsburgh when he “freaked out,” 
refused to put his seat belt on and repeatedly walked into the cockpit, bothering pilots. 
Pilots determined the 36-year-old comedian to be a safety risk and made the landing. 
The comedian spent the night in a hotel near the airport, TMZ said. 
Source: http://newstalkradiowhio.com/localnews/2010/07/funnyman-yellow-springs-
native.html 

14. July 6, UPI – (National) TSA to U.S. soldiers: Don’t pack grenades. The U.S. 
Transportation Security Administration (TSA) offered a reminder Tuesday to military 
members: When flying commercial, don not pack explosives — live or inert. 
“Prohibited items include blasting caps, dynamite, fireworks, flares, hand grenades, and 
explosives, either real or replicated,” the TSA said in a statement released by the 
Defense Department. A TSA spokesman said agency workers sometimes find inert 
grenades or other items packed by service members on commercial flights “as a 
keepsake from the battlefield.” “The problem is, when you’re looking at that through an 
X-ray machine, you can’t tell the difference” whether it’s a live or inert grenade, the 
spokesman said. When TSA officers discover explosives, she said, they sometimes 
have to close checkpoints or baggage areas or call in bomb squads. 

http://www.ktla.com/news/landing/ktla-lax-netanyahu-security-guns,0,4609945.story
http://www.ktla.com/news/landing/ktla-lax-netanyahu-security-guns,0,4609945.story
http://newstalkradiowhio.com/localnews/2010/07/funnyman-yellow-springs-native.html
http://newstalkradiowhio.com/localnews/2010/07/funnyman-yellow-springs-native.html
http://www.9news.com/news/local/article.aspx?storyid=142600&catid=346
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Source: http://www.upi.com/Odd_News/2010/07/06/TSA-to-US-soldiers-Dont-pack-
grenades/UPI-32641278469333/ 

15. July 6, WBTV 3 Charlotte – (North Carolina) Airport to temporarily close security 
checkpoint. Charlotte Douglas International Airport in North Carolina will temporarily 
close Checkpoint A during the month of July for expansion and renovations. The 
checkpoint will close at noon on Wednesday, July 7, 2010, so crews can begin work to 
expand the space by approximately 2,000 square feet. The additional square footage 
will allow Checkpoint A to increase from three security lanes to four. It will also 
accommodate installment of the advanced imaging technologies scanner (also known 
as a full body scanner), which the Transportation Security Administration (TSA) began 
using at CLT in early May. Checkpoint A is scheduled to reopen August 7, 2010. To 
assist and minimize wait times for passengers, TSA will reassign staff to the open 
checkpoints and will work to keep all of the remaining security lanes open. 
Source: http://www.wbtv.com/Global/story.asp?S=12762637 

16. July 6, Moberly Monitor – (Missouri) Emergency declared for closed U.S. Hwy. 24 
bridge. Missouri’s governor declared a state of emergency on Friday afternoon in 
connection to the U.S. Route 24 Grand River Bridge at the border of Chariton and 
Carroll counties, which was closed last month after high, fast-moving water severely 
eroded the support structures for the bridge. The governor’s emergency declaration is 
necessary for approval of the Missouri Department of Transportation’s (MoDOT) 
application for federal emergency relief funds from the Federal Highway 
Administration. If the application is approved, MoDOT would be eligible to receive 
100 percent of funds needed for emergency repairs and 80 percent of the cost for the 
permanent repairs. The emergency declaration remains in effect until the repairs have 
been made and the bridge is deemed safe to be reopened. 
Source: http://www.moberlymonitor.com/news/x1609351514/Emergency-declared-for-
closed-U-S-Hwy-24-bridge 

For more stories, see items 3 and 42  
 
[Return to top]  

Postal and Shipping Sector 
 

Nothing to report 
 
[Return to top]  

Agriculture and Food Sector 

17. July 7, Food Safety News – (Michigan; Illinois) 8,000 lbs of beef jerky recalled for 
allergens. M&K II Co. recalled approximately 8,000 pounds of beef jerky June 6 
because the products contain wheat and soy, undeclared allergens, according to the 
U.S. Department of Agriculture’s Food Safety and Inspection Service (FSIS). The 
Macomb, Michigan company said products subject to the recall include: jerky-

http://www.upi.com/Odd_News/2010/07/06/TSA-to-US-soldiers-Dont-pack-grenades/UPI-32641278469333/
http://www.upi.com/Odd_News/2010/07/06/TSA-to-US-soldiers-Dont-pack-grenades/UPI-32641278469333/
http://www.wbtv.com/Global/story.asp?S=12762637
http://www.moberlymonitor.com/news/x1609351514/Emergency-declared-for-closed-U-S-Hwy-24-bridge
http://www.moberlymonitor.com/news/x1609351514/Emergency-declared-for-closed-U-S-Hwy-24-bridge
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labels.jpg-1-ounce and 3-ounce packages of “Firehouse Jerky Mild Beef Jerky Smoke 
Flavor Added.” “Sell By” dates ranging between 06/16/11 and 11/14/11 are ink jetted 
on the back of each package; and -1-ounce and 3-ounce packages of “Firehouse Jerky 
Pepper Beef Jerky Smoke Flavor Added.” “Sell By” dates ranging between 06/12/11 
and 11/25/2011 are ink jetted on the back of each package. Each package bears the 
establishment number “EST. 6935” or “EST. 10002” inside the USDA mark of 
inspection. The code number “6935” is ink jetted on the back of each package. These 
products were produced on various dates from January 28, 2010, through May 21, 
2010, and were sent to Firehouse Foods, Inc., an Alsip, IL distributor, for further 
Internet and retail sales.  
Source: http://www.foodsafetynews.com/2010/07/beef-jerky-recalled-for-allergens/ 

18. July 7, KPRC 2 Houston – (Texas) ATF probes fire that killed Texas FF. The Bureau 
of Alcohol, Tobacco, Firearms and Explosives is investigating a blaze that killed a 
firefighter, KPRC Local 2 reported July 5. Three firefighters July 3 ran into the burning 
Maxim Egg Farm in Boling, Texas. The group got trapped about 10 minutes after they 
went into the building, but two managed to escape. Five rapid intervention teams went 
in to look for the trapped firefighter, but they had to get out because the flames were 
too intense. It took nine hours and more than 30 different fire departments to get the 
blaze under control. His body was found at about 7:20 a.m. July 4. A team of two 
dozen ATF agents and specialists is investigating the cause of the fire. Maxim 
Production Company is an egg processing company and employs about 250 people. 
ATF officials said the company’s loss was estimated to be worth $5 to $10 million. 
Source: http://www.firehouse.com/news/top-headlines/atf-investigates-fire-killed-
texas-ff 

19. July 6, GateHouse News Service – (Kansas) Burger King evacuated because of bomb 
threat. A man July 3 said he had placed a bomb at a Lansing, Kansas fast food 
restaurant, but a search of the business and surrounding area did not turn up a bomb. 
The incident was reported about 9:30 p.m. at Burger King, 391 N. Main St. A man had 
gone into a neighboring business and said he placed the bomb at Burger King. 
Someone from the neighboring business contacted the restaurant to relay what the man 
had said, and a Burger King employee called police. The restaurant was evacuated, and 
members of the Lansing Police Department and Leavenworth County Fire District No. 
1 responded. Police canvassed the area for the man who had made the threat but were 
unable to locate him. 
Source: http://www.leavenworthtimes.com/newsnow/x1609351502/Burger-King-
evacuated-because-of-bomb-threat 

20. July 6, Santa Rosa Press Democrat – (California) Fort Bragg coffee roasting plant 
destroyed by fire. A fire that burned Thanksgiving Coffee Company’s roasting plant 
July 5 in Fort Bragg may be an act of arson, emergency officials said. As many as 50 
firefighters from the region turned out to help battle the fire at Noyo Harbor and save 
the Fort Bragg signature company’s home base. Fort Bragg, Cal Fire and Mendocino 
firefighters responded to the fire after several callers dialed 911 at 9:20 p.m. July 5 to 
say they could see flames coming from the building. Signs of vandalism and possible 
arson brought out a team of investigators to look into the cause. While parts of the 

http://www.firehouse.com/news/top-headlines/atf-investigates-fire-killed-texas-ff
http://www.firehouse.com/news/top-headlines/atf-investigates-fire-killed-texas-ff
http://www.leavenworthtimes.com/newsnow/x1609351502/Burger-King-evacuated-because-of-bomb-threat
http://www.leavenworthtimes.com/newsnow/x1609351502/Burger-King-evacuated-because-of-bomb-threat
http://www.foodsafetynews.com/2010/07/beef-jerky-recalled-for-allergens/
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building were saved, the building will likely be a total loss, the fire chief said. But 
firefighters were able to save sections housing machinery, including roasters.  
Source: http://www.istockanalyst.com/article/viewiStockNews/articleid/4282361 

[Return to top]  

Water Sector 

21. July 7, Connecticut Post – (Connecticut) Pump failure leaves some in Shelton 
without water. High water demand caused a water pumping station to fail, leaving 
some in the White Hills section of Shelton, Connecticut, without water service, or with 
low water pressure the night of June 6. Aquarion Water Co. officials said that the pump 
should be repaired by 8 a.m. or so on July 7. The unit failed at about 10:30 Tuesday 
night. The company said that water demand has been high because of the heat wave 
that has gripped the region. It is not know exactly how many customers were affected.  
Source: http://www.ctpost.com/news/article/Pump-failure-leaves-some-in-Shelton-
without-water-567822.php 

22. July 7, San Francisco Chronicle – (California) Mercury found in fish from San 
Francisco water supply. A study showed that the fish in the San Mateo County Lake 
— which collects rainwater as well as water piped in from Yosemite’s Hetch Hetchy 
reservoir — had some of the highest mercury levels in California. Now, the San 
Francisco Public Utilities Commission, which oversees the reservoir at Crystal Springs 
and the rest of the network that supplies drinking water to 2.5 million people in San 
Francisco, San Mateo, Santa Clara and Alameda counties, is trying to find the source of 
the heavy metal, a neurotoxin that can cause developmental damage in children and 
brain, lung and kidney problems in adults. Mercury contamination in predator fish like 
the bass does not indicate that the water itself is unsafe for drinking or swimming - 
though the 22.6 million-gallon Crystal Springs has long been off-limits to swimming, 
fishing and boating to protect drinking water quality. The naturally occurring mineral 
becomes hazardous when it interacts with bacteria that thrive in low-oxygen 
environments. The bacteria change the mercury into methyl mercury, which is 
consumed by microscopic organisms at the low end of the food chain. As each creature 
is in turn eaten by a bigger creature, the mercury becomes more concentrated. 
Source: http://www.sfgate.com/cgi-
bin/article.cgi?file=/c/a/2010/07/07/MNU41E4CR4.DTL 

23. July 6, Circle of Blue – (International) African, Asian nations top latest Water 
Security Risk Index. Somalia has the least secure water supply while Iceland has the 
most stable in the world, according to a survey of 165 nations released last week by 
Maplecroft, a Britain-based consultancy company. The study, the Water Security Risk 
Index, featured three other African nations, including Mauritania, Sudan and Niger, as 
well as Iraq, Uzbekistan, Pakistan, Egypt, Turkmenistan and Syria. Population growth 
and climate change will further exacerbate water supplies and negatively impact 
industrial and agricultural sectors, according to the report. The index measured four 
inputs: access to improved drinking water and sanitation, availability of supplies and 
dependence on external sources, balance between supply and demand, and the 

http://www.istockanalyst.com/article/viewiStockNews/articleid/4282361
http://www.ctpost.com/news/article/Pump-failure-leaves-some-in-Shelton-without-water-567822.php
http://www.ctpost.com/news/article/Pump-failure-leaves-some-in-Shelton-without-water-567822.php
http://www.sfgate.com/cgi-bin/article.cgi?file=/c/a/2010/07/07/MNU41E4CR4.DTL
http://www.sfgate.com/cgi-bin/article.cgi?file=/c/a/2010/07/07/MNU41E4CR4.DTL


 - 10 - 

dependence of each nation’s economy of water availability. These findings echo 
previous reports that areas with transboundary water sources have an elevated risk of 
conflict. “When water becomes scare it turns into a commodity that people fight for. It 
also generates corruption due to its dwindling supply that is often controlled by 
businesses, governments, or criminals and insurgents,” the deputy director and senior 
fellow of the Transnational Threats Project at the Center for Strategic and International 
Studies, told Circle of Blue. The report also emphasizes that insecurity stems largely 
from uncertain and inconsistent supplies.  
Source: http://www.circleofblue.org/waternews/2010/world/african-asian-nations-top-
latest-water-security-risk-index/ 

24. July 6, Star Ledger – (New Jersey) East Brunswick bans outdoor water use. East 
Brunswick Township officials banned all outdoor water use today following an 
electrical problem with a Middlesex Water Company pump that supplies a portion of 
the township’s water supply. “No washing cars, no filling pools, no watering lawns,” 
the mayor said. He said Middlesex Water notified the township of the problem 
Monday, and East Brunswick officials were waiting for the water reserve level to be 
restored by Tuesday afternoon. A water company spokeswoman said the pump was 
repaired by 9 a.m., and the township’s water supply was returning to normal. Once 
supplies are restored, the ban on outside watering will be lifted, but the township will 
enforce the municipal ordinance for odd-even watering, allowing outdoor watering on 
even-number days for homes with even-numbers addresses, and odd-numbered days for 
homes with odd-numbers addresses. 
Source: 
http://www.nj.com/news/index.ssf/2010/07/east_brunswick_bans_outdoor_wa.html 

[Return to top]  

Public Health and Healthcare Sector 

25. July 7, wcbstv.com – (New Jersey) NJ hospital goes to backup generator in 
outage. A hospital in New Brunswick, New Jersey says it had to use its backup 
generator during a power outage July 6 but no patients were affected. The 600-bed 
hospital used the generator from 10:30 p.m. to around 11 p.m. and had full power after. 
A spokesman for the hospital said it never lost power, and normal operations continued 
during the outage. No patients had to be moved. PSE&G hasn’t responded to e-mail 
and telephone messages seeking comment on the outage. The Hospital is located at One 
Robert Wood Johnson Place. 
Source: http://wcbstv.com/topstories/heat.heat.wave.2.1791747.html 

26. July 6, NJ.com – (New Jersey) Brush fire sparks the evacuation of West Deptford 
care center. A small brushfire in West Deptford Township, New Jersey quickly turned 
more serious July 6 as it caused the evacuation of nearby nursing care facility. 
Firefighters were called to the 500 block of Jessup Road at 1:15 p.m. where a pile of 
branches ignighted and set a utility pole on fire. “By the time we got it out with dry 
powder, it had blown the electric circuits at the top of the pole,” the Thorofare Fire 
Department chief said. Because the fire was electrical, firefighters couldn’t use regular 

http://www.circleofblue.org/waternews/2010/world/african-asian-nations-top-latest-water-security-risk-index/
http://www.circleofblue.org/waternews/2010/world/african-asian-nations-top-latest-water-security-risk-index/
http://www.nj.com/news/index.ssf/2010/07/east_brunswick_bans_outdoor_wa.html
http://wcbstv.com/topstories/heat.heat.wave.2.1791747.html
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water. Power was cut off to the Manor Care facility and a neighboring office complex. 
The electric company couldn’t give officials a definite time line to restore power, so a 
decision to evacuate was made. 
Source: http://www.nj.com/gloucester-
county/index.ssf/2010/07/brush_fire_sparks_the_evacuati.html 

27. July 6, Norwich Bulletin – (Connecticut) Norwich building evacutaed after Freon 
leak. A Norwich medical complex was evacuated July 6 because of a Freon leak from 
an air-conditioning unit in the building, fire officials said. The leak was first reported 
shortly before 10:30 a.m. The Yantic fire chief said the building was already evacuated 
when firefighters arrived to find Freon vapor inside. The three-story complex at 12 
Case St. is home to Norwich Medical Associates. Some employees and patients were 
relocated to other offices. The city fire marshal’s office and state Department of 
Environmental Protection were called in while firefighters ventilated the building. The 
fire chief estimated 300 pounds of Freon escaped into the building. The complex was 
closed for the day as repair crews worked on the air-conditioning unit, which services 
all three floors. 
Source: http://www.norwichbulletin.com/news/crime/x1609352861/Norwich-building-
evacuated-after-Freon-leak 

[Return to top]  

Government Facilities Sector 

28. July 7, Honolulu Star-Advertiser – (Hawaii) UH breach affects 53,000. University of 
Hawaii (UH) officials said July 6 that a hacker breached the security of a parking office 
computer server that contained personal information of 53,000 people. There were 
40,870 Social Security numbers and 200 credit cards that were possibly compromised. 
So far, “there is no indication that any information was misused, downloaded or viewed 
by the hacker,” who planted a virus on the computer server. Although officials do not 
know how it happened, they believe a site in China was involved. The matter was 
turned over to the Honolulu police, the FBI, and UH’s forensics investigator. As a 
safety precaution, the spokesman said letters were mailed July 3 to affected people. In 
addition, an e-mail notice will be sent to people for whom the university does not have 
a mailing address. A routine audit June 15 discovered that someone gained 
unauthorized access May 30 to a computer server used by the UH parking office. 
Source: 
http://www.staradvertiser.com/news/hawaiinews/20100707_UH_breach_affects_53000
.html 

29. July 7, Durham News & Observer – (North Carolina) Bomb scare empties Revenue 
building. Suspicious packages were found in front of the North Carolina Department of 
Revenue service center and behind a residence July 6. Bomb squad officers were called 
to inspect a bag. The building was evacuated, but officers determined that the bag held 
dental equipment. Moments after the first call, a landscaper found a mortar round 
behind a home. Surrounding residences were cleared. Police found that the round was 
not live. 

http://www.nj.com/gloucester-county/index.ssf/2010/07/brush_fire_sparks_the_evacuati.html
http://www.nj.com/gloucester-county/index.ssf/2010/07/brush_fire_sparks_the_evacuati.html
http://www.norwichbulletin.com/news/crime/x1609352861/Norwich-building-evacuated-after-Freon-leak
http://www.norwichbulletin.com/news/crime/x1609352861/Norwich-building-evacuated-after-Freon-leak
http://www.staradvertiser.com/news/hawaiinews/20100707_UH_breach_affects_53000.html
http://www.staradvertiser.com/news/hawaiinews/20100707_UH_breach_affects_53000.html
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Source: http://www.newsobserver.com/2010/07/07/568614/bomb-scare-empties-
revenue-building.html 

30. July 7, UPI – (International) Drone crashes becoming more frequent. At least 39 
drones have crashed in Iraq and Afghanistan and nine in the United States, U.S. 
military officials say. The Air Force said the number of crashes involving Predator and 
Reaper drones has been going up because more of them are being used, the Los 
Angeles Times reported. The accident rate has been declining, however. Investigators 
blame the crash rate partly on a rush to get the drones into use after the September 11, 
2001, terrorist attacks. While the Air Force had been using unarmed drones for several 
years, giving them the capacity for airstrikes was new. “It was never designed to go to 
war when it did,” said a lieutenant colonel the Air Force Unmanned Aircraft Systems 
Task Force. Some of the electronics allowing ground operators to communicate with 
the drones was cobbled together in the early days of drone usage, with purchases from 
retail electronics stores. One drone crashed because it ran out of fuel and another 
because an operator confused two switches. 
Source: http://www.military.com/news/article/drone-crashes-becoming-more-
frequent.html?ESRC=topstories.RSS 

31. July 6, Purdue University – (Indiana) Purdue to simulate emergency to test 
response. Purdue University will test its emergency preparedness July 14 with the 
simulation of an on-campus event. The exercise is funded by a grant from the 
Department of Education Emergency Management in Higher Education program. 
Purdue’s Campus Emergency Preparedness and Planning Office, in conjunction with 
the Purdue Homeland Security Institute, will simulate an assault by armed gunmen 
involving multiple buildings, a scaled-down version of the Virginia Tech tragedy in 
2007. The exercise, which will be concentrated on the southwest side of campus, will 
test police and emergency medical service’s ability to respond as well as the Purdue 
Alert system and communications, said the director of university emergency 
preparedness. The exercise will begin at approximately 8 a.m. and will be completed by 
noon. Signs will be posted in the affected areas. Drivers and pedestrians are asked to 
used caution and watch for emergency response vehicles. 
Source: https://www.purdue.edu/newsroom/general/2010/100706WrightExercise.html 

[Return to top]  

Emergency Services Sector 

32. July 6, Palm Springs Desert Sun – (California) Suspicious device found attached to 
Hemet police car. A suspicious device attached to a police car was discovered July 6 
in another possible attempt to harm law enforcement officers in Hemet, California. 
Authorities noted that the mechanism appeared to have been placed on the vehicle 
before the recent arrests of two suspects in the attacks that began earlier this year. The 
device was located about 11:40 a.m. during an inspection of patrol vehicles parked at 
the City Yard, 3077 Industrial Ave., according to a Hemet police lieutenant. The area 
was evacuated and Riverside County sheriff’s bomb technicians secured the instrument. 
“This device could have been attached to the vehicle at any time in the last 60 days,” 

http://www.newsobserver.com/2010/07/07/568614/bomb-scare-empties-revenue-building.html
http://www.newsobserver.com/2010/07/07/568614/bomb-scare-empties-revenue-building.html
http://www.military.com/news/article/drone-crashes-becoming-more-frequent.html?ESRC=topstories.RSS
http://www.military.com/news/article/drone-crashes-becoming-more-frequent.html?ESRC=topstories.RSS
https://www.purdue.edu/newsroom/general/2010/100706WrightExercise.html
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the lieutenant said. “Investigators believe they have the suspects in these attacks in 
custody and that this device was simply not discovered until today.” 
Source: 
http://www.mydesert.com/article/20100706/NEWS0801/100706030/Suspicious-
device-found-attached-to-Hemet-police-car 

33. July 6, Associated Press – (Arizona) Pinal County Sheriff declines security 
detail. The Pinal County, Arizona sheriff is declining a security detail after his 
department said he has had “credible” threats against his life. The Pinal County 
Sheriff’s Office issued a news release Monday saying that his outspoken statements 
about border security have led to such threats. The Sheriff’s Office said the sheriff 
declined the security detail for budget reasons and because of limited staffing. The 
chief deputy said they have information of additional threats from the Mexican Mafia 
and drug cartel members that placed a ‘green light’ on the sheriff’s life. The chief 
deputy said threats against the sheriff by foreign born criminals raise their concerns to a 
new level. 
Source: http://www.kold.com/Global/story.asp?S=12758536 

[Return to top]  

Information Technology Sector 

34. July 7, The Register – (International) Trojan skewers security software with 
Windows. Security watchers have discovered a Trojan that uses built-in Windows 
functionality to overwrite security software and compromise systems by disguises itself 
as an antivirus update package. The malware uses Windows input method editor (IME) 
to inject a system technology that normally creates a means for users to enter characters 
not supported with their input device, such as Chinese or Japanese. It then kills any 
running antivirus processes and deletes the installed antivirus executable files. The 
attacks show that malware writers have begun using Windows input methods to infect 
vulnerable systems. 
Source: http://www.theregister.co.uk/2010/07/07/ime_trojan/ 

35. July 7, PC World – (International) Apple: 400 iTunes accounts hacked. Apple now 
admits 400 iTunes accounts were hacked and used by a Vietnamese developer to push 
his iPhone apps to best seller status over the weekend by purchasing his own apps using 
hacked iTunes accounts. At one point, the developer’s apps occupied 42 of the top 50 
apps sold in the Books section, and users reported purchases of up to $500 with their 
accounts. Apple downplayed the attack, however, pointing out that 400 accounts equals 
0.0003 percent of the over 150 million iTunes account holders. The downplaying of the 
hack comes as little consolation to many who believed Apple’s walled garden would 
offer protection from rogue developers and hackers. The hacker’s apps had been 
removed from the App Store because he “violat[ed] the developer Program License 
Agreement, including fraudulent purchase patterns,” Apple said. The company also 
claims that its iTunes servers were not compromised in any way. 
Source: 
http://www.pcworld.com/article/200618/apple_400_itunes_accounts_hacked.html 

http://www.kold.com/Global/story.asp?S=12758536
http://www.theregister.co.uk/2010/07/07/ime_trojan/
http://www.pcworld.com/article/200618/apple_400_itunes_accounts_hacked.html
http://www.mydesert.com/article/20100706/NEWS0801/100706030/Suspicious-device-found-attached-to-Hemet-police-car
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

36. July 7, BusinessDay – (International) ‘Dreaded’ fault in undersea cable stymies 
internet. A fault in the Seacom undersea cable that runs along Africa’s east coast has 
interrupted internet access for millions, including local users. Seacom said July 6 that 
its undersea cable system had collapsed, disrupting services from Kenya to India and 
Europe. The undersea cable has been in operation for a year and provides broadband 
internet access. A Seacom representative said initial investigations had revealed that 
there was a fault on the component that amplified the signal, and he warned repairs 
could take up to a week. “The actual duration is unpredictable due to external factors 
such as transit time of the ship, weather conditions and time to locate the cable,” he 
said. The outage affects all internet service providers which use Seacom for 
international bandwidth.  
Source: http://www.businessday.co.za/articles/Content.aspx?id=113943 

[Return to top]  

Commercial Facilities Sector 

37. July 6, WKRG 5 Mobile – (Alabama) ‘Bomb’ found on beach. Authorities tell that BP 
workers cleaning Orange Beach, Alabama found what authorities believe might be 
some sort of old World War II shell around 9am July 6. The device is disk-shaped and 
about 3 feet wide and appears to weigh about 500 lbs. It was found in the surfline. 
Crews have cordoned off about 30 yards of beach with construction fence. No further 
information at this time. 
Source: http://www.wkrg.com/gulf_oil_spill/article/bomb-found-on-beach/903866/Jul-
06-2010_1-38-pm/ 

38. July 6, Atlanta Journal Constition – (Georgia) Marietta mosque fire called arson; 
FBI asked to investigate. July 6, as fire officials investigated a suspected arson at a 
Marietta mosque, representatives of a national civil rights and advocacy group said the 
July 5 fire is indicative of a recent increase in anti-Muslim violence and asked for a 
federal investigation. Firefighters got the call about 11:30 p.m. When they arrived, 
flames were coming from the front and back of the converted house. Two fires, one 
upstairs and another downstairs, led firefighters to suspect arson. They also found 
evidence of forced entry at a window. Firefighters saved the structure, but damages to 
the facility are estimated at about $100,000. Investigators are following all possible 
leads, including some conflicts within the mosque community. Mosque members said 

mailto:sos@us-cert.gov
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they had locked the building after prayer less than an hour before the fire started. 
Source: http://www.ajc.com/news/marietta-mosque-fire-called-565513.html 

39. July 6, Associated Press – (New York) Tear gas at N.Y. training site disrupts 
country club. Police in Guilderland, New York say emergency crews treated seven 
people July 5 for burning eyes and mouths caused by the noxious fumes from tear gas 
being used for a prison guard training drill at the New York Army National Guard rifle 
range. About 60 children, including day campers, golfers and swimmers, were moved 
inside the clubhouse until the fumes dissipated. 
Source: http://www.stargazette.com/article/20100706/NEWS01/7060317/1113/Tear-
gas-at-N.Y.-training-site-disrupts-country-club 

[Return to top]  

National Monuments and Icons Sector 

40. July 6, The Philadelphia Inquirer – (Delaware) Old military explosive found on 
Delaware beach. An 18-inch-long artillery type shell was found July 5 on the beach at 
Delaware’s Henlopen State Park. Bomb disposal teams from the State Police and Dover 
Air Force Base examined the ordnance but could not determine its specific type, 
officials said. They removed it for further analysis and destruction. The beach was 
closed for several hours until bomb disposal experts removed the rusted and barnacle 
encrusted shell. Park rangers found the shell above the high tide line, State Police said. 
World War I era military ordnance that was dumped at sea years ago has been 
appearing around the region, dredged up by clam boats and during beach replenishment 
projects. It cost about $17 million to clean up munitions that ended up on a beach in 
Surf City on Long Beach Island following a replenishment project in 2006 and 2007. 
Source: http://www.philly.com/philly/news/breaking/97864224.html 

41. July 6, Silver City Sun News – (New Mexico) Dry conditions help spark new fires in 
Gila. Drier conditions during the weekend caused several fires in the Gila, New 
Mexico, including the Dark Fire, the Flat Top Fire and the Hinkle Fire, to become 
“moderately active” with slow growth, according to the U.S. Forest Service. These 
fires, along with the Monument Fire, are being closely monitored. The Dark Fire and 
the Flat Top Fire are both in the Reserve Ranger District, while the Hinkle Fire is 
burning in the Glenwood Ranger District and the Monument Fire is in the Wilderness 
Ranger District. These blazes are believed to have been caused by lightning and have 
burned less than 20 acres each. 
Source: http://www.scsun-news.com/ci_15453964 

[Return to top]  

Dams Sector 

42. July 7, Associated Press – (Texas; International) Mexico, Texas evacuate homes as 
Rio Grande floods. Reservoirs along the U.S.-Mexico border have reached their 
highest levels in decades following days of drenching rain. That has forced officials to 
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dump water into flooded rivers, with yet another storm on the way. Mexican officials 
evacuated nearly 18,000 people from houses in Ciudad Anahuac for fear that water 
would overflow the Venustiano Carranza dam and threaten lives. Water behind the 
binational Amistad Dam on the Rio Grande was at its highest level since 1974, 
according to the International Boundary and Water Commission, forcing officials to 
release water from it at the fastest rate in a quarter century. The Commission said the 
downstream Falcon dam would probably reach capacity within the next few days, 
suggesting future releases there will raise water levels along the river’s lower reaches. 
Much of that downstream area is protected against flooding by levees, but Mexico’s 
National Water Commission said it was worried about low-lying settlements, most built 
by poor people without official permission. Twenty floodgates had been opened by late 
Tuesday at the Venustiano Carranza Dam, which was releasing 600 cubic meters per 
second into the Salado River, a tributary of the Rio Grande. Officials were also 
evacuating 2,000 people near the swollen Rio Escondido. In Texas, authorities 
evacuated the Vega Verde neighborhood of Del Rio as more water was being released 
from the Amistad Lake, just upstream. One of three international bridges connecting 
Laredo, Texas and Nuevo Laredo, Mexico, was ordered closed as the Rio Grande rose 
dramatically. The water is expected to rise to 38.5 feet — high enough to touch but not 
run over the bridge. 
Source: http://www.google.com/hostednews/ap/article/ALeqM5iJtis-
T41gWr2Rm65LgE_HTKE3GgD9GQCAP80 

43. July 6, KCRA 3 Sacramento – (California) Battle Creek Dam removal starts. State 
workers have begun an $80 million project to remove dams in a Northern California 
creek in hopes of reviving struggling salmon and steelhead populations. The California 
Department of Fish and Game expects the fish — which start life in fresh water before 
swimming to the sea — to return after the five dams are removed from Battle Creek in 
Tehama County. Officials said the project should draw roughly 2,500 threatened 
spring-run chinook salmon, 2,000 endangered winter-run chinook salmon and 5,000 
steelhead to the creek. Wildcat Dam is the first dam slated for destruction. Three other 
dams will remain on the upper creek, but ladders and screens will help to reroute the 
seabound swimmers around the dams. The work, which began this month, is scheduled 
for completion by the end of 2014.  
Source: http://www.kcra.com/news/24158648/detail.html 

44. July 3, Patriot Ledger – (Massachusetts) Weymouth gets ready to prepare sea 
walls. Crumbling sea walls along Weymouth’s coast could receive some much needed 
reconstruction, now that the Massachusetts town has received $100,000 to study design 
and permitting. Two stretches of sea walls, at Fore River Avenue and Fort Point Road, 
will be targeted. The two $50,000 grants come from the Department of Conservation 
and Recreation Division of Waterways’ Rivers and Harbors program. The money will 
be used to hire a firm, which will investigate the engineering and permitting needs and 
do a cost-benefit analysis of the designs. On Friday, the mayor, a town engineer, the 
harbormaster, and a Department of Conservation and Recreation grant compliance 
officer checked out the status of the walls and talked about the process going forward. 
After a firm is selected, meetings and surveys could begin in the fall. During high tide, 
water rushes onto the roadways over the barriers that were originally supposed to be 
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temporary. Spots where the town has tried to make repairs and patches freckle the 
walls, and rocks jut out from eroded concrete. The sea walls now are concrete, which 
can not stand up to the blast of salt water over decades. It is a familiar sight across the 
South Shore. In Massachusetts, 85 percent of sea walls are more than 50 years old. 
Source: http://www.patriotledger.com/features/x2071997324/Weymouth-gets-ready-to-
prepare-sea-walls 
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