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Top Stories 

• According to CNN, Gulf state health and fisheries officials and leaders from several federal 
agencies will collaborate to set safety levels for seafood coming out of the Gulf of Mexico, 
the U.S. Vice President said June 29. (See item 27) 

• Nearly a month after a Google engineer released details of a new Windows XP flaw, 
criminals have dramatically ramped up online attacks that leverage the bug, IDG News 
Service reports. Microsoft reported Wednesday that it has now logged more than 10,000 
attacks. (See item 43) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. July 1, Dallas Morning News – (Texas) Official says pipeline that caused Cleburne 
explosion wasn’t marked. The natural gas pipeline that exploded June 7 near 
Cleburne, Texas, killing a man and injuring eight others, was not marked at all when 
utility crews began digging in the area, a top federal official said. Machinery still 
burned on scorched earth hours after a natural gas line exploded in Johnson County 
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June 7. The chairman of the National Transportation Safety Board told Capitol Hill 
lawmakers last week that investigators combing the blast site found the “ruptured 
pipeline was not marked” as required by federal law. The large gas line exploded after 
a crew nicked the pipe while installing utility poles on a farm west of Cleburne. The 
explosion killed the drill operator and fueled a massive fire that burned for hours. 
Source: http://www.dallasnews.com/sharedcontent/dws/news/localnews/stories/DN-
cleburne_01met.ART.Central.Edition1.2958b6d.html 

2. June 30, Associated Press – (Minnesota) Coal-carrying train derails in Minn.; no 
injuries. A train carrying coal derailed near downtown Wayzata, Minnesota, June 30, 
causing damage to an office building. No injuries have been reported. Wayzata police 
said 17 cars derailed about 9:30 a.m., with a number of cars spilling their load of coal. 
Burlington Northern Santa Fe (BNSF) operated the 123-car coal train. A BNSF 
spokeswoman said the train was heading from Wyoming through Minneapolis and on 
to Superior, Wisconsin. Every car was fully loaded. BNSF hopes to have the cars 
cleared from the scene by Wednesday night, and the tracks repaired by early Thursday. 
She said it is too early to say why the train derailed. 
Source: http://www.wqow.com/Global/story.asp?S=12735028 

3. June 29, Newport News Daily Press – (National) Webb wants report on oil rig 
security. Citing environmental and security risks, a U.S. Senator from Virginia 
Tuesday called for a report on how vulnerable the nation’s offshore oil rigs are to an 
attack, and what is being done to protect them. The request, made in a letter to the 
departments of Defense, Homeland Security and Interior, comes as Senate Democrats 
renew their effort to pass an energy bill using the Gulf of Mexico oil spill as a 
backdrop. “While Congress continues to scrutinize BP and the regulatory agencies, our 
nation must be vigilant against deliberate acts, such as an attack or sabotage, that could 
cause similar devastation,” the U.S Senator said in a press release. 
Source: http://articles.dailypress.com/2010-06-29/news/dp-nws-webb-oil-rigs-
20100629_1_oil-rigs-oil-spill-energy-bill 

[Return to top]  

Chemical Industry Sector 

4. June 29, Erie Times News – (Pennsylvania) Hazmat team cleans up Springfield 
Township chemical spill. The Erie County Hazardous Materials Team cleaned up a 
small chemical spill from a tractor-trailer June 29 in Springfield Township, 
Pennsylvania. The haz-mat team responded to the call just after 3 p.m. at a Sunoco gas 
station and convenience store at Interstate 90 and Route 215. Crews cleaned up a 
caustic liquid chemical. There were no injuries reported. The driver of the double 
tractor-trailer was eastbound on I-90. He pulled into the Sunoco station after noticing 
that one of his trailers was leaking. One of his trailers contained three, 300-gallon 
barrels of the caustic liquid. The other trailer contained household items. The load 
shifted and spilled inside the trailer. Most of the chemical spill was contained within 
the trailer. 
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Source: 
http://www.goerie.com/apps/pbcs.dll/article?AID=/20100629/NEWS02/306299896 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

5. July 1, Boston Herald – (International) FAA fines two India cos. for uranium 
cargo. The Federal Aviation Administration (FAA) has fined two Indian companies 
$422,500 for sending a radioactive shipment of depleted uranium as cargo on a 
passenger-carrying British Airways flight from Mumbai to Logan International Airport 
in Boston in 2008. The FAA alleges that IIS & Allied Services and its freight 
forwarder, Gallant Freight & Travels, failed to declare the hazardous nature of the 
shipment, which wasn’t properly packaged or labeled. Radioactive materials are not 
allowed to be shipped as cargo aboard passenger aircraft, with some exceptions. The 
depleted uranium was destined for QSA Global Inc. in Burlington, Massachusetts. 
Source: 
http://www.bostonherald.com/business/general/view.bg?articleid=1265047&srvc=rss 

6. July 1, U.S. Nuclear Regulatory Commission – (North Carolina) NRC approves first 
use of advanced fire protection standard at Harris nuclear plant. The Nuclear 
Regulatory Commission (NRC) has approved the Shearon Harris Nuclear Power 
Plant’s adoption of the National Fire Protection Association’s “Performance-Based 
Standard for Fire Protection for Light-Water Reactor Electric Generating Plants” 
(NFPA 805). “Our approval marks an important milestone,” said the NRC Chairman. 
“While current regulations provide adequate protection, NFPA 805 enhances fire safety 
using risk insights. The agency has worked with recognized experts to incorporate an 
updated understanding of fire risks into our regulations. This process gives nuclear 
power plant licensees more refined tools to comprehensively evaluate fire-safety 
measures and focus resources where they will do the most good.” NFPA 805 describes 
how existing reactors can upgrade fire-protection programs by applying risk-informed, 
performance-based requirements and fundamental fire protection design elements. 
Under the NFPA 805 standard, reactor owners and operators perform engineering 
analyses to demonstrate their installed fire-protection systems and features will meet 
specific fire protection and nuclear-safety goals, objectives, and performance criteria. 
Plant owners must also install additional equipment or take other measures if the 
analyses call for them. In the case of Shearon Harris, the NFPA 805 analysis led the 
plant to make several modifications, including installation of an additional fire-
detection system and an additional diesel generator. 
Source: http://www.nrc.gov/reading-rm/doc-collections/news/2010/10-119.html 

7. June 30, Las Vegas Review-Journal – (Nevada) NRC sets schedule for Yucca 
appeals. The Nuclear Regulatory Commission (NRC) set ground rules June 30 for 
appeals of this week’s ruling that sidetracked plans to scrap a waste license for the 
proposed repository at Yucca Mountain near Las Vegas. The agency issued a one-page 
order setting a July 9 date for appeals and arguments on why the decision issued by an 
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agency legal panel should not be overturned. Follow-up briefs are due July 16. 
Attorneys and officials who follow the Yucca Mountain case interpreted it as a sign 
that the commission wants to address the issue sooner rather than later. It was widely 
expected that leaders of the NRC would have the final word after the initial ruling. 
Based on the schedule for legal briefs and the amount of time taken for the NRC to 
resolve a matter last year in the Yucca case, it is possible that a final decision could 
come around mid-August, according to an attorney representing Nevada. 
Source: http://www.lvrj.com/news/nrc-sets-schedule-for-yucca-appeals-97531659.html 

[Return to top]  

Critical Manufacturing Sector 

8. July 1, Associated Press – (International) Faulty engines in 270,000 Toyotas. Toyota 
said July 1 about 270,000 cars sold worldwide — including luxury Lexus sedans — 
have potentially faulty engines, the latest quality lapse to hit the automaker following 
massive global recalls of top-selling models. The Japan daily Yomiuri said in its 
evening edition that Toyota will inform the transport ministry of a recall July 5. The 
paper cited no sources. A Toyota spokesman said the company was evaluating 
measures to deal with the problem of defective engines that can stall while the vehicle 
is moving. He would not confirm a recall was being considered. The automaker has 
been working to patch up its reputation after recalling more than 8 million vehicles 
worldwide because of unintended acceleration and other defects. Of the 270,000 
vehicles with engine problems, some 180,000 were sold overseas and the rest in Japan. 
They include the popular Crown and seven models of luxury Lexus sedans. Toyota said 
it has received around 200 complaints in Japan over faulty engines. Some drivers told 
Toyota that the engines made a strange noise. 
Source: http://www.nytimes.com/aponline/2010/07/01/world/AP-AS-Japan-
Toyota.html?_r=1&partner=rss&emc=rss 

[Return to top]  

Defense Industrial Base Sector 

9. July 1, Space-Travel.com – (National) NASA tests engine technology to assist with 
future space vehicle landings. NASA, in partnership with Pratt and Whitney 
Rocketdyne (PWR), has demonstrated a new engine with the capability to “deep 
throttle,” a more reliable and robust design that could be used to land space-exploration 
vehicles on the moon, an asteroid or another planet. The Common Extensible 
Cryogenic Engine, also known as CECE, recently completed the fourth and final series 
of hot-fire tests on a 15,000-pound thrust class, cryogenic-technology demonstrator 
rocket engine, increasing the throttling capability by 35 percent over previous tests. 
This test series demonstrated this engine could go from a thrust range of 104 percent 
power down to 5.9 percent. This equates to an unprecedented 17.6:1 deep-throttling 
capability, which means the cryogenic engine can throttle up and back down quickly. 
Source: http://www.space-
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travel.com/reports/NASA_Tests_Engine_Technology_To_Assist_With_Future_Space_
Vehicle_Landings_999.html 

10. July 1, Seacoastonline.com – (Maine) Air Guard motor pool evacuated due to gas 
smell. The smell of propane at a Air National Guard facility in Portsmouth, New 
Hampshire the afternoon of June 30 prompted a response from firefighters, and the 
evacuation of nearly 10 guard members. A spokesman said the odor was reported 
shortly before noon and was located in the motor pool of Pease Air National Guard 
Base. The spokesman said firefighters from the Pease National Guard station responded 
to the scene and within minutes detected no indication of a leak with a gas-detection 
meter. The motor pool is a facility used for vehicle maintenance, said the spokesman. 
The alarm was raide in part, due to the presence of an emergency backup propane tank 
located outside of the building, as well as various trailers that also have propane tanks 
attached. 
Source: 
http://www.seacoastonline.com/apps/pbcs.dll/article?AID=/20100701/NEWS/7010403/
-1/NEWSMAP 

11. June 21, Defense News – (National) U.S. Navy’s lean manning backlash. An 
independent probe into the state of the U.S. Navy’s surface force has found widespread, 
systemic dysfunction in its manning, readiness and training, and repudiates much of the 
service’s high-level decision-making in the last decade. The report - commissioned by 
the Fleet Forces commander, and produced by a seven-member panel led by a retired 
Vice Admiral, and that included two serving rear admirals — warns that unless the 
Navy mends its ways, it will continue to see surface ships condemned in inspections 
and sail unready to fight. Although sailors and Navy observers have pointed before to 
many of the problems and trends that the Vice Admiral’s “fleet review panel” 
uncovered, the report provides the clearest, most detailed look yet at how a 
preoccupation with saving money drove the surface Navy to a low point. 
Source: 
http://webcache.googleusercontent.com/search?q=cache:TPNqzvfCa3QJ:_www.defens
enews.com/story.php?i=4677660+Balisle+lean+manning&cd=1&hl=en&ct=clnk&gl=u
s-### 

[Return to top]  

Banking and Finance Sector 

12. July 1, Help Net Security – (International) New financial malware targeting bank 
customers. Bank customers are being targeted by criminals using regional specific 
malware that flies under the radar of most antivirus technology to steal online banking 
credentials and commit fraud. Detection rates for regional malware are between zero 
and 20 percent, suggesting that the majority of these attacks go undetected. Two pieces 
of regional malware targeted at U.K. banks have been detected by Trusteer; Silon.var2, 
which resides on one in every 500 computers in the U.K. compared to one in 20,000 in 
the U.S., and Agent.DBJP, detected on 1 in 5,000 computers in the U.K. compared to 1 
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in 60,000 in the U.S. In addition, Trusteer has discovered two UK-specific Zeus 
botnets. Although Zeus is the most well-known piece of financial malware, these 
botnets only consist of U.K.-based computers and only target U.K.-based banks. Hence 
the variants are less likely to be detected by antivirus solutions. To help avoid detection 
and maximize return on effort, criminals use U.K.-centric spam lists and compromised 
Web sites based in the U.K. to spread the malware that targets bank customers. 
Source: http://www.net-security.org/malware_news.php?id=1392 

13. July 1, FortBendNow.com – (Texas) MoCity man pleads guilty in multi-million 
dollar mortgage fraud scheme. A Missouri City, Texas resident has pleaded guilty to 
committing wire fraud arising from a $10-million, mortgage-fraud scheme, a United 
States district attorney has announced. The 46-year-old suspect was indicted in June 
2009 along with others for perpetrating a scheme to defraud lenders of mortgage loans 
by making fraudulent claims on mortgage loan applications and having some borrowers 
make false representation of a Social Security number on those same applications. On 
June 30, he pleaded guilty and admitted his role in the multi-million dollar fraud 
scheme before a U.S. district judge who has set sentencing for September 27. The 
suspect’s role was two-fold – that of a recruiter of borrowers with good credit on behalf 
of Phantom Marketing, and that of a loan processor at Capri Mortgage and United 
National Mortgage. The suspect, and an associate who pleaded guilty to these same 
charges June 29, devised a scheme to purchase multiple residential properties in the 
greater Houston area through fraudulent mortgage loans. Through their association with 
several companies – including Capri Mortgage Services, United National Mortgage and 
Phantom Marketing – two were able to obtain more than $10 million in fraudulent 
loans between June 2003 and July 2006. 
Source: http://www.fortbendnow.com/2010/07/01/46524 

14. June 30, Network World – (International) Heartland ramps up first end-to-end 
encryption. Heartland Payment Systems, the victim last year of a massive data breach, 
vowed to develop new security gear based on end-to-end encryption to prevent such a 
breach from occurring again. That’s now taking shape, but slowly. “We have a long 
way to go,” acknowledges Heartland’s CEO, pointing out that the so-called E3 
payment terminals intended for small-to-mid-size customers, are but the first step, 
“with more advanced technologies coming in the summer” intended for use between 
Heartland’s network and much larger merchants that would require more back-end 
integration into processing systems. “We’re not ready to help all of them yet,” he 
acknowledged. There is no end-to-end encryption requirement for debit- and credit-
card processing, although the Payment Card Industry (PCI) Security Standards Council, 
which sets technical standards used by payment processors and merchants, is expected 
to weigh in on that topic in its upcoming PCI standard this October. 
Source: 
http://www.computerworld.com/s/article/9178748/Heartland_ramps_up_first_end_to_e
nd_encryption 

15. June 30, Worcester Telegram & Gazette – (Massachusetts) ‘Very aggressive’ bank 
robber worries investigators. Brazen, aggressive and armed - all three descriptions of 
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a bank robber are never a good mix in law enforcement officials’ eyes. All three are 
being used to describe the suspect who robbed the Central One Federal Credit Union in 
Auburn, Massachusetts June 28. Officials think he could be the same man who hit 
banks in Worcester and two others in Auburn. The man who robbed the Central One 
Federal Credit Union on Southbridge Street shortly after 8 a.m. June 28 carried a 
handgun, pointed it at two employees and threatened their lives. He stole cash and 
ordered the two people onto the floor before fleeing and disappearing into nearby 
woods. Authorities reviewing the man’s aggressive style found similarities with other 
bank robberies from this year, last year and 2007. In three cases, the suspect claimed to 
have an explosive device. 
Source: http://www.telegram.com/article/20100630/NEWS/6300417/1003/news03 

16. June 30, Folsom Telegraph – (California) Pizza-tossing brothers charged with 
credit-card fraud. Folsom, California police arrested two brothers for allegedly being 
part of a credit-card skimming ring. An officer of the Folsom Police Department, said a 
29-year-old suspect, and his brother, were arrested after their Rancho Cordova 
residence and their family-owned Folsom Family Pizza were searched by police 
Thursday. “Both searches turned up fake credit cards,” the officer said. “The brothers 
were arrested on charges of alleged unauthorized use of credit cards and identity theft.” 
The arrests stem from a multi-jurisdictional investigation that started earlier this month 
after police had discovered credit-card skimming devices placed at Folsom, Auburn 
and Sacramento gas stations. A similar device was found in Rocklin earlier this year. 
The officer said investigators believe that the the brothers might be part of a larger ring 
of credit-card skimmers and identity thieves working in the area. 
Source: 
http://auburnjournal.com/detail/153444.html?content_source=&category_id=&search_f
ilter=&user_id=&event_mode=&event_ts_from=&event_ts_to=&list_type=&order_by
=&order_sort=&content_class=1&sub_type=&town_id= 

[Return to top]  

Transportation Sector 

17. July 1, Washington Post – (District of Columbia) Two suspicious packages disrupt 
life in Northwest Washington. Two separate packages June 30 left several blocks in 
Northwest Washington, D.C. closed for hours. Police responded to a call near 19th and 
F streets, and another near the Columbia Heights Metro train station. The Washington 
Metropolitan Area Transit Authority shut down the Columbia Heights station after a 
gray suitcase was found. It was later determined that it had been left near a construction 
zone at 14th and Irving streets NW and was full of tools. The station was closed for 
about two hours. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/06/30/AR2010063005188.html?wprss=rss_metro 

18. July 1, Associated Press – (New York) NY pedestrian bridge collapses when hit by 
truck. Authorities said a pedestrian bridge over a western New York road has been 
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removed after it collapsed when struck by a truck carrying herbicides. No one was 
injured the afternoon of June 30 when the truck failed to clear the 24-foot-long bridge 
over Routes 5 and 20 in Seneca, 35 miles southeast of Rochester. State department of 
transportation officials said the bridge had a posted clearance of 14 feet. Police said the 
truck driver misjudged the height and slammed into the overpass. The span was 
formerly part of a railway that was turned into a 23-mile trail linking Canandaigua and 
Phelps. A local trail organization recently spent about $50,000 to repair and reopen the 
bridge after it was damaged when previously struck by a truck. 
Source: http://www.timesunion.com/AspStories/story.asp?storyID=946823 

19. July 1, Homeland Security Today – (National) TSA will miss cargo deadline. The 
Transportation Security Administration (TSA) will miss a Congressionally mandated 
deadline to screen 100 percent of U.S.-bound air cargo by next month, lawmakers said 
June 30. In addition, TSA relies too heavily on a voluntary shipping program to ensure 
the compliance of private companies in the 100 percent screening requirement, said the 
Government Accountability Office (GAO) in a new report. GAO recommended that 
TSA develop contingency plans to address shortfalls in voluntary participation, but the 
agency objected. The chair of the House Homeland Security Committee characterized 
the report as demonstrating mixed progress at TSA. One of the lawmakers who 
requested the report said the 100-percent screening mandate was an important 
recommendation of the 9/11 Commission, which suggested that terrorists could ship 
illicit goods into the U.S. without a monitoring program. The GAO report, Aviation 
Security: TSA Has Made Progress but Faces Challenges in Meeting the Statutory 
Mandate for Screening Air Cargo on Passenger Aircraft, determined that TSA should 
set up a staffing study, verify the accuracy of screening data, set up a contingency plan 
for screening domestic cargo, and produce new plans for meeting requirements for 
screening cargo originating from overseas. 
Source: http://www.hstoday.us/content/view/13827/149/ 

20. June 30, Associated Press – (North Carolina) Interstate 40 reopened in both 
directions through NC Research Triangle area after bomb scare. A portion of 
Interstate 40 in North Carolina’s Research Triangle area in Durham was reopened after 
authorities closed it down in response to a bomb scare. The interstate was closed in 
both directions for approximately four hours June 30 after Durham police were notified 
around 4 p.m. that a suspicious package had been left on the shoulder of the interstate 
inside the city limits. The state highway patrol said the interstate was reopened shortly 
after 8 p.m. The threat snarled the rush-hour commute. Aerial views showed three, 
cylindrical-shaped items wrapped together with what appeared to be a bungee cord 
attached resting next to a median barrier. Around 7 p.m., a bomb squad robot sprayed 
what appeared to be some kind of liquid on the package, then captured it and carried it 
away. 
Source: http://www.myfox8.com/news/sns-ap-nc--i-40shutdown,0,3875737.story 

For more stories, see items 1, 2, 5, and 36  
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Postal and Shipping Sector 

21. July 1, Trenton Times – (New Jersey) Anthrax threat sets off hazmat response at 
county courthouse. A suspicious white powder, billed as anthrax in a threatening letter 
sent to the Mercer County prosecutor June 30, sparked a lockdown of his office in the 
county courthouse in Trenton, New Jersey, while the Trenton haz-mat team 
investigated. The substance turned out to be nothing more than a vitamin powder called 
Nature’s Wonder, officials said. Prosecutors are investigating who sent the letter, which 
bore a return address of the Mercer County Detention Center. “I would characterize the 
letter as threatening, but I can’t reveal the specifics of what it said because this is a 
criminal investigation,” said a spokeswoman for the prosecutor’s office. The drama 
began shortly after 10 a.m. when a secretary in the prosecutor’s office opened the 
envelope and discovered the white powder that was identified in writing as anthrax. 
Source: http://www.nj.com/news/times/regional/index.ssf?/base/news-
20/1277963114287831.xml&coll=5 

22. June 30, KTVB 7 Boise – (Idaho) Suspicious package prompts evacuation of NIFC 
building. Emergency crews and a bomb technician were called to the National 
Interagency Fire Center in Boise, Idaho early June 30 to investigate the report of a 
suspicious package. The package was discovered in the mail room at the NIFC building 
on Development Road near the Boise Airport at about 10:45 a.m. To evacuate the 
building, someone pulled a fire alarm — sending out an alert to the Boise Fire 
Department. When emergency crews and Boise Police Department bomb techs arrived 
on the scene, they determined the package was a weather-balloon transmitter. A Boise 
police spokesman said the person who sent it found it in a field. There are instructions 
on the transmitter for anyone who finds it to send it back to a specific address. The 
person who found the transmitter didn’t follow the instructions. The spokesman said 
the person repackaged the transmitter, and tried sending it to the NIFC building via 
U.S. mail. The U.S. Postal Service then rejected the package, mailing it back to the 
sender. The person who found it then sent it to the NIFC building using a courier 
service. About 50 to 60 people were evacuated from the building. They were let back in 
sometime around noon. 
Source: http://www.ktvb.com/news/Emergency-crews-investigating-suspicious-
package-at-NIFC-97497199.html 

[Return to top]  

Agriculture and Food Sector 

23. July 1, The New London Day – (Connecticut) Fire blasts Seafood Unlimited 
building. A noontime fire June 30 in Stonington, Connecticut destroyed the one-story 
building that housed Seafood Unlimited for the past 17 years. All six people working in 
the 2,296-square-foot building escaped, and there were no injuries. The company 
president said he and five employees were inside when fire broke out in an adjacent 
shed that holds supplies such as Styrofoam, cardboard and plastic bags. When police 
and firefighters arrived, flames were shooting 30 feet into the air, and two propane 
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tanks behind the building exploded. Those explosions hampered the initial effort to 
extinguish the blaze as firefighters had to first remove other propane tanks that had not 
yet exploded, according to the fire marshal. Firefighters cut holes in the roof to 
ventilate the building and poured water on it through a window and from a ladder truck 
above the roof. Still, it took almost two hours to extinguish the flames. The fire marshal 
will be investigating the cause of the fire. 
Source: http://www.theday.com/article/20100701/NWS01/307019331/-1/NWS 

24. June 30, Media Newswire – (Texas) Texas firm recalls Cervelat sausage product 
due to an undeclared allergen. San Antonio Packing Company, a San Antonio, Texas 
firm is recalling approximately 9,408 lbs. of Cervelat Summer Sausage because it may 
contain an undeclared allergen, milk, the U.S. Department of Agriculture’s Food Safety 
and Inspection Service (FSIS) announced June 30. The recalled products do not have 
an ingredients statement. The product contains milk, a known potential allergen, which 
is not declared on the label. The following products are subject to recall: 16-oz. 
packages of “APCO Brand Meats Cervelat Summer Sausage.” Each package bears the 
establishment number “EST. 602” inside the USDA mark of inspection and a sell-by 
date up to Sept. 22, 2010. These products were produced on various dates from April 
14, 2010, through June 22, 2010, and were distributed to retail establishments in South 
Texas. When available, the retail distribution list(s) will be posted on FSIS’ Web site at 
http://www.fsis.usda.gov/FSIS_Recalls/Open_Federal_Cases/index.asp. 
Source: http://media-newswire.com/release_1122304.html 

25. June 30, San Gabriel Valley Tribune – (California) Mystery smell leads to restaurant 
evacuation. About 25 people were evacuated from a West Covina, California 
restaurant June 29 due to a smell that made some diners dizzy. The sheriff’s San Dimas 
Station got a call about 7:30 p.m. about a chemical odor in the air at the Red Robin 
Gourmet Burgers at 565 W. Arrow Highway. People said they smelled a peppery odor, 
and a couple of employees and customers complained of feeling dizzy and lightheaded. 
No one was taken to a hospital. An official said it is possible someone could have 
walked through the restaurant and used pepper spray, but the source of the smell is still 
unknown. 
Source: http://www.sgvtribune.com/news/ci_15414571 

26. June 30, Food Poison Journal – (Illinois) 29 confirmed Salmonella illnesses, 7 
hospitalizations, at Skokie Country Club. The Salmonella outbreak at Skokie 
Country Club in Cook County, Illinois, continues to grow. Currently, public health 
officials count 29 confirmed cases of food poisoning linked to the country club, with 
seven hospitalizations. Officials said they are checking on more than 50 additional 
reports of salmonella-like symptoms in people who ate at the club. A health department 
official said club officials have voluntarily closed their kitchen facilities during the 
investigation. 
Source: http://www.foodpoisonjournal.com/2010/06/articles/foodborne-illness-
outbreaks/29-confirmed-salmonella-illnesses-7-hospitalizations-at-skokie-country-club/ 
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27. June 29, CNN – (National) Vice president announces Gulf food safety plan. Gulf 
state health and fisheries officials and leaders from several federal agencies will 
collaborate to set safety levels for seafood coming out of the Gulf of Mexico, the U.S. 
Vice President said June 29. “We want one single standard so you don’t have to worry 
about where you fish, when you can fish,” the Vice President said. “Bottom line is, we 
want to get fishermen back out on the water as soon as possible after the oil has been 
removed.” The plan will be devised and carried out in collaboration with the Food and 
Drug Administration (FDA) and the National Oceanic and Atmospheric Administration 
(NOAA), he said. Representatives from NOAA, the FDA and the Environmental 
Protection Agency met the week of June 21 in New Orleans with state health officers 
and state fisheries directors from Alabama, Florida, Louisiana, Mississippi and Texas 
to fine-tune the plan for sampling state and federal waters, and for deciding when to 
reopen them. 
Source: http://www.cnn.com/2010/US/06/29/gulf.oil.disaster/index.html 

28. June 28, Associated Press – (Massachusetts) Mustard gas-contaminated fishing boat 
is clean. The Coast Guard said a clam boat that dragged up canisters of mustard gas 
earlier in June off the coast of Long Island, New York, has been decontaminated. The 
Coast Guard’s Boston office announced June 26 that there is no detectable sulfur-
mustard contamination aboard the vessel, ESS Pursuit. In addition, 180 clam cages 
were decontaminated. A cold-storage facility, Sea Watch International in New Bedford, 
Massachusetts also has been cleaned. Seventeen trucks took the boat’s 504,000 pounds 
of clams to Texas and Arkansas to be incinerated. The trucks also will be 
decontaminated. The 145-foot clam boat dragged up mustard gas-tainted munitions 
June 6, which led to the hospitalization of one crew member. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/06/28/AR2010062801858.html 

29. June 25, Associated Press – (North Dakota) Potato blight confirmed in North 
Dakota. Potato blight has been confirmed in North Dakota, and growers are being told 
to scout their fields. The Northern Plains Potato Growers Association said blight was 
confirmed in a field in Dickey County, in the southeastern part of the state. A 1999 
outbreak of blight in the Northern Plains destroyed $125 million worth of potatoes. 
Cases were confirmed in North Dakota in 2009, but there was no widespread outbreak. 
Farmers can spray a fungicide to head off the disease. 
Source: http://www.wday.com/event/article/id/35269/group/homepage/ 

[Return to top]  

Water Sector 

30. July 29, KCTV 5 Kansas City – (Missouri) More wastewater discharged In 
KCMO. More than 52,000 gallons of sewer overflow went into a creek that leads to the 
Blue River in Kansas City, Missouri, near 7714 Prospect Avenue. Kansas City’s Water 
Services Department and the Missouri Department of Natural Resources (DNR) said an 
18-inch sewer was discharging the sewage. The discharge was discovered at 5 p.m. 
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June 25, but water services officials said a miscommunication led to field crews not 
being notified of the discharge until 10:30 a.m. June 28. Water services officials said 
the overflow was due to debris in the grate in the combined sewer. Regular flow was 
back up by 3:30 p.m. June 28. City officials said they are working with DNR officials 
to mitigate the impact of the discharge. 
Source: http://www.kctv5.com/news/24080827/detail.html 

31. July 1, WRC 4 Washington – (Maryland) Major WSSC water restrictions 
announced. The Washington Suburban Sanitary Commission (WSSC) said it is 
implementing mandatory water restrictions for all of its hundreds of thousands of 
customers after inspections showed a failing 96-inch water main in Montgomery 
County, Maryland. WSSC said the goal is to reduce water usage by about one-third. 
The restrictions take effect immediately and are expected to last at least four days. 
WSSC said customers should follow these guidelines: Stop all outside water use, limit 
toilet flushing, and limit washing machine use. WSSC said it has been working with 
fire departments from Montgomery and Prince George’s counties to make sure there is 
adequate fire protection, especially considering that this weekend is the Fourth of July 
and there will likely be numerous fireworks displays. WSSC will notify customers once 
repairs are complete and mandatory restrictions are no longer necessary. The 96-inch 
water main is located in the area of Gainsborough Road and Tuckerman Lane near 
Churchill High School in Potomac, Maryland. WSSC is taking precautions to prevent 
what happened when a 66-inch main broke on River Road in December 2008. 
Source: http://www.nbcwashington.com/news/local-beat/Major-WSSC-Water-Main-
Shuts-Down-97583139.html 

32. June 30, Birmingham News – (Alabama) EPA subpoenas Jefferson County data on 
sewage overflows. Special agents of the Environmental Protection Agency this 
morning served a subpoena to the Jefferson County, Alabama, Environmental Services 
Department seeking data on sewage overflows, according to county officials. The 
department’s director said the subpoena was served June 30 asking for data from 
Barton Laboratories, a pre-treatment facility. The county commissioner who has 
responsibility for the environmental services department, said, “We’re cooperating and 
doing everything we can.” 
Source: http://blog.al.com/spotnews/2010/06/fbi_subpoenas_jefferson_county.html 

33. June 29, WMBF 32 Myrtle Beach – (South Carolina) DHEC: Contaminated water 
removed from site of leaking tanker. Contaminated water has been removed from the 
site where a tanker truck overturned Monday morning in Socastee, South Carolina, 
according to officials. A spokesman for the South Carolina Department of Health and 
Environmental Control (DHEC), said the water was contaminated with fuel after the 
tanker overturned during a series of storms that ripped through Horry County Sunday 
night. Crews with DHEC were called to the scene along Peachtree Road Monday 
morning after the tanker began leaking fuel, creating a haz-mat situation for area 
emergency crews. Workers are continuing the process of removing and analyzing 
contaminated soil from the site of the spill. Crews will continue to remove soil until 
tests show no signs of fuel contamination. The owner of L&L Contractors, the 

http://www.kctv5.com/news/24080827/detail.html�
http://www.nbcwashington.com/news/local-beat/Major-WSSC-Water-Main-Shuts-Down-97583139.html�
http://www.nbcwashington.com/news/local-beat/Major-WSSC-Water-Main-Shuts-Down-97583139.html�
http://blog.al.com/spotnews/2010/06/fbi_subpoenas_jefferson_county.html�


 - 13 - 

company that owns the 7,000-gallon tanker, said the truck was holding diesel fuel used 
to fill construction vehicles working on the SC-31 extension. He said he thought about 
1,000 gallons of fuel was inside the truck, but it is unknown how much leaked onto 
Peachtree. In an effort to contain the leak, officials built a dam between the truck and a 
nearby stormwater drainage ditch to prevent fuel from spilling in. 
Source: http://www.wmbfnews.com/Global/story.asp?S=12728973 

34. January 29, City of Tempe – (Arizona) Tempe temporarily closes water reclamation 
plant for repairs. The city of Tempe, Arizona, has temporarily stopped operating its 
Kyrene Water Reclamation Plant at 311 W. Guadalupe Road, in order to repair 
membranes that filter reclaimed water for golf courses and other non-potable uses. The 
closure may last through December. The water utilities director made the decision June 
29 in conjunction with the facility’s seven staff members, other city staff, and 
contractors working on the collection system. The main issue is clogging in the plant’s 
membrane filtration system, which is thought to be the result of grease accumulation in 
the wastewater collection system. Grease enters the system from commercial grease 
traps and residential garbage disposals. He said staff and contractors will be able to 
more effectively resolve the issue if the plant temporarily stops producing reclaimed 
water. Employees will continue to work at the plant during the closure. During the 
estimated six-month closure, Tempe’s wastewater will be treated at the regional 91st 
Avenue Wastewater Treatment Plant for processing. The Kyrene facility currently 
treats about 10 percent of Tempe’s wastewater, or about 1 million gallons daily, with 
the rest processed by the West Valley facility. 
Source: http://www.evliving.com/2010/06/29/kyrene-water-reclamation-closure/ 

[Return to top]  

Public Health and Healthcare Sector 

35. June 30, The Register – (National) Medical diagnoses for 130,000 people vanish into 
thin air. New York-based Lincoln Medical and Mental Health Center has become one 
of the latest medical providers to expose highly sensitive patient data after CDs 
containing unencrypted data sent by FedEx never made it to their destination. The 
breach exposed medical and psychological diagnoses and procedures for 130,495 
patients, according to a notification posted Tuesday. The CDs, which remain missing 
despite an investigation that was launched in early April, also contained names, 
addresses, Social Security numbers medical-record numbers, dates of birth and other 
details that are regularly snarfed up by identity thieves. In a letter sent to affected 
patients, hospital officials said they have no knowledge that the missing information 
has been accessed by anyone. Lincoln’s notification to the U.S. department of health 
Web site came on the same day officials at the University of Maine said sensitive 
details for 4,585 individuals who sought services at the school’s counseling center were 
stolen by hackers who compromised two servers. The exposed data included names, 
clinical information and Social Security numbers for people who used the service over 
an eight-year span through June 2010. 
Source: http://www.theregister.co.uk/2010/06/30/patient_data_exposed/ 
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[Return to top]  

Government Facilities Sector 

36. June 30, The Washington Post – (International) US army plane makes emergency 
landing in Germany. Authorities say a U.S. military aircraft made an emergency 
landing in western Germany, slightly injuring one of the two pilots aboard. A local 
police spokeswoman said the RC 12 turboprop came down in a field the afternoon of 
June 30 just before reaching the U.S. military’s Wiesbaden Army Airfield. She says 
one of the two pilots aboard the training flight was injured. The U.S. military says the 
incident involved a U.S. army plane, and the cause is under investigation. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/06/30/AR2010063002515.html 

37. June 30, WJLA 7 Washington – (District of Columbia) DC suspicious object declared 
harmless. A cylindrical object, about a foot long and a couple inches in diameter, shut 
down a swath of the District of Columbia just west of the White House and Eisenhower 
Executive Building on June 30, triggering lockdowns and a police cordon stretching 
square blocks. The object was found just before 9 a.m. along 19th Street, just yards 
from the World Bank and General Services Administration. The Metropolitan Police 
bomb squad and the FBI (web) used a robot to handle it. Just before 11 a.m., an e-mail 
went out to employees at the GSA indicating authorities were preparing to disrupt the 
object. “You will hear a loud bang in approximately 2 minutes similar to a gunshot,” 
the e-mail warned. “Please do not be alarmed.?” Workers certainly heard it. After it 
was disrupted, the FBI’s Capital Response Team gathered what was left. Officials said 
they’ll test it contents, but said early indications were there were not any hazardous 
explosives. Sources said there was serious concern the object was a pipe bomb. The 
FBI told the Washington Post that the object may have been designed to look like a 
pipe bomb. 
Source: http://www.wjla.com/news/stories/0610/751041.html 

38. June 29, Orlando Sentinel – (Florida) Suspicious package cleared near UCF. The 
Orange County sheriff’s bomb squad June 29 cleared a suspicious package found near 
the University of Central Florida. A sheriff’s office spokeswoman said the package was 
found in the back of the Social Security Administration building on 3505 Lake Lynda 
Drive at 9:30 a.m. Officials did not disclose a description of the package. 
Source: http://articles.orlandosentinel.com/2010-06-29/news/os-orange-ucf-suspicious-
package-20100629_1_suspicious-package-cleared-orange-county 

For more stories, see items 10 and 21  
 
[Return to top]  

Emergency Services Sector 
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39. July 1, Delaware Department of Homeland Security – (Delaware) Homeland security 
department unveils new 800 MHZ towers. The Delaware Department of Safety and 
Homeland Security has unveiled and demonstrated two new emergency 
communications assets: portable 800 MHz towers also known as Site on Wheels. 
“Delaware’s 800 MHz system is one of the few statewide interoperable systems in the 
country and with the addition of this equipment, we will be able to maintain 
interoperability should we experience emergency issues with one of the 
communications towers,” said the safety and homeland security secretary. The state-of-
the-art, 85-foot towers are secured to trailers that can be temporarily positioned 
anywhere in the state to serve as backups should an existing permanent 800 MHz tower 
fail. “Delaware is one of the first states in the nation to acquire portable towers 
designed to be quickly deployed during emergency situations to re-establish 
communications in the area of a failed tower,” said the division of communications 
director who oversees 30 technicians and staff who maintain the state’s 800 MHz 
system, which includes more than 14,000 pieces of user equipment. 
Source: http://www.capegazette.com/storiescurrent/201006-16-30/29004-towers.html 

40. June 30, KGBT 4 Harlingen – (Texas) 800 immigrants evacuated from Port Isabel 
facility. Federal authorities have evacuated more than 800 immigrants being held at the 
Port Isabel Detention Center in Harlingen, Texas as Hurricane Alex approaches. A U.S. 
Immigration Customs & Enforcement (ICE) spokeswoman confirmed the evacuation 
Tuesday. Hurricane Alex has already strengthened into a Category 2 storm, and is 
expected to make landfall more than 100 miles south of Brownsville late Tuesday 
night. The storm has already brought heavy rain, winds and some damage to the Rio 
Grande Valley. “For operational safety and security, ICE does not discuss any travel 
routes and or destinations for detainees,” an ICE spokeswoman said in a written 
statement. “Medical personnel were on hand to assist with relocating any detainee 
requiring specialized care.” 
Source: http://www.valleycentral.com/news/story.aspx?id=477255 

For another story, see item 22  
 
[Return to top]  

Information Technology Sector 

41. July 1, The Register – (International) Animated CAPTCHA tech aims to fox 
spambots. Replacing text puzzles featuring distorted letters with videos as a roadblock 
against the automated creation of Web accounts can reduce user frustration while 
offering improved security, according to a Canadian start-up. CAPTCHAs (Completely 
Automated Public Turing test to tell Computers and Humans Apart) have been used for 
some years to prevent the automated sign-ups to Web-mail accounts. Users typically 
have to identify distorted letters depicted in an image. Over the years, miscreants have 
devised techniques to break the process in order to create ready-to-spam accounts from 
reputable providers that are far less likely to be automatically blocked. The sign-up for 
new accounts is automated, but solving the CAPTCHA puzzles themselves is tasked to 
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the human cogs in 21st century sweatshops, often based in India, where workers are 
paid as little as $4 per day to defeat security checks. Canadian firm NuCaptcha aims to 
rewrite the rules of account-validation checks with a new video-based CAPTCHA 
system. Users are asked to identify moving text on a video background. The firm also 
offers a voiceover audio option for the partially sighted or color-blind. The technology 
is designed to work on a range of computing devices including hardware that does not 
support Flash, such as iPads, ReadWrite Web reports. 
Source: http://www.theregister.co.uk/2010/07/01/animated_captcha/ 

42. July 1, SC Magazine – (International) Security commentators claim that Adobe 
should disable JavaScript in Adobe Reader. Adobe has been praised for its more 
frequent patching, but requests have been made for it to disable JavaScript by default in 
Adobe Reader. The Sophos principal virus researcher praised Adobe, claiming that it 
was “obvious” that Adobe was doing more to address vulnerabilities found in its 
product, especially since it rolled out patches two weeks ahead of schedule recently. 
However, he claimed that Adobe should disable JavaScript by default in its Reader 
software, because the main vulnerability that was patched affected Adobe Flash, and 
the main vehicle for delivering malicious payloads were PDF files. He said: “A booby-
trapped PDF file would contain a Flash animation which would trigger the 
vulnerability, JavaScript code which would be used to create memory layout to allow 
the exploit to successfully launch shellcode and ultimately, an encrypted executable 
payload which would deliver the final functionality.” He also commented that the high 
number of patched vulnerabilities indicates that it may be a good time for Adobe to go 
through a security push to overhaul the approach to building in security to their 
products. The request was echoed by the director of malware intelligence at ESET. The 
director said: “Adobe, when I disable JavaScript, stop silently re-enabling it when you 
update (yes, I realize that this is because it’s restoring defaults, so it’s practically the 
same point: the point is that a sane update takes customizations into account).” 
Source: http://www.scmagazineuk.com/security-commentators-claim-that-adobe-
should-disable-javascript-in-adobe-reader/article/173684/ 

43. June 30, IDG News Service – (International) Microsoft: 10,000 PCs hit with new 
Windows XP zero-day attack. Nearly a month after a Google engineer released 
details of a new Windows XP flaw, criminals have dramatically ramped up online 
attacks that leverage the bug. Microsoft reported Wednesday that it has now logged 
more than 10,000 attacks. “At first, we only saw legitimate researchers testing 
innocuous proof-of-concepts. Then, early on June 15, the first real public exploits 
emerged,” Microsoft said in a blog posting. “Those initial exploits were targeted and 
fairly limited. In the past week, however, attacks have picked up.” The attacks, which 
are being launched from malicious Web pages, are concentrated in the U.S., Russia, 
Portugal, Germany and Brazil, Microsoft said. PCs based in Russia and Portugal, in 
particular, are seeing a very high concentration of these attacks, Microsoft said. 
Security vendor Symantec said these attacks peaked recently. “Symantec has seen 
increased activity around this vulnerability. The increased activity started around June 
21 and peaked around June 26 and 27,” a company spokesman said June 30. Attacks 
have leveled out since then, he added. Criminals are using the attack code to download 
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different malicious programs, including viruses, Trojans and software called Obitel, 
which simply downloads more malware, Microsoft said. 
Source: 
http://www.computerworld.com/s/article/9178768/Microsoft_10_000_PCs_hit_with_n
ew_Windows_XP_zero_day_attack 

44. June 30, The New New Internet – (International) Spammers favorite topic now: FIFA 
World Cup. In its June 2010 MessageLabs Intelligence Report, Symantec highlighted 
how the amount of spam related to the keywords of soccer and football since March 
2010 has reached 25 percent of overall spam as the World Cup international soccer 
tournament continues. Holidays such as St. Valentine’s Day, Thanksgiving, Halloween 
and Christmas are occasions that receive a great deal of attention from spammers. 
Newsworthy events, including celebrity deaths and natural disasters as well as major 
sporting activities are also popular themes, and the FIFA World Cup is no exception, 
the report noted. While spammers often re-send the same spam e-mails, they include 
the latest news headlines either in the subject line or somewhere in the body to catch 
attention of the recipient and increase the likelihood of the message being opened. 
Taking advantage of the FIFA event, spammers are using soccer-themed keywords to 
hawk pharmaceutical products or counterfeit watches and jewelry with subject lines 
such as “20-hour wait in World Cup ticket line” and “Inter Milan win Italian Cup.” The 
body of the e-mail will often contain poorly worded sentences crafted to lure the 
recipient to click on the embedded links. 
Source: http://www.thenewnewinternet.com/2010/06/30/spammers-favorite-topic-now-
fifa-world-cup/ 

45. June 30, DarkReading – (International) Sasfis botnet active this month, report 
show. Fortinet June 30 announced its June 2010 Threat Landscape report showed that 
new variations of the Sasfis botnet have entered the malware Top 10 list. Sasfis, which 
has been competing with the Pushdo botnet in terms of sheer volume, was very active 
this month. “We observed Sasfis loading a spambot component, which was heavily 
used to send out binary copies of itself in an aggressive seeding campaign,” said 
Fortniet’s project manager for cyber security and threat research. “The Sasfis socially 
engineered e-mails typically had two themes; one looked like a fake UPS invoice 
attachment, and the other was disguised as a fees statement,” he said. “Much like the 
Pushdo and Bredolab botnets, Sasfis is a loader and the spambot agent is just one of 
multiple components downloaded.” 
Source: http://www.darkreading.com/vulnerability_management/security/app-
security/showArticle.jhtml?articleID=225702011&subSection=Application+Security 

46. June 29, Wired.com – (International) White hat uses Foursquare privacy hole to 
capture 875K check-ins. A coder who recently built a service called Avoidr that helps 
users avoid social network “friends” they do not really like, figured out that Foursquare 
had a privacy leak because of how it published user check-ins on web pages for each 
location. On pages like the one for San Francisco’s Ferry Building, Foursquare shows a 
random grid of 50 pictures of users who most recently checked in at that location — no 
matter what their privacy settings. When a new check-in occurs, the site includes that 
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person’s photo somewhere in the grid. So the coder built a custom scraper that loaded 
the Foursquare Web page for each location in San Francisco, looked for the differences 
and logged the changes. Even though he was using an old computer running through 
the slow but anonymous Tor network, he estimates he logged about 70 percent of all 
check-ins in San Francisco over the last three weeks. That amounts to 875,000 check-
ins. The coder reported the privacy breach to Foursquare June 20 — and the company 
admitted the bug existed. They asked for a week or so to fix the bug, and now, 
according to an e-mail sent to the coder, the company is modifying its privacy settings 
to let users opt out of being listed on location’s Web pages. The site previously allowed 
users to opt out of being listed in the “Who’s here now” function, but until June 29, that 
button did not apply to listing “Who’s checked in there.” 
Source: http://www.wired.com/threatlevel/2010/06/foursquare-privacy/ 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

47. July 1, WIES Radio – (Alabama) Copper thieves steal cable from TDS ... again. For 
the fourth time this year, copper thieves in rural Alabama have risked their lives to steal 
copper cables from TDS Telecom facilities, causing phone and Internet outages for 
many people and businesses from Cedar Bluff to Gaylesville. Early July 1, more than 
400 residents woke to no phone or Internet service as a result of the vandalism and theft 
of a 400-pair copper cable. Local cellular service was also impacted as cell sites 
connect to TDS lines to connect mobile and landline phone calls across the nation and 
locally. TDS technical response team members immediately began work to replace the 
cable in an effort to restore services to the area as quickly as possible, but the damage 
was significant. TDS is asking people to report suspicious activity near utility poles, 
telephone cabinets and other utility-owned areas. The Cherokee County Sheriff’s 
Department tip line is 256-927-9999. 
Source: http://www.weis990am.com/np86064.htm 

48. June 30, Milwaukee Journal Sentinel – (Wisconsin) Cable service restored, Time 
Warner says. After a two-hour disruption, service to Time Warner Cable customers in 
southeast Wisconsin was restored at 7:30 a.m., the company said June 30. Customers in 
the region lost service around 5:15 or 5:30 a.m., according to a Time Warner 
spokeswoman. She said the service disruption began during routine maintenance 
overnight. The cause of the disruption and the number of customers affected are not yet 
known. 
Source: http://www.tmcnet.com/usubmit/2010/06/30/4879462.htm 
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49. June 30, Walla Walla Union-Bulletin – (Washington) Fiber-optic cable break severs 
communications in Walla Walla area. A broken fiber-optic cable interrupted service 
early June 29 to Qwest business customers and residential lines served by other 
providers in the state of Washington. According to a Qwest spokesman, the break 
occurred when a construction crew replacing road signs on U.S. Highway 12 west of 
Walla Walla severed the fiber-optic line running between Walla Walla and Pasco. The 
break interrupted service primarily to Qwest business customers. Residential lines 
served by other providers who use the line were also affected. The spokesman said he 
did not immediately know the exact number of customers who had their service cut. 
Qwest crews were able to repair the damage by about noon and restore service. Walla 
Walla County 911 services were not disrupted by the break. 
Source: http://union-bulletin.com/stories/2010/06/30/fiber-optic-cable-break-severs-
communications-in-walla-walla-area 

50. June 28, KTSM 9 El Paso – (Texas) Power mostly restored In downtown; channel 9 
without power for nearly 5 hours. A power outage in downtown El Paso, Texas 
knocked NewsChannel 9 off the air for more than 4 hours June 28. A burned out cable 
caused the outage just after 4 p.m. About four blocks around Mesa and Yandell and 
NewsChannel 9 were left completely without power until around 8:20 p.m. June 28. As 
a result the station was unable to broadcast 5 p.m. or 6 p.m. newscasts. About 450 
customers were affected. As of 11 p.m. June 28, not all power had been restored. 
Source: http://www.ktsm.com/power-mostly-restored-in-downtown-channel-9-without-
power-for-nearly-5-hours 
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Commercial Facilities Sector 

51. July 1, WJLA 7 District of Columbia – (Maryland) Cause of Frederick fire 
determined accidental. A blaze broke out at South Carroll and East All Saints streets 
in Frederick, Maryland, shortly after 7 p.m. June 30, causing an estimated $2.5 million 
in damages. Frederick County fire officials have determined the cause of the massive 
fire at a historic building in downtown Frederick was accidental, relating to a 
refrigerator on the first floor. More than 100 firefighters from more than 25 fire 
companies were called in to battle the blaze. Firefighters worked all night to put out the 
fire and its hot spots. The building is a total loss. All power has been restored in the 
area. No injuries have been reported. The following streets remain closed: East All 
Saints Street from South East Street to Maxwell Place Condominiums; South Carroll 
Street from East South Street to Carroll Creek. 
Source: http://www.wjla.com/news/stories/0610/751258.html 

52. July 1, Associated Press – (California) LA police seeking suspect in Mormon temple 
fire. Los Angeles police are looking for a man they believe set a suspicious fire at a 
Mormon temple. Police June 30 released a video showing a man with a backpack and a 
thermos walking up to the West Los Angeles temple May 17. The man goes up to the 
locked doors, then turns and walks away. Police say about three hours later, a fire broke 
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out in the temple’s garden area. A police statement says it’s believed the man had 
combustible materials in the backpack. He is described as being in his late 20s, wearing 
a red T-shirt and blue jeans. 
Source: http://www.mercurynews.com/news/ci_15419055 

53. June 30, Associated Press – (California) Officials say Fresno apartment fire was 
set. Fresno fire officials said an apartment-complex fire that caused an estimated $1.2 
million worth of damage was intentionally set. Investigators have obtained a video of 
an explosion when the fire broke out in a ground floor apartment of the 92-unit 
complex about 6 a.m. June 30. Twenty seven people were displaced by the fire. 
Authorities are looking for a resident of the complex, who was scheduled to be evicted 
June 30. 
Source: http://www.mercurynews.com/breaking-news/ci_15415355 

54. June 30, Grand Island Independent – (Nebraska) Chemical reaction leads to 
evacuation of YMCA. The Grand Island , Nebraska YMCA was evacuated about 3 
p.m. June 30 because of a chemical spill. Hydrochloric acid and chlorine accidentally 
mixed in the pool area, causing chemical fumes. Adults and children were evacuated, 
with preschoolers being taken to the Grand Generation Center and older children to the 
Central Plains Chapter of the American Red Cross. The Grand Island Fire Department 
responded to the scene to address the chemical leak and ventilate the building. The 
department’s hazardous-materials team was en route shortly after 3 p.m. Two 
ambulances were dispatched to the scene to treat at least four inhalation victims. 
Source: http://www.theindependent.com/articles/2010/06/30/news/local/12009109.txt 

55. June 30, Kansas City Star – (Missouri) Suspicious package in Northland proves 
benign. A worker at the Salvation Army called police about 3 p.m. June 30 after 
finding a suspicious-looking propane tank with what appeared to be copper wires 
attached to it in a drop-off donation box in Kansas City, Missouri. The worker had 
brought the donations inside and heard a ticking noise. Kansas City police evacuated a 
Goodwill center, Big Lots store, a health center, and a nearby parking lot while they 
investigated. The suspicious package was not an explosive device. Bomb and arson 
investigators and a bomb-sniffing dog were at the scene. 
Source: http://www.kansascity.com/2010/06/30/2055238/suspicious-device-at-
salvation.html 

56. June 30, Wilkes-Barre Times Leader – (Pennsylvania) Movie theaters evacuated after 
threatening phone call. Patrons at Wilkes-Barre Movies 14 and neighboring buildings 
on East Northampton Street in Wilkes Barre, Pennsylvania were evacuated for a short 
time June 30 as a canine trained in detecting explosives search the Catholic Social 
Services’ (CSS) offices. An employee at CSS received a phone call from a person 
claiming there was an explosive device inside the building. Patrons and children from a 
school attending a showing at the neighboring movie theater were evacuated. A 
Luzerne County Sheriff’s Department canine searched the CSS building and did not 
find any explosives. Patrons were then permitted back inside the theater. 
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Source: http://www.timesleader.com/news/Movie-theaters-evacuated-after-threatening-
phone-call.html 

57. June 30, Sarasota Herald-Tribune – (Florida) Sarasota condo tower evacuated after 
cracks found. The city of Sarasota, Florida ordered Dolphin Tower condominium 
evacuated after a shift in the 2-foot thick concrete slab on the fourth floor that supports 
the upper floors of the 35-year-old, bay-front building cracked. Representatives from 
the city met with engineers for the 117-unit, 15-story building and a few dozen 
residents last night, and made the decision that all residents must leave by 11 a.m. July 
1 and remain out of the building until it is stabilized. Stabilization could take between 
three days and six months. About 80 percent of Dolphin Tower residents are year-
round, while 20 percent are snowbirds there only during the winter months. Several 
businesses housed in the building, with storefronts on ritzy Palm Avenue, are not 
affected because they are located away from the tower. 
Source: 
http://www.heraldtribune.com/article/20100630/BREAKING/100639980/2055/NEWS
?Title=Sarasota-condo-tower-evacuated-after-cracks-found 
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National Monuments and Icons Sector 

58. July 1, Madison Independent Examiner – (Arizona) Update on Arizona wildfires and 
motorists are asked to use extreme caution on July 3-4 weekend. Four Arizona 
wildfires continue to be monitored by firefighters. Motorists are asked to use caution 
and slow down in wildfire areas in Coconino, Kaibab and Prescott national forests. Due 
to fire risks and safety hazards to travelers, several roads and trails continue to be 
closed. Although the wildfires are considered active, containment of each wildfire has 
improved. Schultz fire in Coconino National Forest continues to burn and is 90 percent 
contained. The wildfire that has consumed 15,075 acres to date began June 20 due to an 
abandoned campfire. Eagle Rock wildfire in Kaibab National Forest is 100 percent 
contained but continues to be monitored by firefighters. The 3,420-acre area continues 
to smolder within the perimeter with hot stumps and trees. Paradise Fire in Apache-
Sitgreaves National Forest has consumed 6,335 acres. The wildfire is located 16 miles 
south of Alpine and is approximately 10 percent contained. Horseshoe Fire, which 
started May 26, is located in Coronado National Forest and is 85 percent contained. It 
has consumed approximately 3,386 acres, and sources have determined that the cause 
of the fire was human carelessness. 
Source: http://www.examiner.com/x-26641-Phoenix-Travel-Photography-
Examiner~y2010m7d1-Firefighters-continue-to-monitor-Arizona-wildfires-and-ask-
motorists-to-use-caution-on-July-34 

59. June 30, Associated Press – (Colorado) Rocky Mountain park fire 40 percent 
contained. A 911-acre fire burning in Rocky Mountain National Park in Colorado is 40 
percent contained. Fire managers said June 30 that crews are building lines on the 
western and southern sides of the blaze. Officials said lightning started the fire June 24. 
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Erratic winds quickly spread the flames from a few acres to several hundred. The park 
remains open, although one road and three trails are closed. 
Source: 
http://cbs4denver.com/wireapnewsco/Rocky.Mountain.National.2.1779882.html 
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Dams Sector 

60. July 1, Associated Press – (Iowa) Des Moines neighborhood waits as dam gates 
lowered. The U.S. Army Corps of Engineers slowly released water from a flooded 
reservoir into a river that winds toward Des Moines, Iowa and a vulnerable levee 
protecting a downtown neighborhood Thursday. An Army Corps flood risk 
management coordinator, said the engineers began lowering panels from an inflatable 
dam one by one to avoid producing a “roaring current” in the Des Moines River as 
water tips over the spillway at Saylorville Lake, 11 miles north of the city. “We put it [a 
panel] down and then let the lake level rise a little bit, then put it down a little bit more 
and let the lake level rise again,” he said. He said it would take about 15 hours to lower 
all five panels in the dam. The release is a critical test of a levee that failed in 1993 and 
2008, flooding the working-class neighborhood of Birdland. Some residents evacuated 
their homes in the days preceding Thursday’s controlled release, although officials did 
not issue an evacuation order. City officials were monitoring the river and levees, and 
the river was expected to stay within the levee system when it crests Thursday evening 
at 27.4 feet, more than 4 feet about flood stage, according to the Corps’ river gauge 
Web site. Birdland residents have expressed annoyance that construction of a new 
levee, talked about for 17 years, has yet to begin. The coordinator said construction 
would have to wait until the river retreated, which may not happen until August. 
Source: http://www.wlns.com/Global/story.asp?S=12735933 

61. June 29, Logan Herald Journal – (Utah) Broken canal, high demand lead to 
shortages in irrigation water. High demand and a broken canal have led to recent 
irrigation water shortages for some in Cache Valley, Utah, leading canal-company 
officials to ask water users to cut back wherever possible. The Logan and Northern 
Canal (LNC) collapsed in the July 11, 2009 landslide that killed three people inside 
their home. Since then, canal officials have diverted water from the Logan-Hyde Park-
Smithfield Canal to accommodate water users who were served by the LNC. That has 
meant increased pressure on the remaining canal — especially in the past few days as 
farmers have begun watering their second plantings and warmer weather has led to 
higher demand from residents watering their lawns, said the president of the Logan-
Hyde Park-Smithfield Canal Co. The canal even ran dry for two days this week. 
“We’ve got plenty of water in the river to be able to feed everyone, but we don’t have 
the facilities to carry it,” he said. Customers can help by not using canal water for non-
essential uses, such as decorative ponds or streams. He also asked that customers 
ensure their equipment is in good shape to avoid leaking and waste. Canal water-
capacity problems are likely to persist next year as well, until required environmental 
impact studies are done and the canal company can develop a permanent solution to 
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deal with the broken canal. 
Source: http://news.hjnews.com/news/article_1a0b6eba-83d9-11df-869d-
001cc4c002e0.html 
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