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Top Stories 

• The FBI has arrested 10 people for allegedly serving for years in the U.S. as secret agents 
of Russia’s intelligence service, the SVR, with the goal of penetrating U.S. government 
policymaking circles, the Associated Press reports. (See item 38) 

• Oil from the BP spill in the Gulf of Mexico washed ashore at one of the largest tourist 
beaches in Mississippi June 28, forcing tourists to pack their bags and evacuate the shore, 
according to Reuters. (See item 57) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. June 29, Clark County Columbian – (Washington) Group to practice oil-spill 
response. If you see a flurry of activity on the Columbia River near Kalama on June 
29, there is no reason to be alarmed: The Washington Department of Ecology is testing 
how several state-regulated companies would respond to an actual oil spill. Recovery 
vessels will deploy oil boom barriers and tracking buoys in an attempt to contain and 
corral flowing crude. Real oil will not be used during the exercise. The drill is being 
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conducted by the Marine Spill Response Corp., a private, non-profit contractor that 
works with 20 companies in Washington. Drill participants include Harley Marine 
Services Inc. of Seattle and oil shipping companies Polar Tankers Inc., SeaRiver 
Maritime Inc., and Alaska Tanker Co. Shifting sediments make navigating the 
Columbia River complicated, and retrieving spilled materials difficult. Oil tankers, fu
barges and large cargo vessels make more than 2,300 transits a year in the river. 
Source: http://www.columbian.com/news/2010/jun/29/group-practice-oil-spill-
response/ 

2. June 29, Middletown Times Herald-Record – (New York) 2-car crash on Route 9W 
ignites fuel tanker, destroys nearby building. A June 29 crash involving a fuel truc
and a dump truck that was hauling a trailer with heavy equipment ignited a fire that 
gutted a business in the area of Route 762 Broadway in Esopus, New York, also kno
as Route 9W. Fire departments from three counties were on the scene, pouring water 
and foam onto the building and trucks. The call came in just before 8:30 a.m. Both 
drivers suffered burns but the injuries are not believed to be life threatening. They we
taken to St. Francis Hospital in Poughkeepsie for treatment. Officials at the scene said
the truck was heading north on Route 9W and making a left turn when it was struck 
from behind by a Bottini fuel service truck, also headed north. The fuel truck was 
carrying gasoline, according to sources at the scene. It overturned and both vehicles a
the building caught fire. There were apparently fireworks inside the building, and 
flashes were visible as they went off. 
Source: 
http://www.recordonline.com/apps/pbcs.dll/article?AID=/20100629/NEWS/1006297
/-1/NEWS 

3. June 28, Denver Post – (Colorado) Millions of gallons spilled in Colo. over 2.5-yea
period. Oil and gas companies have reported almost 1,000 spills to Colorado regulato
over the past 2 1/2 years, totaling 5.2 million gallons of drilling liquids and oil. They 
ranged from small oil leaks from half-closed valves to thousands of barrels of tainted 
water that escaped from pits. It is far from the volume of oil now shooting into the Gu
of Mexico, but a Denver Post analysis of state-spill reports shows that even far from 
offshore, drilling for oil can regularly create unintended messes: 182 spills got into 
groundwater and 82 got into surface water. Another 10 reached groundwater and 
surface water. Most of the groundwater impacts were in Weld County, many of them 
from historic spills discovered when replacing or moving well equipment. 
Source: http://www.denverpost.com/commented/ci_15391192 

For another story, see item 27  
 
[Return to top]  

Chemical Industry Sector 

4. June 29, Palm Springs Desert Sun – (California) Cleanup continues after big rig 
crash on I-10 east of valley. Cleanup after a hazardous-materials crash on eastbound
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Interstate 10 in California between Desert Center and Indio continued June 29. As of 
6:25 a.m., both eastbound lanes and one westbound lane of the freeway had reopened 
open just east of Hayfield Road, while one westbound lane remained closed, according 
to the California Highway Patrol (CHP). The crash was reported just after 7 p.m. 
Monday when a big rig hauling about 4,500 pounds of methyl parathion, an 
agricultural-grade pesticide in powder form, crashed with at least one other vehicle, 
which caught fire. People at the scene used fire extinguishers to put the fire out, CHP 
said. Two people were transported to hospitals with minor to moderate injuries, 
according to Cal Fire-Riverside County (CFRC). There were initial concerns the 
pesticide load was liquid, extremely hazardous, and that it was leaking. Authorities 
advised clearing a five-mile radius around the crash scene. By 11 p.m., county hazmat 
and environmental health workers determined no material had leaked. A private 
contractor was called out to clean up about 380 boxes of the pesticide, according to 
CFRC. County health workers remained at the scene as the cleanup continued, a CFRC 
dispatcher said early Tuesday. 
Source: http://www.mydesert.com/article/20100629/NEWS0804/100629001/Cleanup-
continues-after-big-rig-crash-on-I-10-east-of-valley 

For another story, see item 24  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

5. June 29, Fort Worth Star-Telegram and Associated Press – (Texas) Texas reworking 
plan for radioactive waste shipments. A plan to potentially let 36 states ship 
radioactive waste to West Texas — loads that likely would pass through North Texas 
on major highways and railroads — is being revamped by Texas officials. This month, 
members of the Texas Low-Level Radioactive Waste Disposal Compact Commission 
withdrew proposed rules that could have allowed dozens of states to send low-level 
waste to a site in Andrews County. Environmentalists and state lawmakers were among 
those expressing concerns about leakage, contamination and the safety of communities 
along shipping routes. “The rules were withdrawn,” said the interim executive director 
of the commission. “There had been a number of public comments. (Commissioners) 
will be going through them and considering” what to include in a new version of the 
rules, she said. As commissioners consider new rules, the disposal site — run by Waste 
Control Specialists and owned by a Dallas billionaire — faces a violation notice for 
storing a concrete canister filled with low-level radioactive material for longer than 
allowed. 
Source: http://www.star-telegram.com/2010/06/28/2299720/texas-reworking-plan-for-
radioactive.html 

6. June 29, Chicago Daily Herald – (Illinois) Radioactive material removal resumes 
along DuPage River. Removal of radioactive thorium along the West Branch of the 
DuPage River in Warrenville, Illinois has resumed after a year’s hiatus. Tronox Inc., 
the chemical-manufacturing company responsible for the cleanup, filed for bankruptcy 
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protection in January 2009. After months of legal and political wrangling, a bankruptcy 
judge approved a plan to create a trust fund that will hold money needed to pay for the 
cleanup in the portion of the river that runs through Warrenville. That move paved the 
way for cleanup work to resume. The trust fund contains $25 million, which is 
expected to be enough to cover the cost of thorium removal from a nearly 1-mile 
stretch that runs from Butterfield Road to the Warrenville Grove dam, said DuPage 
County’s stormwater management chief. Workers are already on site and are expected 
to be done with the second-to-last phase of the cleanup by the end of this year. 
Source: http://www.dailyherald.com/story/?id=390688 

7. June 29, Pottstown Mercury – (Pennsylvania) Reactor up and running again at 
Limerick. The nuclear reactor in Limerick, Pennsylvania that went down June 23 due 
to an electrical fault is once again operational, according to a release from Exelon 
Nuclear’s Limerick Generating Station. The plant’s Unit 1 resumed producing 
electricity at 8:37 a.m. June 27 following repairs to electrical equipment, the release 
said. Limerick Unit 1 was manually taken offline by operators just before 9 p.m. June 
23 as a result of an electrical fault. There was no risk to the public and no injuries 
associated with the event, per the release. Limerick Unit 2 continued to generate 
electricity during the other unit’s outage. 
Source: http://www.pottsmerc.com/articles/2010/06/29/news/srv0000008681390.txt 

8. June 29, Greenville News – (South Carolina) Duke Energy defends Oconee nuclear 
repair delays. The Oconee Nuclear Station in Seneca, South Carolina has been called 
on the carpet by the Nuclear Regulatory Commission (NRC) over blocked waterlines 
for emergency use, a four-month delay in checking two reactors for the problem and an 
inaccurate technical report — a situation a Duke Energy spokeswoman said never 
compromised public safety, and that has been corrected. The dispute centers around the 
extent of the threat, if any, and whether there were violations that could lead to added 
federal oversight of the plant on Lake Keowee near the Pickens-Oconee county line. 
Tens of thousands of upstate residents live within 10 miles of the nuclear station, and 
Lake Keowee is a popular recreation area and a source of drinking water for hundreds 
of thousands of people. The matter will be hashed out July 13 at the NRC’s regional 
office in Atlanta, where Duke will have the opportunity to respond to potential safety 
violations that could lead to added federal oversight at Oconee. The situation involves a 
standby shutdown facility procedure that would be used to drain water from the 
reactors only in certain highly unlikely emergency situations such as sabotage or 
turbine-building flooding, said a Duke spokeswoman. The standby shutdown facility 
still could have been used if needed, she said. 
Source: http://www.greenvilleonline.com/article/20100629/NEWS/306290011/-
1/NEWS0304/Duke-Energy-defends-Oconee-nuclear-repair-delays 

9. June 28, New York Times – (National) Is a new reactor rust-prone? Approval of the 
design for the Westinghouse AP 1000 reactor is slowly moving forward at the Nuclear 
Regulatory Commission (NRC), as are financial arrangements for building the nation’s 
first one, near Augusta, Georgia. Yet the argument about whether its design is safer 
than past models is advancing, too. On June 18, the Southern Company, the utility 
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holding company that is building it, and the Department of Energy announced that they 
had come to final terms on a federal loan guarantee that would allow the project to go 
forward. Lots of details have yet to be agreed upon, though. One is that the reactor is 
surrounded by a shield building meant to protect it from hazards like crashing 
airplanes, and the NRC is not convinced the shield building would survive earthquakes 
and other natural hazards. Westinghouse, a subsidiary of Toshiba, is conducting new 
analytical work to try to convince NRC staff of the building’s safety. Also under attack 
is a thick metal shell inside the shield building that critics say might not withstand an 
accident. The theory behind separating the shell from the surrounding wall is to avoid a 
problem in existing reactors, which use a strong concrete building with a metal liner. In 
case of a serious accident, some argue, the combination of concrete and steel could 
become a thermos bottle, allowing heat to build up. In the AP 1000 design, the metal is 
not a liner but an entire separate shell, with a concrete building surrounding it and an 
air gap in between. 
Source: http://green.blogs.nytimes.com/2010/06/28/is-a-new-reactor-rust-prone/ 

[Return to top]  

Critical Manufacturing Sector 

10. June 29, Montgomery Advertiser – (Alabama) EPA removing toxic chemicals from 
closed facility in Prattville. Sulfuric acid, cyanide sulfate, muratic acid, and nickel 
sulfate are just some of the chemicals and compounds a cleanup crew is dealing with at 
a hazardous materials site in Prattville, Alabama. Work began last week, under the 
direction of the Environmental Protection Agency (EPA), to remove toxic materials 
from a long-closed, metal-plating facility. The process is expected to take three months 
and cost taxpayers about $800,000. The situation came to light in February, when a city 
councilman complained about the dilapidated condition of the building on Industrial 
Park Drive. How long the business has been closed isn’t known, but city officials said it 
has been at least 10 years. The city’s code enforcement officer was sent to check the 
building, and he knew something was wrong when he walked inside. He first noticed 
open vats of liquids. The Alabama Department of Environmental Management and 
EPA were also called. EPA officials secured the building and placed the leaking drums 
in containers. That made the situation safe until crews could begin the cleanup, said a 
spokeswoman with the EPA’s Region 4 office in Atlanta. 
Source: 
http://www.montgomeryadvertiser.com/article/20100629/NEWS01/6290324/EPA-
removing-toxic-chemicals-from-closed-facility-in-Prattville 

[Return to top]  

Defense Industrial Base Sector 

11. June 29, National Nuclear Security Administration – (Tennessee; New Jersey) Excess 
titanium from NNSA’s Y-12 plant to be used by the Army for new generation of 
protective body armor. The National Nuclear Security Administration (NNSA) today 
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announced that excess titanium at its Y-12 National Security Complex in Tennessee 
will be used by the U.S. Army to develop a new generation of lightweight protective 
body armor for combat soldiers. The material, which was originally intended for use at 
the Oak Ridge, Tennessee facility, has been provided to the U.S. Army Research, 
Development and Engineering Command (ARDEC) at Picatinney Arsenal, New Jersey. 
The high-strength, lightweight material is also being considered by ARDEC for use in 
breech assemblies on field artillery to improve maintenance and reliability. The 
titanium, valued at about $10,000, was processed and transferred to ARDEC at a cost to 
the Army of $2,500. The transfer saved Y-12 $12,000 in waste characterization and 
disposal costs. Based on the success of this effort, Y-12 is considering this business 
model to dispose of additional excess materials. 
Source: http://www.yourindustrynews.com/excess+titanium+from+nnsaÃ¢Â�Â�s+y-
12+plant+to+be+used+by+the+army+for+new+generation+of+protective+body+armor
+for+combat+troops_51119.html 

[Return to top]  

Banking and Finance Sector 

12. June 29, The Washington Post – (International) European Union, U.S. to share 
banking data to fight terrorism. The European Union has reached an agreement with 
the United States that will allow European bank data to continue to be shared for 
counter-terrorism purposes, but only after liberal members of parliament secured 
stronger privacy guarantees. Under a five-year agreement signed June 28 by the 
European Council, the E.U.’s governing body, U.S. officials can request European 
financial data relevant to a specific terrorist investigation if they substantiate the need 
for the data. The European Parliament is expected to approve the deal by a comfortable 
margin when it votes on it next week, lawmakers said. The deal would take effect 
August 1. Privacy concerns had prompted the European Parliament in February to 
reject a proposal to extend the information-sharing. But in recent weeks, a bloc of 
Liberal Democrats pushed for concessions from the European Council and the United 
States. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/06/28/AR2010062805052.html?wprss=rss_technology 

13. June 29, Charleston Post and Courier – (South Carolina) Robber leaves suspected 
bomb. A man walked into the Summerville, South Carolina BB&T at noon June 28, 
robbed it and threatened that he left a bomb, authorities said. Over the next 2 and 1/2 
hours, members of the Summerville Police Department, state law enforcement division, 
FBI and the Charleston County Sheriff’s Office Bomb Squad rushed to 904 North Main 
Street. They evacuated the bank’s staff — all of whom were safe — to a car dealership 
next door. No bomb was found. But traffic was shut down for two blocks on either side 
of the bank, which included the portion of North Main Street just in front of his 
business. The robbery was just another in a string of 11 that occurred this month in the 
Lowcountry. Five occurred the week of June 21 through 25, and at least 22 robberies 
have occurred this year. While some arrests have been made, other suspects remain at 
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large. 
Source: http://www.postandcourier.com/news/2010/jun/29/robber-leaves-suspected-
bomb/ 

14. June 29, Bank Info Security – (National) Red flags: No delay for credit unions. A 
new agreement to delay ID Theft Red Flags Rule-enforcement for physicians does not 
impact the current date for state-chartered credit unions. The Federal Trade 
Commission (FTC) June 25 signed a court-approved agreement to hold off on 
enforcing the Red Flags Rule for physicians until at least 90 days after an appellate 
court rules on a case involving enforcement of the rule for attorneys. But according to a 
FTC spokesperson, this agreement has no bearing on state-chartered credit unions or 
any other entities, which still face the December 31 enforcement date announced at the 
end of May. Under the Red Flags Rule, organizations that extend credit to their clients 
must develop and implement written, identity-theft prevention programs that help 
identify, detect and respond to patterns, practices or specific activities, known as “red 
flags,” that could indicate identity theft. 
Source: http://www.bankinfosecurity.com/articles.php?art_id=2703 

15. June 28, Krebs on Security – (California) e-Banking bandits stole $465,000 from 
California escrow firm. A California escrow firm has been forced to take out a pricey 
loan to pay back $465,000 stolen when hackers hijacked the company’s online bank 
account earlier this year. In March, computer criminals broke into the network of 
Redondo Beach-based Village View Escrow Inc. and sent 26 consecutive wire transfers 
to 20 individuals around the world who had no legitimate business with the firm. The 
owner said her financial institution — Professional Business Bank of Pasedena, 
California – normally notified her by e-mail each time a new wire was sent out of the 
company’s escrow account. But the attackers apparently disabled that feature before 
initiating the fraudulent wires. The thieves also defeated another anti-fraud measure: A 
requirement that two employees sign off on any wire request. The owner said that a few 
days before the theft, she opened an e-mail informing her that a UPS package she had 
been sent was lost, and urging her to open the attached invoice. Nothing happened 
when she opened the attached file, so she forwarded it on to her assistant who also tried 
to view it. The invoice was in fact a Trojan horse program that let the thieves break in 
and set up shop and plant a password-stealing virus on both the owner’s computer and 
the PC belonging to her assistant, the second person needed to approve transfers. 
Source: http://krebsonsecurity.com/2010/06/e-banking-bandits-stole-465000-from-
calif-escrow-firm/ 

16. June 28, Dow Jones Newswires – (Virgin Islands) SEC alleges purported fund 
manager ran $105 million Ponzi scheme. The Securities and Exchange Commission 
(SEC) June 28 announced fraud charges and an emergency-asset freeze against a 
purported fund manager based in the U.S. Virgin Islands who allegedly perpetrated a 
$105 million Ponzi scheme against investors. The SEC alleges that the suspect, a 
resident of St. Thomas, used several entities and sales agents to misrepresent to 
investors that their money would be put in funds that, in turn, would be invested 
primarily in foreign currency. Investors were falsely told that the suspect’s funds had 
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never lost money and historically produced profitable annual returns that one year 
reached over 180 percent, according to the SEC. The suspect instead used the funds 
raised from new investors to pay earlier investors, and misappropriated other funds to 
pay unrelated business expenses, the SEC said. He allegedly concealed the scheme by 
issuing phony documents to investors that led them to believe their investments were 
profiting. The SEC has obtained an emergency court order freezing the assets of of the 
suspect and his companies. An investigation into the alleged fraud is ongoing. 
Source: http://www.automatedtrader.net/real-time-dow-jones/1948/us-sec-alleges-
purported-fund-manager-ran-105-million-ponzi-scheme 

For another story, see item 44  
 
[Return to top]  

Transportation Sector 

17. June 29, Washington Post – (Maryland) Anti-terrorism drill on the Red Line. The 
Washington Metro Transit Police Department staged an anti-terrorism drill at the Silver 
Spring, Maryland station June 29. There was no current threat to the system or elevated 
threat level; rather, the exercise was part of the Blue TIDE (Terrorism Identification 
and Deterrence Effort) initiative launched in February 2010 to show the Washington 
Metropolitan Area Transit Authority’s vigilance against any terrorist activity. About 
150 officers from local, state and federal law enforcement agencies participated in the 
drill. The Metro Transit Police had about 60 officers involved, including members of 
the anti-terrorism, special response and K-9 explosives detection teams. Other groups 
participating in Blue TIDE included the Montgomery County Police Department, 
Greenbelt Police Department , Rockville City Police Department, Maryland Transit 
Administration Police, Maryland Transportation Authority Police, Federal Protective 
Service, and Transportation Security Administration. 
Source: http://voices.washingtonpost.com/dr-gridlock/2010/06/anti-
terrorism_drill_at_silver.html 

18. June 29, Charlotte Observer – (North Carolina) Jet with blown tire lands safely in 
Charlotte. A US Airways regional jet blew a tire on takeoff Monday morning from 
Charlotte/Douglas International Airport in Charlotte, North Carolina but landed safely a 
short time later, authorities said. None of the 46 passengers or four crew members was 
injured in the incident. Airlines and federal aviation officials said US Airways Flight 
539 blew a tire on the left main landing gear while taking off for Mobile, Alabama. The 
pilot asked flight controllers for permission to return to Charlotte and land, and the 
CRJ7 jet landed safely at 10:37a.m. According to the Fedreal Aviation Administration, 
the jet then moved onto a taxiway, where crews discovered the aircraft was leaking 
hydraulic fluid. Passengers were taken off the jet on the taxiway and transported by bus 
to the terminal. US Airways officials said the passengers were booked onto other 
flights to Mobile. The aircraft was then towed in for repairs. 
Source: http://www.charlotteobserver.com/2010/06/29/1531989/jet-with-blown-tire-
lands-safely.html 
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19. June 29, Everett Daily Herald – (National) Loose screw causes cockpit fire in some 
Boeing jets; FAA slow to act — report. The Federal Aviation Administration (FAA) 
has taken its time in ordering airlines to fix a problem in Boeing Co. jets that causes 
cockpit fires, reports The Associated Press. A loose screw in the cockpit window 
heaters has caused a burning smell and, in some cases, flames. The AP reports that the 
problem has occurred on dozens of flights, terrifying passengers and crew and forcing 
emergency landings. No fatalities have been reported. The National Transportation 
Safety Board is pushing the FAA to order airlines to fix the problem. “There is no 
shortage of information. In fact, there’s no shortage of incidents,” the NTSB Chairman 
told the AP. “What’s the missing is the will to do something about it.” Boeing said 
there has been 29 incidents since 2002 involving 747, 757, 767 and 777 jets. The FAA 
is expected to issue an order to airlines next month. 
Source: http://www.heraldnet.com/article/20100629/BLOG01/100629855/1005/BIZ 

20. June 29, Boston Herald – (Massachusetts) Boston strikes hazardous-cargo deal. The 
U.S. government will lift a ban on trucks carrying hazardous materials into downtown 
Boston during the daytime, starting later this week. Currently, trucks containing 
gasoline and oil can only come through the city from 6 p.m. through 7 a.m. on Cross 
Street unless they are making a delivery or pickup in the city. But on July 1, the rules 
will change. The administrator of the Federal Motor Carrier Safety Administration, 
ruled against Boston’s ban on hazardous-materials trucks during the daytime and gave 
the Boston mayor until this week to justify the ban in the North End and waterfront 
neighborhoods. In an 11th-hour deal between the Massachusetts Motor Transportation 
Association and the city’s transportation department, truckers will stay off Commercial 
Street even though federal rules will allow them to drive on it. The city’s transportation 
chief, hailed the compromise. “From our perspective, we had nothing because the 
federal government made an ill-advised, arbitrary decision,” he said. “But we reached a 
significant compromise with the Massachusetts Motor Transportation Association 
because Cross Street is safer.” 
Source: 
http://www.bostonherald.com/business/general/view/20100629boston_strikes_hazardo
us-cargo_deal/ 

For more stories, see items 2 and 4  
 
[Return to top]  

Postal and Shipping Sector 

21. June 28, Asbury Park Press – (New Jersey) Lakewood businesses evacuated after 
letter with bomb threat, suspicious powder is delivered. An envelope in the mail 
containing a threatening letter and a suspicious powder received by Gaspari Nutrition 
prompted the evacuation June 28 of several businesses on Prospect Street in Lakewood, 
New Jersey. “The letter threatened a bomb explosion if they did not give a sum of 
money,” authorities said. The powder tested negative for any biological or chemical 
hazards, and the bomb was “nonexistent.” The sender of the letter is unknown. The 

http://www.heraldnet.com/article/20100629/BLOG01/100629855/1005/BIZ�
http://www.bostonherald.com/business/general/view/20100629boston_strikes_hazardous-cargo_deal/�
http://www.bostonherald.com/business/general/view/20100629boston_strikes_hazardous-cargo_deal/�


 - 10 - 

matter is still being investigated. The oppressive heat sent one officer, who was 
wearing a gas mask and other protective clothing, to the hospital with heat exhaustion. 
There was a considerable law enforcement response. In addition to local police, state 
police, the FBI, Berkeley hazardous-materials team, and the Ocean County Sheriff’s 
Department K-9 unit were at the scene, which is off Route 9 in an industrial park. 
Source: http://www.app.com/article/20100628/NEWS/6280355/Lakewood-businesses-
evacuated-after-letter-with-bomb-threat-suspicious-powder-is-delivered 

[Return to top]  

Agriculture and Food Sector 

22. June 29, The Tennessean – (Tennessee) ‘Possible explosive device’ at 
restaurant. Authorities continue to investigate a weekend incident at a restaurant in 
Murfreesboro, Tennessee during which a man was arrested on weapons charges and a 
“possible explosive device” was recovered. Police arrested the suspect June 26 around 
4 p.m. He was charged with reckless endangerment, seven counts of possession of 
prohibited weapons, possession of a firearm where alcoholic beverages are served and 
six counts of unlawful carrying or possessing weapons. Police responded after 
employees of Chef Wangs, a Chinese buffet in Murfreesboro, reported being harassed 
by a man who carried a loaded weapon into the establishment. Authorities eventually 
learned that the suspect did not have a valid handgun carry permit. A police officer 
later found a “possible explosive device” after he gained consent to search the suspect’s 
vehicle, according to a police report. Multiple weapons were also recovered. The 
Tennessee Highway Patrol’s bomb squad, along with an employee of the U.S. 
Department of Homeland Security, were called to the scene. A Murfreesboro police 
sergeant and two detectives were also called. 
Source: 
http://www.tennessean.com/article/D4/20100629/NEWS01/6290314/+Possible+explosi
ve+device++at+restaurant 

23. June 29, Gainesville Sun – (Florida) Officials urge vaccinations to prevent 
EEE. State officials are warning about an increase in the number of Eastern Equine 
Encephalitis (EEE) cases in Florida this year including areas not normally impacted by 
the disease. There have been 16 confirmed cases of EEE in horses so far this year, 
according to the Florida Department of Agriculture and Consumer Services. The 
overall number of reports is not unusual, but seven of those cases came in on one day: 
June 23. Chickens that serve as an early warning for the disease have been diagnosed 
with the disease in parts of Florida that usually don’t report EEE cases, the state agency 
reported. EEE is classified as a viral disease. It impacts the nervous system and is 
transmitted to horses by infected mosquitoes. In 90 percent of those cases, it is fatal to 
the animal. But most cases can be prevented with proper vaccinations. 
Source: 
http://www.gainesville.com/article/20100629/ARTICLES/100629416/1002?tc=ar 
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24. June 28, Puget Sound Business Journal – (Washington) Mukilteo firm fined $35K by 
EPA for ammonia release. Pacific Seafood Group in Mukilteo, Washington will pay a 
$35,000 penalty for releasing about 210 pounds of ammonia in May 2009, the 
Environmental Protection Agency (EPA) said. According to the agency, “The cause of 
the ammonia leak was due to a pressure relief valve that had opened due to high 
pressure from an incorrect setting. That valve has since been replaced and all other 
valves checked for correct sizing.” In the agreement, EPA alleges that Pacific Seafood 
failed to immediately notify emergency-response entities after the ammonia release 
occurred and they failed to submit a completed Emergency and Hazardous Chemical 
Inventory Form. The federal Comprehensive Environmental Response, Compensation 
and Liability Act and the Emergency Planning and Community Right-to-Know Act 
require that releases of hazardous substances such as ammonia above a reportable 
quantity be immediately reported to federal, state and local emergency responders. 
Pacific Seafood distributes fresh frozen seafood, beef, pork, and poultry products. They 
use anhydrous ammonia as a refrigerant. 
Source: http://www.bizjournals.com/seattle/stories/2010/06/28/daily10.html 

25. June 28, KXTV 10 Sacramento – (California) Electrical fire closes 5 restaurants in 
Elk Grove. Five restaurants in Elk Grove, California remain closed for electrical 
repairs as firefighters clean up an electrical fire that started June 28 in a shopping center 
on Laguna Boulevard Bruceville Road. Firefighters are investigating whether the triple-
digit weather was a factor in the fire that started in the back of a Baja Fresh Restaurant 
around 12 p.m. Crews evacuated four, adjacent food locations when smoke entered the 
buildings. No injuries were reported. The five restaurants will remain closed until 
further notice, the Cosumnes deputy fire chief said. 
Source: http://www.news10.net/news/local/story.aspx?storyid=84556&catid=29 

26. June 28, GateHouse News Service – (Minnesota) Two Minnesota cases of Salmonella 
infection linked to recall of frozen meals. Two recent cases of salmonellosis in 
Sleepy Eye, Minnesota have been linked to frozen chicken and rice meals being 
recalled nationally, state health and agriculture officials said June 28. ConAgra Foods 
Packaged Foods of Iowa is recalling all Marie Callender’s brand Cheesy Chicken and 
Rice frozen meals from stores, regardless of production date, according to the U.S. 
Department of Agriculture’s Food Safety and Inspection Service (FSIS). The products 
were distributed to retailers nationwide. 
Source: http://www.sleepyeyenews.com/news/x644695746/Two-Minnesota-cases-of-
Salmonella-infection-linked-to-recall-of-frozen-meals 

[Return to top]  

Water Sector 

27. June 29, Wilkes-Barre Times Leader – (Pennsylvania) State releases list of drilling 
chemicals. More than two years after the start of a natural-gas drilling boom, 
Pennsylvania is making public what environmental regulators dub a complete list of the 
chemicals used to extract the gas from deep underground amid rising public fears of 
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potential water contamination, and increased scrutiny of the fast-growing industry. 
Compounds associated with neurological problems, cancer and other serious health 
effects are among the chemicals being used to drill the wells, although state and 
industry officials said there is no evidence that the activity is polluting drinking water. 
The Associated Press obtained the list from the state department of environmental 
protection, which assembled what is believed to be the first complete catalog of 
chemicals being used to drill in the Marcellus Shale. The department hopes to post it 
online as soon as Wednesday, according a spokesman. It counts more than 80 
chemicals being used by the industry in a process called hydraulic fracturing, or 
“fracking,” as it pursues the gas in the mile-deep shale. Environmental advocates worry 
the chemicals are poisoning underground drinking water sources. However, 
environmental officials sad they know of no examples of contamination in 
Pennsylvania or elsewhere. “If we thought there was any frack fluid getting into fresh 
drinking water ... I think we’d have to have a very serious conversation about 
prohibiting the activity completely,” said the director of the department’s bureau of oil 
and gas management. 
Source: 
http://www.timesleader.com/news/State_releases_list_of_drilling_chemicals_06-28-
2010.html 

28. June 29, KWTX 10 Waco – (Texas) Mart issues boil water notice. The City of Mart, 
Texas, has issued a boil-water notice, effective immediately, because of an electrical 
malfunction at its water plant. The notice affects all addresses inside city limits. City 
water department officials said the water system is experiencing low chlorine residual 
because of the electrical problem. The notice was required by the Texas Commission 
on Environmental Quality. Mart will notify its residents when it is no longer necessary 
to boil the water. 
Source: http://www.kwtx.com/news/headlines/97381384.html?ref=384 

29. June 28, KOTV 6 Tulsa – (Texas) EPA cites Tulsa energy firm for violations of 
Clean Water Act. The Environmental Protection Agency (EPA) has issued a cease and 
desist administrative order to RAM Energy Resources of Tulsa, Oklahoma for 
violations of the federal Clean Water Act. In a news release from the EPA, a May 13, 
2010 inspection of the company’s oil-field production facility in Wichita County, 
Texas, found an unauthorized discharge of oil field brine and produced wastewater 
generated by oil-production activities into Long Creek. The inspection also revealed 
that water located at the discharge point of entry into Long Creek was contaminated 
with brine discharges and salts. The release goes on to say that based on these findings, 
RAM Energy Resources has been ordered to cease all discharges of pollutants from the 
facility, remove all brine from the flow path located between the facility and Long 
Creek, and within 30 days provide written certification that these activities have been 
completed. 
Source: http://www.newson6.com/Global/story.asp?S=12720327 

30. June 28, Miami Herald – (Florida) Miami-Dade risks more sewer breaks as water 
pipes need repairs. Miami-Dade County, Florida could see more water and sewer 
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breaks as the county grapples with how to pay for its aging pipes. Every year crews 
from the Miami-Dade Water and Sewer Department (WASD) go looking for leaky 
pipes and valves throughout its water system, which stretches more than 7,000 miles. 
They use special devices to record pipe sounds. Staff can graph the data on computers 
and listen to the recorded noise for the hissing sound of a leak. Crews then fix problems 
that are prioritized. About 1,200-1,400 leaks are found and repaired each year, said the 
head of the county’s recognized leak detection program at the WASD. “We catch them 
before they become larger leaks and become larger problems,’’ he said. Still, for major 
transmission lines like the one involved in a Hialeah break in March, it’s harder to 
detect leaks, he said. Three times this year, water and sewer pipes have burst across 
Miami-Dade County, flooding streets and houses and tainting bay waters. In a county 
filled with aging pipes and not enough money to repair them, these mini-disasters may 
be just the start. Miami-Dade’s records document $325 million in pipe repairs needed 
in the next 10 years — repairs that, for now, remain unfunded. A proposal to hike water 
and sewer fees by 18 percent, mainly to bankroll upgrades, was shot down last year by 
county commissioners leery of sticking taxpayers with such a steep hike. One fallout: 
The Water and Sewer Department lists its top challenge as aging infrastructure. Much 
of it is more than 40 years old. The county’s buried maze of water pipes — stretching 
7,500 miles — pump water to kitchens and showers. Another 6,100 miles of pipes take 
away waste. 
Source: http://www.miamiherald.com/2010/06/27/1704060/future-holds-spills-or-
bills.html 

31. June 28, Pomeroy Daily Sentinel – (Ohio) Nearly a thousand affected by water leak 
boil advisory. Water service to nearly 1,000 households in the Tuppers Plains-Chester 
Water District (TP-C district) in Chester, Ohio was restored Monday afternoon, after a 
broken water main and valve on Ohio 248 were repaired. Customers in Chester, 
Bedford, Scipio and Salisbury townships are now under a boil advisory until further 
notice. Customers in Bedford and Scipio were not without water during the service 
interruption, but they are included in the boil-advisory territory. The general manager 
of the TP-C district said the outage affected customers in Chester west of Showalter 
Road. After a repair on the water main near Riebel Road on Ohio 248, the eight-inch 
valve failed to open back up so it needed to be replaced. There was an exception during 
the major outage. The district made sure Rocksprings Rehabilitation Center had 
uninterrupted service by “isolating” the center’s service, and using the Carper tank in 
Bedford to provide water. There are just over 5,000 in the TP-C district, served by 22 
water tanks. 
Source: http://www.mydailysentinel.com/view/full_story/8081374/article-Nearly-a-
thousand-affected-by-water-leak--boil-
advisory?instance=secondary_news_left_column 

32. June 28, Carroll Broadcasting Company – (Iowa) Boil advisory for Lanesboro. The 
Iowa Department of Natural Resources issued a boil advisory for Lanesboro June 28 
following the fire on Main Street last night. In the process of fighting the fire, city 
officials drained their water tower and lost pressure throughout the distribution system. 
Once pressure is lost, there is potential for bacterial contamination, which prompted the 
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advisory. The advisory remains in place until water pressure can be restored, and the 
necessary testing can take place to ensure the water is safe. 
Source: 
http://www.1380kcim.com/pages/7569078.php?contentType=4&contentId=6366403 

[Return to top]  

Public Health and Healthcare Sector 

33. June 29, Des Moines Register – (Iowa) West Des Moines hospital’s pipes burst; 
patients evacuated. Twenty-four patients at a new West Des Moines, Iowa hospital 
were moved to other facilities Monday morning after air-conditioning pipes burst. The 
problem caused water damage to the upper floors of Mercy Medical Center-West 
Lakes, which opened in September. Most inpatients were transferred to Mercy’s main 
hospital downtown. The hospital’s emergency room and outpatient services remain 
open, but surgeries, heart catheterizations and imaging appointments were rescheduled. 
Technicians were working to fix the leaks, clean up the mess and restart the hospital’s 
air-conditioning system. Mercy officials hoped to have the problems fixed by Tuesday. 
Source: 
http://www.desmoinesregister.com/article/20100629/NEWS/100628036/1001/NEWS/
West-Des-Moines-hospital-s-pipes-burst-patients-evacuated 

34. June 29, HS Today – (International) More monitoring of foreign drugs, biologics 
needed. The Food and Drug Administration (FDA) is badly lacking in its ability to 
monitor foreign-clinical trials, according to a new report from the Department of Health 
and Human Services, Office of the Inspector General. The report titled Challenges to 
FDA’S Ability to Monitor and Inspect Foreign Clinical Trials, found that in FY 2008, 
sponsors relied heavily on data from foreign-clinical trials to support their marketing 
applications for drugs and biologics. It noted that 80 percent of approved marketing 
applications for drugs and biologics contained data from foreign-clinical trials. Over 
half of clinical trial subjects and sites were located outside the United States. While 
Western Europe accounted for most foreign-clinical trial subjects and sites, Central and 
South America had the highest average number of subjects per site. “Based on the 
increase in foreign clinical investigators conducting clinical trials under INDs over the 
last 10 years and the observations of FDA reviewers,” the report said, “sponsors’ 
reliance on foreign clinical trials for FDA-regulated drugs and biologics appears likely 
to grow.” 
Source: http://www.hstoday.us/content/view/13758/149/ 

35. June 28, Los Angeles Times – (California) State’s whooping cough surge may be tied 
to lagging immunization rate. Public health officials said California’s lackluster 
immunization rates could be a factor in the epidemic spread of whooping cough, a 
bacterial disease expected to take its largest toll in the state in five decades. California 
is one of only 11 states that does not require middle school students to receive a booster 
shot against whooping cough, also known as pertussis, which infects the respiratory 
system. The state is the only one in the nation to report such a dramatic surge in 
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pertussis, according to the U.S. Centers for Disease Control and Prevention. Five 
newborn babies in California have died so far this year, and at least 910 people are 
confirmed to have the illness. Adolescents can play a major role in transmission of 
whooping cough; the bulk of pertussis cases in Marin County have been diagnosed in 
5- to 17 year-olds. Located just north of San Francisco, Marin County, with a 
population of 250,000, has been one of the worst-hit counties statewide, recording 187 
cases — more cases than in the past 10 years combined. Los Angeles County, with a 
population of 10 million, has recorded 148 suspected cases so far this year. 
Source: http://www.latimes.com/news/health/la-me-whooping-cough-immunization-
20100627,0,508371.story 

[Return to top]  

Government Facilities Sector 

36. June 29, KOAT 7 Albuquerque – (New Mexico) Authorities make explosives 
arrest. A Valencia County man was arrested after police found him driving around in 
Bosque Farms, New Mexico with dangerous explosives. Investigators said they are 
alarmed because they think the suspect stole them from the military, because said he 
used to serve in the armed forces and had access to them for years. Bosque Farms 
police found C-4 detonators and shotgun shells. “You very rarely want to see anyone 
running around with these types of explosives,” said the Bosque Farms police chief. 
Investigators questioned how the suspect ended up with the explosives in his car. 
Investigators said the explosives are associated with the military and illegal for 
civilians to have. At this point, authorities believe the 23-year-old planned to use the 
explosives to protect his marijuana growth at a home on Willow Road in Los Lunas. 
Source: http://www.koat.com/news/24077681/detail.html 

37. June 29, WCSH 6 Portland – (Maine) University of Maine investigating 8 year 
security breach. The University of Maine is investigating a breach of their computer 
systems that ran for eight years. The breach may have exposed some personal 
information of students for the past eight years. The attack targeted two UMaine 
computer servers. University officials said potentially exposed students are a “small 
percentage” of the total student body. The servers were compromised in the summer of 
2002. 
Source: http://www.wcsh6.com/news/local/story.aspx?storyid=119569&catid=2 

38. June 28, Associated Press – (National) 10 alleged Russian secret agents arrested in 
U.S. The FBI has arrested 10 people for allegedly serving for years as secret agents of 
Russia’s intelligence service, the SVR, with the goal of penetrating U.S. government 
policymaking circles. According to court papers unsealed June 28, the FBI intercepted 
a message from SVR headquarters, Moscow Center, to two of the defendants 
describing their main mission as “to search and develop ties in policymaking circles in 
US.” Intercepted messages showed they were asked to learn about a broad swath of 
topics including nuclear weapons, U.S. arms control positions, Iran, White House 
rumors, CIA leadership turnover, the last presidential election, Congress, and the 
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political parties. After a secret multi-year investigation, the Justice Department 
announced the arrests in a blockbuster spy case that could rival the capture of a famous 
Soviet spy in 1957 in New York. There was no clue in initial court papers how 
successful the agents had been, but they were alleged to have been long-term, deep-
cover spies, some living as couples. These deep-cover agents are the hardest spies for 
the FBI to catch because they take civilian jobs with no visible connection to a foreign 
government; one was a reporter, editor and columnist at a New York Spanish-language 
newspaper. They are more elusive than spies who operate from government jobs inside 
Russian embassies and military missions. 
Source: http://www.google.com/hostednews/ap/article/ALeqM5j_Fmz__pKb-
YmXtA5fSYdbz6ptRAD9GKKPFG0 

39. June 28, Lexington Herald-Leader – (Kentucky) Courthouses reopened after bomb 
threat. Fayette County circuit and district courts in Lexington, Kentucky were 
reopened at 9:45 a.m. Monday, about an hour after officials said a bomb threat was 
made. A spokeswoman for the sheriff’s office, said the threat was made by phone. She 
said an anonymous caller said a bomb had been placed in one of the two buildings, 
which sit side by side at Limestone and Main streets. The spokeswoman declined to say 
who received the call. Both buildings were evacuated until sheriff’s deputies were able 
to complete a search. No bomb was found. A spokeswoman for the Lexington Division 
of Police, said the sheriff’s office did not request assistance from the hazardous devices 
unit. An investigation is continuing. 
Source: http://www.kentucky.com/2010/06/28/1327294/lexington-police-investigate-
bomb.html 

[Return to top]  

Emergency Services Sector 

40. June 28, Associated Press – (Connecticut) Conn. police unveil new statewide alert 
system. Connecticut police and public health officials are unveiling a new state-wide 
alert system that will give citizens important information about emergencies. 
Authorities said the CT Alert system will notify the public about various kinds of 
emergencies through cell phones, home phones, text messages, faxes, pagers, and other 
means. Citizens have to sign up for the service. State police said it is the first statewide 
emergency notification system in the country. 
Source: 
http://www.middletownpress.com/articles/2010/06/28/news/doc4c28b09fcc8bf9417924
84.txt 

41. June 28, Los Angeles Times – (California) Hemet police probe suspected arson fire 
at evidence building. A suspected arson fire that damaged a Hemet, California Police 
Department evidence building early Monday morning could be the seventh attack on 
the law enforcement agency this year. The fire was reported at 2:23 a.m. and severely 
damaged the building and evidence stored inside. The facility, which is across a 
parking lot from Hemet’s main police station, stores evidence for pending and past 
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criminal cases, said an agency spokesman “There’s some pretty significant damage to 
the roof and other parts of the building,’’ he said. “Inside, there’s evidence from 
thousands of cases: homicides, rapes, you name it.’’ Firefighters from the Hemet Fire 
Department quickly extinguished the blaze. Details of how the fire started were not 
disclosed. No arrests have been made. Investigators believe that the fire could be 
related to a rash of attacks on police in the city. With the department already on edge, 
the spokesman said officers are being urged to remain vigilant and to “be aware of their 
surroundings at all time.’’ 
Source: http://articles.latimes.com/2010/jun/28/local/la-me-hemet-20100629 

[Return to top]  

Information Technology Sector 

42. June 29, The Register – (International) Developers plug critical PNG graphic 
bug. Developers have plugged a critical hole in a Portable Network Graphics (PNG) 
reference library used by many browsers to render graphics file. The 1.2.44 and 1.4.3 
updates to the libpng open source reference library address a bug that, left unfixed, 
created a mechanism for hackers to inject code onto vulnerable systems. Older versions 
of the PNG format library contained a buffer overflow-style flaw. The bug was 
discovered by developers at Mozilla. It is unclear which browsers supported the 
vulnerable library files. Previous problems involving the rendering of PNG files have 
spawned drive-by download attacks. 
Source: http://www.theregister.co.uk/2010/06/29/png_graphic_bug_plugged/ 

43. June 28, ComputerWorld – (International) Social networks leak your information, 
study says. A new study from Worcester Polytechnic Institute in Massachusetts shows 
that mobile social networks are giving data about users’ physical locations to tracking 
sites and other social networking services. Researchers reported that all 20 sites that 
were studied leaked some kind of private information to third-party tracking sites. The 
study looked at the practices of 13 mobile, online social networks, including Brightkite, 
Flickr, Foursquare, Gowalla and Urbanspoon. They also studied seven traditional, 
online social networks, such as Facebook, LinkedIn, MySpace and Twitter, which 
allow users to access their sites using mobile devices. The researchers found that in 
many cases, the data given out contained the user’s unique social networking identifier, 
which could allow third-party sites to connect the records they keep of users’ browsing 
behavior with their profiles on social networking sites. Mobile social networks track 
users’ geographic location by tapping into data on mobile devices. The study noted that 
only two social networks directly gave location information to the third-party tracking 
sites, but several use a third-party map service to show the user’s location. The study 
also reported that six different sites transmit a unique identifier to the user’s mobile 
phone, enabling third-party sites to continue to track a user’s location even as the phone 
is used for other applications. 
Source: 
http://www.computerworld.com/s/article/9178648/Social_networks_leak_your_inform
ation_study_says 
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44. June 28, The Register – (National) Rancid IE6 ‘more secure’ than Chrome and 
Opera US bank says. Microsoft’s creaking Internet Explorer 6 (IE 6) is more secure 
and popular than either Google’s Chrome or Opera U.S. banking giant Chase has 
determined. The bank therefore decided its online banking services will continue to 
support the aging IE 6, but will drop support for Chrome and Opera. IE 6 is 9 years old 
and even Microsoft is now desperately speaking out against the browser, to get 
individuals and businesses to move on to IE 8. Microsoft’s Australian business unit 
recently equated using IE 6 to being as risky as drinking — or maybe, eating — a 
carton of 9-year-old milk as it lacked up-to-date cross-site scripting and anti-malware 
protection among other defenses. Chase has said it will support later versions of 
Microsoft’s browser, such as IE 8, that offer greater protection. Also making the cut are 
Mozilla’s Firefox 2.0 and higher, and version 3.0 and higher of Apple’s Safari on the 
Mac, but not the PC. 
Source: http://www.theregister.co.uk/2010/06/28/chase_ie_6_dumps_chrome_opera/ 

45. June 28, DarkReading – (International) Comodo update on VeriSign’s security 
vulnerability. Comodo announced June 28 it acknowledges that VeriSign has made 
some recent fixes to its security issues that were prompted by Comodo, which notified 
VeriSign through an independent third-party of problems it discovered . On June 23, 
Comodo provided VeriSign with a second disclosure document on the previously 
reported vulnerability. VeriSign’s response was to make further corrections with 
respect to the security issues reported to them. VeriSign acknowledged fixes to their 
certificate-management portal, including removing some of the features that were 
publicly assessable and ensuring that the portal is no longer found through methods of 
search and in Google, and that requests for revoking of certificates are no longer 
available publicly. 
Source: 
http://www.darkreading.com/security/vulnerabilities/showArticle.jhtml?articleID=2257
01689&subSection=Vulnerabilities+and+threats 

46. June 28, DarkReading – (International) The blurred line between business and 
personal online use. Half of business users worldwide employ their smartphones and 
other Web applications for both work and personal use, mixing data from the two 
worlds freely. And most have purchased at least one device on their own for use at 
work, according to a new report. IDC’s new “Consumerization of IT” report, which 
was commissioned by Unisys, demonstrates how IT organizations are not keeping up 
with the adoption of new technologies. The report — which was researched in two 
parts, with a survey of 2,820 telecommuters in 10 countries and a survey of 650 IT 
decisionmakers from around the world — found that consumer devices, such as 
smartphones, and social networking and similar applications are blurring the lines 
between business and personal technology usage. IDC found that while 73 percent of 
IT executives said their enterprise networks are “very secure,” more than 40 percent of 
employees said they use instant messaging and texting for business purposes, and 
nearly 25 percent use blogs and professional online communities for work. Workers 
said they use an average of four consumer devices and various third-party applications, 
including social networking sites, during the workday. While IDC said the number of 
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workers using smartphones in their jobs will double through 2014, less than half of 
enterprises said they let workers access enterprise apps via their smartphones today. 
Source: 
http://www.darkreading.com/insiderthreat/security/client/showArticle.jhtml?articleID=
225701662&subSection=End+user/client+security 

47. June 28, The New New Internet – (International) 33 South Korean poker scammers 
booked. Police in South Korea recently arrested 33 hackers who used a DDoS program 
to cheat online poker players out of 55 million won (South Korean money), roughly 
$45,265, during a six-month period, according to Korean English-language newspaper 
JoongAng Daily. The Cyber Terror Response Center in South Korea said the hackers, 
led by a 30-year-old and a 29-year-old, used a DDoS attack to infect 11,000 computers 
across the country. According to police, one offender bought the Netbot Attacker 
program from a Chinese hacker last year, then sold copies online to others. The hackers 
then broke into the administrative systems of the PC rooms and installed the virus in 
their computers to allow them to see the hands of poker opponents. Netbot Attacker is 
one of the programs that attacked Korea’s major Web sites in 2009, slowing down 
connection speeds throughout the country and disabling the major sites for nearly a 
week. Recent versions of the program update too fast for security programs to keep up 
with them, but attempts to control DDoS attacks have inflated the price of the program 
from 3 million won to 15 million won in the last year. 
Source: http://www.thenewnewinternet.com/2010/06/28/33-south-korean-poker-
scammers-booked/ 

48. June 28, Computer World – (National) Cisco access point gear could lead to Wi-Fi 
breach. Users of a popular Cisco Systems wireless access point may be setting 
themselves up for trouble if they leave a WPA wireless migration feature enabled, 
according to researchers at Core Security Technologies. The issue has to do with 
Cisco’s Aironet 1200 Series Access Point, which is used to power centrally managed 
wireless LANs. The Aironet 1200 can be set to a WPA (Wi-Fi Protected Access) 
migration mode, in which it provides wireless access for devices that use either the 
insecure WEP (Wired Equivalent Privacy) protocol or the more secure WPA standard. 
This gives companies a way to gradually move from WEP to WPA without 
immediately buying all-new, WPA-capable equipment. But while auditing the network 
of a customer who used the product, Core researchers discovered that even networks 
that had stopped using WEP devices could still be vulnerable, so long as the Aironet’s 
migration mode was enabled. Researchers were able to force the access point to issue 
WEP-broadcast packets, which they then used to crack the encryption key and gain 
access to the network. 
Source: 
http://www.computerworld.com/s/article/9178661/Cisco_access_point_gear_could_lea
d_to_Wi_Fi_breach 
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Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

49. June 29, Omaha World-Herald News Service – (Nebraska) 2 phone companies 
restoring service. Verizon wireless customers lost cell phone and landline service in 
Nebraska during an outage June 28 from about 8:30 a.m. until 12:15 p.m. Additional 
outages were reported in the afternoon. All wireless communication was affected — 
mobile to mobile, mobile to landline, landline to mobile, data usage, and 911 calls. The 
affected communities included Scottsbluff, Gering, Oshkosh, Bridgeport, Kimball, 
Harrisburg, Mitchell, Bayard, Potter, Broadwater and Lewellen. The network problem 
was resolved as of 12:13 p.m. but officials were unable to say exactly what caused the 
outage. In addition to the Verizon outage, many communities in the valley and in 
eastern Wyoming lost use of their CenturyLink landlines after a major fiber-optic 
phone line near Oshkosh, Nebraska was accidentally cut. The manager of market 
development for CenturyLink in Las Vegas said June 28 that crews were at the site of 
the damaged phone line, hand-digging to try to get to the affected line as quickly as 
possible. He said the company was unsure when service would be re-established to all 
customers in the area.  
Source: http://www.omaha.com/article/20100629/NEWS01/706299903 

50. June 28, Houston Chronicle – (Texas) KPFT’s radio broadcasts may resume 
today. Houston’s KPFT-FM (90.1) was knocked off the air all day June 28 after 
suspected copper thieves broke into the nonprofit, independent radio station’s 
transmission tower site, cutting a power drop line and peeling a junction box off the 
building’s wall. The station’s signal dropped off Houston radio dials hours before 
KPFT was to begin broadcasting gavel-to-gavel coverage of the U.S. Supreme Court 
nominee’s confirmation hearings. KPFT is one of five radio stations owned by the 
Pacifica Foundation Network, an alternative media source that emphasizes peace, 
social justice, racial equality and the arts. The Houston station’s transmitter was 
bombed twice in 1970, with the first incident blamed on the Ku Klux Klan, according 
to KPFT’s Web site. The second bombing shut down KPFT for more than three 
months. 
Source: http://www.chron.com/disp/story.mpl/metropolitan/7085211.html 

51. June 28, Contra Costa Times – (California) Some in Walnut Creek still without 
phone, Internet and cable. PG&E had restored power to most Walnut Creek, 
California homes by 4:30 p.m. June 28 after a pair of brief outages June 27 and 28 that 
also knocked out Astound Broadband cable for nearly 24 hours, according to a PG&E 
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spokeswoman. A brief power outage at 6:30 p.m. June 27 affecting fewer than 400 
residents resulted in an outage of cable television, phone and Internet service for 
Astound Broadband customers. The reason for the power outage is equipment failure, a 
PG&E spokeswoman said. It is unclear why Astound’s services were out much longer 
than the power outage. 
Source: http://www.mercurynews.com/breaking-news/ci_15394958 

52. June 26, Rome News-Tribune – (Georgia) Wiring stolen from AT&T call 
center. Police in Cedartown, Georgia met with an employee of AT&T’s construction 
department to discuss the theft of wiring from telephone poles June 21. The employee 
said about 900 feet of copper wiring was stolen. During the incident, fiber optic wires 
and stand cable were also cut but left behind. The incident occurred along Davis Road 
in Cedartown, according to reports. The AT&T call center, 101 AT&T Drive, was shut 
down for an unknown amount of time, according to a Cedartown detective. A 
spokeswoman said the incident impacted the center for several hours, but calls coming 
in were able to be routed to other call centers. AT&T is offering a reward of as much as 
$3,000 for information that leads to an arrest and conviction of the individuals 
responsible. 
Source: http://romenews-tribune.com/view/full_story/8067297/article-Wiring-stolen-
from-AT-T-call-center?instance=home_news_lead_story 

[Return to top]  

Commercial Facilities Sector 

53. June 29, Detroit News – (Michigan) Hardware store explodes on Detroit’s east 
side. An explosion rocked a building on Seven Mile in Detroit, Michigan, June 29, 
totaling a hardware and dollar store located in the east side structure, senior fire 
officials said. Paint, fertilizer and other combustibles were in the hardware store near 
Conley Street, and the explosion was so powerful that the roof collapsed and a portion 
of the first floor was in the basement when firefighters arrived about 3 a.m. A cause of 
the incident is under investigation, and the Detroit Fire Department’s arson squad is 
looking into the matter. Firefighters were unable to get into the building and had to use 
aerial trucks to fight the two-alarm blaze. The incident knocked down power lines at 
the rear of the building and will force DTE Energy to dig up the street to shut gas 
service. No injuries were reported in the fire. Officials said the building is a total loss. 
Source: 
http://www.detnews.com/article/20100629/METRO01/6290394/1361/Hardware-store-
explodes-on-Detroit-s-east-side 

54. June 29, Associated Press – (Mississippi) Miss. man injured in meth lab explosion at 
Ocean Springs motel. Ocean Springs, Mississippi police said a man injured in a meth-
lab explosion at a local motel is expected to face a felony charge of meth 
manufacturing. The meth lab exploded around 6 p.m. June 28 resulting in injuries to the 
suspect. The Sun Herald reported police called agents with the Narcotics Task Force of 
Jackson County to question the suspect, who was taken to a Gulfport hospital for 
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treatment. City building officials temporarily shut the motel down because of potential 
contamination. 
Source: http://www.wreg.com/news/sns-ap-ms--methlab-explosion,0,2815914.story 

55. June 28, KWTX 10 Waco – (Texas) Bomb squad disarms possible explosive device 
found at local motel. Fort Hood’s Explosive Ordinance Disposal Unit set off two 
controlled explosions June 28 to disarm what authorities think could be a homemade 
bomb that employees found earlier at a Motel 6 in Temple, Texas. Fewer than a half-
dozen motel guests were evacuated from their rooms and the area was cordoned off 
when the handbag-size device was found in the motel office. Fort Hood bomb experts 
moved it outside of the building and disarmed it. Fort Hood experts, Temple police, and 
the Bureau of Alcohol, Tobacco, Firearms and Explosives are working to determine 
whether the suspicious item was actually a bomb, but report the item’s size and nature 
were “consistent with an explosive device.” Police don’t know how it ended up at the 
motel. 
Source: http://www.kwtx.com/home/headlines/97346189.html 

56. June 28, WDAM 7 Laurel – (Mississippi) Bomb squad investigating suspicious 
device at Hattiesburg drug store. A bomb squad has destroyed a suspicious object 
found at a drug store in Hattiesburg, Mississippi. An employee of Wal-Greens at the 
corner of Hwy 49 and Hardy Street discovered an unfamiliar object with wires coming 
out of the sides inside the store June 28. The building was immediately evacuated and 
officials called to the scene. At 6 a.m., a bomb squad was called from Biloxi and used a 
robot to take hold of the device and submerge it in water for retrieval. Officials said the 
device was an ice chest with wires attached. It was destroyed and the fragments are 
now being analyzed. 
Source: http://www.wdam.com/Global/story.asp?S=12720746 

57. June 28, Reuters – (Mississippi) Oil washes onto big Mississippi tourist beach. Oil 
from the BP spill in the Gulf of Mexico washed ashore at one of the largest tourist 
beaches in Mississippi June 28, forcing tourists to pack their bags and evacuate the 
shore. Sludgy brown oil, light sheen and tar balls arrived at a series of small towns June 
27, the first time oil has hit Mississippi’s mainland. On June 28, the oil reached Biloxi, 
a major resort city famous for its casinos. One day after state and local officials 
complained vehemently about nonexistent cleanup efforts, busloads of workers in white 
plastic haz-mat suits showed up to scoop up the greasy tide and tar balls. In total, 700 
boats were at work on the containment effort and the state was pressing for more 
resources, the Mississippi governor said in a statement. But residents disputed that 
figure. Rain and thunderstorms churned up the oil on beaches overnight, scattering it 
and making cleanup more difficult. But local officials said that despite the urgency of 
the task, they were struggling to mount a bigger effort because of problems in the chain 
of command. The state has closed additional areas to commercial and recreational 
fishing and it warned people to stay out of the water off all major tourist beaches. 
Source: http://www.reuters.com/article/idUSN2860045220100628 
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58. June 28, Associated Press – (Oklahoma) Minn. man pleads guilty in false bomb 
threat. A Minnesota man has pleaded guilty to reporting a false bomb threat to the FBI. 
On June 28 in U.S. District Court in Minneapolis, the man pleaded guilty to one count 
of offering false information and hoaxes. In his plea agreement, the 26-year old 
admitted that last September, he gave the FBI a false tip that someone was planning to 
bomb the Bank of Oklahoma Center, a sports arena in Tulsa, Oklahoma. The FBI 
investigated and determined the threat was fabricated. The suspect faces up to five 
years in prison. A sentencing date has not been set yet. 
Source: 
http://www.startribune.com/local/97352009.html?elr=KArks:DCiUHc3E7_V_nDaycUi
D3aPc:_Yyc:aUU 

59. June 27, Sioux City Journal – (Iowa) Little Sioux flooding forces evacuation of 
Cherokee residents. Residents and some business owners at the south and eastern end 
of Cherokee, Iowa, have been forced to leave due to rising floodwaters June 27 from 
the Little Sioux River. The main flooding starts about two blocks south of downtown 
Cherokee, while more flooding has been reported on the eastern part of the community. 
An estimated 200 people might have been impacted. No injuries were reported. The 
flood level on the Little Sioux reached 27.3 feet, which is above the flood level set in 
the big floods of 1993 that caused rivers and streams to flood throughout Iowa. The 
Little Sioux is expected to crest overnight. Between 6 and 7 inches of heavy rain fell 
earlier in the Cherokee area, contributing to the flooding. Cherokee firefighters 
evacuated a number of people with their rescue boat overnight, while Cherokee police 
officers used their boat to pick up stranded residents. Businesses flooded include the 
Lubeck Oil Co. that has been in business for more than 50 years, other auto body shops, 
a car wash, a liquor store and convenience stores. 
Source: http://www.siouxcityjournal.com/news/local/article_453085cd-4ce9-5845-
9ec2-9884923e37d8.html 

For another story, see item 21  
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National Monuments and Icons Sector 

60. June 29, Columbus Dispatch – (Ohio) Ash borers make it to Wayne forest. The 
emerald ash borer’s conquest of Ohio continues with a new infestation discovered in 
the Wayne National Forest in Perry County. The invasive species now has infested 
trees in 49 of the state’s 88 counties. An Ohio Department of Agriculture surveyor 
found the borer last week on an ash tree near Rt. 668 inside the forest. As the voracious 
beetle spreads, at risk are the state’s estimated 254 million ash trees. Borers were first 
discovered in Detroit in 2002, where they likely hitched a ride from China. They were 
discovered in Ohio near Toledo in 2003 and have since spread to more than half the 
state’s counties, including Franklin, Delaware, Fairfield, Licking and Union counties in 
central Ohio. Their larvae eat tunnels through the soft wood under the bark of ash trees. 
The tunnels damage the trees’ water-circulation systems and kill the trees within three 

http://www.startribune.com/local/97352009.html?elr=KArks:DCiUHc3E7_V_nDaycUiD3aPc:_Yyc:aUU�
http://www.startribune.com/local/97352009.html?elr=KArks:DCiUHc3E7_V_nDaycUiD3aPc:_Yyc:aUU�
http://www.siouxcityjournal.com/news/local/article_453085cd-4ce9-5845-9ec2-9884923e37d8.html�
http://www.siouxcityjournal.com/news/local/article_453085cd-4ce9-5845-9ec2-9884923e37d8.html�


 - 24 - 

to five years. 
Source: http://www.dispatch.com/live/content/local_news/stories/2010/06/29/ash-
borers-make-it-to-wayne-forest.html?sid=101 

61. June 28, Associated Press – (Utah) 12,000 marijuana plants removed near 
Centerville. Authorities have removed more than 12,000 marijuana plants from U.S. 
Forest Service land near Centerville, Utah in Davis County. The operation to remove 
the plants took several hours. Police say the site was found by a hiker. Officials from 
several agencies, including the Davis Metro Narcotics Strike Force, investigated the 
plants starting June 26 and removed them June 27. The Drug Enforcement 
Administration also provided support for the investigation. No suspects were found by 
police at the scene but a campsite next to the area was found abandoned. Officials say 
the area was well organized and hidden by heavy vegetation. They say it was equipped 
with a gravity-fed irrigation system. 
Source: http://www.abc4.com/content/news/top stories/story/12-000-marijuana-plants-
removed-near-Centerville/UNfCVRpdWkqiaWNDr5Oldw.cspx 

62. June 28, Arizona Daily Star – (Arizona) Two wildfires burning near Safford. Two 
wildfires are burning in the Santa Teresa Mountains west of Safford, Arizona, U.S. 
Forest Service officials reported. The Cottonwood Fire, touched off June 27 by a 
lightning strike, has burned about 650 acres, officials from the Coronado National 
Forest reported in a statement June 28. The fire is burning slowly through brush mixed 
with pine, and officials said it is being “managed for multiple objectives.” About 1.5 
miles south, a smaller wildfire is also being monitored. The fire has burned five acres. 
Neither wildfire is threatening structures. 
Source: http://azstarnet.com/news/local/wildfire/article_7e713f8a-831e-11df-a4c9-
001cc4c03286.html 

[Return to top]  

Dams Sector 

63. June 29, Eugene Register-Guard – (Oregon) EWEB: No fireworks at College Hill 
Reservoir. Folks planning to celebrate the Fourth of July with smoke, sparks and sound 
will have to go somewhere other than the College Hill Reservoir in Eugene, Oregon 
The Eugene Water & Electric Board (EWEB) decided to ban all fireworks from the 
reservoir at Lawrence Street and West 24th Avenue after the devices caused more than 
$2,500 in damage to the rubberized surface recently. The surface is part of a series of 
upgrades and repairs, and was installed in 2008 and 2009. But neighbors and others still 
will be able to set off legal fireworks on the blacktop surface of the old reservoir just 
north of the College Hill facility. That is part of a compromise intended to protect the 
reservoir while still allowing some fireworks in the area. An EWEB spokesman said 
the rubberized coating is part of the security measures the commission undertook to 
keep the reservoir open to the public. The material helps seal metal expansion joints in 
the reservoir roof and helps prevent someone from gaining access to the water to 
contaminate it. EWEB spent $1 million on such measures after its initial plan to fence 
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off the reservoir drew strong opposition. The facility is a popular spot for picnics, star-
gazing and bike riding. The spokesman said it does not appear that the damage to the 
coating was malicious, but he said after seeing the cost of repairing a small area, it was 
decided that banning all fireworks was the best way to ensure safety. 
Source: http://www.registerguard.com/csp/cms/sites/web/updates/24963762-
55/fireworks-reservoir-surface-coating-college.csp 

64. June 29, Idaho Press-Tribune – (Idaho) Canal burst floods homes, closes roads. An 
overnight canal burst in southwest Canyon County, Idaho flooded homes and covered 
roads with several inches of water. Canyon County deputies responded to the 
intersection of Hoskins and Plum roads at 11:08 p.m. Monday night and found that the 
Low Line canal had burst and water was flooding the area. Five homes were threatened 
or were flooded. Plum Road and Pear Road were flooded and covered with four inches 
of water. Deputies evacuated several homes that were being flooded. The Canyon 
County Sheriffs Office brought out several thousand sand bags. With the help of local 
citizens, highway departments and fire department personnel, the sand bags were filled 
and used to prevent further damage to several homes. The burst canal was repaired by 
the Boise Project Board Control at 4 a.m. No one was injured. Plum and Pear roads will 
remain closed until further notice. 
Source: http://www.idahopress.com/news/article_aad92dec-837a-11df-af1d-
001cc4c002e0.html 

65. June 29, Associated Press – (Iowa) Des Moines keeps watch on levees as river 
rises. Des Moines, Iowa officials are monitoring levees holding back the Des Moines 
River as more water pours in from Saylorville Lake just north of the city. The U.S. 
Army Corps of Engineers has raised a 6-foot inflatable barrier atop an emergency 
spillway at Saylorville. A Corps spokesman said computer models show the lake 
reaching the top of those barriers Wednesday. If that happens, it will be the fifth time 
since the lake was constructed in 1977 that water has gone over the spillway. Des 
Moines is shoring up the levees protecting neighborhoods north of downtown, 
including Birdland, which flooded in 2008. Some residents, however, are not taking 
any chances and are moving out of their homes to higher ground. 
Source: http://wcco.com/wireapnewsia/Crews.in.Des.2.1776997.html 

66. June 28, Belleville News-Democrat – (Illinois) Levee repair plan under fire from 
environmentalists. Environmental groups are lining up to protest U.S. Army Corps of 
Engineers plans to use coal ash to fortify flood-protection levees on both sides of the 
Mississippi River between Alton and Gale, located in Illinois’ southern tip. Coal ash — 
also known as fly ash — is the residue from coal combustion at power plants. It 
contains many types of toxins such as arsenic and mercury, and it has been closely 
linked to cancer, according to a wide range of studies. Coal ash is highly unstable and 
degrades in the presence of water, making it a bad choice for levee construction, 
according to the president of the American Bottoms Conservancy. The Corps, however, 
takes a different view regarding coal ash. In a recent environmental assessment, the 
Corps underscored its many safe and beneficial uses, including a long track record in 
road construction and cement manufacture. Both sides of the controversy will be aired 
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when the Corps holds a public hearing on the issue at 10 a.m. July 15 at the Robert 
Young Building in downtown St. Louis. During the forum, the Corps will discuss its 
plans to inject a lime-fly ash slurry into the levees to prevent the “slumps” and “slides” 
that tear down levee embankments. 
Source: http://www.bnd.com/2010/06/27/1309411/levee-repair-plan-under-fire-
from.html 

67. June 26, Topeka Capital-Journal – (Kansas) Costly fix needed for dam. The waters of 
Lake Vaquero in Topeka, Kansas provided a dream setting for families making their 
homes around its quiet shores during the past few decades. Now, the dam that holds 
those waters back threatens to unleash a big bill on the residents who have come to love 
their tranquil lake life. The lake’s dam, which runs west of a section of S.W. Indian 
Hills Road south of 29th Street, needs significant upgrades to receive a permit and 
reach high safety standards necessitated by recent growth. The price for that work, club 
members learned in recent days, could run as much as $350,000. The lake club, as the 
owner of the dam, would be on the hook for the cost. But with only about 20 members, 
the expense is a lot to take all at once. Initially, members agreed to chip in $5,000 each. 
The new price tag, could be more than triple the money needed. The waters at Lake 
Vaquero were stopped behind the dam about 50 years ago although the dam never had 
a permit, which the lake club now is attempting to get. The dam measures about 33 feet 
in height. 
Source: http://cjonline.com/news/local/2010-06-26/costly_fix_needed_for_dam 
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