
 - 1 - 

 

Homeland 
Security  
Daily Open Source Infrastructure 
Report for 25 June 2010 

 

Current Nationwide  
Threat Level  

ELEVATED 

 
Significant Risk of Terrorist Attacks 

For information, click here: 
http://www.dhs.gov  

 

 
Top Stories 

• According to the New York Post, Port Authority of New York and New Jersey police who 
staff the agency’s bridges and tunnels must be on alert for a fuel-filled tanker meant to start 
a series of explosions designed to decimate first responders. But one Port Authority official 
said, “It’s a totally unsubstantiated threat.” (See item 24) 

• Kansas City infoZine News reports that the governor of Missouri activated the Missouri 
National Guard to provide emergency assistance to residents of northwest Missouri 
communities that could be affected by continued flooding along the Missouri River. (See 
item 62) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. June 24, Dow Jones Newswires – (International) Venezuela to nationalize 11 US oil 
rigs. Venezuela’s government said Wednesday it plans to seize control and nationalize 
11 oil drilling rigs operated by U.S. firm Helmerich & Payne, which it says were 
purposely not being utilized as part of a plot against Venezuela’s president. State oil 
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company Petroleos de Venezuela, or PDVSA, said in a statement that once the drills 
were nationalized by the government, PDVSA will use them to “impulse” oil 
production and strengthen the country’s sovereignty over the oil sector. The 
announcement was made by PDVSA’s president, who is also Venezuela’s energy 
minister, during a press conference in the oil-rich state of Zulia, according to the 
statement. The PDVSA president said the idled drills were going to be used by the U.S. 
firm as a “launching pad” for a broader plan by elements in the private sector to 
“boycott” oil production in order to destabilize the economy and cause problems for 
Venezuela’s government. 
Source: http://www.myfoxphilly.com/dpps/news/venezuela-to-nationalize-11-us-oil-
rigs-dpgonc-20100624-fc_8297716 

2. June 24, Associated Press – (Louisiana) Cap back after robot nudge stalls oil 
collection. The cap was back in place on BP’s broken oil well after a deep-sea blunder 
forced crews to temporarily remove what has been the most effective method so far for 
containing some of the massive Gulf of Mexico spill. Engineers using remote-
controlled submarines repositioned the cap late Wednesday after it had been off for 
much of the day. It had captured 700,000 gallons of oil in 24 hours before one of the 
robots bumped into it late in the morning. BP’s new point man for the oil response, said 
crews had done the right thing to remove the cap because fluid seemed to be leaking 
and could have been a safety hazard. The logistics coordinator onboard the ship that has 
been siphoning the oil told The Associated Press that the system was working again, 
but it would take a little time for it to “get ramped back up.” 
Source: http://www.chron.com/disp/story.mpl/ap/top/all/7077707.html 

3. June 24, Sun Times Media Network – (Illinois) Power out to 80,000 across area after 
storm. The severe storms that passed through the Chicago area Wednesday evening has 
left about 80,000 Commonwealth Edison customers without power and thousands 
flooded out Thursday morning. At the height of the storm, there were 230,000 without 
power but as of 6 a.m., there are 80,000 — most of which are in west suburban 
Maywood, Illinois and the surrounding areas, according to a ComEd spokeswoman. “It 
may take “multiple days to restore the power to the remaining 80,000,” she said “Now, 
we have more than 450 ComEd crews working 16-hour shifts around the clock.” 
Source: http://www.suburbanchicagonews.com/community/nopub/2428696,Storm-
outages-cleanup-scn06241-.article 

4. June 23, CNET News – (National) Smart grid security to become multibillion-dollar 
industry. With the U.S. electrical grid — and other national grids worldwide — poised 
to become smart systems with integrated communications, the possible threat of 
sabotage has become an obvious concern. To that end, the U.S. government has set 
aside funding to develop security protocols. Others are following suit. Between 2010 
and 2015, the report predicts, about 15 percent of all smart-grid investments will be 
spent on cybersecurity. This will represent a total global investment of $21 billion over 
the next five years, according to the report. North America will spend the most with a 
predicted annual figure of $1.5 billion by 2015, followed by Asia Pacific at $1.2 billion 
and Europe at $784 million. Evidence collected in 2009 found that the U.S. electrical 
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grid is vulnerable to sabotage, and that it had been compromised by hacker spies testing 
the smart grid system’s access. Since then, there has been a major push by government 
and industry experts to better secure smart grids.  
Source: http://news.cnet.com/8301-11128_3-20008552-54.html 

For more stories, see items -1 and 30  
 
[Return to top]  

Chemical Industry Sector 

5. June 24, Ackron West Side Leader – (Ohio) Chemical leak response practiced. Local 
safety forces took part in a mock emergency exercise in Copley, Ohio, June 19. A 
Copley Fire Department lieutenant served as training commander for the event, which 
allowed personnel to practice what to do in case of a sulfuric acid leak. PVS Chemical 
Solutions on Copley Road was the site for the training. Evaluators from the state and 
local levels were on site for the exercise, which was conducted by the Summit County 
Local Emergency Planning Committee. Participants included Akron General Medical 
Center-West, American Red Cross of Portage and Summit Counties, Akron Fire 
Department, Copley Township and Norton Joint Dispatch Center, Copley Fire 
Department, Copley Police Department, PVS Chemicals Inc., Sharon Fire Department, 
Summit County Emergency Management Agency, Summit County LEPC, Summit 
County Sheriff’s Office and the Summit County Special Operations Response Team 
(Hazardous Materials Branch). 
Source: http://www.akron.com/akron-ohio-community-news.asp?aID=9390 

6. June 24, WFSB 3 Hartford – (Connecticut) Crews extinguish 3-alarm-blaze at 
factory. Crews were called to a three-alarm blaze at a New Haven, Connecticut 
chemical factory Thursday morning. Flames broke out at the Von Roll Isola Chemical 
Factory on Chapel Street at about 8:45 a.m. Fire officials said the blaze was under 
control in about 30 minutes. Fire officials said no chemicals in the building had a 
reaction to the flames, and that the fire broke out on the side of the building away from 
the chemicals. Fire officials said they believe the blaze may have been sparked by an 
incinerator near a boiler. Crews were investigating whether the boiler was 
malfunctioning. Smoke from the fire could be seen from miles away. No injuries were 
reported. The company makes products used for insulation for industrial buildings. 
Source: http://www.wfsb.com/news/24019948/detail.html 

7. June 23, Sacremento Bee – (California) State unveils plans to regulate toxics in 
consumer goods. Children’s toys, baby products, household cleaners and hundreds of 
other consumer goods containing toxic substances could require new warning labels, 
recalls or even be banned starting next year under California’s new Green Chemistry 
initiative. The California Department of Toxic Substances Control June 23 unveiled 
new rules for the initiative, which represents the most comprehensive attempt by a state 
to regulate chemicals linked to cancer, birth defects and other health problems. The 61-
page document spells out how the state plans to regulate more than 80,000 chemical 
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substances found in everyday products. The department will be charged with 
identifying and analyzing harmful chemicals and will compile a list of problem 
materials. For products found to contain hazardous materials, the state and a panel of 
outside scientists will evaluate safer, alternative materials proposed by manufacturers. 
The approach represents a major shift from past attempts to regulate toxic substances 
on a chemical-by-chemical basis, which critics say politicized the issue. Some 
environmentalists, however, have expressed concern that the new regulations don’t 
move fast enough to eradicate toxic products from retailers’ shelves. 
Source: http://www.sacbee.com/2010/06/23/2844109/state-unveils-new-green-
chemistry.html 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

8. June 24, Richmond Times-Dispatch – (Virginia) North Anna plant siren system fails 
again. The North Anna Power Station’s siren system failed another activation test 
Wednesday. A week after a radio transmitter that was used to turn on 68 warning sirens 
around the Mineral, Virginia nuclear power plant did not test properly, the replacement 
transmitter also failed to work, Dominion Virginia Power said. “We did a proactive 
silent test,” a spokesman said. “The radio transmitter failed to perform its function.” 
The transmitter was the same one that had been installed and tested last week, he said. 
Dominion discovered the malfunctioning transmitter Wednesday at 9:10 a.m. The 
company had a replacement installed and tested out by 10:40 a.m., a spokesman said. 
North Anna has been dogged by electrical problems in the wake of lightning storms in 
the last two months. Lightning strikes shut down the 903-megawatt North Anna 2 plant 
May 28 and June 16. “We don’t know that a lightning strike caused this,” the 
spokesman said of the transmitter failure, “But we have had our telecommunications 
and grounding engineers evaluating the grounding in place at the [radio transmitter] 
tower to determine whether its grounding is adequate.” In the event of an accident at 
the Louisa County power station, emergency officials would use the sirens to alert the 
public to listen to radio and television reports for information on how they should 
respond. 
Source: http://www2.timesdispatch.com/business/2010/jun/24/B-DOMI24-ar-229845/ 

9. June 24, Rutland Herald – (Vermont) No damage found at Yankee after 
earthquake. Control-room operators at the Vermont Yankee nuclear reactor in Vernon 
declared a low-level emergency Wednesday afternoon after a tremor from a Canadian 
earthquake hundreds of miles away was felt in Yankee’s control room. The 5.0 
magnitude earthquake occurred at 1:40 p.m., with the center about 33 miles north of 
Gatineau, Quebec, and plant officials declared the “unusual event” at Yankee 45 
minutes later. An ‘unusual event’ is the lowest level of official emergency at the 
nuclear reactor, and plant personnel canceled the alert three hours later, at 5:25 p.m., 
after a thorough “walk down” of key safety and operational components at the plant. 
Despite the emergency, the power level at the reactor was never reduced and there was 
no radioactivity released beyond normal operations, the company said. While plant 
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personnel sensed the quake, it did not register on Vermont Yankee’s seismic monitors. 
The director of communications for Entergy Nuclear at Vermont Yankee said that there 
was no evidence of any impact to components, systems or structures as a result of the 
seismic event. The spokesman said that according to its earthquake protocol, an 
unusual event was declared if the earthquake was felt on site, and whether the National 
Earthquake Center confirmed that an earthquake had taken place. Vermont Yankee is 
built with earthquake protection. 
Source: 
http://www.rutlandherald.com/article/20100624/NEWS02/706249925/1003/NEWS02 

10. June 23, Associated Press – (California) CO2 discharge causes alert at Calif. nuclear 
plant. An accidental discharge of too much carbon dioxide from a fire-suppression 
system triggered an alert Wednesday at the Diablo Canyon nuclear power plant on 
California’s central coast. A Pacific Gas & Electric spokesman said everyone at the 
plant located in San Luis Obispo was fine, and there was no threat to public safety. The 
alert began at 10:56 a.m. and continued through midafternoon. It would be called off 
when carbon dioxide levels were reduced, the spokesman said. The discharge occurred 
during a test of the fire-suppression system in a room that houses a tank of oil to 
lubricate the turbine generator for one of the plant’s two nuclear units. The “puff” test 
was being conducted after maintenance on the system. “More was discharged than 
anticipated,” the spokesman said. An alert, the second level of a four-tier, emergency-
classification system for the twin-reactor plant, must be reported to the Nuclear 
Regulatory Commission, he said. The alert means there is an actual or potential 
degradation of plant safety but it did not involve the nuclear reactors and there was no 
radiological release, a PG&E spokeswoman said. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5hHljbdvIJROwLQx9Tkm4nzLi
k6cwD9GH81S80 

11. June 23, Associated Press – (Ohio) Ohio nuclear plant to restart after 
repairs. Federal regulators have given operators of an Oak, Harbor Ohio nuclear plant 
permission to restart the plant after they made repairs to cracks that have kept it closed 
since February. The Nuclear Regulatory Commission said Wednesday that repairs at 
the plant along Lake Erie will allow it to operate safely through October 2011, when 
there are plans to shut down the plant and replace its reactor head. Ohio-based utility 
FirstEnergy Corp. said earlier this week that it was moving up plans to replace the 
reactor head at the Davis-Besse nuclear plant near Toledo. The company said it found 
the cracks in the nozzles of the reactor head in February. FirstEnergy plans to restart 
the plant sometime in July. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5gKlNrjoLE4652cGvE7aXPW-
b1zUAD9GH89IO1 

[Return to top]  

Critical Manufacturing Sector 
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12. June 23, Wheeling News-Register – (Ohio) Severstal: spill cleaned up. Severstal 
Wheeling officials said they notified the proper authorities and assisted in cleanup 
following a spill of ferrous chloride at its Yorkville, Ohio rolling mill May 13. A 
spokeswoman for Severstal North America said the accidental spill of about 500 
gallons of the chemical used in the cold-rolling process resulted in some of the 
chemical getting into the village sanitary sewer system. Some also went into the plant 
process water and sewer system, and some was spilled into the ground. “As we were 
required, we promptly notified the U.S. Environmental Protection Agency, the Ohio 
office of the EPA and the Jefferson County Emergency Planning committee,” the 
spokeswoman said. “Those are the agencies we are required by law to notify about a 
spill such as this.” The spokeswoman said the steelmaker cleaned up the contaminated 
sewage in the city treatment plant and established procedures within the plant to 
prevent a recurrence. 
Source: http://www.news-register.net/page/content.detail/id/539025.html?nav=515 

13. June 21, Baltimore Sun – (Maryland) Flash fire at Sparrows Point leaves one worker 
injured. Baltimore County fire officials say one person was injured in a flash fire on a 
locomotive in Sparrows Point, Maryland. It happened Monday at the locomotive repair 
shop at the Severstal steel plant. Officials said the fire was caused by a leaky fuel 
system. The employee was burned on his arm and was taken to Johns Hopkins Bayview 
Medical Center, a Severstal North America spokeswoman said. 
Source: http://articles.baltimoresun.com/2010-06-21/news/bs-md-severstal-fire-
20100621_1_flash-fire-sparrows-point-baltimore-county-fire-officials 

[Return to top]  

Defense Industrial Base Sector 

14. June 24, Sophos – (International) Targeted Trident cyber-attack against defense 
company. Targeted attacks occur when cybercriminals launch malware against a 
specific organization, industry or government department. In recent years, such attacks 
have been distributed in the form of booby-trapped Word documents or malformed 
Adobe PDF files. Overnight, Sophos intercepted an attack against a firm working in the 
defense industry. The e-mails carried a malicious PDF file claiming to be about the 
Trident D-5 missile, launched from nuclear submarines. The malicious hackers behind 
the attack forged the “from:” address, pretending that the e-mail was a communication 
from an employee of Lockheed Martin. In this case they used the real name, e-mail 
address and phone number of one of Lockheed Martin’s PR team - details which can be 
found easily on the Web - to make the message appear more plausible. The ZIP 
attachment contained a file called “TRIDENT D-5 MISSILE.PDF,” which itself 
contains embedded JavaScript and SWF code to exploit vulnerabilities and deliver a 
malicious payload to the recipient’s computer. The purpose appears to be to open a 
backdoor on the infected computer through which the hacker will be able to remotely 
access sensitive information. 
Source: http://www.sophos.com/blogs/gc/g/2010/06/24/targeted-trident-cyberattack-
defence-company/ 
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[Return to top]  

Banking and Finance Sector 

15. June 24, Associated Press – (International) Woman arrested on explosives charge 
ahead of G-20. The common-law wife of a man charged with possession of explosives 
in what police are calling a Group of 20 summit-related arrest has also been charged in 
the investigation. A police spokeswoman said June 24 that the 37-year-old suspect has 
been charged with possession of an explosive device and possession of a weapon. The 
suspect’s partner, a computer-security expert, was charged June 23 with several 
offenses, including possession of explosives, dangerous weapons and intimidating a 
justice system participant. An Internet activist and contributor to the Canadian 
Broadcasting Corp. said the computer expert told a May meeting of activists and 
professors that he planned to monitor police chatter about the summit of the Group of 
Twenty Finance Ministers and Central Bank Governors (G-20) summit and post it on 
Twitter. He also said he would buy items online to attract police attention. The police 
spokeswoman said she could not say what the explosives are but said there is no risk to 
public safety. Police have declined to release more details, but police said the 
investigation is part of the ongoing effort to ensure a safe and secure G-20 Summit in 
Toronto. The G-20 groups the leaders from 19 leading rich and developing nations, and
the European Union. 
Source: http://www.insidebayarea.com/news/ci_15365963 

16. June 24, CIO – (National) Credit card data breaches cost big bucks. Javelin Strategy
& Research estimates that credit and debit card issuers spent $252.7 million in 2009 
replacing more than 70 million cards compromised by data breaches. In 2009, an 
estimated 39 million debit cards and 33.3 million credit cards were reissued due to data 
breaches, for a total of 72.2 million. An estimated 20 percent of those affected by the 
breaches had more than one card replaced. Javelin’s survey shows that 26 percent, or 
one out of four U.S. consumers received a data-breach notification last year from a 
company or agency holding their personal data, including credit and debit card or 
checking account information. Of the people notified (which is required by law in most
states), 11.5 percent were victims of identity fraud compared with only 2.4 percent who
were not notified. The report surmises that data breaches lead to fraud. Digital 
Transactions explains, “Data breaches are one obvious pathway to fraud, but a breach 
alone doesn’t mean an affected consumer will become an identity-fraud victim. Banks 
often give free credit-report monitoring services to customers whose data may have 
been compromised.” The flaw here is that credit monitoring only makes the consumer 
aware of new account fraud, when a Social Security number is used to open a new 
account. Credit monitoring has nothing to do with credit card fraud in which an existin
account is compromised. “There’s a disconnect,” Javelin tells Digital Transactions 
News. Consumers “should pay attention to your credit reports after you’re notified, 
because you’re more vulnerable.” 
Source: 
http://advice.cio.com/robertsiciliano/10816/credit_card_data_breaches_cost_big_bucks
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17. June 24, Associated Press – (International) Al Qaeda front says it bombed Iraq 
bank; 18 die. An al Qaeda front group claimed responsibility June 23 for bombing a 
state-run investment bank, gloating over its ease in penetrating security in an attack that 
killed at least 18 people. The June 20 attack on the Trade Bank of Iraq was meant to 
expose the weakness of the country’s stalled government, according to a statement 
posted on the Web site of the Islamic State of Iraq. The statement called the bank a 
“stronghold of evil” because it was established to attract foreign investment. The group, 
which is allied with al Qaeda, taunted the government for its inability to keep the peace. 
The same group claimed responsibility for the recent strike on the Central Bank of Iraq, 
the nation’s treasury, in which at least 26 died in a commando-style assault by bombers 
and shooters. 
Source: http://www.sfgate.com/cgi-
bin/article.cgi?f=/c/a/2010/06/23/MNKC1E3VET.DTL 

18. June 24, The Register – (International) Scotland Yard cuffs teens for role in 
cybercrime forum. Two teenagers have been arrested for their alleged involvement in 
the world’s largest English-language cybercrime forum. The pair were detained by 
appointment in central London Wednesday by the Police Central e-Crime Unit (PCeU), 
a national unit based at Scotland Yard. An 8-month investigation into the forum, which 
hasn’t been named, found it had almost 8,000 members who traded malware, 
cybercrime tutorials and stolen banking information. The cybercrime tools for sale 
included the ZeuS Trojan and data stolen from machines it has already infected. 
Detectives have so far recovered 65,000 credit card numbers from the forum. The two 
males, aged 17 and 18, were arrested on suspicion of encouraging or assisting crime, 
unauthorized access under the Computer Misuse Act, and conspiracy to commit fraud. 
The have been bailed pending further investigations. 
Source: http://www.theregister.co.uk/2010/06/24/teen_crime_forum/ 

19. June 24, MarketWatch – (National) Smaller banks get break on capital 
standards. Smaller banks won a concession from congressional lawmakers Thursday 
about how much capital they’ll need, as larger banks worried that they’ll have to pay 
for the failure of mortgage giants Fannie Mae and Freddie Mac. House and Senate 
lawmakers negotiating the final details of a massive bank regulatory overhaul bill 
agreed to a compromise on capital levels for smaller banks, while they advanced a 
series of proposals that would impose additional fees on big banks. The leaders of the 
conference committee hoped to wrap up work June 24. Big issues are still unresolved, 
including whether taxpayer-insured banks should be able to trade derivatives, and 
whether they should be able trade on their own account. In the morning session, 
lawmakers from the House agreed with a Senate proposal that would allow smaller 
banks to continue to count existing trust-preferred securities, a form of hybrid debt 
capital, toward their capital standards. Larger banks would have five years to phase out 
this kind of capital, potentially forcing them to raise more capital from common equity. 
Meanwhile, a proposal that would force big banks to pay hundreds of billions of dollars 
to wind down Fannie and Freddie is likely to be defeated, a banking analyst told 
MarketWatch. 
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Source: http://www.marketwatch.com/story/smaller-banks-get-break-on-capital-
standards-2010-06-24 

20. June 23, Associated Press – (Georgia) Decatur man arrested with 98 fake credit 
cards. Authorities have arrested a 21-year-old Decatur, Georgia man they say had a 
cache of phony documents, including 98 fake credit cards. Henry County police got a 
tip that the suspect was going to use a fake credit card at a Kroger June 16. A police 
spokesman said authorities arrested him after he allegedly used a homemade American 
Express credit card to buy a $400 gift card. Police said they later recovered a 
counterfeit driver’s license, three fake driver’s licenses and some counterfeit money, 
some of it in a bag in his car. 
Source: http://www.macon.com/2010/06/23/1172952/decatur-man-arrested-with-98-
fake.html 

21. June 23, Carlton County Pine Journal – (Minnesota) Woodlands National Bank 
targeted in ‘phishing’ scam. Woodlands National Bank, with a branch office in 
Cloquet, Minnesota, has been taking a lot of heat lately — through no fault of its own. 
The bank has been the brunt of an elaborate e-mail, phone and text message fraud that 
has provoked literally hundreds of phone calls weekly, according to a local branch 
manager. The Woodlands National Bank name and logo have been used without the 
company’s consent or knowledge in “phishing” schemes aimed at acquiring sensitive 
information from unsuspecting consumers. The branch manager said that the 
perpetrators used a variety of methods to randomly contact people residing in the 
customer area of the bank’s various branch offices. In most cases, the message informs 
the recipient that their account has been temporarily suspended, and requests 
proprietary information in order to bring it back on line. In the most recent telephone 
scam, a recorded message asks for recipients to input their debit card numbers in order 
to reactivate their accounts. She added that Woodlands National Bank does not send 
any sort of “alert messages” via e-mail, phone or text messages and never initiates a 
request for sensitive information through those means. 
Source: http://www.pinejournal.com/event/article/id/20640/group/News/ 

22. June 18, Trend Micro – (International) Belgian pump and dump botnet. According to 
a report in Belgian newspaper De Tijd, malware has been used to compromise the 
online portfolios of Belgian investors. The botnet was then used to influence stock 
prices, making the criminals more than 100,000 Euros. The investigation remained 
secret until June 18. The federal prosecutor and the computer crimes unit of the 
national police in Belgium were looking into events that took place in 2007. Between 
April and May 2007, criminals infected the PCs of customers of the the banks Dexia, 
KBC and Argenta with a bot (the exact nature of the bot is unspecified) which stole the 
usernames and passwords for online share-trading platforms. The article goes on to 
detail what appears to be a highly targeted, custom-written attack that was able to 
automate stock trades across the botnet. With a push of a button, the botmaster instructs 
all the computers to buy or sell the same shares at the same time. The criminals behind 
the enterprise went on to profit from the sharp changes in stock price of the penny 
stocks that were being manipulated by buying and selling their own shares at exactly 
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the right moments in classic pump-and-dump tactics. 
Source: http://countermeasures.trendmicro.eu/belgian-pump-and-dump-botnet/ 

[Return to top]  

Transportation Sector 

23. June 24, Bloomberg – (International) Air France crash investigator examines Airbus 
emergency drill. The Air France Flight 447 crash inquiry is reviewing pilot 
instructions issued by Airbus SAS for dealing with instrument failures of the kind 
implicated in the accident, according to the lead investigator. France’s BEA air-
accident investigation bureau is examining the directive to climb in response to the loss 
of airspeed data, the investigator said. Air France said it has restricted use of the 
procedure in thin air at high altitudes on concern it may increase the risk of a mid-air 
stall. “The risk of a low-speed stall is significant at high altitude, so it’s not a good idea 
to reduce speed,” Air France’s safety chief said. Airbus said it stands by the guidance. 
The switch leaves Air France at odds with a drill still applied by other airlines. In its 
preliminary findings, BEA blamed erroneous airspeed data for system failures logged 
by automated transmissions from the A330 airliner en route to Paris from Rio de 
Janeiro, minutes before it plunged into the mid- Atlantic June 1, 2009, killing all 228 
people on board. The Airbus maneuver instructs pilots to climb at a five-degree pitch 
attitude — the aircraft’s angle above horizontal — when airspeed readings become 
unreliable anywhere above 10,000 feet. Only later in the procedure are they told to 
check whether it’s safe to level off. When cruising at or above 35,000 feet, Flight 447’s 
last known altitude, pulling up the nose and climbing is an inappropriate response to 
speed-sensor failures, according to pilots and independent experts. “It’s hard to fathom 
why they would suggest that,” said the one expert. “If you’re at high altitude and you 
carry on climbing at five degrees for too long you will lose control of the aircraft,” he 
said. A pilot who flies A330s for Air France, said knowing when to follow the Airbus 
drill was a “matter of good piloting sense.” Four days after the crash, Air France gave 
its pilots new instructions that contradict the Airbus procedure for coping with 
airspeed-data loss. When the problem occurs at safe cruising altitude, pilots should 
“maintain the same pitch attitude and engine thrust,” according to the June 5, 2009, 
memo signed by the company’s executives. Crews should then troubleshoot “without 
carrying out the emergency maneuver.” 
Source: http://www.businessweek.com/news/2010-06-24/air-france-crash-investigator-
examines-airbus-emergency-drill.html 

24. June 24, New York Post – (New York; New Jersey) Port Authority cops on lookout 
for terror attack. Port Authority of New York and New Jersey police who staff the 
agency’s bridges and tunnels were read harrowing details of a terrorist threat June 23 
advising them to be on the lookout for a fuel-filled tanker meant to explode prior to a 
secondary blast designed to decimate any first responders. The chilling warning was 
read at roll call for four police commands - cops assigned to the Holland and Lincoln 
Tunnel; the George Washington Bridge; and also the Staten Island command, which 
incorporates the Bayonne and Goethals Bridge and the Outerbridge Crossing, a source 
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said. The alleged threat claims “all crossings” would be in jeopardy and is “being 
treated as credible, that some type of tanker will explode causing us to respond ... At 
some point during the response, a second explosion [will occur] causing injury to all 
first responders to this incident.” No date or time was given for the potential terrorist 
strike, but a Port Authority police source indicated a fuel tanker from Canada may be 
involved. The New York Police Commissioner insisted he was unaware of any specific 
terrorist threat that had been received by the department targeting the area’s bridges or 
tunnels, and a Port Authority official said, “It’s a totally unsubstantiated threat,” and 
suggested the threat was mentioned to “[rally] the troops to be vigilant.” 
Source: 
http://www.nypost.com/p/news/local/port_authority_cops_on_lookout_for_QZW5UKp
wGORPPGMEd3RwDM 

25. June 23, Dallas Morning News – (Texas) FAA approves Predator drone to monitor 
Texas border. The Federal Aviation Administration (FAA) June 23 approved an 
unmanned aircraft to monitor 1,200 miles of the border, from El Paso to Brownsville, 
according to a Texas representative. “Today marks a critical next step in securing the 
Texas-Mexico border. By permanently positioning this aircraft in Texas, [Customs and 
Border Protection] (CBP) can further combat illegal activity along our southern 
border,” the representative said in a statement. “For five years, other southern border 
states have benefited from this technology and this will ensure Texas has the same tools 
in the box to combat the spectrum of threats we face.” The representative’s press 
release said the plane will be based in Corpus Christi. Earlier this month, CBP began 
flying a remotely piloted aircraft based in Arizona over a portion of West Texas. FAA’s 
most recent approval will allow CBP to fly over the remainder of the Texas-Mexico 
border along the Rio Grande. In addition, CBP will patrol the state’s coastline along the 
Gulf of Mexico. Known as a Predator B, the aircraft can fly for up to 20 hours and 
provide to CBP real-time, critical-intelligence information from attached cameras, 
sensors and radar systems. 
Source: http://aviationblog.dallasnews.com/archives/2010/06/faa-approves-predator-
drone-to.html 

26. June 23, Bloomberg – (National) U.S. air-collision alerts top 200 since new 
monitoring began. More than 200 reports have been collected in the three months after 
the U.S. stepped up scrutiny of close calls in the air. While the National Transportation 
Safety Board (NTSB) said most cases involved “no actual hazard,” it homed in on five 
incidents investigators said were serious and may have gone undetected without a 
disclosure rule that took effect March 8. The events were “probably the biggest 
surprise” from the new monitoring, the NTSB’s deputy director of aviation safety, said. 
“Aircraft got so close together that evasive action was required. This is the type of 
serious incident we should be immediately notified about.” The close calls in March, 
April and May have triggered Federal Aviation Administration (FAA) investigations, 
said a spokeswoman. The agency formed a group with air-traffic controllers that met 
for the first time this month to examine possible changes in training or procedures, she 
said. The rate for the most egregious violations of FAA-separation standards rose to 
3.31 per million controller commands in the eight months through May 31, up from 
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2.44 in the full year ending September. 30, 2009, the FAA said. The FAA has found no 
common theme in the five incidents. 
Source: http://www.bloomberg.com/news/2010-06-23/collision-alerts-on-u-s-flights-
top-200-in-three-months-new-count-shows.html 

27. June 22, KNXV 15 Phoenix – (Arizona) Mesa street lamps get protection from 
thefts. After losing more than $1 million to copper thieves, Mesa, Arizona is boosting 
the security of street lights. Mesa’s transportation department is installing alarm 
systems on the electrical junction boxes wired to street lights. “Thieves have stripped 
us of more than 34 miles of copper wire this year,” Mesa’s transportation department 
superintendent said. “It has cost the city over $275,000 to replace and repair.” Now 
when thieves break into the electrical junction boxes, a loud, piercing alarm will sound, 
alerting nearby residents to contact the police. Officers are also working with scrap 
metal recycling sites to catch copper thieves. Copper is worth about $2 per pound. 
Mesa’s transportation department claims thieves can steal hundreds of pounds of 
copper wire from just one electrical junction box. The city of Mesa has 27,000 
electrical junction boxes, according to the transportation department. They plan to 
install the alarm systems at boxes in known trouble areas. The boxes will also have a 
warning label on top, informing would-be thieves that tampering with city property is a 
felony. 
Source: http://www.abc15.com/dpp/news/region_southeast_valley/mesa/mesa-street-
lamps-get-protection-from-thefts- 

[Return to top]  

Postal and Shipping Sector 

28. June 24, Dallas Morning News – (Texas) Dallas city hall offices briefly quarantined 
after white substance found. The mayoral suites on the fifth floor of Dallas City Hall 
in Dallas, Texas were briefly quarantined June 23 when an assistant to the mayor pro 
tem opened a package and a suspicious white substance fell out. Police and fire 
hazardous materials crews quickly determined the substance was not harmful but did 
not immediately confirm what it was. The mayor pro tem said he was informed by 
officers that the substance was cocaine and that it was believed to have been sent by 
someone known to police. The deputy chief said police would open a criminal 
investigation into the matter. He said that the substance couldn’t immediately be 
identified and that it hadn’t been field-tested as a drug. The mayor pro tem said the 
person who sent the substance had attempted to harass him before. He suggested that 
the letter sender has mental problems. 
Source: http://www.dallasnews.com/sharedcontent/dws/news/localnews/stories/DN-
caraway_24met.ART.East.Edition1.2946c44.html 

29. June 23, Erictric – (National) FedEx tracking service down because of iPhone 
4. Mass numbers of people waiting for their iPhone 4s and other packages to arrive via 
FedEx have contributed to a glitch in the company’s tracking system because of high 
volume. FedEx has confirmed the outage on its Web site by flashing the following 
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message: “Package deliveries are proceeding as normal, however tracking updates are 
temporarily being delayed. Please try back later.” The many folks refreshing the 
tracking page to see exactly where their packages are has put a huge load to the service, 
which ultimately brought it down. This is not the first time a service is strained due to 
the high demand and/or excitement for the new iPhone 4. Just last week, the Apple and 
AT&T servers and internal networks failed due to an overwhelming number of pre-
orders on the first day. 
Source: http://erictric.com/2010/06/23/fedex-tracking-service-down-because-of-
iphone-4/ 

[Return to top]  

Agriculture and Food Sector 

30. June 24, Associated Press – (Indiana) Thunderstorms cause damage, power outages 
across northern Indiana; possible tornado hits farm. Thunderstorms caused 
widespread damage and power outages across much of northern Indiana, with a 
possible tornado damaging a farm. The National Weather Service said the possible 
tornado hit late June 23 in a rural area near the city of Goshen. A barn was reported 
destroyed and a grain silo damaged. Officials reported buildings damaged by wind and 
falling trees from Hammond to Fort Wayne. Utilities said early June 24 that about 
40,000 homes and businesses were without power, with large outages in the South 
Bend, Goshen, and LaPorte areas. No serious injuries were immediately reported. 
Source: 
http://www.therepublic.com/view/story/1cd4e3656ba84002a1b34532c63e52fe/IN--
Indiana_Storms/ 

31. June 23, WRAL 5 Raleigh – (Maryland; North Carolina; Virginia) Spinach recalled in 
North Carolina, Virginia, Maryland. A Maryland company recalled packaged 
spinach June 23 after tests by the North Carolina Department of Agriculture and 
Consumer Services confirmed the presence of Listeria monocytogenes in product 
samples. The recall applies to products sold in Maryland, North Carolina, and Virginia. 
Lancaster Foods LLC, of Jessup, Maryland, recalled 10-ounce packages of Krisp-Pak 
Ready to Eat Hydro-Cooled Fresh Spinach. The packages have the code: “Best Enjoyed 
By: 23 Jun 10, Product of USA, 10/158/09:17/1/05.” State inspectors collected the 
product from a Farm Fresh store in Elizabeth City. No illnesses associated with this 
product have been reported. Lancaster Foods is cooperating with state and federal 
authorities to determine the cause of the problem. 
Source: http://www.wral.com/news/local/story/7842379/ 

32. June 23, Detroit Free Press – (National) Asian carp found beyond Chicago area 
barrier. Federal and state officials in Illinois said June 23 that they found a live 
bighead or Asian carp in Lake Calumet in Chicago, 6 miles from Lake Michigan, in an 
area near where a poisoning operation that ended June 4 took place. The creature, 
found by commercial fishermen looking for carp as part of wider carp-hunting 
missions, was 34.6-inches long and weighed just under 20 pounds. Asian carp present a 
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threat to native species because they can grow upwards of 100 pounds and quickly take 
over the ecosystem where they reside. This is the first time anyone has found an Asian 
carp, live or dead, beyond an electric barrier on the Chicago Sanitary and Ship Canal 
near Lockport. The nearest carp to the barrier was a dead one found last December after 
a massive poisoning of the shipping canal. The fish was probably about 3 to 4 years 
old, old enough to reproduce, officials said. Although found alive, it is now dead and 
will undergo testing to determine if the fish was born and bred in the wild, or raised in 
aquaculture for the food trade. 
Source: 
http://www.freep.com/article/20100623/NEWS06/100623047/1001/NEWS/Asian-carp-
found-beyond-Lake-Michigan-barrier 

[Return to top]  

Water Sector 

33. June 24, Detroit News – (Michigan) Polluted Woodruff Creek water being 
tested. Water samples are being taken at Woodruff Creek, a tributary of the Huron 
River, where two township pumps dumped 100,000 gallons of wastewater over the 
weekend, said an operator at the Brighton Township, Michigan plant. Thunderstorms 
June 18 caused a power outage at the pumping station on Old U.S. 23 north of Spencer 
Road, and a back-up computer system failed to sound an alarm. An employee 
discovered the spill Sunday. A cleanup is not needed because the wastewater drained 
into a marsh with no homes or businesses, he said. Vegetation is expected to naturally 
clean up pollutants. Township officials are working with state and county officials 
monitoring the water samples. The back-up system was repaired Monday. 
Source: 
http://www.detnews.com/article/20100624/METRO04/6240398/1413/METRO04/Pollu
ted-Woodruff-Creek-water-being-tested 

34. June 23, The Sailsbury Daily Times – (Delaware; Maryland; Virginia) Satellites spot 
troubling bay trends. National Aeronautics and Space Administration (NASA) 
satellites are revealing land and water changes in the Chesapeake Bay region that are 
harming the area’s landscape and wildlife. NASA scientists have used satellite data to 
create a map that illustrates how land is used around the Chesapeake Bay — 
specifically, how much land has been consumed by the concrete and asphalt of cities 
and how much remains wild. NASA’s archive of satellite images is more than 40 years 
old, allowing scientists to study the way land use has changed over time. The data 
shows that the Chesapeake Bay region has become more urban in the past four decades. 
Less visible are the problematic consequences the region’s development has had on the 
natural environment, scientists say. The construction of more and more buildings, 
streets and parking lots in the past 40 years means that less rainwater seeps into the 
land. Instead, it flows rapidly into sewers, which empty into rivers and, ultimately, the 
Chesapeake Bay. This sudden influx of water increases the risk of erosion and floods. 
Source: http://www.delmarvanow.com/article/20100623/NEWS01/6230405/1002 
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35. June 23, Agence France-Presse – (International) Billions spent to protect world 
water: study. Billions of dollars — mainly from China — are being poured into a fast-
growing global system of rewards for people who protect endangered water resources, 
according to a study released Wednesday. The programs, implemented by governments 
as well as the private sector and community groups, “could help avert a looming global 
water quality crisis,” according to the report by Ecosystem Marketplace, a project of 
US-based non-profit organization Forest Trends. It said the “emerging marketplace” of 
watershed payments and trading in pollution-reduction credits was still dwarfed by the 
system of carbon trading aimed at limiting damaging greenhouse gases, but was 
expected to rise. The study focused on two main instruments, Payments for Watershed 
Services (PWS), in which farmers and forest communities are compensated for 
maintaining water quality, and Water Quality Trading (WQT) where the industry buys 
and sells pollution-reduction “credits”. Transactions support a range of activities 
including adjusting land-management practices, technical assistance, and improving 
water quality, according to the report funded by the United States and the Netherlands. 
The report conservatively estimated the total transaction value of active PWS and WQT 
initiatives at $9.3 billion worldwide in 2008. This included about $7.8 billion, all of it 
in PWS schemes, from China where the central government has called for development 
of “eco-compensation mechanisms”. 
Source: 
http://www.google.com/hostednews/afp/article/ALeqM5iwt2nVi9yduMMt7rdvIvRHC
MTs6Q 

36. June 23, Lake Chelan Mirror – (Washington) Computer failure interrupts flow from 
city water plant. There was no flow for some Chelan, Washington residents in the 
early hours of Saturday, June 13, because of a computer failure at the city’s water-
treatment plant. The plant is now operating on a back-up computer. “We simply ran out 
of water,” said the public works director of the incident which occurred before 5 a.m. 
Workers worked to pull water into the main system to alleviate the problem. Both Lake 
Chelan Community Hospital and Heritage Heights were affected. The hospital reported 
the problem to the fire department and brought in the hospital’s plant engineer, who 
was there from 3 to 6 a.m. going through the hospital’s procedure for such incidents, 
and watching for the pressure to increase. The facility is never totally without water 
because it has a reserve tank, said the facility manager. He added that there was enough 
residual pressure to gradually continue filling the tank. Heritage Heights staff alerted 
maintenance of the problem and purchased clean water for residents’ use, said the 
administrator. At about 5 or 6 a.m., a back-up computer had been put online and water 
became available again. The failed computer is being repaired. 
Source: 
http://www.lakechelanmirror.com/main.asp?SectionID=5&SubSectionID=5&ArticleID
=2670 

37. June 23, North Andover Eagle-Tribune – (Massachusetts) Police investigate Andover 
water treatment plant. Police and the district attorney are investigating possible 
criminal misconduct by “an employee or employees” of the Andover, Massachusetts 
water treatment plant on Lowell Street. An internal investigation was originally 
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launched by the town manager “as a result of a report of alleged improprieties,” 
according to a prepared statement issued by the town. The statement did not indicate 
the number or names of employees under investigation. The police chief said the 
investigation was turned over to his department after the town manager determined the 
allegations might be credible. He said the investigation is ongoing in conjunction with 
the Essex District Attorney’s Office. Water is one of seven divisions within the 
department of public works. It was unknown as of last night if the investigation 
includes all employees in the building, or just employees who work in the water 
division. 
Source: http://www.eagletribune.com/latestnews/x1617560138/Police-investigate-
Andover-water-treatment-plant 

For more stories, see items 12 and 59  
 
[Return to top]  

Public Health and Healthcare Sector 

38. June 23, The New Mexico Independent – (New Mexico) Albuquerque-area health 
emergency response exercise scheduled for Wednesday. Albuquerque-area residents 
should not be alarmed by emergency responders in moon suits Wednesday; state 
agencies and local governments will be conducting a major public-health emergency 
exercise to see how well they can deploy medical supplies such as antibiotics, 
antitoxins and surgical supplies during a real crisis.”These exercises strengthen our 
ability to respond to any public health issue because we have the opportunity to work 
with other agencies and coordinate resources,” the state health secretary said in a press 
release. “It is important for us to practice our ability to quickly distribute needed 
medical supplies to New Mexicans so we can respond effectively during a public health 
emergency.” The Strategic National Stockpile contains large quantities of medicine and 
medical supplies for responses to public health emergency responses like flu outbreaks, 
that could deplete local medical supplies. In a real emergency, the health department 
would distribute medical supplies to 81 distribution locations, where people would be 
directed to receive them, according to the press release. Wednesday’s exercise will 
involve only four of those locations. 
Source: http://newmexicoindependent.com/57992/albuquerque-area-health-emergency-
response-exercise-scheduled-for-wednesday 

[Return to top]  

Government Facilities Sector 

39. June 23, Government Computer News – (International) Security washes out cloud 
savings. Projected savings for cloud computing may be too optimistic and federal 
agencies may be underestimating the costs of new security in clouds, a cybersecurity 
analyst said June 23. “When we look at the vast savings from cloud computing, some 
of that is real,” the vice president and research fellow at Gartner Research, said in a 
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Webinar. “But some of the savings must be allocated to new security issues.” He 
identified areas of discussion with regard to security and the cloud, including how to 
evaluate if a cloud is secure, how to avoid and remediate security vulnerabilities in the 
cloud, how to identify and protect against new risks from cloud hacking, and how to 
use the cloud to deliver security. 
Source: http://gcn.com/articles/2010/06/23/cloud-computing-brings-new-security-
concerns-gartner-analyst-says.aspx 

40. June 23, Associated Press – (Kentucky) Soldier indicted on weapons, explosives 
charges. A Fort Campbell soldier has been indicted on charges he sold a machine gun 
and a land mine to an undercover federal agent. A grand jury handed up the indictment 
Wednesday of the 22-year-old suspect, who hails from Clarksville, Tennessee, on two 
counts of transfer of a machine gun, and one count of distribution of explosive 
materials. Authorities arrested the suspect, an active duty infantryman with Company 
A, 1st Battalion, 506th Infantry, 101st Airborne Division, June 7. Bureau of Alcohol, 
Tobacco, Firearms and Explosives resident agent in charge said he sold a machine gun 
and a land mine to an agent in Oak Grove, Kentucky, just outside the installation. The 
suspect is being held without bond by the U.S. Marshals Service. 
Source: http://www.newschannel5.com/Global/story.asp?S=12699210 

41. June 23, Albany Times Union – (New York) Glenville personal data exposed: State 
audit says Social Security and credit card numbers were vulnerable. The town of 
Glenville, New York did not protect sensitive personal information when it used 
employee Social Security numbers on unsecured time sheets and unnecessarily kept 
credit-card information of those who paid traffic fines, according to a state 
comptroller’s audit released Tuesday. The audit, which reviewed practices from 
January 2008 to March 2009, found that town Social Security numbers were on the 
employees’ time sheets, and the sheets were often sent over the town’s e-mail system, 
and paper copies were kept on desktops and in unlocked drawers. Town officials 
immediately abolished this practice when the state brought it to their attention, the audit 
stated, and now only use the last four digits of a Social Security number. Also, credit-
card account information that was mailed into the town to pay for traffic infractions 
was retained in town records. And while the account numbers were blacked out, the 
numbers could easily be read by holding the paper up to light. In addition, copies of 
drivers’ licenses, birth certificates and other personal information that was used to issue 
copies of birth and death certificates was kept by the town in unlocked filing cabinets. 
State auditors said there is no reason for the town to keep the credit card and other 
personal information once a customer’s transaction is completed. If it does have to be 
retained, the data must be secured, the audit stated. 
Source: http://www.istockanalyst.com/article/viewiStockNews/articleid/4241824 

42. June 23, Fremont News Messenger – (Ohio; District of Columbia) Alleged threat 
against Dems at Fremont town hall meeting under investigation. Fremont, Ohio 
police and the FBI are investigating a complaint that a threat was made against the 
President during a congressman’s town hall meeting Monday. A captain with the 
Fremont police department said he and FBI agents are looking into a comment a man 
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made during a U.S. Representative’s forum at Terra Community College. The comment 
was Democrats in Washington should be “shot in the head.” The remark came while an 
audience member, who hails from Tiffin, was telling the Republican Representative, he 
should consider Democrats as enemies. During her comments, she spoke about the 
President and the Speaker of the House. A man in the audience made the “shot in the 
head” comment after the audience member suggested they be impeached or jailed. The 
Sandusky County sheriff said he received a call Tuesday afternoon asking him to look 
into the situation. Because the meeting took place within Fremont city limits, he 
referred the matter to the captain who works in the Fremont police department. 
Source: http://www.thenews-
messenger.com/article/20100623/NEWS01/6230308/Alleged-threat-against-Dems-at-
Fremont-town-hall-meeting-under-investigation 

43. June 23, San Diego Union Tribune – (California) Students evacuated due to Pala 
fire. San Diego Unified School District students were evacuated from a school camp on 
Palomar Mountain due to a fire Wednesday. The blaze was contained to 106 acres, Cal 
Fire said. Ten homes also were evacuated as a precaution, but no structures were 
damaged. “We had a pretty aggressive fire,” said a Cal Fire spokesman. The blaze, 
which was reported about 3:40 p.m. near Magee Road, burned in light fuel at the base 
of Palomar Mountain. It was contained by 6 p.m. The fire began directly off the 
highway, the spokesman said. The cause was being investigated. A spokesman for the 
San Diego Unified School District said 210 sixth-grade students were being bused 
home Wednesday night from Camp Palomar because of smoke from the blaze. The 
students are from Logan and Porter elementary schools and Wilson Middle School. 
Parents were notified, but any students whose parents could not be reached were going 
to be taken Wednesday night to stay at the Polinsky Children’s Center, he said. Earlier 
Wednesday, state Route 76 was closed in both directions between Magee and Pala 
Mission roads due to the fire. Four helicopters and four airtankers aided crews on the 
ground. They were released by 6 p.m. Ground crews remained for several hours. 
Source: http://www.signonsandiego.com/news/2010/jun/23/brush-fire-burning-near-
pala/ 

For another story, see item 28  
 
[Return to top]  

Emergency Services Sector 

44. June 23, Fire Engineering – (National) IAFF testifies to improve public safety 
communications. The International Association of Fire Fighters (IAFF) testified June 
17 at a hearing before the House Subcommittee on Communications, Technology and 
the Internet on the need to improve basic communications within the fire service. 
Although the hearing was called to discuss a plan by the Federal Communications 
Commission (FCC) to establish a nationwide public-safety broadband network, IAFF 
director of fire, EMS operations and GIS services explained to subcommittee members 
that the real dilemma facing many local fire departments is the need to improve 
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communications operability. “Focusing time and resources on fixing â�¦ basic 
communications issues will have a larger impact on public safety than will the 
establishment of any broadband network,” the IAFF director said. “Moreover, failure to 
address the challenges of communications on the fire ground will undermine the entire 
purpose of creating a broadband network. A network that enables a firefighter in Los 
Angeles to communicate with a firefighter in New York will serve no purpose if two 
FDNY firefighters working the same incident can’t talk to each other.” 
Source: 
http://www.fireengineering.com/index/articles/display/7496187654/articles/fire-
engineering/government-2/2010/06/iaff-public-safety-commun.html 

45. June 22, Associated Press – (New York) NY law would be 1st to take DNA from all 
criminals. The governor of New York has proposed roughly doubling New York’s 
DNA database to include samples from even low-level offenders, making it the first in 
the nation to so broadly collect and use that evidence to solve crimes and exonerate 
people wrongly convicted. New York’s law would require adding about 48,000 
samples a year to a laboratory system that state officials say is capable of handling the 
extra work, with no current backlogs. “You think it’d be a huge explosion, but we have 
samples on so many people that recommit crimes already — it’s the old rule of 
criminals don’t specialize,” said the acting commissioner of the division of criminal 
justice services. State police now have DNA samples from 356,000 people convicted of 
felonies and certain misdemeanors, including petty larceny and endangering the welfare 
of a child. The database began in 1996 with the genetic material from killers and sex 
predators, and has been expanded three times. The governor’s plan has drawn support 
from a law school center involved in efforts nationwide to use DNA evidence to 
reverse wrongful convictions. But the New York Civil Liberties Union said the latest 
proposed expansion raises many questions, including about protection of privacy rights, 
and should be given further study. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5iszulffmDhkQRe_wbMMOZdj
K1OwAD9GGDBLG0 

[Return to top]  

Information Technology Sector 

46. June 24, V3.co.uk – (International) Asprox botnet causing serious concern. Security 
researchers are warning of a rapidly growing number of Web sites infected by the 
Asprox spam botnet. Asprox is capable of launching SQL-injection attacks, and has 
more than doubled its appearance on application service provider (ASP) sites from 
5,000 to 11,000 overnight, according to M86 Security. The firm has tagged the botnet 
with a ‘high severity’ badge, meaning that it is particularly serious. A M86 security-
threat analyst said in a blog post that Asprox had been used only to send spam, but that 
it is now responsible for SQL injections and the “mass infection” of Web sites. “This 
week our suspicions were confirmed when we came across another version of Asprox, 
which started to launch spam and SQL-injection attacks,” he said. Once in place, the 
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bots attempt to contact three domains with a .ru address. The analyst said these are 
Asprox control servers that return spam templates, target e-mail addresses and malware 
updates, and list ASP sites to target. The botnet also downloads an encrypted XML file 
that offers information such as Google search terms for finding more targets. 
Source: http://www.v3.co.uk/v3/news/2265398/asprox-spambot-digging 

47. June 23, Krebs on Security – (International) Exploiting the exploiters. Many computer 
users understand the concept of security flaws in common desktop software such as 
media players and instant message clients, but they often are surprised to learn that the 
very software tools attackers use to break into networks and computers typically are 
riddled with their own hidden security holes. Bugs that reside in attack software sold to 
criminals are extremely valuable to law enforcement officials and “white hat” hackers, 
who can leverage these weaknesses to spy on the attackers or interfere with their day-
to-day operations. Recently, French security researchers announced they had 
discovered a slew of vulnerabilities in several widely used “exploit packs,” stealthy tool 
kits designed to be stitched into hacked and malicious sites. The kits — sold in the 
underground for hundreds of dollars and marketed under brands such as Crimepack, 
Eleonore, and iPack — probe the visitor’s browser for known security vulnerabilities, 
and then use the first one found as a vehicle to quietly install malicious software. The 
founder of Paris-based TEHTRI Security released security advisories broadly outlining 
more than a dozen remotely exploitable flaws in exploit packs. According to TEHTRI, 
some of the bugs would allow attackers to view internal data stored by those kits, while 
others could let an attacker seize control over sites retrofitted with one of these exploit 
packs. The founder of TEHTRI said he is reluctant to release more information about 
the vulnerabilities until July, when he is slated to discuss the findings at a conference. 
But in an interview with KrebsOnSecurity, he said that in the days since his advisory 
was published, some in the security community have come out against the idea of 
sharing the exploit-pack-vulnerability information more broadly. 
Source: http://krebsonsecurity.com/2010/06/exploiting-the-exploiters/ 

48. June 23, The New New Internet – (National) Twitter accounts hacked. More than 
1,000 Twitter accounts have been compromised by hackers, according to F-Secure 
researchers. The hacked accounts are subsequently used to tweet “Hacked By Turkish 
Hackers.” The researchers are currently unclear how the hacking attack is spreading. 
However, it appears that significant numbers of compromised accounts are owned by 
Israelis. One researcher suggests, “Perhaps there’s a Twitter phishing run in Hebrew 
underway?” Twitter has seen a variety of phishing attacks, as cyber criminals look to 
exploit the latest trends in user behavior. 
Source: http://www.thenewnewinternet.com/2010/06/23/twitter-accounts-hacked/ 

49. June 22, CNET News – (International) Report says be aware of what your Android 
app does. About 20 percent of the 48,000 apps in the Android marketplace allow a 
third-party application access to sensitive or private information, according to a report 
released June 22. And some of the apps were found to have the ability to do things like 
make calls and send text messages without requiring interaction from the mobile user. 
For instance, 5 percent of the apps can place calls to any number and 2 percent can 
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allow an app to send unknown SMS messages to premium numbers that incur 
expensive charges, security firm SMobile Systems concluded in its Android market-
threat report. SMobile said that while not all apps are malicious, there is the potential 
for abuse. Users should know what the apps they downloaded are doing because they 
have expressly granted the apps permission to do those activities when they 
downloaded them. In addition, the Android architecture limits the apps to the 
permissions granted so any damage from a potentially malicious app would be very 
limited, according to Google. The report found that dozens of apps have the same type 
of access to sensitive information as known spyware does, including access to the 
content of e-mails and text messages, phone-call information, and device location, said 
the chief technology officer at SMobile Systems. 
Source: http://news.cnet.com/8301-27080_3-20008518-
245.html?part=rss&subj=news&tag=2547-1_3-0-20 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

50. June 24, WBRZ 2 Baton Rouge – (Louisiana) Crews knock out Sprint. Crews 
installing equipment for Sprint June 23 in Baton Rouge, Louisiana accidentally 
knocked out phone and text transmissions in the area for much of the day. A company 
spokeswoman said the outage was expected to be repaired by the evening of June 23. 
Source: http://www.2theadvocate.com/news/97037929.html 

51. June 23, Government Computer News – (International) Another domain adopts 
added DNS security. The Public Interest Registry, which operates the .org generic top-
level domain, announced June 23 that it has completed deployment of Domain Name 
System Security Extensions, which provide an additional level of security to the DNS. 
The full deployment tops off a two-year deployment and testing period of DNSSEC in 
18 live “friends and family” domains within .org. “What happened today was enabling 
potentially all of the .org domain owners to begin signing their zones,” using DNSSEC, 
said the public interest registry chief executive officer “We have at least three registrars 
that are operationally capable of serving customers who want to sign their zones.” 
Those registrars, who sell and register domain names within .org, are Names Beyond, 
DynDNS and GoDaddy, the world’s largest registrar. The DNS maps domain names to 
IP addresses and underlies nearly all Internet activities. DNSSEC lets responses to DNS 
queries be digitally signed so they can be authenticated with public cryptographic keys, 
making them harder to spoof or manipulate. This can help to combat attacks such as 
pharming, cache poisoning, and DNS redirection that are used to commit fraud and 
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identity theft and to distribute malware. Both sides of an exchange must be using 
DNSSEC in order for it to work. 
Source: http://gcn.com/articles/2010/06/23/org-dnssec-deployment-062310.aspx 

52. June 23, KTVZ 21 Bend Oregon – (Oregon) Outage update: Signals should be back 
June 24. KTVZ’s chief engineer continues to work on microwave relay failure issues 
that have knocked signals off the air and also on cable systems other than 
BendBroadband. It is expected that backup equipment will be in place and signals 
restored by midday June 24. The problem arose when the chief engineer tried to resolve 
an issue by rebooting the microwave relay system that sends signals from the station on 
O.B. Riley Road to the transmitter atop Awbrey Butte. He then tried to switch to a 
backup system that failed. 
Source: http://www.ktvz.com/station/23286403/detail.html 

[Return to top]  

Commercial Facilities Sector 

53. June 24, WESH 2 Orlando – (Florida) Orlando sentinel building evacuated 
again. Orlando Fire Department crews were called back to the Orlando Sentinel 
building in Orlando, Florida June 24 after reports of more smoke in the building. The 
building was evacuated June 23 for the same reason. In both cases, crews found the 
source of the smoke to be insulation inside the ductwork of the attic that was 
smoldering. Orange Avenue was closed June 23 for a short time because of all the fire 
equipment on the scene. Authorities said the issue is now cleared up and the offices are 
open. 
Source: http://www.wesh.com/news/24018578/detail.html 

54. June 24, WSVN 7 Miami – (Florida) Fire forces hundreds to evacuate condo. A blaze 
broke out around 11 p.m. on the 10th floor of a balcony at the Double Tree Hotel and 
the Grand Condominium in Miami, Florida June 23. The fire forced about 700 hundred 
people out of their homes. Fire rescue said flames consumed the entire balcony. No one 
was inside the unit at the time. One woman fell down a stairway during the evacuation 
and crews wheeled her out and transported her to the hospital with back injuries. 
Everyone else was evacuated safely and after about an hour they were all able to return 
to their homes. 
Source: http://www.wsvn.com/news/articles/local/22001507413784/ 

55. June 24, Rochester Democrat and Chronicle – (New York; International) Earthquake 
causes some Rochester-area offices to evacuate. An earthquake in Ottawa, Canada 
shook offices and businesses in many northeastern U.S. States, including some in the 
Rochester, New York area June 23. Paychex Inc. in Penfield, the region’s 11th-largest 
employer, evacuated its building. Afterwords, the Paychex safety team found no 
damage. The offices of Heritage Christian Services at the Piano Works office and retail 
mall in East Rochester also were evacuated as a precautionary measure following the 
quake, though other shops and offices at the mall did not follow suit. The earthquake 
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was noticeable at Xerox Corp.’s tower, the city’s tallest building. No damage or service 
interruptions were reported by workers of Rochester Gas and Electric Corporation, 
though inspections were continuing. 
Source: 
http://www.democratandchronicle.com/article/20100624/BUSINESS/6240326/1001 

[Return to top]  

National Monuments and Icons Sector 

56. June 24, CNN – (Arizona) Arizona wildfire about 25 percent contained. A wildfire 
that has torched more than 14,000 acres near Flagstaff, Arizona, continued to burn 
early June 24. The blaze was about 25 percent contained, officials with the Coconino 
National Forest said late June 23. Though the fire continued to burn, many residents 
were allowed to return home June 23. 
Source: http://www.cnn.com/2010/US/06/24/arizona.wildfires/ 

57. June 23, KEZI 9 Eugene – (National) Studies confirm pollution in national 
parks. From 2003 to 2005, scientists from the United States, the United Kingdom, and 
New Zealand studied pollution issues in eight U.S. national parks and preserves. 
Pollution was found in all eight sites including, Rocky Mountain, Glacier, Olympic, 
Sequoia, and Mt. Rainier National Parks in the Pacific Northwest. Scientists said most 
of the pollution was caused by regional agriculture or industry, including pesticides, the 
burning of fossil fuels, industrial operations and other sources. Of the areas studied, the 
largest problems with pesticides were found in Sequoia, Rocky Mountain and Glacier 
National Park. An associate professor at Oregon State University said pesticides appear 
to be the biggest concern, which can accumulate in the ecosystem and food web. 
Scientists said the research should provide a better understanding of the risks, including 
which pesticides are most likely to accumulate and may require improved regulation. 
Source: http://kezi.com/news/local/178826 

58. June 23, Boulder Daily Camera – (Colorado) Neighbors concerned about proposed 
Allenspark shooting range. The U.S. Forest Service (USFS) temporarily banned 
shooting at the old Allenspark, Colorado dump, a 132-acre plot of land nearly 
surrounded by private property. The closure came after the USFS documented 18 near 
misses in the surrounding area between 2008 and 2009. Now, the USFS is considering 
whether the agency can safely reopen the site by turning it into a formal shooting range, 
which could contain as many as 40 shooting stations with berms surrounding them. 
More than 80 homes are within a mile of the proposed shooting range. The Boulder 
County Board of Commissioners asked the USFS to evaluate other sites for a shooting 
range, to consider how to mitigate impacts at the range — including noise and traffic 
— and to extend the public comment period, which ended at midnight June 23. 
Source: http://www.dailycamera.com/news/ci_15362279 

59. June 23, KY3 Springfield – (Arkansas) National Park Service posts warning of 
untreated waste in Buffalo River. The Buffalo National River, a recreational 
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destination for camping, has untreated waste in the waterway. A temporary fix was 
thought to have stopped the sewage from the Marble Falls, Arkansas, area last winter 
but it didn’t. The problem has turned out to be bigger than originally thought. An E. 
coli problem was discovered late last summer, several miles north of the river, along 
Mill Creek. Since February, a study of the entire sewer system showed potential 
leakage from multiple locations. The evidence has shown up in weekly tests on the 
Buffalo, and now warning signs are going up. 
Source: http://www.ky3.com/news/local/97035084.html 

[Return to top]  

Dams Sector 

60. June 24, Associated Press – (Kentucky) Cracks in Wolf Creek Dam highway 
prompt evaluation. The U.S. Army Corps of Engineers is evaluating the significance 
of widening cracks on a highway that stretches across a massive dam across the 
Cumberland River in south-central Kentucky. A spokeswoman for the Corps of 
Engineers’ Nashville District, said repair work on a 600-foot section of Wolf Creek 
Dam will not resume until after test results are back in August. The Corps stopped 
work in March after movement was detected near where the concrete dam attaches to 
an earthen embankment. The spokeswoman told The Commonwealth Journal of 
Somerset, Kentucky, that the cracks could be caused by something as harmless as the 
weather or as significant as movement of the embankment. The nearly mile-long 
structure impounds Lake Cumberland. Federal officials announced the repair project in 
2007, noting that if Wolf Creek Dam fails, it could flood towns and cities down the 
Cumberland River as far as Nashville, Tennessee. 
Source: 
http://www.tennessean.com/article/20100624/NEWS01/6240327/1001/NEWS/Cracks+
in+Wolf+Creek+Dam+highway+prompt+evaluation 

61. June 24, Associated Press – (National) La. gov, feds spar over dredging project. A 
dredging project favored by the governor of Louisiana to block oil from the Louisiana 
coast was halted by federal authorities because it endangers long-term efforts to rebuild 
eroding barrier islands that provide natural hurricane protection for the state, an Interior 
Department official said Wednesday. “You don’t want to destroy the village to save the 
village,” said Interior’s assistant secretary for fish, wildlife and parks. The governor has 
been championing construction of enormous sand berms east and west of the mouth of 
the Mississippi River in hopes of capturing oil from the BP spill before it reaches 
delicate marshlands. The sand to build those berms is dredged from the Gulf of Mexico 
floor. The problem, the assistant secretary said, is that the state has been dredging in a 
particularly sensitive area of the Chandeleur Islands, possibly hastening the 
deterioration of the islands. The governor and his coastal chief both said the area in 
question complies with their original federal permit, and they dismissed the suggestion 
the dredging will hurt long-term restoration efforts. 
Source: http://www.businessweek.com/ap/financialnews/D9GHKRQ01.htm 
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62. June 24, Kansas City infoZine News – (Missouri) Missouri activates National Guard 
because of flooding in northwest Missouri. The governor activated the Missouri 
National Guard to provide emergency assistance to residents of northwest Missouri 
communities that could be affected by continued flooding along the Missouri River. 
The governor’s action was taken in response to notification from the U.S. Army Corps 
of Engineers late Wednesday that it would release more water from the upper Missouri 
River at the Gavins Point reservoir over the next four days. The Corps said it would 
increase the release of water from 15,000-cubic-feet per second to 20,000-cubic-feet 
per second Wednesday, and incrementally increase releases between Wednesday and 
Saturday until a target release rate of 35,000 cubic-feet-per second is achieved. “I have 
activated the National Guard to provide help whenever and wherever it is needed to 
fight the flood waters, protect residents of flood-stricken communities, and assist local 
officials and emergency responders,” he said. 
Source: http://www.infozine.com/news/stories/op/storiesView/sid/41959/ 

63. June 24, Mountain home News – (Idaho) Project to protect Anderson Dam from 
terrorists. Anderson Ranch Dam in Idaho faces a three-month construction project 
starting next April to address “security vulnerabilities” at the mountain reservoir. The 
$705,000 project for the water storage reservoir near Pine, Idaho follows a threat 
assessment that identified similar security and public-safety risks at other bureau 
facilities following the terrorist attacks of September 11, 2001. Anderson Dam is 
located on the south fork of the Boise River about 28 miles northeast of Mountain 
Home. The dam holds back 450,000 acre feet of water or more than 146 billion gallons. 
Source: http://www.mountainhomenews.com/story/1644601.html 

64. June 24, North Andover Eagle-Tribune – (New Hampshire) State plans to drain 
Moeckel Pond in Windham. New Hampshire is ordering Moeckel Pond in Windham 
drained because of the poor condition of its dam, which is cracked and leaks at the 
bottom — posing a risk to a town road downstream. State officials are preparing orders 
for the dam owner to remove planks from the dam’s spillway and gradually drain the 
pond, perhaps by late summer or early fall, said a dam safety engineer with the 
Department of Environmental Services’ dam bureau. Some residents and officials are 
fighting to keep the pond and dam. They said the loss of the estimated 34-acre pond 
would diminish property values, take away from the view at the nearby Deer Leap 
Conservation Area, and take a toll on wildlife. The stakeholders want to raise money to 
rebuild the privately owned historic structure. It appears any efforts to rebuild the dam 
and restore the pond would have to come after the pond is drained and reverts to its 
natural state, a brook. It is classified as a low-hazard dam, the third of four categories of 
dams — non-menace, low hazard, significant and high hazard. Four engineers have 
looked at the dam and estimated rebuilding it would cost between $150,000 and 
$500,000. 
Source: http://www.eagletribune.com/newhampshire/x1703937392/State-plans-to-
drain-Moeckel-Pond-in-Windham 
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