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• The 76-year-old water plant that serves Annapolis, Maryland, is teetering on the edge of 
failure, putting Annapolitans at risk of losing potable tap water and threatening to hinder 
fire service, officials warned the city council June 17, the Annapolis Capital reported. (See 
item 35) 

• According to the Arizona Daily Sun, 300 firefighters are battling a 5,000-acre wild-lands 
fire burning northeast of Schultz Pass in Arizona. No structures had been lost as of June 20, 
but containment was at 0 percent. (See item 66) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. June 21, Associated Press – (Illinois) ComEd: 14,000 customers still without 
power. More than 14,000 ComEd customers are still without power after the violent 
storms that battered northern Illinois Friday. A ComEd spokesman Monday said 
ComEd has hundreds of repair crews in the field and hopes to have power restored to 
90 percent of the remaining customers later in the day. ComEd said the rest are isolated 
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outages that will be restored sometime Tuesday. The utility indicated that about 
550,000 customers lost power after storms hit Friday with powerful winds and heavy 
rains. The storm knocked out windows at Chicago’s Willis Tower. As of Monday 
morning, ComEd was still working to restore power to 4,000 customers in Chicago, 
7,000 in the northern suburbs, 2,600 south of the city and 1,100 in the western region. 
Source: http://www.whbf.com/Global/story.asp?S=12680917 

2. June 21, OCALA.com – (Florida) Lightning cause of power outage in 
Williston. Power was out for most of the afternoon Sunday in the city of Williston, 
Florida in Levy County after a lightning strike apparently struck a Progress Energy 
substation. Electricity went down at 12:40 p.m. and came back at 4:30 p.m., said a 
dispatcher. Officers were out at intersections dealing with afternoon traffic while 
generators kept the dispatch center running. Cell phones and portable radios helped the 
center maintain communication with officers and the local hospital where phones and 
computers were down. Morriston, Florida also lost power, which was restored Sunday 
afternoon. The outage, which lasted about four hours, was caused by a failed lightning 
arrester, said a Progress Energy spokeswoman. The substation apparently was hit by 
lightning but the equipment failed, disrupting power to about 3,500 customers. 
Source: http://www.ocala.com/article/20100620/ARTICLES/100629988/1402/NEWS 

3. June 21, Agence France-Presse – (International) Internal BP document claims Gulf 
oil gusher jetting up to 100,000 barrels per day. U.S. outrage mounted against BP as 
the oil spill reached its two-month mark and an internal BP document showed as many 
as 100,000 barrels of oil could be gushing daily into the Gulf of Mexico. The document 
showed the energy giant’s own worst-case scenario of the amount of leaking oil at 
possibly 20 times more than its early public estimates. The latest round of 
recriminations came after a week of White House arm-twisting prodded BP to agree to 
a $20-billion fund to pay claims, and a stepped-up oil recovery effort in the Gulf. 
Media reports of BP’s CEO attending a yacht race off the Isle of Wight, the day after 
he stepped down from managing the oil leak on a daily basis, set off one of the sharpest 
expressions yet of administration anger with BP. Over the past week, the British energy 
giant has called in more ships and equipment to the area, announced it was ahead of 
schedule in drilling the relief wells — seen as the best chance at killing the leak — and 
said it would significantly boost the amount of oil captured from its busted well. But a 
key U.S. Congressman, a vocal critic of BP and its handling of the disaster, lashed out 
at the firm after releasing an internal BP document that showed the energy giant’s own 
worst-case, saying the firm was “either lying or grossly incompetent.” 
Source: http://rawstory.com/rs/2010/0621/internal-bp-document-claims-gulf-oil-
gusher-jetting-100000-barrels-day/ 

4. June 21, AOL News – (Louisiana) Oil worker spotted leak weeks before 
explosion. An oil worker who survived the Deepwater Horizon explosion has claimed 
that he found a fault in a key piece of safety equipment weeks before the disaster, 
according to a British television report. The oil worker told BBC’s Panorama program 
that he had spotted a leak on the rig’s most crucial piece of safety equipment, the 
blowout preventer. That device uses a pair of giant shears to cut off and seal the well’s 
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main pipe if an accident occurs. However, several weeks before the April 20 blast that 
killed 11 people, the oil worker said a problem was identified with the blowout 
preventer’s control pod, which contains the electronics and hydraulics used to operate 
the system. 
Source: http://www.aolnews.com/nation/article/report-deepwater-horizon-worker-says-
bp-rig-was-leaking-weeks-before-explosion/19524065 

For another story, see item 46  
 
[Return to top]  

Chemical Industry Sector 

5. June 20, WLKY 32 Louisville – (Kentucky) Residents rally over chemical spill 
warning. People who live in the Rubbertown area of Louisville, Kentucky, have 
concerns over the emergency response to a recent chemical plant scare. Residents said 
they did not know about the chemical leak or a precautionary warning until it was over. 
On Sunday, nearly 200 people attended a rally for chemical reform to demand better 
protection. The co-director of the Rubbertown Emergency Action group said, “We’re 
calling for the EPA (Environmental Protection Agency), government, Congress, 
whomever, to designate Rubbertown as a hot spot because the people in this area are 
suffering from the cumulative effects of all these toxins from all these various chemical 
plants.” The rally came one week after a chemical leak at the Dow Chemical Plant. 
Crews were called to the plant after an employee noticed vapor leaking from a rail car. 
Metro emergency management officials said air monitors never detected hazardous 
atmospheres outside the facility, but three alarms were sounded to warn residents to 
stay indoors and close windows. “Even if they use the alarms, no one in the community 
has been educated on what the alarms sound like; and what they should do when they 
hear them. So basically they have tools they can use but if the residents don’t 
understand what the tools mean, then it’s just as good as not having those tools,” the 
co-director said. A spokesperson for the mayor’s office said the level of the incident did 
not warrant phone calls to residents or require further protocols to be put in place. 
Source: http://www.wlky.com/health/23971717/detail.html 

6. June 19, Chicago Sun Times – (Illinois) Chemical spill forces Palos Heights 
evacuation. More than 130 homes and businesses were evacuated after a police officer 
in Palos Heights, Illinois, noticed a dark cloud above a tanker truck — which turned out 
to be vapors from a “caustic” chemical spilling from the truck. When the officer pulled 
over the truck and asked about the cloud, “the driver said ‘run,’ “ a Palos Heights 
Police sergeant said. The Environmental Protection Agency is now investigating the 
Friday incident on Route 83. The sergeant said the tanker was supposed to be carrying 
gasoline. But a Haz-Mat team confirmed it was hauling sodium hydroxide used to 
make drain cleaners, he said. No injuries were reported. 
Source: 
http://mobile.suntimes.com/suntimes/db_9790/contentdetail.htm;jsessionid=34A00F4D
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D65CFFAC3953988E29DED632?contentguid=FKUDr23G&detailindex=3&pn=2&ps
=5 

For another story, see item 32  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

7. June 21, Mid Hudson News – (New York) NRC satisfied with IP3 operational 
improvements. The Nuclear Regulatory Commission (NRC) is satisfied with 
Entergy’s corrections following more than three unplanned shutdowns at their Indian 
Point 3 nuclear power plant reactor in 7,000 hours of operation. Because of the outages, 
the NRC conducted additional inspections of the Buchanan, New York plant, and a 
spokesman for the federal agency said they are now satisfied with the operation of IP3. 
“We did a supplemental inspection in April that looked at whether or not the company 
fully understood the root causes for that condition as well as has taken sufficient 
corrective actions to make sure there wasn’t a recurrence,” he said. “We’re satisfied 
now that the company has taken the appropriate steps to address the conditions.” As a 
result, the NRC upgraded Indian Point 3 to a normal inspection condition. 
Source: http://www.midhudsonnews.com/News/2010/June/21/IP3_NRC-21Jun10.html 

8. June 18, Free Lance Star – (Virginia) North Anna sirens flunk test. The North Anna 
Power Station in Mineral, Virginia has had occasional problems with its emergency-
warning system sirens. The latest was Wednesday morning, June 16, when the system’s 
68 sirens failed to activate during a silent test, according to Dominion Power. The 
problem was reported to the Nuclear Regulatory Commission and the state. “A 
transmitter used to provide a signal to activate all the sirens within the 10-mile 
emergency zone failed to perform its function,” said a spokesman for Dominion’s 
nuclear operations. “That would have prevented sirens to sound had the state and 
county emergency services needed to alert the public” of a problem at the Louisa 
County plant, he said. The problem was detected at 8:59 a.m. and resolved 26 minutes 
later. Workers replaced the transmitter and re-tested the system, and it worked properly. 
“We’re required to sound the sirens once a year, but we sound them quarterly, in 
cooperation with the state, Louisa and Spotsylvania County,” the spokesman said. 
Silent tests are done about every two weeks to make sure the equipment is working 
properly. The sirens were last tested, with no problems, June 2. To avoid similar 
problems in the future, the spokesman said, a back-up transmitter system will be 
installed later this year. The emergency warning sirens are scattered within a 10-mile 
radius of the plant on Lake Anna, to warn residents if there is an accident or 
emergency, such as a release of radiation. 
Source: http://fredericksburg.com/News/FLS/2010/062010/06182010/555990 

9. June 17, New York Times – (National) Nuclear dumps argue over diluting waste for 
burial. A competition between nuclear waste dumps has pulled the Nuclear Regulatory 
Commission (NRC) into an unusual reconsideration of its rules to allow moderately 
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radioactive materials to be diluted into a milder category that is easier to bury. At issue 
is whether a site in Utah that is licensed to accept only the mildest category of 
radioactive waste, called Class A, could accept far more potent materials, known as 
Class B and C wastes, by blending the three together. Even low-level, radioactive waste 
is a growing problem, with few licensed repositories to dispose of it. The problem dates 
from the early 1980s. Around the country, the inventory of low-level wastes with no 
place to go is growing by about 10,000 cubic feet per year. EnergySolutions of Salt 
Lake City has asked state regulators in Tennessee for permission to blend wastes 
together there so they would qualify for disposal in its dump in Clive, Utah, in the 
desert about 80 miles west of Salt Lake. If allowed, it would open a potentially vast 
market to the company. A rival company, Waste Control Specialists of Andrews, 
Texas, is arguing that a repository it hopes to open late this year, specifically for B- and 
C-class wastes, would provide better protection in case an intruder blundered onto the 
site in the future. The company also says it could provide less expensive service to 
waste producers like hospitals if it had a bigger market. The NRC heard arguments 
June 17 from representatives of each company, as well as radiation-safety officials 
from three states, the lawyer for a company that processes waste for burial, and an 
expert from a group that opposes nuclear power. 
Source: http://www.nytimes.com/2010/06/18/business/energy-
environment/18nuke.html 

[Return to top]  

Critical Manufacturing Sector 

10. June 20, Commonwealth Journal – (Kentucky) Firefighters respond to late-night 
blaze at G.E. plant. Somerset, Kentucky firefighters responded late June 19 to a fire at 
the General Electric plant on University Drive. Firefighters made quick work of the 
flames that were inside, while the truck handled the blaze on the roof. Firefighters were 
on the scene for about an hour and a half. It’s not known exactly what caused the fire 
yet, but it’s believed to possibly be the result of a press malfunction in the plant. 
Source: http://somerset-kentucky.com/local/x1617556875/Firefighters-respond-to-late-
night-blaze-at-G-E-plant 

11. June 19, Reading Eagle – (Pennsylvania) Exide to pay $120,000 fine over lead 
smelting. Exide Technologies will pay a $120,000 fine and make operational changes 
at its suburban Reading, Pennsylvania lead-smelting plant under an agreement with the 
state Department of Environmental Protection (DEP). The agreement was reached this 
week during negotiations between Exide and the agency. While the DEP acknowledged 
Exide has made a considerable effort to reduce odors and the amount of lead released 
into the environment, the state is insisting on continued vigilance. The agreement 
requires Exide to install and maintain an industrial-grade vacuuming system, repair the 
structural deficiencies, and conduct mandatory employee environmental training. The 
training must focus on Exide’s emergency preparedness, prevention and contingency 
plans. Over the last five years, DEP acknowledged, Exide has improved air monitoring 
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and stormwater management at the plant. 
Source: http://readingeagle.com/article.aspx?id=228797 

12. June 18, U.S. Environmental Protection Agency – (Michigan) EPA wraps up $200,000 
Marshall Township cleanup. U.S. Environmental Protection Agency (EPA) Region 5 
this week wraps up a $200,000 cleanup of Midwest Metallurgical Laboratories, a 
shuttered, iron-casting business in Marshall Township, Calhoun County, Michigan. 
Work at the site began May 11. EPA’s cleanup focused on disposal of more than 300 
containers of hazardous and/or flammable chemicals including sulfuric acid and 
isopropyl alcohol. These included about 85 drums and a variety of jars, bottles and dry 
materials, some of which were unmarked or showed signs of leakage or decay. The 
hazardous materials were segmented by type, repacked safely for shipping and sent to 
EPA-approved hazardous waste facilities. About 100 tons of non-hazardous solid waste 
was also sent for disposal at EPA-approved facilities. This included 25 bags of foundry 
sand, a process waste product containing low levels of metals such as lead, found 
scattered and buried at the site. Two, 30-yard rolloff boxes of non-hazardous debris 
(crushed drums, plastics and disposable protective cleanup equipment), and 2,500 
gallons of non-hazardous liquids (oil and water) were also sent to disposal facilities. 
While working at the Marshall Township site, officials from nearby Albion brought 
another shuttered local business to the EPA team’s attention. EPA is now evaluating 
the Pickens Plating property for a possible cleanup later this summer. The site contains 
several hundred drums and open vats of plating chemicals. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/663b22eac4a38dad8525774600566f83?Op
enDocument 

[Return to top]  

Defense Industrial Base Sector 
 

Nothing to report 
 
[Return to top]  

Banking and Finance Sector 

13. June 20, The Associated Press – (International) Twin car bombs kill 28 near bank in 
Baghdad. Two suicide car bombers struck a crowded area outside a state-run bank 
June 20 in Baghdad, killing nearly 30 people in the latest attack targeting a high-profile 
part of the capital. The blast, which tore the glass facade off the three-story Trade Bank 
of Iraq building, leaving chairs and desks exposed, occurred shortly after 11 a.m. as the 
area was packed with people at the start of the local work week. Iraqi officials initially 
said the explosives-packed cars were parked a few hundred yards apart, but later said 
the attacks were staged by suicide bombers. The chairman of the Trade Bank of Iraq — 
which was established to facilitate international trade and reconstruction efforts after 
the 2003 U.S.-led invasion — said five guards were among the dead, and that six others 
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were wounded. “The work of building Iraq’s economic strength ... goes on 
uninterrupted, as does the work of the bank, which will be open for business 
tomorrow,” the chairman said in a statement after the attack. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5hwK_CSpBxsNuVUEaDuOw
mSSCiqGwD9GF5QJ00 

14. June 19, Bank Info Security – (Nevada) 1 bank closed June 18. State and federal 
regulators closed one bank June 18. This closing raises to 92 the number of failed 
institutions so far in 2010. Nevada Security Bank, Reno, Nevada, was closed by the 
Nevada Financial Institutions Division, which appointed the Federal Deposit Insurance 
Corporation as receiver. Umpqua Bank, Roseburg, Oregon will assume all of the 
deposits of Nevada Security Bank. The five branches of Nevada Security Bank will 
reopen as branches of Umpqua Bank. Nevada Security Bank had approximately $480.3 
million in assets. The estimated cost to the Deposit Insurance Fund will be $80.9 
million. 
Source: http://www.bankinfosecurity.com/articles.php?art_id=2668 

15. June 18, SCMagazine – (National) Security budgets stable or increasing at financial 
firms. Despite the current global recession, information-security budgets at financial 
institutions generally are staying stable, and many even have increased, according to a 
study conducted by accounting and consulting firm Deloitte. The seventh annual survey 
of security spending and priorities at financial institutions worldwide, released June 17 
found that 56 percent of information-security budgets have increased. Additionally, the 
survey found there was a 20 percent drop this year in the percentage of respondents 
who said a lack of sufficient budget is a major barrier to information security (36 
percent in 2010, compared to 56 percent in 2009). Further, respondents at more than 70 
percent of organizations said they are planning to implement at least one new security 
technology in the next 12 months. When it comes to security priorities, the largest 
percentage of respondents cited identity and access management followed by data 
protection, security-infrastructure improvement, regulatory and legislative compliance 
and compliance remediation. 
Source: http://www.scmagazineus.com/security-budgets-stable-or-increasing-at-
financial-firms/article/172793/ 

16. June 18, The Register – (National) Microsoft and eBay build fraudster 
blacklist. Microsoft is teaming up with eBay and several other organizations to create a 
blacklist of fraudulently obtained log-in details for online services or compromised 
credit card numbers. Other members include PayPal, the Federal Trade Commission, 
National Consumers League and the American Bankers Association. The service goes 
live today and will allow investigators to quickly inform banks, for instance, of dodgy 
card use. Previously, if security researchers uncovered a phishing attack, informing all 
the different institutions that may have had accounts compromised was a real hassle. 
The Internet Fraud Alert makes clear that it does not offer help for consumers, who 
should contact their bank or whichever institution holds their account. According to 
experts, the problem with such a system could be the false positives: people who have 
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done nothing wrong but find their account details on the blacklist. 
Source: http://www.theregister.co.uk/2010/06/18/microsoft_ebay_fraud/ 

17. June 18, Farmington Daily Times – (Colorado; New Mexico; National) FBI 
investigates credit card scam. More than 270 credit card accounts were used in 
purchases across the country after the computer systems at two Serious Texas Bar-B-Q 
restaurants in Durango, Colorado were breached between February and April, a FBI 
special agent said. The FBI took over the case after people in the region filed reports 
with law enforcement agencies. The security breach was mitigated in late April, and the 
company no longer is vulnerable to the cyber thieves, he said. If people paid for a meal 
at either restaurant with a credit or debit card during the breach, their account numbers 
still may be in the hands of crooks. The chief operating officer at Citizen’s Bank in 
Farmington, New Mexico said some of the bank’s customer account numbers were 
stolen, though he would not say how many. The consumers will get their money back 
after they go through a “dispute process,” he said. The co-owner of Serious Texas Bar-
B-Q said the problem was a nationwide attack against companies who used Aloha 
Software. He said his company was notified of the security breach by Mastercard in 
April, and the restaurant spent $600 to have its software upgraded by April 28. Two 
weeks ago, the restaurant was contacted by Durango police, which said people who ate 
at the restaurant during the three-month security breach were reporting fraudulent 
charges. 
Source: http://www.daily-times.com/ci_15331917 

18. June 18, Lowell Sun – (Massachusetts) Billerica police warn of scams. Police are 
warning unsuspecting Billerica, Massachusetts residents of several telephone scams 
designed to defraud them of money, and urge anyone receiving suspicious solicitations 
to contact their local police department or the FBI. The latest scam involves a 
legitimate company known as Consumer Impressions Inc., of Texas. Residents receive 
a package, which they have not ordered, from the company, with instructions on how to 
participate as a “Mystery Shopper.” Included in the package is a cashier’s check, 
usually from Citibank, for a large amount of money, sometimes in the thousands of 
dollars, made out to the resident. The instructions ask the resident to shop at a local 
superstore, such as Walmart, then send a smaller portion of the funds back to the 
company via Western Union. It takes about three days for the bank to notify the 
participant that the check was fraudulent. Another scam, according to Billerica police, 
was recently reported by the Council on Aging, which reported that a senior citizen was 
recently contacted by a person posing as a representative from a pharmaceutical 
company offering a free item. The caller began asking for personal information that 
could have been used for fraudulent purposes. In recent months, residents have reported 
receiving calls from people claiming to be holding a family member hostage and 
demanding the target send money immediately to a specific address or the hostage 
would be harmed. Police believe it to be part of a nationwide organized fraud. In most 
cases, police are able to quickly determine that the person allegedly being held is not in 
jeopardy and, in fact, is not even aware of the call. In other cases, area residents have 
been receiving calls from people claiming to be either law-enforcement representatives 
or attorneys saying that a family member is in custody and urging residents to send bail 
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money or attorney fees via Western Union to secure their release. Most of those calls 
originate from outside the country, particularly Canada, police said. 
Source: http://www.istockanalyst.com/article/viewiStockNews/articleid/4228096 

[Return to top]  

Transportation Sector 

19. June 21, Associated Press – (Illinois) Chicago subway fire sends 19 to hospital. A 
fire in a Chicago subway injured 19 people and sent black smoke billowing from grates 
along city streets. The Chicago Transit Authority said heavy smoke was reported 
around 5 p.m. June 20 along the Red Line tracks just north of downtown. The fire was 
quickly extinguished and investigators are trying to determine what started the blaze. 
Nineteen people were taken to hospitals, most with respiratory complaints, though none 
suffered life-threatening injuries. Five people were transported in serious to critical 
condition, three were in fair to serious condition, and 11 had minor injuries. 
Source: http://www.businessweek.com/ap/financialnews/D9GFLLBO0.htm 

20. June 20, WESH 2 Orlando – (Florida) TSA workers find loaded gun in man’s 
luggage. A man was arrested June 19 for having a loaded handgun at the Orlando 
International Airport. The handgun was found in the man’s carry-on luggage. The 
Transportation Security Administration said the pistol was loaded when they caught it 
at a security checkpoint. The man was released on bond. Why he had the weapon in his 
luggage remains unknown. 
Source: http://www.wesh.com/news/23969171/detail.html 

21. June 19, Los Angeles Times – (California) LAX terminal evacuated on false report 
of explosives. A man who falsely claimed to be carrying an explosive at Los Angeles 
International Airport June 19 prompted the closure of the Tom Bradley Terminal before 
police shot him with a stun gun and took him into custody. The incident began when 
the suspect grabbed a passenger’s luggage outside of the terminal, ran inside and 
claimed the package contained a bomb. The terminal was evacuated for 20 minutes as 
officers pursued the man inside the facility. The package he was carrying did not 
contain explosives. 
Source: http://latimesblogs.latimes.com/lanow/2010/06/lax-tom-bradley-terminal-
evacuated-.html 

22. June 19, Associated Press – (Kansas) Kansas rail bridge that buckled passed 
inspection. A south-central Kansas railroad bridge that buckled this week while two 
locomotives and two rail cars were on it passed a May 4 inspection The Wichita Eagle 
reports that the inspection showed no defect was found on the century-old bridge over 
the Chikaskia River near Wellington. The bridge sagged June 15 with train cars on it, 
but there were no injuries reported. Union Pacific owns the bridge and is responsible 
for conducting safety inspections of all of its bridges. The company said erosion from 
recent rain caused the bridge to fail. But the recent inspection showed no issues with 
the bridge. The river was five feet above flood stage and was flowing at 32 times its 
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normal rate at noon June 14. 
Source: http://www.ktka.com/news/2010/jun/19/kansas-rail-bridge-buckled-passed-
inspection/ 

23. June 17, Capitol News Connection – (National) Congress authorizes passenger guns 
in Amtrak luggage. An obscure provision tucked into a transportation funding bill last 
year has now been interpreted as a permanent right for passengers to carry guns aboard 
Amtrak, the federally funded passenger train service. The Government Accountability 
Office earlier this month informed a senator of Mississippi that language he inserted 
into the 2010 transportation appropriation bill will be ongoing and not expire 
September 30. The language allows Amtrak passengers to have guns in their checked 
baggage, something not allowed since the September 11 terrorist attacks. An Amtrak 
spokesman said June 15 the railroad has just submitted to Congress its plan for 
implementing the language including tightening security, changing its reservation 
system so that passengers can notify Amtrak when they intend to travel with a gun, 
adding new signage for area where guns are stored, and implementing education 
programs for the public and law-enforcement agencies. 
Source: http://www.capitolnewsconnection.org/?q=node/14868 

For another story, see item 6  
 
[Return to top]  

Postal and Shipping Sector 

24. June 21, 790 KGMI News Radio – (Washington) Explosive device found in Whatcom 
County mailbox. The Bellingham Police Department Hazardous Disposal Unit had to 
deactivate an explosive device found in a Bellingham, Washington mailbox June 18. A 
sergeant from the Whatcom County Sheriff’s Office said a citizen on Aldergrove Road 
in the Ferndale-Custer area discovered the device. “This baseball-sized device with a 
fuse on it was in the mailbox, and it appeared to have attempted to be lit by unknown 
suspects,” he said. The sheriff’s office said with the Fourth of July approaching, 
citizens should be on alert for similar devices. 
Source: http://kgmi.com/Explosive-Device-Found-In-Whatcom-County-
Mailbox/7514782 

25. June 19, Trentonian – (New Jersey) Hazmat in Hopewell postal store turns out to be 
cocaine not anthrax. Area emergency crews were called out to the Popcorn Packers 
store in Trenton, New Jersey on the report of a potential terrorist anthrax attack only to 
find the bags of white powder contained a different type of dangerous substance — 
cocaine. The report of a suspicious white powder brought out the Trenton Fire 
Department’s haz-mat team and forced the quarantine of two employees and two 
customers before it could be determined that the substance was the illicit drug and not 
something more immediately toxic. The call went out at about 12:16 p.m. June 18 when 
someone from the store called to say they had opened a package to find a suspicious 
white powder. The storefront rents mailboxes to its customers, who can receive mail 
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deliveries there, but police said the package in question, a six-inch-square brown 
cardboard box, had no name or box number on the outside. Company policy dictates 
that an employee can open the package in such an instance, police said, and when the 
box was opened, the worker found several plastic bags containing the white powder. 
Not knowing what the substance was, police quarantined the worker who opened the 
package, a 31-year-old man, inside the business because he was considered to have 
been exposed to the potentially hazardous substance. 
Source: 
http://www.trentonian.com/articles/2010/06/19/news/doc4c1bb3f452313181874987.txt 

26. June 18, Pensacola News Journal – (Florida) Suspicious powder found to be fish 
meal. A suspicious powder found in a shipping container inPensacola, Florida June 18 
sent two people with breathing problems to a local hospital. The powder also prompted 
the brief closure of part of the Ellyson Industrial Park north of Pensacola. The two 
people drove to the Baptist Medical Park off Nine Mile Road about 10:30 a.m. after 
being exposed to the powder when they opened the 40-foot shipping container 
delivered to Gexpro Services at 8811 Grow Drive. An Escambia County hazardous-
materials team from the Pleasant Grove fire station responded and determined the 
powder was fish meal, the Escambia County fire rescue battalion chief said. The 
container was transporting fabricated metal for Gexpro. In April, the container 
transported fish meal, a supplemental protein food source made from dried fish, waste 
and bones, he said. “They didn’t have respirators or breathers on when they opened (the 
container),” the battalion chief said of the hospitalized workers who later were released. 
“Once they were out of the area, they were fine.” A dozen other people were moved 
from the area as a precaution. 
Source: http://www.pnj.com/article/20100618/NEWS01/6180326 

[Return to top]  

Agriculture and Food Sector 

27. June 21, Evansville Courier and Press – (Indiana) Federal and state officials take 
control of Emge plant fire scene. Federal and state environmental and emergency 
officials have taken control of the fire scene at the former Emge meat packing plant in 
Fort Branch, Indiana. The fire, which began June 19, and has been burning for three 
days, has prompted a voluntary evacuation of neighborhoods near the plant because of 
the potential for toxic fumes from the smoldering building. The head of the Gibson 
County Emergency Management Agency said the U.S. Environmental Protection 
Agency (EPA) and the Indiana Emergency Management Agency are now in charge of 
the fire scene. He said local fire agencies have backed off from dousing the fire with 
water at this point, despite reports from witnesses who said they saw flames coming 
from a roof of one building June 21. The EPA was bringing in construction equipment 
to get at the fire by knocking down portions of the building. EPA officials took air 
samples from the area over the weekend to test the air quality. Officials were concerned 
about potentially toxic materials inside the building. Results from the air quality tests 
are not expected until June 22. 
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Source: http://www.courierpress.com/news/2010/jun/21/emge-fire-prompts-voluntary-
evacuation-fort-branch/ 

28. June 21, USDA Agricultural Research Service – (National) ARS and New Mexico 
Scientists take a long look at livestock and locoweed. Keeping livestock away from 
poisonous locoweed during seasons when it’s a forage favorite is one way ranchers can 
protect their animals and their profits, according to a 20-year collaboration by 
Agricultural Research Service (ARS) scientists, and their university partners. The ARS 
researchers teamed up with New Mexico State University (NMSU) scientists to study 
locoweed poisoning in U.S. livestock. When livestock graze on locoweed, the plant’s 
toxic alkaloids can sicken and sometimes kill the animals, which can cost U.S. 
producers millions of dollars every year. The research involved identifying fungal 
species that produce locoweed toxins, assessing toxin-level variations, finding 
biomarkers that could help pinpoint toxicity levels in animals that had consumed 
locoweed, assessing the effect of locoweed toxins on animal reproduction and 
livestock-grazing preferences, and evaluating herbicide and biological control of the 
weed. Results from the research were published in the journal Rangelands. 
Source: http://www.ars.usda.gov/is/pr/2010/100621.htm 

29. June 21, Wisconsin Ag Connection – (National) Soybean rust confirmed in Southern 
U.S. Soybean rust has been reported on soybeans in the southern United States for the 
first time this year. “The first find of soybean rust was reported in Texas on June 10, on 
the border with Mexico. Current predictions for other southern states is that they won’t 
begin to detect it for another 4 weeks at the earliest because of unfavorable weather 
conditions for the disease to spread,” said an Ohio State University Extension plant 
pathologist with the Ohio Agricultural Research and Development Center. Since its 
discovery in the United States in 2004, researchers have learned quite a bit about 
soybean rust, including that the disease is manageable. Kudzu is an overwintering host 
for the disease, but not all kudzu species are susceptible. The amount of inoculum is 
greatly reduced over winter. Several effective fungicides have been identified. Soybean 
rust is UV light sensitive. Sunlight can actually kill spores. The development and 
spread of the disease is highly weather dependent. The disease does not appear to jump 
onto soybeans from other hosts until after flowering during the prime growing season; 
this does not hold true for soybeans that emerge during the winter in the southern U.S. 
Source: http://www.wisconsinagconnection.com/story-national.php?Id=1225&yr=2010 

30. June 19, Pensacola Business Journal – (Florida) Explosive device prompts 
arrest. The state fire marshal’s office June 18 arrested a Pensacola man who left an 
explosive device outside the Winn-Dixie on East Nine Mile Road in Pensacola, Florida. 
The suspect admitted he made the explosive device. Investigators believe the man made 
the device to impress another employee. The device was described as 4- to 5-inches 
long and about the diameter of a quarter. The fire marshal’s office safely detonated the 
device, which did not explode as the suspect had planned. 
Source: 
http://www.pnj.com/article/20100619/NEWS01/6190337/1006/NEWS01/Explosive-
device-prompts-arrest 
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31. June 18, Minnesota Public Radio – (Minnesota) Havoc on Albert Lea area farms 
after storms. A pair of storms swept tornadoes for more than 20 miles June 17 in 
southern Minnesota. The severe weather knocked out power and devastated a handful 
of farms near Albert Lea. For some, their livelihoods were all but wiped out. The storm 
blew down a farmer’s 3,200-head hog farm. County officials said 15 people were 
injured, one of them fatally, as twisters skipped across the open farmland between 
Albert Lea and Blue Earth. The Freeborn County administrator said the first count of 
damaged buildings put the number over 60, and many of them were total losses. “If you 
know Freeborn County at all, it went through the rural areas of the county, therefore 
farms and small acreage homesteads, barns, sheds, those types of structures were in the 
way of the tornado, as were several hog confinement operations,” he said. “So we have 
animal issues out there. Several feed lots, so that compounds it.” Officials in the area 
said it may be days before they get power restored and roads cleared. 
Source: http://minnesota.publicradio.org/display/web/2010/06/18/albert-lea-tornado-
severe-weather/ 

32. June 17, U.S. Department of Labor – (Kansas) OSHA cites Creekstone Farms 
Premium Beef of Arkansas City, Kansas, for violations. The U.S. Department of 
Labor’s Occupational Safety and Health Administration (OSHA) has cited Creekstone 
Farms Premium Beef LLC of Arkansas City, Kansas for allegedly exposing workers to 
a potential catastrophic release of ammonia at its meat-processing facility. Proposed 
violations total $130,000. OSHA’s inspection, initiated in December 2009, found 20 
alleged serious violations and one alleged repeat violation. The serious violations 
primarily stem from hazardous deficiencies in the company’s process-safety 
management of the ammonia-refrigeration system. Violations include a lack of worker 
participation and training of system operators; inadequate process-hazard analyses of 
hazardous consequences and system controls; inadequate refrigeration-system 
operating procedures to prevent and control a catastrophic ammonia release; inadequate 
refrigeration-system emergency procedures to respond to a catastrophic release and 
evacuate all plant workers; and inadequate mechanical integrity throughout the 
refrigeration system to prevent equipment malfunctions. An OSHA violation is serious 
if death or serious physical harm can result from a hazard an employer knew or should 
have known exists. 
Source: 
http://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS_RELEAS
ES&p_id=17889 

33. June 17, The Tampa Tribune – (Florida) Court: Fishermen can sue over 
Hillsborough Bay pollution. The Florida Supreme Court said June 17 that fishermen 
whose livelihoods are damaged by pollution may sue the companies responsible. The 
ruling came in a 2004 Hillsborough County case in which Mosaic Fertilizer, then 
known as Cargill Corp. Nutrition, spilled about 65-million gallons of highly acidic 
wastewater into a creek leading into Hillsborough Bay. The spill came after the failure 
of a dam atop a 180-foot-high stack of phosphogypsum, a byproduct of fertilizer 
production. Florida’s highest court overturned two lower courts that said the fishermen 
did not have the legal right to sue over damages to wildlife and the environment that 
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the fishermen did not own. The Supreme Court said the fertilizer company has a duty to 
protect the interests of commercial fishermen in its use of public waters. “Mosaic’s 
business involved the storage of pollutants and hazardous contaminants,” the court 
wrote. “It was foreseeable that, were these materials released into the public waters, 
they would cause damage to marine and plant life as well as to human activity.” The 
court’s ruling is not a total victory for the fishermen, who still must prove their case. 
The high court merely granted them the right to pursue their lawsuit. 
Source: http://www2.tbo.com/content/2010/jun/17/171829/florida-justices-rule-
fishermen-pollution-case/news-money/ 

For another story, see item 44  
 
[Return to top]  

Water Sector 

34. June 19, Springfield News-Leader – (Missouri) DNR: Ozark faces violation over 
sewage. The city of Ozark, Missouri, will face a violation and a possible fine for not 
reporting the release of 162,000 gallons of partially treated sewage in the Finley River 
Wednesday after storms caused a power outage at one of the city’s wastewater 
treatment facilities. The release has caused bacteria to be slightly elevated above and 
below the outfall pipe from the treatment facility, according to tests conducted by the 
city. The communications director with the Missouri Department of Natural Resources 
(DNR), said Friday the city of Ozark failed to report the release of sewage that had not 
finished the final stage of treatment — ultraviolet or UV disinfection — within 24 
hours after it occurred, as their permit requires. He said DNR received an anonymous 
tip Wednesday that the facility was without power for about two hours, saying initially 
50,000 gallons of wastewater had entered into the river without receiving the radiation 
treatment, which kills germs and bacteria. “The Finley River is a losing stream, which 
means that at some point its flow sinks into the ground,” he said. “So their permit is to 
fully disinfect discharge during recreational season, which is what we’re in right now.” 
When DNR contacted the city, officials confirmed there was an outage, and that it had 
actually released three times more than the tipster reported. But city officials said they 
are baffled by the violation. The city public wWorks director said he and his staff were 
unaware they had to report discharge of wastewater that didn’t receive the UV radiation 
because it didn’t put the city over its daily limit of bacteria levels. 
Source: http://www.news-leader.com/article/20100619/NEWS01/6190348/1007/DNR--
Ozark-faces-violation-over-sewage 

35. June 18, Annapolis Capital – (Maryland) City’s water plant may fail. The 76-year-old 
water plant that serves Annapolis, Maryland, is teetering on the edge of failure, putting 
Annapolitans at risk of losing potable tap water and threatening to hinder fire service, 
officials warned the city council June 17. The plant off Defense Highway in Parole, 
Maryland is in imminent danger of going out of service and needs to be overhauled or 
replaced as soon as possible, officials said. If some parts of the plant fail, the city could 
be out of water in as little as 24 hours, they said. The plant, which went into service in 
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1934, was designed to treat and pump 10 million gallons of water per day. But with 
age, the volume has dwindled to 8 million, still enough to meet the city’s average need 
of 5 million gallons per day. The last major upgrade was in 1954. Literally held 
together with pieces of duct tape and strips of rubber, the water plant’s parts are so old 
that replacements are no longer on the market. Some parts would have to be 
manufactured to replace faulty ones. Projections show it will take between $52 million 
and $55 million to refurbish the plant or between $48 million and $50 million to rebuild 
a new facility adjacent to the old one. The chief administrative officer said it would 
take four years to overhaul or replace the current system if designs were drawn up 
today and the replacement was expected to last 75 years. Once work was finished, the 
city could try to form a partnership with the county for running the plant. That way, he 
said, if the city’s plant had to close in an emergency, the county’s system could still 
provide city residents with water, and vice versa. 
Source: http://www.hometownannapolis.com/news/top/2010/06/18-04/Citys-water-
plant-may-fail.html 

[Return to top]  

Public Health and Healthcare Sector 

36. June 21, MedCity News – (International) EarlySense gets FDA nod for improved 
patient monitoring system. Israeli medical device company EarlySense Ltd. has 
received Food and Drug Administration (FDA) clearance to sell its EverOn Touch 
patient-monitoring system in the United States. Based in Ramat Gan, Israel, the 
company also is pursuing European market clearance for the enhanced system. EverOn 
is a patient-supervision system that goes underneath a hospital bed mattress. The device 
measures patients’ vital signs, such as heart and respiration rates, as well as movements 
to alert caregivers about their medical condition. “We have repeatedly heard from our 
partner hospitals that preventing pressure ulcers is a critical need due to the enormous 
burden pressure ulcers place on hospital budgets and the huge task of preventing them,” 
EarlySense’s chief executive said in the release. 
Source: http://www.medcitynews.com/2010/06/earlysense-gets-fda-nod-for-improved-
patient-monitoring-system/ 

37. June 18, Homeland Security Newswire – (International) The optimal balance of 
vaccine stockpiles. Once a disease has been eradicated, there is a danger it could 
reappear, either naturally or as a result of an intentional release by a terrorist group; 
how much vaccine should be produced and stored for a disease that may never appear 
again — or which may infect hundreds of thousands tomorrow? Stockpiling vaccines 
for eradicated diseases poses particular difficulties. A model that could be used to guide 
public health decisions about how much vaccine to stockpile against an eradicated 
disease, such as smallpox, is published in the June 11 edition of Vaccine. A researcher 
and colleagues from Delft University of Technology in the Netherlands are the first to 
use mathematical tools to give the best balance of the various factors that enable 
optimal emergency stores of a vaccine to be held after a disease has been wiped out. 
They devised their model using research studies and reports that detail these factors, 

http://www.hometownannapolis.com/news/top/2010/06/18-04/Citys-water-plant-may-fail.html�
http://www.hometownannapolis.com/news/top/2010/06/18-04/Citys-water-plant-may-fail.html�
http://www.medcitynews.com/2010/06/earlysense-gets-fda-nod-for-improved-patient-monitoring-system/�
http://www.medcitynews.com/2010/06/earlysense-gets-fda-nod-for-improved-patient-monitoring-system/�


 - 16 - 

which include delays in producing large quantities of reagents used in the vaccines, and 
the time needed to fill the individual vaccine vials needed for immunization campaigns. 
The time needed for safety and efficacy testing, and constrains in vaccine distribution 
and administration are additional considerations. The model takes these issues into 
account to arrive at the “optimal balance” between the financial costs of the vaccine, 
production speed, and the public health costs of leaving people unvaccinated. 
Source: http://homelandsecuritynewswire.com/optimal-balance-vaccine-stockpiles 

38. June 17, U.S. Food and Drug Administration – (national) FDA fines American Red 
Cross $16 million for prior failures to meet blood safety laws. The Food and Drug 
Administration (FDA) announced June 17 that the American Red Cross has been fined 
$16 million for prior failures to comply with federal laws and regulations related to the 
collection and manufacture of blood products. Despite the compliance failures, FDA 
found no evidence that the Red Cross violations endangered any patients, and the blood 
supply is believed to be safe. Multiple layers of safeguards are in place to protect and 
enhance the safety of blood products. However, these types of violations decrease the 
assurance that blood products manufactured by American Red Cross will continue to be 
safe, and have the potential to compromise the safety of the blood supply. The FDA 
assessed fines totaling $16.18 million – $9.79 million for violations related to 
mismanagement of certain blood products, and $6.39 million for Good Manufacturing 
Practice violations. Blood products include red cells, plasma and platelets. FDA is 
encouraged by recent efforts made by Red Cross leadership and will work closely with 
them to achieve full compliance. 
Source: 
http://www.fda.gov/NewsEvents/Newsroom/PressAnnouncements/ucm216156.htm 

[Return to top]  

Government Facilities Sector 

39. June 21, Ball State Daily News – (Indiana) Phishing attacks on Ball State accounts 
continue. A phishing attack on Ball State University e-mail accounts could still be a 
threat to its users. University Computing Services (UCS) has worked in clearing 
damaged computers, but faculty and students at the Muncie, Indiana institution were 
still receiving bogus e-mails June 18. A few employees’ accounts were compromised 
since the e-mail’s detection June 15, the senior systems security communications 
manager said. However, UCS is working to clear infected accounts and filter out any 
phishing spam sent to the university and urges students, faculty and staff to not reply to 
any unsolicited requests of confidential information. Phishing is the term used to 
describe an attempt to obtain passwords or other personal information from e-mail 
users, often by getting them to click on a link that installs “malware,” or malicious 
software. The bogus e-mail sent to Ball State users claims to be from the school’s 
“Webmail Administrator” and urges the user to click on a link. 
Source: http://www.bsudailynews.com/phishing-attacks-on-ball-state-accounts-
continue-1.2275894 
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40. June 21, Federation of American Scientists – (National) FBI found 14 intel leak 
suspects in past 5 years. The Federal Bureau of Investigation identified 14 suspected 
“leakers” of classified U.S. intelligence information during the past five years, 
according to newly disclosed statistics. Between 2005 and 2009, U.S. intelligence 
agencies submitted 183 “referrals” to the Department of Justice (DOJ) reporting 
unauthorized disclosures of classified intelligence. Based on those referrals or on its 
own initiative, the FBI opened 26 leak investigations, and the investigations led to the 
identification of 14 suspects. “While DOJ and the FBI receive numerous media leak 
referrals each year, the FBI opens only a limited number of investigations based on 
these referrals,” the FBI explained in a written response to a question from a 
Democratic Senator from Rhode Island. “In most cases, the information included in the 
referral is not adequate to initiate an investigation. The most typical information gap is 
a failure to identify all those with authorized access to the information, which is the 
necessary starting point for any leak investigation. When this information is sufficient 
to open an investigation, the FBI has been able to identify suspects in approximately 50 
percent of these cases over the past 5 years. Even when a suspect is identified, though, 
prosecution is extremely rare (none of the 14 suspects identified in the past 5 years has 
been prosecuted),” the FBI said. 
Source: http://www.fas.org/blog/secrecy/2010/06/intel_leak.html 

41. June 21, Asbury Park Press – (New Jersey) Lakehurst lockdown prompted by driver 
with gun, report of gunshots. A lockdown at the Lakehurst, New Jersey section of 
Joint Base McGuire-Dix-Lakehurst has been lifted, base officials said. A joint-base 
spokeswoman said two incidents occurred around 10 a.m. June 21 During the first 
incident, gunshots were reported being heard near the truck gate at the northeast corner 
of the base. She added “we have not been able to substantiate that.” At the same time, a 
commercial truck tried to make a delivery at the main gate. As a matter of routine, 
security asked the driver if he had a firearm; the driver answered “Yes.” The gun was 
registered, but because he attempted to enter a federal facility, the driver was issued a 
citation and not permitted to access the base and make his delivery. “We don’t believe 
the two incidents were connected in any way,” the spokeswoman added. A statement 
issued by the Air Force said the gates were closed from 10 to 11 a.m. “Due to security 
forces quick and timely response, base security ensured the incident was contained. No 
personnel were in danger at any time and no injuries have been reported.” A senior 
airman said no shots were fired and the base is “secure.” The Manchester School 
district’s Regional Day School on Route 571, which serves special-needs children, is 
locked down, and food and medicines are being brought in for the students, the 
Manchester superintendent said. New Jersey State Police has sent resources to assist 
with the incident, said a state police detective. 
Source: http://www.app.com/article/20100621/NEWS/100621019/Lakehurst-
lockdown-lifted-base-is- 

42. June 18, Associated Press – (Texas; New Mexico) Firefighters gaining in Ft. Bliss 
blaze. Officials say firefighters are gaining ground on a wildfire that has blackened 
more than 3,800 acres of an Army firing range along the New Mexico and Texas 
border. A statement from Fort Bliss, Texas, on Thursday said more than 3,800 acres 

http://www.fas.org/blog/secrecy/2010/06/intel_leak.html�
http://www.app.com/article/20100621/NEWS/100621019/Lakehurst-lockdown-lifted-base-is-�
http://www.app.com/article/20100621/NEWS/100621019/Lakehurst-lockdown-lifted-base-is-�


 - 18 - 

have been charred by flames within the Dona Ana Range since Monday. The statement 
said an air-and-ground attack has contained 30 percent of the wildfire. The fire was 
ignited by a training exercise. The battle to contain the flames has been complicated by 
unexploded ordnance in the Fort Bliss firing range, which extends from El Paso into 
southern New Mexico. The blaze is in New Mexico in the rugged Organ Mountains, 
about 12 miles east of Las Cruces, New Mexico. No structures are threatened and no 
one has been injured. 
Source: http://www.military.com/news/article/firefighters-gaining-of-ft-bliss-
blaze.html?ESRC=topstories.RSS 

43. June 18, KVUE 33 Austin – (Texas) Capitol evacuated after Friday bomb 
threat. Four weeks to the day after metal detectors came in use at the Texas State 
Capitol in Austin, a bomb threat forced the Department of Public Safety (DPS) to 
evacuate the capitol and another government building. It happened around 11 a.m. 
Friday. According to DPS, somebody called 9-1-1 and made a threat. The capitol, along 
with a district DPS office at 15th and Congress, were evacuated, while officers 
searched the both buildings for explosives. Nothing was found. The DPS office opened 
first. The capitol reopened around 2 p.m. DPS has now opened a criminal investigation 
into the threat. 
Source: http://www.kens5.com/news/Capitol-evacuated-after-Friday-bomb-threat-
96686459.html 

44. June 18, WOAI 4 San Antonio – (Texas) Man threatens to throw grenade into 
downtown government building. A man in San Antonio, Texas is accused of calling 
the U.S. Department of Agriculture (USDA) more than 20 times and threatening to use 
a grenade to kill employees. Police said the suspect was upset about his taxes and he 
made the calls to complain. That is when he got violent and threatened to throw a 
grenade through a window in the USDA’s building on Durango Boulevard Downtown. 
The suspect is now facing a charge of a making a terroristic threat against the 
government. 
Source: http://www.woai.com/news/local/story/Man-threatens-to-throw-grenade-into-
downtown/PAowNu_q4Ue9095DsH_ILQ.cspx 

[Return to top]  

Emergency Services Sector 

45. June 21, Hawaii News Now – (Hawaii) Makiki apartment residents concerned about 
fire response time. A fire broke out and damaged several units of a Honolulu 
apartment complex early June 20. No one was seriously hurt, but residents say 
firefighters took too long to get to the burning complex directly across the street from a 
fire station. Residents reported that it took as long as 25 minutes before crews started 
hosing down the fire. Just after 2 a.m., nine fire trucks, including the one across the 
street from the Makiki Fire Station, worked on dousing the blaze. The corner units on 
the second and third floors of The Makikian were destroyed. At least five others were 
damaged as well. Honolulu Fire Department officials said they responded in four 

http://www.military.com/news/article/firefighters-gaining-of-ft-bliss-blaze.html?ESRC=topstories.RSS�
http://www.military.com/news/article/firefighters-gaining-of-ft-bliss-blaze.html?ESRC=topstories.RSS�
http://www.kens5.com/news/Capitol-evacuated-after-Friday-bomb-threat-96686459.html�
http://www.kens5.com/news/Capitol-evacuated-after-Friday-bomb-threat-96686459.html�
http://www.woai.com/news/local/story/Man-threatens-to-throw-grenade-into-downtown/PAowNu_q4Ue9095DsH_ILQ.cspx�
http://www.woai.com/news/local/story/Man-threatens-to-throw-grenade-into-downtown/PAowNu_q4Ue9095DsH_ILQ.cspx�


 - 19 - 

minutes. In a statement, the fire captain said response times for its first arriving 
companies and for subsequent companies that responded on a second-alarm dispatch 
arrived within normal expected time-frames according to “best practices” set forth by 
the department. 
Source: http://www.hawaiinewsnow.com/Global/story.asp?S=12680123 

46. June 19, Mercury News – (California) Valero refinery incidents reveal holes in 
Benicia’s emergency-warning system. A large, orange plume at Valero refinery 
Thursday night caused the fire chief to put the community on alert. But he lifted the 
warning an hour later after deeming there was no actual health hazard. “Not knowing 
what was involved, I erred on the side of caution,” the acting fire chief said. While not 
an emergency, the decision revealed shortcomings in the community’s emergency-alert 
system when the public-information radio station failed to broadcast the warnings. City 
officials are looking into the problem. Valero officials issued a press release Thursday 
night that the citywide warning had been issued “in error.” But the acting fire chief 
denied any mistake occurred. “What caused it was what I saw on the way out to the 
refinery, and what I saw when I got there,” he said. “There was a large column of 
brown smoke ... And when I got there, it was more of the same.” 
Source: http://www.mercurynews.com/breaking-news/ci_15329475?nclick_check=1 

47. June 19, Scranton Times-Tribune – (Pennsylvania) Threat to Luzerne 911 center 
leads to arrest, calls rerouted via Lackawanna. A homeless alcoholic threatened to 
bomb Luzerne County Children and Youth, and the county’s 911 center Thursday after 
caseworkers took his 5-year-old daughter from him, according to an arrest warrant filed 
in the case. The man, 36, faces charges of terroristic threats, causing or risking a 
catastrophe and disorderly conduct. His threats led to the lockdown of the 911 center in 
Hanover Township, Pennsylvania and forced officials to temporarily reroute 
emergency calls though Lackawanna County 911, police said. According to arrest 
papers: Around 9:30 p.m., the man called the 911 center several times, first to say the 
Children and Youth building in Wilkes-Barre, Pennsylvania would be blown up in the 
next week. The second time he called, he told a dispatcher the 911 center would also be 
bombed and he was “going to cut all their throats.” 
Source: http://thetimes-tribune.com/news/threat-to-luzerne-911-center-leads-to-arrest-
calls-rerouted-via-lackawanna-1.854224 

[Return to top]  

Information Technology Sector 

48. June 21, The New New Internet – (International) Zeus malware distributed via 
terror-themed spam. Spammers are notorious for latching on to the most recent trend 
in an effort to increase click rates. Recently, a spam campaign containing Zeus malware 
utilized recent concerns over terrorism to send messages which appeared to be sent by 
the Department of Homeland Security, Transportation Security Administration and 
Department of Defense. Researchers at Sophos Labs have discovered a low-yield 
campaign that targets government users with enticing subjects like “Report on 
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Defending and Operating in a Contested Cyber Domain” and “RE: Al-Qaeda in the 
Arabian Peninsula.” “Unlike some of the other Zbot runs we’ve seen, this current run is 
relatively low volume,” writes a SophosLabs Canada researcher in a blog post. 
“Nevertheless, this trickery by the Zbot crew is not new. They’ve tried to spoof other 
agencies such as the NSA (National Security Agency) back in February, going as far as 
coming up with a spam run that ‘reports’ on their own attacks.” The e-mails contain 
links to the supposed reports, which actually are zip files containing the Zeus Trojan. 
Source: http://www.thenewnewinternet.com/2010/06/21/zeus-malware-distributed-via-
terror-themed-spam/ 

49. June 21, The Register – (International) Security firms taking days to block 
malware. Anti-malware vendors can take up to 92.48 hours to block malicious sites, 
potentially leaving clients in blissful ignorance of threats to their systems in the 
meantime. Security researchers ISS Labs reviewed a range of endpoint security 
products from 10 big-name security vendors and their response to “socially engineered 
or consensual malware threats.” It said 15,000 to 50,000 such threats per day were 
presenting themselves. Effectiveness rates varied from a 35-percent block rate to 88.3 
percent. Vendors’ average times to respond to new threats ranged from 4.62 hours to 
92.48 hours, with the high end turned in by Panda, IDC said. Of the 10 vendors 
profiled, just three managed response times of less than 30 hours. The researchers 
concluded that vendors with “in the cloud reputation systems” kept much more 
malware off their clients’ desktops. However, most vendors do not have such systems, 
or, the report concluded, they are still immature and have yet to have an impact on 
detection rates. Vendors covered by the survey were: AVG, Norman, ESET, Panda, F-
Secure, Sophos, Kaspersky, Symantec, McAfee and Trend Micro. 
Source: http://www.theregister.co.uk/2010/06/21/malware_delays/ 

50. June 18, DarkReading – (International) Looking for vulns in all the right places? 
Experts say you might be missing a few. The biggest vulnerabilities in the enterprise 
might be items people see every day — and just don’t think about. Experts say that 
vulnerability assessments often overlook the everyday dangers: Network-attached 
devices that aren’t computers; paper documents; passwords posted in plain view; 
portable storage devices. Most of these are technologies that would never be taken into 
account by a traditional vulnerability scan. Yet they could lead to data leaks just as 
surely as a keylogger or a data-stealing Trojan, experts say. “Peripheral devices on the 
network may have capabilities the business doesn’t know of,” said a delivery manager 
for custom testing at security assessment firm ICSA. “And those capabilities can create 
security vulnerabilities.” Printers, fax machines, and multifunction devices with 
persistent storage could all serve as entry points for a sophisticated hacker. And the 
presence of internal storage might not be clear at first glance, nor does it necessarily 
show up on traditional security audits. A thorough vulnerability assessment should 
include examining all hard-copy devices for internal-storage capability — this could 
require contacting the manufacturer or even opening the machine. Enterprises also 
should take steps to ensure that digital files are wiped from these devices as soon as the 
hard copy is produced or the fax transmitted. This could mean purchasing and installing 
additional software from the manufacturer. 
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Source: 
http://www.darkreading.com/vulnerability_management/security/perimeter/showArticl
e.jhtml?articleID=225700674 

51. June 18, The H Security – (International) Automatic web encryption (almost) 
everywhere. The HTTPS Everywhere extension for Firefox automatically redirects 
users to secure SSL connections when they access certain Web pages – if this is 
supported by the server. Jointly developed by the Tor Project and the Electronic 
Frontier Foundation (EFF), the extension was inspired by the search engine 
modification Google implemented to make browsers send all their search queries via 
HTTPS. Google had previously already adjusted its Google Mail service so that Web-
browser connections to the service are protected via SSL by default. This prevents 
attackers from accessing sensitive data (even in unsecured wireless networks). HTTPS 
Everywhere further expands this function and simply redirects the browser to the 
secure page by rewriting the URL. According to the developers, however, the extension 
first checks whether the page returns identical content via http and via https. At present, 
the plug-in is still in beta phase and only rewrites selected URLs, for instance those of 
Google Search, Wikipedia, Twitter, Facebook, The New York Times, The Washington 
Post, PayPal, EFF, Tor and Ixquick. However, it is relatively easy for users to add 
further rules for other domains. 
Source: http://www.h-online.com/security/news/item/Automatic-web-encryption-
almost-everywhere-1025472.html 

52. June 18, Computerworld – (International) Apple sneaks anti-malware update into 
Snow Leopard. Ten months after it debuted rudimentary malware scanning in Snow 
Leopard, Apple this week quietly added a signature for a third piece of malware, 
security researchers reported June 18. According to U.K-based antivirus vendor Sophos 
and U.S. Mac security company Intego, Mac OS X 10.6.4, which Apple released June 
15, includes an update to XProtect. Dubbed that because the malware signatures are 
contained within Snow Leopard’s “XProtect.plist” file, the feature debuted in August 
2009 with the launch of Mac OS X 10.6. At the time, Apple included detection for only 
two pieces of malware, Trojan horses named “RSPlug.a” and “Iservice” by Symantec. 
The 10.6.4 update added a scanning signature for another Trojan, which Symantec has 
labeled as “HellRTS.” According to Sophos, which calls the same Trojan 
“OSX/Pinhead-B,” and like Symantec has had protection in place since April, hackers 
have disguised the threat as iPhoto, the photo-management software that ships with 
new Macs. The masquerade is meant to dupe users into installing the backdoor 
malware. 
Source: 
http://www.computerworld.com/s/article/9178227/Apple_sneaks_anti_malware_update
_into_Snow_Leopard 

53. June 18, Help Net Security – (International) HTML files redirect users to malicious 
sites, evade mail server antivirus. Facebook, Twitter and Skype are Internet 
behemoths, counting hundreds of millions users each, so it is not surprising that many 
malicious e-mail campaigns masquerade as legitimate notices coming from these three 
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sources. The number of e-mails that try to trick recipients into downloading malicious 
files has surged in the last few days. Users are notified that their Twitter or Facebook 
password has been reset, that they should check details of purchases effected through 
Skype, that they have messages waiting for them, etc. What these e-mails have in 
common is that they contain a .html file, which changes name from e-mail to e-mail, 
but always contains a a script that redirects the users to a Web site rife with malicious 
code that tries to exploit vulnerabilities in Adobe, Internet Explorer and Java, and 
through them download malware onto the users’ computer. A Bkis security researcher 
thinks this is the birth of a new trend. According to him, attackers will be switching to 
these kind of malicious files for two reasons: A lot of people have learned by now that 
.exe and .zip files in attachments are probably bad news and they delete the e-mail, but 
.html files have managed to avoid looking instantly suspicious; and secondly, these 
.html attachments don’t contain any kind of malicious or exploit code, which makes 
them perfect for bypassing antivirus programs integrated in mail servers or antivirus 
solutions in general. 
Source: http://www.net-security.org/malware_news.php?id=1381 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

54. June 21, The Associated Press – (International) Twitter traffic spikes with World 
Cup goals. Twitter, a social networking site, is seeing huge traffic when a big goal is 
scored in the soccer tournament. Though Twitter normally sees about 750 tweets per 
second on an average day, there were 2,940 tweets per second, then a record, after 
Japan scored against Cameroon on June 21. Nearly as much traffic was reported after 
Brazil’s first goal against North Korea on June 21, as well as after Mexico’s tying goal 
against South Africa on June 11. Twitter has yet to announce its numbers for Friday’s 
U.S.-Slovenia 2-2 draw, which was likely to have caused huge amounts of activity. 
Enormous traffic from the World Cup has contributed to frequent outage problems for 
Twitter. The site is postponing a planned network overhaul until the World Cup is over. 
Source: http://www.usatoday.com/tech/news/2010-06-21-twitter-world-cup_N.htm 

55. June 21, WhatsUp Gold – (International) Ipswitch survey reveals corporate 
bandwidth use across Europe to double during World Cup. Ipswitch Inc.’s 
Network Management Division, developer of the WhatsUp Gold suite of innovative IT 
management solutions, today released the results from its World Cup Network Traffic 
Calculator. Over the past two weeks, WhatsUp Gold has collected over 1000 responses 
related to average bandwidth use and the predicted increase during the 30 days of the 
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tournament in network traffic directly related to the World Cup. According to the 
calculator, bandwidth use is expected to increase by 38.85% in participating World Cup 
Nations to 86.89% during matches. In Europe the figure is expected to double, from 
40.25% current average bandwidth use, to 78.67% during key match times. In the UK, 
despite the culture for some businesses to close during England matches, bandwidth use 
is still expected to increase by 30.79% to 71.85% of total capacity. In host nation South 
Africa, IT Managers are bracing themselves for network bandwidth to be completely 
maxed out to 100% from a base average of 58% during a typical working day. Despite 
not being typically thought of as a football watching nation, the US is somewhat 
surprisingly expecting bandwidth use to rise to over 80% during some key matches. 
Source: http://www.sbwire.com/press-releases/sbwire-48201.htm 

56. June 18, IDG News Service – (National) FCC group crafting plans to open up 
mobile spectrum. The Federal Communications Commission (FCC) Spectrum Task 
Force laid out preliminary ideas June 18 for making frequencies now used for satellite 
services available for conventional mobile broadband. The group is considering 
proposing to the FCC a Notice of Proposed Rulemaking for the satellite-related radio 
spectrum that would be presented at the Commission’s next meeting July 15. The task 
force was formed recently to execute an intention stated in the National Broadband 
Plan for freeing up 500MHz of spectrum for mobile broadband by 2020. The group will 
propose that frequencies be allocated within the “S” band — one of three bands in the 
mobile satellite services range — for pure terrestrial wireless broadband services, either 
fixed or mobile, said the group’s co-chair, who also heads the FCC’s Office of 
Engineering and Technology. Currently, holders of spectrum in that band can only 
build terrestrial networks to complement their satellite systems. The FCC has already 
taken action to make more spectrum available for mobile broadband. Earlier this year, 
it approved the acquisition of satellite phone service provider SkyTerra, which holds 
spectrum in the “L” band, by Harbinger Capital Partners. By 2015, Harbinger plans to 
deploy a terrestrial 4G (fourth-generation) mobile data service that can be used in 
conjunction with its satellite offering, according to the FCC. This could create another 
high-speed mobile network that would compete with those of the major carriers, while 
including some service to rural areas that many cellular networks don’t reach today. 
Source: 
http://www.computerworld.com/s/article/9178238/FCC_group_crafting_plans_to_open
_up_mobile_spectrum 

57. June 18, KSL 5 Salt Lake City – (Utah) Thousands lose service after construction 
crews cut Comcast line. Thousands of Internet, cable and phone customers in the 
southwest part of the Salt Lake Valley lost service for several hours June 18. Turns out, 
the blame lies with a Murray construction crew that was drilling in the wrong spot. 
Comcast says one of its fiber-optic cable lines was severed about 9 a.m. by a crew from 
an unidentified company, working in the road at 5400 South and 700 West. “The fiber-
optic cut was caused by another company not related to Comcast,” said a Comcast 
spokesman. The break caused thousands of Comcast customers to lost service in South 
Jordan, West Jordan, Riverton, Bluffdale, Herriman and parts of Murray and 
Taylorsville. A Comcast company says it now has service restored to most areas 

http://www.sbwire.com/press-releases/sbwire-48201.htm�
http://www.computerworld.com/s/article/9178238/FCC_group_crafting_plans_to_open_up_mobile_spectrum�
http://www.computerworld.com/s/article/9178238/FCC_group_crafting_plans_to_open_up_mobile_spectrum�


 - 24 - 

affected, except parts of Murray and Taylorsville.  
Source: http://www.ksl.com/?nid=148&sid=11224010 

[Return to top]  

Commercial Facilities Sector 

58. June 21, Montgomery Advertiser – (Alabama) Man found dead at Eastdale Mall; 
refrigerant leak near skating rink causes evacuation. The Montgomery Alabama 
Fire Department received a call June 20 about leaking refrigerant near a mall’s skating 
rink. Shortly after, the police department received another call reporting a man dead at 
the same location. The deceased man apparently was at the mall performing janitorial 
services when he died. Officers had blocked off every entrance of the mall while the 
Montgomery Fire Department’s HAZMAT team tried to find the source of an R-22 
refrigerant leak near the mall’s ice-skating rink. The body has been released to the 
coroner, but the cause of death, and whether it was related to the leak, would not be 
known until an autopsy was performed. The mall eventually was closed and employees 
sent home. 
Source: 
http://www.montgomeryadvertiser.com/article/20100621/NEWS01/6210311/Man-
found-dead-at-Eastdale-Mall-refrigerant-leak-near-skating-rink-causes-evacuation 

59. June 21, Associated Press – (Montana) Montana tornado rips roof off sports 
arena. A tornado ripped through two Billings, Montana neighborhoods, peeling the 
roof off a sports arena and several buildings. No deaths or major injuries were reported. 
The tornado touched down at about 4:30 p.m. June 20, running through Main Street and 
damaging about 10 small businesses in the city’s northeast area before quickly 
hopscotching toward the 10,000-seat Rimrock Auto Arena about a half-mile away. 
Wind speeds from the tornado were estimated to range between 111 and 135 mph. The 
only reported injury was from someone hit in the head by a hailstone. City officials 
were also dealing with power outages and flooding from the storm, which sent about 2 
feet of water into many streets. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5hHcrgfHj7ce14kUZTYsvqUIX
fInQD9GFNSPG1 

60. June 20, Chicago Sun Times – (Illinois) Butane explosions injures 3 at Back of 
Yards festival. A butane cylinder exploded June 19 at a street festival in a Chicago 
neighborhood, injuring three women. The eight-ounce canister of butane fuel sitting out 
in direct sunlight exploded in front of the three vendors at a hot dog and ice cream 
stand at the Back of the Yards festival. Five ambulances were sent to the scene as a 
precautionary measure due to the large crowd. The three women were taken to local 
hospitals, but their injuries were not believed to be life-threatening. 
Source: http://www.suntimes.com/news/metro/2410886,explosion-chicago-south-side-
061910.article 
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61. June 20, WCVB 5 Boston – (Vermont) Apartment building explodes, man bady 
burned. An apartment building caught on fire and exploded, leaving one man critically 
injured with severe burns. The Swanton Fire Department arrived just before 8 a.m. June 
19 and found the building up in flames. Six residents were home when the fire erupted, 
and all escaped. A forty-six-year-old man was seriously injured. He is in critical 
condition at a Burlington hospital and being treated for severe burns. Fire officials say 
the explosion blew out the walls of the upper-floor apartments. The building is a 
complete loss. Three vehicles and two nearby homes were also damaged. Officials are 
investigating the cause of the blaze but do not believe it is suspicious.  
Source: http://www.thebostonchannel.com/news/23967662/detail.html 

62. June 20, WISN 12 Milwaukee – (Wisconsin) Pool evacuated, dozens treated 
following chlorine leak. More than two dozen people were hospitalized for breathing 
problems June 19 following a chlorine leak at a public pool in Columbus, Wisconsin. 
Investigators said an equipment malfunction sent undiluted chlorine into the pool at the 
Columbus Area Aquatic Center, forming a visible vapor. The pool was quickly 
evacuated and 15 EMS teams responded to the scene. Twenty-five people were taken to 
hospitals where they were treated and released. 
Source: http://www.wisn.com/news/23966488/detail.html 

63. June 19, Detroit News – (Michigan) Explosives force evacuation of Hartland Twp. 
golf course. The Hartland Glens Golf Course was evacuated June 18 after two 
homemade explosive devices were found on the Livingston County course in Hartland 
Township, Michigan. The devices were found on the outskirts of the course and 
brought into the clubhouse by an employee. Officials cleared the course of about 80 
golfers and Michigan State Police bomb squad members descended on the site. 
Sheriff’s deputies confirmed both devices contained explosive materials — materials 
consistent with “commercial-grade aerial shells.” Michigan State Police rendered the 
devices inoperative, blowing up one in a sand trap on the south side of the 36-hole 
course. The incident remains under investigation. 
Source: 
http://www.detnews.com/article/20100619/METRO04/6190321/1409/METRO/Explosi
ves-force-evacuation-of-Hartland-Twp.-golf-course 

64. June 19, Arkansas Democrat Gazette – (Arkansas) Malvern gas leak empties 
homes. A gas leak that began June 17 at the Kohler plant on the north side of Malvern, 
Arkansas prompted an evacuation that threatened to keep area residents away from 
their homes until June 19. Officials June 19 estimated that a burning process used to 
eliminate the remaining gas in a 9,000-gallon propane tank would take until noon June 
20. A half-mile area around the plant, just east of U.S. 270, was evacuated sometime 
before 10 p.m. June 17. A few dozen residents from roughly 35 homes were displaced. 
A couple of businesses, Ouachita Technical College, and one other industrial plant 
were forced to close. 
Source: http://www.arkansasonline.com/news/2010/jun/19/malvern-gas-leak-empties-
homes-20100619/ 

http://www.thebostonchannel.com/news/23967662/detail.html�
http://www.wisn.com/news/23966488/detail.html�
http://www.detnews.com/article/20100619/METRO04/6190321/1409/METRO/Explosives-force-evacuation-of-Hartland-Twp.-golf-course�
http://www.detnews.com/article/20100619/METRO04/6190321/1409/METRO/Explosives-force-evacuation-of-Hartland-Twp.-golf-course�
http://www.arkansasonline.com/news/2010/jun/19/malvern-gas-leak-empties-homes-20100619/�
http://www.arkansasonline.com/news/2010/jun/19/malvern-gas-leak-empties-homes-20100619/�


 - 26 - 

65. June 18, Bay City News – (California) San Jose Macy’s evacuated due to fire. The 
Macy’s department store at the Westfield Oakridge mall in San Jose, California was 
temporarily evacuated June 18 after a two-alarm fire in the store’s electrical room. 
Crews discovered smoke coming through the electrical room after arriving at the scene. 
The store was evacuated and firefighters had the fire controlled within an hour. 
Customers were allowed to return to the store shortly afterward. The cause is still 
undetermined, but the fire triggered an electrical outage in some other areas of the mall, 
outside of the Macy’s store. No injuries were reported. 
Source: http://www.mercurynews.com/breaking-news/ci_15329980?nclick_check=1 

For more stories, see items 25 and 26  
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National Monuments and Icons Sector 

66. June 21, Arizona Daily Sun – (Arizona) Up in smoke: Schultz fire chars 5,000 acres; 
750 homes evacuated. Three hundred firefighters are battling a 5,000-acre wild-lands 
fire burning northeast of Schultz Pass in Arizona. No structures had been lost as of June 
20, but containment was at 0 percent. The Schultz fire was reported around 11 a.m. 
June 20 near Forest Road 420 — Schultz Pass Road. It was the second major wildfire 
in two days. The Hardy fire south of I-40 Saturday burned 300 acres and forced 170 
homes to be evacuated. Officials on Sunday evacuated Horse Camp along FR 556 and 
about 750 homes in nearby Timberline and Wupatki Trails neighborhoods west of 
Highway 89. About 170 animals from the Second Chance shelter were moved to the 
Fort Tuthill County Park. The shelter had previously been an evacuation site for 
animals at the Coconino Humane Association, which was evacuated June 19 in 
response to the Hardy fire. Northbound Highway 89 was closed at Silver Saddle Road. 
Southbound Highway 89 was closed 2 1/2 miles north of Sunset Crater. The Sunset 
Crater and Wupatki national monuments were closed and evacuated. 
Source: http://www.azdailysun.com/news/local/article_b533ea2a-f302-5748-b8b9-
e7d966dffde4.html 

67. June 21, Pueblo Chieftan – (Colorado) Strong winds stoke spread of Medano 
fire. Infrared map data from a late-night flight June 19 showed that the Medano Fire in 
Huerfano and Saguache counties continued to burn predominately on the Great Sand 
Dunes National Park and Preserve in Colorado, with the fire growing to 4,541 acres. 
Moderate rates of spread were observed by firefighters during periods of strong 
afternoon winds June 20. The eastern flank of the fire has burned onto the San Isabel 
National Forest San Carlos Ranger District. Hot, dry, and windy weather is expected to 
continue through the middle of the week, creating conditions favorable for sustained 
fire growth. Lightning June 6 ignited the fire approximately 4 miles north of the park’s 
visitor center near Little Medano Creek. The fire information officer for the Type-2 
Incident Management Team said the aerial flights were not started until June 18 — and 
then again on June 19 — because it had been too windy to get the planes up. Flights are 
made at night or in the early morning when it is cooler. Fire managers began 
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implementing containment strategies along the eastern flank of the fire June 20. There 
is still no indication when the fire will be considered under control. 
Source: http://www.chieftain.com/article_d466725a-7cef-11df-bfb7-
001cc4c002e0.html 

68. June 19, York Daily Record/York Sunday News – (Pennsylvania) Aryan Nations rally 
remains peaceful despite threats. On June 19, Aryan Nations members and protesters 
shouted threats to spill blood and other acts of violence across the lawn at Gettysburg 
National Military Park in Pennsylvania. The Aryan Nations identifies itself as a white-
supremacist organization, and the group has been named a “continuing terrorist threat” 
by the FBI. Although park officials said they do not support the views of the group, 
they are still obligated to accommodate those exercising their First Amendment rights. 
Multiple law enforcement agencies were in attendance during the two-hour rally, 
including local and national park police as well as officers from Cumberland Township 
and Gettysburg borough. K-9 units patrolled the surrounding areas and a National Park 
Service helicopter buzzed overhead. The white supremacists carried no visible 
weapons, despite earlier statements from a Aryan Nations leader saying the group 
would be armed. Instead, members brandished flags representing the Aryan Nations, 
the Confederacy, and white supremacy. Both Aryan Nations members and protesters 
were required to pass through police checkpoints — where backpacks and pockets were 
searched for potential weapons — before allowed access to the rally. Protesters were 
held in check by police forces. Separating the roughly 70 protesters from Aryan 
Nations members was about 60 yards of open lawn. Police barricades kept the groups 
apart and officers were posted around the area. 
Source: http://www.ydr.com/ci_15333463 
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Dams Sector 

69. June 21, WRAL 5 Raleigh – (North Carolina) Town leaders to discuss solutions for 
Hope Mills Lake. Town leaders June 21 were slated to discuss potential solutions for 
Hope Mills Lake in Hope Mills, North Carolina, which was drained last week after a 
sinkhole was discovered. Engineers were inspecting the integrity of the two-year-old 
dam, which has had leaks in the past, according to Cumberland County authorities. A 
system or structural failure around the drainage system allowed the sinkhole to develop, 
officials said. It was unclear if natural or human-made factors, or a combination of 
them, led to the failure. Efforts to capture an alligator spotted in the lake had nothing to 
do with the situation, the town manager said. The alligator was spotted swimming a 
creek downstream before the lake was emptied. The dam had been under close 
monitoring because of the potential for a breach to cause damage. On Wednesday, they 
noticed silt in water coming out of a relief jet, which normally carries clear water. They 
started gradually releasing water, and by early Thursday, the rate of water loss had 
increased — which meant the lake was draining itself. By 6 a.m., the lake was dry. 
Then, engineers found a sinkhole that had formed underneath the dam, allowing water 
to escape from the lake uncontrolled. Because engineers had started a gradual, 
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controlled release of water, though, a large rush of water through the sinkhole was 
avoided. So far, reports of damage downstream were light. The town has been 
grappling with problems with this dam and an older dam at the lake since 2003. 
Source: http://www.wral.com/news/local/story/7821609/ 

70. June 20, Great Falls Tribune – (Montana) Evacuated families on reservation not 
back home yet. Approximately 35 people voluntarily evacuated their homes on the 
Rocky Boy’s Indian Reservation in Montana on Saturday after a problem arose at a 
dam there. The new evacuees were in addition to the 22 families evacuated Friday 
afternoon, who have yet to return to their homes. “We are in a Level 2 situation with 
our upper agency dam,” the incident commander for the Chippewa Cree Tribe’s 
disaster emergency services said late Saturday night. A Level 2 incident means “there 
is a problem arising [with the dam], not imminent danger,” he said. He noted that 
though there was a problem, the dam had not cracked. He also said the situation had 
been stabilized as of 10:45 p.m. Saturday. The voluntary evacuations came after 22 
families were evacuated Friday as a precaution and because some nearby roads washed 
out. All drainages throughout the reservation were experiencing flooding, the tribe said 
in a statement Friday. The Jon Morsette Vo-Tech Center was made available for 
residents displaced because of the high water. The American Red Cross of Montana 
provided 36 cots and other services at the center. Over the last four days, Rocky Boy 
received 4.8 inches of precipitation, according to the National Weather Service in Great 
Falls. 
Source: http://www.greatfallstribune.com/article/20100620/NEWS01/6200319 

71. June 18, KSFY Sioux Falls – (South Dakota) New dam being built in Skunk Creek to 
prevent future flooding. As flooding still plagues parts of South Dakota, Sioux Falls 
Public Works is accelerating plans to raise levees along the Big Sioux River and put a 
dam in place to help protect against future flooding. Getting these structures up now is 
something that public works said benefits the city. Levees will be raised on Skunk 
Creek and on the Big Sioux River near 41st Street with a dam helping control water 
flow. The future dam is not intended to create energy but to act as a security gate for 
diverted waters should there be too much flooding on the Big Sioux River for the 
spillway on the north side of town to handle. “Here we have a chance of hitting a flood 
every year,” said the principal engineer, “there’s not that much of a chance but there is 
a chance each year that you could have back to back 1 percent flooding.” In the event 
of a massive flood, the spillway can only release a certain amount of water, so the dam 
would then close to prevent flood water from Skunk Creek from flowing into the 
diverted spillway water and causing major flooding for the homes and businesses from 
41st Street to Russell Street. Public works said that without help from city leaders the 
project would take years to finish. 
Source: http://www.ksfy.com/Global/story.asp?S=12673839 
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