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• According to The Washington Post, the U.S. government accused the former chairman of 
one of the nation’s largest mortgage firms of a multibillion-dollar scam Wednesday, 
unveiling what is to date the biggest criminal case related to the crisis that nearly brought 
down the financial system. (See item 16) 

• The Associated Press reports that the federal agency in charge of securing the 
government’s computer systems is unable to monitor the networks or analyze threats in real 
time, and it lacks the authority and staff  necessary to do its job, according to an internal 
report. (See item 40) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. June 17, Hartford Courant – (Connecticut) Copper thieves are stealing power 
lines. Copper crooks have stolen power lines 17 times since November from United 
Illuminating Co. (UI) in Bridgeport, Easton, Fairfield, Orange and other Connecticut 
towns. The thefts total about 6,000 feet of cable, and the most recent incident was last 

http://www.dhs.gov/�
http://www.esisac.com/�
http://www.esisac.com/�


 - 2 - 

week. Copper thefts have been on the increase throughout the country recently, as the 
commodity’s price has risen from $1.29 per pound in early 2009 to a recent high of 
$3.79, before settling back to just above $3 per pound. The rash of copper thefts was a 
first for UI, a spokesman for the the southern Connecticut power company said — even 
though copper briefly climbed above $4 per pound a few years ago. Connecticut Light 
& Power has seen an increase in attempted thefts lately, a company spokesman said. 
Most recently, thieves removed $60,000 worth of copper from a substation in Hartford, 
and were caught when they tried to sell it because scrap dealers alerted police. “The 
incidents have pretty much reflected the price of copper,” he said. “When the price 
goes up, incidents of theft go up, when it goes down, thefts go down.” 
Source: http://www.courant.com/business/hc-copper-theft-0616-
20100616,0,1268056.story 

2. June 17, Associated Press – (California) San Diego tanker truck overturns, 
explodes. Authorities said a double-tanker truck carrying thousands of gallons of 
gasoline exploded into flames in San Diego’s Otay Mesa area after the truck’s rear 
tanker overturned, sending streams of burning fuel into storm drains and forcing the 
evacuation of several nearby businesses. A San Diego fire spokesman said the accident 
happened at about 5:45 p.m. Wednesday, about 1,000 feet east of Interstate 805. By 7 
p.m., the flames had burned themselves out, but several roads remained closed and 
firefighters were still cleaning up the spilled fuel. The driver of the truck escaped 
unhurt. The explosion created billowing black smoke that could be seen for miles. The 
U.S. Department of Transportation is investigating. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/06/17/AR2010061700155.html 

3. June 17, Associated Press – (New Mexico) Farmington seeking to fix power 
issues. Broken equipment at Farmington, New Mexico electricity substations has been 
leading to frequent power outages affecting residents and businesses. Electric utility 
officials said crews are making repairs to prevent the outages. More than 2,900 
households and businesses lost power Wednesday for more than an hour. The 
Farmington Electric Utility System generation manager said similar power outages 
have occurred throughout the city for about two weeks because of the broken electrical 
equipment. Crews planned to continue repairs through Thursday. He said the failures 
mean every time a bird lands on a transformer or a tree limb touches power lines, a 
power outage can take place. He said acts of nature that normally cause a split-second 
interruption are causing the longer power outages. 
Source: http://www.krqe.com/dpp/news/politics/farmington-seeking-to-fix-power-
issues 

4. June 15, CNET – (National) Money trumps security in smart-meter rollouts, 
experts say. In a rush to take advantage of U.S. stimulus money, utilities are quickly 
deploying thousands of smart meters to homes each day — smart meters that experts 
say could easily be hacked. The security weaknesses could potentially allow miscreants 
to snoop on customers and steal data, cut off power to buildings, and even cause 
widespread outages, according to a number of experts who have studied the meters, and 
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looked into smart-grid systems. A new paper out of the University of Cambridge 
highlights privacy concerns from smart meters, as well as security risks caused by 
linking home-area networks, of which smart meters are an initial piece, to utilities. 
“From a hardware perspective, cell phones today are more secure than many of the 
smart meters in deployment,” said a security researcher based in Germany who has 
previously analyzed mobile phone and smart-card security. “Those meters, however, 
may be used as attack vectors into the spheres of power distribution and generation, as 
well as into customer databases at the utilities,” the security researcher said. 
Source: http://news.cnet.com/8301-27080_3-20007672-245.html 

5. June 14, Los Angeles Times – (International) Foreign flagging of offshore rigs skirts 
U.S. safety rules. The Deepwater Horizon oil rig that exploded in the Gulf of Mexico 
was built in South Korea. It was operated by a Swiss company under contract to a 
British oil firm. Primary responsibility for safety and other inspections rested not with 
the U.S. government, but with the Republic of the Marshall Islands — a tiny nation in 
the Pacific Ocean. And the Marshall Islands, a maze of tiny atolls, many smaller than 
the ill-fated oil rig, outsourced many of its responsibilities to private companies. Now, 
as the U.S. government tries to figure out what went wrong in the worst environmental 
catastrophe in U.S. history, this international patchwork of divided authority and 
sometimes conflicting priorities is emerging as a crucial underlying factor in the 
explosion of the rig. Under international law, offshore oil rigs like the Deepwater 
Horizon are treated as ships, and companies are allowed to “register” them in unlikely 
places such as the Marshall Islands, Panama and Liberia — reducing the U.S. 
government’s role in inspecting and enforcing safety and other standards. 
Source: 
http://m.latimes.com/inf/infomo?view=page1&feed:a=latimes_1min&feed:c=nationne
ws&feed:i=54324874&nopaging=1 

[Return to top]  

Chemical Industry Sector 

6. June 17, Wilmington Star News – (North Carolina) EPA tests soil, water around 
Navassa chemical plant. Soil and well sampling is under way this week at the former 
Kerr-McGee Chemical Corp. operation in Navassa, North Carolina and on some nearby 
properties. One of the questions the U.S. Environmental Protection Agency (EPA) 
seeks to answer is whether toxic contaminants from the former creosote wood-treating 
facility are migrating under Sturgeon Creek into wells in a nearby neighborhood. The 
work is being done by the EPA on behalf of Tronox Inc., the company that most 
recently operated the facility. Tronox filed for Chapter 11 bankruptcy protection in 
2009. The activity “is in preparation for a larger sampling event that is going to happen 
in the fall,” the EPA remedial project engineer said this week. Kerr-McGee operated 
from the 1930s until 1974 on nearly 300 acres bordering the Cape Fear River, 
Brunswick River, and Sturgeon Creek. Some of the land was used to store creosote. 
The creosote-manufacturing process created wastewater that was discharged into 
ponds. The facility was dismantled in 1980. The creosote-manufacturing process 
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creates chemical compounds known as polycyclic aromatic hydrocarbons. There are 
thousands of the compounds, ranging from nontoxic to highly toxic. Some have been 
linked to cancer and organ damage. 
Source: 
http://www.starnewsonline.com/article/20100617/ARTICLES/100619693/1177?Title=
EPA-tests-soil-water-around-Navassa-chemical-plant 

7. June 17, Snohomish County Herald – (Washington) Small chemical spill at 
Kimberly-Clark brings hazmat team, fire crews. A chemical spill at a Kimberly-
Clark plant in Everett, Washington Wednesday prompted a large haz-mat response. 
Fire crews and a haz-mat team were called to the plant about 1:45 p.m. The leak 
involved a small amount of cooking acid, a chemical used in the pulping process, the 
plant manager said. Nobody was injured. The spill was less than 100 gallons. A half-
dozen fire trucks responded as part of standard procedure. Firefighters found the area 
contained by the plant’s haz-mat technicians. Firefighters evaluated the haz-mat 
technicians for injuries and washed down their protective suits. 
Source: http://www.heraldnet.com/article/20100617/NEWS01/706179940 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

8. June 17, Richmond Times-Dispatch – (Virginia) North Anna Unit 2 reactor shut 
down again. Dominion Virginia Power’s North Anna Unit 2 nuclear reactor in 
Mineral, Virginia has been shut down for the third time this spring. Figures provided by 
the U.S. Nuclear Regulatory Commission (NRC) showed the 903-megawatt reactor in 
Louisa County, 45 miles northwest of Richmond, was not operational Thursday 
morning. The NRC said the shutdown was the result of an automatic reactor trip that 
appeared to have been linked to a thunderstorm that moved through the area shortly 
after 7 p.m. Wednesday. A Dominion spokesman said Unit 2’s reactor-protection 
system “operated as a result of lightning in the area and caused the unit to shut down.” 
The NRC said the reactor was in hot standby mode Thursday, meaning it could be 
easily restarted. “The unit is expected to return to service soon,” the Dominion 
spokesman said. 
Source: 
http://www2.timesdispatch.com/rtd/business/energy/article/NUKEGAT17_20100617-
075001/351734/ 

9. June 17, Brattleboro Reformer – (Vermont) Hodes faults NRC for Yankee 
oversight. A U.S. Representative from New Hampshire demanded Wednesday that the 
Nuclear Regulatory Commission (NRC) “answer for its lack of heightened oversight of 
the troubled Vermont Yankee nuclear power plant.” In a letter submitted to the 
chairman of the NRC, he wrote that the NRC’s “lax oversight has allowed Vermont 
Yankee to continue operating despite a safety record featuring frequent, repeated 
radioactive leaks.” He also demanded that the NRC shut down the Vernon, Vermont 
plant until a safety has been conducted. “Families in the emergency planning zone have 
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lost faith in regulators that time and time again allowed Vermont Yankee inspections to 
miss radioactive leaks,” stated the Representative, in a press release. Less than one 
month ago, stated the Representative, Yankee underwent security and safety 
inspections as part of a scheduled reactor shutdown. At the time, the Representative 
called on the NRC to keep the plant off line until all leaks at the plant were located, 
repaired, and cleaned up. Since denying the Representative’s request, two new leaks 
were discovered. Both leaks were repaired. The Representative now wants to know 
why the new leaks were not found or taken into consideration before the plant was 
allowed to restart. 
Source: http://www.reformer.com/localnews/ci_15316331 

[Return to top]  

Critical Manufacturing Sector 

10. June 17, Charlotte Observer – (North Carolina) Fire damages Mt. Holly 
plant. Firefighters from Charlotte and seven Gaston County, North Carolina 
departments were needed to battle a two-alarm blaze Wednesday afternoon at a plant 
near Mount Holly, officials said. The fire was reported shortly after 6 p.m. at Buckeye 
Technologies. A Gaston County deputy fire marshal said first-arriving crews reported 
smoke coming from the two-story building, and a second alarm was sounded. More 
than 60 firefighters battled the blaze. The marshal said some crews quickly put out the 
blaze, which he said appeared to have started in a processing machine. Other crews 
searched the building, but authorities said all 50 employees in the plant at the time were 
able to escape safely. Two firefighters were treated for heat exhaustion, as temperatures 
were near 90 degrees with high humidity at the time. Damage estimates were put at 
$250,000. 
Source: http://www.charlotteobserver.com/2010/06/17/1506454/fire-damages-mt-
holly-plant.html 

11. June 17, Bloomberg – (National) Boeing 787 withstands first lightning strike as tests 
advance. Boeing’s new composite-plastic 787 Dreamliner survived its first lightning 
strike with no damage as the plane approaches the halfway point in flight testing, a 
program manager said. The jet was flying last month above Puget Sound, near Seattle’s 
Boeing Field, when it was hit unexpectedly by a lightning bolt during a rare 
thunderstorm in the area, the manager said yesterday. The aircraft’s systems, fuselage 
and wings all appeared to be unscathed, he said. “Post-flight inspections revealed 
absolutely no damage,” he said. Engineers are still studying how lightning affects the 
787, the first jetliner to be built from composite materials instead of traditional 
aluminum. The Dreamliner is more dependent on electricity for controls and other 
systems, with power levels five times higher than on Boeing’s 767. Scheduled 
lightning-strike simulations and tests, mostly on the ground, are planned later this year 
as Chicago-based Boeing completes the U.S. certification for the plane to carry 
passengers, the manager said. Crews have completed more than 1,000 hours of test 
flights and finished 40 percent of the so-called test points needed for approval by the 
U.S. Federal Aviation Administration. The jet is on target to be delivered to the first 
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customer, Japan’s All Nippon Airways Co., by year-end, he said. 
Source: http://www.businessweek.com/news/2010-06-17/boeing-787-withstands-first-
lightning-strike-as-tests-advance.html 

[Return to top]  

Defense Industrial Base Sector 

12. June 17, Naval Open Source INTelligence – (National) Vandenberg conducts test 
launch of Minuteman III missile. Vandenberg Air Force Base in Santa Barbara 
County, California announced Wednesday that it had conducted a successful test 
launch of an unarmed Minuteman III Intercontinental Ballistic Missile. Traveling 4,190 
miles across the Pacific Ocean to a target in the Kwajalein Atoll in the Marshall 
Islands, the missile was made up of parts from the Department of Defense’s three 
nuclear missile bases — F.E. Warren Air Force Base in Wyoming, Minot Air Force 
Base in North Dakota and Malmstrom Air Force Base in Montanta. The test was 
conducted by the Vandenberg-based 576th Flight Test Squadron, which although it had 
been under the command of Vandenberg’s 30th Space Wing, is now part of the Air 
Force Global Strike Command. 
Source: http://nosint.blogspot.com/2010/06/vandenberg-conducts-test-launch-
of.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+blogspot/
fqzx+(Naval+Open+Source+INTelligence) 

13. June 17, Naval Open Source INTelligence – (National) Lockheed offers options for 
replacing NLOS-LS. Lockheed Martin has responded to a U.S. Navy request for ideas 
to replace the canceled Non-Line of Sight Launch System (NLOS-LS). After the U.S. 
Army killed the missiles-in-a-box program, leaving the Littoral Combat Ships without 
a medium-range weapon, the Navy asked the company, which developed the NLOS-
LS’s launch box, for ideas. “We gave them a menu of solutions, things we can fire out 
of that NLOS command launch unit,” said Lockheed’s director of international 
business development for tactical missiles and combat-maneuver systems. “We have 
weapon options out of that box, if you want to retain the box.” 
Source: http://nosint.blogspot.com/2010/06/lockheed-offers-options-for-
replacing.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+bl
ogspot/fqzx+(Naval+Open+Source+INTelligence) 

14. June 16, Delaware County Daily Times – (Pennsylvania) Suspicious package causes 
evacuation at Boeing. A suspicious package delivered to Boeing Co.’s Ridley 
Township, Delaware plant turned out to be a pair of batteries, police said. The package 
was shipped from China to a person at the plant who would not normally receive items 
from that vendor, which served to heighten concern, police said. As a precaution, 
employees assigned to a trailer located at the rear of the complex, off Stewart Avenue, 
were evacuated between about 10 a.m. and noon, and members of the county’s bomb 
unit were called in to examine the package. According to a police spokesman, one of 
the batteries was split, causing interior wires to be exposed — which were picked up in 
an X-ray. “It turned out to be nothing,” he said. “It’s always better to be safe than 
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sorry.” 
Source: 
http://www.delcotimes.com/articles/2010/06/16/news/doc4c18460e162d0569865566.tx
t 

15. June 16, TG Daily – (National) US Army orders hybrid airship for Afghan 
deployment. The U.S. Army has asked Northrop Grumman to design three hybrid 
airships that are capable of providing American soldiers with persistent ISR 
(intelligence, surveillance and reconnaissance) capabilities in Afghanistan. The airships 
— which have been dubbed Long Endurance Multi-Intelligence Vehicle (LEMV) 
systems — will be deployed in just 18 months. “It is critical [for] our warfighters [to 
be] equipped with more enabling integrated ISR capability to tackle today’s and 
tomorrow’s conflicts,” explained a Northrop spokesperson. “[So], we have designed a 
system with plug-and-play capability to readily integrate into the Army’s existing 
common ground station command centers and ground troops in forward operating 
bases.” The LEMVs are expected to be capable of sustaining altitudes of 20,000 feet 
for a three-week period. “It will be forward-located to support extended geostationary 
operations from austere operating locations using beyond-line-of-sight command and 
control. “[Our LEMVs will] meet the Army’s objective of a persistent unblinking stare 
while providing increased operational utility to battlefield commanders.” 
Source: http://www.tgdaily.com/security-features/50238-us-army-orders-hybrid-
airship-for-afghan-deployment 

[Return to top]  

Banking and Finance Sector 

16. June 17, The Washington Post – (National) U.S. government accuses former 
mortgage executive of multibillion-dollar scam. The U.S. government accused the 
former chairman of one of the nation’s largest mortgage firms of a multibillion-dollar 
scam Wednesday, unveiling what is to date the biggest criminal case related to the 
crisis that nearly brought down the financial system. The Justice Department accused 
the former chairman of Taylor, Bean & Whitaker of committing a $1.9-billion fraud 
against investors and the federal government that led to the demise of his firm, and one 
of the nation’s largest regional banks, Colonial Bank in Alabama. But beyond the 
indictment, federal officials described an even wider scheme, and they said the 
collateral damage to federal agencies has only begun to be tallied. The suspect 
allegedly hid how sick it had become, enabling the firm to fraudulently meet 
government conditions and become one of the largest business partners of the Federal 
Housing Administration and Ginnie Mae, federal agencies that cover losses suffered by 
mortgage lenders and their financiers. Federal officials said the scheme caused the two 
agencies’ largest losses ever, totaling at least $3 billion. The officials warned that the 
final figure could be higher. The suspect’s activities could also prove costly to Freddie 
Mac, which helps finance mortgage lending. Freddie Mac officials have said they could 
face losses on more than $1 billion in assets that are at risk because of the Taylor Bean 
and Colonial failures, but they have yet to clarify the ultimate cost. Meanwhile, the 
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Federal Deposit Insurance Corp. paid out $4 billion from its insurance fund to cover the 
collapse of Colonial. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/06/16/AR2010061603438.html?wpisrc=nl_headline 

17. June 17, Virginian Pilot – (Virginia) Va. Beach man charged with smuggling 
holograms. A Virginia Beach man faces an 18-count federal indictment charging him 
with trying to smuggle hundreds of credit card holograms into the country from the 
Middle East. The 26-year-old suspect was arraigned June 17 in U.S. district court. He 
pleaded not guilty to the charges and a magistrate judge set an August 17 trial date. 
Agents with U.S. Immigration and Customs Enforcement arrested the suspect April 19 
when he tried to retrieve a package containing the holograms, which had arrived from 
the United Arab Emirates city of Dubai, according to a court affidavit filed by the 
arresting agent. He apparently realized the move would be risky: “I knew I should have 
waited a week to pick it up,” he told an ICE agent according to the affidavit. 
Holograms can be used as a security device placed on credit and debit cards to prevent 
duplication. 
Source: http://hamptonroads.com/2010/06/va-beach-man-charged-smuggling-
holograms 

18. June 17, Help Net Security – (International) Financial services firms hesitant to 
adopt cloud computing. Today’s financial services firms are avoiding popular IT 
infrastructure investments such as cloud computing, in large part due to data security 
and transparency concerns, according to a survey of 82 of the world’s largest banks, 
investment houses and insurance companies by LogLogic. The survey, which sought to 
uncover the top information technology and security priorities for today’s financial 
services companies, found that essential IT functions, such as security and compliance, 
continue to be the top concern for IT departments industry-wide. While the financial 
services market has traditionally been a leader in adopting cutting-edge information 
technology, few financial services companies said that they have plans to invest in new 
technologies, like cloud computing, this year. In particular, the survey found that: 34 
percent of respondents believe that cloud computing is not strategic to their company, 
while 26 percent of respondents believe their company is risk-averse to cloud 
computing; 58 percent of respondents only plan to invest in essential IT functions, such 
as security and compliance; and finally, more than 75 percent of respondents are 
concerned about increasing government regulation. 
Source: http://www.net-security.org/secworld.php?id=9428 

19. June 17, NBC 4 New York – (New York) FBI: Massive NY mortgage fraud round-
up underway. The FBI is fanning out across New York City to arrest dozens of people 
linked to mortgage-fraud scams. Numerous mortgage brokers, real estate agents and 
lawyers are believed to be among those being taken into custody. The investigation — 
dubbed “Operation Stolen Dreams” - coincides with a recent nationwide crackdown on 
mortgage-fraud suspects with results expected to be announced by a U.S. attorney in 
Washington June 17. A U.S. attorney, and other New York law enforcement officials 
are also expected to announce dozens of arrests at a news conference. And the U.S. 
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attorney in Connecticut is expected to announce criminal charges resulting from three, 
separate mortgage-fraud investigations there. These arrests come one day after FBI 
agents in New Jersey arrested dozens of people there on similar mortgage-fraud related 
charges. In New York, many of the arrests and FBI searches are taking place in 
numerous Queens neighborhoods that were hit hard by the mortgage meltdown. 
Source: http://www.nbcnewyork.com/news/local-beat/FBI-Massive-NY-Mortgage-
Fraud-Round-Up-Underway-96556234.html 

20. June 17, Detroit News – (Michigan) Mortgage fraud ring hit $100M, FBI 
says. Federal prosecutors in Detroit said a local crime ring ran a mortgage-fraud 
scheme that cost lenders more than $100 million, and was used to fund a lifestyle that 
included hot rod cars, international travel, palatial homes — even a helicopter. A 
Fenton, Michigan man and six others were accused June 16 of playing a role in a 
scheme that in four years involved 500 fraudulent loans, and roughly 180 homes in the 
region. “This is the largest mortgage fraud we have seen in terms of the number of 
properties that were involved and the money that was stolen,” a U.S. attorney said in a 
statement. A 43-year-old suspect was identified as the leader of the group accused of 
arranging approximately 500 fraudulent sales and loans, with more than 300 involving 
properties that never changed hands. In other cases, the group hired “straw buyers” to 
purchase homes and secure the loans, according to a criminal complaint filed 
Wednesday by the U.S. attorney’s office in Detroit. The case is one of dozens that local 
prosecutors have handled — and is likely one of many to come, said a California-based 
expert on mortgage fraud. The expert said the fraud, rooted in the relaxation of lending 
standards, can be blamed on the mortgage industry and Wall Street, which packaged 
the loans for investors. 
Source: http://www.detnews.com/article/20100617/BIZ/6170390/Mortgage-fraud-ring-
hit-$100M--FBI-says 

21. June 17, The New New Internet – (International) Paraguyan government website 
hosts phishing data. Phishing gangs are growing increasingly bold, evinced by 
researchers finding phishing data on a Web site owned by the Paraguayan government. 
Sunbelt researchers discovered that a Web site belonging to the Paraguayan 
government is hosting data on banks and insurance companies in the United Kingdom 
gathered through phishing attacks. The researchers have notified the Web site owners 
regarding the data cache. Typically, researchers will sit on the data and try to learn 
more information about the cyber criminals. Hosting stolen data on another server is 
considerably safer for cyber criminals, and operates similar to a “slick” used by spies. 
The data remains accessible but if anyone stumbles upon the data, the police are unable 
to arrest the criminals. 
Source: http://www.thenewnewinternet.com/2010/06/17/paraguyan-government-
website-hosts-phishing/ 

22. June 16, The Register – (International) Eastern European banks under attack by 
next-gen crime app. Banks in Russia and Ukraine are under continued siege by 
criminal gangs wielding a sophisticated, next-generation exploitation kit that hacks the 
financial institutions’ authentication system and then hits it with a denial-of-service 
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attack. The attacks are being carried out with the help of a top-to-bottom revision of 
BlackEnergy, a popular hack-by-numbers toolkit that until recently was used primarily 
to launch DDoS, or distributed denial-of-service, attacks. Eastern European criminal 
gangs are using the expanded capabilities of BlackEnergy 2 to siphon funds out of 
electronic bank accounts and then assault the financial institutions with more data than 
they can handle, said a researcher with security firm SecureWorks’ Counter Threat 
Unit. The attacks, which also use a BlackEnergy 2 module to bypass a Java-based 
application the banks use to authenticate customers online, began near the end of 2009. 
They show no signs of letting up, said the researcher who observed the same modus 
operandi recently. 
Source: http://www.theregister.co.uk/2010/06/16/blackenergy2_ddos_attacks/ 

[Return to top]  

Transportation Sector 

23. June 17, Poughkeepsie Journal – (New York) Bridge workers are taught to spot 
terror signs. Every year, about 17 million vehicles cross the Mid-Hudson Bridge that 
connects Highland and Poughkeepsie, New York. An additional 25 million use the 
Newburgh-Beacon Bridge that connects Newburgh and Beacon, New York. Protecting 
the structures from becoming terror targets has become a main focus of the New York 
State Bridge Authority following recent events, including the Times Square bombing 
attempt, and the Stewart Airport terrorism plot in New Windsor. It was a street vendor 
who alerted the New York Police Department about the smoking Nissan Pathfinder in 
Manhattan. And it was a storage facility worker who helped police prevent four men 
accused of being terrorists from shooting down military planes at Stewart. A warning-
sign training is nearing completion for about 250 Bridge Authority workers in five 
locations. The effort is part of Operation Safeguard — a Department of Homeland 
Security program that involves coordination among state, sheriff and local police 
agencies. 
Source: 
http://www.poughkeepsiejournal.com/article/20100617/NEWS01/6170328/1006/news0
1/Bridge-workers-are-taught-to-spot-terror-signs 

24. June 17, St. Petersburg Times – (Florida) Five-alarm fire on a ship at Port of Tampa 
put out after a four-hour fight. Tampa Fire Rescue had 143 firefighters on duty 
Wednesday morning. At least 100 of them had a part in extinguishing a blaze that 
burned for hours on a 742-foot ship at the Port of Tampa in Florida. The main reason 
for the unusually high manpower: The need to rotate firefighters under a sweltering 
summer sun that sent five of them to a hospital for heat exhaustion. The blaze started 
sometime before 9 a.m., when some of the 32 crew members with the Liberian-flagged 
Sophie Olendorff noticed smoke coming from a conveyer belt that had been off-loading 
rock and gravel for about a day. They tried to fight the fire, but realized they needed 
help. When rescue crews responded, they faced several challenges. The first was 
access, with the fire-damaged conveyor belt arm hanging high above the dock. Then 
there was the nearby sulfuric-acid pipeline that, though not in use, was still a threat. 
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Then a power line on the dock fell onto a fence and started several small grass fires. 
Crews had to protect themselves from the downed line until Tampa Electric workers 
arrived. The Patriot, the department’s new fireboat, passed its first test, shooting 6,000 
gallons of water every minute. The blaze sent a huge plume of smoke above the port 
that was visible for miles. Hillsborough County Fire Rescue helped cover city calls as 
Tampa firefighters rushed to protect the ship. The conveyor was destroyed, but the ship 
remained intact. 
Source: http://www.tampabay.com/news/five-alarm-fire-on-a-ship-at-port-of-tampa-
put-out-after-a-four-hour-fight/1102742 

25. June 17, All Headline News – (International) United Express plane overshoots 
Ottawa airport. A United Express plane from Washington, D.C. slid off the runway of 
Ottawa’s Macdonald-Cartier International Airport in Canada Wednesday. As a result of 
the accident, three people were hospitalized. Flight 8050 had 29 passengers and three 
crew members when the accident happened at around 2:30 p.m. A witness said the 
aircraft landed 100 to 200 meters from the end of the runway and 50 meters from the 
fence. Because of the incident, the landing gear of the aircraft collapsed, with its nose 
pointed downward on the muddy and grassy area at the end of the tarmac. The 
fuselage’s bottom also crumpled. Firefighters immediately disconnected the plane’s 
batteries and checked its fuel escapes, but found there was no risk of a fire or 
explosion. The crew and passenger who had to be sent to a hospital for treatment were 
the pilot, who had a pulled neck muscle, the co-pilot who had scrapes and a leg cut, and 
an elderly woman passenger who also suffered a neck injury. Trans States Airlines, 
which operates the United brand, will investigate the cause of the crash. The aircraft is 
manufactured by Brazilian firm Embraer. The airport’s operations were normal despite 
the crash. 
Source: http://www.allheadlinenews.com/articles/7019018997?United Express Plane 
Overshoots Ottawa Airport 

26. June 16, Denver Post – (Colorado) Abandoned suitcase causes alert in 
Englewood. An abandoned suitcase below a bridge at a light rail station caused an 
evacuation and detours for public transit near Englewood Civic Center in Englewood, 
Colorado June 16. The bag was discovered just before 6 p.m. “The Bomb Squad 
rendered safe the suitcase at 8:08 p.m.,” according to a press release from the 
Englewood Police Department. The Englewood Civic Center and library were closed, 
and several nearby apartments were also evacuated. The light rail was briefly closed, 
with buses ferrying commuters between West Evans Avenue and as far north as West 
Oxford Avenue, before trains were allowed to continue through the station but not stop, 
said a Regional Transportation District spokeswoman. 
Source: http://www.denverpost.com/news/ci_15314231 

27. June 16, Air Cargo World – (National) FAA penalizes safety violations. Two airlines 
and three shippers face civil penalties of up to $150,000 from the Federal Aviation 
Administration (FAA) for alleged violations of Federal Aviation Regulations or U.S. 
Department of Transportation (DOT) Hazardous Materials Regulations. The FAA’s 
proposed penalties are against: Lion Mentari Airlines, Malaysia ($150,000) for 
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allegedly shipping a chemical oxygen generator inside an unmarked metal case from 
Kuala Lumpur to Dallas, Texas. DOT classifies chemical oxygen generators as a 
hazardous material, and they may not be shipped on passenger-carrying aircraft. Trans 
States Airlines, Bridgeton, Missouri ($121,000) for allegedly operating four flights 
from Norfolk, Virginia to Miami in September and October 2008, that flew more than 
50 nautical miles from the nearest U.S. shoreline. The FAA alleges the aircraft did not 
carry the required safety equipment. Shanghai Fountainhead Electronics Co, Shanghai, 
China ($70,000) for allegedly violating DOT hazardous-materials regulations by 
offering 12 boxes of lithium-ion phosphate rechargeable batteries for shipment by air to 
the U.S. aboard a passenger-carrying aircraft. Stewart & Stevenson, Houston ($53,000) 
for allegedly shipping a box containing eight gallons of touch-up paint to FedEx for 
transportation by air when the package was not properly identified as containing 
hazardous materials and was not accompanied by the appropriate documentation. SOS 
Global Express, New Bern, North Carolina ($50,000) for violating DOT hazardous-
materials regulations by allegedly offering 15 boxes of lithium-ion batteries for 
shipment by air aboard a passenger-carrying aircraft. 
Source: http://www.aircargoworld.com/News/June-2010/FAA-penalizes-safety-
violations 

For another story, see item 2  
 
[Return to top]  

Postal and Shipping Sector 

28. June 17, Dayton Daily News – (Ohio) 2 ‘bottle bombs’ detonated near home of 
Oakwood school officials. Police are asking for the public’s help in finding the 
individuals who constructed “bottle bombs” filled with BB-gun ammunition and other 
chemicals that exploded outside the homes of two Oakwood Schools employees this 
weekend. The public safety captain said the residents of both homes in Oakwood, Ohio 
were sleeping, and no one was injured. One bottle exploded inside a mailbox attached 
to a house and the other blew up in a front yard at about 2 a.m. June 12. “This appears 
to be targeted because of the direct (school) relation between the two victims,” a 
detective said. “Whoever is responsible for this went above and beyond what is 
normally used to create such devices. They intentionally put projectiles in the device 
that are capable of causing serious harm to persons or property.” Materials were placed 
in the sealed, personal-size water bottles to create a chemical reaction, causing the 
bottles to explode. The first explosion occurred in the mailbox of a high school 
teacher’s house on Fairmont Avenue. A few minutes later, a bottle exploded in the yard 
of the Oakwood high school athletic director located three blocks away on Oak Knoll 
Drive. 
Source: http://www.daytondailynews.com/news/crime/2-bottle-bombs-detonated-near-
home-of-oakwood-school-officials-766093.html 

29. June 16, Arizona Republic – (Arizona) Mayo Clinic’s letter with white powder sent 
to FBI. Scottsdale, Arizona police and fire have handed over a letter containing a white 
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substance delivered to a Scottsdale hospital to the U.S. Postal Inspector and FBI for 
investigation, police said. The two groups will try to determine who sent the letter, 
which was found to be non-hazardous, a Scottsdale officer said. An employee in the 
mailroom at the Mayo Clinic on 134th Street and Shea Boulevard discovered a letter 
that contained a white, powdery substance at 1:30 p.m. Monday. The mailroom 
supervisor called police. While the letter caused no injuries or evacuation, four 
employees were treated as a precaution, the officer said. 
Source: http://www.azcentral.com/news/articles/2010/06/16/20100616scottsdale-FBI-
mayo-letter-abrk0616.html 

[Return to top]  

Agriculture and Food Sector 

30. June 16, Associated Press – (National) Regulators consider broadening testing for 
E. coli. The food industry and government regulators have focused for years on finding 
the most virulent strain of E. coli bacteria, which every year sickens thousands. But 
they don’t regularly test for six less common E. coli strains that can cause illnesses 
equally as serious. Industry officials said tests aren’t available to do widespread 
monitoring of these other strains, but food-safety advocates have begun pushing the 
government to step up surveillance after several outbreaks. The food industry screens 
for the most prevalent strain, O157:H7, which belongs to a class of E. coli that 
produces a sickening toxin and causes an estimated 73,000 illnesses each year. 
Symptoms include bloody diarrhea, dehydration and, in severe cases, kidney failure. It 
is the only strain the U.S. Department of Agriculture considers an adulterant in meat, 
requiring regular screening and recalls. Six other E. coli strains that also produce the 
toxin account for the majority of of non-O157 E. coli cases — estimated at 30,000 
illnesses in the U.S. each year, according to the Centers for Disease Control and 
Prevention. But just 5 percent of public health laboratories nationally test for these 
strains, so there is no reliable way to know whether the number of illnesses is 
increasing. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5jZz8LSjhfQyF2h96n6BHdcw1
2iIAD9GCE8A01 

31. June 15, Food Poison Journal – (Delaware) Listeria, Brucellosis cases linked to raw 
dairy in Delaware. Delaware Division of Public Health (DPH) and Social Services 
issued a press release June 14 identifying simultaneous cases of Brucellosis in a 58-
year-old female New Castle County resident and Listeriosis in a 44-year-old male in 
Sussex County. Both of the ill persons appear to be recovering, although the person 
with Listeria remains hospitalized. These illnesses are both bacterial infections that 
primarily affect those consuming or coming into contact with contaminated animals or 
animal products, most commonly the consumption of raw food or dairy products. In 
both instances, the patients had consumed raw dairy products prior to becoming ill, and 
the individual with Listeria had also been handling raw poultry products. No other risk 
factors have been identified. The sale of raw dairy products is prohibited in Delaware. 
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Source: http://www.foodpoisonjournal.com/2010/06/articles/food-poisoning-
information/listeria-brucellosis-cases-linked-to-raw-dairy-in-delaware/ 

[Return to top]  

Water Sector 

32. June 16, Water Technology Online – (California) California Water Board releases 
list of 1,700 severely polluted waterways. According to the California State Water 
Resources Control Board, there are more than 1,700 beaches, rivers, lakes and coastal 
waters that are severely polluted or “impaired.” Every two years, the state water board 
is required to create a list of seriously polluted water bodies, known as the “303(d) list,” 
after Section 303(d) of the Clean Water Act. The list, which was formerly adopted June 
15, indicates that more than 90 percent of Californians live within 10 miles of a 
severely polluted waterway. 
Source: http://watertechonline.com/news.asp?N_ID=74316 

33. June 14, WRAL 5 Raleigh – (North Carolina) Vandalism causes sewer overflow in 
Raleigh. Raleigh, North Carolina, authorities said a case of vandalism caused a sewer 
to overflow for five days. City staff were alerted to the overflow from a sewer main 
next to 106 WineSap Place at 5:50 p.m. June 11. The overflow was stopped by 9 p.m. 
that night. However, authorities estimated the overflow had occurred for approximately 
five days before being reported. During that time, an estimated 48,000 gallons of 
sewage entered a private-water impoundment and an unnamed tributary of Marsh 
Creek. The overflow was caused by vandalism to a sanitary sewer manhole, authorities 
said. 
Source: http://www.wral.com/news/news_briefs/story/7775933/ 

For another story, see item 65  
 
[Return to top]  

Public Health and Healthcare Sector 

34. June 15, All Headline News – (Arizona) Dengue fever reported in Arizona. Cases of 
the rare tropical disease dengue fever have been reported in Arizona. The cases are in 
patients who have recently traveled to Mexico, according to reports. Health officials 
indicated the disease is contracted through mosquitoes in tropical parts of the world 
such as Mexico, the Caribbean and Cuba. Symptoms include headache, fever, severe 
muscle and joint pain, and a rash. Although most people who contract the disease in the 
United States end up in the hospital, death is a rare occurrence. The disease is passed 
though mosquitoes, but the chance of someone in the U.S. contracting it is extremely 
low, experts reported. Health officials urge anyone traveling to a tropical region to wear 
bug spray, long pants and long-sleeve shirts for protection. There has also been a recent 
outbreak of dengue fever in the Florida Keys. 
Source: http://gantdaily.com/2010/06/15/dengue-fever-reported-in-arizona/ 
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35. June 14, Rochester Post-Bulletin – (New York) Police suspect vandals opened 
oxygen tank at Rochester business, courting explosion. Authorities suspect vandals 
opened a valve of a liquefied oxygen tank at a southwest Rochester, Minnesota 
business the night of June 11, releasing a vapor cloud and setting the stage for a 
possible explosion. A battalion commander with the Rochester Fire Department said 
firefighters were called to Northwest Respiratory Services in a commercial area near 
the Rochester International Airport at 11 p.m., after a Rochester Public Utilities 
employee noticed the large cloud while driving by. The tank is surrounded by a chain-
link fence, but a gate was not secured with a padlock, firefighters said. The fire 
department’s chemical assessment team responded to the call and did air monitoring. A 
gas-powered fan was set up to direct the vapor cloud away from the container to help 
determine the cause of the leak. None of the businesses in the commercial district were 
occupied at the time of the incident, and no evacuations were necessary. It is unknown 
how much product was lost. 
Source: 
http://www.postbulletin.com/newsmanager/templates/localnews_story.asp?z=2&a=457
011 

For another story, see item 29  
 
[Return to top]  

Government Facilities Sector 

36. June 17, Computer Weekly – (National) New cyber security threats facing the public 
sector. The U.S. government is investing heavily in cyber security after the recent 
attacks on Google pushed the issue of targeted Internet security breaches up the agenda. 
Security experts said the attacks represent a new kind of security assault that can 
overcome the defenses of even sophisticated companies such as Google. They are 
carried out by “motivated” and organized people, and are targeted at a specific 
organization, according to the head of enterprise security services at Detica, who spoke 
at the recent conference on Modernizing Justice Through IT. The types of attacks 
Google experienced may be infrequent, but the Detica head predicts they will likely 
increase as Internet use grows, and business systems increasingly rely on cloud 
computing. Some attacks might stem from the stereotypical “casual attacker” - a 
teenager in his bedroom - but cyber attacks are also increasingly becoming a way for 
hostile foreign states to attack other countries as the technology gets more 
sophisticated. He said more people will get the skills needed to launch assaults on the 
systems of any organization with the aim of getting hold of data, causing operational 
problems, or making a political point. 
Source: http://www.computerweekly.com/Articles/2010/06/17/241633/New-cyber-
security-threats-facing-the-public-sector.htm 

37. June 17, St. Louis Post-Dispatch – (Missouri) Two held on charges of keeping stolen 
explosives. Two Franklin County, Missouri residents face federal charges after 
allegedly possessing and hiding nine pounds of stolen military plastic explosives, 
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possibly for use to defend a drug lab. The two suspects face charges of conspiracy to 
possess, and possession of, stolen explosives. The indictment said that sometime 
between January and March of 2009, the male suspect gave a bag of stolen C-4 to the 
female suspect, who agreed to hide it. She hid it on the side of the road before moving 
it to a trailer on her parents’ property, the indictment said. The female suspect allegedly 
later gave the C-4 back to the male suspect. Federal prosecutors and investigators 
declined to comment on the case. But a Franklin County sheriffs official said that local 
investigators first heard rumors during a drug investigation in March 2009 that 
explosives were going to be used to booby-trap a drug lab. 
Source: 
http://www.stltoday.com/stltoday/news/stories.nsf/laworder/story/26BA7436F3407B1F
862577450001AC75?OpenDocument 

38. June 16, WALB 10 Albany – (Georgia) College bomb scare follows gang activity 
warning. An early morning bomb scare closed down Bainbridge College in 
Bainbridge, Georgia Wednesday. The college was already on heightened alert for gang-
related activity. The bomb threat turned out to be a false alarm but authorities used the 
experience as a training opportunity. Bainbridge College’s campus is usually pretty 
quiet during the summer. But Wednesday morning, a bomb threat completely cleared 
the campus of students. “I wasn’t there this morning,” said a criminal justice student. 
“But they said it was chaos and for me, I’m glad I wasn’t here.” Just the day before, 
someone called authorities about a possible shooting. The college sent students an 
email warning to be on the lookout for gang-related activity. “It makes me feel 
threatened at the school,” the student explained. “Because you see all these things that 
are going on at different schools across the country.” 
Source: http://www.walb.com/Global/story.asp?S=12661390 

39. June 16, The Washington Post – (Virginia) Fake IDs could be helping thieves gain 
access to government offices in Arlington. Arlington County police and federal 
authorities are investigating a series of recent thefts from office buildings that they 
think have been carried out by people who have been posing as legitimate workers with 
fake identity badges. Authorities said they think the suspect or suspects have been 
hanging around entrances to office buildings, including those that house government 
offices, and have been gaining entry by following workers inside or being allowed in. 
Law enforcement officials said it appears the thefts target personal possessions — such 
as wallets, purses, credit cards and cash — belonging to those who work in the offices. 
Law enforcement agencies urged people to use caution when allowing anyone into 
secure buildings and to always ensure that people wearing badges scan themselves in. 
Arlington police said they are looking into the cases along with the U.S. Secret Service. 
A spokesman for the Secret Service declined to comment because of the ongoing 
investigation. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/06/15/AR2010061505326.html 

40. June 16, Associated Press – (National) Report: US lacks staff, power to protect 
networks. The federal agency in charge of securing the government’s computer 
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systems is unable to monitor the networks or analyze threats in real time, and it lacks 
the authority and staff it needs to do its job, according to an internal report. The U.S. 
Computer Emergency Readiness Team must share information about threats and trends 
more quickly and in greater detail with other federal departments so they can better 
protect themselves, the audit said. Issued Wednesday by the Homeland Security 
Department’s inspector general, the report lays out criticism that long has been aired by 
U.S. officials and outside experts who say the government’s computer systems are 
vulnerable to attacks, are persistently probed, and lack the needed management and 
security standards. In a detailed response to the report, a DHS undersecretary noted that 
the inspector general did not make a recommendation on how the agency could gain 
more enforcement authority. But, he said the agency agrees that giving DHS more 
formal authority would be helpful. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5jeJuiMAFRVHbgrn_TtAO5eG
kRV_QD9GCL3S00 

41. June 16, National Nuclear Security Administration – (California) NNSA saves $4 
million disposing of contaminated excess machine tools at Sandia California. The 
National Nuclear Security Administration (NNSA) Wednesday announced that it has 
removed contaminated excess machine tools at Sandia National Laboratories in 
California under a low-cost plan that saved taxpayers millions by forging an innovative 
partnership with an outside vendor. “After overcoming several disposition challenges, 
we successfully executed a strategy that resulted in significant savings to NNSA and 
American taxpayers,” said the Deputy Associate Administrator for Infrastructure and 
Environment. “The removal of the contaminated tools at Sandia, California is another 
example of NNSA’s commitment to turning a Cold War-era nuclear weapons complex 
into a 21st century nuclear security enterprise.” The lab’s Building 979 housed machine 
tools that had been used to support a wide array of research and development projects 
since the early 1990s. That work was completed in recent years, resulting in a 
determination that the tools were no longer needed by the Department of Energy and 
NNSA, and could be disposed of as excess. Potential reuse of the tools was 
complicated because of contamination, but the cost for disposing the tools at the 
Nevada Test Site was estimated at more than $4 million. Looking to most efficiently 
utilize taxpayer dollars, Sandia contacted NNSA’s Office of Infrastructure and 
Environment to determine if there was a lower-cost method to dispose of the tools. 
Source: 
http://www.yourindustrynews.com/nnsa+saves+$4+million+disposing+of+contaminate
d+excess+machine+tools+at+sandia+california_50720.html 

42. June 15, Foster’s Daily Democrat – (New Hampshire) Fire extinguished on 
Stratotanker at Pease. A small fire that broke out aboard a KC-135 Stratotanker 
brought emergency crews to the Portsmouth International Airport at Pease in 
Portsmouth, New Hampshire Monday. Around 11:20 a.m., crews from within the New 
Hampshire Air National Guard section of the airport responded to a small fire from an 
auxiliary power unit aboard the aerial refueling military aircraft, according to airport 
manager. That engine is used to power the aircraft when it is on the ground. The fire 
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was immediately put out by crew members using fire extinguishers and no injuries 
were reported. “It was pretty much a very small incident in the grand scheme of 
things,” the airport manager said. 
Source: 
http://www.fosters.com/apps/pbcs.dll/article?AID=/20100615/GJNEWS_01/70615985
9/-1/FOSNEWS 

43. June 15, Fox News – (National) Pentagon launches salvo in war to protect an army 
of 7 million. The Pentagon has unveiled a Cyber Command center, designed to shield 
the military’s 15,000 networks and more than 7 million computers from foreign hacker 
attacks, that will pool resources from a variety of military intelligence agencies to 
proactively prevent assaults. It’s a preemptive, all-out attack on the more than 100 
foreign intelligence agencies working to penetrate American computer systems and 
steal U.S. weapons technology. “America’s very wealth and strength make it a target in 
cyberspace. And one of the pillars of that strength, our military, is at risk,” said the 
commander of USCYBERCOM (and the National Security Agency), in remarks at the 
Center for Strategic and International Studies in Washington. The Pentagon has 
developed systems that monitor foreign communications to detect intrusions even 
before they reach American networks — and to repel them with automated defenses 
once they arrive. It’s preemptive cyberwarfare, and it’s designed to protect every 
American military network in the world. 
Source: http://www.foxnews.com/scitech/2010/06/15/pentagon-cyber-command-cyber-
war/ 

[Return to top]  

Emergency Services Sector 

44. June 16, Charleston Gazette – (National) TSA exercise joins Ohio, W.Va. 
responders. More than 300 law enforcement and military personnel from West 
Virginia and Ohio swept through a 100-mile stretch of the Ohio Valley Wednesday, 
familiarizing themselves with the area’s industrial infrastructure and learning how other 
agencies respond to emergencies. The Visible Intermodal Prevention and Response 
(VIPR) exercise involved brief visual inspections of power and chemical plants, rail 
and riverboat terminals, lock and dam complexes, and natural gas pipelines from New 
Haven in Mason County, West Virginia to Russell, Kentucky. The Kanawha River 
from Point Pleasant, West Virginia to the John Amos power plant near St. Albans, 
West Virginia also was covered. VIPR team members used helicopters, emergency 
vehicles, reconnaissance aircraft, Coast Guard patrol boats and watercraft from the 
Divisions of Natural Resources in West Virginia and Ohio to conduct the exercise. 
Mobile command centers from the Transportation Security Administration, the West 
Virginia Office of Homeland Security and Emergency Management and the Ohio 
Highway Patrol were set up at the Robert C. Byrd Lock and Dam complex at Gallipolis 
Ferry to coordinate communications and collect data from the field. 
Source: http://wvgazette.com/News/201006160894 
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45. June 16, Dallas News – (National) FEMA has no disaster plan for disabled, official 
testifies. The Federal Emergency Management Agency (FEMA) acknowledged 
Tuesday that it has failed to implement a natural disaster plan for the disabled, and told 
a congressional panel that the agency lacks the resources to put a plan in place. 
FEMA’s senior adviser on disability issues and director of the Office of Disability 
Integration and Coordination said FEMA has developed a plan to evacuate, shelter and 
supply disabled people in a disaster. However, she told a panel of the House Committee 
on Homeland Security that her agency has only one, paid full-time position, and a 
working budget of $150,000. Panel members encouraged her to establish a voluntary 
registry of potential disaster victims who are disabled so that rescuers could help them 
evacuate. FEMA’s senior adviser replied that her current budget does not provide for 
the staffing needed to create such a registry. Moreover, a registry without the funding 
to backup services would give false hope to victims in need of assistance, she said. 
Source: http://www.dallasnews.com/sharedcontent/dws/news/nation/stories/DN-
fema_16nat.ART.State.Edition2.297c953.html 

For another story, see item 48  
 
[Return to top]  

Information Technology Sector 

46. June 17, Sophos – (International) Romance and Skype deliveries plundered by 
spammers. The spam campaign that a SophosLabs researcher has blogged about for 
the last few days has morphed again, adopting a range of new disguises. The most 
prevalent messages SophosLabs is intercepting claim to come from Skype with the 
subject line “We’ve delivered your purchase” and have an attached file called (rather 
unimaginatively) file.html. Opening the attached file, which Sophos detects as 
JS/Redir-BO, redirects the browser to a Canadian pharmacy Web site selling online 
drugs such as Viagra and Cialis. As in the previous examples of the attack, there is no 
text in the message body. It’s not just the Skype disguise, however that is problematic. 
SophosLabs is also seeing many other subject lines with the filename photo.html. 
Again, Sophos detects the file as JS/Redir-BO. The spam campaign is now using a file 
attachment called open.html, which Sophos still detects as JS/Redir-BO. 
Source: http://www.sophos.com/blogs/gc/g/2010/06/17/romance-skype-deliveries-
plundered-spammers/ 

47. June 17, SC Magazine – (International) Pornographic sites now account for more 
than a third of websites, as incidents of cyber squatting persist. Adult-oriented Web 
sites now account for over a third of sites on the Internet. A report by Optenet found 
that Web sites related to online role-playing games have grown by 212 percent, while 
Web sites that contain violence, terrorism content and illegal drugs purchase have also 
increased. From the perspective of Web sites being hijacked and hosting such content, 
the chief marketing officer of MarkMonitor claimed that the company had seen a surge 
of events where credentials have been compromised and a domain name had been 
hijacked. He said: “We have seen it from pornography to malware, and most notably in 
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Puerto Rico and in New Zealand where Web sites had issues with the registry being 
defaced. It is a security issue, but it is odd as all types of security measures are in place. 
It costs hundreds of dollars to deploy security, so it is strange that registrants are not 
working with registrars to stop this.” Asked how long a typical “cyber squatting” action 
could last for, the chief marketing officer said that MarkMonitor does have a measure 
of actions, and had found 250,000 instances that lasted for months. 
Source: http://www.scmagazineuk.com/pornographic-sites-now-account-for-more-
than-a-third-of-websites-as-incidents-of-cyber-squatting-persist/article/172666/ 

For another story, see item 50  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

48. June 17, WNEM 5 Saginaw – (Michigan) Area phone line problem disables 911 
services. A phone line problem in Lapeer County, Michigan caused outages with 911 
services June 17. According to Central Dispatch, anyone living in the Dryden, Almont 
and Metamora areas were not able place a 911 call from a land line. The outage 
affected residents with exchange numbers 678, 798 and 796. Dispatchers said the 
problem is though Verizon. The phone company has crews working to repair the 
problem. 
Source: http://www.wnem.com/news/23930312/detail.html 

49. June 17, IDG News Service – (National) High-speed Internet rules might prove 
costly. Proposed regulation of high-speed Internet service providers by the U.S. 
government could cost the economy at least $62 billion annually over the next five 
years and eliminate 502,000 jobs, according to a study released by New York Law 
School. The report estimates that broadband providers and related industries may cut 
their investments by 10 percent to 30 percent from 2010 to 2015 in response to 
additional regulation. At 30 percent, the economy might sustain an $80-billion hit, 
according to the director of the law school’s Advanced Communications Law & Policy 
Institute, which released the report June 16. “There will be follow-on effects in the 
whole ecosystem,” said the president of technology researcher Entropy Economics in 
Zionsville, Ind., who co-authored the study with the director. “A diminution of 
investment by the big infrastructure companies will reduce network capacity, new 
services, and investment by all the ecosystem companies,” such as application 
providers and device manufacturers, he said in an interview. 
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Source: 
http://www.businessweek.com/technology/content/jun2010/tc20100616_751009.htm 

50. June 17, Infoworld – (International) iPad hack not so harmless. The hack of iPad user 
info on the AT&T site may be much worse than an embarrassment, according to a 
security researcher who specializes in mobile devices. On his blog, the IOActive 
researcher said the Integrated Circuit Card IDs (ICCIDs) exposed in the iPad attacks 
are intended to be public. But he noted that hackers could exploit lax security in other 
areas of AT&T’s GSM network and, using the e-mail addresses exposed in the attacks, 
attack iPad accounts and gain access to sensitive information. According to the 
researcher, the problem is with the way AT&T (and other carriers, potentially) use the 
public ICCID values to generate non-public device IDs. In particular, he claims that the 
public ICCID is used to calculate an identifier known as the IMSI, a unique number 
used to authenticate a phone to a GSM network when that device first starts up. Rather 
than storing IMSI’s exclusively in a secure and centralized database, AT&T has 
decentralized IMSI generation — basically allowing retail outlets and others who are 
responsible for onboarding new mobile devices to calculate it on the fly, given the 
ICCID. That’s a decision, according to the researcher, that opens up AT&T customers 
and the 100,000 or so high-visibility iPad users to a number of potential — though at 
this point hypothetical — attacks. 
Source: http://www.infoworld.com/t/leak-prevention/ipad-hack-not-so-harmless-508 

51. June 16, IDG News Service – (National) FCC eyes first step toward broadband 
regulation. The U.S. Federal Communications Commission (FCC) is scheduled to vote 
on the first step toward reclassifying broadband as a regulated, common-carrier service, 
despite objections from many U.S. lawmakers and broadband providers. The FCC was 
scheduled to vote June 17 on a notice of inquiry on new legal frameworks for enforcing 
network neutrality rules, redirecting telephone subsidies to broadband, and 
implementing other parts of the agency’s national broadband plan. In a notice of 
inquiry, or NOI, the FCC seeks public comment on a topic. NOIs often lead to FCC 
rulemaking proceedings. The NOI follows a U.S. appeals court decision in April stating 
the FCC did not have the authority to enforce informal net neutrality rules in a case 
involving Comcast’s throttling of some peer-to-peer traffic.The FCC Chairman has 
suggested that the appeals court ruling means the FCC has little authority to regulate 
broadband, and reclassifying broadband from a largely unregulated information service 
to a regulated common-carrier service would restore some of the agency’s authority. 
Under the chairman’s plan, the FCC would forbear from applying most of the common-
carrier regulations under Title II of the Telecommunications Act to broadband. The 
main goals would be to create net neutrality rules prohibiting broadband providers from 
selectively blocking Web content, to reform the Universal Service Fund that now 
subsidizes telephone service in poor and rural areas, and to require broadband providers 
to give customers more information about the speeds and quality of service they 
receive, the chairman has said. 
Source: 
http://www.computerworld.com/s/article/9178144/FCC_eyes_first_step_toward_broad
band_regulation 
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52. June 16, eWeek – (International) Twitter warns of more outages amid World Cup 
excitement. The Twitter outages that have plagued the microblog service for hours at a 
time could last into July, as Twitter engineers have discovered more issues that could 
trigger inadvertent downtime, the company said June 15. The worst Web services 
outage was due to a failure in timeline caching. Twitter said it may perform 
maintenance on the site over the next two weeks, with advance notice, and not during 
World Cup games. Twitter has suffered roughly 5 hours of downtime in June thus far. 
People have not seen the famous Fail Whale so much since October 2009, when 
Twitter went kaput for 5 hours and 16 minutes, according to Pingdom. 
Source: http://www.eweek.com/c/a/Web-Services-Web-20-and-SOA/Twitter-Warns-
of-More-Outages-Amid-World-Cup-182416/ 

53. June 15, Associated Press – (National) AT&T ends test of data limits for DSL 
subscribers. AT&T Inc. recently imposed limits on the data consumption of its 
customers with smart phones, but it has ended a test of such limits for home Internet 
connections. The phone company confirmed Tuesday that it is no longer holding DSL 
subscribers in Reno, Nevada, and Beaumont, Texas, to data-consumption limits and 
charging them extra if they go over. With AT&T’s retreat, no major Internet service 
provider is championing the idea of charging subscribers for their data usage. Time 
Warner Cable Inc. was a major proponent of the idea and also conducted a trial in 
Beaumont, but backed away last summer after its plan to expand metered billing to 
other cities met fierce resistance from consumers and legislators. AT&T’s trial started 
in November 2008 in Reno, and was later extended to Beaumont. It ended April 1 this 
year, said an AT&T spokeswoman. The end of the trial was reported this week by the 
blog Stop The Cap. At the start of the test, Dallas-based AT&T limited traffic to 20 
gigabytes per month for users of its slowest DSL service. The limit increased with the 
speed of the plan, up to 150 gigabytes per month. Those who exceeded the limit paid 
$1 per gigabyte. In practice, e-mail and Web use did not take subscribers close to the 
limits, but online video services, videoconferencing and game downloads could. AT&T 
and Time Warner Cable said the caps were a way to curb “bandwidth hogs” — 
subscribers who consume an inordinate amount of data, slowing down service for other 
subscribers. Time Warner Cable set much lower initial limits than AT&T in its trial, 
starting at 5 gigabytes per month. 
Source: 
http://news.yahoo.com/s/ap/20100616/ap_on_hi_te/us_tec_techbit_internet_caps 

[Return to top]  

Commercial Facilities Sector 

54. June 17, Huron Daily Tribune – (Michigan) All Thumb beaches safe for 
swimming. According to beach testing results issued late Wednesday afternoon, all 
Thumb beaches in Huron County, Michigan are safe for swimming. Test results from 
this week’s beach sampling program found low levels of E. coli at the area’s 13 
beaches. A beach is closed because of unsafe E. coli levels in deep waters when the 
daily geometric mean of three samples collected in 3 to 6 feet of water exceeds 300 E. 
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coli colonies per 100 ml. of water. About 30 ml. equal 1 fluid ounce. The test results 
issued by the Huron County Health Department show levels at all 13 beaches were less 
then 10 E. coli colonies per 100 ml. of water. The exact geometric mean for each 
beach, however, was not disclosed. Instead, the test results were listed by sampling 
point (i.e. on the right, left and middle of each beach). This is the second week of this 
summer’s weekly beach-testing program. So far, there has been one beach closed 
because of high E. coli levels. That closure took place last week when health officials 
closed the Port Crescent State Park day use beach June 8 and reopened it June 9. 
Source: 
http://www.michigansthumb.com/articles/2010/06/17/news/local_news/doc4c1a080c50
69a031283586.txt 

55. June 16, KUSA 9 Denver – (Colorado) Explosive device found in apartment. Police 
have closed parts of Washington Street and 14th Avenue in Denver after an explosive 
device was found in an apartment June 16. Police received a call shortly after 10 a.m. 
about the device inside the Washington Apartments. Once inside, police found a pipe-
bomb-like device. Police called the bomb squad who later disarmed the device. Police 
evacuated the apartment building and searched the apartment for additional devices. 
Source: http://www.9news.com/news/local/article.aspx?storyid=141166&catid=346 

56. June 15, KTVB 7 Boise – (Idaho) Meridian theater complex reopened after mercury 
spill. The Majestic Cinemas in Meridian is back to business June 16, after being shut 
down due to a small mercury spill. Meridian Fire Department officials said the spill 
was very small, but that was enough to close the theaters and send employees home as 
a precaution. About a handful of theater employees had their shoes tested for mercury. 
Many were wearing booties as protection from exposure. Haz-mat crews worked 
overnight June 15 to clean up. 
Source: http://www.ktvb.com/home/Meridian-theater-complex-closes-after-mercury-
spill-96409709.html 

57. June 15, KOAT 7 Albuquerque – (New Mexico) Socorro hotel probed for deadly 
disease. The Best Western Inn in Socorro, New Mexico shut down its pool and spa 
after the state Health Department and the Environment Department said two people 
who stayed in the hotel contracted Legionnaire’s disease. The health department said a 
test of the Best Western returned a positive sample for legionella, the bacteria that 
causes Legionnaire’s disease. The Best Western owner said he has hired his own 
consultant who has tested the facility and said the results have come back negative, but 
he said he’s not taking any chances. The spa and pool will go through an extensive 
cleaning process, but the hotel has remained open, the owner noted. The health 
department said it is nearing the end of its investigation, after contacting everyone who 
stayed in the hotel within two weeks of the people who contracted Legionnaire’s 
disease. 
Source: http://www.koat.com/news/23901108/detail.html 

[Return to top]  
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National Monuments and Icons Sector 

58. June 17, CNN – (Arizona) Arizona fire burns national forest. A wildfire had spread 
across at least 1,000 acres of Kaibab National Forest in northern Arizona June 15, 
forcing authorities to evacuate 50 residences. The U.S. Forest Service reported that 
high winds and low relative humidities are making fire suppression activities difficult. 
Some 250 personnel were fighting the fire about 10 miles northeast of Williams. The 
evacuations were made from the Spring Valley area. The cause of the blaze was not 
immediately known. 
Source: http://www.cnn.com/2010/US/06/17/arizona.fire/ 

59. June 17, Associated Press – (Nebraska) Feds bar motorized travel in Nebraska 
forest. Rain damage has forced the U.S. Forest Service (USFS) to bar motorized travel 
in the Nebraska National Forest in west-central Nebraska. A news release issued 
Thursday by the USFS said violators will be cited. The release said more than 10.5 
inches of rain fell in just five days last week. Many roads, trails and campgrounds are 
washed out. Campsites in the south end of the forest, near the Dismal River, are 
inaccessible because of standing water. The USFS said two camping areas are still 
open: the main campground in the Bessey Complex as well as Natick, which is about 
three miles west. The Bessey Ranger District sits a mile west of Halsey on Nebraska 
Highway 2, and encompasses 90,000 acres. 
Source: http://www.victoriaadvocate.com/news/2010/jun/17/bc-ne-nebraska-forest-
closed/?features&travel 

60. June 17, Associated Press – (Colorado; Wyoming) Mud, wind, rotting roots prompt 
Forest Service warning about falling trees in Colo., Wyo. Recent rain, melting snow, 
a beetle infestation and strong wind are shaping up to be a dangerous combination in 
the forests of Colorado and Wyoming. The U.S. Forest Service (USFS) said people 
should watch out for falling trees: Do not camp, park or otherwise linger beneath any of 
the millions of trees killed by bark beetles in recent years. A USFS spokeswoman aid 
the roots of those trees are rotting. Combined with muddy ground and strong winds this 
week, that is bringing down large numbers of trees onto roads, trails and campsites. 
Beetles have killed enough of the region’s pine trees to cover the state of Connecticut. 
Forest officials estimate that well over 100,000 trees are falling down in Colorado and 
southern Wyoming every day this spring. 
Source: http://www.kdvr.com/news/sns-bc-wy--beetles-fallingtrees,0,4415336.story 

61. June 16, Associated Press – (Arizona) Violence prompts strong warning at Ariz. 
monument. An increase in smuggling violence at the Sonoran Desert National 
Monument about 80 miles south of Phoenix, Arizona, has prompted a stronger warning 
to visitors about drug and immigrant traffickers passing through the public lands, 
officials said Tuesday. The monument and three other federal lands in Arizona already 
have signs warning visitors that they may encounter smugglers. But 11 new signs have 
recently been erected and two more were planned at the Sonoran Desert National 
Monument. The new signs warn visitors about speeding, smuggling vehicles, and 
instruct them to walk away when seeing something suspicious and avoid abandoned 
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vehicles and backpacks because they might contain drugs stashed there by smugglers. 
The Bureal of Land Management’s chief law enforcement ranger in Arizona said 
authorities felt a stronger warning was needed because the area is near where a Pinal 
County deputy was shot in a confrontation with marijuana smugglers in April, and 
where two men suspected of being involved in smuggling were fatally shot earlier this 
month. Signs warning visitors of smugglers have been put up in the past in southern 
Arizona at the Sonoran Desert National Monument, Cabeza Prieta National Wildlife 
Refuge, Organ Pipe Cactus National Monument, and Coronado National Forest. The 
new signs were erected at the Sonoran Desert National Monument’s access points south 
of Interstate 8 between Casa Grande and Gila Bend. While the monument is not located 
directly on the border, it is used as a pathway for traffickers headed to Phoenix, a busy 
hub for moving illegal immigrants and marijuana across the United States. Smuggling 
at the monument declined from 2005 through 2008 but is picking up again, officials 
said. Authorities said they were not telling visitors to stay out of the monument, though 
the new signs encourage people to use the monument’s lands north of the interstate. 
Source: http://azcapitoltimes.com/blog/2010/06/16/violence-prompts-strong-warning-
at-ariz-monument/ 

For another story, see item 54  
 
[Return to top]  

Dams Sector 

62. June 17, Fayetteville Observer – (North Carolina) Hope Mills Lake drained, 
problems with dam cited. Hope Mills Lake in North Carolina was nearly empty on the 
morning of June 17, and the road over its dam is closed after problems were discovered 
with the two-year-old structure. The Hope Mills commissioner said some of the 
concrete on the downstream side of the dam has buckled and rebar is sticking out. 
Town officials learned Wednesday that there were drainage problems with the dam, 
and a controlled release of the lake’s water was begun. The initial plan was to lower the 
lake by 2 feet, but Wednesday night it became apparent the problems were more severe 
than first thought and the decision was made to drain the lake and to close Lakeview 
Road — a major artery in town over the dam. People with boats on the lake and 
residents downstream were notified. A North Carolina dam safety engineer said his 
office was notified of problems at the lake after a periodic inspection of the dam by a 
private consultant. The consultant noticed “turbid” water coming out of the lake’s 
underdrain system. Turbid water is water that is not clear and may be carrying soil 
material. “The drawing down of the reservoir is a precautionary action in order to help 
investigate what is causing the turbid water and if there is any effect on the dam,” the 
engineer said. “It may take several weeks to determine what the cause is or was. The 
dam is currently inspected quarterly. The next inspection was due June 30. On the lake 
side of the dam, a large eroded hole was visible between the two dam spurs closest to 
South Main Street. Another hole appeared to be developing between the spur closest to 
shore and the shore itself. The dam was built in 2008 to replace an 80-year-old earthen 
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dam that failed during flooding over Memorial Day 2003. 
Source: http://www.fayobserver.com/articles/2010/06/17/1007270?sac=Local 

63. June 16, Canadian Press – (International) B.C. announces dam checks in landslide 
aftermath. The British Columbia, Canada government has implemented a dam check 
process in the aftermath of a landslide that destroyed five homes in southern British 
Columbia. The Environment Ministry said staff will be checking dams throughout the 
province on a priority basis. Officials believe it was a dam breach that sent a river of 
mud and rocks down a hillside south of Oliver Sunday, ripping apart homes and 
burying several orchards under thick mud. The province has already announced a 
review of the Oliver slide by the Public Safety ministry, and said the dam checks are 
not prejudging the outcome of that review. There are about 2,000 dams throughout 
British Columbia, and maintenance is the responsibility of the license-holder, but audits 
are the responsibility of the Environment Ministry. Dams are supposed to be audited 
every five years if they are of “high consequence,” and every 10 years if they are 
considered of “low consequence.” 
Source: http://www.ctv.ca/CTVNews/Canada/20100616/landslide-dam-checks-100616/ 

64. June 16, Lincoln Journal Star – (Nebraska) More severe weather, rain possible in 
flood-stricken areas. State officials warned flood-weary residents of northeast 
Nebraska to brace themselves for more rain this weekend — possibly more than 2 
inches. Conditions have improved in Schuyler, where a couple days of dry weather 
have helped lower water levels, but there is still extensive flooding at Norfolk. The 
U.S. Army Corps of Engineers is releasing record amounts of water from its main-stem 
dams and reservoirs on the Missouri River. The releases are timed so they do not cause 
more flood problems downstream. State officials also are concerned about full 
reservoirs and water releases from dams and reservoirs on the North Platte and South 
Platte river systems. Bridge damage, especially to those structures owned by counties, 
is extensive. Floodwaters have inundated low-lying areas, county roads, farms and 
isolated ranches. The Elkhorn River was a mile wide in some places. The Elkhorn 
crested Tuesday night at 16 feet, 10 inches — 2 inches lower than the 17-foot levee that 
shields Norfolk. In Holt County, emergency officials so far have counted 10 damaged 
bridges and 20 bridges with damaged approaches. Two bridges were out in Stanton 
County along with 75 miles of roads. In Custer County, heavy rains opened up a 
sinkhole along a highway near Merna. The sinkhole was about 25-feet wide, 60-feet 
long and about 5-feet deep. Disaster assessment teams from the Nebraska Emergency 
Management Agency and the Federal Emergency Management Agency are in the field 
trying to gauge the impact on bridges, roads and other public infrastructure. But high 
water is hampering efforts and officials said it may take weeks before their job is done. 
The assessments are necessary for federal disaster assistance. The two agencies are 
working with 60 flood-stricken counties. State officials were watching the Missouri 
River closely where flooding is occurring from Plattsmouth to the Nebraska-Kansas 
border near Rulo. 
Source: http://journalstar.com/news/state-and-regional/nebraska/article_b62fb224-
79a2-11df-ac65-001cc4c03286.html 
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65. June 16, Associated Press – (Washington) Irrigation canal breaks at Richland. A 
main canal in the Columbia Irrigation District has broken in Richland, Washington. 
District officials said the canal breached about 6 a.m. Wednesday near Columbia Park 
Trail. No homes are in danger, and the irrigation water is flowing back into the Yakima 
River. About 8,000 homes from West Richland to Finley will be without irrigation 
water for at least a week. 
Source: http://www.kndo.com/Global/story.asp?S=12659178 
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