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• Tuesday was a hazardous mess for motorists in downtown Tulsa, Oklahoma when an 18-
wheeler lost control and fell from one highway ramp onto another, according to KSLA 12. 
The accident caused the truck to spill more than 78,000 pounds of ammonium nitrate onto 
the roadway. (See item 11) 

• The Associated Press reports that a former national guardsman pretending to be a U.S. 
Army soldier convinced an officer to give him a sophisticated laser sight for military rifles 
before he was caught hours later on Fort Gordon base in Georgia with a land mine, several 
grenades and night vision devices, prosecutors said Wednesday. (See item 41) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. June 16, Associated Press – (Louisiana) BP starts burning oil from leaking ruptured 
well. BP began burning oil siphoned from a ruptured well in the Gulf of Mexico early 
Wednesday as part of its plans to more than triple the amount of crude it can stop from 
reaching the sea, the company said. BP PLC said oil and gas siphoned from the well 
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first reached a semi-submersible drilling rig on the ocean surface around 1 a.m. Once 
that gas reaches the rig, it will be mixed with compressed air, shot down a specialized 
boom made by Schlumberger Ltd. and ignited at sea. It’s the first time this particular 
burner has been deployed in the gulf. BP officials previously said they believed the 
burner system could incinerate anywhere from 210,000 to 420,000 gallons of oil daily 
once fully operational. The company did not say how much oil the new system has 
burned. It said work to optimize the new system was ongoing. Under pressure from the 
Coast Guard, the energy firm is attempting to expand its ability to trap leaking oil 
before it reaches the water. Already, oil and gas are being siphoned from a containment 
cap sitting over the well head and flowing to a drill ship sitting above it. 
Source: 
http://www.boston.com/business/articles/2010/06/16/bp_starts_burning_oil_from_leaki
ng_ruptured_well/ 

2. June 16, Pensacola Business Journal – (National) Obama: Military will aid in oil 
spill cleanup. More than 3,000 military training students cheered frequently as the 
President on Tuesday pledged to use military might to help save the Gulf Coast from 
the oil spill, then talked about the military investment in Iraq and Afghanistan. The 
audience of mostly Marines and sailors crowded into a massive aircraft maintenance 
hangar at Pensacola Naval Air Station for a speech in which the President called the oil 
spill the worst environmental disaster in the nation’s history. “This is an assault on our 
shores, and we’re going to fight back with everything we’ve got,” he said. The 
President said the country has authorized the deployment of 17,500 National Guard 
members to respond to the crisis, and so far, about 1,600 have been activated. “That 
leaves a lot of Guardsmen ready to help,” he said. The speech at the Naval Air 
Technical Training Center was the last stop of the President’s two-day visit to the 
coastal area between Gulfport, Mississippi, and Pensacola. 
Source: http://www.pnj.com/article/20100616/NEWS01/6160342/Obama-Military-
will-aid-in-oil-spill-cleanup 

3. June 15, Associated Press – (West Virginia) Massey says teams find crack that could 
have allowed methane through W.Va. mine’s floor. Exploratory teams have found a 
crack that could have allowed methane gas to pour through the floor of the West 
Virginia mine where 29 men died in the nation’s worst coal-mining explosion in 40 
years, the owner of Massey Energy Co. said Tuesday. The Richmond, Va.-based 
company also released a 2004 report on two instances when gas poured in through 
cracks in the floor of the Upper Big Branch mine. Both occurred in different parts of 
the Raleigh County mine, but near where coal was being extracted with a long-wall 
mining machine, which passes a cutter back and forth along a 1,000-foot-wide portion 
of the coal seam. Neither of the earlier episodes resulted in an explosion, according to 
the report. The new crack was found last week near the longwall, but teams were 
unable to check whether it could have been the source of the April 5 blast, the owner 
said. 
Source: http://www.foxnews.com/us/2010/06/15/massey-says-teams-crack-allowed-
methane-doomed-wva-mines-floor/ 
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4. June 15, Marshall County Tribune – (Tennessee) LES searching for answer to outage 
Monday. Between 2,000 and 3,000 customers of Lewisburg Electric Service in 
Lewsiburg, Tennessee were without power for about half an hour mid-day Monday, 
and LES continued to look for the cause on Tuesday when the general manager said 
they may never know why service was interrupted. It wasn’t the heat, LES general 
manager said. The LES substation on Franklin Avenue North has much greater capacity 
than the demand that afternoon when temperatures were in the mid- to high 90s. Less 
than half the city power customers were without electricity during the outage. It might 
have been shorter, but when an LES crew arrived at the station the men found that an 
automatic lock for the door to the switch house would not open to allow them in, 
according to sources. 
Source: http://www.marshalltribune.com/story/1642669.html 

5. June 15, Cincinnati News – (Ohio) Hospital restricts service after power outage. A 
substation fire knocked out electrical service for many people in Cincinnati, Ohio and 
shut down portions of a nearby hospital. University Hospital stopped accepting patients 
about 12:30 p.m. after a fire at the University of Cincinnati power plant at Rochelle 
Street and Glendora Avenue. Witnesses reported seeing some black smoke coming 
from a transformer on top of the nearby environmental protection agency, but no fire 
was reported and officials said the explosion was unrelated to the outage. Duke Energy 
reported 5,500 outages at 12:40 p.m. in Clifton and Corryville, but power was quickly 
restored to many of those customers. The hospital and some surrounding buildings 
were operating on backup generators until service could be restored. No injuries have 
been reported in connection with the blown transformer, and hospital officials said 
patient safety was compromised at no time during the outage. 
Source: http://www.wlwt.com/news/23906098/detail.html 

6. June 15, Palm Springs Desert Sun – (California) Firefighters: utility pole 
transformer ignited brush in Palm Springs. A fast-moving fire that sent two 
firefighters to a local hospital and burned outbuildings at a Palm Springs, California 
nursing home June 15 was blamed on a utility pole’s transformer that ignited nearby 
brush. Palm Springs firefighters were called out at 2:20 p.m. to the fire on the west side 
of Indian Canyon Drive, between Via Olivera and Via Escuela, and had it contained 28 
minutes later, the battalion chief said. The fire also moved into a vacant lot to the south 
and ignited brush. “We have spot fires all the way over to Via Escuela, especially in the 
southeast corner,” the battalion chief said. “It was moving quickly.” The fire caused 
$50,000 in damage. The fire damaged a vehicle, trees, power poles and two 
outbuildings near a nursing home, plus knocked out power in the area, he said. The two 
firefighters injured are expected to be discharged soon. 
Source: 
http://www.mydesert.com/article/20100615/NEWS0803/100615031/1006/news01/Cre
ws+battling+fire+in+Palm+Springs 

7. June 15, Salt Lake Tribune – (Utah) Oil spotted in Great Salt Lake wetlands. Crude 
oil from the Red Butte Creek pipeline spill appears to have turned up in the Great Salt 
Lake wetlands. Though a spokesman from Chevron rejected any “linkage” between the 
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weekend spill and sheens that have turned up in the Farmington Bay Waterfowl 
Management Area at the lake’s southeastern edge, unprecedented petro-glosses have 
surfaced there since Saturday. That’s when the Davis County Health Department and 
the wildlife area manager set absorbent booms on the water to protect the wetlands 
along with families of mallard, redhead and cinnamon teal ducks now nesting in the 
marshes. “I’m interested to see what the third-party testing shows,” said the manager of 
the 12,000-acre sanctuary, who added no harmful impact has been detected. 
Source: http://www.sltrib.com/ci_15302904?source=most_viewed 

For another story, see item 58  
 
[Return to top]  

Chemical Industry Sector 

8. June 16, MetroWest Daily News – (Massachusetts) General Chemical fined $23K for 
discharging polluted water. The State of Massachusetts hit General Chemical Corp. 
with a $23,287 fine June 15 for pumping polluted stormwater into the environment. 
The Department of Environmental Protection (DEP) imposed the penalty as part of an 
administrative consent order on the hazardous-waste transfer facility. The notice comes 
on the heels of a similar June 1 order. In that order, the DEP fined General Chemical 
$6,000 for hazardous waste regulation violations the agency discovered last September. 
General Chemical’s president signed the newest order, agreeing to the DEP’s demands 
and findings. The order and notice of noncompliance deals with two violations. One 
was that General Chemical used a sump pump without a permit to get water out of the 
flooded basement of its laboratory and warehouse building during one of the region’s 
torrential March rainstorms. The water was pumped outside and allowed to soak into 
the ground, according to the DEP. Samples showed it contained Tetrachloroethene 
(PCE), Trichloroethene (TCE) and other toxins. The second issue involves how 
General Chemical used its above-ground cylindrical storage tanks that are designed to 
hold water for fire protection and to collect stormwater. According to the consent order, 
the company said its stormwater management system was overwhelmed during the 
extremely wet month of March, so it pumped rainwater into both tanks. The fire 
protection tank is connected to the town’s drinking water system. Tests indicated there 
were high levels of PCE, TCE, and methylene chloride in the fire protection water tank, 
and toxins in the other tank, the order reads. The consent order gives General Chemical 
30 days to pay its fine. 
Source: http://www.metrowestdailynews.com/top_stories/x1602636548/General-
Chemical-fined-23K-for-discharging-polluted-water 

9. June 16, Greenville News – (South Carolina) Norfolk Southern to pay for Liberty 
cleanup, compensate residents. Norfolk Southern will pay the bulk of the costs 
associated with a 24-car train derailment that occurred in Liberty, South Carolina, last 
week, a railroad spokesman said Tuesday. Norfolk Southern will cover the cost of: 
environmental cleanup, repairs to Old Norris Road due to heavy-equipment traffic, and 
evacuation of residents who had damages to adjoining property, and labor of 
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emergency, fire and law enforcement agencies who had to work at the derailment site. 
An estimate of the total cost was not available Tuesday. More than 200 families have 
contacted the railroad for reimbursement of expenses. The first transfer of a hazardous 
material from a damaged derailed tanker was successfully completed Tuesday, and 
crews began to move hazardous materials from seven other derailed tankers. Train 
traffic along the main rail artery heavily used by trains carrying cargo between New 
Orleans and New England will be suspended at times during the process, which should 
be completed June 16. Three tankers contain isopropyl, a flammable alcohol-based 
liquid that spilled from one of the tankers in the derailment and the primary reason for 
an evacuation last week of 436 homes in a one-mile radius of derailment near Farmers 
Hill Road and South Norman Street. An estimated 15,000 gallons of about 20,000 
gallons carried in the tanker spilled and soaked into the ground. Norfolk Southern will 
remove the contaminated soil. The other four tankers contain vinyl acetate, an 
industrial chemical that is a skin irritant and is potentially toxic, and ethylene glycol 
and propylene glycol, antifreezes that have industrial uses. 
Source: 
http://www.greenvilleonline.com/article/20100616/NEWS/306160038/Norfolk-
Southern-to-pay-for-Liberty-cleanup-compensate-residents 

10. June 16, Eastern North Carolina Today – (North Carolina) DuPont fined $59K by 
EPA. The Kinston, North Carolina DuPont plant has paid a fine of $59,000 to settle 
water-quality violations that the federal Environmental Protection Agency (EPA) said 
the polymer-fiber manufacturer committed between July 2008 and March 2009. An 
investigation conducted by the EPA found that during those nine months, the DuPont 
facility at 4693 North Carolina 11 North discharged greater than allowable levels of 
mercury into the Neuse River in violation of the Clean Water Act. A state-issued permit 
limits the factory to a daily maximum mercury discharge of 0.012 micrograms per liter. 
A spokeswoman with the EPA, said Tuesday that from July 2008 to March 2009 the 
facility averaged a daily maximum mercury discharge of 0.104 micrograms per liter, 
which is 8.5 times the limit. In a statement issued to The Free Press Tuesday, a DuPont 
spokesman said mercury leaked into the river from a concrete pipe that had separated at 
several joints due to settling. “The separations allowed groundwater with low levels of 
mercury to enter the stormwater piping system,” he said. As soon as DuPont 
administrators learned about the problem, they began working with the North Carolina 
Department of Environment and Natural Resources — even before receiving the notice 
of violation from the EPA — to take the necessary steps to identify the source and 
mitigate it, he said. DuPont faced a maximum penalty of $297,500. Clean Water Act 
violations made before February 2009 can incur a maximum fine of $32,500 per month 
and $37,500 per month after that. DuPont paid the fine and complied with an 
administrative order made by the EPA requiring DuPont to submit a corrective action 
plan to prevent further violations. 
Source: http://www.enctoday.com/news/59k-66146-kfpress-dupont-epa.html 

11. June 16, KSLA 12 Shreveport – (Oklahoma) Chemical spill in Tulsa. Tuesday was a 
hazardous mess for motorists in downtown Tulsa, Oklahoma when an 18-wheeler lost 
control and fell from one highway ramp onto another. The accident caused the truck to 
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spill more than 78,000 pounds of ammonium nitrate onto the roadway. Firefighters and 
haz-mat crews carefully cleaned up the volatile chemical without any problems. The 
driver of the truck was in the hospital in fair condition. 
Source: http://www.ksla.com/Global/story.asp?S=12657472 

12. June 16, Wichita Eagle – (Tennessee) Train pulled off weakened river bridge. Union 
Pacific officials on Tuesday rescued a locomotive that was stranded atop a trestle that 
was weakened by high waters in the Chikaskia River in Sumner County. The 
southbound train was pulling more than 60 cars — one of which was carrying 
anhydrous ammonia — when the crew spotted a bow in the trestle shortly before 10 
a.m. Tuesday. By the time the train had come to a stop, the first of two locomotives had 
crossed over the bowed track, a Union Pacific spokesman said. The crew was able to 
evacuate the train safely, he said. The two locomotives were later separated and pulled 
in opposite directions off the trestle by other locomotives. He said the bridge was clear 
by 6:15 p.m. A train car containing anhydrous ammonia was 18 to 20 cars back from 
the bridge, the Sumner County sheriff said. 
Source: http://www.kansas.com/2010/06/16/1362590/train-pulled-off-weakened-
river.html 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

13. June 15, Associated Press – (Arizona; New Mexico) Court: Planned NM uranium 
mine not on Navajo land. A New Mexico-based uranium producer plans to move 
forward with a mining operation in the western part of the state after a federal appeals 
court ruled Tuesday that its land is not part of Indian Country. The full 10th U.S. 
Circuit Court of Appeals in Denver ruled in a 6-5 decision that the U.S. Environmental 
Protection Agency (EPA) erred when it determined that a parcel of land near the 
Navajo community of Church Rock was Indian land. The decision means that Hydro 
Resources Inc. can seek an underground-injection control permit from the state of New 
Mexico rather than the EPA, which has permitting authority on tribal lands. Hydro 
Resources wants to inject chemicals into the ground to release uranium and pump the 
solution to the surface in a process called in-situ leaching. “I think that it’s clear we 
were right all along, and we’ve been vindicated,” said the senior vice president of 
operations for Hydro’s parent firm, Uranium Resources Inc. “That doesn’t mean we’re 
going to go ahead and do this without discussion with the other stakeholders in the 
community and surrounding areas.” Hydro had argued the company’s land, known as 
Section 8, isn’t legally part of the Navajo reservation because it had not been set aside 
for the federal government for use as Indian land. The parcel had been a part of Indian 
Country at one time, but was removed by federal executive order in 1911. A natural 
resources attorney with the Navajo Department of Justice said the tribe was 
disappointed by the court’s ruling and will consider its options, including filing an 
appeal to the U.S. Supreme Court. 
Source: 
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http://www.google.com/hostednews/ap/article/ALeqM5jXPxfr6sn5Oc8OmeHgml7fSlq
SWAD9GC3IVO0 

14. June 15, N.J.com – (New Jersey) PSEG Nuclear Salem 1 reactor is taken off line for 
valve repair. The Salem 1 nuclear reactor in Lower Alloways Creek Township, New 
Jersey was taken off line June 15 so a faulty valve could be replaced, a spokesman for 
the plant’s operator said. The reactor was manually shut down at 4:35 p.m., according 
to a spokesman with PSEG Nuclear, which operates the Salem 1 and two other reactors 
at its Artificial Island generating complex. The spokesman said operators found a 
problem with one of the valves that regulates water flow to one of the plant’s four 
steam generators and decided the plant needed to be shut down for a repair to be made. 
The spokesman could not estimate when the reactor would return to service. 
Source: 
http://www.nj.com/salem/index.ssf/2010/06/salem_1_nuclear_reactor_taken.html 

15. June 15, WCAX 3 – (Vermont) NRC to discuss safety of Vt. Yankee. The Nuclear 
Regulatory Commission will hold a public meeting next week on the safety 
performance of the Vermont Yankee nuclear power plant located in Vernon, Vermont. 
NRC staff conducted their annual assessment of the nuclear plant, and will present their 
findings. They will also discuss the recent leak of radioactive isotopes from 
underground pipes and the resulting contamination of groundwater around the plant. 
The meeting will be held at 6 p.m. June 22 at the Brattleboro Union High School. 
Source: http://www.wcax.com/Global/story.asp?S=12654502 

16. June 15, Nuclear Power Industry News – (Connecticut) Dominion studying Millstone 
nuclear power plant unit 3 power uprate. Dominion is considering an increase in 
power level for Millstone Unit 3 in Waterford, Connecticut. Unit 3 is currently rated for 
1,227 megawatts. This is the second uprate study Dominion has undertaken since 
buying the Millstone plant. Currently, Millstone Units 2 and 3 generate a combined 
output of 2,097 megawatts. “We are investigating the feasibility of an uprate at Unit 3,” 
a Dominion spokesman told Nuclear Street. “We have not made a decision. We can’t 
comment on the size of the uprate. We will make an announcement if and when we 
decide to pursue an uprate.” In 2008, the Nuclear Regulatory Commission (NRC) 
approved a 7-percent power uprate at Unit 3. Unit 3 is the newer of the two operating 
reactors. The past uprate increased the amount of electricity generated at Unit 3 by 80 
megawatts, increasing overall output from approximately 1,150 to 1,227 megawatts. 
Source: 
http://nuclearstreet.com/blogs/nuclear_power_news/archive/2010/06/15/dominion-
studying-millstone-nuclear-power-plant-unit-3-power-uprate-06151.aspx 

17. June 15, Vermont Public Radio – (National) State keeps an eye on expansion plans at 
Texas waste facility. Vermont has an agreement to ship its low-level radioactive waste 
to a proposed facility in Texas. But 35 other states want to join the agreement. And 
Vermont officials say they want to make sure that any expansion of the Texas facility 
doesn’t affect Vermont’s plans for disposing of the state’s waste. The original low-level 
waste compact included Vermont, Maine and Texas, but Maine left the group because 
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it decommissioned its nuclear power plant while the waste facility was still being 
designed. The proposed facility is targeted for a remote region of western Texas, and 
now there’s a plan to construct a much larger site to take low-level waste from 35 other 
states. So called Class B and C wastes will be sent there. These consist of lower-grade 
resins and materials from the Vermont Yankee nuclear power plant and hazardous 
materials from medical facilities in Vermont. The decision to expand will be made by 
the eight-member Compact Commission. An official is one of Vermont’s two 
representatives on the panel. He said he wants to be certain that all of Vermont’s needs 
are taken care of before any other states are allowed to join the compact. 
Source: http://www.vpr.net/news_detail/88273/ 

For another story, see item 24  
 
[Return to top]  

Critical Manufacturing Sector 

18. June 15, Consumer Affairs – (National) Volkswagen recalls 2009 
Routan. Volkswagen is recalling about 16,000 2009 Routans. The company said the 
wiring harness may be defective, which could lead to a short circuit and, possibly, a fire 
in the sliding side door. Dealers will inspect the wiring and, if necessary, make repairs. 
Owners may contact Volkswagen at 1-800-822-8987 about Recall No. 9758/T7. 
Source: http://www.consumeraffairs.com/recalls04/2010/vw_routan.html 

19. June 15, Consumer Affairs – (National) Suzuki recalls Grand Vitara, XL-7. Suzuki is 
recalling about 47,000 Grand Vitaras from the 2006 model year and XL-7s from the 
2005-2006 model years because of a problem with the power assist pump. The 
company said the tension adjuster pulley on the pump’s drive belt could break, causing 
the drive belt to come off, and disabling the power steering. Dealers will repair the 
problem at no charge. Owners may contact Suzuki at 1-800-934-0934 about Recall No. 
SB. 
Source: http://www.consumeraffairs.com/recalls04/2010/suzuki_vitara.html 

20. June 15, Consumer Affairs – (National) BMW recalls 2008-2011 1-series 
models. BMW is recalling certain 2008-2011 BMW 1-series vehicles. The company 
said that the seat belt pre-tensioner insulation could ignite. The company has not yet 
provided a remedy or an owner-notification schedule. Owners may contact BMW at 1-
800-525-7417. 
Source: http://www.consumeraffairs.com/recalls04/2010/bmw1.html 

21. June 15, Aviation Week – (National) Falcon 9 flight sets up Dragon capsule 
test. Space Exploration Technologies, the poster child of commercial-space advocates 
and the whipping boy of its foes, is girding for a second major hurdle this summer in its 
quest to deliver cargo and crew to the International Space Station, following a 
successful debut flight of the Falcon 9 rocket June 4. That flight changed the 
environment in the ongoing debate over NASA’s plans to switch from its in-house 
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Constellation Program to commercial vehicles like the Falcon 9 for human transport to 
low Earth orbit. Henceforth, opponents of the new plan won’t be able to say the 
commercial alternative is untested. “We consider this to be a huge milestone in 
affirming the COTS (Commercial Orbital Transportation Services) plan and enabling it 
to move forward,” said a prime architect of NASA’s new policy. SpaceX plans to ship 
its second Falcon 9 to Florida in July, and launch later this summer with the first full-up 
version of the Dragon capsule the company hopes will one day carry astronauts to the 
ISS. That flight is the first of three demonstration missions under SpaceX’s $278-
million COTS contract with NASA, a precursor to its $1.6-billion, 12-flight contract to 
deliver cargo to the space station. The SpaceX CEO says it will take about a month to 
digest data collected during the 9.5-min. flight of the first Falcon 9, which put a Dragon 
cargo module structural test article into a 250-km. (155-mi.) circular orbit at an 
inclination of 34.5 deg. 
Source: 
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=space&id=news/
awst/2010/06/14/AW_06_14_2010_p37-233348.xml 

[Return to top]  

Defense Industrial Base Sector 

22. June 15, Reuters – (International) Defense firms face cyber spying at arms 
bazaar. Top arms groups are on high alert to counter cyber spies from stealing their 
own secrets at a major arms bazaar outside Paris, even as they market new ways to 
clients on how to repel hackers in the digital battlespace. France is hosting the world’s 
largest arms fair for land forces near Paris airport Charles de Gaulle, attended by up to 
50,000 people who make, buy and use advanced weapons. The crowded arms bazaar is 
a snooper’s paradise and another proving ground for the cyber war which is already 
testing the resources of major-league defense companies. “It is very easy to go crawling 
over everybody’s systems here. Some people come and their approach is to grab 
everything they can,” said a senior Western defense company official. “There are two 
approaches — they either try to take the whole haystack and look for a needle, or there 
are those who know exactly what needle they are looking for.” Scouting out the 
competition is as old as trade fairs themselves, but the biennial Eurosatory arms gala 
brings together sensitive targets from the United States, Europe, Russia and — for the 
first time this year — China. Risks at the Eurosatory arms show range from petty theft 
to covert photography and electronic eavesdropping. Behind the suits and dark glasses 
there is an atmosphere of mutual distrust. Exhibitors are careful not to bring classified 
material into a show. But portable computer networks contain commercially sensitive 
information and may betray a useful signature that could later provide a side door into 
more sensitive systems. 
Source: 
http://www.reuters.com/article/idUSTRE65E4Q620100615?type=technologyNews 

23. June 14, EE Times – (National) Nano-coating cools chips four times 
faster. Nanoscale coatings could boost the efficiency with which heat can be removed 
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from semiconductors and other devices, according to an Army Research Laboratory-
funded study by researchers at the Pacific Northwest National Laboratory (PNNL) and 
Oregon State University (OSU). “A 10X improvement in heat transfer coefficient was 
observed for nanostructured surfaces over a ‘bare’ aluminum substrate. Further, an 
approximate 4X improvement in critical heat flux was also measured for these 
nanostructured surfaces,” said the project leader at PNNL. The researchers claim that 
their coating techniques will help in the cooling for advanced lasers, radars, and power 
electronics devices in applications including high-performance computers, advanced 
military avionics, electric vehicles and energy-recovery systems. 
Source: http://www.eetimes.com/news/semi/showArticle.jhtml?articleID=225700049 

24. June 13, Jackson Sun – (Tennessee) Plan for uranium outrages Herron. A Tennessee 
state senator on Friday blasted a proposal under consideration by weapons 
manufacturer American Ordnance that would convert the Milan Army Ammunition 
Plant in Milan, Tennessee into a storage facility for depleted uranium. “If they want 
nuclear waste in West Tennessee, they will have to dump it over my dead body,” the 
senator stated in the release. “Let’s not sell our souls for a handful of jobs, and the 
official designation as a nuclear waste dump,” he said. “For every job created, we will 
lose 10 more from lost opportunities because nuclear waste is dumped here.” American 
Ordnance has said it intends to move manufacturing from Milan to a plant in Iowa. 
State officials have said a study prepared for American Ordnance that was presented to 
the U.S. Army “grossly understates” the effects of the possible loss of about 550 jobs 
on Gibson County and the surrounding area if the manufacturing of ordnance is moved 
to Iowa. The study states the loss of jobs would have a minimal effect on the area. 
Source: http://www.jacksonsun.com/article/20100613/NEWS01/6130315 

[Return to top]  

Banking and Finance Sector 

25. June 16, Great Lakes Advocate – (Illinois) Skimming scam: State fraud squad on 
servo case. The details of hundreds of fuel customers are rumored to have been stolen 
by an Electronic Funds Transfer at Point of Sale (EFTPOS) card skimming device 
found at a Forster service station. The device has been deactivated and the Macintosh 
St business is closed and barricaded as State Fraud Squad and Manning Great Lakes 
Local Area Command detectives investigate. A Great Lakes detective inspector said 
there were more than 25 reports to police of money stolen from bank accounts. But 
there could be many more people unaware they’ve become a victim of the scheme. 
While police would not release a figure it’s been speculated that thousands were 
skimmed from customers’ accounts. The proprietor of the station is assisting with 
investigations under Strike Force Wigg along with several financial institutions. Police 
have urged people to check their bank statements for suspicious transactions and 
contact their financial institution should they find any anomalies. 
Source: http://www.greatlakesadvocate.com.au/news/local/news/general/skimming-
scam-state-fraud-squad-on-servo-case/1859679.aspx 
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26. June 15, Visa Inc. – (National) Digital currency: “The future of goverment 
payments”. Digital currency has the potential to dramatically transform government 
payments in the next five years, saving U.S. taxpayers hundreds of millions of dollars, 
according to representatives from the government and private sector. The positive 
impact of digital currency on all aspects of government payments and purchasing was 
highlighted at a June 16 briefing in Washington, D.C. Speakers at the event, including 
Visa’s global head of corporate relations, pointed to plans by state, local and federal 
government agencies to launch or expand electronic-payment programs to improve 
efficiency, accountability and transparency. “Switching from inefficient paper 
processes to digital currency can have a sizable long-term impact,” he said. Among the 
expected future savings cited at the event: The U.S. Department of Treasury has 
announced plans to switch to electronic payments, eliminating about 136 million paper 
checks, saving almost $50 million in postage and $300 million over the first five years; 
The U.S. Social Security Administration and U.S. Department of Veterans Affairs have 
announced the completion of the switch to digital currency for benefits payments. 
Treasury reported that while it costs about $1 to print and mail a check, each digital-
currency payment cost 10 cents. Currently, 39 states deliver benefits on Visa prepaid 
cards to recipients of 71 programs for child support, unemployment insurance and 
Temporary Assistance for Needy Families disbursements. Some states have realized 
savings that have reduced the cost of distributing benefits dramatically. Nebraska, for 
example, used to pay 59 cents to print and mail each check, but pays only about one 
penny to reload a prepaid card. Finally, the U.S. General Services Administration’s 
SmartPay program provides purchase, travel, fleet and integrated payment card 
programs to more than 350 federal agencies and departments, saving these agencies 
$1.7 billion — up to $70 per purchase, according to the GAO. 
Source: http://www.marketwatch.com/story/digital-currency-the-future-of-government-
payments-2010-06-15?reflink=MW_news_stmp 

27. June 15, Associated Press – (Virginia) 2 Va. men plead guilty in mortgage fraud 
scheme. Two Lynchburg, Virginia men have pleaded guilty to participating in a 
mortgage-fraud scheme that cost lenders at least $7 million. A U.S. attorney said a 38-
year-old and 32-year-old suspect each pleaded guilty June 15 to federal charges of 
conspiracy to commit bank fraud, mail fraud, wire fraud, fraud by false statements on 
loan and credit applications, and conspiracy to commit laundering of monetary 
instruments. The U.S. attorney said the pair used straw buyers to fraudulently obtain 
mortgages on properties in the Moneta area near Smith Mountain Lake. The scheme 
cost financial institutions between $7 million and $20 million. Each defendant faces up 
to five years in prison. A sentencing hearing is set for September 10. 
Source: http://www.businessweek.com/ap/financialnews/D9GBPL380.htm 

[Return to top]  

Transportation Sector 

28. June 16, UPI – (Massachusetts) Engine fire forces jet to return to Boston. An 
Alitalia flight on its way from Boston to Rome had to turn around and land when one of 
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its engines burst into flames, officials said. The Airbus 330, loaded with 258 people, 
took off from Boston’s Logan Airport shortly before 6 p.m. EDT Tuesday when flames 
were spotted coming from an engine, the Boston Herald reported. A Massport 
spokesman said the pilot shut down the engine and returned the aircraft to the airport 
for an emergency landing, the newspaper said. Upon landing, the passengers were 
evacuated on the tarmac without injury and emergency crews extinguished the fire, 
WBZ-TV, Boston reported. The TV station said the passengers were stuck in Boston 
overnight because another flight to Rome wasn’t available. The cause of the fire was 
not immediately determined. 
Source: http://www.upi.com/Top_News/US/2010/06/16/Engine-fire-forces-jet-to-
return-to-Boston/UPI-91751276694477/ 

29. June 16, Portland Press Herald – (Oregon) Unattended suitcase destroyed at 
jetport. Portland, Oregon police used a remote-control robot to destroy a suspicious 
piece of luggage found in the first-floor parking garage at the Portland International 
Jetport June 15. Someone reported the unattended suitcase to the Transportation 
Security Administration at 11 a.m. The TSA, Portland police and FBI were unable to 
determine the contents so the suitcase was moved to a safe location and destroyed by 
the robot, police said. There was no threat communicated and no flights were delayed 
as a result. There were no explosives found in the suitcase. 
Source: http://www.pressherald.com/news/Unattended-suitcase-disrupted-by-
authorities-at-Portland-jetport.html 

30. June 16, CBS and ProPublica – (International) Air marshal causes international 
incident. A U.S. air marshal is under investigation after police in India found 
ammunition and two handgun magazines hidden in the air-conditioning duct of his 
New Delhi hotel room. The discovery initially led the Delhi police to detain three 
Italian businessmen, one of whom had checked into the air marshals’ room after he left 
town. The Italians were detained for several days late last month in what Indian 
newspapers described as a case of international smuggling. The men were released after 
authorities connected the equipment to the U.S. air marshal. Air marshals, who work 
undercover, carry guns as part of their mission to protect U.S. airlines flying overseas, 
but are required to check in their weapons before entering a foreign country. When air 
marshals fly back to the U.S., they pass through security like regular passengers and 
sometimes set off alarms with forgotten equipment. The Transportation Security 
Administration “is investigating this incident and working with Indian government 
officials to ensure that the facts of this incident are thoroughly reviewed,” an air 
marshal spokesman said in a statement. 
Source: http://www.cbsnews.com/8301-31727_162-20007813-10391695.html 

31. June 15, iSurf Hopkins – (Kentucky) Train derails at Laffoon trail crossing. At 
approximately 9:30 a.m. June 15, 16 train cars and 1 locomotive derailed from railroad 
tracks running across Madisonville, Kentucky’s Laffoon Trail. CSX employees and 
servicemen were on site. When questioned, CSX stated that there were no injuries. 
Members of the Hopkins County Sheriff’s Department responded as well. Preceding 
this particular accident by just over two weeks was a similar derailment in Slaughters, 
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Kentucky on June 1, where one train car out of several that were heavily damaged 
spilled diesel fuel into an adjacent field. Though the derailment that occurred today 
caused minimal damage in comparison to its predecessor, local individuals are 
wondering if it is possible that both are connected in some way as many railways and 
crossings have undergone repair work over the last year, including approximately three 
track systems on the south end of Madisonville. 
Source: http://isurfhopkins.com/local-news/6735-train-derails-at-laffoon-trail-crossing-
.html 

For more stories, see items 9, 11, and 12  
 
[Return to top]  

Postal and Shipping Sector 

32. June 15, Seattle Times – (Washington; Idaho; Utah) FBI: Powder mailed to federal 
offices was nonhazardous. The suspicious white powder mailed to federal buildings in 
Washington, Utah and Idaho Monday was nonhazardous but is still being treated as a 
crime, according to the FBI. Test results were negative for hazardous materials from 
the powder found in six federal buildings, including in Washington state, the federal 
courthouse in Seattle, the FBI office in Spokane and an Internal Revenue Service office 
in Bellevue. Tests were also negative from mailings sent to the U.S. Attorney’s Office 
and an FBI office in Coeur d’Alene, Idaho, and the U.S. Attorney’s Office in Boise, 
Idaho. The powder was identified by investigators as calcium carbonate, or chalk, said 
a special agent with the FBI field office in Seattle. “It doesn’t mean that a crime wasn’t 
committed and that we won’t seek out who is responsible,” the special agent said 
Tuesday. Results of the initial field test for the substance mailed to FBI offices in Salt 
Lake City and Pocatello, Idaho, were negative for hazardous material, but additional 
testing is pending, said a spokeswoman for the FBI’s Salt Lake City division. 
Source: 
http://seattletimes.nwsource.com/html/localnews/2012125502_whitepowder16m.html 

[Return to top]  

Agriculture and Food Sector 

33. June 15, U.S. Food and Drug Adminstration – (National) FDA cautions on accurate 
vitamin D supplementation for infants. The Food and Drug Administration alerted 
parents and caregivers June 15 that some liquid Vitamin D supplement products are 
sold with droppers that could allow excessive dosing of Vitamin D to infants. The FDA 
also advised manufacturers of liquid Vitamin D supplements that droppers 
accompanying these products should be clearly and accurately marked for 400 
international units (IU). In addition, for products intended for infants, FDA 
recommends that the dropper hold no more than 400 IU. The American Academy of 
Pediatrics (AAP) has recommended a dose of 400 IU of Vitamin D supplement per day 
to breast-fed and partially breast-fed infants. The easiest way to ensure that an infant 
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will not get more than the recommended dose is to use a product supplied with a 
dropper that will give no more than 400 IU per dose. Excessive amounts of Vitamin D 
can be harmful to infants, and may be characterized by nausea and vomiting, loss of 
appetite, excessive thirst, frequent urination, constipation, abdominal pain, muscle 
weakness, muscle and joint aches, confusion, and fatigue, as well as more serious 
consequences such as kidney damage. 
Source: 
http://www.fda.gov/NewsEvents/Newsroom/PressAnnouncements/ucm215150.htm 

34. June 15, Lakeland Ledger – (Florida) Destructive Mediterranean fruit flies found in 
Boca Raton. Florida state agriculture officials found Mediterranean fruit flies, one of 
the most destructive agricultural pests, in a routine monitoring trap in Boca Raton 
earlier this month, according to a press release June 15 from the Florida Department of 
Agriculture and Consumer Services. More than 2,000 additional traps set after the 
initial discovery found more flies in mango, loquat, and sour orange trees in Palm 
Beach County, one of the state’s largest agricultural producers. Medflies attack more 
than 250 different fruits and vegetables, including many grown in Florida, such as 
citrus, mango, tomatoes, and peppers. State and federal officials have set up 81-square-
mile areas around each positive find to continue monitoring the outbreak. They are 
considering several countermeasures, including the release of sterile Medflies to 
interrupt the breeding cycle, and ground-based insecticide sprays. In cases of heavy 
infestations in past decades, officials have used controversial aerial insecticide spraying 
over farm and residential areas. 
Source: 
http://www.theledger.com/article/20100615/NEWS/6155031/1001/BUSINESS?Title=
Destructive-Mediterranean-Fruit-Flies-Found-in-Boca-Raton 

35. June 15, WUSA 9 Washington – (National) Lobster meat recall. Portland Shellfish 
Company, Inc. of Portland, Maine is voluntarily recalling the following brands of 
cooked, ready to eat fresh or frozen lobster meat: Portland Shellfish Co. Inc brand, 
Claw island, Craig’s All Natural, and Inland Ocean cooked, fresh or frozen lobster claw 
and knuckle meat. Recent tests show the product has the potential to be contaminated 
with Listeria monocytogenes, an organism which can cause serious and sometimes fatal 
infections. 
Source: http://www.wusa9.com/news/local/story.aspx?storyid=102542&catid=28 

36. June 14, WCAV 19 Charlottesville – (National) Kroger announces ice cream 
recall. The Kroger Co. is recalling select containers of Kroger Deluxe Chocolate 
Paradise Ice Cream sold in 17 states because it may contain tree nuts not listed on the 
label. Customers should return the product to stores for a full refund or replacement. 
People who are allergic to tree nuts could have a serious or life-threatening reaction if 
they consume this product. For consumers who are not allergic to tree nuts, there is no 
safety issue with the product. The product was sold in Kroger stores in Alabama, 
Arkansas, Georgia, Illinois, Indiana, Kentucky, Louisiana, Michigan, Mississippi, 
Missouri, North Carolina, Ohio, South Carolina, Tennessee, Texas, Virginia, and West 
Virginia. The recall also includes Jay C, Food 4 Less, Hilander, Owen’s, Pay Less, and 
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Scott’s stores in Illinois and Indiana. Other stores Kroger operates under different 
banner names are not included in this recall. The Kroger Deluxe Chocolate Paradise Ice 
Cream is sold in 48-ounce containers with a “sell by” date of Jan. 24, 2011, under the 
following UPC code, 11110 50712. This is the only sell-by date affected by this recall. 
Kroger is using its Customer Recall Notification system that alerts customers who may 
have purchased recalled Class 1 products through register receipt tape messages and 
phone calls. 
Source: http://www.newsplex.com/home/headlines/96303519.html 

[Return to top]  

Water Sector 

37. June 15, Associated Press – (Nebraska) Flooding damages about 300 Neb. homes, 
businesses. About 300 homes and businesses in two Nebraska towns have been 
damaged by flooding in recent days, but some towns that officials had been worried 
about remained dry Tuesday. Downstream of Norfolk in Stanton, residents were asked 
to boil their cooking and drinking water because of a water main break. Low-lying 
farmland has been damaged in the region and elsewhere, as have roads and bridges. 
Source: http://www.usatoday.com/weather/floods/2010-06-15-nebraska-floods_N.htm 

38. June 14, Associated Press – (Iowa) Boil order in effect for Adair. Authorities say the 
residents of Adair, Iowa, should plan to use only bottled water for drinking for at least 
the rest of this week, and possibly into next week. An advisory to boil and conserve 
water was issued Sunday evening after a water main going from Adair’s well to its 
water treatment plant malfunctioned. Authorities said Monday a faulty valve was 
allowing water to be pumped from one well into another, rather than to the water 
treatment plant. After water was brought in from surrounding communities in fire 
trucks, residents were urged to use bottled water as an extra precaution against potential 
water contamination. 
Source: http://www.chicagotribune.com/news/chi-ap-ia-adairboilorder,0,7452844.story 

39. June 14, Spokane Spokesman-Review – (Washington) Investigators seek source of 
PCBs in Spokane River. Industry has flourished along the banks of the Spokane River 
in Spokane, Washington for more than a century and high levels of polychlorinated 
biphenyls (PCBs) still show up in rainbow trout and other fish. Once found in 
everything from lipstick to cable insulation, PCBs were banned more than 30 years ago 
because of their link to cancer and other health problems. But the toxic compounds are 
still flowing into the river through storm-water runoff. Tracking the pollution’s source 
is part of a $980,000 “Urban Waters Initiative” at the Washington Department of 
Ecology. Over the past two years, the work has sent research to manholes and storm 
drains with sampling jars. By tracing contaminants up the pipes, the ecology staffers 
are trying to learn where the PCBs and other pollutants are coming from. The co-
workers look for clues in water and sediment samples. This spring, they homed in on an 
old industrial area along Trent Avenue. The narrow strip of warehouses, railroad tracks 
and fabrication shops is called the “Union Basin,” and its storm drains contribute the 
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highest levels of PCBs to the river. The outfalls flow into a five-mile stretch of the river 
between Upriver and Monroe Street dams, where high levels of PCBs have been found 
in fish. In addition to PCBs, the ecology staffers are testing for heavy metals, dioxins, 
furans and flame retardants, which are also harmful to aquatic life. In December, the 
Center for Justice threatened to sue the city of Spokane over the PCBs flowing into the 
river through the storm-water system. In a notice of intent to sue, the public interest law 
firm said the PCB load from the system violated the federal Clean Water Act. 
Source: http://www.spokesman.com/stories/2010/jun/14/investigators-seek-source-
pcbs-flowing-spokane-riv/ 

40. June 14, WVNS 59 Lewisburg – (National) WVU to develop frack water treatment 
technology. Research under way at West Virginia University (WVU) may add a new 
solution to the wastewater problem faced by drillers for natural gas in the Marcellus 
Shale. Researchers at the West Virginia Water Research Institute at the National 
Research Center for Coal and Energy at WVU have teamed with FilterSure Inc. of 
McLean, Virginia, on the problem. Drillers use fresh water plus small amounts of sand 
and additives to make frack water, which is injected into a gas well to drive very fine 
cracks into the formation where the gas is trapped. The microscopic cracks, or 
fractures, are propped open by the sand, allowing the gas to escape to the surface where 
it is collected, cleaned and sent to homes, businesses and industries. The frack water 
comes back to the surface containing solid particles, salts and minerals from the rock 
formation. This brine can be harmful if returned to streams without being treated — but 
treatment can be prohibitively expensive. the researchers propose to treat the water to a 
level that would allow it to be reused as frack water, resulting in no off-site discharge. 
“Our intention is to recycle frack water for reuse in drilling, which will reduce the need 
for surface water,” one said. The $1-million, 32-month research and demonstration 
project is supported by an award from the U.S. Department of Energy National Energy 
Technology Laboratory. FilterSure has a unit that can remove solid particles suspended 
in the frack water; the challenge facing the researchers is to remove enough of the 
dissolved salts and minerals so the water can be reused on the next gas well. 
Source: http://www.wvnstv.com/story.cfm?func=viewstory&storyid=81291 

[Return to top]  

Public Health and Healthcare Sector 
 
See item 5  

 
[Return to top]  

Government Facilities Sector 

41. June 16, Associated Press – (Georgia) Man seized at Army post had land mine, laser 
scope. A former national guardsman pretending to be a U.S. Army soldier convinced 
an officer to give him a sophisticated laser sight for military rifles before he was caught 
hours later on Fort Gordon base in Georgia with a land mine, several grenades and 
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night vision devices, prosecutors said Wednesday. Federal prosecutors said in a 
criminal complaint that the man falsely pretended to be an Army master sergeant on 
Tuesday, and sought to steal the infrared laser targeting sight. He was wearing a full 
combat uniform, including rank and insignia, when he was stopped at Fort Gordon by 
military police and questioned about his activities, according to the complaint. After he 
gave them consent to search his vehicle, authorities said they found several grenades 
and the land mine, among other equipment. According to the complaint, he told 
investigators he was able to obtain the laser sight by telling a captain in the base’s 
military police office that he was a master sergeant in the Army’s 82nd Airborne 
Division and that he needed it to train a soldier. A Fort Gordon spokesman did not 
know if Saxon used a military ID, either fake or real, to get onto the base. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5gjTVcgfURUZCshvmKSDdk
W4Qy2rwD9GCH8680 

42. June 16, The Wall Sreet Journal – (International) U.S. hampered in fighting cyber 
attacks, report says. The U.S. government’s ability to counter cyber attacks against its 
nonmilitary computer systems is largely ineffective, according to a report from an 
internal watchdog to be released June 16. The Homeland Security Department branch 
that monitors cyber attacks cannot force other agencies to protect their systems, is 
woefully understaffed and its ability to manage responses to cyber attacks has been 
hindered by constant turnover, said the department’s inspector general. The 
department’s U.S. Computer Emergency Readiness Team, known as US-CERT, also 
withheld data from other federal agencies that could have helped them address security 
breaches, the report found. The team “is still hindered in its ability to provide an 
effective analysis and warning program for the federal government in a number of 
ways,” according to congressional testimony outlining the report from the inspector 
general. The remarks, prepared for a hearing June 16, were reviewed by The Wall 
Street Journal. 
Source: 
http://online.wsj.com/article/SB10001424052748703280004575309243039061152.htm
l?mod=WSJ_WSJ_US_News_5 

43. June 16, Pacific News Center and; Guam News – (Guam) 1000 pound WW II bomb 
found on naval station. A 66-year-old, 1,000-pound bomb has been found on Naval 
Station Guam. Officials have called for a partial relocation of the base Saturday when 
the bomb will be defused and removed. A spokeswoman said that its believed to be an 
unexploded bomb from the 13-day bombardment ahead of the July of 1944 liberation 
of Guam from Japanese occupation during WW II. The bomb was uncovered Monday 
afternoon by a back-hoe operator working on the construction of a new parking lot 
behind the base’s new fitness center. The location is right in the middle of the major 
housing and office area at Naval Station. In a release, the spokeswoman states bomb-
disposal technicians from Explosive Ordnance Disposal Detachment Marianas (EOD 
Det Marianas) responded to the discovery. After thorough examination, the officer in 
charge of EOD Det Marianas, determined that the bomb’s fuse must be removed in 
order to safely transport it for proper disposal at the Naval Base Guam Ordnance 

http://www.google.com/hostednews/ap/article/ALeqM5gjTVcgfURUZCshvmKSDdkW4Qy2rwD9GCH8680�
http://www.google.com/hostednews/ap/article/ALeqM5gjTVcgfURUZCshvmKSDdkW4Qy2rwD9GCH8680�
http://online.wsj.com/article/SB10001424052748703280004575309243039061152.html?mod=WSJ_WSJ_US_News_5�
http://online.wsj.com/article/SB10001424052748703280004575309243039061152.html?mod=WSJ_WSJ_US_News_5�


 - 18 - 

Annex. While the bomb is being defused, a portion of Naval Base Guam will be 
temporarily closed from 9 a.m. to 2 p.m. June 19. Because of its location near housing 
and offices, people who live and work within 3,000 feet from the bomb must 
temporarily relocate. People 3,000 to 5,000 feet from the site must remain inside a 
building for the duration of the operation if they chose to not relocate. There is no 
danger to people who are beyond 5,000 feet from the site. The Federal Aviation 
Administration and U.S. Coast Guard have been notified and will promulgate a Notice 
to Airmen and Notice to Mariners to warn boaters and airplanes of any areas they 
should avoid Saturday. 
Source: 
http://www.pacificnewscenter.com/index.php?option=com_content&view=article&id=
5825:1000-pound-bomb-found-on-naval-station&catid=45:guam-news&Itemid=156 

44. June 15, C and G News – (Michigan) Bomb threats made, several county buildings 
temporarily closed. Three county buildings in downtown Mount Clemens, Michigan 
have been reopened after they were shut down this morning due to a suspect repeatedly 
calling in bomb threats. According to a spokesman with the Macomb County Sheriff’s 
Office, a suspect placed a call to the Macomb County Prosecutor’s Office just after 9 
a.m. the morning of June 15, stating that there was a bomb located at the sheriff’s 
office. Shortly after, a second call was made to the same location and this time, the 
suspect said that a bomb would detonate at the sheriff’soOffice at 10: 30 a.m. A third, 
undecipherable phone call was made and then a fourth call, a hang up, occurred. A fifth 
call was made to the 41-A District Court in Sterling Heights. “Our 41-A District Court 
got a phone call probably around 10:30 (a.m.),” said a lieutenant with the Sterling 
Heights Police Department. “It was a bomb threat, but it wasn’t for 41-A — it was for 
Circuit Court in Mount Clemens.” Due to safety concerns, employees and the public 
inside three county buildings in downtown Mount Clemens were evacuated, including 
Macomb County Circuit Court. The spokesman said that the evacuation, which 
involved more than 1,000 people, went smoothly. 
Source: http://www.candgnews.com/Homepage-Articles/2010/06-09-2010/Bomb-
threats-closings.asp 

45. June 14, Evansville Courier and Press – (International) List troops exposed to toxins, 
Hill asks. The Department of Defense is under orders to consider creating an official 
registry detailing incidents of personnel who are exposed to toxic chemicals during 
military service, such as an event involving members of the Indiana National Guard 
serving in Iraq in 2003. The provision, offered by a democratic Representative is 
included in a report attached to the National Defense Authorization Act. The goal, 
according to the report, is “to monitor possible health risks and provide necessary 
treatment to those exposed.” “The report should discuss processes in which service 
members exposed to toxic chemicals could be included on the registry and procedures 
to provide medical examinations to service members who are eligible to be included on 
the registry,” according to the committee report. The report is due by March 31. The 
Representative, who has been pushing for the Department of Veterans Affairs to 
address the situation, said a registry is crucial to ensure affected troops get the medical 
care they need. The measure “means we are much closer to both securing recourse for 
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our Guardsmen exposed to chemical pollutants and preventing this from happening 
again.” 
Source: http://www.courierpress.com/news/2010/jun/14/list-troops-exposed-to-toxins-
hill-asks/ 

[Return to top]  

Emergency Services Sector 
 
See items 53 and 54  
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Information Technology Sector 

46. June 16, The Register – (International) Feds block sale of crooks’ favorite messaging 
client. AOL’s sale of ICQ-messaging software to Russian firm Digital Sky 
Technologies might yet be blocked by U.S. authorities, which fear losing access to 
transcripts from the criminal fraternity’s favored messaging product. AOL sold ICQ for 
$187.5 million to DST back in April - a pittance compared to the $400 million it paid 
for the company in 1998. But ICQ is popular in Russia, the Czech Republic and 
Germany, especially among eastern European criminal gangs. One investigator said 
“Every bad guy known to man is on ICQ,” according to the Financial Times. The paper 
claims that current ICQ servers based in Israel are occasionally accessed by U.S. 
investigators seeking transcripts of conversations. The fear is this easy access will 
disappear once ICQ moves to Moscow. DST owns a stake in Facebook and runs 
Russia’s largest e-mail provider, and three of the country’s other social networking 
sites. 
Source: http://www.theregister.co.uk/2010/06/16/aol_icq_fears/ 

47. June 16, PC Advisor UK – (International) 3.7 billion phishing emails were sent in the 
last 12 months. Cybercriminals sent 3.7 billion phishing emails over the last year, in a 
bid to steal money from unsuspecting web users, says CPP. Research by the life 
assistance company revealed that 55 percent of phishing scams are fake bank emails, 
which try and dupe web users into giving hackers their credit card number and online 
banking passwords. Hoax lottery and competition prize draws and ‘Nigerian 419’ 
scams that involve email requests for money from supposedly rich individuals in 
countries such as Nigeria, were also among the most popular phishing emails. 
Furthermore a quarter of Brits admitted to falling for the scams, losing on average 285 
pounds. Online banking fraud has surged by 132 percent during the last year. The 
report also highlighted that 46 percent of web users worry their credit card details will 
be used to make illegal online purchases. CPP also revealed social networking scams 
are on the rise. Nearly one fifth of Brits have received phoney Facebook messages 
claiming to be from friends or family in the past year. One in 10 fear that fraudsters are 
using Twitter to follow them, while a third are concerned their social networking 
account could be hacked.  
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Source: http://www.networkworld.com/news/2010/061610-37-billion-phishing-emails-
were.html?hpg1=bn 

48. June 16, SearchSecurity.com – (International) Former @stake researcher Aitel 
insists on data classification. Too many firms are turning to cloud-computing 
resources before knowing the data that needs the most attention, increasing the attack 
surface and setting up the perfect environment for a breach, according to a prominent 
security expert. The chief technology officer of Miami-based assessment and 
penetration vendor Immunity Inc. said companies are making it easier for hackers to 
break into networks by not undertaking data classification. The officer, a well known 
expert with roots at NSA and the once prominent security research boutique @stake, 
railed against jumping head first into cloud computing and criticized traditional security 
technologies – intrusion prevention and unified threat management appliances – for 
being too easy for attackers to bypass. The chief technology officer spoke to hundreds 
of security professionals June 15, at the Forum of Incident Response and Security 
Teams Conference 2010. The SDL of all major software vendors is broken, he said. He 
criticized browser makers for producing shoddy code, called static analysis tools a 
waste of time, and said the hacking community is at least a decade ahead of security 
professionals tasked with defending company networks. 
Source: 
http://searchsecurity.techtarget.com/news/article/0,289142,sid14_gci1515052,00.html 

49. June 15, Computerworld – (International) Hackers exploit Windows XP zero-day, 
Microsoft confirms. Hackers are now exploiting the zero-day Windows vulnerability 
that a Google engineer took public recently, Microsoft confirmed June 15. Although 
Microsoft did not share details of the attack, other researchers filled in the blanks. A 
compromised Web site is serving an exploit of the bug in Windows’ Help and Support 
Center to hijack PCs running Windows XP, said a senior technology consultant at 
antivirus vendor Sophos. He declined to identify the site, saying only that it was 
dedicated to open-source software. “It’s a classic drive-by attack,” said the consultant 
referring to an attack that infects a PC when its user simply visits a malicious or 
compromised site. The tactic was one of two that Microsoft said last week were the 
likely attack avenues. The other: Convincing users to open malicious e-mail messages. 
According to Microsoft, the exploit has since been scrubbed from the hacked Web site, 
but it expects more to surface. “We do anticipate future exploitation given the public 
disclosure of full details of the issue,” said Microsoft’s group manager of response 
communications. 
Source: 
http://www.computerworld.com/s/article/9178084/Hackers_exploit_Windows_XP_zer
o_day_Microsoft_confirms 

50. June 15, DarkReading – (International) Trojans now 70% of all malware, report 
says. Trojans comprise almost three-quarters of all malware sent by e-mail. At the same 
time, the volume of malware has climbed considerably since the beginning of the year. 
These findings are reported in the E-Mail Security Report June 2010 presented today 
by the leading German e-mail security specialist eleven. The vast majority (87 percent) 
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of all spam e-mail is pharmaceutical-related. Germany continues to be among the top 
spam senders worldwide. In May 2010, it was just behind the U.S., which took the top 
spot. A few of the most important trends: In May 2010, eleven discovered the first 
spam e-mail containing multiple topics, such as a single e-mail advertising 
pharmaceuticals and watches; Spam volumes remain at record levels. Spam e-mail 
accounted for 96.2 percent of the entire e-mail traffic in May 2010; Of all malware sent 
by e-mail in April and May 2010, Trojans accounted for 69 percent. For malware 
authors, the expansion of globally active botnets has become the most important 
activity; Since the beginning of the year, the monthly volume of malware spread via e-
mail has increased more than fourfold. The share of malware e-mail increased from 
0.01 to 0.1 percent of the total; While pharmaceutical- and casino-related spam had 
equal shares for a long time, pharmaceutical spam is now clearly dominant with 87 
percent; the share of casino spam has fallen to 3 percent; finally, Germany remains 
among the top spam senders. The USA is once again in the lead, while Brazil has fallen 
to fourth place. 
Source: 
http://www.darkreading.com/security/vulnerabilities/showArticle.jhtml?articleID=2257
00147&subSection=Vulnerabilities+and+threats 

51. June 15, Sophos – (International) 95 percent say Facebook needs to do more to fight 
clickjacking worms, poll reveals. Facebook is not doing enough to protect members 
from a recent spate of clickjacking attacks on the popular social networking site. That’s 
the verdict of 95 percent of the 600 people polled overnight after the latest attack that 
struck the social network, tricking users into ‘liking’ a Web page entitled ‘101 Hottest 
Women in the World’. The scams, dubbed ‘likejacking’ by Sophos, exploit the ‘Like’ 
button facility by automatically updating a user’s Facebook status to ‘like’ a third party 
Web page without the user realizing that they have clicked a button at all. The update is 
then automatically shared with a user’s Facebook friends via the Web site’s newsfeed, 
helping the attacks to spread rapidly across the social network. Although the attacks are 
yet to deliver malicious payloads, they demonstrate an exploitable weakness in the way 
that Facebook works, putting users at potential risk from future malware or phishing 
attacks. 
Source: http://www.sophos.com/blogs/gc/g/2010/06/15/95-facebook-fight-clickjacking-
worms-poll-reveals/ 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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52. June 16, The H Security – (International) Further problems at ATT. According to US 
media reports, the servers of telecommunications giant AT&T had considerable 
problems with handling iPhone 4 pre-orders. Problems included not only server 
connection failures and processing flaws, but also data leaks. After logging in, users 
were presented with other customers’ account details – including their address, 
invoicing overview and outgoing phone calls. However, it was reportedly not possible 
to manipulate the data. AT&T responded by taking the pages offline. They have since 
become available again – but pre-orders are no longer said to be possible. No official 
statement about what caused the problems has so far been issued. Technology blog 
Gizmodo, however, reported that the failures and leaks were caused by a server update 
that was installed last weekend. An anonymous informer who apparently works for an 
AT&T supplier said that the update went wrong and crippled numerous systems. This 
was said to have caused widespread problems on the internet and in AT&T stores. 
Source: http://www.h-online.com/security/news/item/Further-problems-at-AT-T-
1023606.html 

53. June 15, New York Times – (National) Public safety agencies aim to stop spectrum 
auction. Ever since the September 11 attacks exposed the communications difficulty 
that police, fire and other personnel had in a crisis, government and public safety 
officials have wrestled with how to rebuild the nation’s emergency networks. Nine 
years later, that effort has reached a showdown between the Federal Communications 
Commission, which is seeking to auction off a block of wireless broadband spectrum to 
the private sector, and public safety officials, who say that the additional space on the 
public airwaves should be used instead for a dedicated emergency broadband network. 
With commercial wireless companies preparing to build the next generation of wireless 
communication networks, the resolution of the debate will determine whether public 
safety officials will be able to use the latest technology in emergencies. The two sides 
will face off on June 17 at a hearing before the House Subcommittee on 
Communications, Technology and the Internet, which is considering legislation to pay 
for a public safety network. 
Source: http://www.nytimes.com/2010/06/16/technology/16fcc.html 

54. June 15, Urgent Communications – (National) FCC grants extension in 700 MHz 
proceeding. Commenters will have an additional month to provide input to the FCC on 
key questions associated with the proposed nationwide, 700 MHz public-safety 
wireless broadband network, according to a public notice released on June 15. In the 
proceeding, the FCC is seeking comments on an interoperability public notice for the 
proposed network that included questions on out-of-band emissions and equipment 
certification. Under the original petition, comments would have been due on June 17. 
Under the new public notice, comments will be due on July 19. “We had a request from 
the District of Columbia (D.C.) to extend the comment period, and we did,” a senior 
legal counsel for the FCC’s public safety and homeland security bureau said during the 
June 15 meeting of the National Public Safety Telecommunications Council (NPSTC). 
In a recent filing with the FCC, the District of Columbia chief technology officer, noted 
that the District of Columbia and 20 other 700 MHz broadband waiver jurisdictions are 
trying to meet a July 1 deadline for submitting applications for Broadband Technology 
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Opportunities Program (BTOP) funding that would be used to build 700 MHz 
broadband networks. With resources focused on the BTOP applications, the District of 
Columbia asked for an additional month to file comments in the interoperability 
proceeding. 
Source: http://urgentcomm.com/policy_and_law/news/700mhz-proceeding-extended-
20100615/ 

55. June 15, The Register – (International) Researchers probe net’s most blighted 
darknet. Researchers probing a previously unused swath of internet addresses say 
they’ve stumbled onto the net’s most blighted neighborhoods, with at least four times 
as much pollution as any they’ve ever seen. The huge chuck of more than 16.7 million 
addresses had never before been allocated and yet the so-called darknet was the 
dumping ground sustained barrages of misdirected data as high as 150 Mbps, with a 
peak as high as 870 Mbps, said the director of research and development at the non-
profit group Merit Network. That was about four times higher than most darknets and 
20 times higher than a previously unallocated address block of addresses set up as a 
control group. The block is referred to as a 1/8 (pronounced one slash eight) or 
1.0.0.0/8 because it comprises 1.0.0.0 through 1.255.255.255, a designation of 224 
individual IP addresses. Almost as soon as it was allocated by IANA, or the Internet 
Assigned Numbers Authority, in late January, the researchers noticed it was absorbing 
huge amounts of garbage traffic, making many of the addresses largely unusable. 
Source: http://www.theregister.co.uk/2010/06/15/most_blighted_darknet/ 

[Return to top]  

Commercial Facilities Sector 

56. June 16, CNN – (International) Shootout in Mexican tourist town of Taxco leaves 15 
dead. Fifteen suspects were killed June 15 in a shootout with soldiers in the tourist 
town of Taxco, Mexico. A citizen’s complaint about presumed illicit activities at a 
house led authorities to dispatch soldiers to a house in the town. Upon arriving at the 
house, they were greeted by gunfire and, acting in self-defense, responded with gunfire 
of their own. The battle continued for about 40 minutes, after which authorities 
determined that 15 “aggressors” were dead, and 16 long guns, six pistols, two home-
made explosive devices and a vehicle were confiscated. The process of identifying the 
bodies was under way. 
Source: 
http://edition.cnn.com/2010/WORLD/americas/06/15/mexico.taxco.killings/?hpt=T2 

57. June 15, Fort Myers New-Press – (Florida) Lehigh bomb threat used as robbery 
diversion, deputies say. A man and woman called a bomb threat into a Lehigh Acres, 
Florida Walmart to distract authorities June 15 while they robbed a nearby pharmacy. 
Deputies were called to the Walmart off Lee Boulevard just before 5 p.m. in reference 
to a man who called the store and said there was a bomb in the food section. The store 
was evacuated as deputies searched the scene, but nothing harmful was found. While 
deputies were investigating the bomb scare, a man and woman were robbing 
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Homestead Pharmacy off Homestead Road N. The victim said that at about 5 p.m., two 
people with weapons entered the store demanding Oxycodone and Xanax pills. After 
the victim gave them the pills, they ran from the store. Deputies arrived at the 
pharmacy and found the two suspects not far from the store. Detectives determined that 
they made the bomb threat as a diversion while they robbed the pharmacy. They have 
been charged with robbery with a weapon, and more charges are pending. 
Source: http://www.news-
press.com/article/20100615/CRIME/100615092/1075/Lehigh-bomb-threat-used-as-
robbery-diversion--deputies-say 

58. June 15, ClickonDetroit.com – (Michigan) Man uses bomb threat during 
robbery. The Oakland County Sheriff’s Office said a man used a bomb threat to rob a 
gas station June 14 in Independence Township, Michigan. The office said the man 
walked into the Sunoco gas station and told the clerk he had a bomb in his pocket. The 
man got away with an undisclosed amount of cash and was last seen walking north 
away from the station. A K-9 unit was dispatched to the area following the robbery but 
couldn’t locate the man. 
Source: http://www.clickondetroit.com/news/23907397/detail.html 

59. June 15, Associated Press – (Idaho) SUV in bomb scare belongs to attorney Edgar 
Steele. Police said a worker at Fast Lane Quick Lube in Coeur d’Alene, Idaho spotted 
what appeared to be an explosive device underneath the 2004 Mitsubishi Endeavor 
Limited and called authorities. Employees at the auto shop say June 8 an unidentified 
woman brought her husband’s vehicle in and was surprised when they told her about 
the device, which was removed by a Spokane, Washington bomb squad. Federal 
prosecutors have accused the man of hiring a hit man to try to kill his wife and mother-
in-law. The suspect was arrested June 11 and made an initial court appearance June 15. 
An assistant U.S. Sttorney referenced June 8’s incident in court and argued against the 
suspect’s release, but declined to go into details. 
Source: http://www.khq.com/Global/story.asp?S=12655564 

60. June 15, WTTG 5 Washington, D.C. – (Maryland) Explosion at parking garage in 
Hyattsville. Prince George’s County authorities investigated an explosion Tuesday at 
an apartment complex parking garage. A county fire department spokesman said crews 
found suspicious debris and other objects around a car. Authorities found out that there 
was no bomb or device but that there was a leaking propane tank in the trunk of the car. 
The man rolled open all of the windows in an attempt to release the gas from the car. 
When he left and returned to the vehicle, the car exploded as he attempted to start it. He 
was not injured in the explosion. Investigators said the key piece of evidence was 
surveillance footage showing the man walking away from the damaged car. The man 
would return to the scene and spoke with authorities to let them know of what occurred. 
Prince George’s County homeland security director, said maintenance workers told 
officials they had heard an explosion and when they looked over they saw a vehicle on 
fire. The building was evacuated and bomb-sniffing dogs inspected the building. 
Source: http://www.myfoxdc.com/dpp/news/maryland/explosion-at-parking-garage-in-
hyattsville-061510 

http://www.news-press.com/article/20100615/CRIME/100615092/1075/Lehigh-bomb-threat-used-as-robbery-diversion--deputies-say�
http://www.news-press.com/article/20100615/CRIME/100615092/1075/Lehigh-bomb-threat-used-as-robbery-diversion--deputies-say�
http://www.news-press.com/article/20100615/CRIME/100615092/1075/Lehigh-bomb-threat-used-as-robbery-diversion--deputies-say�
http://www.clickondetroit.com/news/23907397/detail.html�
http://www.khq.com/Global/story.asp?S=12655564�
http://www.myfoxdc.com/dpp/news/maryland/explosion-at-parking-garage-in-hyattsville-061510�
http://www.myfoxdc.com/dpp/news/maryland/explosion-at-parking-garage-in-hyattsville-061510�


 - 25 - 

[Return to top]  

National Monuments and Icons Sector 

61. June 16, Omak-Okanogan County Chronicle – (Washington) Forest Service plans 
tussock moth treatments. About 11,000 acres of the Okanogan-Wenatchee National 
Forestwill be treated for Douglas fir tussock moth this year. A crew of 12 people has 
been making daily trips to areas scheduled for treatment. They are checking the moth 
larvae. The larvae need to be consuming foliage so they will ingest the insecticide. 
Some private landowners in the area also have scheduled treatment. 
Source: http://www.omakchronicle.com/nws/n100616c.shtml 

[Return to top]  

Dams Sector 

62. June 16, Associated Press – (Wyoming) Flooding closes roads in southeast 
Wyoming. Residents battled record flooding Tuesday in southern Wyoming, where 
area reservoirs were full to the brim, while the central part of the state braced for more 
flooding that could rival last week’s levels. The swollen Laramie River has closed 
roads in Laramie and surrounding areas in Albany County in the southeast part of the 
state. In neighboring Platte County, Wheatland, Bordeaux and Guernsey are among 
locations expected to see high water. Flooding also continued along the North Platte, 
Medicine Bow and Little Medicine Bow rivers in Carbon County. The area manager 
for the Wyoming area office of the Bureau of Reclamation, said water is going over the 
spillways of four dams on the North Platte River in south-central Wyoming for the first 
time since 1984. However, the dams are sound and doing what they were designed to 
do, which is lessen flooding downstream, he said. The amount of water flowing into the 
Seminoe Reservoir so far this month has set a record. The Albany County emergency 
management coordinator said about 20 homes in west Laramie received basement and 
cellar flooding while another 20 were threatened. However, efforts Monday to fill and 
place 18,000 sand bags in the town, which is home to the University of Wyoming, 
appear to have paid off. He said he was not aware of anyone being forced from their 
homes or anyone hurt. The county requested a disaster declaration from the state 
Tuesday. There were 400 Wyoming National Guard soldiers deployed to the area. 
Source: http://www.laramieboomerang.com/articles/2010/06/16/ap-state-
wy/wy_wyoming_flood.txt 

63. June 15, Associated Press – (South Dakota) Gavins Dam reservoir reaches record 
level. The Army Corps of Engineers said it has increased releases from Gavins Point 
Dam near Yankton, South Dakota to prevent water from flowing over the emergency 
spillway gates. The move Monday night leveled the elevation of the reservoir at a 
record 1,209.7 feet, less than half a foot from the top of the spillway gates. Gavins 
Point releases were increased from 30,000 cubic feet per second (cfs) to 33,000 cfs. 
The Corps said releases will be held there until flooding begins to subside downstream, 
then might be increased to 35,000 cfs. Heavy rainfall has fallen recently in parts of the 
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central Missouri River basin. The Corps said that with forecasts for only light rain over 
the next several days, the high river flows are expected to begin falling later this week. 
Source: http://www.ktiv.com/Global/story.asp?S=12654002 

64. June 15, Willoughby News Herald – (Ohio) Sinkhole develops at Kenston Lake 
Dam. The Kenston Lake community in southwest Bainbridge Township, Ohio, has an 
apparent sinkhole opening up along the roadway over its dam. “Something is going on 
under the road,” a resident told trustees Monday as he showed them several photos of 
an indented spot along the roadway’s berm near a vertical pipe used to drain water from 
the lake. He said he noticed the hole about a month ago, and became concerned when 
he saw it drop about 12 inches during a three-week period. He began measuring the 
indentation regularly, and told trustees it drops about 1/16 of an inch daily. A Township 
road superintendent told trustees he was monitoring the hole every few days, and had 
filled it with clay. A county engineer said Tuesday that the sinkhole is likely a result of 
the nearby stand pipe corroding, sucking the nearby soil and creating the hole. “The 
stand pipe is old and rusted, with a hole at the bottom of it,” he said. “We can put some 
concrete in the hole temporarily, but our goal is to take the thing out anyway. We’re 
waiting for the hydrologists’ study report, and we don’t know how fast the EPA will 
release it when it’s done,” he said. The engineer said he did not believe the sinkhole 
will create a major problem for motorists in the meantime. 
Source: http://www.news-
herald.com/articles/2010/06/15/news/doc4c17ceec98ee2183582468.txt 
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DHS Daily Open Source Infrastructure Report Contact Information  

 
About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday] 
summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily 
Open Source Infrastructure Report is archived for ten days on the Department of Homeland Security Web site: 
http://www.dhs.gov/iaipdailyreport 

Contact Information 
Content and Suggestions: Send mail to NICCReports@dhs.gov or contact the DHS Daily 

Report Team at (202) 312-3421  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
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