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• Reuters reports that police have arrested 178 people in Europe and the United States 
suspected of cloning credit cards in an international scam worth over 20 million euros, 
Spanish police said June 15. Police in 14 countries participated in a two-year investigation 
that discovered 120,000 stolen credit card numbers and 5,000 cloned cards. (See item 23) 

• According to the Spokane Headlines Examiner, envelopes containing a white powder were 
sent to seven federal offices in two states, Monday. The envelopes have been traced back to 
Spokane, Washington where they were postmarked. (See item 31) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. June 15, Dallas Morning News – (Texas) Enterprise repairs pipeline that exploded 
last week near Cleburne. Enterprise Products Partners LP repaired the pipeline near 
Cleburne, Texas that exploded last week and killed a man. The Houston pipeline 
operator said in a press release Monday that the pipeline, which is 36 inches in 
diameter, returned to full service Saturday. The portion that ruptured was about 100-
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feet long. Last week, a worker struck the pipeline while operating equipment to install 
utility poles. The pipeline exploded, killing a man and injuring eight other people. The 
National Transportation Safety Board (NTSB), which is investigating the blast, took 
large pieces of the broken pipe back to a metallurgic lab in Washington D.C. A NTSB 
spokesman said board investigators will examine the pieces for signs of what went 
wrong. “They would look for any signs of failure in the pipe, in the metal, maybe 
where the metal was struck,” he said. “Any fatigue in the pipe, any corrosion, things 
like that.” The pipeline, operated and partially owned by Enterprise, carries natural gas 
between West Texas and East Texas. 
Source: 
http://www.dallasnews.com/sharedcontent/dws/bus/industries/energy/stories/061510dn
buspipeline.a262b0de.html 

2. June 15, Associated Press – (Louisiana) BP: Ship fire halts oil capture in Gulf. BP 
says a fire believed caused by lightning has shut down a system capturing oil from a 
gushing well in the Gulf of Mexico. BP PLC said the fire was spotted around 9:30 a.m. 
on Tuesday on a drill ship called the Discoverer Enterprise. The fire was quickly 
extinguished. BP says were no injuries, and all procedures were followed and, as a 
precaution, a system siphoning oil from a containment cap above the well was shut-
down. BP says the capture operation is expected to resume later Tuesday. 
Source: http://abcnews.go.com/Business/wireStory?id=10921618 

3. June 15, Charleston State Journal – (West Virginia) Investigation into gas well 
explosion nearing completion. West Virginia Department of Environmental 
Protection (DEP) officials will be on the site of the gas well explosion in Marshall 
County June 15 plugging that well, closing it off to drilling permanently. According to 
a DEP spokesperson, workers were on site Tuesday, pouring concrete into the well that 
exploded a few weeks ago, injuring seven. The spokesperson said there are two wells 
on the Beams Lane site, and the other will still be accessible. Texas-based Union 
Drilling Incorporated was sinking a natural gas well through an abandoned coal mine 
when it hit a methane pocket, injuring seven people. In the meantime, DEP has halted 
all West Virginia operations by the well’s permit holder, AB Resources of Ohio. The 
DEP is also reviewing all of its operations and permits. The DEP spokesperson said the 
investigation into the cause of the explosion and fire is under investigation. 
Source: http://www.statejournal.com/story.cfm?func=viewstory&storyid=81426 

4. June 14, KSL 5 Salt Lake City – (Utah) Timeline unknown for Salt Lake oil spill 
cleanup. A massive cleanup effort is underway across the Salt Lake Valley after a 
broken oil pipeline sent nearly 33,000 gallons of crude oil spilling into local creeks, 
ponds, and rivers. The leak came from a quarter-size hole in a pipeline. Chevron 
believes an electrical arc cut the hole in the pipe. For reasons unknown, monitoring 
systems did not detect the leak. Cleanup is far from over along Red Butte Creek as 
Chevron workers wade through the water, laying down absorbent pads to soak up the 
dark oil running all the way down through the Jordan River. Resources are doubled 
right now along the Jordan River to prevent the oil from getting to the Great Salt Lake. 
So far those efforts have been successful. The Pipeline and Hazardous Materials Safety 

http://www.dallasnews.com/sharedcontent/dws/bus/industries/energy/stories/061510dnbuspipeline.a262b0de.html�
http://www.dallasnews.com/sharedcontent/dws/bus/industries/energy/stories/061510dnbuspipeline.a262b0de.html�
http://abcnews.go.com/Business/wireStory?id=10921618�
http://www.statejournal.com/story.cfm?func=viewstory&storyid=81426�


 - 3 - 

Administration has an inspector in Utah reviewing Saturday’s Chevron oil spill. If 
violations are found, the agency could assess fines. Chevron assured residents the leak 
has been closed off and that this is not a common occurrence. The Division of Water 
Quality (DWQ) took samples from nine different sites around the Salt Lake Valley 
where possible contamination may have occurred. Results were expected to be posted 
on DWQ’s website later Monday afternoon. At a press conference Monday afternoon, 
Chevron representatives said they have doubled the amount of resources working on 
the spill and will pay for all of the cleanup — however, they would not speculate as to a 
timeline. Also, nearly 300 affected birds have been rescued and treated so far. 
Source: http://www.ksl.com/?nid=148&sid=11172158 

5. June 13, Associated Press – (Indiana) Residents question Ind. plant’s flood plain 
site. Some Illinois residents who live near a northwestern Indiana town where a 
multimillion dollar trash-to-ethanol plant is expected to be built are questioning why 
the developers chose a site in a flood plain. Evansville-based Powers Energy One is 
preparing to build a trash-to-ethanol plant in the tiny Lake County town of Schneider 
with the Lake County Solid Waste Management District. That town a few miles east of 
the Illinois state line rests squarely in the Kankakee River watershed and flood plain. 
Source: http://www.kwqc.com/Global/story.asp?S=12642691 

6. June 13, Associated Press – (Iowa) Fire crews called after smoldering coal reported 
at Alliant power plant in Iowa. Authorities say four fire departments responded to the 
Alliant power plant in Burlington after a report that coal began spontaneously 
smoldering. Officials say workers at Alliant on Saturday found the smoking coal, 
which was being brought into the power plant on an underground belt. The coal 
smoked and steamed, but didn’t catch fire. Officials say no injuries were reported. An 
Alliant spokesman says fire departments are always called when coal starts to heat up 
to make sure that it can be cooled. Fire crews from Burlington, West Burlington, 
Danville and Wever responded. Alliant workers moved the coal around with heavy 
machinery to eliminate hot spots. 
Source: http://www.wqad.com/news/sns-ap-ia--smolderingcoal-
burlington,0,1050183.story 

[Return to top]  

Chemical Industry Sector 

7. June 15, Associated Press – (Idaho) EPA: Company must halt poison gas at SE 
Idaho site. The Environmental Protection Agency (EPA) on Monday ordered a 
chemical company to halt toxic, explosive gases leaking from a southeastern Idaho 
Superfund site that toxicologists concluded were an “urgent public health hazard.” 
Philadelphia-based FMC Corp. operated a phosphorous production plant from 1949 to 
2001 on the Eastern Michaud Flats area west of Pocatello, on the Shoshone-Bannock 
Indian Reservation. Nearly a decade after FMC mothballed the operation, however, its 
capped ponds continue to produce phosphine gas that smells of rotten fish and can 
damage respiratory, nervous and gastrointestinal systems, and the heart, liver, and 
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kidneys. The EPA in April began investigating leaks after learning that FMC and its 
contractors had detected concentrations at dangerous levels, said an EPA Superfund 
coordinator in Idaho. A meter that measured phosphine in the air at breathing height 
near Pond 15S was “maxed out,” though no cases of sickness or injury were reported.  
Source: http://www.businessweek.com/ap/financialnews/D9GBMPA06.htm 

8. June 15, WYFF 4 Greenville – (South Carolina) Toxic chemical transfer underway in 
Liberty. Four days after a major train derailment that spilled dangerous chemicals in 
Pickens County, South Carolina, cleanup workers are making some progress. On 
Monday, officials painstakingly monitored the cleanup process to make sure the area 
around the rail wreck remained safe. The Pickens County Emergency Management 
director said that Tuesday, Norfolk Southern was in the process of transferring the 
tolouene di issocyanite (TDI) to another container. It is a very detailed and tedious 
process that will take much of the day. Officials from the Environmental Protection 
Agency, South Carolina Department of Health and Environmental Control and Pickens 
County Hazardous Materials Team were all at the site. The transfer process started 
around 3 p.m Tuesday and could take around six hours, depending on the flow of the 
chemical and air pressure. One tanker was carrying TDI, which is very toxic and 
flammable. “It makes different types of plastics and [is used in] other type of chemical 
manufacturing,” said the general manager for Norfolk Southern’s Eastern Region. All 
cars were cleared off the track over the weekend. However 20 cars, including seven 
tankers, remain on the side of the track. 
Source: http://www.wyff4.com/news/23893781/detail.html 

9. June 14, Associated Press – (Kentucky) Leak stopped at Dow Chemical plant. The 
leak of a pair of chemicals from a railcar at a Dow Chemical plant in Louisville, 
Kentucky has been stopped and area residents have been given clearance to go back 
outside. The officials said the leak has been contained within the facility and added that 
the leak may have been caused by the heat. A heat index of 100 to 105 degrees was 
possible June 14, the National Weather Service said. The Louisville Courier-Journal 
reports the chemicals, methyl methacrylate, a colorless liquid used in paints delineating 
the lanes of roads and highways, and ethyl acrylate, which is used in resins and plastics, 
were noticed leaking at about 12:10 p.m. A Dow Chemical spokeswoman said water 
was trained on the valve to lessen the vapor escaping into the air. She said the plant 
,and two neighboring plants had not been evacuated, and that the wind direction carried 
the vapor away from the local residential area. 
Source: http://www.manufacturing.net/News-Leak-Stopped-At-Dow-Chemical-Plant-
061410/ 

10. June 14, KEZI 9 Eugene – (Oregon) Small hazardous materials spill restricted 
traffic on I-5. An overturned vehicle and small haz-mat spill restricted traffic on I-5 for 
a couple of hours Monday morning north of Albany, Oregon. About 20 gallons of 
sodium hydroxide spilled from the vehicle as it was being uprighted. Sodium hydroxide 
can cause chemical burns if it comes in contact with skin. No injury related to the spill 
was reported. A private haz-mat company responded to clean up the mess. 
Source: http://kezi.com/news/local/177643 
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11. June 14, Associated Press – (Idaho) EPA: Idaho Superfund site leaking poisonous, 
explosive gas. The Environmental Protection Agency (EPA) ordered a chemical 
company to take steps to halt poisonous, explosive gas that is leaking from a Superfund 
site in southeastern Idaho after the state determined it is an “urgent public health 
hazard.” Philadelphia-based FMC Corp. operated a plant until 2001 on the Eastern 
Michaud Flats area west of Pocatello on the Shoshone-Bannock Indian Reservation. 
The site, about a mile from Pocatello Airport’s passenger terminal, has been on a 
federal list of America’s most-contaminated places since 1990. A decade after the FMC 
plant was shuttered, however, a capped pond is now leaking phosphine gas, a severe 
respiratory irritant that smells like rotten fish. This month, Idaho concluded burping 
phosphine gas from FMC’s Pond 15S “is an urgent public health hazard for anyone on 
site.” 
Source: http://www.kval.com/news/national/96333874.html 

For more stories, see items 33, 34, and 36  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

12. June 15, San Luis Obispo Tribune – (California) Diablo Canyon safety record to get 
public airing in San Luis Obispo County. For the past two years, operators at Diablo 
Canyon nuclear power plant in Avila Beach, California have had trouble identifying 
and resolving low-level safety problems. That is one of the key findings that will be 
discussed at a town hall-style meeting of the federal Nuclear Regulatory Commission 
(NRC) June 29 in San Luis Obispo. The public will have two opportunities that day to 
learn about and comment on the agency’s assessment of the plant’s 2009 safety 
performance. The NRC will hold another set of two public meetings June 16 in San 
Luis Obispo on license renewal for Diablo. The purpose is to take public testimony 
about the environmental issues the agency should consider when processing the 
renewal application. The first meeting will be an open house from 10 a.m. to 1 p.m., 
and is an opportunity for the public to speak with NRC experts about a range of issues. 
Seismic concerns, security and license renewal are topics that have dominated recent 
NRC hearings. The second meeting is scheduled for 6 to 10 p.m. and will include a 
formal NRC presentation, followed by an opportunity for the public to make comments 
and ask questions regarding the safety of the plant. Both meetings will be held at the 
Embassy Suites Hotel, 333 Madonna Road. 
Source: http://www.sanluisobispo.com/2010/06/14/1178612/diablo-canyon-safety-
record-to.html 

13. June 15, San Diego Union Tribune – (California) Safety expert gives OK to San 
Onofre. The chief safety watchdog for the nation’s nuclear industry said Monday that 
San Diego County’s nuclear power plant is safe, but the U.S. Nuclear Regulatory 
Commission (NRC) is keeping it under a microscope to make sure it remains that way. 
The NRC chairman was in Mission Valley, California to address the American Nuclear 
Society’s annual meeting at the Town and Country hotel. “We can’t as a regulator ever 
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let ourselves become complacent and think because there has been good performance 
in any period of time that that means that performance will continue to be that way,” 
the chairman said, in reference to the nuclear industry as a whole. The commission has 
cited the San Onofre Nuclear Generating Station, operated by Southern California 
Edison in San Clemente, for a series of safety lapses over the past four years. The 
commission placed San Onofre’s Unit 2 reactor on “regulatory response” in 2009, and 
has added inspectors until the plant meets the NRC’s standards. The plant’s other 
reactor, Unit 3, has no significant problems. “None of those (problems) are close to the 
kind of concerns that would cause us to shut the plant down or anything like that,” the 
chairman said in an interview. “Right now we’re not seeing any significant safety 
violations, but we’re seeing some things that if they’re not addressed soon could lead to 
performance challenges, and that’s why we want to address them early.” The chairman 
said San Onofre’s ills are in the realm of human performance, and the plant needs to do 
a better job of identifying and solving problems before they lead to larger ones. 
Source: http://www.signonsandiego.com/news/2010/jun/15/safety-expert-gives-ok-to-
san-onofre/ 

14. June 14, World Nuclear News – (New York) Nine Mile Point secures services to 
2046. Constellation Energy Nuclear Group and GE have signed a long-term services 
agreement that will see GE provide instrumentation and technical services for the two 
units at Nine Mile Point nuclear power station to the end of their current licenses. The 
long-term agreement covers key nuclear instrumentation and associated technical 
services at the Oswego, New York plant, home to two boiling water reactor (BWR) 
units. GE claimed its services are designed to help plant owners run their plants 
“smarter,” using tools and facilitating knowledge sharing, root-cause analysis and 
project management. The multi-year, multi-outage agreement will see GE provide a 
supply of critical parts, inventory management and technical services, and is designed 
to help Nine Mile Point’s BWRs to operate through to the end of their operating license 
extensions. Those extensions currently cover the operation of unit 1 to 2029, and unit 2 
to 2046. 
Source: http://www.world-nuclear-news.org/C-Nine_Mile_Point_secures_long-
term_GE_services-1406107.html 

15. June 14, Reuters – (North Carolina) Duke shuts NC McGuire reactor due to rod 
problem. The 1,100-megawatt Unit 1 at the McGuire nuclear power plant in 
Mecklenburg County, North Carolina remained shut while operators continue to 
investigate a control-rod problem, a spokeswoman for the plant said Monday. She 
could not say when the unit would return to service, noting workers were still 
performing tests on the rods. Electricity traders guessed it would return to service 
within a week. After reducing the unit to about 44 percent power last week after a 
control rod dropped, operators shut the unit June 12 after receiving an indication of a 
second dropped rod. In a report to the U.S. Nuclear Regulatory Commission, the 
company said all systems operated as designed to shut the reactor. Unit 2, meanwhile, 
continued to operate at full power. 
Source: http://www.reuters.com/article/idUSN1417510820100614 
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16. June 14, Associated Press – (International) 50 activists arrested at Swedish nuclear 
plant. Swedish police on Monday arrested 50 Greenpeace activists after they broke into 
a nuclear power plant site to protest the country’s use of atomic energy, officials said. 
The protesters climbed a fence of the Forsmark, Sweden power plant and were detained 
on suspicion of trespassing and breaking safety regulations, police spokesman said. A 
Greenpeace spokesman said activists from Germany, Poland and Nordic countries were 
demonstrating against government plans to allow the construction of new nuclear 
plants. Sweden’s environment minister told local news agency TT that the Greenpeace 
action had exposed serious flaws in the safety at the Forsmark plant. “It is not 
acceptable that it’s possible to get that close to the actual plant,” he said. “The 
protection around Swedish nuclear plants needs to be strengthened and that 
responsibility lies with the reactor owners.” The Swedish minister said he has 
demanded a report of the incident from the Swedish Radiation Safety Authority. 
Source: http://www.fox11az.com/news/world/96291233.html 

17. June 10, Chicago Tribune – (Illinois) Zion plant powers up for teardown. Forty 
miles north of Chicago, along the shore of Lake Michigan, gun-toting guards still 
warily prowl the grounds of the Zion Nuclear Power Station in Zion, Illinois. Inside, 
the control room remains staffed by engineers who check radiation levels throughout 
the plant. But their numbers are far fewer than before 1998, when the two reactors went 
permanently dark. “A lot of people are surprised, because they think they’re going to 
find tumbleweeds and the place just falling apart,” the plant manager said. He stood in 
the shadow of the 10-story building, its outer wall made of reinforced concrete 3-feet 
thick, that houses one of the dormant reactors. Workers venture inside only about twice 
a month now, for inspections and maintenance. Exelon Nuclear faces a November 
deadline to transfer its U.S. Nuclear Regulatory Commission license to a Utah 
company called EnergySolutions, which will then begin the seven-year task of 
dismantling the plant piece by piece. Although the timetable hasn’t been set, more than 
about 500,000-cubic-feet of material will be moved, everything from concrete walls, 
pipes, wiring, machinery, even desks and chairs. Much of it is contaminated with low-
level radiation. Enough to fill roughly 80 railcars, the material will be transported to 
EnergySolutions’ site 80 miles west of Salt Lake City. It’s easier and cheaper than 
separating the contaminated material from the uncontaminated, officials said. 
Source: http://articles.chicagotribune.com/2010-06-10/news/ct-met-zion-nuke-plant-
0610-20100610_1_zion-plant-exelon-nuclear-exelon-officials 

[Return to top]  

Critical Manufacturing Sector 

18. June 15, Seattle Post Intelligencer – (National) Boeing 747-8 freighter receives 
expanded type inspection authorization. Boeing received expanded type inspection 
authorization (TIA) from the U.S. Federal Aviation Administration (FAA) for the 747-
8 Freighter June 11. This authorization clears the way for FAA personnel to participate 
in test flights and collect required data. With the issuance of TIA, the 747 program is 
beginning expanded certification testing. During this phase of testing, the extremes of 
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the flight envelope are explored. Testing conditions include operations in hot and cold 
weather as well as takeoffs and landings at high-altitude airports. In addition, over-
speed conditions, hard landings and engine-out conditions are tested. The entire flight-
test program calls for a total of about 3,700 hours of ground and air testing. The first 
747-8 Freighter delivery is planned for the fourth quarter of this year. The first 
customer is Cargolux. 
Source: http://blog.seattlepi.com/worldairlinenews/archives/211153.asp 

[Return to top]  

Defense Industrial Base Sector 

19. June 15, San Diego Union-Tribune – (California) Big new Navy ship ready for sea 
trials. The USNS Charles Drew — the new 684-foot dry cargo ship that bears the name 
of the pioneering surgeon who created large, life-saving blood banks during World War 
II — will achieve a milestone early Wednesday when the vessel leaves the 
NASSCO/General Dynamics yard for its first extensive sea trials. Workers are 
scheduled to remove the $500-million ship’s mooring lines at 7:45 a.m., enabling the 
Charles Drew to sail out of San Diego Harbor for weeks of rigorous testing far 
offshore, the company said. The ship is one of the last Lewis and Clark-class cargo 
ships that NASSCO is scheduled to build for the Navy. 
Source: http://www.signonsandiego.com/news/2010/jun/15/grsq-huge-nassco-ship-
ready-sea-trials/ 

20. June 15, Military Times – (National) F-35B STOVL fighter goes supersonic. The 
short-takeoff and vertical-landing version of the F-35 Joint Strike Fighter flew past the 
sound barrier June 10, becoming the first U.S. STOVL aircraft to exceed that 
milestone. A Marine Corps pilot flew the F-35B test aircraft, known as BF-2, to a speed 
of Mach 1.07, or 727 miles-pe- hour. The test run took place at an altitude of 30,000 
feet over an off-shore supersonic test track near Naval Air Station Patuxent River, Md. 
The achievement came on the aircraft’s 30th test flight. Aircraft manufacturer 
Lockheed Martin reported that the pilot accomplished 21 unique test points during the 
flight, including validation of roll, pitch, yaw and propulsion performance. Further 
testing, according to Lockheed, will gradually expand the flight envelope out to the 
aircraft’s top speed of Mach 1.6 — a speed the aircraft is designed to reach while 
carrying a full internal weapons load of more than 3,000 pounds. Customers for the F-
35B include the Marine Corps and the British Royal Navy. The aircraft is to be the first 
JSF version to become operational, and is scheduled to enter service with the Marines 
in late 2012. Two F-35A conventional takeoff-and-landing test aircraft produced for the 
Air Force also have broken the sound barrier. A carrier-capable version of the JSF, the 
F-35C, is being produced for the Navy. 
Source: http://www.militarytimes.com/news/2010/06/dn_jsf_supersonic_061410/ 

21. June 12, Associated Press – (New Mexico) AF nuclear squadron passes 
inspection. An Air Force squadron responsible for maintaining an estimated 2,000 
nuclear weapons at an, Albuquerque, New Mexico base was recertified Friday after 
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passing a surprise inspection that resulted from the unit’s shortcomings last fall. 
Kirtland Air Force Base officials said the 898th Munitions Squadron received a “ready” 
rating after a team from the Air Force Materiel Command at Wright-Patterson Air 
Force Base in Ohio spent the week looking into the unit, which maintains an 
underground weapons cache. “It would have been rather embarrassing and problematic 
if they hadn’t passed,” said an analyst who monitors nuclear weapons issues at the 
Federation of American Scientists in Washington, D.C. The squadron lost its 
certification January 27, after failing a November inspection. The commander of the 
Nuclear Weapons Center at the base requested the decertification, but the Air Force 
said the reliability and accountability of the nuclear stockpile was never affected. 
Source: http://www.military.com/news/article/af-nuclear-squadron-passes-
inspection.html?ESRC=topstories.RSS 

[Return to top]  

Banking and Finance Sector 

22. June 15, KPAY 1290 Chico – (California) Local credit union warns of text phishing 
scam. A phishing texting scam is making the rounds in Chico, California. Star Credit 
Union’s Web site said it appears AT&T cell users have been targeted. The text message 
alert appears to be from Star Credit Union and asks the recipient to call a secure phone 
line and give their debit card information. The credit union said police are investigating 
the scam. 
Source: http://newstalk1290.wordpress.com/2010/06/15/local-credit-union-warns-of-
text-phishing-scam/ 

23. June 15, Reuters – (International) Police arrest 178 in global credit card scam. Police 
have arrested 178 people in Europe and the United States suspected of cloning credit 
cards in an international scam worth over 20 million euros, Spanish police said June 15. 
Police in 14 countries participated in a two-year investigation, initiated in Spain, where 
police have discovered 120,000 stolen credit card numbers and 5,000 cloned cards, 
arrested 76 people and dismantled six cloning labs. The raids were made primarily in 
Romania, France, Italy, Germany, Ireland and the United States, with arrests also made 
in Australia, Sweden, Greece, Finland and Hungary. The detainees are also suspected 
of armed robbery, blackmail, sexual exploitation and money-laundering, police said. 
Source: http://www.reuters.com/article/idUSTRE65E1JJ20100615 

24. June 14, WRAL 5 Raleigh – (North Carolina) Raleigh police: Bank robber getting 
‘more dangerous’. A bank robber suspected in a series of crimes in Raleigh, North 
Carolina is “getting progressively more dangerous with each crime,” authorities said 
June 14, and they are concerned he could become even more violent. The Raleigh 
Police Department and the FBI is investigating at least six bank robberies since 
November 2009 in which they believe the same person is responsible. In each case, the 
robber was described as a masked black man with a slender-to-medium build who is 
about 5-foot-8 to 5-foot-11 and has noticeably misshapen teeth and unusual eyebrows. 
The latest robbery happened June 2 at a Wachovia Bank on Hillsborough Street in 
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Raleigh. The same bank was also robbed March 31. Other banks in Cary and Raleigh 
were also robbed – SunTrust Bank at 910 Kildaire Farm Road in Cary November 25; 
Wachovia at 6623 Falls of Neuse Road in Raleigh December 29 and January. 21; and 
SunTrust at 3620 Six Forks Road in Raleigh on February 26. During the February 26 
robbery, police have said, the robber hit the teller in the head with his gun. In other 
robberies, he has assaulted bank employees, even though none resisted his demands. 
Source: http://www.wral.com/news/news_briefs/story/7777715/ 

25. June 14, Better Business Bureau – (National) New tab napping scam targets your 
bank information. Tab napping is more sophisticated than phishing scams and doesn’t 
rely on persuading a user to click on a link to a scammer’s Web page. Instead, it targets 
Internet users who open lots of tabs on their browser at the same time. It works by 
replacing an inactive browser tab with a fake page set up specifically to obtain personal 
data - without the user even realizing it has happened. So, it is not safe to assume that 
after a user has opened a new tab and visited a Web page, that the Web page will stay 
the same even if the user does not return to it for a time while using other windows and 
tabs. Malicious code can replace the Web page a user opened with a fake version which 
looks virtually identical to the legitimate page one originally visited. Users can guard 
against tab napping by keeping a close eye on tabs they open. Make sure the URL in 
the browser address page is correct before entering log-in details. A fake tabbed page 
will have a different URL to the Web site one thinks she is using. Always check that 
the URL has a secure https:// address even if tabs are not open on the browser. 
Source: http://www.bbb.org/us/post/new-tab-napping-scam-targets-your-bank-
information-3813 

26. June 14, Bradenton Herald – (Florida) Manatee sheriff: Woman’s bomb/bank 
robbery claims ring true. There is evidence that a woman who claims she was told by 
kidnappers that a bomb had been strapped to her back and that it would be detonated if 
she didn’t rob a bank may be true, Manatee County Sheriff’s Office officials said June 
15. The 47-year-old woman caused a bomb scare at about 5:40 p.m. June 11 that shut 
down streets surrounding downtown Palmetto, Florida for hours, after she entered the 
Bank of America at 700 Eighth Ave. W., wrapped in chains with what turned out to be 
a fake explosive device strapped to her back. Swarms of sheriff’s deputies and Palmetto 
police officers shut off much of downtown Palmetto as a bomb squad secured the area 
and found the device strapped to the woman to be fake. But the investigation took a 
strange twist as the woman told detectives that she had been kidnapped, with her 
attackers throwing the chains on her and strapping the device to her back, before 
forcing her to enter the bank to rob it, according to sheriff’s reports. A sheriff’s 
spokesman said June 15 that detectives have found parts of the woman’s story rings 
true, with the woman claiming that more than one person took part in her kidnapping at 
gunpoint. The woman also told detectives her kidnappers told her she had 20 minutes to 
get in and out of the bank with money or they would blow up the bomb. 
Source: http://www.bradenton.com/2010/06/14/2360569/manatee-sheriff-womans-
bombbank.html 

[Return to top]  
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Transportation Sector 

27. June 15, Associated Press – (Kentucky) Delta flight makes emergency landing in 
KY. A Delta Air Lines spokesman said a flight that made an emergency landing at 
Louisville International Airport did so after fluid leaked and caused a “smoky odor” in 
the plane. A Delta spokesman said the flight bound for Atlanta landed Sunday night 
without incident. The spokesman said the odor came from fluid leaking onto an 
auxiliary power unit and did not affect the plane’s main engines. He said the 149 
passengers going from Minneapolis to Atlanta were put on another plane and arrived 
more than four hours late, but safely. 
Source: http://www.wave3.com/Global/story.asp?S=12650441 

28. June 15, WTNH 8 New Haven – (Connecticut) Collapse at bridge in Naugatuck. One 
person was taken to the hospital after a collapse at a bridge being repaired in 
Naugatuck, Connecticut, authorities said Tuesday. The collapse happened around 6:30 
a.m. The work was being done on an old section of the Salem Bridge on Route 63 near 
Breen Field. The bridge was closed to traffic. Naugatuck and state police said one 
person was transported to the hospital, but it was unclear how serious the injuries are. A 
crane was also involved in the incident. The state fire marshal’s office and the 
Occupational Safety and Health Administration are now handling the investigation. 
Route 63 in the area will remain closed until everything is deemed safe. Earlier in the 
morning, the Route 8 South off ramp at Exit 26 in Naugatuck was temporarily closed. It 
has since reopened. Also because of the emergency, buses are temporarily replacing 
trains on the Metro-North Waterbury branch. The schedule remains the same. 
Source: http://www.wtnh.com/dpp/traffic/traffic_news/construction-accident-naugatuck 

29. June 14, The Colony Courier-Leader – (Texas) Train derailed between Frisco, The 
Colony. At approximately 8:20 a.m. today, a rock train heading southbound out of 
Sherman derailed on the border between Frisco and The Colony, Texas. No injuries 
were reported and no hazardous materials were involved in the accident. A Burlington 
Northern Sante Fe Railway spokesman said the accident posed no threat to the 
immediate community or the housing developments in the area. Faust said 28 cars 
derailed, and that a heavy equipment crew from Hulcher Services Inc. had been 
working the scene since early this morning, clearing the tracks of damaged cars and 
debris. 
Source: http://www.courier-gazette.com/articles/2010/06/14/the_colony_courier-
leader/news/189.txt 

30. June 14, KVOA 4 Tucson – (Arizona) Airplane flight path changed for one Arizona 
airport. The Federal Aviation Administration said it has temporarily directed planes to 
take off toward the west from Phoenix’s Sky Harbor. The order came largely because 
of construction of the airport’s Sky Train rail line. Planes typically depart toward the 
east overnight and morning, and toward the west in the afternoon. 
Source: http://www.kvoa.com/news/airplane-flight-path-changed-for-one-arizona-
airport/ 
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For more stories, see items 1, 8, and 10  
 
[Return to top]  

Postal and Shipping Sector 

31. June 15, Spokane Headlines Examiner – (Washington; Idaho) White powder 
envelopes traced back to Spokane. Several envelopes containing a white powder 
were sent to federal offices Monday. The envelopes have been traced back to Spokane, 
Washington where they were postmarked. There will be an investigation as to whether 
the postmarks are authentic. The white powder within the envelopes has not yet been 
identified, nor have the motives behind why they were sent. The seven envelopes 
showed up at federal offices in Bellevue and Seattle, Washington, Boise and Coeur 
d’Alene, Idaho, and in Spokane. The envelopes were dealt with in different fashions, 
including the evacuation of the Boise U.S. Attorney’s Office, and a lockdown of two 
people that came into contact with one of the envelopes in the Seattle downtown 
courthouse. It appears that the white powdery substance is nontoxic, but it has not been 
revealed what it actually is yet. All of the envelopes arrived at offices June 14, and 
were opened at different points of the day. KXLY of Spokane reported that authorities 
across the Pacific Northwest plan to continue the investigation. 
Source: http://www.examiner.com/x-7460-Spokane-Headlines-
Examiner~y2010m6d15-White-powder-envelopes-traced-back-to-Spokane 

[Return to top]  

Agriculture and Food Sector 

32. June 15, Champaign News-Gazette – (Illinois) State counts 79 salmonella cases 
linked to Subway. The number of Salmonella cases connected to Illinois Subway 
restaurants continues to grow. The Illinois Department of Public Health said there are 
now 79 confirmed cases of the rare Salmonella serotype Hvittingfoss, with the age 
range of the people who have been sickened after eating at a Subway ranging from 2 to 
79. Cases have been reported in connection with Subway restaurants in 26 counties: 
Bureau, Cass, Champaign, Christian, Coles, DeKalb, DeWitt, Fulton, Henry, Knox, 
LaSalle, Livingston, Macon, Marshall, McLean, Moultrie, Ogle, Peoria, Sangamon, 
Schuyler, Shelby, Tazewell, Vermilion, Warren, Will and Winnebago. All illnesses 
started between May 14 and May 25. Health officials said their investigation is 
ongoing. Following the initial outbreak, Subway voluntarily withdrew all lettuce, green 
peppers, red onions and tomatoes from the suspected dates and replaced them with 
new, fresh produce, according to the state public health department. 
Source: http://www.news-gazette.com/news/politics-and-government/2010-06-15/state-
counts-79-salmonella-cases-linked-subway.html 

33. June 14, KRQE 13 Albuquerque – (New Mexico) EPA checking remains of Abq. 
fire. The federal Environmental Protection Agency was expected June 14 at the scene 
of the fire that destroyed a former meat-packing plant in Albuquerque, New Mexico 
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June 11. The fire at the former Karler plant forced the evacuation of a one-mile radius 
over fears two, 500-gallon tanks of pressurized ammonia might explode. The building 
also contained asbestos. The cause of the fire is under investigation. The site is off 
Broadway Boulevard SE north of Interstate 25. 
Source: http://www.krqe.com/dpp/news/environment/epa-checking-remains-of-abq-fire 

34. June 14, Corvallis Gazette-Times – (Oregon) No one injured in freeze dry 
evacuation; chemical identified that caused reaction. The main production building 
at Oregon Freeze Dry, at Pacific Boulevard and 29th Avenue in Albany, Oregon, was 
evacuated at 2:25 p.m. June 14 after an employee “noticed a chemical reaction,” said an 
Albany Fire Department spokeswoman. The employee hit the fire alarm, and 120 
people were evacuated. No one was injured, but three people who smelled the chemical 
were being evaluated. The reaction was in the soap storage area of the building. It was 
believed to be caused by a cleaning solvent, but it was not ammonia. National Frozen 
Foods directly south of Oregon Freeze Dry was also evacuated as a precaution. 
Seventeen Albany firefighters responded initially. Members of the Region 5 Haz-mat 
Team, including firefighters from Albany, Corvallis and Lebanon, were later called in. 
There are three manufacturing facilities on the 35-acre Oregon Freeze Dry site. Albany 
is the world headquarters for the company, which is the world’s largest custom 
processor of freeze-dried products. 
Source: http://www.gazettetimes.com/news/local/article_d03767f4-7806-11df-8117-
001cc4c002e0.html 

35. June 14, U.S. Food and Drug Administration – (National) NOAA, FDA continue 
ramping up efforts to ensure safety of Gulf of Mexico seafood. The National 
Oceanic and Atmospheric Administration (NOAA) and the U.S. Food and Drug 
Administration (FDA) are taking additional steps to enhance inspection measures 
designed to ensure that seafood from the Gulf of Mexico reaching America’s tables is 
safe to eat. The federal government, in conjunction with Gulf States’ regulatory 
agencies, is playing an active role in ensuring the safety of seafood harvested from 
federal and state waters. The government is taking a multi-pronged approach to ensure 
that seafood from Gulf waters is not contaminated by oil. The strategy includes 
precautionary closures, increased seafood-testing inspections and a re-opening 
protocol. The federal effort will also include NOAA’s dockside sampling of fish 
products in the Gulf. NOAA will verify that catch was caught outside the closed area 
using information from vessel-monitoring systems that track the location of a vessel or 
information from on-board observers. FDA will first target oysters, crab, and shrimp, 
which due to their biology retain contaminants longer than finfish, for additional 
sampling. The sample collection will target primarily seafood processors who buy 
seafood directly from the harvester. 
Source: 
http://www.fda.gov/NewsEvents/Newsroom/PressAnnouncements/ucm215493.htm 

36. June 14, Cincinnati Enquirer – (Ohio) Workers evacuated from Kroger dairy. Four 
workers at the Kroger dairy in Springdale, Ohio were taken to local hospitals after a 
valve on a milk tank broke and released ammonia. The ammonia is used as a coolant. 
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Other workers were evacuated into the parking lot of the manufacturing plant at 11801 
Chesterdale Road. Springdale firefighters responded to the call. The diary workers were 
taken to University Hospital, Bethesda North and Mercy Fairfield. 
Source: http://news.cincinnati.com/article/AB/20100614/NEWS01/6150301/Workers-
evacuated-from-Kroger-dairy 

[Return to top]  

Water Sector 

37. June 14, Columbus Dispatch – (National) Federal study finds streams easily hurt by 
development. New houses and businesses that spring up along the edges of cities 
always have posed a pollution threat to wildlife in nearby streams. But a new study by 
the U.S. Geological Survey that examined more than 250 streams that flow near nine 
major cities found that aquatic life declines almost as soon as new roads and buildings 
go up. Experts had thought that the decline began much later, after pavement and 
buildings filled at least 10 percent of open land near streams. Even at that 10-percent 
level, as much as 36 percent of the aquatic insects that form the base of streams’ food 
chains already were destroyed by stormwater and dirt from eroded stream banks, the 
study found. Instead of sinking into the ground, rain falls on roofs, roads and pavement 
and quickly flows into storm drains and streams. When storms hit, the fast-moving 
water erodes stream banks and carries with it lawn fertilizers, pesticides and pollutants 
cars leave on pavement. Government officials said safeguards for streams must be 
given a chance to work. That would mean several years of monitoring and testing 
streams. 
Source: http://www.dispatch.com/live/content/local_news/stories/2010/06/14/federal-
study-finds-streams-easily-hurt.html?sid=101 

38. June 14, Plattsmouth Journal – (Nebraska) Emergency crews place sandbags around 
Plattsmouth Water Treatment Plant. Emergency crews from Plattsmouth and 
Nehawka, Nebraska, placed sandbags around the Plattsmouth Water Treatment Plant 
and local wells early Monday afternoon to try to prevent floodwaters from reaching 
both critical areas. Extensive flooding along the Missouri River east of Plattsmouth 
turned Schilling Wildlife Refuge into a large lake and forced Plattsmouth city officials 
to block East Main Street west of the railroad tracks. Waters completely covered the 
road leading to the refuge and threatened areas near River Road by the water treatment 
plant. Cass County Emergency Management and fire and rescue crews from 
Plattsmouth and Nehawka sandbagged areas near the Oreapolis railroad junction from 7 
a.m. to noon Monday, then raced over to the wildlife refuge to continue sandbagging 
efforts there. Volunteers loaded dozens of sandbags into boats and carted them across 
the floodwaters to the water treatment plant area. Emergency officials are keeping a 
close eye on Platte River levels near the Linder Lakes and Buccaneer Bay residential 
areas. A special Plattsmouth Fire and Rescue meeting was called at 2:30 p.m. Monday 
to have all available fire and rescue personnel present for sandbagging work. The 
(NWS) extended its flood warning for eastern Cass County until 10 a.m. Tuesday. The 
NWS said flooding is likely to continue until late this week. The Missouri River level 
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at Omaha was measured at 26.17 feet at 2 p.m. Monday. Flood stage is 29 feet. The 
Platte River level at Louisville was measured at 10.17 feet at 2:15 p.m. Monday. Flood 
stage is 9 feet and moderate flood stage is 11 feet 
Source: http://www.cass-
news.com/articles/2010/06/14/news/local/doc4c1684c78333b126239453.txt 

39. June 13, Valley Morning Star – (Texas) Rio Hondo water plant back in 
compliance. After five years of violations, Rio Hondo’s water plant is back in 
compliance — but just barely, city officials said this past week. Officials thought the 
Texas city had 935 water connections, but a door-to-door count found 891 homes 
connected to 743 water meters. When 11 more homes are added, the city will fall back 
into noncompliance. City commissioners were ready to launch a $5.2-million project to 
build a new water plant as a result of inflated water-connection numbers, the mayor 
said. Now they’re considering whether to build a new plant or expand the existing 
plant, officials said. The city reported for years to the Texas Commission on 
Environmental Quality that it had 935 water connections, the public works director, 
said. The state had cited the city for being 3 percent over its capacity to treat water 
since 2005, an agency spokesman in Austin, said. Officials had planned to borrow $3.6 
million, payable over 40 years, to build a new plant that would more than double 
capacity to 1.8 million gallons per day. As part of the project, the U.S. Department of 
Agriculture would give the city a $1.7-million grant to build the plant. Construction of 
a new plant would force the city to increase water rates by about 25 percent. The city’s 
flat monthly water rate stands at $26. The water plant’s expansion and renovation 
would cost about $1 million. 
Source: http://www.istockanalyst.com/article/viewiStockNews/articleid/4207722 

For another story, see item 4  
 
[Return to top]  

Public Health and Healthcare Sector 

40. June 15, Lynn Daily Item – (Massachusetts) Nahant man, pal nabbed at Bedford 
hospital with bomb. A Nahant, Massachusetts man was arrested after he allegedly 
handed over a homemade pipe bomb to police outside the Bedford Hospital late Friday. 
The Nahant man, and another man of Salem, were taken into custody after police 
approached the two for acting suspiciously. Both are expected to be arraigned June 15. 
According to a Bedford police sergeant, the two men arrived at the Edith Nourse 
Rogers Memorial Veterans Hospital, where one of the men was planning to attend a 
detox program. He said the two had been walking near the emergency department and 
were pointing at several nearby buildings, when hospital officials detained them. The 
Salem man was found to have an outstanding warrant issued out of Salem for operating 
under the influence and drug charges. However, as police were arresting the Salem 
man, they looked into the suspects’ vehicle and saw an open container of alcohol and 
began questioning the Nahant man. Police say he then handed over a pipe bomb and 
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marijuana. 
Source: http://www.thedailyitemoflynn.com/articles/2010/06/14/news/news06.txt 

41. June 11, MSNBC – (National) Infected organs pose deadly transplant risk. The 
patient was 54 when he died in 2005 after receiving a kidney that was infected with a 
rare virus from the donor’s pet hamster. He endured more than three years of dialysis 
waiting for a new kidney, even turning down one organ on his doctor’s advice because 
it came from a high-risk donor, his wife said. But in May 2005, less than a month after 
the 54-year-old Rhode Island man received the long-awaited organ, he was dead, felled 
by a rare infection that lurked undetected in the transplanted kidney. The source? A pet 
hamster bought the month before the organ donor’s sudden death. It was a diseased 
rodent whose virus, lymphocytic choriomeningitis — known as LCMV — was 
transmitted from the donor to four people who received her organs, killing three of 
them. The fourth became critically ill, but survived. Last month, that victim and the 
families of the others settled a two-year lawsuit against the retailer PetSmart, who they 
claimed failed to screen the sick hamster or to warn pet owners about potential dangers. 
Source: http://www.newsvine.com/_news/2010/06/11/4495780-infected-organs-pose-
deadly-transplant-risk 

[Return to top]  

Government Facilities Sector 

42. June 15, Tampa Tribune – (Florida) MacDill AFB open as usual a day after armed 
couple’s arrest. One day after a heavily armed couple tried to enter MacDill Air Force 
Base – where the Iraq and Afghanistan wars are coordinated – traffic is moving 
smoothly through all gates, said a base spokesman. A man and a woman are in custody 
after officials said they tried to enter the base’s Bayshore Boulevard gate about 5 p.m. 
Monday in a sport utility vehicle carrying weapons and military gear, MacDill officials 
said. Base officials haven’t heard that it was a planned attack, and authorities did not 
find any explosives. A News Channel 8 reporter on scene at the base Monday night saw 
at least 13 loaded rifle magazines and two pistol magazines in a bag. Authorities also 
found military clothing and other military-style equipment in the grayish blue Honda 
CRV driven by the suspects. The suspects, who haven’t been identified, didn’t have 
proper identification cards to get on the base as a civilian or as a member of the 
military, officials said. Authorities haven’t said if they tried to use fake IDs. 
Source: http://www2.tbo.com/content/2010/jun/15/macdill-afb-open-usual-day-after-
armed-couples-arr/news-breaking/ 

43. June 14, CNN – (International) Activity at US base in Kyrgyzstan ‘unabated’ 
Pentagon says. A Pentagon spokesman said the refueling and troop transport 
operations at the U.S. transit base in Manas, Kyrgyzstan, continue “unabated” by ethnic 
riots in the southern part of the country. A Pentagon spokesman told CNN that the 
violence in the south of Kyrgyzstan is about 200 miles from the transit base and 
operations there have not been affected. The base, which is near the Kyrgyz capital, 
Bishkek, has not added any additional security measures, he said. Refueling operations 
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had been halted while the United States negotiated new fuel contracts with the interim 
government, he said, but late last week refueling started again. The spokesman said the 
U.S. military is examining what options it can provide for humanitarian assistance in 
connection with the violence in the south. The transit center in Manas was opened in 
2001, when U.S. military operations in Afghanistan began. 
Source: http://www.cnn.com/2010/US/06/14/kyrgyzstan.us.base/ 

For more stories, see items 21 and 31  
 
[Return to top]  

Emergency Services Sector 

44. June 15, Albany Times Union – (New York) Simulated hostage situation in 
Schenectady. A man armed with a pistol took a patron hostage June 14 on the main 
stage at Proctors in Schenectady, New York, a mock scenario by the police 
department’s tactical unit. The event drew a large response of city police and 
firefighters to Stratton Plaza, the walkway behind Proctors Theater, for a call of shots 
fired inside the building. During the drill, the police department’s hostage negotiator 
learned that the gunman also had an improvised explosive device. A police sniper, 
canine unit, and the department’s tactical unit were set up inside the theater. The 
simulated hostage drama ended peacefully about 90 minutes after it began with the 
release of the theatergoer, and the arrest of the hostage taker. Police spokesman said 
similar drills are held every month “to see what our weaknesses are and improve on 
them.” 
Source: 
http://www.timesunion.com/AspStories/story.asp?storyID=940971&category=REGIO
N 

45. June 14, WRAL 5 Raleigh – (North Carolina) SBI crime lab investigation extended 
through 2010. The two former FBI assistant directors who are investigating the state 
crime lab in North Carolina will be on the job for several more months. The attorney 
general ordered the outside review of the State bureau of Investigation crime lab after 
testimony at a groundbreaking innocence hearing showed lab reports did not always 
include all test results. The original 90-day contracts expired in June and paid each man 
up to $40,000. The extensions pay each up to $100,000 and were signed June 11. One 
of the former assistant directors led an inspection team that fixed problems at the FBI 
crime lab in 1998 and 1999. The other was was in charge of nine FBI divisions, 
including the science and forensic lab divisions. 
Source: http://www.wral.com/news/local/story/7780734/ 

46. June 14, FireRescue1 – (National) Lessons to learn from NFPA’s fatality report. A 
the National Fire Protection Association (NFPA) Conference & Expo in Las Vegas, the 
annual Firefighter Fatality Report for 2009 was released at the conference with some 
positive news, but few surprises in how firefighters continue to fall while serving their 
communities. The 82 on-duty firefighter deaths recorded by NFPA in 2009 represents 
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the lowest annual total since 1993; it is also below the 10-year annual average of 98 
and a substantial reduction from the 105 fatalities recorded in 2008. NFPA’s speaker 
reminded everyone that while a drop over one year certainly is not enough to show a 
trend, it is definitely encouraging to see the number of firefighter fatalities drop well 
below the 10-year average. 
Source: http://www.firerescue1.com/firefighter-safety/articles/830233-Lessons-to-
learn-from-NFPAs-fatality-report/ 

[Return to top]  

Information Technology Sector 

47. June 15, The H Security – (Internatioanl) Mass website hack aimed at online 
gamers. According to the latest analysis, the mass Web site hacks which have been 
showing up over the last week are aimed at stealing access credentials for online 
games. The hackers’ most prominent victims serving the malware have been the Wall 
Street Journal and the Jerusalem Post Web sites. The hacked Web servers are all 
Microsoft Internet Information Server (IIS) and ASP-NET-based, but analysis by a 
number of security services providers has shown that the attacker has used SQL 
injection vulnerabilities in custom Web applications to hack the sites. Administrators 
are advised to check their systems for any signs of interference and tampering. The 
SQL injection vulnerability allows attackers to write their own HTML and JavaScript 
to the hacked sites content-management system’s database. Specifically, the attackers 
embedded code which uploads an exploit for the recently discovered vulnerability in 
Flash Player into an iFrame. The code then tries to infect the hacked sites visitors’ 
systems with trojans. It appears the attackers objective is to steal access data to Asian 
gaming Websites such as aion.plaync.co.kr, aion.plaync.jp and df.nexon.com. The 
Flash Player vulnerability has been fixed in version 10.1. A Chinese group known as 
dnf666, which was also responsible for a major SQL injection attack in March, appears 
to be behind the attack. 
Source: http://www.h-online.com/security/news/item/Mass-website-hack-aimed-at-
online-gamers-1022506.html 

48. June 15, Help Net Security – (International) Remote working poses threat to 
corporate security. A recent survey of 200 UK IT directors has found that 92 percent 
believe that, by allowing more staff to work remotely, they are increasing their security 
risks. Even though all respondents said that their workforce was increasingly mobile, 
80 percent admitted they found it difficult to manage and secure ever-more 
sophisticated mobile devices. A researcher from Aruba Networks comments: “As smart 
phones and other mobile devices become increasingly popular, they pose an increasing 
security threat to the unprepared business. For an easier life, many IT departments 
would choose to limit the devices that are allowed to access corporate networks – but 
with demand for the coolest gadgets often coming from senior executives – this choice 
is often taken away from them.” As demonstrated by the survey, today’s challenge is 
how to support such a wide variety of devices, particularly as most of these devices 
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were not built with business needs in mind. 
Source: http://www.net-security.org/secworld.php?id=9413 

49. June 15, SC Magazine – (International) Fresh ‘likejacking’ attack on Facebook, as 
revisions are made on page controllers. Facebook is now allowing the removal of a 
page creator by an appointed administrator. After it recently stepped up application 
development with developers now required to have an approved account on the social 
networking site before they can add applications, the original creator of Facebook 
pages can now be removed as an administrator by any of the other administrators of 
that page. A blogger writing on allfacebook.com, commented that this was a serious 
issue for a number of companies who were looking to shift control of their pages from 
a third-party company to someone internal, as in some instances pages have been sold, 
but administrators have remained. The social networking site was also hit by a fresh 
“clickjacking” attack last weekend. AVG’s chief research officer warned of another 
“likejacking” campaign on Facebook, with the lure of a picture of actress Jessica Alba 
on a page of the “101 hottest women in the world.” He said that if a user wants to see 
the other 100, he has to click somewhere on the page, although there is nothing else to 
click other than to go back or close the browser, and no matter where the user clicks, 
his Facebook page is updated to show that he “likes” this page. 
Source: http://www.scmagazineuk.com/fresh-likejacking-attack-on-facebook-as-
revisions-are-made-on-page-controllers/article/172487/ 

50. June 15, UPI – (National) Report: U.S. passport risk persists. A U.S. government 
contractor is still assembling a key passport component in Thailand despite repeated 
warnings about security risks, ABC News reported. In a report conducted jointly with 
the Center for Public Integrity, a watchdog group, ABC said the Government Printing 
Office inspector general has warned the GPO lacks a basic security plan for protecting 
blank e-Passports from theft by terrorists, foreign spies or counterfeiters. Such 
passports contain a chip in the cover designed to deter counterfeiting. Despite offering 
assurances production of passports would be moved to the United states, a government 
contractor is still assembling the electronic component in Thailand, ABC and the CPI 
reported June 14. A former Department of Homeland Security inspector general called 
the report “extremely troubling. Something like that ought to be produced only in the 
United States, under only the most rigorous security standards,” he told ABC News. 
Source: http://www.upi.com/Top_News/US/2010/06/15/Report-US-passport-risk-
persists/UPI-20851276580166/ 

51. June 14, Sophos – (International) ‘Teacher nearly killed this boy’ - rogue spamming 
Facebook app at large. Over 190,000 people have so far clicked on a link sent by a 
rogue Facebook application, which tempts users into giving the application access to 
their Facebook profile in exchange for seeing a “shocking video” of what is alleged to 
be a teacher physically assaulting a boy. A quick search on Facebook reveals thousands 
of users are promoting the link on their newsfeeds, encouraging their friends and 
acquaintances to also add the application. A typical message reads: “I am shocked!!! 
The teacher nearly killed this boy: hxxp://bit.ly/aWeBMl - Worldwide scandal!” 
Clicking on the bit.ly link redirects Facebook users to a page promoting a Facebook 
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application called “Teacher nearly kills a 13 year old boy. SHOCKING!”, which offers 
what appears to be a video thumbnail of the attack and the encouragement to “Click 
here, then ALLOW, to see the shocking video.” However, anyone who follows the on-
screen instructions to view the video will also be allowing the third-party application to 
gain access to one’s profile, and to re-post the spam message to the individual’s own 
wall. 
Source: http://www.sophos.com/blogs/gc/g/2010/06/14/teacher-killed-boy-rogue-
spamming-facebook-app-large/ 

52. June 14, DarkReading – (International) New paper outlines potential vulnerabilities 
in software supply chain. Application security problems do not just occur when 
developers are writing code — they can occur as that code is exchanged or distributed, 
a new report argues. Sometimes security vulnerabilities are introduced when software 
makers exchange code — or when it is sent out to customers, according to “An 
Overview of Software Integrity Controls: An Assurance-Based Approach to 
Minimizing Risks in the Software Supply Chain,” a white paper issued June 14 by the 
Software Assurance Forum for Excellence in Code (SAFECode). “Most of the studies 
on software development so far have really looked only at the security issue,” said the 
executive director of SAFECode, a nonprofit organization backed by major software 
vendors. “What we’re saying here is that software integrity and authenticity need to be 
part of the discussion.” The paper outlines software integrity controls used by major 
software vendors to address the risk that insecure processes, or a motivated attacker, 
could undermine the security of a software product as it moves through the links in the 
global supply chain. The controls cover issues ranging from contractual relationships 
with suppliers, to securing source code repositories, to helping customers confirm the 
software they receive is not counterfeit. The work builds on SAFECode’s previously 
released “Software Supply Chain Integrity Framework,” which defines a taxonomy for 
describing supply-chain security in the context of software assurance. 
Source: http://www.darkreading.com/vulnerability_management/security/app-
security/showArticle.jhtml?articleID=225700096&subSection=Application+Security 

53. June 14, Krebs on Security – (International) Cloud Keyloggers? Keystroke-logging 
computer viruses let crooks steal passwords, and sometimes even read e-mails and 
online chats. Recently, however, anonymous criminals have added insult to injury, 
releasing a keylogger strain that publishes stolen information for all the world to see at 
online notepad sharing sites such as pastebin.com. During the week of June 7 through 
11, security experts at BitDefender discovered a continuing stream of new entries at 
pastebin.com and pastebin.ca that included text files laid out in the format typically 
used by keystroke-logging malware. For example, each keypress in the log posted to 
pastebin.com is preceded by a listing of the program currently in focus on the victim’s 
screen, and each function key pressed is spelled out, so that when the victim hits the 
backspace or down arrow key, for instance, the keystroke log will show a “[back]” or 
“[down]” entry in place of each corresponding keypress. Typically, keystroke-logging 
malware will submit stolen data to a Web server specified in the malware that the 
attacker controls. BitDefender theorizes that those responsible for creating this 
keylogger variant may have chosen pastebin.com because it is unlikely to be blocked 
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by Web filters or malware blacklists. 
Source: http://krebsonsecurity.com/2010/06/cloud-keyloggers/ 

54. June 14, IDG News Service – (International) Twitter’s service woes and outages 
persist. Twitter’s persistent and disruptive service outages entered a second week, as 
the company scrambles to bring its site availability back to acceptable levels. After 
multiple incidents brought Twitter.com and its platform for third-party applications 
down several times last week, the company said June 11 that it had identified the 
causes, and had taken concrete steps to resolve the problem. Specifically, Twitter 
blamed errors in planning, monitoring and configuring its internal network, and said 
that in response it had doubled the capacity of its internal network, sharpened its 
monitoring, and improved its load balancing, “By bringing the monitoring of our 
internal network in line with the rest of the systems at Twitter, we’ll be able to grow 
our capacity well ahead of user growth. Furthermore, by doubling our internal network 
capacity and rebalancing load across the internal network, we’re better prepared to 
serve today’s tweets and beyond,” wrote an individual from Twitter’s engineering team 
on the company’s official blog. However, problems continued throughout the weekend 
and into June 14, as acknowledged on the official Twitter Status blog, as the site returns 
its notorious “fail whale” error message. Not even at its halfway point yet, June is 
already the worst month in terms of downtime for Twitter since October of last year, 
according to Web-performance-monitoring company Pingdom. So far this month, 
Twitter has been down for 3 hours and 3 minutes. 
Source: 
http://www.computerworld.com/s/article/9178029/Twitter_s_service_woes_and_outag
es_persist 

55. June 14, Newsfactor Network – (Florida) iPad still vulnerable, hackers say in 
refuting ATT. The iPad could have more security flaws than the one found on 
AT&T’s Web site last week. In a posting June 14, hacker site Goatse Security said “all 
iPads are vulnerable” because of a weakness in Apple’s Safari browser. The notice was 
in response to an e-mail sent to iPad owners this weekend by AT&T, in which the 
carrier apologized but blamed the incident on “malicious” hackers. According to 
Goatse, a user could click a malicious link in the browser and the security hole could 
allow unauthorized access to the iPad. The site said Safari does not block off high-
numbered, illegitimate ports, or communication channels. This, in combination with the 
browser’s ability to automatically fulfill software requests, could spell trouble. Apple 
has not released a fix or a statement. The posting about Safari’s vulnerability was a 
retort to AT&T’s apology. Goatse brought attention last week to a vulnerability in the 
carrier’s Web site that allowed the acquisition of more than 100,000 iPad users’ SIM 
card ID numbers and e-mail addresses. In its e-mail sent June 13, AT&T’s senior vice 
president and chief privacy officer called Goatse’s hack “malicious” and the result of 
“great effort.” She added that “unauthorized computer ‘hackers’ maliciously exploited 
a function designed to make your iPad log-in process faster.” AT&T said it turned off 
the Web-site feature that made the security breach possible. Some observers have said 
AT&T should not be storing confidential information on a publicly accessible Web site. 
The list of e-mail addresses included many high-profile individuals, including staff 
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members in the U.S. Senate and House of Representatives, and employees at the Justice 
Department, NASA, Department of Homeland Security, The New York Times, Dow 
Jones, Viacom, Time Warner, and News Corp. 
Source: http://news.yahoo.com/s/nf/20100614/bs_nf/73852 

For another story, see item 25  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  

 
[Return to top]  

Communications Sector 

56. June 15, The Starkville Dispatch – (Mississippi) Service restored to most WCBI 
customers. WCBI-TV has returned service to nearly all of its satellite and cable 
customers in Mississippi and Alabama after a technical glitch interrupted its signal last 
week, but over-the-air customers have to wait a while longer. The general manager for 
WCBI said a problem with the transmission line at its broadcasting tower, located in 
Montpelier, Mississippi in northwest Clay County, caused many customers to lose the 
channel. Now, he said, all satellite and cable customers have had their signal restored. 
Over-the-air customers, however, may not have WCBI restored until the week of June 
21. 
Source: http://www.cdispatch.com/news/article.asp?aid=6654 

57. June 12, Lafayette Advertiser – (National) ATT has 3G data outage again. AT&T’s 
3G Data Network was down again June 11, and this time, Lafayette, Louisiana 
residents were not the only ones impacted. The failure affected customers across the 
southeastern United States, said an AT&T spokeswoman. Voice and text applications 
appeared to be working for most customers, but most could not send or receive 
multimedia messages or connect to the Internet. The spokeswoman said the company 
began receiving calls about the problem around 12:30 p.m. She said technicians had 
identified the cause of the outage as of 5 p.m. June 11 and were working to restore 
service. A similar outage occurred June 9 after a fiber-optic cable was cut in the 
Zachary area. The incident briefly disrupted data transfers in the Lafayette area. 
Source: http://www.theadvertiser.com/article/20100612/BUSINESS/6120307 
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58. June 14, CNN – (National) Gulf Coast beaches update. Northwest Florida: All of 
Florida’s beaches remain open. Scattered tar balls have been found from the Alabama-
Florida state line east to Walton County. A portion of beach was closed Saturday in 
Panama City, Florida, after an oil container with BP markings washed ashore. There 
have been no oil impacts, the Panama City Beach Convention and Visitors Bureau Web 
site said. The water at Pensacola Beach is open for swimming and fishing. A health 
advisory has been issued for beaches stretching from the Florida-Alabama line to the 
entrance of Johnson Beach on Perdido Key. Swimming and fishing in the affected 
waters are not advised. Gulf Islands National Seashore: The National Park Service 
reported heavier oiling at Perdido Key last week. All of the Gulf Islands National 
Seashore sites, which are located in Florida and Mississippi, are open. Gulf Shores and 
Orange Beach, Alabama, have experienced significant oiling, according to the Alabama 
Gulf Coast Convention and Visitors Bureau. Public beaches in both cities are flying 
double red flags, meaning the waters are closed to the public. The beaches remain open 
for sunbathing and walking. The Alabama Department of Public Health has issued an 
advisory against swimming in waters off Gulf Shores, Orange Beach and Fort Morgan 
or in bay waters close to Fort Morgan, Bayou St. John, Terry Cove, Cotton Bayou or 
Old River. Grand Isle, Louisiana: Oil is affecting more than 45 miles of Louisiana 
coast, although most of the coast is unaffected. Grand Isle has closed its public beach. 
Source: http://www.cnn.com/2010/TRAVEL/06/14/oil.spill.beaches/ 

59. June 14, Binghamton Star-Gazette – (New York) Police conclude YMCA bomb tip 
unfounded. A bomb threat that resulted in the June 11 evacuation of the Horseheads, 
New York YMCA was the result of a misunderstanding. Officers who investigated the 
incident determined there was no credible threat to the safety of the people within the 
facility. Police determined that during the course of the day, a staff member 
documented statements made by a young child, and that a copy of the statements was 
found by another YMCA employee who wasn’t aware of the nature of the 
documentation or its purpose. The second employee initiated emergency procedures to 
ensure the safety of the children and staff members. An explosives-detecting K-9 unit 
from the Chemung County Sheriff’s Office conducted a thorough search of the facility 
and turned up no threat. 
Source: http://www.stargazette.com/article/20100614/NEWS01/6140362/1113/Police-
conclude-YMCA-bomb-tip-unfounded 

[Return to top]  

National Monuments and Icons Sector 

60. June 15, Associated Press – (New Mexico) Albuquerque firm to clean Raton 
mines. An Albuquerque company has been awarded a $738,000 contract to reclaim 
abandoned coal mines in Sugarite (Shoog-uhr-reet) Canyon State Park near Raton, New 
Mexico. Samcon, Inc., secured the contract through a competitive bidding process. The 
Raton-area mines were active between 1901 and 1941. The project is in the seventh 
phase of construction work dating to 1999. The work must be performed in steps 
because it is difficult to reclaim mine waste on steep slopes, which are inaccessible to 
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construction equipment. State officials estimate there are more than 15,000 mine 
hazards in New Mexico that have not been reclaimed. Workers with the state’s 
Abandoned Mine Land Program have closed more than 4,000 hazardous mine openings 
over the past 29 years. 
Source: http://www.kob.com/article/stories/S1606475.shtml?cat=504 

61. June 15, Visalia Times-Delta – (California) Controlled burn starts today in Kings 
Canyon National Park. Moraine Campground in Kings Canyon National Park in 
Fresno, California was closed starting June 21 in preparation for a 71-acre control burn 
planned June 15. Prescribed burns are designed to clear excess foliage that might end 
up providing fuel for larger, uncontrolled fires in and around the park. The “Viewpoint 
Prescribed Burn” will be ignited June 15, weather and air-quality conditions permitting. 
The burn will be located near the Cedar Grove area, and the road to Cedar Grove will 
remain open, although delays might occur because of smoke. Campgrounds other than 
Moraine will remain open. 
Source: http://www.visaliatimesdelta.com/article/20100615/NEWS01/6150312 

62. June 14, National Park Service – (Arizona) Lightning causes several fire starts on 
the North Rim of Grand Canyon National Park. A thunderstorm passed over 
Northern Arizona late last week resulting in three lightning-caused fires on the North 
Rim of Grand Canyon National Park. The fires were discovered between June 11 and 
June 12. Two fires, the Walla Fire, approximately 12 miles northwest of the North 
Rim-developed area and the Fuller Fire approximately six miles northeast of the North 
Rim-developed area were both suppressed at a tenth of an acre because of potential 
threats. The Glades Fire is approximately nine miles southeast of the North Rim-
developed area. The fire is currently estimated at 1/10th of an acre – the fire is burning 
primarily in Ponderosa pine and is being managed for resource and protection 
objectives. It is located on the Walhalla Plateau one mile east of Cape Royal Road 
between Vista Encantada and Cape Final. This area previously burned in 1999 and 
2005, reducing the potential for high severity fire due to the reduction of fuels. Four 
Grand Canyon firefighters are committed to the current fire. 
Source: http://www.nps.gov/grca/parknews/lightning-causes-several-fire-starts-on-the-
north-rim-of-grand-canyon-national-park.htm 

63. June 14, KMTV 3 Omaha – (Nebraska) Flood Threat: Haworth Park campground 
evacuates. Campers evacuated the Haworth Park Campground in Bellevue, Nebraska 
June 14. They watched the Missouri River rise over the weekend and were told to 
evacuate. The campground has a number of structures under water. A regular at the 
campground said it is the worst flooding she has ever seen. Campers were told to leave 
the grounds by noon. 
Source: http://www.action3news.com/Global/story.asp?S=12646150 
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64. June 15, Murfreesboro Daily News Journal – (Tennessee) State hits TVA with 
$11.5M penalty. Tennessee State regulators slapped the Tennessee Valley Authority 
(TVA) with a record $11.5 million in civil penalties Monday for the cataclysmic 2008 
coal ash spill near Kingston. The sanctions, assessed by the Tennessee Department of 
Environment and Conservation (TDEC), added up to the largest set of penalties ever 
imposed by the state for environmental violations, according to a TDEC spokeswoman. 
TVA officials said they do not plan to appeal the assessment, which adds up to about 1 
percent of the utility’s annual electricity revenues. TVA is the nation’s largest public 
power provider with more than 9 million customers in Tennessee and surrounding 
states. “TVA has received [the (TDEC) Commissioner]’s order and will comply with it, 
as we remain fully committed to a complete cleanup of the Kingston ash spill,” the 
TVA senior vice president for environment and technology said in a written statement. 
“We appreciate the comprehensive oversight that (TDEC) has provided, and we will 
continue to seek the department’s review and guidance to restore the area and protect 
public health.” TDEC’s action does not preclude the U.S. Environmental Protection 
Agency from levying penalties.The spill, caused when a portion of the Kingston Fossil 
Plant’s ash-storage facility collapsed, dumped 5.4-million cubic yards of ash sludge 
into the river and surrounding areas early December 22, 2008. Coal ash contains heavy 
metals such as arsenic, lead and selenium, and the disaster prompted immediate 
concerns about the effects on human health and long-term damage to the environment. 
Source: http://www.dnj.com/article/20100615/NEWS01/6150308 

65. June 15, AHN News – (International) Failure of dam pinpointed as cause of BC 
landslide. British Columbia, Canada officials were investigating a Sunday afternoon 
landslide in Oliver pinpoint the failure of a dam to hold a reservoir lake as the cause of 
the natural disaster. They are still probing who has responsibility over the monitoring 
and maintenance of the reservoir. The landslide destroyed five houses, and damaged 25 
more, and the residents had to be evacuated. According to a provincial engineer, the 
dam was built in the 1930s to provide irrigation water to an orchard, but it was later 
taken over by the federal government. Investigators are still checking who holds the 
license for maintaining and monitoring the lake. As a result of the landslide, a small 
area of Highway 97 between Oliver and Osoyoos is covered by 5 feet of mud. Many 
residents do not have electricity, phone service and irrigation, while travel in parts of 
Oliver has been impaired. 
Source: http://www.allheadlinenews.com/articles/7018995872 

66. June 14, Richmond Daily News – (Missouri; Kansas; Nebraska) Corps cuts water 
release to ease flood potential. Heavy weekend rain, swollen streams and a forecast of 
additional rain this week have prompted the Corps of Engineers to cut back on upriver 
reservoir releases and mobilize its emergency response center in Kansas City, Corps 
officials said. “Releases from Gavins Point Dam were reduced today (Saturday) as 
stages on the Missouri River and many of its tributaries exceeded flood stage from 
Nebraska City, Nebraska, to the Mississippi River,” an information officer of the 
Corps’ Omaha office said Saturday. “Releases were reduced from 26,500 cubic-feet-
per-second (cfs) to 22,000 cfs to noon today.” Releases from upriver dams add to the 
volume of water that the Missouri River and adjoining levees are faced with containing. 
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A public-information officer with the Corps’ Kansas City District office, said Monday 
that the district’s emergency-response team had been activated to monitor the flooding 
threat, particularly with more rain in the forecast. The red zones — areas where 
flooding danger is most critical — are currently located between Rulo, Nebraska and 
Atchison, Kansas. All 18 reservoirs in the Kansas City District — a large territory that 
extends from Nebraska to the north, St. Louis in the east and Kansas to the east — have 
stopped releasing water into the Missouri and Kansas rivers. 
Source: http://www.richmond-dailynews.com/news.php?id=4644 
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restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
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