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Top Stories 

• As the government begins deploying whole-body imaging machines to replace metal 
detectors at airports nationwide, some security experts worry that the new technology could 
make it easier, not harder, to sneak weapons and explosives onto airplanes, according to the 
Los Angeles Times. (See item 31) 

• Heavy rain and storm runoff that swelled creeks and rivers briefly threatened a small 
hospital and forced the evacuation of a small town in central Nebraska Saturday, The 
Associated Press reports. North Loup, a town of about 340 in central Nebraska’s Valley 
County, was evacuated because of street flooding that followed failure of a small dam, 
state officials said. (See item 65) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. June 13, Reuters – (Florida) BP oil storage tank washes ashore on Florida beach. An 
oil storage tank suspected to have been on the Deepwater Horizon rig has washed 
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ashore on a northwest Florida beach, local officials said June 13. The 550-gallon 
(2,080-liter) tank that washed up on Panama City Beach June 12 had markings 
suggesting it could have come from the rig that exploded and sank April 20, killing 11 
people and unleashing a catastrophic gush of oil into the Gulf of Mexico. “It had ‘BP’ 
and it said ‘Horizon’ on it,” a Bay County spokeswoman said. “But it could have come 
from a ship or any number of things.” The rectangular metal tank had an undetermined 
type of oil in it and was leaking, she said. Hazardous materials crews loaded the 5,000-
pound (2,250-kg) tank onto a trailer and took it to a Coast Guard station for transport to 
Louisiana, where it will be turned over to investigators probing the BP Plc. oil spill. 
The white sandy beach where it came ashore, the Laguna Beach area of Panama City 
Beach, has not seen any tar balls or oily sheen from the spill, the spokesman said. It 
was about 60 or 70 miles (95 to 110 km) east of the Florida Gulf Coast area where oil 
has washed ashore. 
Source: http://www.reuters.com/article/idUSN1318751620100613 

2. June 13, News 14 Carolina – (North Carolina) Planning prevented panic in 
Greensboro tank farm firefight. A lightning strike sparked a massive fire at the 
Colonial Pipeline tank farm in Greensboro, North Carolina early June 13. The blaze 
broke out around 12:45 a.m. at the facility along Interstate 40. Firefighters extinguished 
the flames after it burned for about five and a half hours. Some nearby homes were 
evacuated and traffic was rerouted on I-40. No injuries were reported. The fuel tanks 
have been in place since the 1950s but to date there has never been a fire of this 
magnitude. Firefighters say the tanks are designed to burn and not explode. 
“Everything right now is contained,” said the assistant Greensboro fire chief. “This is 
not an explosive situation. The tank did not explode, it burnt, it simply caught on fire.” 
The tank had some 20,000 gallons of gasoline in it and crews were draining gas while it 
burned. They then sprayed foam on the fire to put it out. At least 60 firefighters from 
Greensboro, High Point and Guilford County fire assisted in the efforts. There was also 
help from emergency officials in Raleigh, Charlotte and Spartanburg, South Carolina. 
For the past four years, Greensboro fire officials worked with Colonial Pipeline to 
prepare for a situation similar to this. And now that the fire is out and the cleanup 
efforts are under way, leaders say they are pleased with the quick response and the 
collaborative effort to tackle the massive fire. 
Source: http://charlotte.news14.com/content/top_stories/627040/planning-prevented-
panic-in-greensboro-tank-farm-firefight/ 

3. June 13, Fierce Government IT – (National) House approves GRID Act. The 
President would gain new powers over the U.S. electrical grid under a bill the House of 
Representatives approved June 9. The Grid Reliability and Infrastructure Defense Act 
would permit the President to order immediate emergency measures to protect the 
reliability of the bulk-power system or defend critical electric infrastructure against an 
imminent grid security threat. The GRID Act passed the House on voice vote; it now 
lies before the Senate Energy and Natural Resources Committee. The bill would also 
have the Federal Energy Regulation Commission issue a rule within 180 days requiring 
high-voltage electric transmission companies to address the so-called Aurora 
vulnerability. In 2006, the Homeland Security Department staged a test dubbed 
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“Aurora” at the Idaho Energy Laboratory that demonstrated that an attacker could hack 
into the control system of an electric generator, causing severe physical damage to the 
equipment. The bill’s accompanying report complains that the North American Electric 
Reliability Corporation, the bulk power industry’s self-regulatory organization, has 
been slow to react to grid security concerns. NERC has yet to propose a reliability 
standard to address an Aurora vulnerability and NERC critical infrastructure protection 
standards apply only to owners and operators who self-identify their assets as critical, 
the report adds. 
Source: http://www.fiercegovernmentit.com/story/house-approves-grid-act/2010-06-13 

4. June 12, Fort Worth Star-Telegram – (Texas) Fatal explosions renew concerns about 
pipeline safety in Texas. The footage of flames shooting out of a pipeline and soaring 
skyward over Johnson County made national news recently and also reignited fears of 
how such a disaster might play out in a more populated community. The incident in 
Johnson County was one of two pipeline explosions in Texas in as many days that 
killed a combined three people. In a quirk of timing, the explosions rattled Texas, 
which has the largest network of natural gas pipelines in the country, and revived 
concerns about public safety just before June 10 — the day Congress designated 
National Pipeline Safety Day. Drilling critics argue that more pipelines mean more 
safety concerns. Industry advocates insist that the current system provides enough 
protection and note that nearly all pipeline accidents in Texas are caused by third 
parties not following the law. 
Source: http://www.star-telegram.com/2010/06/12/2260412/fatal-explosions-renew-
concerns.html 

5. June 12, Associated Press – (Louisiana) Oil rig missed inspections before 
explosion. The BP rig that sparked America’s biggest oil spill in history missed 16 
required inspections in the years leading up to the deadly April explosion that killed 11 
workers and sent crude gushing into the Gulf of Mexico. That’s according to newly 
released government inspection reports that show the Deepwater Horizon rig was only 
surveyed six times in 2008, even though the government requires drilling rigs to be 
inspected every month. In total, it missed 16 checks since January 2005. It’s unclear 
whether the lapse is the fault of federal authorities or BP itself. An Interior Department 
official told CBS News that a rig sometimes misses inspection if it’s being dragged 
from one location to another, or if there are delays because of the weather. The 
inspections that did occur found no problems on the rig, and the most recent safety 
violation was recorded as far back as 2007. One report dated three weeks before the 
April blast, excerpted by the Los Angeles Times, noted that the blowout preventer was 
functioning properly, without any mention of problems with surges of natural gas 
flowing up the drill column – the glitch that experts believe led to the disastrous April 
20 explosion. 
Source: http://www.aolnews.com/gulf-oil-spill/article/bps-rig-missed-16-inspections-
before-explosion-and-spill-in-gulf-of-mexico/19513678 

6. June 12, Lower Hudson Journal News – (New York) Explosions, blaze at Con Ed 
substation. A malfunctioning oil pump is being blamed for two explosions at a Con 
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Edison substation near I-87 in Yonkers June 12 that sent 13 city fire companies into 
action to douse the smokey blaze. Police and fire officials said residents in the 
surrounding Dunwoodie neighborhood were nearly evacuated after firefighters were 
called to the scene at 9:56 a.m. for fear that the four-story-high plume of smoke at the 
facility contained PCBs or other toxins. However, neighbors were simply asked to keep 
windows closed, as the blaze was brought under control in just over an hour — despite 
some challenges for the approximately 65 firefighters on the scene. Mineral oil used to 
cool the transformer caught fire but it is too early to tell what caused it, said a 
spokesman for the utility. 
Source: http://www.lohud.com/article/20100612/NEWS02/6120357/-
1/newsfront/Explosions--blaze-at-Con-Ed-substation 

7. June 12, Houston Chronicle – (National) Real-time data help inquiry into rig 
explosion. Unable to survey wreckage on the seafloor directly, investigators into the 
fatal Deepwater Horizon accident are relying on clues from what may be the next-best 
thing. Prior to the April 20 disaster, BP offices onshore were receiving minute-by-
minute data about the company’s Macondo well, transmitted by satellite, that may offer 
the most complete picture available of problems that led to the tragic blast and the 
biggest oil spill in U.S. history. Records of that information are stored with BP and 
Halliburton Co., the oil field services company that had a contract with BP to collect 
real-time data from the well and rig and send it ashore. Now, various congressional 
committees are sorting through it. The Coast Guard and U.S. Minerals Management 
Service, which have formed a joint investigation board into the incident, are also 
planning to discuss the data during a third round of hearings in July, a Coast Guard 
spokesman said. And plaintiffs’ attorneys involved in suits against BP and other 
contractors aboard the rig are trying to obtain it and use it to bolster their cases. Major 
oil companies including Shell Oil, Chevron Corp. and ConocoPhillips increasingly use 
real-time well data to monitor offshore drilling projects, especially big and costly deep-
water wells. The information allows shore-based engineers to assist during important 
drilling phases and intervene when problems arise. 
Source: http://www.chron.com/disp/story.mpl/business/7049301.html 

For more stories, see items 12 and 14  
 
[Return to top]  

Chemical Industry Sector 

8. June 14, The Greenville News – (South Carolina) Norfolk Southern to resume 
transfer of chemicals from derailed train cars. Norfolk Southern expects to resume 
efforts Tuesday to remove hazardous chemicals from cars damaged during the train 
derailment in Liberty, South Carolina. Attempts Sunday to transfer a flammable and 
potentially toxic chemical that can cause breathing problems from a damaged rail car 
into a new car were unsuccessful. The transfer of the chemical, toluene diisocyanate, 
was to be done by connecting the two cars with a hose, in what is called a “closed loop 
system,” to keep vapors from escaping while the material was being pumped from the 
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derailed car into an empty car, said a spokesman for Norfolk Southern. Norfolk 
Southern was unable to complete the transfer because the tank car that was brought in 
had too much air pressure inside to receive the load of chemicals, he said. Instead, that 
car was to be taken back to Greenville Sunday night where “they’ll work on it on 
Monday and bring it back to Liberty Tuesday to resume the transfer,” the spokesman 
said. 
Source: 
http://www.greenvilleonline.com/article/20100614/NEWS/306140008/Norfolk-
Southern-to-resume-transfer-of-chemicals-from-derailed-train-cars 

9. June 13, Grand Island Independent – (Nebraska) Meeting about Nebraska Solvents 
contamination planned. Nebraska state officials and the city of Grand Island will be 
hosting an informational meeting June 23 to discuss the latest information regarding 
water contamination caused by Nebraska Solvents. The meeting will be at Grand Island 
City Hall, 100 E. First St. It will begin with an open house from 6 to 7 p.m. in which 
questions can be posed one-on-one to officials from the Nebraska Department of 
Environmental Quality, the Department of Health and Human Service and the Grand 
Island Utilities Department. That will follow with a formal group presentation at 7. The 
Department of Environmental Quality will provide updated information about 
groundwater contamination from the Nebraska Solvents site at 1200 E. Highway 30. 
Split sampling of private wells in eastern Hall County and western Merrick County, as 
well as the draft cleanup plan submitted by the Union Pacific Railroad, will be 
discussed. The railroad did not cause the contamination, but owns the land that was 
contaminated. 
Source: http://www.theindependent.com/articles/2010/06/13/news/local/11922918.txt 

10. June 11, Chem Info – (West Virginia; National) When workarounds backfire. On 
August 28, 2008, a runaway reaction inside a pesticide residue treater at the Bayer 
CropScience facility in Institute, West Virginia resulted in a violent explosion that 
propelled the treatment vessel 50 feet through the air and caused extensive damage to 
the surrounding infrastructure. Two operators were killed in the blast and eight others 
were sickened by the chemical exposure that followed. The Chemical Safety Board 
(CSB) identified four areas that could have contributed to the blast. The first was 
equipment deficiencies. The residue treater was fitted with an undersized heater that 
required operators to break procedure and use a workaround solution. The safety 
interlocks controlling the flow of chemicals into the vessel were sidestepped, which 
resulted in a methomyl concentration 20 times the recommended maximum level. 
Workers attempted to check the unit’s venting system when the internal pressure 
became elevated, but it is not clear why the system did not mitigate the pressure 
buildup. The second was improper procedures. The workaround procedures were not 
subject to formal management-of-change safety reviews required by the Occupational 
Safety and Health Administration’s process safety management standard. The third are 
was lack of training on new computerized control equipment due to the fact that Bayer 
upgraded its computerized controls with a system that used a completely different user 
interface. The control screens looked completely different and a mouse was used 
instead of a keyboard. Operators were not fully trained to use the complex system, and 
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written operating procedures were significantly out of date. The fourth and final area 
was operator fatigue. It was common for operators to work 20 hours of overtime a 
week, with 12- to 18-hour shifts regularly occurring. 
Source: http://www.chem.info/Articles/2010/06/Safety-When-Workarounds-Backfire/ 

For more stories, see items 33 and 36  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

11. June 14, Rutland Herald – (Vermont) Watchdog criticizes tritium monitoring. The 
Conservation Law Foundation said Friday that Entergy Nuclear could do a better job of 
monitoring the radioactive tritium reaching the Connecticut River. Entergy and the 
Department of Health concede that the contaminated groundwater at Vermont Yankee 
nuclear plant is reaching the Connecticut River, but tests show no sign of the tritium or 
other radionuclides known to have leaked from underground pipes at the reactor. The 
Vermont director for the Conservation Law Foundation told a CLF-sponsored panel 
discussion in Brattleboro Thursday evening, that technology exists that could intercept 
and monitor the groundwater as it comes up into the river, and give a much more 
accurate reading of the radioactive contamination reaching the river. The director said 
that the current method of taking random samples from the river amountrf to “taking 
grab samples out of the ocean” and was not an accurate assessment of the 
contamination. “Let’s put it on the bottom of the river and see the plume,” he said, 
saying that Entergy was “not looking in the right way” for the contamination. A senior 
staff attorney for Conservation Law Foundation in Vermont said that recent 
information showed that the radioactive leak had been going on for at least two years, 
even though it only showed up in a monitoring well in November. Test results were 
only available in January. 
Source: 
http://www.rutlandherald.com/article/20100614/NEWS02/6140342/1003/NEWS02 

12. June 14, Reuters – (International) Nearly half of Japan’s reactors had 
problems. Nearly half of Japan’s 54 commercial nuclear power reactors had problems 
that needed to be addressed during operations last financial year, but none required 
operations to be suspended, a report said Monday. The Nuclear and Industrial Safety 
Agency report said 21 reactors had “significant issues” over occurrences or safety, two 
needed more inspections, and 29 had little or no problem. “The report is to identify 
problems that need to be addressed so we can prioritize inspections and use our limited 
resources effectively,” said an official at the agency, an affiliate of the Economy, Trade 
and Industry Ministry. “The rating doesn’t affect current operations. There are no 
nuclear reactors that need to halt operations.” The agency rated reactors on 
malfunctions and operational status from the start of the year to March 31. One case 
deemed to have “significant issues” involved radioactive materials being discharged 
into the sea by mistake through a drainage pipe. 
Source: http://in.reuters.com/article/idINIndia-49280320100614 
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13. June 13, Columbus Dispatch – (Ohio) Ohio’s senators want aid for nuclear-site 
cleanup. The Democratic Senator from Ohio and the Republican Senator from Ohio 
are locking arms politically to go after federal cash to help fund the cleanup of the site 
of a closed uranium-enrichment plant in southern Ohio. Ohio’s U.S. senators asked key 
members of the Senate Appropriations Committee last week to come up with all the 
money the President asked for in his proposed 2011 budget for cleanup and related 
efforts at the Piketon site: $479 million total, including $416 million for direct 
decontamination and cleanup efforts. The Republican Senator is a member of the 
appropriations committee. This is separate from ongoing work by USEC, a private 
company, to try to build a commercial enrichment plant on the site. Commercial 
uranium-enrichment plants produce fuel for nuclear-power plants. The old Piketon 
plant produced fuel for nuclear-power plants before it closed in 2001, but in the Cold 
War, it also made weapons-grade uranium for the country’s atomic-weapons program. 
Congress allocated $303 million for the cleanup in the 2010 budget, and the Piketon 
cleanup got an additional $118 million from the stimulus package. 
Source: 
http://www.dispatchpolitics.com/live/content/local_news/stories/2010/06/13/copy/dcnu
ke.html?adsec=politics&sid=101 

14. June 13, Virginia Gazette – (Virginia) Reactor shutdown prompts inspection at 
Surry nuclear plant. The Nuclear Regulatory Commission has dispatched a Special 
Inspection Team to the Surry nuclear power plant. The team is reviewing a June 8 trip 
that prompted a shutdown of the reactor. According to the NRC, a Unit 1 electrical bus 
failed while plant employees were performing maintenance. That loss of power to some 
components caused the Unit 1 reactor to automatically shut down. There were several 
complications associated with that shutdown, including loss of power to some 
components, loss of some instrumentation and control room indications, and a small 
fire in a cabinet in the control room. The NRC team is led by a senior resident inspector 
from another plant and includes a region-based inspector and another resident 
inspector. The team will review circumstances surrounding the event and Dominion 
Power’s actions, will evaluate the adequacy of the company’s past post-maintenance 
testing, and will identify any generic issues for Surry or other nuclear plant. The 
inspection began Thursday, and is expected to continue for about a week. The NRC 
will issue a report within 45 days of the completion of the inspection. 
Source: 
http://www.vagazette.com/articles/2010/06/13/news/doc4c12393632b40970976142.txt 

15. June 12, Monroe Evening News – (Michigan) Fermi emergency response drill a 
success. Despite scrambling in the aftermath of a real-life tornado, Monroe County 
emergency response officials reacted well this week to an imaginary earthquake that 
led to a simulated release of radioactivity from DTE Energy’s Fermi 2 nuclear plant in 
Michigan, federal observers said. It was part of a periodic, mandated emergency 
response drill that was held Tuesday meant to show that state and county officials could 
respond properly if there was a real disaster at the plant in Frenchtown Charter 
Township. “Our findings indicate that the State of Michigan and counties of Monroe 
and Wayne continue to demonstrate the capabilities to protect the health and safety of 
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their residents living within a 10-mile radius of the plant,” said the exercise director for 
the Federal Emergency Management Agency. He provided the preliminary findings of 
the exercise during a public review late Friday morning. The biggest glitch apparently 
occurred on the part of Wayne County when it gave personnel in the field instructions 
for using potassium iodide that did not conform to the pillmaker’s instructions. 
Potassium iodide is meant to be taken before expected exposure to radiation to protect 
the human thyroid gland. The exercise director said that this will have to be 
redemonstrated during the next scheduled exercise. 
Source: 
http://www.monroenews.com/apps/pbcs.dll/article?AID=/20100612/NEWS01/7061299
73 

For another story, see item 40  
 
[Return to top]  

Critical Manufacturing Sector 

16. June 12, Los Angeles Fire Department – (California) Massive fire and explosions 
rock South L.A. metal-processing firm. On Friday, June 11, units of the Los Angeles 
Fire Department (LAFD) responded to a Major Emergency Industrial Fire in South Los 
Angeles. Firefighters arrived at United Alloys and Metals to find heavy fire at an 
industrial facility known for processing titanium and super alloy scrap. Despite the 
challenge of subsequent explosions and resultant precautions, the first arriving 160 
firefighters were able to tame the blaze in just 2 hours and 22 minutes. Along with the 
critically injured civilian, one Los Angeles police officer suffered a minor injury during 
the course of the fire. Both were taken to an area hospital by LAFD ambulance. The 
ensuing investigation and stabilization of the scene kept scores of Los Angeles 
firefighters on site for more than 24 hours. Monetary loss from the blaze is still being 
tabulated. The cause of the fire remains under investigation. 
Source: http://lafd.blogspot.com/2010/06/massive-fire-and-explosions-rock-south.html 

17. June 11, Aviation Week – (Washington) Boeing does $800-million Everett 
makeover. When Boeing opened a 42-acre factory in Everett, Washington for its 747 
in 1968, the Guinness Book of World Records ranked it as the planet’s biggest building 
by volume. And yet, inside its walls, space can be at a premium. Space constraint is one 
big reason why the company has undertaken a more than $800-million overhaul to 
ensure every square foot is used efficiently. Some improvements relate to energy 
conservation and the environmental impact of the activities within the huge building. A 
large portion of the effort has been aimed at allowing the 30,000 employees to work 
more collaboratively and safely. The push on collaboration underscores a major thrust 
to improve efficiency of the four, wide-body airplane manufacturing operations here. 
The current phase toward that end will continue into 2012. 
Source: 
http://www.aviationweek.com/aw/generic/story_generic.jsp?channel=awst&id=news/a
wst/2010/06/14/AW_06_14_2010_p74-219830.xml 
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[Return to top]  

Defense Industrial Base Sector 
 

Nothing to report 
 
[Return to top]  

Banking and Finance Sector 

18. June 14, Washington Post – (National) Small banks are big problem in government 
bailout program. The Treasury Department’s financial bailout has a growing problem 
on its hands, and this time, it has nothing to do with Wall Street. A new report from the 
agency shows that community banks continue to plague the program. A total of 101 
bailed-out banks — nearly all are small — have missed paying the government a 
dividend, which was a condition of taking the aid. That number is up 25 percent since 
February, and has nearly doubled since November. The rising number of “deadbeat” 
banks, as they are known, could force Treasury to become more deeply entangled in the 
affairs of small financial firms that are troubled. The bailout legislation gives Treasury 
the right to appoint members to the boards of banks that miss six dividend payments. 
So far only one firm, Saigon National Bank in Southern California, has missed that 
many payments. Eight others have missed five payments and 16 have missed four. 
Most banks that received federal aid agreed to pay the government a 5 percent dividend 
every three months upon taking funds from the Troubled Assets Relief Program. 
Treasury officials declined to answer questions about whether they were preparing to 
make board appointments. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/06/13/AR2010061304513.html 

19. June 14, SC Magazine – (International) Development of call protection could lead to 
the end of the theft of customer payment data exchanged over the telephone. Ten 
major audio data thefts that have occurred in the last year have led to the development 
of a device that detects and blocks the “DTMF” (dual-tone multi-frequency signaling) 
tones and obscures card details. Set to be released in less than two months by British 
company Veritape, “CallGuard” solves a technical problem for call centers that has 
appeared to be near insurmountable until now. The company claimed that the theft of 
customer payment data exchanged over the telephone could be eliminated, particularly 
as a recent study by Veritape identified 93 percent non-compliance to payment data 
regulations amongst UK call centers due to the complexity and cost of compliance. The 
managing director of Veritape said that industry rules make protection and non-storage 
of credit card details a mandatory requirement for call centers, but despite this, most 
call centers are in breach of the guidelines. According to Veritape, CallGuard is fully 
compatible with any call-recording system and ensures that recorded telephone 
conversations are fully compliant with the PCI DSS regulations. It works by detecting 
and blocking “DTMF” tones, the sounds produced when keying in a number. By doing 
this it prevents any storage of the numbers communicated by the customer. At the same 
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time it automatically enters card details into password style fields, which themselves 
are obscured with asterisks. The technology is built into a box the size of a large 
shoebox with an additional small USB device per workstation. It can also work 
internationally, protecting calls made to offshore call centers. 
Source: http://www.scmagazineuk.com/development-of-call-protection-could-lead-to-
the-end-of-the-theft-of-customer-payment-data-exchanged-over-the-
telephone/article/172421/ 

20. June 14, Active Filings – (Minnesota) Telephone credit card scam targets business 
owners. The Better Business Bureau said a new telephone-based scam abusing 
disability services is targeting many small businesses, including restaurants and other 
business types. In the scam, a business owner receives a call through the 
Telecommunications Relay Service (TRS) asking for an extremely large delivery order. 
After placing the order, the scammer asks if they can overpay, and have the difference 
sent to them. Afterwards, the credit card number is found to be stolen, leaving the 
company short whatever money they sent. The TRS system was designed to assist 
people who have hearing or speech problems. The system allows users to type what 
they would like to say, and a communications assistant will relay that along, and type 
back the response to the user. By using TRS to make the fraudulent calls, business 
owners never see or hear the scammer in person. Two Minnesota restaurants have 
already reported the scam to the BBB, which says any type of business could be 
vulnerable to it. 
Source: http://www.activefilings.com/business-formation-services/telephone-credit-
card-scam-targets-business-owners/ 

21. June 13, Los Angeles Times – (International) At least 24 killed as gunmen storm 
Iraq’s Central Bank. Armed men wearing police-commando uniforms briefly overran 
Iraq’s Central Bank on Sunday, killing at least 24 people in a brazen daylight assault in 
the heart of Baghdad’s busiest commercial district. The corpses of seven more men 
wearing uniforms and suspected of being among the assailants were found inside the 
bank after police finally entered, four hours after the assault began. At least 46 people 
were injured. Some of the casualties were civilians caught in explosions or gunfire 
outside the bank, and others were employees trapped inside, police said. It was the 
latest in a string of heists targeting banks and jewelers in Iraq, but at least one of the 
assailants killed himself using an explosives vest, suggesting the motive may have been 
sabotage rather than robbery. The assault exposed the vulnerabilities of the Central 
Bank, one of Iraq’s most vital institutions. Once storming two separate entrances, the 
gunmen apparently roamed through the building, though what exactly happened inside 
was still murky late in the evening. Security forces fearing a hostage scenario ringed 
the bank, and when they finally entered shortly after 7 p.m., they found only dead and 
injured bank employees and the seven bodies of suspected assailants. According to a 
Major General who is the spokesman for security forces in Baghdad, no apparent 
attempt was made to steal money, but several floors of the building were set ablaze 
after the gunmen entered. “They didn’t steal anything,” he told the state broadcaster Al 
Iraqiya. “Their purpose was to sabotage, and though we can’t accuse anyone now, the 
fingerprints of Al Qaeda are very obvious.” 

http://www.scmagazineuk.com/development-of-call-protection-could-lead-to-the-end-of-the-theft-of-customer-payment-data-exchanged-over-the-telephone/article/172421/�
http://www.scmagazineuk.com/development-of-call-protection-could-lead-to-the-end-of-the-theft-of-customer-payment-data-exchanged-over-the-telephone/article/172421/�
http://www.scmagazineuk.com/development-of-call-protection-could-lead-to-the-end-of-the-theft-of-customer-payment-data-exchanged-over-the-telephone/article/172421/�
http://www.activefilings.com/business-formation-services/telephone-credit-card-scam-targets-business-owners/�
http://www.activefilings.com/business-formation-services/telephone-credit-card-scam-targets-business-owners/�


 - 11 - 

Source: http://www.latimes.com/news/nationworld/world/la-fg-iraq-bank-
20100614,0,6370835.story 

22. June 13, Battle Creek Inquirer – (Michigan) Police warn of new credit card scam in 
area. The Michigan State Police Department is warning retailers of a new credit card 
scheme happening in Battle Creek. The culprits scramble a store’s satellite system, 
used to send credit card information with aluminum foil, police said, knocking out the 
card verification systems and allowing the thiefs to use stolen credit cards unnoticed. 
Police warn stores against accepting business from customers using a variety of credit 
cards for purchases, and said businesses with satellite dishes attached to low roofs are 
especially vulnerable. Businesses are asked to call 911 if they suspect they have been 
scammed. 
Source: 
http://www.battlecreekenquirer.com/article/20100613/NEWS01/306130015/1002/Polic
e+warn+of+new+credit+card+scam+in+area 

23. June 12, Bank Info Security – (Texas; Washington) Bank, credit union closed on June 
11. Federal and state banking regulators closed a bank and a credit union Friday, June 
11, raising the number of failed institutions to 91 so far in 2010. The National Credit 
Union Administration (NCUA) was appointed liquidating agent of Orange County 
Employees Credit Union (Orange County Employees) of Orange, Texas, by the Texas 
Credit Union Department. NCUA has signed an agreement with Sabine Federal Credit 
Union (Sabine) of Orange, Texas, to assume the assets and liabilities of Orange County 
Employees. Orange County Employees had $1.7 million in assets. Washington First 
International Bank, Seattle, was closed by the Washington Department of Financial 
Institutions, which appointed the Federal Deposit Insurance Corporation (FDIC) as 
receiver. To protect the depositors, the FDIC entered into a purchase and assumption 
agreement with East West Bank, Pasadena, California, to assume all of the deposits of 
Washington First International Bank. The FDIC estimates that the cost to the Deposit 
Insurance Fund will be $158.4 million. 
Source: http://www.bankinfosecurity.com/articles.php?art_id=2638 

24. June 12, WWSB 7 Sarasota – (Florida) Bomb threat at Palmetto bank ends safely. A 
scary situation at a Palmetto, Florida bank June 11 ended safely after a bomb squad 
deactivated a bomb on a woman’s body. At approximately 5:40 p.m., the Palmetto 
Police Department received a call from the Bank of America, located at 700 8th Ave. 
W. The call was in reference to a 47-year-old female, who was in the bank with what 
she said was a bomb strapped to her back. Numerous police officers responded to the 
scene. Due to the nature of the incident, the police department requested the sheriff’s 
office, including the bomb squad, to respond to the bank. After the scene was secured 
and it was determined that the device was not a bomb, the woman was questioned 
about the incident. She told detectives that she was kidnapped, forced to put on the 
device, and told to rob the bank. At this time, the woman isn’t being charged, however 
the investigation continues. 
Source: http://www.mysuncoast.com/Global/story.asp?S=12638130 
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[Return to top]  

Transportation Sector 

25. June 14, Associated Press – (Oklahoma) Okla. flash floods strand cars, close 
interstates. Flash flooding across Oklahoma City stranded motorists on their morning 
commutes Monday, prompting at least a half-dozen rescues and three interstate 
closures, authorities said. No injuries were immediately reported but drivers were being 
warned to stay home, an Oklahoma Police lieutenant said. Portions of interstates 35, 44 
and 235 all were closed, as were numerous smaller roads in and out of the metro area. 
Lightning knocked out electricity to some areas. “Downtown is flooded,” the 
Oklahoma City spokeswoman said. “We have a few traffic lights that are out causing 
problems. Stalled vehicles are causing problems. Crews are in the same situation that 
our travelers are in. They are stuck in this traffic as well.” 
Source: http://www.msnbc.msn.com/id/37687237/ns/weather/?GT1=43001 

26. June 14, Wired – (National) FAA experiments with integrating drones in civil 
airspace. The Federal Aviation Administration (FAA) is studying how to integrate 
unmanned aerial vehicles (UAVs) into U.S. airspace alongside conventional aircraft. 
Although UAVs have been flying in the United States for several years, they are 
limited to restricted airspace as well as portions of the borders with Canada and 
Mexico. The problem of operating unmanned aircraft within the same airspace as 
conventional aircraft has been a contentious issue for pilots and carriers. Under an 
agreement the FAA signed last week with Boeing subsidiary Insitu, the feds will begin 
flying an unmanned aircraft as part of continuing research using air traffic control 
simulations. Insitu will provide the FAA with a ScanEagle unmanned aircraft system 
for the research, which will be conducted at the William J. Hughes Technical Training 
Center in Atlantic City, New Jersey. The goal is to evaluate how an air traffic controller 
can manage unmanned aircraft along with manned aircraft. The ScanEagle is a 
relatively small UAV with a 10-foot wingspan. It weighs less than 50 pounds. During 
the research program, the New Jersey National Guard will fly the UAV within current 
air traffic control simulations operating in a restricted airspace. Other UAV makers, 
including General Atomics, maker of the larger Predator family of unmanned aircraft, 
have similar agreements with the FAA. Unmanned aircraft do not currently fly within 
U.S. airspace except within a handful of restricted regions or with a special waiver. 
Versions of the General Atomics Predator have been flying border patrols for a few 
years now, even operating from airports with a mix of small general aviation aircraft. 
Source: http://www.wired.com/autopia/2010/06/faa-uav-civil-airspace/ 

27. June 14, Associated Press – (South Carolina) S.C. tests hurricane lane reversals on 
coastal roads. It’s hurricane season, so South Carolina state troopers and other officers 
are practicing plans to reverse traffic on major highways near the coast in case of a 
hurricane. The public safety department said officers were expected to be out all day 
Monday testing lane-reversal plans. The exercise won’t affect traffic, but there will be a 
number of people on the shoulders of some coastal highways. The state put plans in 
place to reverse lanes on Interstate 26 out of Charleston, U.S. 21 and 278 out of Hilton 
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Head Island and Beaufort County and U.S. 501 and state Highway 544 out of the Grand 
Strand after huge traffic jams occurred when Hurricane Floyd threatened the state in 
1999. 
Source: http://www.charlotteobserver.com/2010/06/14/1499800/sc-tests-hurricane-
lane-reversals.html 

28. June 13, Aviation Week – (Virginia) TSA to mull changes to DCA GA security 
plans. Transportation Security Administration (TSA) leaders are not satisfied with the 
lack of business aircraft operations into Ronald Reagan Washington National Airport 
(DCA), and are planning to meet with stakeholders to discuss possibilities for changing 
the security procedures into that airport, said the general manager of TSA’s General 
Aviation branch. Speaking during the National Air Transportation Association’s Air 
Charter Summit June 9, the manager acknowledges that the current security plan – the 
DCA Access Standard Security Program (DASSP) — is too restrictive for most 
operators to practically use DCA. As a result, only a trickle of flights has used the 
airport. “I have an open goal of increasing flights into DCA,” he said. Government 
regulations permit up to 48 daily general aviation operations into DCA, the manager 
notes, but said, “We’re not remotely touching that. I think it’s an obtainable goal.” He 
noted that TSA is only one of many parties that are overseeing the security of the 
airspace around DCA – with the “two bigs” being the Secret Service and Department of 
Defense. Any changes to DASSP must address their concerns, he said. But, he’s hoping 
that a “small summit” in July would prove a venue to look at the existing programs to 
see what is working and what isn’t. The summit would take place five years after the 
original DASSP interim final rule was released. 
Source: 
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=busav&id=news/
awx/2010/06/10/awx_06_10_2010_p0-233432.xml 

29. June 13, Los Angeles Times – (National) B-2 stealth bombers get $60 million 
makeovers. Hunched over, her eyes fixed downward, a worker inches across the vast 
wing of the B-2 stealth bomber one small step at a time, looking for any nicks or 
hairline scratches in the freshly repainted surface. Even a tiny blemish could make the 
B-2 visible on radar screens. The B-2 has been called one of the greatest achievements 
in military technology since the atom bomb. But keeping the massive, bat-winged plane 
from being detectable by radar is no easy task. It’s not cheap, either. Overhauling a 
stealth bomber, which must be done every seven years, costs $60 million, on average, 
and usually takes a year. The work is done at Northrop’s 45-acre complex in Palmdale, 
California, where hundreds of workers strip off the plane’s paint, panels, nuts and bolts, 
right down to the frame, before rebuilding it with new paint, parts and equipment. The 
overhaul costs are a sore point with some military industry critics who have long called 
the B-2 a gold-plated boondoggle. The Air Force spent more than $800 million last 
year upgrading, maintaining and overhauling the stealth bomber fleet. For each hour 
it’s in the air, a bomber spends 50 to 60 hours on the ground undergoing maintenance. 
Source: http://www.azcentral.com/news/articles/2010/06/13/20100613stealth-
maintain0613.html 
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30. June 13, San Francisco Examiner – (California) Eye in the sky: Port to install 
security cameras. Watchful eyes are the future for as many as 28 locations along the 
San Francisco waterfront as part of a $2.7 million effort to bolster security and prevent 
terrorist attacks. The latest security upgrade comes amid recent comments by city 
leaders that San Francisco is a potential terrorist target and that additional safety 
measures are necessary. The Port of San Francisco property is a popular destination, 
bustling with all kinds of activities. It’s where cruise ships dock, people stroll along 
piers, others shop or eat choice seafood at thriving restaurants. The 7.5 miles of San 
Francisco Bay shoreline stretches from Hyde Street Pier in the north to the India Basin 
in the south, comprising more than 1,000 acres. A closed-circuit television system will 
be installed to “improve perimeter security, and enhance prevention, detection, 
response to and recovery from terrorist incidents on port property,” according to 
officials. the number and location of cameras the port will install remains under 
discussion. Also unclear is just how the footage will be monitored. “The port has no 
plans to request SFPD provide real-time monitoring of the system,” a port 
spokeswoman said. The system “will be Web-based, utilizing video analytics where 
appropriate,” according to the mayor’s proposed budget, which includes spending of a 
homeland security grant. “It will be accessible to selected port personnel as well as port 
partners such as the San Francisco Police Department via designated stations, as well as 
through the Internet. CCTV system video feeds, and Access Control System sensors, 
will be monitored on an ongoing basis by the Department of Technology.” 
Source: http://www.sfexaminer.com/local/Eye-in-the-sky-Port-to-install-security-
cameras-96220719.html 

31. June 12, Los Angeles Times – (National) Expert: I can overcome body scanners with 
enough explosives to bring down Boeing 747. As the government begins deploying 
whole-body imaging machines to replace metal detectors at airports nationwide, some 
security experts worry that the new technology could make it easier, not harder, to 
sneak weapons and explosives onto airplanes. The Transportation Security 
Administration (TSA) has not been able to ease concerns among some aviation security 
specialists about the body imagers. “I can overcome the body scanners with enough 
explosives to bring down a Boeing 747,” said a former chief security officer at the 
Israel Airport Authority, who is now a security consultant. The TSA won’t talk about 
specific capabilities but said the body imagers will better enable screeners to find 
nonmetallic weapons, including concealed powdered and liquid explosives that do not 
set off metal detectors. “No technology is going to be the silver bullet, but this is a 
significant enhancement,” said the assistant administrator for the TSA’s Office of 
Security Technology. The Goverment Accountability Office also noted that unlike 
metal detectors, body imagers rely on TSA employees to accurately read the image, as 
they must do with X-ray images of carry-on bags. Classified tests show that X-ray 
screeners routinely miss threats, said a former Department of Homeland Security 
inspector general. The rate of detection for baggage X-rays is “disastrously low, and 
it’s no better than it was on 9/11 — that’s the scary thing,” he said. The technology, 
although effective against certain threats, is too easily beatable, said several aviation 
security experts, some with ties to competing products. A chief executive of 
Transecure, a Leesburg, Virginia, airport security consulting firm, said the machines 
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will not detect material concealed in the groin and in body cavities. “You can get 
metallic items by that screening technology that you can’t get by metal detectors,” said 
the former head of security for Northwest Airlines. 
Source: http://www.eturbonews.com/16675/expert-i-can-overcome-body-scanners-
enough-explosives-bring-down 

For more stories, see items 4, 8, and 66  
 
[Return to top]  

Postal and Shipping Sector 

32. June 13, Wyoming Tribune Eagle – (Wyoming) Powder scare comes to city hall. A 
powder scare shut down the Cheyenne, Wyoming clerk’s office for three hours June 11. 
Initial tests show that the powder does not contain biological agents, such as anthrax. 
Around noon, a clerk’s employee opened an envelope with a letter and an unknown 
powder substance. The employees had to stay locked in the office under quarantine for 
three hours as haz-mat officials kept them “as calm and as comfortable as we could” 
until tests were finished. The letter is at the state crime lab where officials will continue 
tests and try to grow cultures from the powder. The haz-mat team also evacuated three 
nearby offices: human resources, purchasing and risk management. 
Source: http://www.wyomingnews.com/articles/2010/06/12/news/20local_06-12-10.txt 

[Return to top]  

Agriculture and Food Sector 

33. June 13, WGRZ 2 Buffalo – (New York) Firefighters contain anhydrous ammonia 
leak at Oakfield frozen foods plant. Genesee County emergency management 
officials announced a voluntary evacuation for residents following an anhydrous 
ammonia leak in the village of Oakfield, New York. An automatic alarm went off at the 
Allens food plant on Stevens Street just after 12:30 p.m. Saturday, June 12. The 
company has freezer tunnels and uses ammonia in the freezing process. A number of 
workers were inside the plant, but no one was hurt, according to officials. Firefighters 
sprayed water on the building and were able to contain the leak by 2:45 p.m. Several 
firefighters had to be treated with oxygen due to heat exhaustion. Streets around the 
plant were closed off, and emergency officials used the Reverse 911 system to let 
residents know what was going on. Residents were told to stay inside their homes and 
close their windows, but officials also opened up the Oakfield Fire Hall for those who 
felt more comfortable going there. “The dangers of ammonia are it takes away oxygen, 
it displaces oxygen, hangs low to the ground,” said an Oakfield volunteer firefighter. 
“Water dissipates and breaks it down immediately so that’s why a water stream was 
applied to the vent where the ammonia was leaking and contained it.” Like many 
chemicals, long term exposure to ammonia in a highly concentrated area can be fatal. 
In this case, officials said there was no immediate danger to residents. 
Source: http://www.wgrz.com/news/local/story.aspx?storyid=77831&catid=13 
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34. June 13, Peninsula Daily News – (Washington) Potentially lethal levels of red tide 
hits Clallam County, may be moving east to Jefferson. A massive influx of red tide 
at levels not seen in at least a decade is inundating shellfish in Clallam County, sea 
waters with potentially lethal levels of paralytic shellfish poison — and the toxin may 
be moving east toward Jefferson County, Washington public health officials said. The 
discovery of high levels of the toxin — called PSP, which causes breathing difficulties 
— prompted the closure last week of all beaches along the Strait of Juan de Fuca from 
Dungeness Spit to Cape Flattery to recreational harvest — ocean beaches already being 
closed for the season. A commercial geoduck harvest tract used by both the Jamestown 
S’Klallam tribe and the state Department of Natural Resources also was closed after the 
toxin level was tested there, said a spokesman the state Department of Health Office of 
Shellfish and Water Protection on Friday. “It’s pretty bad compared to recent history” 
of the last 10 to 15 years, the spokesman said. “It’s been awhile since we’ve seen a 
bloom like this occur.” Levels of toxin ranged from more than 1,000 micrograms to 
more than 3,000 micrograms in samples from Clallam County beaches last week. 
Shellfish harvesting is closed when PSP levels reach 80 micrograms per 100 grams of 
shellfish tissue. The level of PSP found approaches the amount measured in shellfish 
when three Lower Elwha Kallam tribal members died after eating poisoned butter 
clams and mussels in 1942 — the last time any deaths from the toxin were recorded in 
the state, the spokesman said. The level then was 3,500 milligrams. Commercial 
products available on the market should be safe to eat because of regular testing of 
commercial facilities, the state health department said. 
Source: 
http://www.peninsuladailynews.com/article/20100613/news/306139989/potentially-
lethal-levels-of-red-tide-hits-clallam-county-may-be 

35. June 11, Associated Press – (National) Lax food safety in restaurants, researcher 
finds. A review of restaurant food safety practices found that a typical kitchen worker 
cross-contaminates food with potentially dangerous pathogens about once per hour. 
Among the risky behaviors cited were workers using aprons and other garments to dry 
hands, as well as using the same utensils and surfaces to prepare both raw and cooked 
foods, according to a review by a North Carolina State University researcher. Both 
practices are considered health violations, said an assistant professor and food safety 
specialist who used video cameras in eight restaurant kitchens to monitor worker food-
safety habits. A food policy representative for the National Restaurant Association said 
that while the study is disconcerting, the association doesn’t feel it is representative of 
the entire restaurant industry. 
Source: http://www.msnbc.msn.com/id/37646777/ns/health-food_safety/ 

[Return to top]  

Water Sector 

36. June 14, Lower Hudson Journal News – (New York) Chlorine leak injures 3 at 
Valhalla plant. A leak of highly toxic chlorine gas at a New York City water treatment 
plant was contained Sunday to a building at the Valhalla, New York facility. The 
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incident sparked a large-scale emergency services response. Two people were treated at 
the scene; another was taken to a local hospital. A nearby church and ballfield were 
evacuated. “Ultimately the leak was stopped,” said the commissioner of New York 
City’s Department of Environmental Protection (DEP). “We didn’t have any water-
quality impacts, and it was thanks to the well-coordinated response to all the agencies 
here that we were able to do that quickly and get the situation resolved.” Police, fire 
and hazardous-materials crews from the DEP, Westchester County, Valhalla, 
Hawthorne and Mount Pleasant spent around four hours at the scene, addressing the 
leak and notifying local residents as a precaution. The leak was contained to the Shaft 
18 building at the DEP’s Valhalla campus. The building treats the city’s and most of 
Westchester County’s drinking water from the Catskill and Delaware reservoir systems. 
The commissioner said DEP workers were trying to install a chlorine gas canister in the 
building, but a valve malfunctioned and exposed gas to three DEP workers. The 
building was evacuated and two of the exposed workers were deemed fine by 
emergency crews at the scene. The third worker was transported to Westchester County 
Medical Center in Valhalla for minor injuries and was released later in the afternoon. 
Source: http://www.lohud.com/article/20100614/NEWS02/6140331/-
1/NEWSFRONT/Chlorine-leak-injures-3-at-Valhalla-plant 

For more stories, see items 9 and 11  
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Public Health and Healthcare Sector 

37. June 14, Global Security Newswire – (National) Ray technology could detect 
bioterror agents. Terahertz ray technology could be used to detect traces of disease 
spores like smallpox or explosive materials at security checkpoints, the Newark, N.J., 
Star-Ledger reported June 13. The technology is an example of research being 
conducted at the New Jersey Homeland Security Technology Systems Center at the 
New Jersey Institute of Technology. “High-tech, low-tech, we can’t afford to overlook 
any possibility in dealing with mass casualty events,” according to the head of the 
center. Terahertz rays operate on a separate bandwidth from their counterparts X-rays 
and microwaves. A physicist said they could be used to check people for dangerous 
materials to parts per billion trace levels without any threat of dangerous radiation, the 
Star-Ledger reported. Scanners emitting the rays could quickly identify someone trying 
to carry even minutes amounts of a bioterrorism agent such as anthrax or smallpox into 
a secure area. The physicist is working on an efficient use of the technology coupled 
with digital video to read the scans, which could see through cardboard, walls, 
packages, pill capsules, clothing and shoes. 
Source: http://www.globalsecuritynewswire.org/gsn/nw_20100614_3990.php 

38. June 14, Crain’sNewYorkBusiness.com – (New York) State, city far behind schedule 
on hospital-bed closings. Despite the recommendations of a New york health care 
restructuring commission created by the former governor and the state legislature in 
2005, the state has failed to eliminate more than one-quarter of the recommended 
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hospital bed closures that had been mandated by the commission, according to the New 
York State Department of Health. The Commission on Health Care Facilities in the 
21st Century was charged with taking an independent and rational review of excess 
health care capacity and limited resources in New York state. Its mission was to ensure 
that the supply of hospital and nursing home beds fit community needs for high-quality, 
affordable and accessible care, and that the health care delivery system was more 
efficient and stable. The panel recommended that the state cut the number of its 
hospital beds by 4,200, equal to 7 percent of the supply. But so far, the state has cut 
only 2,810 hospital beds. Another 768 bed reductions are pending, but even if these 
beds also left the system, the tally would still be 622 beds short of the commission’s 
goal. “The commission’s recommendations were only the first step, and even if every 
recommendation had been implemented, there still would be excess [hospital bed] 
capacity in New York City,” said the commission’s executive director. 
Source: http://www.crainsnewyork.com/article/20100614/FREE/100619933 

39. June 14, Florida Today – (Florida) Satellite Beach cracks down on ‘pill mills’. The 
Satellite Beach City Council is preparing to pass an ordinance to restrict pain-
management clinics in the city. It calls for code-enforcement procedures that could lead 
to fines or even closure of clinics that don’t comply. From 2007 to November of 2009 
in Broward County, the number of pain clinics went from four to 176. Those clinics 
dispensed 9 million doses of oxycodone every six months, according to officials in Fort 
Lauderdale. Five people die in Florida daily as a result of prescription drug overdoses, 
according to a 2009 death analysis from the Florida Medical Examiner. The primary 
drug in those deaths was oxycodone. A U.S. Drug Enforcement Administration 
spokeswoman confirmed “pill mills” are moving north from South Florida. She said the 
state is one of nine that does not strictly regulate them, including monitoring 
prescriptions. A new state law, effective in December, calls for creation of an electronic 
database of government-regulated prescription drugs that will be monitored by the 
Florida Department of Health. The law also requires the department to adopt rules 
concerning reporting, accessing and evaluating database information. Pharmacies and 
those who prescribe the controlled substances would be required to feed detailed 
information for inclusion into the database. The new state law would carry criminal 
penalties. The Brevard County Sheriff’s Office and State Attorney’s Office also have 
discussed the issue and are gathering information to pass along to the county 
commission. Of 122 prescription drug-related deaths in Brevard last year, 53 were 
attributed to oxycodone. 
Source: 
http://www.floridatoday.com/article/20100614/NEWS01/6140313/1006/Satellite+Beac
h+cracks+down+on++pill+mills+ 

40. June 13, Associated Press – (National) Americans get most radiation from medical 
scans. Americans get the most medical radiation in the world, even more than folks in 
other rich countries. The U.S. accounts for half of the most advanced procedures that 
use radiation, and the average American’s dose has grown sixfold over the last couple 
of decades. Too much radiation raises the risk of cancer. That risk is growing because 
people in everyday situations are getting imaging tests far too often. Doctors don’t keep 
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track of radiation given their patients — they order a test, not a dose. Except for 
mammograms, there are no federal rules on radiation dose. Children and young women, 
who are most vulnerable to radiation harm, sometimes get too much at busy imaging 
centers that don’t adjust doses for each patient’s size. That may soon change. In 
interviews with The Associated Press, U.S. Food and Drug Administration (FDA) 
officials described steps in the works, including possibly requiring device makers to 
print the radiation dose on each X-ray or other image so patients and doctors can see 
how much was given. The FDA also is pushing industry and doctors to set standard 
doses for common tests such as CT scans. A near-term goal: developing a “radiation 
medical record” to track dose from cradle to grave. “One of the ways we could improve 
care is if we had a running sort of Geiger counter” that a doctor checked before 
ordering a test, said a Duke University physician. He led an eye-opening study that 
found that U.S. heart attack patients get the radiation equivalent of 850 chest X-rays 
over the first few days they are in the hospital — much of it for repeat tests that may 
not have been needed.  
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5hkPUKD008bd8xhXg2HtRmn
v0dbvwD9GAQIPO0 

41. June 13, Scripps Howard – (National) Ban on gay men giving blood called 
outdated. A U.S. Representative from Illinois is leading an effort to re-examine what 
he calls “outdated and discriminatory” restrictions on blood donations by gay men. 
Since 1985, federal rules say that a man who had sex with another man even once since 
1977 is banned permanently from donating blood. Yet there’s only a one-year ban for a 
man who has had sex with an HIV-positive woman. The policy was re-examined last 
week in Washington, D.C., at a meeting of an advisory panel of the Department of 
Health and Human Services. A change would significantly increase the pool of donors 
and could boost blood donations nationwide. “By clinging to a 1980s view of the 
world, we are perpetuating a stereotype,” said the Illinois Democrat. The guidelines 
were put in place before HIV/AIDS screening tests were available, and were designed 
to target specific subgroups where blood-borne pathogens were the most concentrated. 
But today’s rigorous testing techniques have led more experts to question the need for a 
two-pronged approach. The American Red Cross and America’s Blood Centers, in a 
joint statement, called the current lifetime ban for gay men “medically and 
scientifically unwarranted.” The current “window period” — the time it takes from the 
date of exposure for an infection to show up on a screening test — ranges from 7.4 
days to 38 days, depending on the type of infection. Thus, the statement says, a one-
year ban allows plenty of time to account for false negatives to show up in subsequent 
tests. If gay men were allowed to donate, and those who engaged in high-risk sex were 
banned for one year, it would add about 90,000 pints of blood to the 16 million donated 
annually, according to a study by the Williams Institute for Sexual Orientation Law & 
Public Policy at the UCLA School of Law. 
Source: http://www.suntimes.com/lifestyles/2388018,CST-NWS-blood13.article 
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Government Facilities Sector 

42. June 14, The Register – (Minnesota; District of Columbia) Hacker charged with 
threatening US VP using neighbor’s PC. A hacker tried to frame his neighbor by 
tapping into his Wi-Fi and sending threatening e-mails to the U.S. Vice President, 
according to FBI search warrant affidavits unsealed last week. A 45-year-old computer 
expert from Blaine, Minnesota is charged with using someone else’s computer to send 
a threatening e-mail to the Vice President. However, the affidavits reveal years of 
disputes between him and neighbors from different areas where he has lived. The threat 
to the Vice President read, in part: “This is a terrorist threat! Take this seriously. I hate 
the way you people are spending money you don’t have ... I’m assigning myself to be 
judge, jury and executioner. Since you folks have spent what you don’t have, it’s time 
to pay the ultimate price.” According to the FBI, the suspect had also been using his 
technical skills to harass his current neighbors, and was alleged to have sent indecent 
images of children to his neighbor’s work colleagues, using fake e-mail accounts he’d 
set up in the neighbors’ name. He is also alleged to have stolen personal information 
and sent offensive messages. The suspect was charged with one count of aggravated 
identity theft and one count of threats to the President and successors to the presidency. 
He is scheduled to appear in federal court this week. 
Source: http://www.theregister.co.uk/2010/06/14/ardolf_charged/ 

43. June 14, WTSP 10 St. Petersburg – (Arizona) Plane that crashed in Arizona tied to 
Tampa man. A small plane that was headed to the Grand Canyon slammed into a high 
school and exploded into flames in Eagar, Arizona June 11. The single-engine Piper 
Cherokee plane is registered to a father who lives in Wesley Chapel. Investigators said 
the plane left Wichita Falls, Texas. It landed in Eagar to refuel and took off again but 
crashed into Round Valley High School, which is three miles away. 9-1-1 dispatchers 
got reports of a loud banging noise right before the fiery crash, which happened around 
2 p.m. No one was in the section of the school at the time. Administrators were gone 
and classes are out for summer break. A painting crew had just left. There are no 
reports of injuries or deaths on the ground but four bodies have been recovered from 
the wreckage of the plane. It will be up the medical examiner to identify them. Federal 
officials continue to investigate the crash to try to figure out what caused it. The 
wreckage is being transported to Phoenix, where investigators will continue their work. 
Source: http://www.wtsp.com/news/local/story.aspx?storyid=134121&catid=8 

44. June 11, Seacoastonline.com – (Maine) Bomb threat found at Sea Road School. Sea 
Road School in Kennebunk, Maine was evacuated for more than an hour and a half 
June 11 after a bomb threat was found in a bathroom at the school. A fifth-grade 
student found a note that read “I have a bomb” written on the girls’ bathroom stall near 
the toilet paper dispenser around 9:30 a.m. The building was evacuated, and students 
were bused to the Kennebunk Elementary School. More than half a dozen officers went 
through the school and determined that it was safe for students to return just before 11 
a.m. The Kennebunk Police Department has no leads at this time but said that the 
investigation will continue. This was the third bomb threat in a district school in three 
weeks. 
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Source: 
http://www.seacoastonline.com/apps/pbcs.dll/article?AID=/20100611/NEWS/1006199
64/-1/NEWSMAP 

For more stories, see items 29, 32, 56, 58, and 60  
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Emergency Services Sector 

45. June 14, Index Journal – (South Carolina) Exercise Palmetto Shield to be 
Friday. ”Move along, nothing to see here.” That’s the message county officials are 
passing along to local residents and motorists who might be traveling in the area of 
Connie Maxwell Farm on Friday night, as Greenwood County, South Carolina is set to 
take part in a full-scale exercise in which multiple agencies will practice and prepare 
for how to respond in the event of a terrorist attack or hazardous-materials incident. 
The event — dubbed Exercise Palmetto Shield — will be Thursday and Friday in 
Greenwood. The exercise will take place from 5:30 to 7:30 p.m. Thursday on Ginn 
Street and from 5 to 11 p.m. Friday at Connie Maxwell Farm. The Friday exercise will 
be the bigger of the two events, with nearly 300 people participating. As such, the 
Greenwood County public safety director is asking motorists to avoid the Connie 
Maxwell Farm area, if at all possible, between 5 and 11 p.m. He said motorists can 
expect some delays along Bypass 225 between Emerald High School and West 
Alexander Avenue. An abundance of local agencies are set to take part in Exercise 
Palmetto Shield, including Greenwood County Emergency Management, Greenwood 
Police Department, Greenwood County Sheriff’s Office, E-911, Self Regional 
Healthcare, Boy Scouts of the Long Cane District, Greenwood County EMS, 
Greenwood County SWAT, Connie Maxwell, the City of Greenwood Fire Department 
and several county fire units. Federal and state agencies participating in the event 
include the FBI, SLED, the South Carolina Department of Public Safety, SCDHEC, 
FEMA and the 415th Chemical Brigade. Exercise Palmetto Shield is part of a larger 
national drill called Red Dragon, which is being conducted by the Department of 
Defense and will focus on practicing a coordinated response between military and 
civilian agencies at the local, state and national levels. 
Source: http://www.indexjournal.com/articles/2010/06/12/news/g061310 
palmettoshield.txt 

46. June 13, Chicago Tribune – (Illinois) Chicago area to roll out disaster drills. The 
Illinois National Guard and local police, fire and transit departments are organizing a 
five-day series of drills set to test the Chicago area’s emergency procedures in response 
to numerous simultaneous disasters, officials said in a statement Sunday. The drills 
started Sunday and are to last until Thursday. “It is a full-scale exercise, so residents 
can expect to see emergency responders looking and acting as if this was a real 
homeland security/domestic response mission,” the National Guard said in a statement. 
Officials said Toyota Park in southwest suburban Bridgeview will serve as a staging 
area for the exercise, while the Salvation Army in Elk Grove Village will serve as a 
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command center. The exercises began with a simulated crash in Oak Lawn of a jet on 
its way to Midway Airport. 
Source: http://articles.chicagotribune.com/2010-06-13/news/ct-met-chicagoland-
emergency-drills-020100613_1_simulated-disaster-drills-chicago-area 

47. June 12, Lansing Journal – (Michigan) 911 outage highlights need for back-up 
plans. Emergency officials from across central and lower Michigan will meet next 
week to discuss why 911 service went dark for several hours on Wednesday and into 
Thursday and what can be done to prevent it. “This just showed us how important this 
is - we have a fault,” said the emergency management program manager with the 
Ingham County Sheriff’s Office. The 911 service went down Wednesday about 7 p.m. 
Calls were disrupted to varying degrees in portions of at least seven counties and 
weren’t restored in some areas such as East Lansing until 4 a.m. the following day. 
Service went down after a telephone line was cut by a third party that happened to be 
digging. There were unconfirmed reports to AT&T that the line was cut by a farmer 
tilling in the Lowell area in Kent County, and at the height of the problem, the outage 
stretched from Ottawa County across Greater Lansing and down to Hillsdale County. 
There have been no reports of serious calls that were missed but “we were all sweating 
what’s going to happen,” the emergency management official said. Emergency 911 
centers relied on social media such as Twitter and Facebook and on traditional 
newspaper and television Web sites to remind residents to call the 10-digit non-
emergency number if they needed help. 
Source: 
http://www.lansingstatejournal.com/article/20100612/NEWS01/6120319/1002/NEWS0
1 

48. June 12, BNO News – (National) Department of Homeland Security awarded over 
$11.9 million for fire station construction grants. The Department of Homeland 
Security (DHS) awarded more than $11.9 million in American Recovery and 
Reinvestment Act (ARRA) funds for Fire Station Construction Grants, the DHS 
Secretary announced Friday. The funds will be used to support U.S. first responders 
while creating jobs and stimulating local economies. The funds were awarded to three 
grants selected hrough a competitive review process on existing fire stations. The 
current unsafe or uninhabitable structures will be replaced or modified in order to 
enhance response capabilities and protect communities from fire-related hazards. The 
fire protection coverage should be in compliance with National Fire Protection 
Association standards 
Source: http://wireupdate.com/wires/6358/department-of-homeland-security-awarded-
over-11-9-million-for-fire-station-construction-grants/ 

49. June 12, Media Newswire – (Connecticut) Norwalk disaster recovery center to open 
Saturday. A Disaster Recovery Center (DRC) was slated to open at 1 p.m. June 12 in 
Norwalk to assist individuals, households and businesses affected by the severe storms 
and flooding rainfall that affected Connecticut from March 12 to May 17. The center 
will be open at Norwalk Community College West Campus, Room W-103, 188 
Richards Avenue, Norwalk, Connecticut 06854 until 4 p.m. on opening day. After that, 
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the hours of operation will be from 9 a.m. to 7 p.m. Monday through Friday and from 9 
a.m. to 4 p.m. on Saturdays until further notice. The Federal Emergency Management 
Agency (FEMA), in partnership with the Connecticut Department of Emergency 
Management and Homeland Security, are staffing the DRCs with specialists who are 
ready to help survivors through the process of applying for disaster assistance. 
Homeowners, renters and business owners are urged to register before visiting the DRC 
by calling FEMA. The telephone numbers will operate from 6:30 a.m. to 1 a.m. daily 
until further notice. Registration can also be done online at 
www.DisasterAssistance.gov. 
Source: http://media-newswire.com/release_1120527.html 

50. June 11, Associated Press – (Oklahoma) Explosive device damages building housing 
Okla. town’s police, other agencies, offices closed. Love County authorities say 
Thackerville’s town hall and police department offices are closed indefinitely after a 
gasoline-based explosive device was thrown through a window of the building that 
houses both agencies. The undersheriff says a Molotov cocktail was thrown into the 24-
by-30 metal building about 11 p.m. Monday. The explosive caused a fire, but there are 
no reports of injuries. The undersheriff says the building also houses the community 
center. A Thackerville police officer said city employees are operating out of their 
homes and police officers are operating out of their patrol cars. He says both 
departments are fully functioning and no police evidence was damaged. He says police 
have several leads in the case. 
Source: http://www.kfsm.com/news/sns-ap-ok--thackervillepolice,0,1414429.story 

For more stories, see items 2, 15, and 61  
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Information Technology Sector 

51. June 14, The New New Internet – (International) Taliban hacked, DoD starts cyber 
offensive. The Webmaster of a Taliban-endorsed Webs ite has claimed that the site was 
hacked. An administrator for a jihadi forum endorsed by the Taliban wrote in a post 
that the “group’s main site and the site of its online journal Al-Sumud, have been the 
subject of an ‘infiltration operation,’ “ according to Wired.com. The post goes on to 
warn online jihadists “to not enter any of the links that concern these websites, and not 
even to surf [the content] until you receive the confirmed news by your brothers, Allah-
willing.” Outages of jihadist Web sites are relatively common, though this may be the 
first example on a site being hacked, a spokesman of Flashpoint Partners told Wired. 
While no one has claimed credit for the hack, the Department of Defense has 
previously announced its intentions to take-down terrorist affiliated Web sites. 
Source: http://www.thenewnewinternet.com/2010/06/14/taliban-hacked-dod-starts-
cyber-offensive/ 

52. June 14, Help Net Security – (International) Keyloggers posting on 
webpages. Numerous keystroke logger entries have piled up on Pastebin.com giving 
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rise to suspicions of massive keylogger infestations. As if the number of keystroke 
logger entries that recently made it to Pastebin wasn’t suspicious enough, their content 
raises eyebrows as well: instead of the expected open-source code, there are Facebook 
or IM passwords, along with detailed information on unwary users’ surfing history. The 
amount of personal data publicly exposed is large enough to eliminate the supposition 
that an attacker might have manually posted it. A deeper look into the issue reveals that 
this is the result of a massive keylogger infestation. Conventional keyloggers use 
classic log transfer approaches and send the data packets via e-mail or FTP; this 
dramatically increases the possibility for the law enforcers to find out who the remote 
attacker is and to ultimately get him. Furthermore, the e-mail approach is extremely 
“noisy”: it is easy for a system administrator to spot the traffic, not to mention that anti-
malware utilities usually let users know when an e-mail leaves the system. Other times, 
the e-mail ports (usually set to 25, 465 or 578) may be either secured or blocked, which 
would make the keylogger “cargo” fail on dry shore. That is why this particular 
keylogger uses “customized” tactics as in depositing the output into a common world-
wide-web location. Shortly put, Pastebin equals no firewall to block the traffic, no 
tracking path, no originating IP address, no identity exposed on the attacker’s side. 
Source: http://www.net-security.org/malware_news.php?id=1373 

53. June 13, PC World – (International) Linux trojan raises malware concerns. There is 
good news and bad news for those of the misguided perception that Linux is somehow 
impervious to attack or compromise. The bad news is that it turns out a vast collection 
of Linux systems may, in fact, be hacked already. The good news, at least for IT 
administrators and organizations that rely on Linux as a server or desktop operating 
system, is that the Trojan is in a download that should have no bearing on Linux in a 
business setting. Despite the perception that Linux is inherently secure, it is not 
impervious and IT admins. need to remain vigilant.An announcement on the Unreal 
IRCd Forums states: “This is very embarrassing...We found out that the 
Unreal3.2.8.1.tar.gz file on our mirrors has been replaced quite a while ago with a 
version with a backdoor (trojan) in it. This backdoor allows a person to execute ANY 
command with the privileges of he user running the ircd. The backdoor can be executed 
regardless of any user restrictions (so even if you have passworded server or hub that 
doesn’t allow any users in).” The post goes on to say “It appears the replacement of the 
.tar.gz occurred in November 2009 (at least on some mirrors). It seems nobody noticed 
it until now.” Unreal IRC is an Internet relay chat platform. 
Source: 
http://www.pcworld.com/businesscenter/article/198686/linux_trojan_raises_malware_c
oncerns.html 

54. June 11, The Register – (National) FCC: iPad breach and Google Wi-Fi debacle 
‘worrisome’. AT&T’s failure to safeguard information for more than 100,000 iPad 
users and Google’s collection of user data over Wi-Fi networks are “each worrisome in 
its own way,” a Federal Communications Commission official said June 11 in the 
agency’s first comment on the privacy breaches. “Our Public Safety and Homeland 
Security Bureau is now addressing cyber security as a high priority,” the FCC’s chief of 
consumer and governmental affairs said in a blog post entitled “Consumer View: 
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Staying Safe from Cyber Snoops.” “The FCC’s mission is to ensure that broadband 
networks are safe and secure, and we’re committed to working with all stakeholders to 
prevent problems like this in the future.” His comments come a day after the FBI said it 
would investigate a hack of AT&T servers that exposed the e-mail addresses and 
cellular ID numbers of more than 114,000 early adopters of Apple’s iPad. The gray-hat 
hacker group known as Goatse Security has taken credit for the stunt, which exploited a 
Web application on AT&T’s Web site. As a result, information belonging to celebrities 
and high-ranking government officials was exposed. “The iPad incident appears to be a 
classic security breach – the kind that could happen, and has happened, to many 
companies – and is exactly the kind of incident that has led the FCC to focus on cyber 
security,” the chief wrote. 
Source: http://www.theregister.co.uk/2010/06/11/fcc_cyber_security/ 

55. June 11, SCMagazine – (International) New wave of website hacks seek to spread 
malware. Those behind the SQL injection attack that compromised pages belonging to 
the Wall Street Journal and a number of other sites are at it again, according to 
researches at malware detection solutions provider Sucuri Security. The latest wave of 
attacks began June 11 and, at that time, 1,000 pages, including the Web sites for 
Chicago Public Radio and IndustryWeek, were infected, the lead security researcher at 
Sucuri Security, told SCMagazineUS.com June 11. The sites were injected with 
JavaScript code that attempted to load malware from a new malicious Web server onto 
visitors’ PCs, researchers said. As of June 11, the server was still active. “They 
[attackers] just started using a different site to host the malware, which is still live, so 
these sites are currently actively serving malware to their users,” the lead security 
researcher said. Some of the same sites that were infected earlier this week were 
reinfected in the latest attack, he added. Since the second round of the attack just began, 
it is difficult to determine the extent, so the actual number of infected sites might be 
greater than 1,000. Ironically, one of the infected sites was Idera.com, a provider of 
SQL Server and SharePoint administration tools. Just like the last wave of attacks, all 
affected sites are hosted on Microsoft Internet Information Services (IIS) web servers, 
and using Active Server Pages software from ASP.net. 
Source: http://www.scmagazineus.com/new-wave-of-website-hacks-seek-to-spread-
malware/article/172213/ 

56. June 10, Bank Info Security – (National) Senators unveil long-awaited cybersecurity 
bill. The long-awaited cybersecurity and Federal Information Security Management 
Act (FISMA) reform bill introduced June 10 by the leaders of the Senate Homeland 
Security and Governmental Affairs Committee would create two cybersecurity 
directors - one in the White House and the other in the Department of Homeland 
Security - to lead the federal government’s information security efforts. The Protecting 
Cyberspace as a National Asset Act of 2010 also would provide a framework for the 
president to authorize emergency measures to protect the mostly privately owned 
critical IT infrastructure - such as financial networks and utility grids - if a cyber attack 
is imminent. Owners of these critical IT systems could face civil penalties if they do 
not follow regulations to secure them properly. The bill provides for the government 
and industry to collaborate on defining regulations and situations when a cyber 
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emergency could be declared. The bill also would reform FISMA, the 8-year-old law 
that governs how federal agencies secure their IT systems by jettisoning the paper-
based compliance process with one that emphasizes continuous monitoring of computer 
systems and red-team assaults by “friendly hackers” to test vulnerabilities. 
Source: http://www.bankinfosecurity.com/articles.php?art_id=2631 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

57. June 11, IDG News Service – (National) VCs: Net neutrality rules needed to push 
Web investment. The U.S. Federal Communications Commission should move ahead 
with plans to create formal network neutrality rules in order to encourage investment 
and innovation in Web applications and content, three venture capitalists said Friday. 
Without new net neutrality rules, innovative new Web companies could get buried by 
broadband providers that don’t see their value, said a partner with Union Square 
Ventures, a New York City venture capital (VC) firm that has invested in Etsy.com, 
Foursquare and Meetup. Without net neutrality rules that would prevent broadband 
providers from selectively discriminating against Web content and services, a service 
like Twitter “would never have seen the light of day,” he said during a Washington, 
D.C., forum hosted by the Open Internet Coalition, a group that supports net neutrality 
rules. Allowing broadband providers to have control over Web content and applications 
is “fundamentally a bad idea,” added the managing director of Foundry Group, a 
Boulder, Colorado, venture capital firm that focuses on technology investments. Also 
speaking in favor of net neutrality rules was the founder and general partner of Spark 
Capital, a Boston VC firm. 
Source: 
http://www.computerworld.com/s/article/9177998/VCs_Net_neutrality_rules_needed_t
o_push_Web_investment 

58. June 11, UPI – (National) Solar flare activity might threaten GPS. A Cornell 
University expert on global positioning and satellite systems is warning they will be 
challenged as solar flare activity rises. A professor of electrical and computer 
engineering said an increasingly complex and brittle U.S. technical infrastructure has 
been created since 2004 — a period of minimum solar flare activity. And during future 
periods of solar activity, those systems will be tested for the first time. “We have been 
observing the sun during the space age for only 50 years and we do not fully 
understand its behavior, especially the extremes of its behavior,” the professor said. “In 
2006, there was an eruption of solar radiation 100 times more intense than expected 
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that temporarily silenced many GPS receivers over the sun-lit Earth. What is the 
ultimate limit of such eruptions of solar energy? Is it 1,000 times more intense, 10,000 
times more intense? We just don’t know.” Although the sun has been rather predictable 
during the past 50 or 60 years, it recently has become less predictable, the professor 
said, noting such activity calls into question man’s understanding of how the sun 
operates and the ability to predict its impact on technology. “However, we do know 
that our increasingly more efficient infrastructure is also less robust and more 
vulnerable,” he said. “Space weather — such as the upcoming period of increased solar 
activity — will test the vulnerabilities of our communications and navigation 
infrastructure.” 
Source: 
http://www.gpsdaily.com/reports/Solar_flare_activity_might_threaten_GPS_999.html 

For more stories, see items 47 and 54  
 
[Return to top]  

Commercial Facilities Sector 

59. June 12, Associated Press – (Alabama) Oil hitting Alabama beaches is heaviest yet 
since rig explosion. Alabama’s beaches took their worst hit yet from an oil spill in the 
Gulf of Mexico Saturday as large globs of crude and tar lined the white sands and 
crews worked to try to keep a giant oil sheen just a few miles away from reaching the 
shore. Scientists have estimated that anywhere between about 40 million gallons to 109 
million gallons of oil have gushed into the Gulf since a drilling rig exploded April 20. 
The oil washing up on Alabama’s shores was the heaviest since the rig explosion and 
came just as the summer beach season was picking up. 
Source: 
http://www.syracuse.com/news/index.ssf/2010/06/oil_hitting_alabama_beaches_is.html 

60. June 11, WETM 18 Elmira – (New York) Bomb threat forces evacuation of 
complex. Police are still investigating a bomb threat at The Broad Street Complex in 
Horsheads, New York June 11. The complex houses several tenants including the 
YMCA Day Care Center, a senior citizens center and a gym. Authorities were able to 
get everyone out of the complex safely. No one was injured. Police said the evacuation 
took no more than an hour. Officials did not find any explosives in the building. The 
building is owned by the Horseheads School District. Police stated that they do not 
know who called in the threat. The chief stated that the building is now safe for 
community members to use again. 
Source: http://www.wetmtv.com/news/local/story/Bomb-Threat-Scare/vdd36E-
epkWty__0-RR3eA.cspx 

For more stories, see items 1, 36, 61, and 63  
 
[Return to top]  

http://www.gpsdaily.com/reports/Solar_flare_activity_might_threaten_GPS_999.html�
http://www.syracuse.com/news/index.ssf/2010/06/oil_hitting_alabama_beaches_is.html�
http://www.wetmtv.com/news/local/story/Bomb-Threat-Scare/vdd36E-epkWty__0-RR3eA.cspx�
http://www.wetmtv.com/news/local/story/Bomb-Threat-Scare/vdd36E-epkWty__0-RR3eA.cspx�


 - 28 - 

National Monuments and Icons Sector 

61. June 14, CNN – (Arkansas) One person still missing in Arkansas flooding, governor 
says. One person remains missing from June 11’s flash flood at an Arkansas 
campground that left 19 dead, and “there’s still a possibility there could be others,” the 
state’s governor told CNN. Rescuers found a 19th body over the weekend about one-
half to three-quarters of a mile downstream from the campground. Eighteen of the 19 
bodies recovered so far have been identified. A wall of water swept through the Albert 
Pike Recreation Area before dawn June 11, when most campers were sleeping. The 
park is located along the Caddo and Little Missouri rivers, and the flood struck so 
quickly there was little chance for campers to escape. More than 100 people combed 
the rugged woodlands of the Ouachita National Forest until nightfall June 13. 
Authorities released the names of 15 of the dead June 12, with six children among the 
victims, including one girl as young as 2-years-old. Ages of the adult victims ranged 
from 23 to 69. Several groups of people with the same last name were listed. The 
victims identified were largely from Texas and Louisiana, with one person from 
Foreman, Arkansas. The warning system intended to notify campers on federal land 
about potentially devastating weather will be re-examined in Arkansas and throughout 
the nation. 
Source: http://www.cnn.com/2010/US/06/13/arkansas.campground.deaths/index.html 

For another story, see item 63  
 
[Return to top]  

Dams Sector 

62. June 14, Belleville News-Democrat – (Illinois) Belleville sets the stage for breaching 
century-old dam. Belleville, Illinois officials are leaning toward a plan to breach the 
decaying, century-old dam at Peterson Pond near Signal Hill Elementary School before 
the end of the summer. Once the dam is breached and drained into nearby Powder 
Creek, the city can faccess a nearly $250,000 state grant to build a biking and walking 
trail between the school and Foley Drive. The Belleville City Council has already set 
the stage for the dam’s breaching with its awarding of a $13,900 contract to Hoelscher 
Engineering of Fairview Heights. The firm has been hired to perform a hydraulic study 
to determine the plan for draining the pond and turning it into a stormwater retention 
basin. An estimate made more than a decade ago had put the price at $200,000 for 
breaching the dam and draining the 6.5 million-gallon pond into nearby Powder Creek. 
No plan, however, has been decided on how to pay for the dam’s breaching and for the 
installation of drainage pipes. But the trail’s construction was delayed after the Signal 
Hill Neighborhood Association objected to the trail having a crossing on the dam, 
which the Illinois Department of Natural Resources declared a Class 1 flood hazard 
nearly 20 years ago because of its decaying status. 
Source: http://www.bnd.com/2010/06/14/1292964/breaching-of-old-dam-could-
happen.html 
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63. June 14, Bucks County Courier Times – (Pennsylvania) Officials hope to plug canal 
leak. An important portion of the New Hope section of the Delaware Canal in 
Pennsylvania is once again dry. Officials were forced to drain it after it began leaking 
into several local businesses. After more than two years of seeing a muddy, murky 
canal bottom instead of a scenic waterway, New Hope was ready to have its Delaware 
Canal back this summer. Until about two weeks ago, that seemed like a sure thing. As 
Delaware Canal State Park officials flipped on the pump in the Delaware River in mid-
May, allowing water to once again flow into the canal, things appeared to be going 
well. Water in the historic canal, which runs 60 miles from Easton to Bristol, was rising 
to its five-foot depth. But, after months of repairs and spending some $100,000 in state 
funds to re-line 800 feet of the canal, which had been ravaged by three floods in two 
years, something went awry. The manager of the canal state park, said he started 
getting calls from several business owners along the south side of Mechanic Street, 
which borders the canal. “They were getting water in their basements,” he said. “We 
called some engineers down but we couldn’t see where it was leaking.” To prevent any 
further problems, the manager had the pump shut off and drained the approximately 
200-foot Mechanic Street section of the canal. Park employees also put boards in the 
Ingham Creek Aqueduct, between Mechanic and Ferry streets, to serve as a dam. When 
the canal was re-lined, with a product called bentomat, developed for landfills, it did 
not extend all the way to Mechanic Street, explained the manager. The re-lining 
stretched from Lock 11 at South Main Street, 800 feet north. “But that doesn’t get you 
to Mechanic Street,” he noted. If the remaining section, another 200 feet, needs relined 
that could cost another $30,000 to $40,000. He said it would pose a greater challenge 
than the first relining project because it would be harder to access. 
Source: 
http://www.phillyburbs.com/news/local/courier_times/courier_times_news_details/artic
le/28/2010/june/14/officials-hope-to-plug-canal-leak.html 

64. June 14, Associated Press – (Montana) Canyon Ferry Reservoir opens 
floodgates. Water managers said above-normal precipitation has filled Canyon Ferry 
Reservoir in Helena, Montana to 98 percent and the floodgates have been opened to 
allow water over all four spillways. The reservoir and river supervisor for the Bureau of 
Reclamation said water at a rate of 14,700 cubic feet per second is flowing over the 
spillways, while water was flowing into the reservoir at 21,900 cubic feet per second. 
The reservoir is considered full at an elevation of 3,797 feet, and on Friday was at 
3,796.1 feet. 
Source: http://www.kulr8.com/news/state/96225714.html 

65. June 12, Associated Press – (Nebraska) Dam failure forces evacuation of Nebraska 
town. Heavy rain and storm runoff that swelled creeks and rivers briefly threatened a 
small hospital and forced the evacuation of a small town in central Nebraska Saturday, 
officials said. North Loup, a town of about 340 in central Nebraska’s Valley County, 
was evacuated because of street flooding that followed failure of a small dam, state 
officials said. A sheriff’s dispatcher said no injuries had been reported. Radio station 
KNLV in Ord said a shelter for North Loup residents was being arranged in nearby 
Scotia. The sheriff said residents would be allowed to return to town Saturday night 

http://www.phillyburbs.com/news/local/courier_times/courier_times_news_details/article/28/2010/june/14/officials-hope-to-plug-canal-leak.html�
http://www.phillyburbs.com/news/local/courier_times/courier_times_news_details/article/28/2010/june/14/officials-hope-to-plug-canal-leak.html�
http://www.kulr8.com/news/state/96225714.html�


 - 30 - 

once electricity and gas lines were checked and repaired. He said the floodwater was 
deepest — up to 4 feet — on the north side of town. A few basements had fallen in, he 
said, and floodwaters caused sewer problems. He said an earthen dam holding back a 
private pond gave way and sent water down Mira Creek, which flows along the north 
side of town. 
Source: http://www.siouxcityjournal.com/news/state-and-
regional/nebraska/article_a3017108-7699-11df-a371-001cc4c002e0.html 

66. June 11, KLEW 3 Lewiston – (Washington) Accident closes navigation lock at Lower 
Granite Dam. The navigation lock at Lower Granite Dam in Pomeroy, Washington 
was placed out of service at about 11:40 a.m. Friday after a vessel entering the lock 
impacted with the upstream guidewall at the lock entrance, according to U.S. Army 
Corps of Engineers officials at the Walla Walla District headquarters. After hitting the 
guidewall, the towboat was intentionally disconnected from the barges it had pushed 
inside the lock to retrieve the damaged guidewall as it was moving towards the dam’s 
spillway. As of about 5 p.m., the lock was out of service to all commercial vessels and 
the towboat is holding the guidewall in place. Navigation coordinators have advised 
commercial lock users of the situation. Lower Granite operations staff are working to 
secure the guidewall. Representatives from the district headquarters’ engineering and 
construction division traveled to Granite to assess the situation and provide clearance to 
release the tow. Once the lock reopens, commercial vessels and any recreational vessels 
which extend more than eight feet above the water will need to provide notification to 
the Corps four hours prior to arrival for locking due to operational requirements. Corps 
officials ask vessel operators to avoid coming in contact with the guidewall until 
permanent repairs are made. 
Source: http://www.klewtv.com/news/local/96188404.html 
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