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Top Stories 

• Serious mechanical problems with Coast Guard aircraft and vessels delayed, cut short or 
aborted rescue efforts after the Deepwater Horizon drilling rig exploded in the Gulf of 
Mexico April 20, according to an investigation by the Center for Public Integrity, USA 
Today reports. (See item 40) 

• According to Bloomberg, South Korea said a government Web site was attacked June 9 
from Internet addresses in China. The report comes amid concerns that North Korea is 
mounting cyber attacks in response to international pressure over the sinking of a South 
Korean warship in March. (See item 48) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. June 11, Associated Press – (National) With each look at gulf oil flow, numbers get 
worse. With each new look by scientists, the oil spill just keeps looking worse. New 
figures for the blown out well at the bottom of the Gulf of Mexico show the amount of 
oil spewing may have been up to twice as much as previously thought, according to 
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scientists consulting with the federal government. That could mean 42 million gallons 
(160 million liters) to more than 100 million gallons (380 million liters) of oil have 
already fouled the Gulf’s fragile waters, affecting people who live, work and play along 
the coast from Louisiana to Florida - and perhaps beyond. It is the third - and perhaps 
not the last - time the U.S. government has had to increase its estimate of how much oil 
is gushing. Trying to clarify what has been a contentious and confusing issue, officials 
Thursday gave a wide variety of estimates. All the new spill estimates are worse than 
earlier ones - and far more costly for BP which has seen its stock sink since the April 
20 explosion that killed 11 workers and triggered the spill. Most of Thursday’s 
estimates had more oil flowing in an hour than what officials once said was spilling in 
an entire day. 
Source: http://www.forbes.com/feeds/ap/2010/06/11/general-energy-us-gulf-oil-
spill_7680305.html 

2. June 11, Pttsburgh Business Times – (National) Recent accidents fuel concerns about 
Marcellus Shale drilling. A month ago, natural gas critics in Pennsylvania had the 
image of the Gulf Coast oil spill to reference. This is what can go wrong with drilling, 
they warned. Now, there are two homegrown accidents adding urgency to the mission 
of regulators and environmental activists, and stoking a growing unease among some 
Pennsylvania citizens. Days apart, a well blowout in Clearfield County and another in 
Marshall County, West Virginia, held the public’s stare. On June 3, a blowout at a 
Marcellus Shale well in Penfield, Pennsylvania owned by EOG Resources spewed at 
least 35,000 gallons of wastewater for 16 hours. EOG, formerly known as Enron Oil & 
Gas Co., was subsequently banned from drilling and stimulating wells until state 
Department of Environmental Protection investigators give it approval to resume. 
Source: http://pittsburgh.bizjournals.com/pittsburgh/stories/2010/06/14/story3.html 

3. June 10, Daily Journal of Commerce – (National) Oregon geothermal plant project 
gets funding. U.S. Geothermal Inc. was awarded June 10 a $102.2-million loan 
guarantee from the U.S. Department of Energy to push forward construction of a 22-
megawatt geothermal plant at Neal Hot Springs in eastern Oregon. The Boise, Idaho-
based renewable energy developer has signed a 25-year power purchase agreement 
with Idaho Power Company for up to 25 megawatts of power per year. According to a 
U.S. Geothermal Inc. spokesman, the loan covers 75 percent of the project cost, the rest 
of which will be provided by the company. Though construction of the power plant is 
being managed by TAS Energy Inc. of Houston, the project will generate 30 to 35 local 
construction jobs. Once the plant is completed, 10 employees will be hired to operate it. 
Source: http://djcoregon.com/news/2010/06/10/oregon-geothermal-plant-project-gets-
funding/ 

For another story, see item 6  
 
[Return to top]  

Chemical Industry Sector 
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4. June 11, Minneapolis Star Tribune – (Minnesota) Northeast Minneapolis blast 
injures 3. A “flash explosion” Thursday at a northeast Minneapolis plastics 
manufacturing plant burned three people, officials said. The blast at Interplastic Corp.’s 
facility at 2015 NE. Broadway at about 7:30 a.m. seriously injured two workers and left 
a third needing treatment for minor burns, said a company lawyer. All three were taken 
to Hennepin County Medical Center, where two were listed in serious condition. The 
fire department’s hazardous-materials unit did an assessment and determined that there 
was never any health threat to others on the property or to the public. State officials 
report that Interplastic has been cited several times since 2000 for various 
environmental problems. The workers were replacing a cap on a 16,000-gallon tank for 
an acid-based product when the explosion occurred. The ground-level tank was about 
20 percent full. “The top blew off, and there was a poof with a brief fire and smoke,” 
read an incident report from the state Department of Public Safety. “The fire burned for 
15 seconds.” Interplastic makes unsaturated polyester resins, which are flammable and 
can explode, according to the European Composites Industry Association. Those resins 
are used for reinforced plastic laminates, electrical components, pipes, tanks and ducts. 
Source: 
http://www.startribune.com/local/96062114.html?elr=KArks7PYDiaK7DUdcOy_nc:D
KUiD3aPc:_Yyc:aUU 

5. June 10, Anderson Independent-Mail – (South Carolina) Train derails at Liberty. A 
Norfolk-Southern train derailed in Liberty, South Carolina Thursday and concerns 
about a chemical spill led to the evacuation of residents within a half mile of the tracks. 
At least 16 cars derailed and at least one of them was carrying rubbing alcohol. The 
accident happened near Farmers Hill Road just at the Liberty city limit. There were no 
reports of deaths or injuries. Aside from the rubbing alcohol, workers were dealing with 
a chemical similar to antifreeze and an acrylic substance. Pickens County’s assistant 
administrator and emergency management director, said the derailment happened 
around 4:45 p.m. It was not clear Thursday night what caused the derailment or where 
the train was bound. Emergency management officials went door to door and made 
telephone calls to tell residents they needed to evacuate. The residents were sent to East 
Side Baptist Church, which is about two miles from where the train derailed. 
Volunteers from the Pickens County chapter of the American Red Cross had food 
prepared for several dozen residents and said they could call the Greenville chapter and 
get more food trucked in if it was needed. A helicopter from the Anderson County 
Sheriff’s Office was brought in to help assess the damage and try to feed information to 
crews on the ground. Hepaco, a Greenville-based environmental clean-up company, 
was called in to help with cleanup. An emergency official said the National Weather 
Service was sending someone to the scene because of concerns about how the dew 
point might affect the chemicals. 
Source: http://www.independentmail.com/news/2010/jun/10/train-derails-liberty/ 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 
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6. June 11, The Daily News of Newburyport – (New Hampshire) Nuclear plant seeks 
license extension. Twenty years after officially beginning the commercial production 
of electricity, the Seabrook Nuclear Power Plant in Seabrook, New Hampshire has 
applied to the Nuclear Regulatory Commission (NRC) for a 20-year extension of its 
operating license, which, if granted, would keep the plant online until 2050. A 
spokesman for the NRC said NextEra Energy Seabrook sent in its formal application 
June 1 to request the 20-year extension of its current 40-year license, which is due to 
expire in 2030. 
Source: http://www.newburyportnews.com/local/x1358979526/Nuclear-plant-seeks-
license-extension 

[Return to top]  

Critical Manufacturing Sector 

7. June 10, Consumer Affairs – (National) GE recalls front-loading washing 
machines. GE is recalling about 180,000 front-load washing machines. A wire can 
break in the machine and make contact with a metal part on the washtub while the 
machine is operating, posing fire and shock hazards to consumers. GE is aware of 
seven incidents in which flames escaped the units and caused minor smoke damage. No 
injuries have been reported. This recall involves GE front-load washing machines 
without auxiliary water heating. Recalled washing machines were manufactured 
between December 2006 and February 2010. The model and serial numbers are located 
on the bottom right side and on the bottom door frame of the washers. The washing 
machines, made in China, were sold at department and various retail stores nationwide 
from December 2006 through May 2010 for about $700. Consumers should 
immediately stop using the recalled washers, unplug it from the electrical outlet and 
contact GE for a free repair. Consumers should not operate the washer until it has been 
repaired. 
Source: http://www.consumeraffairs.com/recalls04/2010/ge_washers.html 

[Return to top]  

Defense Industrial Base Sector 

8. June 11, The Register – (National) New prototype US spy satellite rushed into active 
use. An experimental “hyperspectral” spy satellite ,which is able to detect buried 
roadside bombs and concealed cave or tunnel entrances ,has been handed over to the 
U.S. forces for operational use. The TacSat-3 was launched aboard a Minotaur-1 rocket 
along with several other small satellites from Wallops Island, Virginia, in May 2009. 
The TacSat was designed to prove the U.S. concept of “operationally responsive 
space,”where a military user can make a request and a small inexpensive satellite can 
be in a suitable orbit within days rather than months or years. TacSat-3, as a prototype, 
carries a sensor known as the Advanced Responsive Tactically Effective Military 
Imaging Spectrometer, or ARTEMIS. This is a “hyperspectral” sensor able to detect 
not just visible light but infrared and ultraviolet as well. Hyperspectral imaging is based 
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on the same principle as the spectrometry used in astronomy and other scientific fields - 
that some classes of objects and substances will emit a unique set of wavelengths when 
stimulated by energy. In this case, everything on the surface below the satellite is being 
stimulated by sunlight to emit its unique spectral fingerprint. By scanning across a wide 
spectrum all at once across a wide area, it is then possible to use a powerful computer 
to crunch through all wavelengths coming from all points on the surface below. Within 
10 minutes of the TacSat passing overhead, laptop-sized ROVER ground terminals can 
be marking points of interest on a map for combat troops nearby. Exactly what sorts of 
objects and substances ARTEMIS is able to pick out of its region-spanning 
hyperspectral cubes is a military secret. However, briefings given by Air Force sources 
suggest that it was expected to pierce overhead camouflage that would deceive optical 
or thermal sensing; that it would be able to spot disturbed earth and “concealed adits” 
and generally “detect and identify” unspecified “targets.”  
Source: http://www.theregister.co.uk/2010/06/11/artemis_goes_active/ 

9. June 10, Boeing Corporation – (National) Boeing P-8A Poseidon completes 1st in-
flight test of mission systems. P-8A Poseidon aircraft T2 successfully completed the 
program’s first mission systems test flight on June 8 in Seattle. T2 will be used to 
verify integrated mission systems performance during flights in Seattle and at Naval 
Air Station Patuxent River, Maryland. During the three-hour flight, the joint Boeing 
and Navy test team exercised mission computing on all five operator workstations and 
successfully demonstrated key systems — including acoustics, mission planning, 
tactical data-link, communications, electronic support measures and flight test 
instrumentation — for the first time. “This successful flight moves us a step closer to 
getting the Poseidon and its next-generation radar and sensors into the hands of the 
warfighter,” said Boeing’s vice president and P-8 program manager. “Future flights 
will demonstrate the state-of-the-art systems that will provide the Navy superior 
performance well into the 21st century.” The Navy plans to purchase 117 P-8A anti-
submarine warfare, anti-surface warfare, intelligence, surveillance and reconnaissance 
aircraft to replace its P-3 fleet. Initial operational capability is planned for 2013. 
Source: http://boeing.mediaroom.com/index.php?s=43&item=1251 

[Return to top]  

Banking and Finance Sector 

10. June 11, Reuters – (International) SEC eyes confluence of events as flash crash 
cause. U.S. regulators will most likely find that a confluence of events caused the 
unprecedented stock market “flash crash” in early May, the Securities and Exchange 
Commission (SEC) chairman said June 10. For a month, regulators have been trying to 
determine what caused the Dow Jones Industrial Average to plunge some 700 points in 
minutes May 6 before sharply rebounding. Earlier June 10, the SEC approved a 
mechanism to temporarily pause trading in single stocks when markets are plunging 
uncontrollably. The stock-specific circuit breakers, being adopted this month, will halt 
trading for five minutes in any S&P 500 share if it falls more than 10 percent in five 
minutes. The chairman said she was anxious to expand the stock-specific mechanism to 
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other stocks and to a number of exchange-traded funds, which were hit harder than 
ordinary stocks in the brief market freefall. 
Source: http://in.reuters.com/article/idINIndia-49217820100611 

11. June 11, Greensboro News & Record – (North Carolina) Carolina Bank reports debit 
card phishing scheme. Carolina Bank in Greensboro, North Carolina sent an e-mail to 
customers June 10 warning them of a possible debit card “phishing” fraud scheme. 
Several customers and non-customers were contacted by telephone. Consumers heard a 
recorded message claiming to be from Carolina Bank saying their debit card had been 
or soon would be deactivated. Then the recording asked them to call a toll-free number 
where they were asked for their debit card number or PIN, according to the bank. 
Phishing is information technology slang for fraud schemes that attempt to gather 
sensitive information from consumers. E-mail is a typical vehicle for the scams. In this 
case, the president and CEO of the bank said the process seemed disorganized, 
especially because it targeted many people who are not even Carolina Bank customers. 
Source: http://www.news-
record.com/content/2010/06/10/article/carolina_bank_reports_debit_card_phishing_sch
eme 

12. June 11, Great Falls Tribune – (Montana) Latvians to be deported for role in 
Davidson Companies extortion plot. Three men who aided an extortion plot on 
Davidson Companies will be deported after receiving their sentence June 10 in Helena, 
Montana. The three suspects, all of Latvia, previously pleaded guilty to a federal charge 
of receipt of extortion proceeds. A senior U.S. district judge sentenced the men to time 
served, as they have been in the custody of Dutch and U.S. officials since February 
2008. Conspiracy and extortion charges against the men were dropped in accordance 
with a plea deal with prosecutors in the U.S. Attorney’s Office in Montana. The men 
were transferred to the custody of the Department of Homeland Security for 
deportation. Davidson’s computer system was hacked into some time between Dec. 20, 
2007, and Jan. 11, 2008, by a man identified in court documents as “John Doe, aka 
[real name].” The hacker has not been arrested and remains at large. Thousands of 
customers’ personal and/or financial account information was accessed as part of the 
computer attack. The hacker demanded $80,000 from Davidson in exchange for 
revealing security vulnerabilities and destroying any confidential information he had 
obtained, court documents state. 
Source: http://www.greatfallstribune.com/article/20100611/NEWS01/6110321 

13. June 11, Bank Info Security – (New York) How to avoid hiring fraudsters. Recently, 
a CFO ran away with $600 million stolen from his employer who sold computers in 
New York City. When the president of Corporate Resolutions Inc, a business-
consulting firm, investigated this case, he found glaring disconnects: The CFO had lied 
about his experience and credential in his resume, and he had listed three business 
references — one was dead; one did not exist; and when the last reference was called, 
he said, “Are you kidding me, I wouldn’t hire that guy for anything.” If the company 
“had only done their due diligence, they would not have hired him — it’s a shame,” 
said the president. This case exemplifies the risk of insider fraud, and it also serves as a 

http://in.reuters.com/article/idINIndia-49217820100611�
http://www.news-record.com/content/2010/06/10/article/carolina_bank_reports_debit_card_phishing_scheme�
http://www.news-record.com/content/2010/06/10/article/carolina_bank_reports_debit_card_phishing_scheme�
http://www.news-record.com/content/2010/06/10/article/carolina_bank_reports_debit_card_phishing_scheme�
http://www.greatfallstribune.com/article/20100611/NEWS01/6110321�


 - 7 - 

cautionary tale: Be careful whom one hires. The leader for Ernst & Young’s 
information security practice for the Americas finds three common fraudulent 
behaviors specific to security professionals: Misusing access to retrieve critical 
information and/or view restricted information like pornographic material; Engaging 
with coworkers on a side online business and deleting logs and activities, and 
deliberately failing to monitor required systems; and overstating security credentials. 
According to a new report by the Association of Certified Fraud Examiners (ACFE), 
about 5 percent of organizational revenue is lost annually to organizational fraud, 
mostly employee theft. That translates into a potential total loss of about $3 trillion per 
year. Among the warning signs to look for when hiring security professionals: 
Candidates who do not stay in a job over a year; Someone who is not interested in 
benefits; One who does not provide accurate information on their current state of 
certifications; Lack of business references; Person is uncomfortable performing “hands-
on” tests and exercises to demonstrate skill; Someone listed and associated with 
underground hacker groups; and anyone experiencing financial problems. 
Source: http://www.bankinfosecurity.com/articles.php?art_id=2634 

14. June 10, KXTV 10 Sacramento – (California) Sacramento, Folsom, Placer County 
detectives find credit card skimmers at gas stations. After an investigation has led to 
the discovery of three identical credit card skimming machines inside gasoline pumps 
in California in Placer County, Sacramento and Folsom, authorities are now looking for 
the people who may have used the machines to collect personal identification 
information. A Placer County Sheriff’s Department spokeswoman said investigators 
found the scanning devices in pumps located far from the clerk’s location and close to 
the street. According to a detective, investigators believe there are at least four more 
machines operating at other gas stations. Over the last few days, Folsom police officers 
received numerous complaints about compromised credit cards used at a gas station 
where one of the machines was discovered. 
Source: http://www.news10.net/news/local/story.aspx?storyid=83353&provider=top 

15. June 10, KPTV 12 Portland – (Oregon) ‘Beastie Boys Bandit’ sought in bank 
robberies. Oregon police said they are looking for a man they are calling the “Beastie 
Boys Bandit” after two recent bank robberies in east Portland. In June, a man wearing a 
wig, fake mustache, sunglasses and a dark suit with a white, button-up shirt robbed two 
U.S. Bank branches. The first robbery happened June 3 at the U.S. Bank at 1225 SE 
Cesar Chavez Blvd. The second robbery happened June 8 at the U.S. Bank at 1901 NE 
42nd Ave. The man showed a demand note that either said he is armed or that there is a 
device inside the bank, according to the police bureau. Police gave the bank robber the 
Beastie Boys Bandit nickname based on the disguises worn by Beastie Boys band 
members in the 1990s music video “Sabotage.” 
Source: http://www.kptv.com/news/23860540/detail.html 

16. June 10, Panama City News Herald – (Florida) Financial planner arrested in $6 
million scam. A Florida financial planner has been arrested on charges he scammed 
almost 100 investors out of about $6 million. The 61-year-old suspect, of the Financial 
Planning Center of Panama City, was charged June 10 with grand theft after 
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investigators served a search warrant at his office on Tyndall Parkway. The raid came 
after a three-month investigation into complaints from investors, according to the Bay 
County Sheriff’s Office. Parker police also were involved as officers seized computers 
and files. The complaints began in April after the suspect stopped paying investors in 
his “12 percent Savings Club,” according to a sheriff’s spokeswoman. Under the plan, 
the suspect told 92 investors their money was being invested in restaurant franchises. 
Investigators said bank records revealed the money instead was used to pay interest to 
other investors. According to the spokeswoman, the suspect admitted to investigators 
that he had made no legitimate investments in the club since about 2006. 
Source: http://www.newsherald.com/news/planner-84551-arrested-scam.html 

17. June 10, Associated Press – (Arkansas) Company reports potential breach of credit-
card data at 2 Dixie Cafes in Arkansas. The company that owns Dixie Cafe 
restaurants said customers’ credit- and debit-card information may have been breached 
at two stores in Little Rock and Hot Springs, Dixie Restaurants of Little Rock said in a 
news release June 10 that the company was working with police to find out the origin 
of the data breach, and its extent. In the meantime, the company urged customers who 
had used a credit or debit card at either store during a period from February 1 to June 8 
to alert card issuers and to report any unauthorized activity to police. The company said 
the two stores involved were at 10700 Rodney Parham Road in Little Rock and at 3623 
Central Avenue in Hot Springs. The release said police are investigating, but initial 
findings show no wrongdoing by any member of the restaurants’ management or staff. 
Source: http://www.kfsm.com/news/sns-ap-ar--creditbreach-dixiecafe,0,4060072.story 

[Return to top]  

Transportation Sector 

18. June 11, Truckinginfo.com – (National) Senate eyes event data recorder rule. The 
Senate is considering a mandate that would require event data recorders to be installed 
in medium- and heavy-duty trucks, according to the American Trucking Associations’ 
(ATA) Truckline newsletter. The possible rule is part of the larger Motor Vehicle 
Safety Act, which is intended to address safety in the passenger vehicle market. 
However, a Senator from New Mexico has introduced an amendment to the legislation 
extending the requirement to trucks. In response, the ATA said it is supportive of the 
use of event data recorders as long as they are used to make vehicle engineering safety 
improvements. The group wants to avoid the use of the data in post-crash litigation. 
ATA has been working with the Society of Automotive Engineers to produce a 
recommended practice for heavy vehicle electronic data recorders. 
Source: http://www.truckinginfo.com/news/news-detail.asp?news_id=70681 

19. June 11, Press of Atlantic City – (New Jersey) Atlantic City airport reopened after 
private plane makes belly landing. A private plane made a belly landing Thursday 
evening at Atlantic City International Airport in Egg Harbor Township, New Jersey, 
but neither occupant was injured, a Federal Aviation Administration (FAA) 
spokeswoman said. The Cessna aircraft with two people on board landed at 5:51 p.m. 
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without its landing gear in position, and emergency crews were called to the scene, said 
an FAA spokeswoman. Both occupants of the aircraft were apparently unhurt and were 
walking outside the downed plane. No fuel spills were reported. Runway 13 remained 
closed Thursday evening while crews worked, but the second runway was open and 
there were no serious flight delays reported, the spokeswoman said. Crews could be 
seen working from the upper level of the parking garage Thursday evening, and a Spirit 
Airlines plane appeared to be taxiing for takeoff. 
Source: http://www.pressofatlanticcity.com/alerts_breaking/article_93b2e8d4-74dd-
11df-81d8-001cc4c002e0.html 

20. June 11, Associated Press – (Texas) Texas targets decades of abandoned ships off 
coast. A giant pair of shears descends from a 70-foot crane above the Gulf of Mexico, 
grasping a chunk of metal and ruthlessly crunching it in clippers. This massive 
300,000-pound machine is part of Texas’ attempt to clear its waters of unwanted ships, 
boats and rigs that have been scuttled there. Texas used to allow residents to dump 
unwanted fishing boats, sailboats, or even barges or rigs in state waters, leaving them to 
rot and sink. The state knows of more than 400 such vessels and has stepped up efforts 
to enforce its ban on the practice, which was abandoned in 2005. The scuttled vessels 
are environmental and navigational hazards to coastal communities and the fishing 
public. Now Texas officials are hoping Louisiana also enacts legislation against the 
practice because residents are crossing the state line to dump unwanted boats and ships 
carrying fuels, oils and batteries that will harm the environment for years. Hurricanes - 
from Katrina in 2005 to Ike in 2008 - have carried abandoned vessels into downtown 
New Orleans or plunked them onto Texas highways. Then came the recession. “One 
thing we learned, is when hard economic times hit, the first thing people abandon is 
their boats,” one official said. 
Source: http://www.wral.com/news/national_world/national/story/7763924/ 

21. June 10, Land Line Magazine – (West Virginia) Stricter West Virginia truck rules in 
effect June 11. Scofflaws with out-of-service violations in West Virginia would be 
wise to think twice about their actions. A new law toughening penalties for violators 
was to take effect Friday, June 11. The changes to West Virginia law concerning 
commercial driver’s licenses will bring the state into compliance with Federal Motor 
Carrier Safety Regulations. Fines for drivers found violating Out of Service (OOS) 
orders would increase from $1,100 to $2,500. Subsequent offenses would result in 
$5,000 fines. Motor carriers also face greater punishment. Employers convicted of 
knowingly allowing, requiring, permitting or authorizing a driver in OOS status to get 
behind the wheel would face fines between $2,750 and $25,000. Until now, the 
maximum fine had been $10,000. The length of a driver’s suspension for violating an 
OOS order has also been beefed up. Getting behind the wheel of a truck subject to an 
OOS order would result in the driver’s license being suspended for six months. 
Previously, state law authorized 90-day suspensions. Repeat offenses within 10 years 
would result in loss of driving privileges for two years – up from one year. Subsequent 
offenses within 10 years would continue to result in suspensions of three years. 
Source: 
http://www.landlinemag.com/todays_news/Daily/2010/June10/060710/061010-02.htm 
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22. June 10, KDRV 12 Medford – (Oregon) Medford Airport holds emergency response 
drill. The Rogue Valley International-Medford Airport In Medford, Oregon held an 
emergency response drill Thursday. The scenario involved a simulated plane that 
skidded off the runway and crashed after making an emergency landing in Medford. 
“We look to see that the communications between the agencies is working the way that 
it should, (that) we’ve got units staged where they need to be staged, (that) we’ve got 
the amount of response that we need at the time,” a Medford Airport spokesperson said. 
A bus carrying 40 passengers was used to stage the airplane crash. Once firefighters put 
out the flames, they went inside the bus and searched for trapped passengers. A 
volunteer said she was surprised by what seemed like a slower response time. “Since 
the accident was supposed to have occurred at the airport, why did it take triage so long 
to come? People would have been in shock by then I think,” she said. “There’s a lot of 
simulation. The patients play it up really well ... it’s a good experience,” said a captain 
with the Medford Fire Department Heavy Rescue Unit. The drill is required by the 
Federal Aviation Administration in order for the airport to maintain its certification. 
The airport must conduct an emergency response drill every three years to continue 
operating as a commercial airport. 
Source: http://kdrv.com/news/local/177320 

23. June 10, Atlanta True Crime Examiner – (Indiana) Flight attendant brings loaded 
hand gun on Delta flight. According to WSB Radio, officials at the TSA, Delta and 
Hartsfield Airport in Atlanta are scratching their heads wondering how a 39-year-old 
flight attendant, was able to successfully board a Delta flight from Atlanta to 
Indianapolis with a loaded handgun. Not only was the gun loaded, but the attendant 
also had no gun license, a holster and 10 rounds of ammunition. According to 
investigators, the flight attendant has stated that she accidentally grabbed the bag that 
had all the items inside of it. She now faces misdemeanor charges. The plane was 
allowed to take off for its destination after the flight attendant was removed from the 
flight. 
Source: http://www.examiner.com/x-52999-Atlanta-True-Crime-
Examiner~y2010m6d10-Flight-attendant-brings-loaded-hand-gun-on-Delta-flight 

For more stories, see items 5 and 61  
 
[Return to top]  

Postal and Shipping Sector 

24. June 10, Seattle Post Intelligencer – (National) Seattle man charged in suspicious 
mailings to Republican senator. A Seattle man is facing federal charges following 
allegations that he sent letters laced with white powder to a South Carolina senator. In 
charging documents, federal prosecutors claim the man mailed a letter containing white 
powder, staples, and paper clips to the office of the senator in an attempt to cause 
damage. Federal investigators contend the man admitted to the mailings, saying he was 
angered by “propaganda” sent to him by the Senator’s office. Writing the court, a 
Seattle-based postal inspector said the U.S. Postal Inspection Service launched an 
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investigation following a May 8 incident in which a postal employee’s face was dusted 
with the white powder while handling the suspect’s letter to the Senator. Postal 
inspectors opened the letter two days later. “A business reply letter was found 
addressed to [the] Senator from [the accused] with a handwritten message stating, ‘I 
hope you choke on your own excrement such as this,’ “ the postal inspector told the 
court. “The envelope also contained staples, paper clips, a prong fastener, and loose 
white powder.” The powder was later determined to be baking soda. The inspector 
added that the accused claimed to be unaware of the 2001 anthrax mailings, which 
killed five people and injured 17 when letters laced with the powdered biological agent 
were sent to various locations. Records filed with the U.S. District Court for Western 
Washington show the man was arrested Wednesday and released on bond later in the 
day. He has pleaded not guilty to a single count of attempted destruction of government 
property and is expected to return to court June 30. 
Source: http://www.seattlepi.com/local/421560_DeMint10.html?source=mypi 

25. June 10, WGHP 8 Greensboro – (North Carolina) Update: Bible, ‘Wicked Witch of 
the West’ in suspicious package. The Department of Homeland Security said a 
suspicious package sent to the United States Census office in Asheboro, North Carolina 
Wednesday contained two books: a Bible and “The Wicked Witch of the West.” 
According to the Asheboro police captain, the post office delivered the package 
Wednesday morning, but a Census worker became concerned because the package had 
metal bands around it. The worker then took the package outside, called police and 
warned nearby businesses. When police arrived on the scene, officers evacuated the 
shopping center. A K-9 unit and a bomb-detecting robot were suspicious of the 
package, which caused authorities to block S. Fayetteville St. in front of the Hillside 
Center, where the Census office is located. But authorities eventually determined that 
the package contained the two books and allowed workers to return to the shopping 
center. 
Source: http://www.myfox8.com/news/wghp-suspicious-package-update-
100610,0,5666152.story 

[Return to top]  

Agriculture and Food Sector 

26. June 11, Southeast Farm Press – (National) USDA: Erosion down, farmland losses 
up. About 40 million acres of land were newly developed between 1982 and 2007, 
bringing the national total to about 111 million acres. More development occurred in 
the Southeast than in any other region. The National Resource Inventory (NRI) 
definition of developed land includes rural transportation corridors such as roads and 
railroads, as well as residential, industrial, commercial and other land uses. Soil erosion 
on cropland declined by more than 40 percent over the past 25 years, but more than 
one-third of development of U.S. land occurred during the same period. That’s 
according to the latest NRI Inventory for non-federal lands by the U.S. Department of 
Agriculture’s Natural Resources Conservation Service. Total cropland erosion dropped 
by 43 percent, from more than 3 billion tons per year in 1982 to 1.72 billion tons 

http://www.seattlepi.com/local/421560_DeMint10.html?source=mypi�
http://www.myfox8.com/news/wghp-suspicious-package-update-100610,0,5666152.story�
http://www.myfox8.com/news/wghp-suspicious-package-update-100610,0,5666152.story�


 - 12 - 

annually in 2007. Most of the erosion reductions occurred between 1987 and 1997. 
Cropland acreage declined 15 percent from 420 million acres in 1982 to 357 million 
acres in 2007. About half of that reduction is reflected in enrollments of 
environmentally sensitive cropland in USDA’s Conservation Reserve Program.  
Source: http://southeastfarmpress.com/news/erosion-down-farmland-losses-up-0611/ 

27. June 11, Southeast Farm Press – (Kentucky) Disaster relief sought for Kentucky 
cattlemen. The Kentucky Agriculture Commissioner has asked the governor to request 
a disaster declaration from the U.S. Department of Agriculture due to numerous cattle 
deaths from a weather-related condition called primary ruminal tympany, more 
commonly known as frothy bloat. Kentucky cattle have consumed greater quantities of 
clover this year, which has led to many cases of the deadly bloat. Clover is high in 
soluble protein that, combined with rapid fermentation, produces a foam in the cow’s 
rumen that blocks the normal escape of the gas through belching. The first chamber of 
the stomach becomes enlarged, blowing up like a balloon, which limits breathing. 
Source: http://southeastfarmpress.com/news/cattle-bloat-0611/ 

28. June 11, Associated Press – (Ohio) Ohio regulators dispute claim over egg 
safety. Ohio regulators are disputing a claim by the Human Society of the United 
States, which alleged that farms in the state are producing 350,000 eggs a year that are 
contaminated with salmonella. The Ohio Department of Agriculture said data indicate 
that Ohio farms produce about 35,000 bad eggs annually, a tiny percentage of the 7 
billion eggs produced here each year.  
Source: http://www.cnbc.com/id/37634496 

29. June 10, U.S. Food and Drug Administration – (National) FDA seizes more than 
$32,000 worth of bulk honey from Philadelphia distribution center. At the request 
of the Food and Drug Administration (FDA), federal marshals seized 64 drums of 
imported bee’s honey from a Philadelphia distribution center June 4 because it 
contained a potent antibiotic that could lead to serious illness or death. The seizure 
occurred at the Delaware Avenue Distribution Center, 700 Pattison Avenue, in 
Philadelphia. The bulk honey was imported by Sweet Works Inc., of Monterey Park, 
California from Cheng Du Wai Yuan Bee Products Company Limited of Chengdu, 
China. Subsequently, it was sold to Alfred L. Wolff Inc. of Chicago, which placed it in 
storage. FDA testing of a sample of this product showed that it contained 
chloramphenicol, which is not approved for use in food, animal feed, or food-producing 
animals in the United States. Chloramphenicol is a potent antibiotic drug that is 
approved only for use in humans with serious infections when other less toxic drugs 
won’t work. People who are sensitive to chloramphenicol can develop a type of bone 
marrow depression called aplastic anemia, which can be fatal. 
Source: 
http://www.fda.gov/NewsEvents/Newsroom/PressAnnouncements/ucm215193.htm 

[Return to top]  

Water Sector 
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30. June 10, Waste and Recycling News – (Tennessee) Fish fairing better than expected
near TVA coal ash spill. While fish living in the Emory River in Coalfield, Tennesse
near where 5.4-million yards of coal ash spilled from failed Tennessee Valley 
Authority containment ponds have ingested small amounts of pollutants, overall the 
fish are fairing better than expected, researchers said. Researchers with the Oak Ridge
National Laboratory in Oak Ridge, Tennessee, have been collecting and testing fish 
near the site of the December 2008 spill and also in the Emory River’s downriver 
waters. Fish, including bluegill, largemouth bass, channel catfish, white crappie and 
gizzard shad, have been monitored in the area since February 2009. Scientists have 
found that while there are small amounts of contaminants like arsenic and selenium in
the fish, overall the fish are considered to be healthy. Further testing will be required, 
scientists said. According to the report, contaminants like selenium can increase over 
time in the food chain. The second year of monitoring will prove important, researche
said. 
Source: 
http://www.wasterecyclingnews.com/headlines2.html?id=1276181824&allowcomm=t
ue 

31. June 10, Water Technology Online – (National) Fifth Edition of ‘White’s Handbook
of Chlorination and Alternative Disinfectants’ released. Black & Veatch has 
completed a two-year revision process for the Fifth Edition of “White’s Handbook of 
Chlorination and Alternative Disinfectants,” according to a press release. The last 
edition of the handbook, which was authored and reviewed by leading industry expert
was published in 1998. The book gives details about technological advances in the use
of UV and ozone as disinfectants, explores alternative disinfectants — such as chlorin
dioxide, iodine and bromine-related products — and discusses advanced oxidation 
processes for drinking water and wastewater treatment. Along with new developments
in the production and handling of chlorine, the book also examines current regulations
governing the use of different disinfectants, according to the release. The authors 
explain the chemistry, effectiveness, dosing, equipment and system-design 
requirements for each disinfectant included in the handbook, and references are 
included at the end of each chapter to provide additional resources for further 
investigation. 
Source: http://watertechonline.com/news.asp?N_ID=74280 

32. June 10, Macon Sun – (Georgia) MWA reports bacteria in drinking water. The 
Macon, Georgia Water Authority (MWA) reported Wednesday that more than 5 
percent of its drinking water samples last month contained coliform bacteria, which 
was a violation of state drinking-water standards. Coliform bacteria is not a health 
threat in itself but is used to indicate when other potentially harmful bacteria, such as 
coli, might be present. None of the samples contained E. coli, said the MWA director. 
The samples were taken May 5, and follow-up tests showed the coliform levels had 
dropped back to normal within three days. He said the cause of the spike in coliform 
levels was Macon-Bibb County firefighters checking fire hydrants. Near each place 
where the high coliform samples were taken, the fire department had flushed hydrants
allowing water to flow out as fire officials checked for proper pressure, flow, and 
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operation. If water is not allowed to run for at least two minutes at each hydrant, the 
flushing process exposes an underlayer of dirt and organic particles that had been 
insulated from contact with the chlorine in the water. This caused the temporary spike 
in coliform levels, he said. MWA has talked to the fire chief and his staff about the 
issue and plans to provide officer training on the proper procedure for flushing fire 
hydrants at a session in early July. MWA usually tests 140 water samples monthly from 
across its system. After six of the samples came back with coliform bacteria, MWA 
was required to conduct 27 repeat samples in and around those sample locations, 
according to the authority’s news release. 
Source: http://www.macon.com/2010/06/10/1157280/mwa-reports-bacteria-in-
drinking.html 

33. June 10, New Braunfels Herald-Zeitung – (Texas) Treatment plant partially 
operational Thursday. The Gruene Wastewater Treatment Plant, which provides 
sewage services for roughly 4,000 homes, was partially working Thursday as crews 
performed cleanup work to have the plant running fully by early next week. Drinking 
water in New Braunfels, Texas is safe and has not been affected by the torrential rains 
and flooding, said a New Braunfels Utilities (NBU) spokeswoman. As soon as flooding 
began, the utility company switched over to its six Edwards Aquifer wells for tap 
water. Flooding on Wednesday spilled over from the Guadalupe River into the plant on 
Gruene Road, pulling sewage into the river. “ She said that workers were ahead of 
schedule with clean-up efforts and that the plant would most likely be fully operational 
“early next week, possible Monday.” The Guadalupe River does not just have sewage 
in it, she said, but waste from leaking septic tanks, debris and dead animals. “It is not a 
safe place to be right now, and residents should heed the warnings of city officials and 
stay off the water,” she said. The plant, which is one of three NBU treatment plants, 
takes in about 500,000 gallons of sewage each day, but can treat up to 1.1 million 
gallons if needed, said the assistant manager for water treatment and compliance. 
Source: http://herald-zeitung.com/news/local_news/article_07a70db2-7509-11df-9df9-
001cc4c03286.html 

[Return to top]  

Public Health and Healthcare Sector 

34. June 11, WCAX 3 – (New Hampshire) Skin cancer rates soar in N.H. A new report 
shows women in New Hampshire are diagnosed with the deadliest form of skin cancer 
at a higher rate than their peers elsewhere. The Department of Health and Human 
services study found the melanoma rate for women ages 15 to 39 — was 38 percent 
higher than the same group nationally. Officials aren’t sure why the numbers are so 
much higher in the Granite State and say the difference is too big to be explained by 
better detection. 
Source: http://www.wcax.com/Global/story.asp?S=12633567 

35. June 11, Kansas City infoZine News – (National) House committee asks FDA, how to 
prevent antibiotic-resistant infections. A U.S. House committee is trying to figure 
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out if it can help reduce the number of antibiotic-resistant illnesses, and committee 
members were not entirely happy with the response from the Food and Drug 
Administration. More than 90,000 Americans die every year after contracting a 
bacterial infection in a hospital. Nearly 70 percent of those infections are resistant to at 
least one antibiotic. A House subcommittee held the second of three hearings 
Wednesday about how to combat the problem. “Rather than ‘use it or lose it,’ with 
antibiotics it is ‘use it and lose it.’ And ‘lose it,’ we are,’ “ said the chair of the House 
Energy and Commerce Committee. 
Source: http://www.infozine.com/news/stories/op/storiesView/sid/41641/ 

36. June 11, Star Tribune – (Minnesota) Nurses’ strike ends in Twin Cities. Thousands of 
Twin Cities nurses went back to work after a massive one-day strike in Minnesota. 
Having ramped down operations and hired temporary replacements, some of the 14 
affected hospitals said they would only call back their regular nurses as patient volumes 
required. Late Thursday, both sides claimed to have achieved their goals on a tense and 
complicated day — the hospitals treating patients with generally little disruption, the 
union staging a spirited and cohesive walkout that called public attention to their 
concerns over patient care and nurse staffing levels. No new talks are scheduled, 
however, leaving each side to weigh the impact of the one-day walkout and consider 
whether to escalate the dispute.  
Source: 
http://www.startribune.com/lifestyle/health/96132824.html?elr=KArks7PYDiaK7DUdc
Oy_nc:DKUiD3aPc:_Yyc:aU7DYaGEP7vDEh7P:DiUs 

[Return to top]  

Government Facilities Sector 

37. June 11, Florence Times Daily – (Alabama) Board approves security cameras at 
high schools. The Lauderdale County school board in Alabama voted unanimously 
June 10 to install 10 surveillance cameras at each high school, including Allen 
Thornton Career Technical Center. Total cost of the cameras is $154,998, to be paid 
through a Homeland Security grant and an Education Incentive grant. The cameras are 
designed for low light and will take the facilities’ security surveillance systems from 
analog to digital, offering upgrades including clearer resolution. 
Source: http://www.timesdaily.com/article/20100611/NEWS/100619965?Title=Board-
approves-security-cameras-at-high-schools 

38. June 10, Seacoastonline.com – (Maine) College at Pease evacuated due to ‘white 
powder. Emergency officials were called to Great Bay Community College in 
Portsmouth, Maine June 10 for a report of an envelope filled with a “suspicious white 
powder,” just a week after a bomb scare at the same location. The suspicious powder 
was reported June 10 at about 5:15 p.m. when the main building was evacuated at the 
college, located at Pease International Tradeport. Police, firefighters and an ambulance 
responded. According to emergency radio communications, a caller reported opening 
an envelope and getting the powder all over her hands. Fire officials tested the powder 
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and it was determined to be non-life-threatening. The case has since been turned over to 
police for further investigation. 
Source: http://www.seacoastonline.com/articles/20100610-NEWS-100619976 

39. June 6, The Oklahoman – (Oklahoma) Thackerville police investigate firebombing 
incident. The Thackerville, Oklahoma town hall and police department offices are 
closed indefinitely after a gasoline-based Molotov cocktail was thrown through a 
window. The Molotov cocktail was thrown through the front window about 11 p.m. 
June 7. The fire is still under investigation. No monetary figure has been released on 
the damage. Employees are operating out of their homes, and police officers are 
operating out of their patrol cars. Police are following several leads. 
Source: http://www.newsok.com/thackerville-police-investigate-firebombing-
incident/article/3467782?custom_click=pod_headline_crime 

For more stories, see items 24, 25, and 44  
 
[Return to top]  

Emergency Services Sector 

40. June 10, USA Today – (International) Mechanical problems hampered Coast Guard 
rescue after Gulf rig blast. Serious mechanical problems with Coast Guard aircraft 
and vessels delayed, cut short or aborted rescue efforts after the Deepwater Horizon 
drilling rig exploded in the Gulf of Mexico April 20, according to an investigation by 
the Center for Public Integrity. Logs show the Coast Guard “averaged one problem for 
every seven rescue sorties it operated during the first three days of the oil spill crisis in 
April,” the investigation found. In one instance, 38 minutes were lost trying to evacuate 
workers from the burning rig or rescue those who jumped into the water because the 
crew of a 25-year-old helicopter had to switch to another aircraft. Similar mechanicals 
problems plagued rescue efforts after the Haiti earthquake in January. A Coast Guard 
official said the problems “were nothing that was not out of the ordinary.” 
Source: http://content.usatoday.com/communities/ondeadline/post/2010/06/mechanical-
problems-hampered-coast-guard-resuce-after-gulf-rig-blast/1 

For more stories, see items 5 and 22  
 
[Return to top]  

Information Technology Sector 

41. June 11, The New New Internet – (International) World cup good for spammers. The 
World Cup begins June 11 and spammers have already joined the party, releasing spam 
messages that target individuals searching for World Cup information. Presently, the 
amount of World Cup-related spam is relatively small compared to total spam amounts 
but it has increased, according to F-Secure. “It’s still just a small percentage of spam 
overall (under 2 percent) but when comparing the first three days from the last six 
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months, we see a doubling in volume and 74 times the number of hits on related 
keywords from January to June,” a researcher at F-Secure writes. “As the tournament 
continues from June to July 11th, we expect to see more related threats. A good 
example? SEO poisoning.” 
Source: http://www.thenewnewinternet.com/2010/06/11/world-cup-good-for-
spammers/ 

42. June 11, The Wall Sreet Journal – (National) FBI opens probe of iPad breach. The 
FBI has opened an investigation into a possible security breach of AT&T Inc.’s Web 
site that exposed the e-mail addresses of some owners of Apple Inc. iPad devices. The 
security hole highlights how corporations still have problems protecting private 
information. “The FBI is aware of these possible computer intrusions and has opened 
an investigation,” said an FBI spokeswoman. The FBI began the investigation June 10 
but would not comment on what the bureau is looking at. “It’s very early in the 
investigation,” she added. The incident this week was embarrassing to both AT&T and 
Apple. AT&T declined to comment on the investigation. On June 9, the wireless carrier 
acknowledged that a flaw in its Web site made it possible for iPad users’ e-mail 
addresses to be revealed. AT&T said it fixed the security problem by June 8. Apple has 
not replied to requests for comment. 
Source: 
http://online.wsj.com/article/SB10001424052748704312104575299111189853840.htm
l?mod=WSJ_Tech_LEADTop 

43. June 11, V3.co.uk – (International) Google posts Chrome security fixes. Google has 
issued a fresh round of security updates for its Chrome Web browser, addressing 11 
vulnerabilities for the Windows, Mac OS X and Linux versions. Eight of the flaws in 
the Chrome 5.0.375.70 update are labeled as “high risk,” while the remaining three are 
listed as “medium” risk. The vulnerabilities range from memory corruption and cross 
site scripting flaws, to keystroke redirection risks. Two of the flaws are listed as 
discoveries which brought cash rewards. Google has a policy of paying bounties to 
researchers who directly report zero-day flaws in Chrome. The update comes just days 
after two of Google’s competitors in the browser market delivered fixes of their own. 
Source: http://www.v3.co.uk/v3/news/2264593/google-posts-chrome-security 

44. June 11, Bloomberg – (National) Senators tackle Internet security. The President 
could order emergency measures to combat cyber attacks under a measure introduced 
June 11 by three senators who said the Internet has unleashed a new breed of 
cyberterrorists. Under the bill, the President’s specific powers would be developed with 
companies and would not allow the government to take over private networks or give it 
more surveillance authority, the lawmakers said. “The Internet can also be a dangerous 
place with electronic pipelines that run directly into everything from our personal bank 
accounts to key infrastructure to government and industrial secrets,’’ a Connecticut 
Ondependent who heads the Senate Homeland Security and Governmental Affairs 
Committee said at a news conference. He is sponsoring the measure with the panel’s 
senior Republican, from Maine, and a committee member who is a Democrat from 
Delaware. “Our economic security, our national security, and our public safety are now 
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all at risk as a result of new kinds of enemies, with new kinds of names like 
cyberwarriors, cyberspies, cyberterrorists, and cybercriminals,’’ the senator said. 
Source: 
http://www.boston.com/business/technology/articles/2010/06/11/senators_tackle_intern
et_security/ 

45. June 10, IDG News Service – (International) After attacks, Adobe fixes Flash 
bug. Less than a week after fielding reports that hackers were targeting a bug in its 
Flash Player software, Adobe Systems has rushed out a fix for the problem. Adobe’s 
new 10.1 Flash update, released June 10, fixed a bug that was first spotted via a small 
number of targeted attacks. According to Symantec, these Flash attacks are still not 
widespread, but users should update their Flash software as soon as possible. “We have 
been seeing a small but steady rise in detections of related malicious PDFs and we 
expect to continue to see these numbers increase over the coming hours and days,” the 
security vendor said in a statement. Criminals have been exploiting the flaw using 
malicious Flash swf files, which are typically opened by the Web browser’s Flash 
Player plug-in, or via PDFs that have maliciously encoded Flash components 
embedded inside them, Adobe said. Those malicious PDFs are typically opened by 
Reader or Acrobat, which include their own versions of Flash Player that have not yet 
been patched. That fix is due June 29. 
Source: 
http://www.computerworld.com/s/article/9177963/After_attacks_Adobe_fixes_Flash_b
ug 

46. June 10, DarkReading – (International) Tool automates social engineering in man-
in-the-middle attack. French researchers have developed an automated social 
engineering tool that uses a man-in-the middle attack and strikes up online 
conversations with potential victims. The proof-of-concept (PoC) HoneyBot poses 
convincingly as a real human in Internet Relay Chats (IRC) and Instant Messaging (IM) 
sessions. It lets an attacker glean personal and other valuable information from victims 
via these chats, or lure them into clicking on malicious links. The researchers had 
plenty of success in their tests: They were able to get users to click onto malicious links 
sent via their chat messages 76 percent of the time. The researchers who created the 
PoC — all of Institut EURECOM in France — are also working on taking their 
creation a step further to automate social engineering attacks on social networks. The 
researchers originally wrote their HoneyBot PoC tool as a way to demonstrate large-
scale automated social engineering attacks. While spammers typically send IM 
messages that attempt to lure users to click on their malicious links, these attacks are 
often fairly conspicuous and obvious to the would-be victim. Such an attack could 
occur via an online shopping Web site or bank site that contains an embedded chat 
window, the researchers said. An attacker then could set up a phishing site and wage a 
man-in-the-middle attack on the chat window. 
Source: 
http://www.darkreading.com/insiderthreat/security/privacy/showArticle.jhtml?articleID
=225600304 
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47. June 10, SCMagazine – (International) Microsoft confirms Help Center 
vulnerability. Microsoft June 10 confirmed the presence of a zero-day vulnerability 
affecting Windows XP and Server 2003. The software giant plans to issue an advisory 
to provide workaround guidance to impacted users. The vulnerability was discovered 
by a Google engineer who published exploit code in an advisory posted to the Full 
Disclosure mailing list. The flaw is present in the Windows Help and Support Center 
application and is caused by the improper sanitization of “hcp:// URIs,” which is a 
protocol handler used to access help documents through specific URLs. By persuading 
a user to click on a malicious link, an attacker could execute arbitrary code on a 
victim’s machine. Customers running Windows Vista, 7, Server 2008 and Server 2008 
R2 are not susceptible to the vulnerability, said the director of the Microsoft Security 
Response Center, in a blog post. The bug added fuel to the fire surrounding the 
responsible disclosure debate. The Google researcher notified Microsoft June 5 but 
went public with the vulnerability five days later, before Microsoft was able to issue a 
fix to its large user base. 
Source: http://www.scmagazineus.com/microsoft-confirms-help-center-
vulnerability/article/172155/ 

48. June 10, Bloomberg – (International) South Korea says cyber attacks came from 
China sites. South Korea said a government Web site was attacked June 9 from 
Internet addresses in China. The report comes amid concerns that North Korea is 
mounting cyber attacks in response to international pressure over the sinking of a South 
Korean warship in March. The attacks took place between 8:20 p.m. and midnight, the 
Ministry of Public Administration and Security said in a statement posted on its Web 
site June 10. The ministry blocked access after spotting the intrusions, and a probe is 
being conducted with related government offices, it said. North Korea’s postal ministry 
was the source of similar cyber attacks last July that sought to cripple dozens of Web 
sites in South Korea and the U.S., the JoongAng Ilbo reported in October, citing the 
director of the South’s spy agency. Tensions have risen on the Korean peninsula since 
an international panel concluded May 20 that the North was behind a torpedo attack 
that sank the Cheonan warship, killing 46 of the South’s sailors. 
Source: http://www.bloomberg.com/apps/news?pid=20601110&sid=a6odT91uQ6D0 

49. June 10, The Hill – (International) Judge rules against DHS on extended border 
laptop seizures. A federal judge has ruled the federal government may not seize and 
months later search a traveler’s laptop without a warrant, according to a blog post by 
CNet. A U.S. district judge in the Northern District of California ruled June 2 that 
Customs and Border Protection agents can not indefinitely seize and search a traveler’s 
laptop without a warrant. The ruling came in response to the case of an American 
citizen whose laptop was seized upon his return from South Korea at San Francisco 
International Airport in January 2009. The issue of laptop searches at the border has 
been controversial; two years ago a group of privacy advocates warned the Senate 
Judiciary Committee about the policy’s detrimental impact on tourism and business 
travel. The Department of Homeland Security announced in August that it would 
continue to seize laptops without warrants, but established a 30-day time limit to 
conduct the searches. 
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Source: http://thehill.com/blogs/hillicon-valley/technology/102417-judge-rules-against-
dhs-on-border-laptop-seizures 

50. June 9, The New New Internet – (International) The link between porn and 
malware. With just a minimal amount of money invested, a single operator of a 
pornographic Web site can infect more than 20,000 computers with malware, according 
to a recent academic study presented at the Workshop on the Economics of Information 
Security (WEIS 2010). The researchers examined the online pornographic industry and 
traced significant amounts of malicious activity to porn Web sites. “Common belief 
suggests that adult Web sites tend to be more dangerous than other types of Web sites, 
considering well-known Web-security issues such as malware, or script-based attacks,” 
the researchers said. “Our results verify this assumption, and in addition, we show that 
many adult Web sites use aggressive marketing and advertisement methods that range 
from “shady” to outright malicious. They include techniques that clearly aim at 
misleading Web site visitors and deceiving business partners. For example, we 
discovered that a malicious operator could infect more than 20,000 with a minimal 
investment of about $160,” the researchers said. “We conclude that many participants 
of this industry have business models that are based on very questionable practices that 
could very well be abused for malicious activities and conducting cyber-crime. In fact, 
we found evidence that this kind of abuse is already happening in the wild.” After 
manually searching around 700 adult Web sites, the researchers developed an 
automatic tool to crawl through 269,566 URLs belonging to 35,083 porn sites. The 
researchers found that “free” pornographic Web sites were the most dangerous. 
Source: http://www.thenewnewinternet.com/2010/06/09/the-link-between-porn-and-
malware/ 

For more stories, see items 12, 13, and 51  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

51. June 11, The Register – (International) World Cup streaming to choke corporate 
networks, doomsayers predict. Every World Cup soccer tournament and major 
sporting event since France 98, if not before, has come accompanied by dire predictions 
of networking doom. This time around the EMEA vice president of marketing at 
security appliance firm Blue Coat, was the prime source of an article “FIFA World 
Cup: The World’s Biggest Ever DoS?” He predicted: “Networks will fail because of 
World Cup streaming. If it doesn’t happen, I’ll eat my replica shirt.” The vice president 
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backed this bold prophecy up with a presentation at a security conference entitled “The 
World Cup – Someone’s Network is Going to Die.” There are at least a couple of 
problems with this prediction, according to some experts. Firstly, it has been made 
before many times and never panned out. Secondly, most of the games in South Africa, 
especially towards the end of the tournament, when interest can be expected to peak, 
start in the evening European time. By contrast, games in Japan eight years ago all 
kicked off in the morning European time. The 2010 World Cup will be the first in the 
history of the tournament where every game will be streamed online live. Along with 
possibly constrained WAN connectivity, organizations may face heightened security 
risks caused by users venturing to untrusted and unknown sites in search of video 
content not available from official broadcast streams, Ipswitch warns. 
Source: http://www.theregister.co.uk/2010/06/11/world_cup_netmaggedon/ 

52. June 10, Sioux City Journal – (Iowa) Hinton explosion causes cell tower 
disruption. Verizon Wireless is working on a temporary cell phone tower after an 
explosion June 9 destroyed a building next to an existing tower, a local fire official 
said. The Hinton fire chief said the explosion was reported about 8:30 p.m. in a small 
building at the base of a cell phone tower near Hinton. Although the blast didn’t 
damage the actual tower, he said it destroyed the building and required the tower be 
turned off. The temporary structure was expected to be in place on June 10 or early 
June 11. A leaking propane tank from a backup generator allowed gas to fill the small 
building, which blew up when a spark ignited the flammable gas. 
Source: http://www.siouxcityjournal.com/news/local/crime-and-
courts/article_e6094d28-74ef-11df-8ac2-001cc4c03286.html 

53. June 10, The Canadian Press – (International) Wireless signals may be jammed 
during G8/G20. Wireless companies said they have been warned their signals could be 
temporarily jammed later this month both in downtown Toronto during the G20 
summit and during the G8 summit in Huntsville, Ontario. The technology is expected 
to be used to create a so-called moving bubble of electronic silence around motorcades. 
“No one will be informed of locations and times for security reasons,” one wireless 
industry source told The Canadian Press. The Integrated Security Unit, which is 
responsible for the two summits and whose members include the Royal Canadian 
Mounted Police (RCMP), Toronto police, Peel Regional police and the Canadian 
Armed Forces, would not comment on security plans. The G8 summit happens north of 
Toronto on June 25-26, and the G20 gathering follows in the city’s downtown on June 
26-27. In order to jam the signals, the RCMP must apply for an exemption from the 
Radiocommunications Act, which generally forbids interfering with the airwaves. 
Source: http://newzfor.me/news/52625763.aspx 

[Return to top]  

Commercial Facilities Sector 

54. June 11, Mechanicsburg Patriot News – (Pennsylvania) Lower Paxton Township 
apartment building fire injures 1 resident, leaves 38 others homeless. One person 
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was seriously burned and 38 others left homeless by an early morning fire that swept 
through a Lower Paxton Township, Pennsylvania apartment building. The fire broke 
out just before 5 a.m. June 11 in the Quail Run apartment complex. The two-alarm 
blaze caused extensive damage to a building containing 11 apartments. A man was 
taken to Penn State Hershey Medical Center for treatment of burns suffered in the fir
The man’s condition was unknown, but was being treated as a level one, the most 
serious level, trauma. Two firefighters were also taken to Hershey Med for evaluatio
of “superficial burns.” Firefighters were hampered by low-water pressure in the two 
hydrants within the complex. An additional hose was laid from a hydrant more than 
500 yards away off of Locust Lane, and the United Water Company twice boosted 
pressure in its lines in the area in an effort to help firefighters. Fire marshals from the
township, Dauphin County, and the state police were on the scene investigating the 
cause, which currently remains unknown. 
Source: http://www.pennlive.com/midstate/index.ssf/2010/06/2-
alarm_blaze_in_lower_paxton.html 

55. June 11, Homeland Security Examiner – (International) South Africa terrorism 
concerns loom as the World Cup brackets get under way. June 10, in the article 
“FIFA World Cup 2010 begins tomorrow amid security concerns,” highlighted 
potential areas of concern, such as IED’s and soft targets such as hotels. According to
U.S. Navy expert on security issues on the African continent, athletes, and fans who 
traveling to the 2010 FIFA World Cup soccer tournament must be aware and alert to 
the fact that a terrorist attack of some kind is a high possibility. Within the last few 
months, the arrest of al-Qaeda personnel who were planning a terrorist event was 
confirmation of the threat that exists. The lure of the World Cup for terrorists is “the 
hundreds of thousands of Western tourists who will pour into South Africa to enjoy t
beaches, game reserves, mountains and the soccer,” said the Navy expert. 
Source: http://www.examiner.com/x-41853-Homeland-Security-
Examiner~y2010m6d11-Terrorism-concerns-as-the-World-Cup-brackets-get-under-
way 

56. June 10, KTHV 11 Little Rock – (Arkansas) Osage Baptist Church bomb blown up
by Bentonville bomb squad. Members of the Bentonville, Arkansas bomb squad ble
up what they believe was bomb found inside the Osage Baptist Church June 9. The 
device was found in the foyer of the church. It had been moved to the gravel parking 
when a Carroll County deputy arrived. Once the bomb squad arrived, X-rays of the 
device revealed it contained electronic devices. A water cannon blew the device apart
Bomb technicians classified the device as an improvised explosive device. The churc
had been a polling place June 8 for Arkansas’ runoff elections. 
Source: http://www.todaysthv.com/news/local/story.aspx?storyid=106346&catid=2 

57. June 10, WTTG 5 Washington, D.C. – (Maryland) Montgomery County Police 
searching for copper pipe thief. Montgomery County, Maryland Police are 
investigating a series of copper pipe thefts occurring throughout the county in the 
month of May. Detectives saod that the copper pipes and downspouts were forcefully
removed from the side of buildings and taken away. A total of eight buildings were 
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targeted, most of them churches. The thefts are believed to have occurred in the 
evening or overnight hours between 8 p.m. and 8 a.m. Police believe the suspect may 
be selling the copper items to area scrap yards for thousands of dollars. Detectives have 
obtained surveillance video of the suspect carrying downspouts that he had just pulled 
off the United Church of Christ in Bethesda. The suspect is described as a white male, 
5’9” to 6’1” tall, 180 to 190 pounds, with brown or black hair. The suspect was wearing 
a blue T-shirt, blue jeans and black boots. 
Source: http://www.myfoxdc.com/dpp/news/maryland/montgomery-county-police-
searching-for-copper-pipe-thief-061010 

58. June 10, Birmingham News – (Alabama) Meth lab found in Birmingham motel 
room. Two people are in police custody after Birmingham, Alabama officers this 
evening discovered a meth lab in their motel room. Police were called to the America’s 
Best Inn and Suites at 9225 Parkway East around 5 p.m. to arrest a woman on a felony 
warrant. While there, officers found a meth lab and meth inside room 215. A man in the 
room was arrested as well. Hazardous materials crews with the Birmingham Fire and 
Rescue Service were called to the scene. Police do not know how large the operation 
was, but said the suspects had not been staying there very long. 
Source: http://blog.al.com/spotnews/2010/06/meth_lab_found_in_birmingham_m.html 

For another story, see item 25  
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National Monuments and Icons Sector 

59. June 11, CNN – (Arkansas) 14 dead in Arkansas flooding. At least 14 people died at 
an Arkansas campground after heavy rain and flash flooding, and many more could be 
trapped in the area, state authorities said. Arkansas’s governor said there is word from 
the Red Cross that there could have been as many as 300 people in the rugged Albert 
Pike campground area of western Arkansas, but he said there is no registration that 
would show the precise number. A state police spokesman who confirmed the death 
toll, said a search is on for people still trapped in the area, a relatively remote and rural 
region where cell phone service could be spotty. . 
Source: 
http://www.cnn.com/2010/US/06/11/arkansas.campground.deaths/index.html?hpt=T1 

60. June 11, National Parks Traveler – (Alaska) Fire season arrives early and vigorously 
In Alaska’s National Parks. Alaskan national park fire managers are reporting 
unusual fire behavior. Of particular interest is the Ernie Creek Fire in Gates of the 
Arctic National Park and Preserve. This fire, which covers only about 111 acres, is the 
fourth most northerly fire reported in the preserve since records began in 1950. One fire 
rekindled in Denali National Park and Preserve is the Foraker River Fire, which is 
smoldering 100 miles west of park headquarters. The Toklat 2 fire, another hold-over 
fire just north of the park, is closing in on 160,000 acres burned. Three other fires are 
burning in Yukon-Charley: the Silvia Creek Fire, at 221 acres; the Waterfall Fire, at 
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1,573 acres, and; the Witch Mountain Fire, at 817 acres. All three were natural starts, 
according to the National Park Service.  
Source: http://www.nationalparkstraveler.com/2010/06/fire-season-arrives-early-and-
vigorous-alaskas-national-parks6016 

[Return to top]  

Dams Sector 

61. June 10, Associated Press – (Wyoming) Water levels fluctuate in swollen Wyo. 
rivers. The water in one river in flood-drenched west-central Wyoming has started 
dropping, but others continue to rise — and more moisture is on the way. The National 
Weather Service extended the flood warning for rain and melting snow in central 
Wyoming through noon Friday. A significant rise in the middle fork of the Popo Agie 
River is expected later Thursday. The Wyoming National Guard is making its largest 
in-state activation since 2000 in response to the flooding. Rapidly melting mountain 
snowpack and rain have pushed rivers in the area to record or near-record levels, 
washing away bridges, flooding homes and curtailing drinking water supplies. Flooding 
also is occurring in south-central Wyoming, but sandbagging efforts have proved 
largely successful in Saratoga and other small communities threatened. Fremont 
County has already been declared a disaster area by the state because of widespread 
flooding from raging rivers carrying away trees and debris the size of small cars. 
Flooding had disabled the water treatment plant at Ethete, a community of about 1,500 
people on the Wind River Indian Reservation, but the plant was working by 
Wednesday night and the water was drinkable. Water was shipped in earlier in the day. 
Residents in Lander were under water restrictions that included no watering of lawns 
and voluntary limits on dish washing because flooding had reduced the capacity at 
Lander’s water treatment plant. The water was still safe to drink. About 220 members 
of the Wyoming National Guard are helping stuff sand bags, keep watch over 
evacuated homes and help respond to needs in Fremont County where rivers 
overflowing with quickly melting mountain snows have washed out bridges and 
flooded homes. About a 22-square-mile area of Fremont County with about 2,100 
homes was flooded or threatened by flooding. The homes are in Lander and Riverton, 
and in other widely dispersed rural areas. 
Source: 
http://www.gillettenewsrecord.com/articles/2010/06/10/news/state_news/news28.txt 

62. June 10, Associated Press – (Iowa) Repairs to begin on Des Moines flood 
levee. Repairs are expected to start soon on a levee protecting a Des Moines, Iowa 
neighborhood inundated by the Des Moines River in the past 17 years. The levee in the 
Birdland neighborhood is a source of concern because of failures in 1993 and 2008. 
Trailers arrived this week, and construction equipment is expected to be on site by June 
15. A Minnesota company, Ceres Environmental Services of Minneapolis, has been 
awarded a $7.2 million contract by the U.S. Army Corps of Engineers for the project, 
which is to be completed by September 2011. Work will be done in segments, 
beginning upstream. Officials said clay and other materials will be ready to create 
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barriers and protections if the river comes up quickly during the construction. 
Source: http://www.dglobe.com/event/apArticle/id/D9G7O6E03/ 
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