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Top Stories 

• According to The Register, Connecticut’s attorney general June 7 became the latest law 
enforcement official to order Google to give a detailed accounting of the information its 
Street View cars surreptitiously sniffed from unsecured Wi-Fi networks over a three-year 
period. He joins officials in Missouri, France, Germany, Spain, Canada and Australia in 
ordering the search giant to be more forthcoming about the privacy violation. (See item 54) 

• ABC News reports that a recent internal FBI report warns federal, state, and local 
authorities to be alert for a potential new tool in the jihad terror arsenal – the placing of 
suspicious, but harmless, bags in public places to inspire fear, disrupt public transportation, 
and tie up police and bomb squads. The so called “battle of suspicious bags” was 
encouraged by an unknown poster to a known jihadi Web site. (See item 61) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  
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1. June 8, Washington Post – (National) BP cap trapping substantial amounts of oil, 
gas. On Monday, U.S. officials said that a “cap” installed over a leaking oil pipe in the 
Gulf of Mexico was capturing more than 460,000 gallons (11,000 barrels) of oil a day. 
Instead of spilling into the gulf, the oil was funneled up through the pipe to a ship on 
the surface. The spill isn’t over: Large amounts of oil — nobody knows how much — 
are still billowing out of vents in the cap. But for the first time since the Deepwater 
Horizon drilling rig exploded April 20, humans seemed to be partly in control of the 
leaking BP well, instead of the other way around. “We only define success as when we 
actually get the oil plugged ... and we return people’s lives back to normal,” said a 
senior vice president at BP. “But this is an encouraging step. It’s progressing along 
well.” On the same day, there were signs of how much trouble remains — for the Gulf 
coast, for the White House and for the oil industry. A Coast Guard official said that the 
BP spill has broken up into something the government had not trained for: numerous 
tiny spills, which are still outflanking cleanup crews across hundreds of miles of 
coastline. And the President said the government would “ride herd” on BP to make sure 
it pays claims for lost income filed by Gulf coast residents. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/06/07/AR2010060700433.html 

2. June 8, New York Post – (National) BP plans on fitting bigger cap over leaking 
oilwell pipe. As officials reported a gradual increase in the amount of oil being 
captured from the spewing wellhead at the bottom of the Gulf of Mexico, BP yesterday 
said it plans next month to replace the cap collecting the crude with a slightly bigger 
device. The newer cap will “provide a better, tighter fit” than the current one, collecting 
roughly one-third to three-fourths of the oil gushing daily from the sea floor, said a BP 
spokesman. The oil began gushing after a BP rig exploded April 20, and recently 
increased in volume after officials sheared off the top of the damaged outflow pipe as 
part of the latest containment effort. BP believes the new cap will fit over more of the 
pipe than the current cap. BP said it had collected 316,722 gallons between midnight 
Sunday and noon yesterday. At that pace, the 24-hour total could be 633,444 gallons, 
far outpacing the 466,200 gallons collected in the previous 24-hour period. 
Source: 
http://www.nypost.com/p/news/national/bp_plans_bigger_cap_for_tighter_HP3vHgwj
PywlVeP9LFYaOM 

3. June 8, The Philadelphia Inquirer – (Pennsylvania) Pa. orders company to halt 
drilling after well blowout. Pennsylvania environmental officials Monday suspended 
drilling operations of a Marcellus Shale natural-gas operator whose Clearfield County 
well erupted last week into an uncontrolled geyser of gas and wastewater. The state 
Department of Environmental Protection (DEP) secretary ordered Texas-based EOG 
Resources Inc. to suspend its drilling activities in Pennsylvania until DEP has 
completed an investigation into the spill Thursday at the Punxsutawney Hunting Club. 
The 16-hour eruption caused no injuries and no fire, and DEP officials Monday 
described the environmental damage as “modest” - no fluids reached any streams. A 
contractor dug trenches to contain 35,000 gallons of spilled fluid, mostly saltwater that 
was trapped deep underground, but including trace elements of drilling chemical. The 
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accident’s timing was critical, coming amid the governor’s effort to push a reluctant 
legislature to enact a tax on natural gas extracted from the Marcellus Shale, the mile-
deep formation that underlies much of Pennsylvania and several surrounding states.  
Source: 
http://www.philly.com/inquirer/front_page/20100608_Pa__orders_company_to_halt_d
rilling_after_well_blowout.html#axzz0qH2RaAhz 

4. June 8, The Dallas Morning News – (Texas) Investigators search for cause of deadly 
Johnson County gas explosion. The spectacular 2:45 p.m. explosion, along a gas line 
in Texas midway between Cleburne and Granbury on Georges Creek Ranch, killed one 
person, rocked homes miles away and shot flames into the air that could be seen just 
outside Fort Worth, about 30 miles to the north. This morning, utility workers checked 
power lines at a nearby electrical substation, while the owners of the property bisected 
by the 36-inch-line surveyed the charred scene, where the the smell of smoke still hung 
heavy. Johnson County officials said the rupture, which occurred about 2:45 p.m. 
Monday, was caused by a work crew using heavy-duty digging equipment in the area. 
The Texas Railroad Commission will lead the investigation into the explosion. 
Officials with the Occupational Safety and Health Administration and the National 
Transportation Safety Board will also investigate. 
Source: 
http://www.dallasnews.com/sharedcontent/dws/news/localnews/stories/060610dnmetoi
lwell.7e3c4fce.html 

5. June 8, Claims Journal – (West Virginia) Explosion at West Virginia natural gas 
drilling site burns 7. A fireball and explosion burned seven members of a crew drilling 
for natural gas at an abandoned coal mine in West Virginia Monday, the second big fire 
at an energy formation known as the Marcellus Shale in less than a week, a government 
worker said. “Seven workers were taken to the hospital for burns,’’ an Occupational 
Safety and Health Administration assistant in Charleston, West Virginia said. Local 
media reports said the injuries were not life-threatening. Five of the workers work for 
Union Drilling, Inc, headquartered in Fort Worth, Texas, and two work for BJ Services 
Co of Houston. AB Resources PA LLC of Brecksville, Ohio is the operator of the well, 
while privately-held Chief Oil & Gas, holds responsibility to drill and complete the 
well, local media reports said. Chief was unavailable for comment. The vast Marcellus 
Shale field runs through West Virginia and Pennsylvania. On Thursday, a well operated 
by EOG Resources Inc in Pennsylvania blew out when a drilling team lost control of it 
while preparing to extract gas using the hydraulic fracturing technique.  
Source: http://www.claimsjournal.com/news/southeast/2010/06/08/110532.htm 

6. June 7, CNN – (National) New oil plume evidence uncovered. As if the pictures of 
birds, fish and animals killed by floating oil in the Gulf of Mexico are not disturbing 
enough, scientists now say they have found evidence of another danger lurking 
underwater. The University of South Florida recently discovered a second oil plume in 
the northeastern Gulf. The first plume was found by Mississippi universities in early 
May. USF has concluded microscopic oil droplets are forming deep water oil plumes. 
After a weeklong analysis of water samples, USF scientists found more oil in deeper 
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water. “These hydrocarbons are from depth and not associated with sinking degraded 
oil but associated with the source of the Deep Horizon well head,” said USF Chemical 
Oceanographer. Through isotopic or microscopic fingerprinting, the USF crew were 
able to show the oil in the plume came from BP’s blown-out oil well. The surface oil’s 
so-called fingerprint matched the tiny underwater droplet’s fingerprint. 
Source: http://www.cnn.com/2010/US/06/07/gulf.oil.plume/ 

7. June 7, Carlsbad Current-Argus – (New Mexico) North Eddy county bio-fuel facility 
gears up for operation. It takes hundreds of thousands of years for fossil organisms 
beneath the earth’s crust to simmer into crude petroleum. It takes a single day to make 
1,000 gallons of crude algae biofuel at a small facility in southeast New Mexico. “This, 
right now, is the next step in getting to where we need to be as a country in having a 
solid, renewable fuel profile and solid renewable fuels available, and do it at a 
commercial and industrial scale.” said an executive director of The Center for 
Excellence for Hazardous Materials Management (CEHMN) in Carlsbad. Officials cut 
the ribbon today on the world’s first biorefinery designed specifically to extract biofuel 
from microalgae. The facility was constructed at the site of the CEHMM algae 
production ponds near Artesia. CEHMM teamed up with Solution Recovery Systems to 
develop the system, which can separate the crude biodiesel fuel from the bio-mass 
byproduct, which is rich in nutrients and is being considered as a supplement in 
livestock feed, he said. 
Source: http://www.currentargus.com/ci_15248039 

[Return to top]  

Chemical Industry Sector 

8. June 8, Christian Science Monitor – (International) Indians outraged by Bhopal gas 
verdict prepare counterpunch. Anger across India over what many see as a light 
sentence for eight men Monday over the 1984 Bhopal gas disaster — often called the 
world’s worst industrial disaster — may reignite a battle for justice that had fallen off 
the radar of much of Indian media and society. Activists vowed to appeal the court’s 
decision against Union Carbide — one of the largest chemical and polymer companies 
headquartered in the United States — and survivors’ rights groups began organizing 
protests. Monday’s decision by a local court — to sentence eight former employees of 
Union Carbide’s Indian subsidiary — Union Carbide of India Limited (UCIL) — to 
two years’ imprisonment and a little over $2,000 in fines in what is often called the 
world’s worst industrial disaster — shocked most Indians, particularly victims of the 
disaster. The December 1984 gas leak from a pesticide plant in the congested city of 
Bhopal killed several thousand within days and at least 15,000 over the years. The case 
had sat in the courts since 1986. The outcome drew widespread criticism of both the 
legal system and the investigatory and prosecutory agencies. Union Carbide said in a 
statement to the Wall Street Journal Monday that it had already settled with the Indian 
government for $470 million in 1994, and had nothing to do with the Indian subsidiary 
anymore. The company has sold its share to Dow Chemicals. Activists plan to ask that 
the sentences on the charges don’t run concurrently, to extend imprisonment to four 
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years. They are also appealing the 500,000 rupee (a little over $10,000) fine on UCIL. 
Source: http://www.csmonitor.com/World/Asia-South-Central/2010/0608/Indians-
outraged-by-Bhopal-gas-verdict-prepare-counterpunch 

For another story, see item 35  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

9. June 8, Jackson Sun – (Tennessee) Arsenal may store uranium. Depleted uranium, a 
slightly radioactive element, could be stored at the Milan Army Ammunition Plant in 
Tennesseee if a plan to transform the arsenal into a storage facility is approved by the 
U.S. Army. American Ordnance currently uses the Milan arsenal to manufacture 40-
millimeter munitions, 60mm, and 81mm mortars and other munitions for the U.S. 
military, primarily the U.S. Army. The company has proposed moving that 
manufacturing to a sister facility in Iowa in an effort to reduce the military’s 
manufacturing costs. If approved, the Milan arsenal then would become a storage 
facility that would include an area for depleted uranium shipped from Iowa and also 
removed from weaponry disassembled in Milan, according to an Environmental 
Assessment plan submitted to the Army for American Ordnance. The plan can be found 
at www.jmc.army.mil/milan-ea.pdf. 
Source: http://www.jacksonsun.com/article/20100608/NEWS01/100607035 

10. June 8, Brattleboro Reformer – (Vermont) PSB orders Entergy to reimburse VY 
critics. The Vermont Public Service Board (PSB) sanctioned Entergy Corp., owner of 
the state’s lone nuclear plant, after company officials provided misinformation about 
underground piping carrying radioactive materials. According to the PSB, the false 
testimony by Entergy witnesses was sufficiently damaging enough to merit sanctions. 
The New Orleans-based company, which operates the Vermont Yankee (VY) nuclear 
plant in Vernon, will have to reimburse costs to the Vermont Public Interest Research 
Group, the New England Coalition, and the Windham Regional Commission, attorney 
fees and other legal costs related to the plant’s misrepresentations about whether it had 
underground pipes carrying radioactive materials. During 2009 hearings on the 
proposed extension of the plant’s continued operations beyond its scheduled closing in 
March 2012, Entergy management repeatedly testified that VY has no underground 
piping carrying radionuclides. The PSB decision included the following: “Although we 
cannot yet determine the extent to which additional proceedings will be required as a 
result of Entergy VY’s failure to provide accurate information regarding underground 
pipes, it is likely that the parties and the board will need to revisit a number of 
significant issues in this proceeding, including but not necessarily limited to 
decommissioning costs and reliability, all the direct result of Entergy VY’s 
misrepresentations as to the existence of underground piping.” Entergy officials 
reported they have seen the order and will try to reach an agreement with the 
intervening parties. 
Source: http://www.reformer.com/localnews/ci_15250448 
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11. June 7, NBC 4 New York – (New York) Diver dies at Indian Point nuclear power 
plant. A man died Monday as he was working underwater at the Indian Point nuclear 
power plant in Buchanan, New York, officials said. The unidentified diver was doing 
working on a wall that separates the Hudson River from a discharge canal when he 
stopped responding to communication checks, according to Entergy Nuclear, which 
owns the Indian Point Energy Center. A canal channels water back to the river after 
being used to cool a reactor or make steam. “The gentleman was doing some 
maintenance work underwater, and when a coworker up above asked him a question 
and he did not respond, he was pulled up immediately,” said a spokesman for the 
Indian Point plant. An emergency medical technician who is stationed on site tended to 
the diver, who was later pronounced dead at Hudson Valley Hospital center in 
Cortlandt Manor The man worked for one of Entergy’s contractors, Dryden Diving of 
Woolwich Township, New Jersey. The spokesman said company officials believe the 
man died of natural causes, but the cause of death is still under investigation. 
Source: http://www.nbcnewyork.com/news/local-beat/Diver-Dies-at-Indian-Point-
Nuclear-Power-Plant-95810259.html 

[Return to top]  

Critical Manufacturing Sector 

12. June 7, Columbus Republic – (Indiana) Worker injured in forklift accident at 
Walesboro. A woman working at an aluminum smelting company in Walesboro, 
Indiana was injured Monday in a forklift accident, firefighters said. The woman, whose 
name was not available, was pinned between a forklift and a semitrailer at Nikkei MC 
Aluminum America, Inc., according to Columbus Fire Department. Firefighters said 
the woman was loading a semitrailer with the forklift when she got off the forklift and 
went to the trailer. The forklift continued moving forward and pinned the woman 
between the forklift and the trailer, according to the fire department. She was 
unconscious after the accident and flown to an Indianapolis hospital, firefighters said. 
Source: 
http://www.therepublic.com/view/local_story/Worker_injured_in_forklift_accident_at_
Walesboro_6_7_2010/ 

13. June 7, Beaver Aerospace – (International) Beaver aerospace defense to unveil new 
electromechanical landing gear actuator. Beaver Aerospace & Defense, a global 
leader in the design and manufacturing of unique and broad-range actuation 
technologies, will unveil a new electromechanical landing gear actuator at the 2010 
Farnborough International Airshow (FIA). The actuator employs an emergency freefall 
deployment feature, which allows the landing gear to be safely engaged in the event of 
a power outage. This groundbreaking technology allows aircraft manufacturers to save 
weight by completely eliminating hydraulic systems and reducing aircraft maintenance. 
Source: http://news.thomasnet.com/companystory/Beaver-Aerospace-and-Defense-to-
Unveil-New-Electromechanical-Landing-Gear-Actuator-at-the-2010-Farnborough-
International-Airshow-578561 
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[Return to top]  

Defense Industrial Base Sector 

14. June 7, Associated Press – (California) Air Force tests missile interceptor. The Air 
Force said it successfully launched a missile interceptor rocket from California for test 
purposes. The ground-based interceptor was launched at 3:25 p.m. June 6 from 
Vandenberg Air Force Base. The Air Force said it was a flight test of a two-stage 
variant of the operational three-stage interceptors deployed at the Central coast base 
130 miles northwest of Los Angeles. The mission did not involve a launch of a target 
missile. 
Source: http://www.militarytimes.com/news/2010/06/ap_missile_interceptor_060710/ 

15. June 7, Lockheed Martin – (International) U.S. Navy version of Lockheed Martin F-
35 makes first flight. The most advanced aircraft in the history of the United States 
Navy made its inaugural flight yesterday. The first F-35C Lightning II carrier variant 
took off from Naval Air Station Fort Worth Joint Reserve Base at 11:46 a.m. and 
logged a 57-minute flight. “I am thrilled the F-35C has attained this milestone,” said 
the Commander of Naval Air Forces. “This flight marks the beginning of a new chapter 
in Naval Aviation. The mission systems in this aircraft will provide the Carrier Strike 
Group Commander with an unprecedented ability to counter a broad spectrum of 
threats and win in operational scenarios that legacy aircraft cannot address.” 
Source: http://www.lockheedmartin.com/news/press_releases/2010/0607aero-f-35c-
firstflight.html 

16. June 7, Sikorsky – (National) Sikorsky Aerospace Services announces first utility 
helicopter contractor logistics support site outside continental U.S. Sikorsky 
Aerospace Services announced today the first offshore Full Contractor Logistics 
Support (CLS) site for the U.S. Army’s UH-72A Lakota Light Utility Helicopter 
(LUH). This site is centrally located on the Marshall Islands in the Pacific Ocean. 
Sikorsky Aerospace Services will maintain the four LUH aircraft assigned to the U.S. 
Army’s Space and Missile Defense Command (SMDC) on the Kwajalein Atoll Range 
complex in the Marshall Islands. Located in the middle of the Pacific Ocean, between 
Hawaii and Australia, the Marshall Islands serve as an important test site for the U.S. 
military. 
Source: 
http://new.rotor.com/Publications/RotorNewssupregsup/tabid/177/newsid375/70919/D
efault.aspx 

[Return to top]  

Banking and Finance Sector 

17. June 8, WMBF 32 Myrtle Beach – (National) Limping bandit pleads guilty to 23 
bank robberies. A Douglas, Georgia man known as “the Limping Bandit” pleaded 
guilty in federal court Monday to 23 counts of bank robbery, according to a U.S. 
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attorney. The suspect will be sentenced after a judge reviews pre-sentencing reports. He 
faces up to 25 years in prison and $250,000 fines for each count. The suspect admitted 
to committing the robberies across the Southeast United States beginning in June 2006. 
He first robbed three banks in Georgia, and eight more over the next three years in 
Florida and Alabama, as well as 13 South Carolina banks in Summerville, Orangeburg, 
Aiken, Sumter, Edgefield, Camden, Charleston and Mount Pleasant. The suspect was 
stopped after he entered the National Bank of South Carolina on US-17 in Mount 
Pleasant July 17, 2009. The U.S. attorney said the suspect handed the teller a brown 
paper bag, pointed a gun at her and demanded that she put money in the bag. After he 
fled the bank, someone followed him and gave a description of his vehicle to Mount 
Pleasant Police. Officers located the suspect about 20 minutes later sitting in his vehicle 
in the parking lot of a retirement home. Police found the clothing that he wore in a 
nearby dumpster, as well as a BB-gun pistol that he used to commit the robbery. 
Source: http://www.wmbfnews.com/Global/story.asp?S=12612193 

18. June 7, IDG News Service – (National) BofA call center worker pleads guilty to data 
theft. A Bank of America call center employee has pleaded guilty to charges that he 
stole sensitive client information and then tried to sell it for cash. The defendant 
pleaded guilty last week to one count of bank fraud. According to court filings, the 
suspect allegedly recorded customer account information when BofA customers called 
him for technical support at the Florida call center where he worked. Prosecutors said 
he focused on high net-worth customers and then unwittingly sold their information to 
an undercover FBI agent. Allegedly, the suspect thought he was going to collect a 
percentage of the profits from what’s known as a credit bust-out scam — meaning that 
the information would be used to fraudulently line up new credit with other banks. He 
allegedly logged account holders’ names, birth dates, addresses and account histories 
between September 2009 and April 2010. He was supposed to get a 25-percent stake of 
the profits, court filings state. The suspect faces a maximum sentence of 30 years in 
prison and a $1-million fine on the charges, but with his guilty plea, he is likely to face 
a much lighter sentence. 
Source: http://www.businessweek.com/idg/2010-06-07/bofa-call-center-worker-pleads-
guilty-to-data-theft.html 

19. June 7, Los Angeles Times – (California) Geezer Bandit’ hits 10th bank in San Diego 
County. The so-called Geezer Bandit has robbed his 10th bank, the FBI said June 7. 
The bandit, described as between 60- and 70-years-old, robbed the U.S. Bank branch 
inside the Albertson’s grocery story in Poway, California according to the FBI, which 
gave the robber the unique nickname. The robbery string began in August and has 
included banks in San Diego and the suburbs. During the Poway heist, the suspect 
pointed a small-caliber revolver at a teller and threatened to use it unless he was given 
money, the FBI said. Authorities declined to say the amount of money he took. 
Source: http://latimesblogs.latimes.com/lanow/2010/06/my-entry.html 

20. June 7, AnnArbor.com – (Michigan) Police say ‘skimming devices’ placed on ATMs 
in Ypsilanti Township, Ann Arbor to access bank account information. The 
Washtenaw County Sheriff’s Department is seeking the public’s help to identify a man 
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who recently placed a skimming device on a Ypsilanti Township, Michigan ATM to 
steal from customers’ accounts. Authorities said the man placed the device, which 
captures and records ATM card numbers from unsuspecting customers, at the drive-up 
ATM of the Bank of America branch at 2250 W. Michigan Ave. May 30. Bank 
employees discovered and removed it before any losses were reported. But police want 
to prevent the suspecting from attempting it again. The man is white with dark hair and 
appears to be in his early 20s. He was driving a dark-colored Chrysler minivan. Saline 
police said they are investigating a similar case where a skimming device placed on an 
Ann Arbor ATM siphoned roughly $500 from a woman’s accounts last week. KeyBank 
officials said at least 90 customers reported irregularities on their accounts after using 
the machine at the West Stadium Boulevard location, reports said. 
Source: http://www.annarbor.com/news/police-say-skimming-devices-placed-on-atms-
in-ypsilanti-township-ann-arbor-to-access-bank-account-in/ 

[Return to top]  

Transportation Sector 

21. June 8, WTTG 5 Washington, D.C. – (New Jersey) Passenger claims she was 
drugged, robbed on plane. A female passenger aboard a Continental flight from Tel 
Aviv to Newark, New Jersey claims she was drugged and robbed while on the plane. 
The victim said she was drugged after a passenger sitting next to her noticed an 
expensive jewelry bag she was carrying. The victim believes the stranger spiked her 
soda and stole her belongings. She said she awoke on the plane feeling groggy and 
realized the next day that her jewelry was missing. The port authority has confirmed 
that the woman filed a report and that the case has been forwarded to the FBI. 
Source: http://www.myfoxdc.com/dpp/news/passenger-claims-she-was-drugged-
robbed-on-plane-060810 

22. June 8, The Wall Sreet Journal – (National) FAA issues tire-safety rules. Prompted by 
landing-gear tire failures that led to a fatal 2008 plane crash, U.S. regulators have 
established new rules to ensure proper tire pressure on more than 200 Learjet business 
aircraft. Slated to be issued Tuesday by the Federal Aviation Administration (FAA), the 
safety directive requires U.S. operators to conduct more-frequent landing gear 
inspections of Learjet 60 models, which are especially susceptible to takeoff hazards 
from under-inflated tires. The FAA said such stepped-up scrutiny is intended to prevent 
tires on 240 of those models flown by U.S. operators from coming apart during 
takeoffs, “which could result in failures of the braking and the thrust reverser systems” 
and potential loss of airplane control. Operators now will have to check tire pressure on 
Learjet 60 models every four days. But the FAA rejected recommendations by federal 
crash investigators to order such checks daily. The agency also said it won’t impose 
enhanced tire-inspection requirements on additional Learjet models, or on other types 
of business aircraft. 
Source: 
http://online.wsj.com/article/SB10001424052748703302604575294072660453954.htm
l?mod=WSJ_latestheadlines 
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23. June 8, allafrica.com – (International) U.S. agency to screen direct inbound 
flights. Before the end of the year, passengers on all international carriers with direct 
flights to the United States will be pre-screened by the Transportation Security 
Administration (TSA), before boarding passes are issued. Announcing this in a 
statement yesterday, the Department of Homeland Security Secretary said 100 percent 
of passengers traveling within the U.S. and its territories are now being checked against 
terrorist watchlists using the Secure Flight program. She also said the U.S. “expects all 
international carriers with direct flights to the U.S. to begin using Secure Flight by the 
end of 2010.” Describing full compliance with the program as a major aviation security 
milestone, the Secretary said Secure Flight fulfills a key recommendation of the of the 
9/11 Commission Report, which stipulates that TSA screens passengers directly against 
government watchlists using name, date of birth, and gender before a boarding pass is 
issued. 
Source: http://allafrica.com/stories/201006080132.html 

24. June 7, WTOP.com – (Maryland) Long ride on Metro blamed on 10-car train. It was 
a long ride to work For Wsahington D.C. area residents on Metro’s Green Line 
Monday morning, after a 10-car train made its way onto the tracks and began picking 
up passengers. The problem? Metro trains are supposed to be a maximum of eight cars 
— so two cars were stuck in the tunnel while the train pulled into the station. No one 
was able to get on those last two cars. The long train made it through eight stations 
before it was finally taken out of service at the Waterfront station. A Metro spokesman 
said a station manager contacted the command center to report the long train. Metro has 
removed five employees from service while an investigation takes place. This isn’t the 
first time a 10-car train has made its way onto the Green Line. Last August, a 10-car 
train left the Greenbelt Station and was in service for about 20 minutes before a 
passenger alerted the train operator about the long train. A Metro employee — 
responsible for staging trains before they enter service — later tested positive for drugs, 
entered a rehab program and was taken off the Metro payroll. Metro also sent a 14-car 
train into the system back in March on the Orange Line. The train was immediately 
taken out of service. 
Source: http://www.wtop.com/?sid=1974638&nid=25 

25. June 7, Associated Press – (New York) Man arrested in bomb-on-plane report: I 
was joking. A Chicago man arrested after telling a flight attendant he might have a 
bomb in his carry-on luggage later told authorities he had been making a joke. The 75-
year-old was ordered held on $50,000 bail Monday at his arraignment in Suffolk 
County District Court in New York. His court-appointed attorney entered a not guilty 
plea on his behalf to a charge of reporting a false incident, a felony. The man was 
arrested after Southwest Airlines Flight 373 from Chicago had arrived at about 2:35 
p.m. Sunday at Long Island MacArthur Airport in Ronkonkoma, about 50 miles east of 
New York City. As passengers were exiting the Boeing 737, a flight attendant noticed a 
carry-on bag near the rear of the jetliner and asked those nearby if they knew its owner. 
“I said it was mine and kidding, I also said that there could be a bomb in there,” the 
man said in his statement to police following his arrest. He conceded the flight 
attendant immediately warned him he could be arrested for what he had said. A two-
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hour search of the jetliner turned up nothing dangerous. The plane was permitted to 
proceed to its final destination of West Palm Beach, Florida. 
Source: http://www.palmbeachpost.com/news/state/man-arrested-in-bomb-on-plane-
report-i-730939.html 

26. June 7, New York Times – (National) New efforts to shorten airport security 
lines. The stereotype of the business traveler dashing to catch a plane with minutes to 
spare was long ago retired; 9/11 and unpredictable security lines took care of that. And 
any hopes that private companies could run faster alternative lanes proved too 
optimistic after the companies closed down a year ago. But there may be life yet in the 
E-ZPass-style lanes. A new crop of successors has risen up, and in recent weeks two 
airports, Indianapolis and Denver, have been named as the first airports to get the 
revived programs. While the companies’ odds of success this time around remain 
uncertain, one factor working in their favor may be pressure from members of 
Congress, business-travel groups and some airports for a reprieve from the sometimes 
lengthy waits at checkpoints. Legislation is pending in Congress that would direct the 
Transportation Security Administration, which balked at the earlier private efforts, to 
support a new registered-traveler program for passengers deemed to be low risk. At the 
same time, a two-year-old United States Customs and Border Protection program called 
Global Entry, which allows fliers undergoing background checks to bypass 
immigration lines returning home at the end of the trip, is getting a lift from a new 
publicity campaign aimed at increasing enrollments. Global Entry is now at 20 airports 
in the United States. Enrollment increased to 54,000 members from 16,000, in the last 
nine months, said a Customs spokeswoman. She estimated that a user could swipe an 
ID card at a kiosk and clear immigration in 60 seconds. 
Source: http://www.nytimes.com/2010/06/08/business/08security.html?src=busln 

For another story, see item 13  
 
[Return to top]  

Postal and Shipping Sector 

27. June 8, WTVD 11 Raleigh – (North Carolina) Police investigate suspicious package at 
immigration office. Authorities are investigating a suspicious package at the 
Citizenship and Immigration Services on Roycroft Drive off of South Miami Boulevard 
in the Research Triangle Park in Durham, North Carolina. According to police, three 
female employees who work in the mailroom complained of itchy eyes and nausea. A 
manager notified police of the situation. The employees were decontaminated before 
being taken to the hospital. Authorities evacuated everyone from the building as a 
precaution, and a haz-mat team began decontaminating the interior just after 10 a.m. 
Police said the package arrived Monday. It had an oily substance on its exterior and 
was isolated to the mailroom. The building where the package was delivered is also 
known as the Application Support Center and offers fingerprinting services needed 
after filing immigration papers. The only other ACS office is in Charlotte. Police have 
not made a connection between this incident and Monday’s incident at the capitol 
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building, but they are investigating the possibility of a link. Monday evening, 
authorities evacuated the State Capitol after a staffer in the governor’s office opened a 
letter that contained white powder. The powder tested negative for hazardous materials, 
according to preliminary results from the North Carolina Division of Public Health. 
Source: http://abclocal.go.com/wtvd/story?section=news/local&id=7484916 

28. June 8, Associated Press – (Atlanta) Atlanta federal building cleared, bomb squad 
sent. Authorities have evacuated a federal building in downtown Atlanta and are 
sending in the bomb squad after a suspicious package was found. An Atlanta police 
officer said workers X-raying packages in the mailroom of the Peachtree Summit 
Federal Building found the suspicious package Tuesday. Authorities closed some 
surrounding streets. Federal and local law enforcement officers were seen in front of 
the building, and workers were milling around nearby after being evacuated. Members 
of a bomb squad were suiting up to examine the suspicious package. The building 
houses federal agencies including the Internal Revenue Service and Social Security. It 
is routine to X-ray packages that come into the mailroom. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5h5v5U5wJwyGSjHPr2fKrSX4-
nKmgD9G77MR82 

[Return to top]  

Agriculture and Food Sector 

29. June 8, RTT News – (California) FDA: Enforcement action against food companies 
violating federal laws. Lifesoy has been ordered by the U.S. District Court for the 
Southern District of California to halt operations until it registers with the Food and 
Drug Administration (FDA) and comes into compliance with federal laws regarding 
sanitary practices. Lifesoy has been accused of preparing, packing, and holding articles 
of food under insanitary conditions. The government also alleged that the company did 
not store the foods under proper refrigeration conditions to prevent the growth of 
microorganisms. Lifesoy has been ordered by the FDA to “retain a qualified sanitation 
expert, with no personal or financial ties to the defendants, to develop and implement a 
written sanitation program to assure that the operations comply with current Good 
Manufacturing Practices.” Before it may reopen, Lifesoy has also been required to 
receive FDA approval of its sanitation program and have the agency re-inspect the 
facility. 
Source: http://www.rttnews.com/Content/BreakingNews.aspx?Id=1327882&SM=1 

30. June 8, The Capital Times – (Wisconsin) Northern Wisconsin counties declared 
disaster areas. Fourteen counties in northern and north central Wisconsin have been 
declared natural disaster areas because heavy snow and freezing conditions in early 
May heavily damaged crops, especially the fragile ginseng plant. The disaster 
designation was made June 7 by the U.S. Department of Agriculture (USDA) and the 
Presidential administration. Three counties where the most damage occurred — 
Marathon, Lincoln and Langlade — are the primary affected counties, with farmers in 
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contiguous counties also qualifying for natural disaster assistance. Those counties 
include Clark, Oconto, Price, Waupaca, Forest, Oneida, Shawano, Wood, Menominee, 
Portage, and Taylor. With the declaration, farmers will be eligible for low-interest 
emergency loans from the USDA Farm Service Agency, as well as other revenue 
assistance and crop insurance from the USDA.  
Source: http://host.madison.com/ct/news/local/article_290c434e-72f9-11df-85be-
001cc4c03286.html 

31. June 8, Associated Press – (Florida) Weather creates tomato glut. Just months after a
cold snap in Florida killed many tomato plants and sent supermarket prices 
skyrocketing, farmers have an unexpected surplus and prices have plummeted. For 
many Florida tomato growers, a terrible season is ending with an impossible choice — 
harvest their crops at a loss of almost 50 cents on the dollar or cut production costs by 
leaving the fruit to rot on the vine. Cold temperatures in January and February killed 
many tomato plants and caused a shortage that pushed the average wholesale price of 
winter tomatoes to $30 for a 25-pound box by early March. Grocery stores raised their 
prices in turn, with some charging nearly $4 a pound. Rather than pay up, consumers 
became used to doing without. Now, as the surviving plants mature, there are more 
tomatoes than farmers can sell. On Friday, the United States Department of Agriculture
announced it would order an additional 31.5 million pounds at a cost of $6 million to 
help farmers, and provide additional produce through federal food assistance programs.
Source: 
http://www.heraldtribune.com/article/20100608/ARTICLE/6081018/2055/NEWS?p=al
l&tc=pgall 

32. June 8, Bloomberg – (International) China taps rarely used corn reserve to ease 
shortage. China, the world’s second-biggest corn consumer, is tapping its rarely used 
regular reserves of the grain in its weekly auctions to ease a shortage caused by lower 
production in the major growing provinces. The government will auction 1 million 
metric tons of corn June 11 supplied from both temporary reserves in four northeast 
provinces and regular stockpiles. China has sought to cool record domestic prices by 
boosting imports to the highest level in 14 years and by selling inventories. China has 
offered 5.7 million tons from temporary stockpiles in Heilongjiang, Liaoning, Jilin and 
Inner Mongolia, and sold 99 percent of them. Importers had ordered a total 595,100 
tons of U.S. corn as of May 20, government data showed. More purchases may be 
made as U.S. prices have fallen, making imports more profitable. The price gain has 
boosted costs of livestock feed, hurting profits of hog raisers and threatening to fan 
inflation. 
Source: http://www.businessweek.com/news/2010-06-08/china-taps-rarely-used-corn-
reserve-to-ease-shortage-update1-.html 

33. June 8, Stock & Land – (Colorado) Colorado seizes hundreds of cattle. The Colorado
Department of Agriculture’s (CDA) Bureau of Animal Protection has seized hundreds 
of cattle from a resident after their immediate welfare was questioned. CDA and Park 
County Sheriff’s Office staff began to gather the cattle after discovery of 100 dead 
cows. Many of the living cattle demonstrated signs of severe malnutrition. About 300 
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cattle have been collected and those still on the property are being fed by the 
department. The total number of cattle on the property remains unclear, but estimates 
range from 800 to 1,400 head.  
Source: http://sl.farmonline.com.au/news/nationalrural/agribusiness-and-
general/general/colorado-seizes-hundreds-of-cattle/1850906.aspx 

34. June 8, Associated Press – (National) Report says FDA struggles to keep food 
safe. A new report says the Food and Drug Administration (FDA) is stretched thin and 
needs to reorganize to better keep the nation’s food safe. The report released by the 
Institute of Medicine and the National Research Council Tuesday said the agency needs 
to become more efficient and better target its limited dollars to prevent food-borne 
illness outbreaks. The chairman of the committee that authored the report, said the FDA 
is too often reactive and not focused enough on prevention. The report recommends the 
agency focus on preventing outbreaks in the riskiest foods rather than tackling 
problems on a case-by-case basis. The FDA is responsible for ensuring the safety of 
about 80 percent of the nation’s food supply. 
Source: http://www.ksn.com/news/national/story/Report-says-FDA-struggles-to-keep-
food-safe/PiDOXu-yFU6OgReB69ubww.cspx 

35. June 7, Associated Press – (New York) Authorities investigate chemical canisters 
pulled from N.Y. waters that sickened N.J.-based boat crew. A fishing boat 
dredging for clams off New York’s Long Island pulled up 10 canisters, including one 
that broke open and released an unidentified chemical that caused two crew members to 
blister and struggle to breathe, the U.S. Coast Guard said June 7. The ESS Pursuit took 
the sickened crew members back to its New Bedford, Massachusetts port, where 
emergency medical workers rushed them to St. Luke’s Hospital. One was transferred to 
Massachusetts General Hospital for further treatment after his condition worsened. The 
other was released in the afternoon. The crew of six caught the canisters in their nets 
Sunday about 45 miles south of Long Island but dumped them back into the ocean 
when one crew member began developing blisters. It was several hours after he had 
been exposed to the contents of the container that had broken open, a Coast Guard 
spokesman said. The vessel was anchored south of New Bedford under quarantine this 
evening as members of the National Guard’s hazardous materials team and a Rhode 
Island-based firefighting unit prepared to investigate and decontaminate it if necessary. 
Authorities were able to track down the catch and are holding it until the investigation 
is complete. It was not immediately clear what chemical was involved and experts were 
trying to determine its nature.Officials are also trying to find the 10 discarded canisters. 
Source: 
http://www.nj.com/news/index.ssf/2010/06/authorities_investigate_chemic.html 

36. June 6, Columbus Dispatch – (Ohio) Feds to investigate farm runoff. Farms that 
house millions of chickens or thousands of cows or pigs are praised by agriculture 
officials for their efficiency and production of low-cost foods. But for years, the 
millions of tons of manure these farms produce have been an issue with 
environmentalists concerned about lake and stream pollution. Under a recent lawsuit 
settlement with environmental groups, the U.S. Environmental Protection Agency 
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(EPA) will, for the first time, gather information from thousands of farms nationwide 
that lack water-pollution-control permits. Agriculture industry officials say the 
questions are an unnecessary government intrusion on farming. The manure typically is 
spread on nearby fields as fertilizer. Environmental groups argue that there’s too much 
manure and that it often runs off fields during storms and pollutes nearby streams and, 
eventually, lakes. Environmental advocates, including the Ohio Environmental 
Council, argue that farms should be regulated like other industries and apply for water-
pollution-control permits from the state. Current federal rules require permits only for 
those farms that plan to discharge pollutants to streams. As a result, farm owners get to 
decide whether they need permits. EPA officials would not say what they will do with 
the information or how soon they will collect it. 
Source: http://www.dispatch.com/live/content/local_news/stories/2010/06/06/feds-to-
investigate-farm-runoff.html?sid=101 

For another story, see item 7  
 
[Return to top]  

Water Sector 

37. June 7, Water Technology Online – (National) EPA’s new Clean Watersheds Needs 
Survey demonstrates growing Infrastructure funding gap. The U.S. Environmental 
Protection Agency (EPA) this week released its Clean Watersheds Needs Survey 
(CWNS) report to Congress which documents a total need of $298.1 billion as of 
January 1, 2008, which further emphasizes the growing need for water infrastructure 
funding currently facing our nation. The CWNS report is available approximately every 
four years and provides a complete analysis of wastewater and stormwater treatment 
and collection needs for the next 20 years. The CWNS report includes the following 
investment needs: publicly owned wastewater pipes and treatment facilities ($192.2 
billion); combined sewer overflow (CSO) correction ($63.6 billion); and stormwater 
management ($42.3 billion). This funding shortfall represents a 17 percent increase 
since the 2004 CWNS report, noting that something must be done now to reverse this 
disturbing trend. As exemplified by the 2008 CWNS report, the clean water community 
is increasingly facing financial capability and affordability challenges in the face of one 
of the most devastating economic downturns since the Great Depression. 
Source: http://www.watertechonline.com/news.asp?N_ID=74245 

38. June 7, Waste and Recycling News – (National) Ill. firm, CEO face criminal charges 
for illegal dumping. An Illinois plastics recycling firm and its chief executive faces 
criminal charges in connection to what the state attorney general is calling illegal 
chemical dumping into public storm drains. A Kane County, Illinois, grand jury 
returned an indictment against D & Y Trade, Inc., of South Elgin, Illinois, the company 
CEO, and another employee at the business on one felony count each of water pollution 
and additional charges of misdemeanor water pollution. State officials began an 
investigation after police found foam and dead fish in a creek near the company’s 
facility. Police investigating the fish kill said they observed someone at the business 
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pouring a toxic industrial cleaner into a storm drain, which emptied into the creek and 
then into the Fox River. Those named in the indictment are due to answer the charges 
in court July 9. Maximum penalties include up to three years in the Illinois Department 
of Corrections and a $25,000 fine for each day of violation. Investigating the incident 
are the attorney generalÂ´s office, the South Elgin Police Department, the Illinois 
Department of Natural Resources, the U.S. Environmental Protection Agency, the 
South Elgin Fire Department, the Illinois Environmental Protection Agency, and the 
U.S. Coast Guard. 
Source: 
http://www.wasterecyclingnews.com/headlines2.html?id=1275924900&allowcomm=tr
ue 

39. June 4, Wilmington Star News – (North Carolina) Sewage spills into Smith Creek. An 
estimated 120,000 gallons of raw sewage escaped into Smith Creek from the troubled 
Ogden Interceptor June 2 after a tributary overflowed near a manhole. The spill, which 
happened near the Deerbrook Apartments off North Kerr Avenue in Wilmington, North 
Carolina, was caused by that day’s heavy rains and took work crews more than five 
hours to stop, according to a June 4 news release from the Cape Fear Public Utility 
Authority. The National Weather Service recorded 2.37 inches of rain at its station at 
the Wilmington International Airport June 2, although “backyard” weather stations in 
the Ogden and Murrayville neighborhoods reported upwards of 3 inches of 
precipitation. According to the utility, the heavy rains prompted a tributary of Smith 
Creek to rise and flood into a manhole near Avant Drive on the east side of Interstate 
40. The manhole cover was open because the sewer authority had stationed equipment, 
including a bypass pump, at the location in case of a large-scale collapse of the 
interceptor. The influx of water overwhelmed an active pump, causing four low-lying 
manholes downstream to overflow. The troubled Ogden Interceptor, which has had a 
number of collapses in recent months and is considered “failing,” forced the authority 
to budget $7 million to replace the roughly 9,000-foot sewer line. Construction of the 
new pipe is expected to be complete by the end of the year. That pipe, which was built 
in the late 1990s, has had a history of collapses and other problems dating back to 
before the authority took over the system. As part of the replacement project, the 
authority is using pumps and temporary lines to “bypass” chunks of the interceptor 
while the brittle line is replaced. 
Source: 
http://www.starnewsonline.com/article/20100604/ARTICLES/100609819/1004?p=all
&tc=pgall 

40. June 4, Sacremento Bee – (National) BP could face massive fines under Clean Water 
Act. If the Presidential administration is serious about holding BP and others 
responsible for the Gulf of Mexico oil spill, it can start with the federal Clean Water 
Act (CWA), which could allow the federal government to collect as much as $4.7 
billion in civil fines just for the oil that has spilled so far. Even if the courts allow the 
fines, however, there are no guarantees that the money would go to the cleanup and 
economic recovery of the Gulf Coast, according to legal experts. “Failure to comply 
with the permit is a violation of the Clean Water Act,” said the director of the 
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University of Houston’s Environment, Energy and Natural Resources Center. “It would 
be the foundation of any enforcement action.” The Attorney General visited the Gulf 
Coast this week and said the Administration was prepared to pursue legal action — 
civil and criminal — against those responsible for the spill. Environmental groups want 
to keep the pressure on the Attorney General to act. They have notified BP they intend 
to file several lawsuits under the CWA, which allows citizen lawsuits and requires 60 
days’ notice of the intent to sue. Environmental Protection Agency officials referred 
questions about possible legal action to the Justice Department. The CWA allows the 
U.S. to seek civil fines for every drop of oil that’s spilled into the nation’s navigable 
waters. Under the act, the basic fine is $1,100 per barrel spilled. If a judge finds that the 
spill was a result of gross negligence, the fines can rise to $4,300 per barrel. Gross 
negligence has been defined as highly reckless disregard. The civil fines would be on 
top of criminal fines. BP also owes economic damages, which are capped at $75 
million. The company has said it will pay all “legitimate” economic claims it receives 
even if they exceed the cap. Some experts have estimated that BP could face up to $10 
billion in liabilities. Other laws that could come into play include the Oil Pollution Act, 
the Endangered Species Act, the Marine Mammal Protection Act, and the Migratory 
Bird Treaty Act. 
Source: http://www.sacbee.com/2010/06/04/2799381/bp-could-face-massive-fines-
under.html 

41. June 4, Houston Chronicle – (Texas) Toxic seepage causing concern in S.E. Harris 
County. Dangerous chemicals contained at the Brio Superfund site in southeast Harris 
County, Texas, have seeped into deep groundÂwater, prompting concern from 
authorities, although officials said there is no immediate danger. According to the 
Environmental Protection Agency (EPA), 1,2–dichloroethane and vinyl chloride, both 
of which can be toxic to humans, have somehow seeped to a level deeper than the level 
at which they were thought to be contained. The EPA said the unexpected seepage is 
not threatening to humans unless the chemicals get into drinking water or into the air, 
which has not yet happened. There are no drinking water wells around Brio and the 
groundwater is moving slowly, the government said. It is unclear how the seepage 
happened, although it appears to have been going on since 2007. In the past year, 
however, the levels of the chemicals have exceeded those mandated by the federal 
government. The seepage was first noticed through regular monitoring at the site. The 
next steps are to continue to sample the levels of chemicals and then develop a plan to 
clean them. Brio, which once housed waste disposal sites, has been on the federal 
government’s Superfund list of the worst toxic waste sites in the country since 1989. 
Residents in the area have blamed Brio for a range of health problems, including birth 
defects. A school and housing subdivision had to be demolished as a result of their 
proximity to the site. 
Source: http://www.chron.com/disp/story.mpl/metropolitan/7037615.html 

For more stories, see items 35 and 36  
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Public Health and Healthcare Sector 
 
See items 34 and 44  

 
[Return to top]  

Government Facilities Sector 

42. June 8, Associated Press – (Illinois) Ill. National Guard plans new armory in 
Normal. The Illinois Army National Guard is getting a new armory on the campus of 
Heartland Community College in Normal. The governor’s office said construction will 
begin in January 2012 and last about two years. The U.S. Department of Defense is 
slated to pay for 75 percent of the more than $16-million project. The state of Illinois 
will chip in $4.4 million. The governor said the deal will bring about $2.8 million in 
federal funds to Illinois each year after the armory is built. The project will be located 
next to existing buildings on the Normal campus, and will house the headquarters for 
the 404th Maneuver Enhancement Brigade. The Illinois Army National Guard will 
build six classrooms that Heartland Community College will be able to use on 
weekdays. 
Source: http://www.chicagotribune.com/news/chi-ap-il-nationalguard-
new,0,383106.story 

43. June 8, NJ.com – (New Jersey) Hazardous materials spill in basement lab at Stevens 
Institute in Hoboken sickens several people and triggers evacuation of 6-story 
building. A hazardous materials spill Monday in a basement lab at the Burchard 
Building at the Stevens Institute of Technology in Hoboken, New Jersey forced the 
evacuation of the 6-story facility, officials said. The problem occurred when someone 
placed a chemical in a container and then placed that container in a common garbage 
container, the Hoboken battalion chief said. The material leaked out and mixed with 
materials in the larger container, causing respiratory distress for a number of people in 
the building, the battalion chief said, noting at least one person was taken to an area 
hospital. The spill was reported at 3:22 p.m. and people were allowed to re-enter the 
building at roughly 8:15 p.m., he said. The Hoboken Fire Department’s haz-mat unit 
responded to the scene and the Jersey City Fire Department provided backup, the 
battalion chief said. Wearing protective suits, the Hoboken firefighters removed the 
hazardous materials from the building and a private company took it away. The exact 
material that caused the distress could not be isolated, the battalion chief said. 
Source: http://www.nj.com/news/jjournal/hoboken/index.ssf?/base/news-
2/127597830850860.xml&coll=3 

44. June 7, DarkReading – (Utah) Insurance firm says it isn’t liable to pay claim in $3.3 
million University of Utah data breach. Lawyers and security professionals are 
watching for a court ruling on what could be a precedent-setting case involving 
insurance payments following a major data breach. According to news reports, 
Colorado Casualty Insurance Co. last week asked a judge to rule that it is not liable to 
pay a $3.3 million claim filed by its client, Perpetual Storage, after a burglar stole 
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backup tapes containing the personal records of 1.7 million University of Utah medical 
patients from a Perpetual employee’s car. The request for a ruling is in response to a 
lawsuit filed in April by the University of Utah, which is seeking reimbursement from 
Perpetual Storage and its insurers for the $3.3 million it spent to remediate potential 
security problems caused by the theft of the backup tapes in 2008. At issue is who 
should pay those $3.3 million remediation costs: the University of Utah, which owns 
the patient data; Perpetual Storage, which violated policy by leaving the university’s 
backup tapes in a car while in transit to a secure facility; or Perpetual Storage’s 
insurance company, which issued a policy to protect Perpetual from costs arising from 
a data breach. So far, the University of Utah has absorbed the entire cost of the breach, 
including $2.5 million in credit-monitoring services for the affected patients, more than 
$640,000 in printing and mailing associated with notifications, and more than $80,000 
for a call center dedicated to the breach. 
Source: 
http://www.darkreading.com/security/attacks/showArticle.jhtml?articleID=225402140
&subSection=Attacks/breaches 

45. June 7, The New New Internet – (New York) Hacker steals more than $640K from 
NYC DOE. A report released last week by the New York City’s Special Commissioner 
Office revealed a hacker stole more than $640,000 from the Department of Education’s 
(DOE) petty cash account at JP Morgan Chase and distributed the codes to others to use 
to pay for student loans, gas bills and other purchases. The account was limited to 
purchases of less that $500, but there was no limit to an electronic funds transfer made 
from the account. Using the DOE account number and the bank routing number, the 
hacker allowed individuals to pay personal bills through EFTs and, in turn, he was 
given cash. Although the DOE received monthly statements about use of the account, 
no one noticed the suspicious transactions. The scam was discovered when an 
unidentified woman informed Chase someone was trying to pay bills using the account. 
Investigators tracked a December 2006 EFT payment of a student loan to an individual 
who identified a suspect as the mastermind behind the fraud. After being arrested in 
July 2008, he pleaded guilty to bank larceny and was sentenced last month to 364 days 
in federal prison and ordered to pay $275,188.67 in restitution. 
Source: http://www.thenewnewinternet.com/2010/06/07/hacker-steals-more-than-640k-
from-nyc-doe/ 

46. June 7, WFED 1500 Radio – (International) Satellite launch begins new era of 
explosion monitoring. The National Nuclear Security Administration (NNSA) has 
announced the deployment of a satellite that heralds the beginning of a new era of 
space-based nuclear-explosion monitoring. On May 27, the U.S. Air Force successfully 
launched the first I-I-F series of satellites, carrying improved nuclear detonation 
detection instruments built by Sandia National Labs and Los Alamos National 
Laboratory for the NNSA. The Principal Assistant Deputy Administrator said the 
deployment of the new instruments will significantly improve the agency’s ability to 
detect atmospheric, or space-based, nuclear explosions and verify compliance with 
nuclear test ban treaties. The sensors are being integrated on to Air Force GPS 
satellites, thus the entire planet is monitored continuously for tell-tale signs of treaty 
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violation. 
Source: http://www.federalnewsradio.com/?nid=178&sid=1974873 

47. June 7, Rutland Herald – (Vermont) Bloomer building again evacuated. A faulty 
fourth-floor fire detector forced the evacuation of hundreds from the Asa Bloomer state 
office building in Rutland, Vermont Friday morning. For the second time in little more 
than a week, the four-story building was unexpectedly emptied. But unlike the propane 
gas leak that closed the building for half a day last month, workers and customers were 
able to return after a 15-minute review by city firefighters on Friday. 
Source: 
http://www.rutlandherald.com/article/20100607/NEWS01/6070364/1002/NEWS01 

For another story, see item 28  
 
[Return to top]  

Emergency Services Sector 

48. June 7, Global Security Newswire – (Ohio; Washington) Washington, Ohio to host 
National Guard WMD response forces. The U.S. Defense Department said June 3 it 
had designated Washington and Ohio as the first U.S. states to form new National 
Guard domestic security units assigned to respond to a WMD attack. A need for the 
WMD response forces was outlined in the 2010 Quadrennial Defense Review. The 
National Guard forces are intended to operate in cooperation with the U.S. Federal 
Emergency Management Agency (FEMA) to conduct quick responses to attacks 
involving chemical, biological, radiological, nuclear or large-explosive weapons 
[CBRNE], the Pentagon said in a press release. The Pentagon intends to set up National 
Guard response units in all 10 FEMA territories, officials said. The Washington and 
Ohio units are expected to be set up by September 2011, with the other eight slated to 
be ready by the end of September 2012. Each of the 10 WMD units is expected to 
involve 570 National Guard airmen and soldiers, some of whom would be biological 
and chemical arms specialists. The units would be capable of deploying by land in a 
period of six to 12 hours after a WMD attack. They would provide emergency medical 
aid, search and rescue support and decontamination capabilities, among other 
resources. Each U.S. state and territory now has a National Guard WMD civil-support 
unit that includes roughly 50 personnel, officials said. Should an attack take place, the 
civil units would carry out the first assessment and provide some limited medical care. 
Source: http://www.globalsecuritynewswire.org/gsn/nw_20100607_4331.php 

49. June 5, Associated Press – (New Mexico) Less money means less training for NM 
fire, police. Police and fire budgets in Farmington, New Mexico, are tighter now than 
ever, leading workers to train more often within their departments and less outside of 
the city for more specialized instruction. The deputy fire chief said budget cuts this year 
will continue next fiscal year and have stopped the fire department from funding travel 
for firefighters to get outside training. He said firefighters in units such as the 
hazardous materials and technical rescue teams must pay for their own specialized 
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training when it takes place outside the city. They also must find other firefighters to 
cover their shifts if the training takes place when they are scheduled to work because 
the department won’t pay overtime for that. 
Source: http://www.newswest9.com/Global/story.asp?S=12600741 

For another story, see item 61  
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Information Technology Sector 

50. June 8, The Register – (International) Researchers release point-and-click Web site 
exploitation tool. Researchers have released software that exposes private information 
and executes arbitrary code on sensitive Web sites by exploiting weaknesses in a 
widely used Web-development technology. Short for Padding Oracle Exploitation 
Tool, Poet is able to decrypt secret data encrypted by the JavaServer Faces Web 
development framework without knowing the secret key. Attackers can use the 
technique to access private customer data on Web sites operated by banks, e-commerce 
companies and other businesses, according to a paper released in February by two 
researchers. In some cases, the exploit can be used to run malicious software on the 
underlying server. In the software released June 7, one of the researchers exploits a 
well-known vulnerability in the way many Web sites encrypt text stored in cookies, 
hidden HTML fields and request parameters. The text is designed to help servers keep 
track of purchases, user preferences and other settings while at the same time ensuring 
account credentials and other sensitive data can’t be intercepted. By modifying the 
encrypted information and sending it back to the server, the attackers can recover the 
plaintext for small chunks of the data, allowing them to access passwords and restricted 
parts of a Webserver. 
Source: http://www.theregister.co.uk/2010/06/08/padding_oracle_attack_tool/ 

51. June 8, eWeek – (International) 1 in 10 IT pros cheat firewall audits, survey finds. In 
a survey of IT professionals, nearly 10 percent admitted cheating to pass a firewall 
audit. But what is called cheating may be the result of a lack of time or resources more 
so than malicious intent. Cheating on a firewall audit can be tempting. So much so that 
roughly 1 in 10 IT pros surveyed by firewall management vendor Tufin Technologies 
admitted to cutting corners to get an audit passed. The results of the latest survey, 
which included responses from 242 IT pros that were mostly from organizations with 
1,000 to 5,000 or more employees, is actually an improvement compared to last year’s 
study, which found twice as many had cheated. Those who cheated cited a lack of time 
and resources as the main reasons. But the complexity of firewall audits means 
“cheating” may not necessarily be the right word, a Forrester Research analyst said. 
Source: http://www.eweek.com/c/a/Security/1-in-10-IT-Pros-Cheat-Firewall-Audits-
Survey-Finds-522539/ 

52. June 8, SC Magazine – (International) Adobe zero-day vulnerability exploited by 
backdoor Trojan on a PDF file. The zero-day vulnerability on Adobe Flash, Reader, 
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and Acrobat is being exploited by a strain of malware. A Symantec researcher claimed 
that Trojan.Pidief.J, a PDF file that drops a backdoor onto the compromised computer 
if an affected product is installed, is a new threat to the vulnerability. He said that 
attacks on the vulnerability can take place by receiving an e-mail with a malicious PDF 
attachment or with a link to the malicious PDF file or through a Webs ite with the 
malicious SWF embedded in HTML code or by stumbling across a malicious PDF or 
SWF file when surfing the Web.”We have confirmed that the attack involves 
Trojan.Pidief.J, which is a PDF file that drops a backdoor Trojan onto the compromised 
computer if an affected product is already installed,” the researcher stated. 
Source: http://www.scmagazineuk.com/adobe-zero-day-vulnerability-exploited-by-
backdoor-trojan-on-a-pdf-file/article/171911/ 

53. June 8, ComputerWorld – (International) Group lists top five social media risks for 
businesses. As businesses increasingly try to figure out how to use social-networking 
tools in the enterprise, an IT governance group has released a ranking of the top five 
risks social media poses to companies. The study, which lists the biggest risks 
businesses need to prepare for when they are using social media, was released June 7 
by ISACA, a 43-year-old international organization previously known as the 
Information Systems Audit and Control Association that researches IT governance and 
control. An ISACA Certification Committee member noted that many business 
executives have considered some of the risks, but few have considered all of them. The 
top risks, which are laid out in an ISACA research paper, are viruses and malware, 
brand hijacking and lack of control over corporate content. Rounding out the top five 
are unrealistic expectations of customer service at “Internet-speed” and non-compliance 
with record-management regulations. 
Source: 
http://www.computerworld.com/s/article/9177786/Group_lists_top_five_social_media_
risks_for_businesses 

54. June 7, The Register – (International) Top cops worldwide grill Google over Wi-Fi 
snoop. Connecticut’s attorney general June 7 became the latest law enforcement 
official to order Google to give a detailed accounting of the information its Street View 
cars surreptitiously sniffed from unsecured Wi-Fi networks over a three-year period. In 
a letter to Google officials, the attorney general demanded they provide additional 
details about the data collection, including what type of information was intercepted, 
the duration and location of the snooping operation, and where the data is stored now. 
He joins officials in Missouri, France, Germany, Spain, Canada and Australia in 
ordering the search giant to be more forthcoming about the privacy violation. Google 
has said it was the result of beta software that was accidentally installed in Street View 
cars as they snapped pictures in more than 30 countries from 2007 until earlier this 
year. At least seven civil lawsuits have been filed against Google, and agencies in 
Canada, Australia and throughout Europe have opened investigations. U.S. lawmakers 
have called on the Federal Trade Commission to conduct its own inquiry. A Google 
spokeswoman said company officials are cooperating. “We’re working with the 
relevant authorities to answer their questions and concerns,” she wrote in an e-mail. 
Law enforcement officials, meanwhile, have indicated they are investigating whether 
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Google has broken any criminal laws. 
Source: http://www.theregister.co.uk/2010/06/07/google_wifi_snoop_inquiries/ 

55. June 7, PC Advisor UK – (International) One third of search engine results are 
poisoned. A third of search engine results are poisoned links, said Symantec. The 
security vendor uncovered the size of the threat after its researchers spent two weeks 
investigating the top 100 results when searching for the 300 most popular terms. In one 
incident, 99 out of the top 100 search results for a phrase navigated to malicious Web 
sites designed to infect Web users with malware or steal sensitive personal data such as 
log-in and passwords. According to Symantec, search engines such as Google manage 
to identify and remove only around half of all poisoned links. Symantec said this makes 
poisoned search results, one of the most prevalent online threats, along with attacks on 
social networkers and fake anti-virus. As a result, the security vendor has made tackling 
these security issues the focus of its Norton Internet Security 2011 software. 
Source: http://www.networkworld.com/news/2010/060710-one-third-of-search-
engine.html?hpg1=bn 

56. June 7, DarkReading – (International) Smartphone malware multiplies. The number 
of malware and spyware programs found on smartphones has more than doubled in the 
past six months — and some types of malware are more prevalent on certain 
smartphone platforms than others. New data gathered from users of a free smartphone 
security tool shows the bad guys are increasingly going after smartphone users. 
According to Lookout, which offers a free lightweight mobile client with cloud-based 
security, backup, and anti-theft features, there were about nine pieces of malware and 
spyware per 100 smartphones as of last month — more than twice as many as in 
November 2009. Even more worrisome is how rapidly these threats are hitting 
smartphones in comparison to the desktop: What took 15 years to evolve with the 
desktop machine is happening practically overnight in mobile handsets, security experts 
said. “We call this the 1999 factor: It feels like about 10 years ago in terms of 
prevalence of threats. There was a tipping point between 2000 and 2002 [for PC 
threats] that was driven by broadband” and more consumers going online, according to 
the CEO and founder of Lookout, formerly Flexilis. “The same trends are going to hold 
true here [with smartphones].” 
Source: 
http://www.darkreading.com/insiderthreat/security/attacks/showArticle.jhtml?articleID
=225402185&subSection=Attacks/breaches 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

57. June 7, Associated Press – (National) Thousands needed for broadband study. The 
Federal Communications Commission (FCC) wants to find out whether broadband 
providers are delivering Internet connections that are as fast as advertised. The FCC is 
seeking 10,000 volunteers to take part in a study of residential broadband speeds. 
Specialized equipment will be installed in homes to measure Internet connections. 
Those results will then be compared with advertised speeds. The agency hopes to get a 
cross section of volunteers who subscribe to broadband services provided by a range of 
phone and cable TV companies. The new project grows out of several proposals 
outlined in the FCC’s national broadband plan, released in March. According to data 
cited in the national broadband plan, average residential download speeds are typically 
only half as fast as the maximum speeds advertised by U.S. broadband providers. 
Source: http://www.wilx.com/news/headlines/95784824.html?ref=824 

For another story, see item 56  
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Commercial Facilities Sector 

58. June 8, Bay City News – (California) San Jose bomb scare forces evacuation. A 
bomb scare caused the evacuation of several blocks in downtown San Jose, California 
overnight. A bomb squad responded to the area of E. San Fernando and S. Second 
streets when a suspicious device was spotted under or near a vehicle about 9:55 p.m. 
Officers evacuated several blocks in the business district while the bomb squad 
attended to the device. After about three hours, police determined the device was not 
harmful and the scene was cleared. No one was injured during the response, and the 
incident is still under investigation. 
Source: http://www.sfgate.com/cgi-
bin/article.cgi?f=/baycitynews/a/2010/06/08/bomb08.DTL&tsp=1 

59. June 8, Associated Press – (Washington) Bad smell prompts evacuation in 
Spokane. The Spokane, Washington Fire Department was unable to find the source of 
a rotten egg smell that forced the evacuation Monday night of a city block. The smell 
was reported at Fastkart Indoor Speedway, and a haz-mat team responded and 
evacuated several businesses. The scene was cleared about 10 p.m. Firefighters told 
KXLY-TV it could have been sewer gas. 
Source: 
http://seattletimes.nwsource.com/html/localnews/2012058611_apwaspokanesmell.html 

60. June 8, The Dallas Morning News – (Texas) One person in critical condition after 
gas explosion at Gainesville restaurant. One person remains in critical condition June 
8 after a natural gas explosion at a Gainesville, Texas restaurant. Fire department 
officials said the explosion occurred about 4:30 p.m. in the kitchen of El Taco Riendo 
Mexican restaurant. Three women, a young girl and a toddler were flown to Dallas’ 
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Parkland Hospital with burns. Hospital officials reported four people in serious 
condition.They would not say which victim remained in critical condition. Most of the 
damage from the explosion was done to the interior of the building, at 211 N. Weaver 
St., two blocks from the Cooke County Courthouse. Fire officials had not determined 
the cause of the explosion. 
Source: 
http://www.dallasnews.com/sharedcontent/dws/news/texassouthwest/stories/060710dn
metrestaurantexplode.7ed12607.html 

61. June 7, ABC News – (National) Jihadi calls for ‘suspicious bags’ to be left 
throughout DC and NYC. A recent internal FBI report warns federal, state, and local 
authorities to be alert for a potential new tool in the jihad terror arsenal – the placing of 
suspicious, but harmless, bags in public places to inspire fear, disrupt public 
transportation, and tie up police and bomb squads. The so called “battle of suspicious 
bags” was encouraged by an unknown poster to a known jihadi Web site. On May 12, 
the poster suggested an “invasions suspicious bags (sic)” in “the heart of Washington 
D.C. and New York.” The bags would contain not bombs, but innocuous items, a tactic 
that has been used by other political extremists in the U.S. in the recent past. “The 
stated goal of the campaign,” said the report, “was to exploit desensitization of first 
responders caused by response fatigue to suspicious, but harmless items.” The FBI 
report did not include the full text of the jihadi forum post. The poster’s credibility was 
not known, but the site where the information was posted was listed as a “known jihadi 
Web site.” 
Source: http://abcnews.go.com/Blotter/jihadi-calls-suspicious-bags-left-dc-
nyc/story?id=10826590 
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National Monuments and Icons Sector 
 

Nothing to report 
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Dams Sector 

62. June 7, Bellingham Herald – (Washington) Repairs on Hovander Park levee begin, 
closing part of trail. Repairs to parts of the Hovander Park levee in Ferndale, 
Washington damaged by flooding last year will begin June 7, and the $429,000 
construction project will cut off access to a trail that goes over the levee for a month. It 
is a joint project of the U.S. Army Corps of Engineers and Whatcom County’s River 
and Flood Division. The levee was damaged when the Nooksack River flooded in 
January 2009. Repairs should be done by the end of June, barring delays caused by the 
weather. Until then, portions of the trail from near its start off Slater Road, at Nielsen 
Road south of the Tennant Lake Interpretive Center and at the southern picnic areas at 
Hovander Homestead Park will be closed. The trail closure will block the through path 
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from near Slater Road to Hovander park. Visitors also should expect to see more truck 
traffic near the park during repairs. The project has two components. One involves 
taking down about 1,200 feet of the existing levee and setting the new section that will 
be built back from the Nooskack River. The other involves repairing six spots 
downstream where floodwater went over the levee and eroded the back side. 
Source: http://www.bellinghamherald.com/2010/06/07/1463661/repairs-on-hovander-
park-levee.html 

63. June 7, KMGH 7 Denver – (Colorado) High waters prompt flood warnings, close 
creeks. Melting snow in the Denver metro area is leading to flood concerns as rivers 
and creeks flow over their banks. On Monday, the Boulder County Sheriffs Department 
closed Boulder Creek and the North and South St. Vrain Creeks because of the high 
levels. Boulder Creek was flowing at three times its normal level — at an estimated 
857 cubic feet per second (CFS). It normally flows at a rate between 100 and 300 CFS. 
In Vail, the flooding is already causing a lot of damage. A backhoe had to be brought in 
to move a large tree trunk that struck the Aspen Court pedestrian bridge. The Eagle 
River, Gore Creek, and Black Gore Creek are over their banks, and a dam upstream 
broke, causing flooding of several basements. The National Weather Service has issued 
a flood warning for Vail and Eagle County that extended to 8 p.m. Monday. 
Throughout Eagle County, crews have been busy making sandbags to protect homes. 
Flooding was predicted to reach a high point Monday afternoon. The town’s chief 
building official is evaluating a total of approximately 12 structures in East Vail and in 
Vail Village to assess the damage. Affected bridges also are being evaluated for 
structural integrity. Residents are advised to stay away from waterways because banks 
are unstable and can collapse without notice. City officials said the damage to homes 
and public property will add up to several million dollars. 
Source: http://www.thedenverchannel.com/news/23819386/detail.html 
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About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday] 
summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily 
Open Source Infrastructure Report is archived for ten days on the Department of Homeland Security Web site: 
http://www.dhs.gov/iaipdailyreport 

Contact Information 
Content and Suggestions: Send mail to NICCReports@dhs.gov or contact the DHS Daily 

Report Team at (202) 312-3421  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
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