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Top Stories 

• According to the Olympia Olympian, the Gulf of Mexico oil spill is attracting another kind 
of potential disaster: investment fraud. Federal officials are warning investors to be wary of 
so-called “pump and dump” stock schemes tied to the BP oil spill. (See item 21) 

• Federal officials have arrested an Army intelligence analyst who boasted of giving 
classified U.S. combat video and hundreds of thousands of classified State Department 
records to whistleblower site Wikileaks, Wired.com reports. The suspect, a 22 year-old 
army specialist from Potomac, Maryland, was stationed at Forward Operating Base 
Hammer, 40 miles east of Baghdad, where he was arrested nearly two weeks ago by the 
Army’s Criminal Investigation Division. (See item 42) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. June 7, CNN – (International) New oil plume evidence uncovered. The University of 
South Florida recently discovered a second oil plume in the northeastern Gulf. The first 
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plume was found by Mississippi universities in early May. USF has concluded 
microscopic oil droplets are forming deep water oil plumes. After a week-long analysis 
of water samples, USF scientists found more oil in deeper water. “These hydrocarbons 
are from depth and not associated with sinking degraded oil but associated with the 
source of the Deep Horizon well head,” said a USF chemical oceanographer. Through 
isotopic or microscopic fingerprinting, the oceanographer and his USF crew were able 
to show the oil in the plume came from BP’s blown-out oil well. The surface oil’s so-
called fingerprint matched the tiny underwater droplet’s fingerprint. BP has not 
commented on the latest development but in the past denied underwater oil plumes 
exist. 
Source: http://www.cnn.com/2010/US/06/07/gulf.oil.plume/index.html?hpt=T1 

2. June 5, Grays Harbor Daily World – (Washington) Imperium fined over 
explosion. After completing its investigation, the Washington Department of Labor & 
Industries has fined Imperium Grays Harbor $11,700 for several “serious” violations in 
the wake of a glycerin tank explosion in December. An L&I spokesman said 
investigators found deficiencies in the areas of employee training, emergency planning 
and hazard communication. The Hoquiam-based biodiesel refinery received citations 
this week for one general and 11 serious violations. “Serious violations are those in 
which there is a possibility of serious injury or death,” he explained in an e-mail. 
“General violations are those where there is not a possibility of serious injury or death, 
and typically they do not carry any financial penalty.” The investigation did not find 
any “willful” violations, which are characterized as known issues the company failed to 
correct or ignored. 
Source: 
http://www.thedailyworld.com/articles/2010/06/05/local_news/doc4c09f1cf79f0c41902
7721.txt 

3. June 4, Bloomberg – (International) Coast Guard forms panel for ideas to mop up 
oil spill. The U.S. Coast Guard is creating a panel to look into proposed technologies 
and products to clean up the Gulf of Mexico oil spill, concerned that BP Plc’s 
multistage suggestion-box system isn’t working. The new group will evaluate ideas that 
deal with detecting oil in the ocean, cleaning it up and restoring the environment, said a 
Coast Guard spokesman. The panel will be independent of BP’s online efforts to assess 
ideas. The spill is leaking an estimated 12,000 to 19,000 barrels of oil into the Gulf 
each day, a government panel said. “There has been a lot of concern that there are 
significant ideas not getting full voice,” the Coast Guard spokesman said in a telephone 
interview. “The government wanted to make sure that all the best technology is being 
applied and there was good oversight of that process.” The new group will include 
representatives from the Coast Guard, National Oceanic and Atmospheric 
Administration, Department of Interior, Environmental Protection Agency and 
Department of Agriculture. 
Source: http://www.businessweek.com/news/2010-06-04/coast-guard-forms-panel-for-
ideas-to-mop-up-oil-spill-update2-.html 
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4. June 4, Reuters – (Illinois) Conoco shuts Wood River units after power 
snag. ConocoPhillips shut down the hydrocracker and reformer at its 306,000 barrel 
per day joint-venture Wood River refinery in Illinois after a storm-related power 
outage, a source said Friday. The company alerted state regulators early Thursday 
morning that they had exceeded their emissions requirements of sulfur dioxide from the 
refinery. A company spokesman was not available for comment on whether the units 
were still down or if there is any impact on production. The refinery is a joint venture 
between ConocoPhillips and Canada’s Cenovus Energy. 
Source: http://www.reuters.com/article/idUSN0411999620100604?type=marketsNews 

5. June 4, Dow Jones Newswires – (International) Baker Hughes: U.S. oil, gas rig count 
down 29 to 1,506 this week. The number of rigs drilling for oil and natural gas 
declined this week as the growing oil spill in the Gulf of Mexico and subsequent 
drilling ban pared back activity. The number of oil and gas rigs fell to 1,506 rigs, down 
29 from the previous week, according to data from oil-field services company Baker 
Hughes Inc. The number of gas rigs was 947, a decrease of 20 from last week, while 
the oil rig count was 545, a decrease of 10 rigs. The number of miscellaneous rigs rose 
by one to 14 rigs. A drilling ban in the Gulf of Mexico that was imposed as a result of 
the oil spill prompted the drop-off in drilling activity. Oil is still spewing from the 
damaged BP PLC well in the Gulf following an April 20 explosion aboard a 
Transocean Ltd. rig. The offshore drilling rig count fell by half this week to 24 rigs, 
according to Baker Hughes. 
Source: http://online.wsj.com/article/BT-CO-20100604-
709915.html?mod=WSJ_latestheadlines 

6. June 3, Connecticut Mirror – (Connecticut) Report: ‘No agency had oversight’ of 
Kleen Energy explosion. A state panel released a report today outlining a lack of 
regulatory oversight and other factors that went wrong surrounding the explosion at 
Kleen Energy Systems construction site in Middletown, Connecticut. The explosion 
that killed six workers in February was blamed on a procedure known as “gas blowing” 
that removes debris from a gas pipeline. “No agency had oversight with regard to 
‘cleaning’ or ‘blowing’ the natural gas pipeline, a process that is a necessary step in the 
construction of any natural gas-fueled power plant,” reads the executive summary 
written by a retired federal judge and chair of the Kleen Energy Plant Review Panel. 
The panel — appointed by the governor in the wake of the explosion — had officials 
from the departments of public and utility control, environmental protection, labor, 
consumer protection and the state police, state fire marshal and building inspector. A 
second state commission - named the Thomas Commission - will determine what 
statutory and regulatory changes are needed. 
Source: http://www.ctmirror.org/story/6284/report-kleen-energy-explosion-no-agency-
had-oversight 

For more stories, see items 8, 12, and 13  
 
[Return to top]  
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Chemical Industry Sector 

7. June 7, NBC Dallas-Fort Worth – (Texas) No injuries in Irving chemical plant 
fire. The investigation into what sparked a two-alarm fire at an Irving, Texas chemical 
company Monday morning is ongoing. A fire started on the roof of the Schnee-
Morehead company in the 100 block of North Nursery in Irving just before 7 a.m. 
Monday, investigators said. Company officials were able to evacuate all employees, 
and no one was injured. Witnesses reportedly heard at least two explosions. Firefighters 
said they were able to quickly douse the blaze. According to its Web site Web site, 
Schnee-Morehead is a producer of silicone, polyurethane, acrylic and foam sealants. 
Investigators were not concerned about any fumes in the area, but said they were 
keeping an eye on runoff from the water hoses to make sure the environment isn’t 
exposed to potentially dangerous chemicals. A DART line that runs by the company 
was temporarily stopped as a precaution, an Irving Fire Department dispatcher said. It 
was back up and running by 7:30 a.m. The company hoped to open back up by the end 
of the day. Damage to the building seemed to be limited to the roof, according to 
preliminary reports. 
Source: http://www.nbcdfw.com/news/local-beat/No-Injuries-in-Chemical-Plant-Fire-
95766039.html 

8. June 5, Galveston Daily News – (Texas) BP: 500,000 pounds of emissions 
released. At BP’s Texas City, Texas refinery, more than 400 pounds a day of benzene 
— 40 times the state reportable levels — was released during a 40-day period while a 
subunit of the refinery’s ultracracker unit was offline, according to a company filing 
with the state’s environmental agency Friday. In all, BP officials said more than 
500,000 pounds of pollutants and nonpollutants were released while the company 
increased flaring as they tried to repair a compressor on the faulty unit. A refinery 
spokesman said in its follow up reporting with the Texas Commission on 
Environmental Quality (TCEQ), BP estimated 36,000 pounds of nitrogen oxides and 
17,000 pounds of benzene were released in the 40 days. State law requires 10 pounds or 
more of benzene and 200 pounds or more of nitrogen oxide during a 24-hour period 
must be reported through the commission’s air emissions database. However, neither of 
the levels of the emissions reached levels that required self-reporting to the U.S. 
Environmental Protection Agency, the spokesman said. The EPA requires any nitrogen 
oxides release of more than 1,000 pounds a day be reported, while the federal agency 
does not require reports of benzene emissions. According to BP’s filing with the 
TCEQ, the ultracracker’s hydrogen compressor went offline April 6 and was not 
repaired or restarted until May 16. Because of the malfunction, the subunit was shut 
down, and materials were purged and gasses were rerouted to a flare, according to the 
company’s filing. The bulk of the emissions during that time included an estimated 
189,000 pounds of carbon monoxide and 61,000 pounds of propane, according to the 
company’s report to the TCEQ. 
Source: http://galvestondailynews.com/story.lasso?ewcd=98cf5a2c858437b5 

9. June 5, Tulsa World – (Oklahoma) Chemical accident sickens workers. Corrosive 
chemicals affected more than a dozen people at a Tulsa, Oklahoma trucking company 
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Friday morning when an industrial solvent spilled during transport. Authorities 
cordoned off part of the Old Dominion Freight Line facility at 2921 Dawson Road after 
a 55-gallon drum of chloromethyl naphtalene spewed dangerous vapors, a fire 
department spokesman said. Emergency crews responded shortly before 10 a.m. and 
decontaminated 15 workers. Medics took nine of them to hospitals. The spokesman 
noted that even slight chemical contact is potentially dangerous. The workers stripped 
off their clothes in a blue decontamination tent and firefighters doused them with soapy 
water to remove any chemical residue. Meanwhile, other area businesses were warned 
about the spill, and employees were told to stay indoors. The barrel apparently sprang a 
leak when it rubbed against a piece of sharp metal while being moved. It was inside a 
trailer, which kept the gas from dispersing over a wide area, a fire captain said. The 
situation was brought under control about two hours later, and a restoration company 
arrived to finish the cleanup. 
Source: 
http://www.tulsaworld.com/news/article.aspx?subjectid=11&articleid=20100605_11_A
13_ESeisl972408 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

10. June 7, Platts – (Nevada) US DOE proposes preserving Yucca documents for 100 
years. The Department of Energy (DOE) is proposing keeping the millions of pages of 
documents relevant to its license application for a Yucca Mountain nuclear waste 
repository for 100 years, an attorney told a Nuclear Regulatory Commission (NRC) 
licensing board Friday. Such physical material as core samples from the Nevada site, 
would be preserved for 25 years, said the attorney, a lawyer with DOE’s legal counsel 
on repository licensing Hunton & Williams said. The National Archives and Records 
Administration (NARA) will have to approve DOE’s proposal on the upkeep of that 
material. Documents relevant to licensing are now filed on NRC’s Licensing Support 
Network (LSN), a Web-based database set up as a tool in legal discovery. DOE in 
March filed a motion with the Atomic Safety and Licensing Board to withdraw with 
prejudice its repository license application. DOE could begin an orderly transfer of that 
material from the LSN to NARA roughly 18 months after the licensing proceeding is 
terminated, an attorney said. Preservation of the DOE documents is seen as important 
in the event consideration of the site is revived, and as providing valuable information 
on non-site-related materials research. 
Source: 
http://www.platts.com/RSSFeedDetailedNews.aspx?xmlpath=RSSFeed/HeadlineNews/
Nuclear/8784702.xml 

11. June 7, Nuclear Regulatory Commission – (Idaho) Nuclear Regulatory Commission 
to brief public on Westinghouse request to dispose of radioactive waste In 
Idaho. NRC staff will hold a public meeting June 9 in Bruneau, Idaho, to brief 
members of the public on a proposal by Westinghouse Electric Co. to dispose of low-
activity radioactive materials at the U.S. Ecology Disposal Facility in Grand View, 
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Idaho. Westinghouse is currently decommissioning its Hematite nuclear fuel 
fabrication facility in Jefferson County, Missouri. Westinghouse has requested a license 
amendment and authorization from the NRC to dispose of 327,000 cubic feet of low-
activity radioactive waste — primarily building rubble — at the U.S. Ecology facility. 
Westinghouse has also asked the NRC to exempt U.S. Ecology from the agency’s 
licensing requirements for radioactive byproduct material and special nuclear material 
so the facility could receive the waste. At the June 9 meeting, NRC staff will explain 
the Westinghouse proposal and the NRC’s process for reviewing the proposal, 
including development of an environmental assessment, and will be available to answer 
questions from the public before the close of the meeting. The staff will also explain 
further opportunities for public involvement, including the opportunity to request an 
adjudicatory hearing. 
Source: 
http://nuclearstreet.com/blogs/nuclear_power_news/archive/2010/06/07/nuclear-
regulatory-commission-to-brief-public-on-westinghouse-request-to-dispose-of-
radioactive-waste-in-idaho-06075.aspx 

12. June 7, Reuters – (Ohio; Michigan) Deadly tornadoes rip through 
Midwest. Tornadoes and thunderstorms tore through the Midwest Sunday, killing at 
least seven people in Ohio and triggering the automatic shutdown of a nuclear power 
plant in Frenchtown Charter Township, Michigan. In northwest Ohio, seven people 
were confirmed dead in mostly rural Lake Township south of Toledo. Tornadoes 
destroyed dozens of homes and heavily damaged the police headquarters and high 
school, authorities said. Severe storms caused the automatic shutdown of the Fermi 2 
nuclear power plant on the shore of Lake Erie in southeast Michigan after a key area of 
the plant lost its power feed, said a Monroe County spokesman. All safety systems at 
the plant were functioning and the plant was stable, although an exterior wall was 
damaged as the siding was ripped off, the spokesman said. 
Source: 
http://www.reuters.com/article/idUSTRE6551ZE20100607?type=domesticNews 

13. June 6, Sandusky Register – (Ohio) Davis-Besse ready to go. FirstEnergy officials said 
Thursday that nozzle cracks discovered months ago in the reactor at the Davis-Besse 
nuclear power plant in Erie Township, Ohio were caused primarily by hot temperatures 
and weaknesses in manufactured material. Officials from the energy giant said they 
have fixed the problem — discovered during a routine shutdown this past spring — and 
are ready to start producing power again. The company’s leaders met Thursday with 
the Nuclear Regulatory Commission (NRC) at a public meeting. NRC officials said 
they will make an independent decision about whether the 1970s-era nuclear plant is 
ready to power up. During the presentation, First Energy officials said they determined 
“primary water stress corrosion cracking” was the likely cause of cracking in nozzle 
welds in the reactor. Three primary conditions that cause such cracking were all 
present, including material susceptible to damage, a hot environment and preexisting 
stress caused by the manufacturing process. 
Source: http://www.sanduskyregister.com/articles/2010/06/06/front/2081593.txt 
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14. June 5, Brattleboro Reformer – (Vermont) NRC sets VY meeting. The Nuclear 
Regulatory Commission (NRC) has scheduled an open house and public meeting in 
regarding to the Vermont Yankee nuclear plant. The NRC will hold an open house 
from 4 to 6 p.m. June 22 at the Brattleboro, Vermont Union High School auditorium 
entryway. During this event, NRC staff will meet informally with federal, state and 
local officials, as well as the public, to discuss the commission’s safety assessment of 
the Vernon-based nuclear plant last year. Following the open house, the NRC will host 
a public meeting from 6 to 9 p.m. in the BUHS auditorium, which will also include a 
safety performance presentation, inspection of the Entergy response to the demand for 
information and the commission’s groundwater contamination task force. After the 
presentations, the NRC staff will respond to questions from the public and elected 
officials. 
Source: http://www.reformer.com/localnews/ci_15231872 

15. June 3, New Jersey Department of Environmental Protection – (New Jersey) DEP 
issues action plan on Oyster Creek tritium leak to ensure public safety. The New 
Jersey Department of Environmental Protection (DEP) commissioner issued an action 
plan June 3 to deal with the aftermath of a tritium leak from the Oyster Creek nuclear 
power plant in Lacey Township, New Jersey. The plan requires the plant owner to take 
a series of steps to further investigate the 2009 leak of radioactive tritium into aquifers 
below the plant, and ensure the radioactive substance does not endanger public health 
and safety. Under a directive of the state’s Spill Act, the Exelon Corporation must drill 
new test wells, increase sampling of existing wells, review accuracy of existing data 
regarding water flow in and around the nuclear power plant, and expand the search area 
for a potentially contaminating tritium flow. “We have given Exelon very specific 
directions and they have agreed to cooperate and move quickly to comply,’’ said the 
commissioner, who planned to tour the Oyster Creek plant and meet with Exelon 
officials. “We need prompt action to prevent the continuing spread of the radioactive 
substance and to ensure it never gets near the region’s potable water supplies. This 
requires immediate attention and Exelon has committed to move as fast as safely 
possible.’’ 
Source: http://www.state.nj.us/dep/newsrel/2010/10_0051.htm 

[Return to top]  

Critical Manufacturing Sector 

16. June 7, Aviation Week – (Florida) Falcon 9 soars on debut flight. Overcoming a main 
engine abort, a Flight Termination System communications glitch and a boat that 
strayed into the launch danger zone, Space Exploration Technologies (SpaceX) 
successfully launched its debut Falcon 9 rocket Friday afternoon on a test flight prior to 
a demonstration mission for NASA this summer. Rising from a refurbished Titan 
launch complex at Cape Canaveral Air Force Station in Florida, the 48-meter tall 
booster blasted off and achieved an orbit 250 km. (160 mi.) above the Earth and 
inclined 34.5 deg. The only obvious blemish on the mission was an apparent parachute 
failure on the rocket’s recoverable first stage, which caused it to slam into the Atlantic 
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and break apart The SpaceX team recovered from a previous launch attempt earlier in 
the afternoon when one of the rocket’s nine first-stage motors triggered an automated 
abort a few seconds before liftoff. Engineers also had to overcome a telemetry problem 
with the Falcon 9’s Flight Termination System to assure that the 45th Space Wing’s 
Range Safety Office was getting a good signal. A third delay was due to boat straying 
into the launch danger zone. Nine minutes and 38 seconds after launch, the Falcon 9’s 
payload — a mockup of SpaceX’s Dragon capsule — was in orbit. 
Source: 
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=space&id=news/
awx/2010/06/04/awx_06_04_2010_p0-232127.xml 

17. June 7, Associated Press – (New Hampshire) Violations may have played role in NH 
gun plant explosion. Court documents regarding a deadly explosion at a New 
Hampshire gun and ammunition plant indicate evidence of possible violations 
concerning the storage, manufacturing, and handling of explosive materials. The 
Caledonian-Record reports the state fire marshal’s office received two search warrants 
regarding the MDM Muzzleloader plant in Colebrook. Two men died and a third was 
injured May 14. According to the warrants, an interview with an electrician showed a 
potential wiring issue or electrical hazard in one of the main production machines 
before the explosion. The documents also say the injured worker told investigators a 
piece of equipment suspected to be the origin of the blast was repaired a day before the 
explosion. The equipment was a tub grinder and mixer used to mix and grind chemicals 
to make a black powder substitute used for muzzleloaders. 
Source: http://www.inddist.com/Content.aspx?id=340 

18. June 6, Aviation Week – (California) Tug damage will not delay 747-8 tests. Boeing 
said it is investigating an incident in which the second 747-8 test aircraft, RC521, 
sustained damage while being towed at Victorville, California, June 3, but said the 
event will have “minimal impact to the flight-test program and no impact to the 
delivery schedule.” The aircraft was in Victorville being prepared for an upcoming long 
range flight to evaluate fuel burn rate. Boeing said while being towed “â�¦RC521 
sustained damage to the right-hand outboard engine inlet and fan cowl when it came 
into contact with a parked tug. There were no injuries, and we are conducting an 
investigation to understand what happened and why.” The aircraft was originally 
scheduled to make the 12-hour NAMS (nautical air miles) test flight June 5, but Boeing 
said “â�¦we expect the airplane will resume testing in a few days.” The incident 
follows a flap vibration issue thought to be a contributing factor to a potential delay to 
certification flagged up last month by Boeing Commercial Airplanes CEO. However, 
Boeing said “we are making steady progress in flight test. The program has completed 
more than 375 flight hours on approximately 170 flights. We recently completed flutter 
testing and high-speed clearance.” 
Source: 
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=comm&id=news/
awx/2010/06/06/awx_06_06_2010_p0-232188.xml&headline=Tug Damage Will Not 
Delay 747-8 Tests 
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19. June 6, Los Angeles Times – (California) Scrap metal blaze continues for a second 
day in Wilmington. Firefighters were continuing to battle flames Sunday morning at 
an auto parts salvage yard in Wilmington, California that caught fire Saturday and 
created a tall plume of smoke. The location of the blaze has raised concern among fire 
officials about whether area residents are being exposed to hazardous chemicals. About 
one acre of material was continuing to smolder at the Pick Your Part scrap yard in the 
1900 block of North Blinn Avenue, but the blaze was expected to be knocked down by 
Sunday afternoon, said a Los Angeles Fire Department spokesman. As of Sunday 
morning, a breeze was blowing the smoke away from area homes, reducing some of the 
air-quality concerns, fire officials said. No residences have been evacuated so far, and 
no structures have been damaged. 
Source: http://latimesblogs.latimes.com/lanow/2010/06/scrap-metal-blaze-continues-to-
burn-in-wilmington-.html 

[Return to top]  

Defense Industrial Base Sector 

20. June 6, Military Times – (National) Laser system goes 2-for-2 in key test. One of the 
Navy’s first laser weapons got a step closer to the fleet’s arsenal in late May when 
engineers proved it could find, track and zap targets over the ocean in a test firing off 
the West Coast. Dubbed the Laser Weapons System, or LaWS, the weapon destroyed 
two drones in what sailors would know as a detect-to-engage exercise, partly using 
familiar sensors already on scores of ships in the fleet as part of their Phalanx Close-In 
Weapons Systems. Navy engineers hope LaWS will join CIWS on ships in the next six 
or seven years to become the new go-to safeguard against fast, dangerous anti-ship 
missiles. A laser CIWS would give a ship more accuracy and a theoretically infinite 
magazine, compared with the smothering but still limited ordnance of today’s Gatling 
gun version. LaWS, which was on land, zapped both drones May 24 in a test at San 
Nicholas Island, California — its first firing over the ocean. In a test last year, the laser 
destroyed all five unmanned targets at White Sands Missile Range, New Mexico, but 
that was in a clear, dry desert environment. Moisture in the atmosphere can disrupt 
directed energy weapons, which is a central challenge in fielding them aboard ships. 
Source: http://www.militarytimes.com/news/2010/06/navy_lasers_060510w/ 

[Return to top]  

Banking and Finance Sector 

21. June 7, Olympia Olympian – (National) Buyer beware: Investment fraud springs up 
after oil spill. The Gulf of Mexico oil spill is attracting another kind of potential 
disaster: investment fraud. Federal officials are warning investors to be wary of so-
called “pump and dump” stock schemes tied to the BP oil spill. “We’re never surprised 
by these scams,” said the Financial Industry Regulatory Authority’s senior vice 
president for investor education. He said similar frauds surfaced after Hurricane 
Katrina and the anthrax letter scares. In a pump-and-dump scheme, a company ups its 
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stock price by hyping its connection to a disaster, typically products or services that can 
aid in recovery or rebuilding. As new investors pour in, company officials cash out by 
dumping their inflated shares, which then drives down the price and leaves investors 
with over-inflated stock. At the end of May, a California company was the first to be 
reprimanded by the Securities and Exchange Commission for questionable tactics in 
touting its ties to oil cleanup efforts. 
Source: http://www.theolympian.com/2010/06/07/1263181/buyer-beware-investment-
fraud.html 

22. June 6, Vancouver Sun – (International) 15-year-old caught in Richmond with 
hundreds of skimmed credit cards. A 15-year-old boy was arrested last month at a 
Canadian gas station for connection to a credit card skimming operation. The 
Richmond, British Columbia Royal County Mounted Police (RCMP) said in a news 
release that the arrest occurred after a six-month credit card fraud investigation. The 
boy is suspected of copying credit card information from several hundred customers 
without their knowledge, and then selling the stolen information to organized crime 
groups who could use the credit cards to make purchases. RCMP can not give a figure 
for actual losses at this time, but estimate that well over a million dollars were put at 
risk. The mounties are recommending charges of unauthorized possession of credit card 
data and possessing a credit card forging instrument. 
Source: 
http://www.vancouversun.com/health/year+caught+Richmond+with+hundreds+skimm
ed+credit+cards/3119931/story.html 

23. June 5, Bank Info Security – (National) Three banks closed on June 4. Federal and 
state banking regulators closed three banks June 4, raising the number of failed 
institutions to 89 so far in 2010. First National Bank, Rosedale, Miss., was closed by 
the Office of the Comptroller of the Currency, which appointed the Federal Deposit 
Insurance Corp. (FDIC) as receiver. The FDIC entered into a purchase and assumption 
agreement with The Jefferson Bank, Fayette, Mississippi, to assume all deposits of First 
National Bank. The FDIC estimates that the cost to the Deposit Insurance Fund (DIF) 
will be $12.6 million. The FDIC approved the payout of the insured deposits of Arcola 
Homestead Savings Bank, Arcola, Illinois. The bank was closed by the Illinois 
Department of Financial Professional Regulation - Division of Banking, which 
appointed the FDIC as receiver. The FDIC estimates that the cost to the DIF will be 
$3.2 million. TierOne Bank, Lincoln, Neb., was closed by the Office of Thrift 
Supervision, which appointed the FDIC as receiver. The FDIC entered into a purchase 
and assumption agreement with Great Western Bank, Sioux Falls, South Dakota, to 
assume all of the deposits of TierOne Bank. The FDIC estimates that the cost to the 
DIF will be $297.8 million. 
Source: http://www.bankinfosecurity.com/articles.php?art_id=2612 

24. June 4, Techworld – (Internetional) HSBC browser plugin attacked by Trojan. A 
popular anti-keylogging tool used by online banks such as HSBC, Trusteer’s Rapport, 
has come under direct attack by malware writers trying to bypass its protection settings. 
In a discovery reported by fellow security vendor Webroot Software, a Trojan the 
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company names ‘Phisher-Rancor’ runs a batch file that tries to close down the Rapport 
app, while a second variant targets a separate binary, config.js. But the malware fails to 
overcome Rapport’s built-in protection mechanisms, starting with its ability to reload 
itself if closed down, a characteristic common to all anti-malware programs. Although 
the Trojan fails, Trusteer will doubtless take the attempt as a clear warning. “While this 
appears to be an isolated (and, for now, totally inept) incident of an easily defeated 
phishing Trojan that attempts to disable this particular anti-phishing software, it isn’t a 
good idea to underestimate the enemy. Clearly this attempt was a failure, but the next 
one might not be,” said a Webroot researcher. 
Source: http://news.techworld.com/security/3225759/hsbc-browser-plugin-attacked-by-
trojan/ 

25. June 4, Bloomberg – (National) Domestic microfinance steps into the credit 
breach. During the credit crunch, small business owners rejected by traditional lenders 
found growth funding through domestic microfinance organizations geared to helping 
the poor and disenfranchised. Loan applications have increased in the past two years at 
66 percent of microfinance groups surveyed by the Aspen Institute, a policy and 
research organization. While only a few microlenders were able to accommodate a 
majority of new applicants, those more likely to get funding were “people who were 
very strong small business owners who in the past would have received financing, but 
because the banks pretty much shut down, they did not,” said the director of Aspen’s 
microenterprise FIELD project, which tracks domestic microfinance and conducted the 
survey. Domestic microfinance will never replace traditional business lending, nor 
should the industry drop its primary goals of social improvement and poverty 
alleviation, said a venture capitalist and professor of microfinance at the University of 
California, Berkeley. The industry, which reported lending an aggregate $68.6 million 
in FIELD’s survey from financial year 2008, represents only a drop in the bucket of the 
U.S. credit market. But it is growing fast and has taken on new importance during the 
recession. 
Source: 
http://www.businessweek.com/smallbiz/content/jun2010/sb2010064_156475.htm 

26. June 3, NBC Bay Area – (California) Bank robbers leave something suspicious 
behind. A suspicious package left behind this afternoon by bank robbers at a Wells 
Fargo in Cupertino, California contained a phony bomb, a police sergeant said. The 
Santa Clara County sheriff’s bomb squad completed inspecting the package and is 
allowing people to return to the bank in the 23000 block of Homestead Road. A nearby 
Starbucks was also evacuated, he said. The robbery happened at about 11:40 a.m. when 
two males wearing facemasks pulled up in a gray sedan, entered the bank and 
demanded money. They grabbed an undisclosed amount of cash and took off, but left 
behind a duffel bag or package that appeared suspicious. No one was harmed in the 
robbery and no weapon was seen. 
Source: http://www.nbcbayarea.com/news/local-beat/Bank-Robbers-Leave-Something-
Suspicious-Behind-95569799.html 

[Return to top]  
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Transportation Sector 

27. June 7, North Andover Eagle-Tribune – (Massachusetts) FBI investigates after laser 
pointed at police chopper. North Andover, Massachusetts police will meet with the 
FBI June 7 to determine whether a 20-year-old Johnson Street man will face federal 
criminal charges for allegedly pointing a laser light at a state police helicopter Friday 
night. The suspect was at a backyard barbecue with friends when he pointed the light at 
the helicopter and it interfered with the pilot’s vision, according to a North Andover 
police spokesman. Though the man was not arrested, police said he will be summoned 
to court with the possibility of facing criminal charges, including interfering with an 
aircraft and interfering with a police officer in the performance of his duty. 
Source: http://www.eagletribune.com/local/x93704807/FBI-investigates-after-laser-
pointed-at-police-chopper 

28. June 7, Reuters – (National) Chrysler recalls nearly 600,000 vehicles. Doors that 
could catch fire, brakes that could fail and accelerators that could stick have caused 
Chrysler to recall nearly 600,000 vehicles involving five models in the United States, 
U.S. safety regulators said Monday. Chrysler informed the National Highway Traffic 
Safety Administration (NHTSA) of the potential safety issues last week. As many as 
284,831 Chrysler Town and Country minivans and Dodge Grand Caravan minivans for 
model years 2008 and 2009 could develop a problem in the electrical system that could 
cause a short circuit in the latch for the sliding door, which could cause a fire, Chrysler 
told regulators. As many as 288,968 Chrysler Jeep Wranglers from model year 2007 to 
2010 could experience leaking brake fluid which could cause brake failure. These two 
recalls are in addition to one first reported last Friday for as many as 25,336 Dodge 
Caliber and Jeep Compass vehicles for the 2007 model year involving possible sticky 
accelerator pedals. Owners of the models involved in each of the recalls are to be 
notified by Chrysler this month and Chrysler said it will fix the vehicles without 
charge. 
Source: http://www.msnbc.msn.com/id/37514879?GT1=43001 

29. June 7, Truckinginfo.com – (National) FMCSA to propose easing of supporting 
documents for EOBR users. Under a pending Federal Motor Carrier Safety 
Administration proposal, carriers that use electronic recorders will get a break on the 
list of documents required to prove they are in compliance with the hours of service 
rules. The agency is asking for comments on a plan to drop a half-dozen documents 
from its required list altogether, and many more for carriers that are using qualified 
electronic recorders to track driver hours. The policy change is the first step toward an 
anticipated revision of the new electronic recorder requirement. That rule, which takes 
effect June 2012, says carriers that violate hours of service rules 10 percent of the time, 
based on single compliance review, must use electronic onboard recorders to track 
driver hours. Later this year the agency is planning to propose a rule that will require 
many more carriers to use EOBRs. This policy change is in anticipation of that move. 
One part of the policy change affects all carriers. The agency said it will no longer 
consider these items to be supporting documents: driver call-in records; international 
registration plan receipts; international fuel tax agreement receipts; trip permits; cash 
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advance receipts; and driver fax reports. These documents are simply not used regularly 
by enforcement officials, the agency explained. Specifically, the carrier will not have to 
keep: gate record receipts; weigh/scale tickets; port of entry receipts; delivery receipts; 
toll receipts; agricultural inspection reports; over/short and damage reports; driver and 
vehicle examination reports; traffic citations; overweight/oversize reports and citations; 
carrier pros; credit card receipts; border crossing reports; customs declarations; and 
telephone billing statements. Carriers that take advantage of this policy would not be 
able to challenge the accuracy of their electronic tracking records. 
Source: http://www.truckinginfo.com/news/news-detail.asp?news_id=70630 

30. June 6, Associated Press – (National) 2 US Airways planes clip each other at NC 
airport. U.S. Airways had to cancel two of its flights after the planes clipped each 
other as they taxied at Charlotte-Douglas International Airport in North Carolina. The 
airline told multiple media outlets the two planes were heading to the runway about 4 
p.m. Saturday when the wing of one of the aircraft clipped the tail of the other plane. 
The incident caused only minor damage and no injuries were reported, but U.S. Air 
says it took both planes out of service as a precaution. One plane with about 280 
passengers was heading to Frankfurt, Germany, while the other plane and its 170 
passengers were going to San Francisco. 
Source: http://www.reflector.com/state-news/2-us-airways-planes-clip-each-other-nc-
airport-37526 

31. June 5, Washington Post – (District of Columbia) Metro system performance fell 
short in April. Metro’s service declined by several measures in April — including 
reliability and promptness of trains, buses and escalators — and remained below target 
levels, according to a report on the system’s vital signs released this week. The Metro 
interim general manager initiated the monthly reports, which he calls performance 
scorecards, as part of a six-month action plan aimed in part at increasing transparency 
for riders and accountability for Metro’s senior managers. Trains on all Metro lines 
operated on time an average of 90.3 percent of the time, well below the target of 95 
percent but slightly above the 90 percent recorded in March, according to the 23-page 
Vital Signs Report. Metro is experimenting with a new schedule on the Red Line to 
boost its on-time performance, which was 90 percent in April. Bus on-time 
performance declined in April to 73.8 percent as a result of late arrivals, which 
increased 3 percent compared with March. Metro’s target is for 80 percent of buses to 
arrive on time, which is defined as no more than two minutes early or seven minutes 
late. More buses also suffered breakdowns in April, a continuing trend as the number of 
miles between breakdowns falls because of problems with engines, air systems, 
transmissions and brakes, according to the report. The report also covered safety issues 
such as customer injuries, which remained relatively constant, apart from an increase 
during the February snowstorms. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/06/04/AR2010060404703.html?wprss=rss_metro 

32. June 5, CNN – (New York) Small plane crashes into Long Island office 
building. The pilot of a small aircraft was practicing landing when the plane crashed 
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into an office building and burst into flames in Long Island, New York, Saturday 
afternoon, authorities said. Emergency crews airlifted the pilot to Stony Brook 
University Hospital, where he was in serious condition with severe burns, according to 
an assistant chief at the Bohemia Fire Department. An ambulance transported the 
passenger, who sustained less serious injuries, he said. The two-seater Beechcraft B19 
plane was practicing landing at Islip MacArthur Airport in Bohemia, Long Island, and 
crashed half a mile from the end of the runway just after 3 p.m., a Federal Aviation 
Administration spokesman told CNN. 
Source: http://www.cnn.com/2010/US/06/05/new.york.small.aircraft.crash/ 

[Return to top]  

Postal and Shipping Sector 

33. June 5, WJBK 2 Detroit – (Michigan) Woman gets trapped inside Willis post 
office. A Detroit-area woman had a long, unexpected stay at the post office. She went 
in to get mail from her P.O. box, but a malfunction kept her trapped inside. The Willis, 
Michigan Post Office, like many others, closes at 5 p.m., but the post office box area 
remains open until 7 p.m. and then the door lock automatically. However, people still 
inside can get out, usually. Thursday, a 52-year-old woman got locked inside. A 
witness saw her when she was mailing letters. “Four hours in there. I would’ve been 
going crazy, but she’s okay. So, that’s the main thing,” the witness said. Someone 
called 911, and Michigan State Police got involved and contacted the U.S. Postal 
Service (USPS). “Something with the actual mechanical mechanism on the door 
prevented the door from opening. They’re supposed to close, lock behind you, but 
allow anybody to leave. So, it was a malfunction,” said an official with the USPS. “I 
fixed it,” said a worker with USPS maintenance. “Had a broken pin in it and the 
linkage.” 
Source: http://www.myfoxdetroit.com/dpp/news/local/woman-gets-trapped-inside-
willis-post-office-20100604-ms 

34. June 4, WBNS 10 Columbus – (Ohio) Threatening note, suspicious powder found at 
statehouse. Investigators responded to a report of a suspicious package containing 
white powder at an Ohio government building shortly before 5 p.m. Friday. A package 
was discovered shortly after 3:30 p.m. at the statehouse loading dock, a 10TV worker 
reported. The package was addressed to the Ohio Senate and contained a suspicious 
powder. The package came from Illinois, the journalist reported. The powder was later 
determined to be baby powder, but because the package did contain a threatening note, 
investigators said they would turn the information over to the FBI. Officials described 
the letter as “hate mail,” the journalist reported. The statehouse was not evacuated and 
no injuries were reported. As a precaution, the statehouse’s ventilation system was shut 
off during the investigation. 
Source: http://www.10tv.com/live/content/local/stories/2010/06/04/story-columbus-
statehouse-suspicious-package.html?sid=102 
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Agriculture and Food Sector 

35. June 7, West Central Tribune – (National) New USDA study identifies local gaps in 
meat processing. The U.S. Department of Agriculture has released a preliminary study 
revealing existing gaps within regional food systems regarding the availability of 
slaughter facilities for small meat and poultry producers. The study, by USDA’s Food 
Safety and Inspection Service, is a first attempt to identify areas in the U.S. where 
small livestock and poultry producers are concentrated, but may not have access to a 
nearby slaughter facility. An interesting feature of the study are maps that provide a 
county-by-county view of the continental United States, indicating the concentration of 
small farms raising cattle, hogs and pigs, and chickens. In addition, the maps also note 
the location of nearby state slaughter facilities, and small and very small federal 
slaughter establishments. 
Source: http://www.farmforum.net/node/21469 

36. June 7, Oregon Statesman Journal – (Oregon) Razor clamming closed on south coast 
because of toxin. Oregon beaches and bays from Coos Bay to Bandon have been 
closed to digging razor clams because of elevated levels of the toxin domoic acid. 
Coastal scallops are not affected by this closure when only the adductor muscle is 
eaten. But eating whole, recreationally harvested scallops is not recommended. Crabs 
and oysters are not affected by this level of toxin and are safe to eat. Collecting mussels 
remains open on the entire Oregon coast. The announcement was made jointly by 
officials with the Oregon Department of Agriculture and the Oregon Department of 
Fish and Wildlife. Reopening of an area requires two consecutive tests in the safe 
range. 
Source: 
http://www.statesmanjournal.com/article/20100607/OUTDOORS/100607001/1034/SP
ORTS/Razor-clamming-closed-on-south-coast-because-of-toxin 

[Return to top]  

Water Sector 

37. June 6, Spartanburg Herald-Journal – (South Carolina) Copper thieves shut down 
Lyman wastewater operation. A copper theft temporarily shut down the South 
Carolina town of Lyman’s Wastewater Plant, but officials restored service by early 
Saturday evening and said the theft caused no public health threat. The supervisor of 
the Lyman Wastewater Division said the Groce Road plant was hit sometime between 4 
p.m. Friday and 9 a.m. Saturday. He said the plant was able to obtain materials to 
replace copper wires that went from motor starters to switch boxes. Platforms that were 
no longer in service also were taken. He did not yet have a cost estimate for the missing 
items and damages. The plant processes residential and industrial wastewater for the 
town and some surrounding areas prior to its discharge in the Tyger River. The copper 
theft shut down the pumping, and all of the untreated water stayed in its proper place 
until the plant resumed pumping operations. He said the problem caused by the theft 
was “more of a nuisance.” Lyman police responded to the plant about 9 a.m., when an 
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employee discovered and reported the theft. The Spartanburg County Sheriff’s Office 
assisting the Lyman Police Department with the investigation. 
Source: 
http://www.goupstate.com/article/20100606/ARTICLES/6061025/1083/ARTICLES?
tle=Copper-thieves-shut-down-Lyman-wastewater-operation 

38. June 4, eNews Park Forest – (National) Manufacturing facilities release 
pharmaceuticals to the environment. Pharmaceutical manufacturing facilities can b
a significant source of pharmaceuticals to surface waters, according to a new study by
the U.S. Geological Survey (USGS) conducted in cooperation with the State of New 
York. Outflow from two wastewater treatment plants in New York that receive more 
than 20 percent of their wastewater from pharmaceutical facilities had concentrations 
pharmaceuticals that were 10 to 1,000 times higher than outflows from 24 plants 
nationwide that do not receive wastewater from pharmaceutical manufacturers. “This 
the first study in the U.S. to identify pharmaceutical manufacturing facilities as a 
significant source of pharmaceuticals to the environment,” said the USGS associate 
director for water. While pharmaceutical concentrations were significantly lower in 
receiving streams, measurable concentrations were detected as far as 20 miles 
downstream. By contrast, outflow from the wastewater treatment plants that do not 
receive wastewater from pharmaceutical manufacturing facilities had concentrations 
that rarely exceeded one part per billion. For this study, USGS scientists collected 
outflow samples periodically from 2004 to 2009 from three New York wastewater 
treatment plants, two of which receive more than 20 percent of their wastewater from 
pharmaceutical manufacturing facilities. USGS also collected samples from 2006-200
from 23 selected wastewater treatment plants across the nation that do not receive 
wastewater from pharmaceutical manufacturing facilities. All of the samples were 
analyzed for seven pharmaceuticals, including opioids and muscle relaxants, 
representing some of the most frequently prescribed medications in the U.S. 
Source: http://www.enewspf.com/index.php/latest-news/science-a-
environmental/16754-manufacturing-facilities-release-pharmaceuticals-to-the-
environment 

For another story, see item 15  
 
[Return to top]  

Public Health and Healthcare Sector 

39. June 5, The Washington Post – (International) 2 European reports criticize WHO’s 
H1N1 pandemic guidelines as tainted. European criticism of the World Health 
Organization’s (WHO) handling of the H1N1 pandemic intensified Friday with the 
release of two reports that accused the agency of exaggerating the threat posed by the 
virus, and failing to disclose possible influence by the pharmaceutical industry on its 
recommendations for how countries should respond. The WHO’s response caused 
widespread, unnecessary fear and prompted countries to waste millions of dollars, 
according to one report. At the same time, the Geneva-based arm of the United Natio
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relied on advice from experts with ties to drug makers in developing the guidelines it 
used to encourage countries to stockpile millions of doses of antiviral medication, 
according to the second report. A spokesman for the WHO and several independent 
experts strongly disputed the reports, saying they misrepresented the seriousness of the 
pandemic and the agency’s response, which was carefully formulated and necessary, 
given the potential threat. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2010/06/04/AR2010060404608.html 

40. June 3, EurekAlert – (National) UNC study: Most kidney dialysis patients not 
prepared for emergency evacuation. Immediately after Hurricane Katrina in August 
2005, the survival of more than 5,800 Gulf Coast kidney dialysis patients was 
threatened as the storm forced closure of 94 dialysis units. Within a month, 148 of these 
patients had died. Now nearly five years later, a survey of North Carolina kidney 
dialysis patients by University of North Carolina at Chapel Hill School of Medicine 
researchers finds that most have not taken the emergency preparedness measures that 
would enable them to survive a hurricane or any other disaster that disrupts power and 
water services. North Carolina ranks fourth among the states in hurricane landfalls, 
behind Florida, Texas and Louisiana. “End stage kidney disease patients are dependent 
on medical treatment at regular intervals for their ongoing health, and, as such, are 
particularly vulnerable to the effects of a disaster. We found that patients on dialysis are 
largely unprepared for such an event, whether they are forced to stay in their homes or 
evacuate,” said the lead author of the study, who presented the results June 3 at the 
annual meeting of the Society for Academic Emergency Medicine in Phoenix. 
Source: http://www.eurekalert.org/pub_releases/2010-06/uonc-usm060210.php 

41. June 3, Vaccine News Daily – (National) Study examines public behavior during 
H1N1 pandemic. The recently-published results of a new Harvard study concluded 
that a significant portion of the American public may not be willing to get immunized 
with another new flu vaccine, according to a Homeland Security Today news report. 
The study, titlted “The Public’s Response to the 2009 H1N1 Influenza Pandemic,” 
which was published in The New England Journal of Medicine, noted that “between 
July, when discussions about vaccine availability increased, and October when a 
limited amount of vaccine became available, the public was divided over whether they 
would get vaccinated.” Roughly half - 46 to 57 percent - of the public said they 
expected to get the vaccine, according to the Homeland Security Today report. 
However, a higher percentage of parents - approximately 59 to 70 percent - said they 
expected to get their children vaccinated, according to the study. One of the major 
reasons people said they would not or might not get the H1N1 vaccine was concerns 
about the safety of the vaccine. 
Source: http://vaccinenewsdaily.com/news/213290-study-examines-public-behavior-
during-h1n1-pandemic 
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Government Facilities Sector 
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42. June 6, Wired.com – (International) U.S. intelligence analyst arrested in Wikileaks 
video probe. Federal officials have arrested an Army intelligence analyst who boasted 
of giving classified U.S. combat video and hundreds of thousands of classified State 
Department records to whistleblower site Wikileaks, Wired.com reports. The suspect, a 
22 year-old army specialist from Potomac, Maryland, was stationed at Forward 
Operating Base Hammer, 40 miles east of Baghdad, where he was arrested nearly two 
weeks ago by the Army’s Criminal Investigation Division. A family member said he is 
being held in custody in Kuwait, and has not been formally charged. The suspect was 
turned in late last month by a former computer hacker with whom he spoke online. In 
the course of their chats, the suspect took credit for leaking a headline-making video of 
a helicopter attack that Wikileaks posted online in April. The video showed a deadly 
2007 U.S. helicopter air strike in Baghdad that claimed the lives of several innocent 
civilians. He said he also leaked three other items to Wikileaks: a separate video 
showing the notorious 2009 Garani air strike in Afghanistan that Wikileaks has 
previously acknowledged is in its possession; a classified Army document evaluating 
Wikileaks as a security threat, which the site posted in March; and a previously 
unreported breach consisting of 260,000 classified U.S. diplomatic cables that the 
suspect described as exposing “almost criminal political back dealings.” 
Source: 
http://www.wired.com/threatlevel/2010/06/leak/?utm_source=feedburner&utm_mediu
m=feed&utm_campaign=Feed:+wired/index+(Wired:+Index+3+(Top+Stories+2)) 

43. June 4, KCRA 3 Sacramento – (California) 6 accused in student loan scam ring. Six 
Sacramento residents are accused of scamming the federal government out of hundreds 
of thousands of dollars in college financial aid. The group is accused of recruiting fake 
or “straw” students, eligible for federal grants, to hand over their personal information. 
The U.S. Attorney’s Office in Sacramento said the ring used the information to sign up 
for classes at American River College and apply for federal aid they pocketed. The 
suspects face charges of conspiracy to commit student loan fraud, identity theft, mail 
fraud and obstructing law enforcement. “These weren’t students who decided to drop 
out. These were people who had no intention of going to that school in the first place,” 
the U.S. Attorney said in a statement. Records indicate the scheme went on for five 
years, involving well over a dozen people and raking in about $200,000. 
Source: http://www.kcra.com/news/23796351/detail.html 

[Return to top]  

Emergency Services Sector 

44. June 7, Associated Press – (Ohio) Ohio tornado kills 7, wrecks emergency services 
building. A tornado unleashed a “war zone” of destruction in northwest Ohio, 
destroying dozens of homes and an emergency services building as a line of storms 
killed at least seven people and threatened to do more damage Sunday as it hit the 
Northeast. The tornado turned a Lake Township police and emergency medical services 
building into a mishmash of 2-by-4 framing and pink insulation. The Lake Township 
police chief was talking to a police dispatcher by phone when the storm hit. The storm 
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ripped off most of the building’s back half and wrapped part of the metal roof around a 
tree. At least six police vehicles - half the township’s fleet - were destroyed, and one 
car was tossed into the spot where the building once stood. The storm knocked out 
emergency services for a short time, and all the emergency dispatchers and 911 
operators had to be moved to a nearby town. 
Source: http://www.firehouse.com/topics/rescue-and-special-ops/ohio-tornado-kills-7-
wrecks-emergency-services-building 

For more stories, see items 27 and 55  
 
[Return to top]  

Information Technology Sector 

45. June 7, IDG News Service – (National) FTC examines privacy risks of copier hard 
drives. The U.S. Federal Trade Commission is urging the photocopier industry to 
address privacy risks arising from the fact that digital copiers store thousands of 
documents on their internal hard drives. CBS News reported in mid-April that nearly 
every copier built since 2002 stores images of documents that pass through the 
machines. The report found sensitive health and law-enforcement information on 
copiers ready to be resold. Xerox Corp. offers customers the option of removing the 
hard drives from copiers that they are about to dispose of or turn in after a lease, a 
company spokesman said. The copy machine maker also offers a free image-overwrite 
option that destroys information stored on many models’ hard drives, he said. 
Source: 
http://www.computerworld.com/s/article/350037/FTC_Examines_Privacy_Risks_of_P
hotocopiers 

46. June 6, ComputerWorld – (International) Update: Attackers exploit critical bug in 
Adobe’s Flash, Reader. Adobe late Friday warned that attackers are exploiting a 
critical vulnerability in the company’s most widely-used software: Flash Player and 
Adobe Reader. The zero-day vulnerability is reminiscent of one Adobe disclosed and 
patched in July 2009, and comes just days after the company’s head of security 
admitted hackers have its software in their crosshairs. Adobe said that the bug affects 
Flash Player 10.0.45.2, the most up-to-date version of the popular media player, as well 
as older editions on Windows, Macintosh, Linux and Solaris. Also vulnerable: PDF 
viewer Adobe Reader 9.x and PDF creation software Adobe Acrobat 9.x on Windows, 
Macintosh and Unix. Hackers are already exploiting the flaw. “There are reports that 
this vulnerability is being actively exploited in the wild against Flash Player, Reader 
and Acrobat,” the company said in a security advisory issued around 3:30 p.m. PT 
Friday. Danish bug tracker Secunia rated the threat as “extremely critical,” the highest 
ranking in its five-step scoring system. The U.S. Computer Emergency Readiness 
Team (US-CERT), an arm of the federal Department of Homeland Security, also 
posted a warning of the vulnerability. Attackers exploiting the flaw may be able to 
hijack the targeted computer, Adobe acknowledged. 
Source: 
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http://www.computerworld.com/s/article/9177705/Update_Attackers_exploit_critical_b
ug_in_Adobe_s_Flash_Reader 

47. June 4, DarkReading – (International) Open-Source databases pose unique security 
challenges. As the growth in Web 2.0 applications spurs adoption of open-source 
databases within the enterprise, many organizations need to expand their security 
priorities to include these increasingly important data stores. While the security 
principles that drive proprietary database protection also apply to open-source 
databases, there are a few additional challenges to locking down such platforms, which 
include Postgres, Ingres, and MySQL. “This is a difficult problem,” said the CTO and 
analyst at Securosis. “The reason is there is very little effort or research put into 
security policies for the open-source databases. Comparing Oracle to Postgres, as an 
example, is a little like comparing Microsoft Windows to Apple’s OS: Windows may 
be the more secure platform now, but only a few people write exploit code for Snow 
Leopard. Since we don’t hear about attacks that often, we assume it’s more secure.” 
The market for open-source databases was at about $850 million in 2008, according to 
Forrester Research, which predicted that figure to increase to $1.2 billion by the end of 
this year. Gartner is more conservative in its prediction for the market, expecting open-
source databases to be at $1 billion by 2013. 
Source: http://www.darkreading.com/database_security/security/app-
security/showArticle.jhtml?articleID=225400064 

48. June 4, Minneapolis Star Tribune – (National) Digital River sues over data breach. A 
massive data theft from the e-commerce company Digital River Inc. has led 
investigators to hackers in India and a 19-year-old in New York who allegedly tried to 
sell the information to a Colorado marketing firm for half a million dollars. The Eden 
Prairie company obtained a secret court order last month to block a suspect of Brooklyn 
from selling, destroying, altering or distributing purloined data on nearly 200,000 
individuals. Digital River suspects that the information was stolen by hackers in New 
Delhi, India, possibly with help from a contractor working for Digital River. The 
suspect has said he got the information from India, but won’t say how or from whom. 
“I fully suspect that [the suspect] hacked the hacker,” said an attorney with Robins, 
Kaplan, Miller and Ciresi who is overseeing Digital River’s investigation. The matter 
came to light June 3 when a U.S. district judge convened a public status conference in 
the case. 
Source: http://www.startribune.com/local/95584209.html 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

49. June 7, PR Web – (National) First responders launch campaign for nationwide 
communications network. ”The unprecedented unity in the first-responder community 
demonstrates how critical this communications capability is for those who put their 
lives on the line everyday to protect America,” the San Jose Chief of Police and Major 
Cities Chiefs Association President said. “Almost nine years since this need was 
tragically underscored on 9/11, it’s long overdue for Congress immediately to hold 
hearings and help keep America safe by providing this nationwide communications 
network, controlled and operated by public safety, not by commercial carriers.” 
Specifically, the Federal Communication Commission’s (FCC) National Broadband 
Plan calls for the auction of the 700 MHz D-Block spectrum to wireless carriers for 
commercial use. Public safety and numerous industry experts view the FCC’s plan for 
commercial carriers to build, implement and operate the system as technically, 
competitively and operationally flawed. The Public Safety Alliance is calling for 
Congressional hearings and for Congress to allocate the D-Block spectrum to public 
safety. The Public Safety Alliance supports H.R. 5081, the Broadband for First 
Responders Act of 2010, which would allocate directly to public safety the spectrum 
needed to establish a nationwide interoperable communications network. 
Source: http://www.prweb.com/releases/2010/06/prweb4099274.htm 

[Return to top]  

Commercial Facilities Sector 

50. June 6, New Orleans Times-Picayune – (Louisiana) Businesses urged to prepare for 
hurricane season. With hurricane season officially underway, officials and industry 
groups are urging small business owners to start planning ahead for a potential disaster. 
Homeland Security urge business owners to do a thorough risk assessment of their 
property and facilities and create a Continuity of Operations Plan (COOP) so they can 
get back up and running as soon as possible. This plan should be assembled with input 
from all the employees and should account for every facet of the business’ operation. 
Owners should have a communication plan worked out far in advance for staying in 
touch with employees, including a phone number those employees should contact - one 
outside the 504 area code, which may be inoperable during hurricanes. Additionally, 
small business owners should have all their vital documentation on hand in case an 
evacuation is necessary, including payroll, account information, contacts, and tax 
records. A business’ COOP should have plans for relocation in case there is a 
protracted period before it is safe to return to the area. Owners should develop contacts 
in advance with real estate agents who will understand the business’ needs in case a 
relocation is necessary. Owners should also scout the potential temporary location to 
ensure the infrastructure there can support the business and provide the necessary 
materials, storage space, maintenance facilities, etc. Business owners looking for more 
advice on disaster planning can visit FEMA’s information Web site, www.ready.gov. 
Source: 
http://www.nola.com/business/index.ssf/2010/06/businesses_urged_to_prepare_fo.html 
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51. June 6, Minot Daily News – (North Dakota) Man charged with terrorizing. A Minot 
man has been arrested in connection with bomb scare June 4 at a Minot furniture store. 
The man was charged with terrorizing after he allegedly told other employees of 
Zimmerman’s Furniture that a substance he brought to the store, where he also worked, 
was C4 plastic explosive. The suspicious substance was removed from the store before 
the police department’s bomb squad removed it from the city and rendered it safe.  
Source: http://www.minotdailynews.com/page/content.detail/id/540000.html 

52. June 4, Hemet Valley Chronicle – (California) Firefighters put out blaze at Los 
Altos; bomb squad removes suspicious device. Hemet firefighters putting out a blaze 
at Los Altos Market, in the 100 block of North Carmalita Street, June 2 found what 
police characterized as a “suspicious device.” Firefighters found the device near what 
they believed was the fire’s point of origin. They notified police, and the Riverside 
County Sheriff’s Department Hazardous Device Team removed the device for 
inspection and disposal. Investigators are trying to determine if the fire and the 
suspicious device are related. 
Source: 
http://www.thevalleychronicle.com/articles/2010/06/04/news/doc4c09558d62b6172648
7976.txt 

[Return to top]  

National Monuments and Icons Sector 

53. June 7, Media Newswire – (National) FEMA authorizes funds to fight Rio Fire in 
Sandoval County. The Federal Emergency Management Agency (FEMA) has 
authorized the use of federal funds to help fight the Rio Fire in Sandoval County 
following a request for a fire management assistance declaration from New Mexico 
June 2. The fire, which started June 1, at one point threatened approximately 83 
structures, a fish hatchery, and a historical site in the community of Sandoval County. 
The fire was located on both federal and private land including Pueblo tribal land. The 
authorization makes FEMA funding available to pay 75 percent of state, local and tribal 
government eligible firefighting costs under an approved grant for managing, 
mitigating and controlling designated fires.  
Source: http://media-newswire.com/release_1120150.html 

54. June 6, Associated Press – (Arizona) Forest Service investigating AZ mine 
hazard. The U.S. Forest Service and the U.S. Environmental Protection Agency (EPA) 
are investigating potential hazardous materials at a mine southwest of Prescott, Arizona 
after forest officials received an anonymous tip about leaking hazardous materials at 
the site in the Copper Basin area. The Prescott National Forest supervisor estimates the 
mine site contains about 100 barrels of chemicals and some dynamite. Some of the 
barrels are not labeled, but the EPA is testing the chemicals to find out what they are. 
Source: http://www.kold.com/Global/story.asp?S=12602911 
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55. June 6, National Parks Traveler – (Washington) Avalanche his 11 climbers on 
Mount Rainier, one still missing. Searchers were waiting for improved weather 
conditions to resume the hunt for one of 11 climbers who were hit by an avalanche 
while trying to summit Mount Rainier in Mount Rainier National Park in the State of 
Washington. The 11 were trying to summit early June 5 via the Ingraham Direct route. 
After the slide, guides from International Mountain Guides and Rainier 
Mountaineering, Incorporated, were able to rescue 10 of the climbers. A Chinook 
helicopter from the 214th Unit of the U.S. Army Reserve out of Fort Lewis helped 
remove two injured climbers and six rescuers from the scene. Weather conditions 
deteriorated June 5 and park officials feared it might not be until June 7 before 
conditions allowed a thorough search to resume. The high avalanche danger and poor 
weather conditions created unsafe conditions for searching from the air and ground. No 
sign of the missing climber was found during an air search of the avalanche area staged 
before the weather deteriorated. A complete ground search was not possible due to high 
avalanche danger. Searchers were able to probe the sections of the avalanche area they 
could reach safely. The avalanche began at about 12,500 feet in elevation and traveled 
to about 11,200 feet in elevation. It was a slab avalanche that was 100–200 yards wide 
and 1-2 meters deep. 
Source: http://www.nationalparkstraveler.com/2010/06/avalanche-his-11-climbers-
mount-rainier-one-still-missing5981 

[Return to top]  

Dams Sector 

56. June 6, Associated Press – (International) Second flood wave breaks dikes, forces 
thousands to evacuate in southern Poland. Thousands of firefighters and soldiers are 
strengthening dikes that are crumbling in a second wave of massive flooding in 
southern Poland following weeks of torrential rains. A spokesman for the firefighters 
said Sunday that some 3,000 people have been evacuated from eight villages after the 
Vistula River spilled over near Szczucin, where massive flooding first hit in May. The 
Vistula was also inundating the streets and house in a part of Sandomierz, after dikes 
repaired after the May flooding, succumbed under new flood wave. Some villages were 
cut off and relying on army helicopters to drop supplies after parts of roads were 
washed away. Meteorologists are warning of more rain. 
Source: http://www.google.com/hostednews/canadianpress/article/ALeqM5jtn-
dWiQ4zkcyQ41BC7tnGTdriug 
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