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Top Stories 

• According to The Associated Press, an off-duty cop pretending to be a terrorist stormed 
into a hospital intensive care unit brandishing a handgun, which he pointed at nurses while 
herding them down a corridor and into a room. There, after harrowing moments, he 
explained that the whole caper was a training exercise. (See item 34) 

• An alleged plot by a Mexican drug cartel to blow up a dam along the Texas border — and 
unleash billions of gallons of water into a region with millions of residents — sent 
American police, federal agents and local disaster officials scrambling last month to thwart 
such an attack, authorities confirmed Wednesday. Whether the cartel, which is known to 
have stolen bulk quantities of gunpowder and dynamite, could have taken down the five-
mile-long Falcon Dam along the Rio Grande River may never be known. (See item 54) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  
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1. June 2, Associated Press – (Associated Press) ND power plant to unveil dried-coal 
technology. The operator of North Dakota’s biggest coal-fired power plant is touting 
— and attempting to sell — technology that it said improves efficiency and cuts 
pollution by drying and removing impurities from high-moisture coal. Great River, a 
supplier of electric power to rural cooperatives in Minnesota and Wisconsin, has 
worked for more than a decade developing the so-called DryFining process that uses 
waste heat from the factory to remove water from lignite, a low-quality but abundant 
coal in North Dakota. Great River got a $13.5-million loan from the U.S. Energy 
Department and a $647,000 state grant for the project, which went on line in December. 
The company will not disclose the project’s overall cost. Lignite contains up to 40 
percent water and the company’s new process can cut the moisture content by a quarter. 
Drier coal creates more energy and lessens the amount of power needed to process and 
burn it, reducing emissions from factory stacks, he said. The process also removes 
some of the impurities such as sulfur and mercury found in low-grade coal, the 
company said. 
Source: http://www.forbes.com/feeds/ap/2010/06/02/business-us-drying-coal-north-
dakota_7654959.html?boxes=Homepagebusinessnews 

2. June 2, Reuters – (Pennsylvania) Exelon to get new transformers at Pa. Peach 
Bottom. Exelon Corp said it will start transporting three huge power transformers from 
Havre de Grace, Maryland to the 2,224-megawatt Peach Bottom nuclear power plant in 
Delta, Pennsylvania, next week. In a June 2 release, Exelon said transporting the 
transformers was part of an $87-million plan to replace all six of the main power 
transformers at Peach Bottom by the end of 2011. A seventh spare transformer will be 
stored on site. The Hyundai-built transformers from Korea arrived in Philadelphia and 
were barged to Havre de Grace. Each unit weighs about 481,000 pounds (218,177 kg) 
and stands 35-feet (10.6 meters) high and 28-feet wide. 
Source: http://www.reuters.com/article/idUSN0218057020100602?type=marketsNews 

3. June 2, Portland Business Journal – (National) HM3 Energy lands USDA grant for 
biomass fuel research. HM3 Energy announced June 2 it received a $90,000 grant 
from the U.S. Department of Agriculture (USDA) to refine the process of turning forest 
and wood waste into an alternative fuel that can be burned cleanly in existing coal 
plants. Gresham-based HM3 Energy is using torrefaction — an oxygen-free, high-heat 
process — to convert biomass into dry and dense briquettes that can be used like coal. 
The USDA Small Business Innovation Research Phase I award will fund HM3’s 
refining of the process that will remove dirt, sand and rock from the biomass debris in 
order to produce clean-burning briquettes. The grant is likely to be followed by a Phase 
II award of $750,000 or more to evolve the process into a demonstration phase. 
Source: 
http://sustainablebusinessoregon.com/articles/2010/06/hm3_energy_lands_usda_grant_
for_biomass_fuel_research.html 

[Return to top]  

Chemical Industry Sector 
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4. June 2, Janesville Gazette – (Wisconsin) Leaky tanker spills liquid nitrogen on Hwy. 
140. A leaky valve on a chemical tanker left nearly 200 gallons of liquid nitrogen 
spilled on a two-mile stretch of Highway 140 in Clinton, Wisconsin, June 3, the Rock 
County Sheriff’s Office reported. Authorities said a coupling and valve connection had 
rattled open on a 3,200-gallon tanker pulled by a truck owned by the DeLong Corp. 
The truck was traveling south between East County P and East Stateline Road south of 
Clinton at about 3 p.m. when the leak occurred, officials said. A passerby saw the tank 
leaking onto the roadway, and called DeLong, who then instructed the driver to stop 
and check the tank, officials said. The spill left about 175 gallons of liquid nitrogen on 
the road, officials said. Crews from DeLong and the Clinton Fire Department cleaned 
up the spill, which spanned about two and a half miles on the southbound lane of 
Highway 140, between East County P and East Stateline Road. Traffic was rerouted 
during the cleanup, and no accidents or injuries were reported, officials said. 
Source: http://gazettextra.com/weblogs/latest-news/2010/jun/02/leaky-tank-causes-
liquid-nitrogen-spill-hwy-140/ 

5. June 1, McClatchy – (California) EPA faults Calif. hazardous-waste landfill’s 
testing of contaminants. A hazardous-waste landfill suspected by Kettleman City, 
California, residents of causing birth defects has been inaccurately testing treated 
contaminants for five years, the U.S. Environmental Protection Agency (EPA) said. 
Officials at the Waste Management site in Kettleman Hills said they immediately began 
using an independent testing laboratory last week when the EPA notified them of the 
problem with their own laboratory. But company officials disagree that their laboratory 
was producing flawed results. “We believe the findings in the EPA letter are inaccurate 
and based on a misinterpretation of test results,” Waste Management’s director of 
environmental protection said in a prepared statement. “EPA’s approach was 
fundamentally flawed.” It is the second time this year that the EPA has announced a 
serious problem at the landfill. In April, the agency ordered Waste Management to 
correct flawed disposal practices for dangerous toxins, called PCBs, which are found in 
transformers and coolants. The laboratory problems are significant, EPA officials said, 
because the tests determine whether treated contaminants are within acceptable levels 
before they are buried at the landfill. By federal law, Waste Management could face 
penalties up to $37,500 per day for violations — which could add up to millions of 
dollars in fines for its landfill laboratory. The EPA relies on private companies for 
testing treated contaminants because the government does not have a staff large enough 
for the task, officials said. Waste Management also faces allegations from Kettleman 
City residents who think there is a connection between the landfill and birth defects in 
their community of 1,500. Since 2007, 10 babies have been born with defects, 
including cleft lip and cleft palate facial deformities. Three of the babies died. An 11th 
baby was stillborn with birth defects. 
Source: http://www.kansascity.com/2010/06/01/1985993/epa-faults-calif-hazardous-
waste.html 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 
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6. June 3, Las Vegas Review-Journal – (National) NRC panel hears Yucca Mountain 
arguments today. A legal board for the Nuclear Regulatory Commission (NRC) will 
hear arguments June 3 on whether to allow the Department of Energy (DOE) to 
withdraw its Yucca Mountain license application. On Friday, the panel will meet with 
attorneys to discuss how the DOE is going to preserve documents from the long-
running project. The sessions will start at 9 a.m. each day at the commission’s hearing 
facility in Las Vegas, at Pacific Enterprise Plaza, Building 1, 3250 Pepper Lane. The 
NRC will Webcast both days. 
Source: http://www.lvrj.com/news/nrc-panel-hears-yucca-mountain-arguments-today-
95492284.html 

7. June 3, The Day – (Connecticut) NRC, Dominion investigate open vents at 
Millstone. Dominion is investigating how and why two sets of vents at the Millstone 
Unit 3 reactor were left open for two weeks in a leak collection release system that only 
operates during accidents. There were no accidents or incidents between May 11, when 
Unit 3 was preparing to exit a refueling outage, and May 28, when the condition was 
discovered, said a Dominion spokesman. The vent positions were immediately 
corrected when found, the Dominion spokesman said. However, operators want to 
know whether the system, which prevents radiation from being released outside the 
containment building where the reactor is housed, would have still been able to 
function during an accident with the vents open, said the Dominion spokesman, and a 
spokesman for the Nuclear Regulatory Commission. The Supplementary Leak 
Collection System, or SLCRS, is in standby unless there’s an accident, the Dominion 
spokesman said. It appears that testing was completed without the vents being returned 
to their proper position, he said. “Since there was no accident, there was no release of 
radioactivity as a result of the system being misaligned,” said the NRC spokesman. 
“The question is: Why was it misaligned for two weeks or so? And that’s something 
our inspectors will be looking at further.” 
Source: http://www.theday.com/article/20100603/BIZ02/306039625/1044 

8. June 3, Associated Press – (Texas; Tennessee) Nuclear security officials discuss 
contracts. Federal officials say they don’t yet have a timeframe for releasing the details 
on the single management contract for the Pantex nuclear plant near Amarillo, Texas 
and a Tennessee facility. National Nuclear Security Administration (NNSA) officials 
were in Amarillo June 2 to hold a public briefing on contract reform. According to 
contract reforms announced earlier this year, the NNSA will conduct a bidding 
competition for a single contract to manage the Pantex Plant and Tennessee’s Y-12 
National Security Complex, which produces uranium parts for warheads. There is also 
a contact option to manage operations at South Carolina’s Savannah River Site, which 
handles tritium, a radioactive gas used in nuclear weapons. The Amarillo Globe-News 
reports that a NNSA official said the agency will get public comments about the overall 
contract reform process before it issues the draft request for proposals — a document 
spelling out government requirements for the contract. The NNSA official said the 
overall contracting process usually takes 12 to 18 months. Another NNSA official said 
that after the agency issues its draft requests, it will hold another public comment 
period. Then contractors will submit bids. 
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Source: http://www.google.com/hostednews/ap/article/ALeqM5ivO7FLw-
0y9v4he9XGRsBa-pAJ9QD9G3I2H00 

For another story, see item 2  
 
[Return to top]  

Critical Manufacturing Sector 

9. June 3, Consumer Affairs – (National) Rollover tests of midsize SUVs produce mixed 
results. New test results show that some automakers are doing a good job of designing 
vehicle roofs that perform much better than current federal rollover standards require. 
The roofs on other vehicles, however, need improvement. In the first Insurance Institute 
for Highway Safety (IIHS) roof strength tests of midsize SUVs, six earn the top rating 
of “good” for rollover protection, one is “acceptable,” and five others earn the second 
lowest rating of “marginal.” Midsize SUVs earning “good” ratings are the 2010 
Chevrolet Equinox (twin GMC Terrain) built after March 2010, Jeep Liberty (twin 
Dodge Nitro), Toyota Highlander and Venza, plus the Jeep Grand Cherokee and Kia 
Sorento, both 2011 models. The 2010 Ford Edge is rated “acceptable.” The worst 
performers, which earn “marginal” ratings, are the Honda Accord Crosstour, Honda 
Pilot, Mazda CX-7, Mitsubishi Endeavor, and Nissan Murano, all 2010 models. In 
addition to earning “good” ratings for rollover protection, the Equinox, Grand 
Cherokee, Highlander, Sorento, and Venza also earn the Institute’s Top Safety Pick 
award. To achieve this, a vehicle has to earn good ratings for occupant protection in 
front, side, rear, and rollover crashes. 
Source: http://www.consumeraffairs.com/news04/2010/06/suv_rollover_tests.html 

10. June 2, Associated Press – (Indiana) Worker dies in accident at Indiana steel 
complex. A northern Indiana man has died after a forklift he was working on fell on 
him at ArcelorMittal’s steel mill complex. The f57-year-old died June 1 in the accident 
at Bulk Transport’s yard at ArcelorMittal’s Burns Harbor, Indiana complex. The Porter 
County Coroner said an autopsy performed found the man died of blunt force trauma to 
the chest. He said the forklift the man was working on had been picked up with a loader 
so it could be serviced. It fell on him while he was alone working on the machine. The 
Indiana Occupational Safety and Health Administration is investigating the death. 
Source: http://www.businessweek.com/ap/financialnews/D9G3CRKG4.htm 

[Return to top]  

Defense Industrial Base Sector 

11. June 3, Naval Open Source INTelligence – (National) DDG 1000 could get new 
missile-defense radar. The Pentagon’s recent decision to eliminate half of a new radar 
system for the U.S. Navy’s DDG 1000 Zumwalt-class destroyers - and delay the first of 
the ships by a year - are not, as many surmised, a result of cost growth or poor program 
performance. Instead, they are an effort to get a new, even more advanced and capable 
radar into the new ships. The new radar is the Air Missile Defense Radar (AMDR), a 
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system currently in the early stages of development. The Navy plans to fit the radar, 
which will be designed from the start to handle ballistic missile defense, into new 
Flight III versions of its DDG 51-class destroyer. The first Flight III ship is to be 
ordered in 2016. 
Source: http://nosint.blogspot.com/2010/06/ddg-1000-could-get-new-missile-
defense.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed:+blo
gspot/fqzx+(Naval+Open+Source+INTelligence) 

12. June 3, Space-Travel.com – (National) Preparations for first Falcon 9 test 
launch. SpaceX is now targeting Friday, June 4 for its first test launch attempt of the 
Falcon 9 launch vehicle. The successful liftoff of the recent GPS satellite launch May 
27 freed up the necessary range resources to process final documentation, and 
conditions are now looking good for final approval of the flight test. Today, SpaceX 
completed end to end testing of the Falcon 9 as required by the Air Force Range and 
everything was nominal. Later this evening, final system connections for the FTS will 
be completed. Friday, will feature a morning rollout with afternoon erection of the 
vehicle. On Friday, the launch window opens at 11 a.m. Eastern time and will last four 
hours. SpaceX has also reserved a second launch day June 5 with the same hours. 
Source: http://www.space-
travel.com/reports/Preparations_For_First_Falcon_9_Test_Launch_999.html 

[Return to top]  

Banking and Finance Sector 

13. June 3, Reuters – (National) Ex-Goldman analyst who fled must pay $27.8 
million. A former Goldman Sachs Group Inc. analyst who pleaded guilty to running an 
insider trading scheme and later fled while on probation has been ordered to pay nearly 
$27.8 million. In an opinion released late June 2, a U.S. district directed the suspect to 
pay a $7.72 million default judgment plus $20.05 million in fines, in a civil lawsuit 
filed by the U.S. Securities and Exchange Commission (SEC). The suspect pleaded 
guilty in April 2006 to securities fraud and conspiracy for orchestrating a $6.7 million 
insider trading ring. Prosecutors said the ring traded on leaks about mergers, market-
moving media reports, and a grand jury probe involving the drugmaker Bristol-Myers 
Squibb Co. People who leaked information included a Merrill Lynch & Co analyst, 
workers at a printing plant for BusinessWeek magazine, and a New Jersey postal 
worker who sat on the grand jury. The analyst was sentenced in January 2008 to time 
served and three years of probation after cooperating with investigators, but soon 
violated his probation. An arrest warrant was issued in April 2008, court records 
show.The judge said the suspect failed to respond to three amended SEC complaints, 
and his whereabouts remain unknown. 
Source: http://www.reuters.com/article/globalNews/idUSTRE6522UZ20100603 

14. June 2, WAPT 16 Jackson – (Mississippi) BBB: Text message from credit union is 
scam. The Better Business Bureau (BBB) received several complaints recently about a 
text message that claimed to be from a local credit union. The text message warns of a 
security notice from Magnolia Federal Credit Union and urges the recipient to call a 
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secure phone line for more details. But both the credit union and the BBB warn that the 
text message is a scam. “We’ve seen this type of scam before,” said the president of the 
Mississippi BBB. “It’s a lure to try to get you to call a particular number, and then if 
you connect to someone they will tell you there’s some problem with your account and 
they’ll need to verify your identity.” The president said all the scammers want is 
personal information, including a Social Security number and bank account numbers. 
Source: http://www.wapt.com/money/23766913/detail.html 

15. June 2, KJCT 8 Grand Junction – (Colorado) 3 indicted in $5.7 million investment 
scheme. Three men are suspected of operating a $5.7 million investment scheme in 
which 70 investors were allegedly defrauded of money. The Colorado attorney general 
announced the indictment June 2. Investigators said the men conducted seminars to 
recruit investors and then failed to tell them that their investments would fund 
unsecured promissory notes and pay for legal fees. The 40-year-old and 48-year-old 
suspects of Glendale are accused of conducting the seminars. A 50-year-old suspect of 
Loveland is accused of failing to disclose that he lent himself money from the fund and 
paid himself commission. A civil case filed by the U.S. Securities and Exchange 
Commission is also pending in U.S. District Court. 
Source: http://www.kjct8.com/Global/story.asp?S=12584851 

16. June 2, KPTH 44 Sioux City – (Iowa) Bank worker sentenced for Sac City fraud. A 
former Sac City, Iowa bank employee was sentenced for a 13-year bank fraud scheme. 
The 49-year-old suspect will spend more than seven years behind bars for selling $4 
million worth of fake certificates of deposit to 40 victims. The plot took place between 
1995 and 2008 at the Sac City Bank. The suspect must also pay restitution to the 
customers. 
Source: http://www.kpth.com/Global/story.asp?S=12585821 

17. June 2, Tampa Tribune – (Florida) Ex-call center operator pleads guilty to bank 
fraud. A former bank call center operator pleaded guilty June 2 to stealing customer 
information and trying to sell it. The 28-year-old defendant of Riverview, Florida faces 
up to 30 years in federal prison after pleading guilty to one count of bank fraud. A 
sentencing date has not been set. The defendant was a Bank of America customer 
service operator, handling calls from customers who had questions about their 
accounts. In March, he and an unnamed man met with an undercover FBI agent at a 
restaurant in east Hillsborough County. The defendant offered to sell customers’ 
personal information in return for part of the proceeds of raiding the accounts. The 
information included name, birthday, address, tax identification number and telephonic 
password. According to his plea agreement, the defendant wanted to target only 
customers with more than $100,000 in their accounts and wanted half of any stolen 
funds. He later reduced his demand to a quarter of the swag; he received $2,500 in the 
sting operation. 
Source: http://www2.tbo.com/content/2010/jun/02/ex-call-center-operator-pleads-
guilty-bank-fraud/news-breaking/ 

18. June 2, Shreveport Times – (Louisiana) Bossier City man charged with credit card 
‘skimming’. A Bossier City, Louisiana man faces theft charges after allegedly using a 
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skimming device to steal people’s credit card information. Bossier City police arrested 
a 21-year-old suspect June 2 on 10 counts of theft under Louisiana’s Anti-Skimming 
Act following a week-long investigation. The suspect is accused of using a skimming 
device, also known as a skimmer, over the past several weeks to steal credit card 
information from customers in the drive through lane at the McDonald’s Express 
restaurant in the 1900 block of Airline Drive where he was employed. A skimmer is a 
small device that electronically scans and stores information from a credit card’s 
magnetic strip. The data can then be used fraudulently to make purchases on a victim’s 
account. Individuals who used their credit card at that McDonald’s Express within the 
past several weeks are advised to check their accounts for fraudulent activity. 
Source: 
http://www.shreveporttimes.com/article/20100602/NEWS03/100602016/Bossier-City-
man-charged-with-credit-card-skimming- 

For another story, see item 36  
 
[Return to top]  

Transportation Sector 

19. June 2, Progressive Railroading – (Connecticut) Connecticut lands federal grants to 
step up rail security. The state of Connecticut will receive $5.2 million from the U.S. 
Department of Homeland Security to bolster security along the state’s rail system, the 
state’s governor recently announced. The funds will be used by the state departments of 
Transportation, Emergency Management, and Homeland Security to install fiber-optic 
cables along rail rights of way. The cables will accommodate video cameras at local 
rail facilities, the governor said in a prepared statement. Past security grants have 
totaled nearly $9 million. In addition to other security measures, federal funds will help 
establish canine transit security teams, the governor said. 
Source: http://www.progressiverailroading.com/news/article.asp?id=23456 

20. June 2, Associated Press – (New Jersey) Smoke condition halts NJ Transit light rail 
train. New Jersey Transit said a smoke condition forced the evacuation of passengers 
from a River Line light rail train in southern New Jersey, but there were no injuries. A 
NJ Transit spokesman said the operator stopped the Camden-bound train at about 5:20 
p.m. Wednesday just north of the Florence station when he noticed a smoke condition 
in the engine compartment. About 50 passengers were evacuated safely. Buses were 
dispatched to take them to the Florence station to board another train. The spokesman 
said the incident caused 30-minute delays in both directions on the line, which runs 
from Trenton to Camden. NJ Transit mechanics were working on the disabled train. 
Source: http://www.app.com/article/20100602/NEWS06/100602104/Smoke-condition-
halts-NJ-Transit-light-rail-train 

21. June 2, Fort Worth Star-Telegram – (Texas) CareFlite copter crashes on test flight; 2 
die. Two CareFlite crew members were killed Wednesday afternoon in the fiery crash 
of a helicopter ambulance in a Midlothian, Texas field. The pilot and a mechanic were 
taking the craft, a Bell 222U, on a maintenance flight out of Grand Prairie Municipal 
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Airport, said an Federal Aviation Administration spokesman in Fort Worth. No patient 
was aboard when the aircraft crashed shortly after 2 p.m. The airport is about 24 miles 
north of the crash scene near Texas 67 and Wyatt Road in Midlothian, Texas. CareFlite 
had recently acquired the helicopter and was performing required maintenance before 
putting it in operation, the spokesman said. He said that the weather was good at the 
time of the crash, and that the Bell 222U is a reliable aircraft. 
Source: http://www.star-telegram.com/2010/06/02/2235330/careflite-copter-crashes-
on-test.html 

22. June 2, Fox News – (Illinois) Security fails to detect pot in carry-on. FBI agents have 
arrested two men who apparently went through security at Sky Harbor Airport in 
Phoenix with marijuana in their carry-on bags— and it begs the question, what else is 
getting through? The flights were from Phoenix to Chicago. Two men were arrested for 
smuggling nearly 19 pounds of marijuana on the plane in their carry-ons, according to 
the FBI. The FBI said one of the suspects has gone through Sky Harbor security with 
drugs in his bag at least 20 times in the past year — and gotten away with it every time. 
According to the criminal complaint, the man took more than 20 American Airlines 
flights to and from Phoenix between March 2009 and March 2010. Each time he stayed 
for three days or less. Agents said the alleged smugglers were boarding the planes with 
buddy passes. Buddy passes are a perk of the job for Southwest and American Airlines 
employees. Southwest said that each employee has to check-in their buddy — meaning 
these men were allowed on the plane by airline employees. 
Source: http://www.myfoxphoenix.com/dpp/news/crime/pot-in-carry-on-6-2-2010 

23. June 1, CNN – (International) Feds questioning man on no-fly list who was aboard 
diverted flight. A Somali man on board a plane that was diverted to Montreal, Canada, 
May 30 amid fears that he presented a threat to the United States is being questioned by 
U.S. authorities, officials said June 1. Canadian officials turned the suspect over to U.S. 
authorities at the Champlain, New York, border crossing Tuesday afternoon, U.S. 
officials said. The suspect, described as a legal resident of the United States, was on an 
Aeromexico flight from Paris, France, to Mexico City on Sunday when U.S. authorities 
refused permission for the plane to overfly the United States. The officials said the 
suspect’s name appeared on the no-fly list, a government list of about 6,000 people not 
permitted to fly in the United States. On Monday, a U.S. Transportation Security 
Administration spokeswoman described the suspect as a “person of interest,” but 
officials have declined to elaborate on the reason for that designation. The incident is 
likely to raise questions about screening procedures involving the no-fly list in foreign 
airports. Currently, airlines operating at overseas airports often transmit passenger lists 
to U.S. authorities only after the flight has departed. In this case, U.S. authorities 
spotted the man’s name on the passenger manifest and refused permission for the flight 
to enter U.S. airspace. 
Source: http://www.cnn.com/2010/US/06/01/flight.diverted.suspect/ 

24. June 1, Department of Homeland Security – (International) U.S. works with Middle 
East to bolster global aviation security. The Department of Homeland Security 
(DHS) Secretary will travel to the United Arab Emirates (UAE) May 31-June 1. She 
will meet with her counterparts from the Middle East region and officials from the 
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International Civil Aviation Organization (ICAO) to discuss ways to bolster global 
aviation security. This will be the fifth in a series of major international meetings 
hosted by ICAO member states in which the Secretary will participate to build 
consensus on strengthening global aviation security, and to identify specific steps that 
nations can take individually and collectively to protect all passengers. Prior to visiting 
UAE, the Secretary will travel to Saudi Arabia May 30-31 to meet with top Saudi 
officials about a variety of global security issues. She will discuss counter-terrorism, 
counter-radicalization and cooperation on critical infrastructure protection, and deliver 
remarks to students and businesswomen about the importance of opportunities in 
education, and the value of public service for women across the world. 
Source: http://www.thegovmonitor.com/world_news/united_states/u-s-works-with-
middle-east-to-bolster-global-aviation-security-32362.html 

[Return to top]  

Postal and Shipping Sector 
 

Nothing to report 
 
[Return to top]  

Agriculture and Food Sector 

25. June 3, Powell Tribune – (National) Fire consumes bean-seed facility. Powell, 
Wyoming volunteer firefighters faced a difficult situation when a major fire broke out 
at Treasure Valley Seed over the Memorial Day holiday. Firefighters arrived just before 
11 p.m and remained on scene until 6:30 a.m. May 31. The fire chief said firemen faced 
initial difficulties because the building’s location between the Garland Canal and the 
Burlington Northern-Santa Fe tracks gave them limited space to work in. The nearest 
fire hydrant was too close to the fire to bring a truck to it, and firefighters had to hook 
up to hydrants some distance away. The chief said firemen determined there were no 
chemicals that could produce toxic smoke in the facility, and there was no wind that 
could have spread the fire. A large propane tank vented on sight, and some small 
propane tans exploded, but produced no additional damage. As sections of the building 
began to collapse, firemen faced problems in getting water to the fire, because metal 
from the walls and roof were in the way. Because of the holiday, firemen had difficulty 
locating contractors and others who could provide equipment needed to remove the 
metal. About 800 residents lost power during the blaze, according to the superintendent 
of the City of Powell Electric Department. The fire was close to feeder lines, he said, 
which forced workers to shut down the circuit that served most of the south side of 
Powell and some areas on the west side. 
Source: http://powelltribune.com/index.php/content/view/3376/58/ 

26. June 3, Chico Enterprise Record – (California) Salmonella cases linked to Chico 
event. Health officials say a number of people who got food poisoning attended a 
social gathering May 8 in Chico, California. At least 15 of the hundreds of people at the 
Margarita Mix-Off became sick from salmonella bacteria. Three of them were 
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hospitalized. The 20/30 Club, a local service organization, hosted the Margarita Mix-
Off at Manzanita Place. Six local restaurants served food at the event. While they 
identified the May 8 event as the source of the outbreak, health officials weren’t able to 
find a particular food that caused the illnesses, even though extensive interviews were 
done with people who got sick, said Butte County’s health officer. No food from the 
event has been saved, he said. The health department got involved after it received 
seven reports from local doctors who saw patients sickened by salmonella bacteria. 
Specimens were sent to the state lab in Richmond. Five of the specimens were 
identified as a rare type of salmonella. Those five patients had all attended the 
Margarita Mix-Off, the health officer said. Health officials talked to 10 other people 
who had gotten sick at the same event but hadn’t gone to the doctor. If people other 
than the ones health officials have talked to got sick at the event, the health department 
would be interested in hearing from them, the county health officer said. 
Source: http://www.chicoer.com/news/ci_15216326 

27. June 2, The Brooklyn Paper – (New York) Fowl is fair! Key Food’s chicken 
relabeling is completely kosher. A Brooklyn Heights, New York Key Food that has 
been repeatedly accused of changing the “sell-by” date on meat is off the hook this 
week after the state revealed that the relabeling practice is completely legal. The 
Atlantic Avenue market was under state scrutiny in May after a customer took pictures 
of a spoiled D’Artagnan chicken, which appeared to have a new “sell by” date placed 
over the 11-day-old original. “Sell by dates are nothing but a tool for store managers,” 
said a spokeswoman for the Department of Agriculture and Markets that inspected the 
Key Food. “It’s not illegal to re-date or re-package, though they’re still required to sell 
safe, wholesome products.” She said the department followed up on May 13 claim 
mainly because the customer’s chicken had spoiled — but inspectors couldn’t find 
“critical deficiencies” in the store’s practices. But reports obtained by The Brooklyn 
Paper revealed that this particular Key Food walked a thin line last month after 
inspectors found back-to-back food deficiencies. In April, inspectors found a 
significant “buildup of old encrusted meat residues on food contact surfaces,” and in 
May, they found flies in the basement kitchen — problems that were resolved in front 
of inspectors. If the Key Food had failed a third inspection May 13, its license could 
have been revoked, the spokeswoman said. 
Source: 
http://www.brooklynpaper.com/stories/33/23/bh_keyfoodfowl_2010_06_04_bk.html 

28. June 2, Providence Journal – (National) Update: USDA gives R.I. just $6,000 for 
flood relief. The U.S. Department of Agriculture (USDA) announced June 2, that it is 
awarding $12 million in relief funds to farmers and ranchers whose farmland was 
damaged from floods, wildfires, droughts and tornadoes this year. Of that $12 million, 
Rhode Island is getting 1/20 of 1 percent — $6,000 — to repair damage suffered in the 
flooding of late March and early April. The bulk of the flood money, $11.3 million, is 
being distributed to counties in Tennessee and Kentucky for the water damage it 
sustained from April 30 to May 4. The chief of public affairs for the USDA’s Farm 
Service Agency said the awards are based on applications by people affected. More 
money may have gone to Tennessee and Kentucky because people there are more 
familiar with the program. “This is pretty rare in Rhode Island to have this kind of 
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heavy damage in one year.” The money is designed to repair damage to existing 
conservation areas, including removing debris, restoring fences, and repairing 
structures designed to help conserve water during a drought. The public affairs chief 
said people in Rhode Island can still apply by going to the Web site 
disaster.fsa.usda.gov. 
Source: http://newsblog.projo.com/2010/06/usda-gives-ri-120-of-1-percent.html 

For more stories, see items 29, 32, and 54  
 
[Return to top]  

Water Sector 

29. June 2, Water Technology Online – (National) EPA proposes new permit 
requirements for pesticide discharges. The U.S. Environmental Protection Agency 
(EPA) is proposing a new permit requirement that would decrease the amount of 
pesticides discharged to U.S waters. This action is in response to an April 9, 2009 court 
decision that found that pesticide discharges were pollutants, requiring a permit. The 
proposed permit, released for public comment and developed in collaboration with 
states, would require all operators to reduce pesticide discharges by using the lowest 
effective amount of pesticide, prevent leaks and spills, calibrate equipment and monitor 
for and report adverse incidents. Additional controls, such as integrated pest-
management practices, are built into the permit for operators who exceed an annual 
treatment area threshold. “EPA believes this draft permit strikes a balance between 
using pesticides to control pests and protecting human health and water quality,” said 
the assistant administrator for EPA’s Office of Water. EPA estimates that the pesticide 
general permit will affect approximately 35,000 pesticide applicators nationally that 
perform approximately half a million pesticide applications annually. EPA is soliciting 
public comment on whether additional use patterns should be covered by this general 
permit. The agency plans to finalize the permit in December 2010. It will take effect 
April 9, 2011. Once finalized, the pesticide general permit will be used in states, 
territories, tribal lands, and federal facilities where EPA is the authorized permitting 
authority. In the remaining 44 states, states will issue the pesticide general permits. 
EPA has been working closely with these states to concurrently develop their permits. 
Source: http://www.watertechonline.com/news.asp?N_ID=74212 

30. June 2, The Tennessean – (Tennessee) Landfill leaks into river. Rutherford County, 
Tennessee, landfill officials propose spending $150,000 in the coming year to address 
the leaking of leachate, a solid-waste liquid containing chemicals, into the Stones River 
this year. “You’re not supposed to have leachate leaving the site,” the landfill director 
said. “The big concern is to try to keep it out of the river.” A Tennessee Department of 
Environment and Conservation inspector noticed the leachate problem in a drainage 
ditch from the county’s construction and demolition landfill March 5 and again on a 
reinspection March 12. After state and county officials discussed the issues April 1, the 
county sent an April 26 letter to the state agency stating that the problems had been 
addressed. The landfill is located off East Jefferson Pike in the Walter Hill community 
on the banks of Stones River East Fork north of Murfreesboro. The county has an 
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engineering consulting firm that visits the landfill quarterly to test the groundwater for 
chemicals as well as methane gas to make sure the area is safe. The state will continue 
to assess the leachate problem and proposed solutions. 
Source: 
http://www.tennessean.com/article/D4/20100602/NEWS01/6020314/Landfill+leaks+in
to+river 

31. June 1, Dayton Daily News – (Ohio) Did GM leave a toxic legacy in contaminated 
groundwater? It is one of the biggest questions faced by any city with a manufacturing 
plant within its boundaries: How bad is the contamination around that plant? The city 
of Moraine, Ohio, is tackling that question now with regard to a former General Motors 
Corp. engine plant off Dryden Road. GM and environmental contractors have installed 
about 30 monitoring wells around the plant to track the movement of a plume of 
contaminated groundwater. The U.S. Environmental Protection Agency (EPA) has 
installed mitigation systems in 148 homes to remove potentially hazardous vapors 
coming from groundwater contamination traced to the plant. Moraine officials said 
there will be monitoring, mandated by the EPA, to detect the possible presence of 
underground vapors near the engine plant. The city has stopped issuing drilling permits 
until the EPA has met with residents to explain the methods and intentions of the 
testing, said a Moraine city engineer. An EPA research scientist overseeing her 
agency’s involvement in Moraine, said computer modeling suggests vapors from the 
contaminated groundwater plume may not migrate to the breathing air of residents. But 
she added that the agency wants confirmation of that. 
Source: http://www.daytondailynews.com/news/dayton-news/did-gm-leave-a-toxic-
legacy-in-contaminated-groundwater--738621.html 

For another story, see item 39  
 
[Return to top]  

Public Health and Healthcare Sector 

32. June 3, Journal of American Veterinary Medicine Association – (International) One 
foodborne pathogen goal met so far. A 10-state surveillance system uncovered fewer 
illnesses connected with Shiga toxin-producing Escherichia coli O157 in 2009 than in 
any of the preceding four years. While the number of Salmonella-related illnesses 
declined slightly in 2009, compared with the average from 2006 to 2008, the 
prevalence of confirmed Campylobacter-related illnesses rose slightly, and Listeria-
related illnesses rose in the same period, according to preliminary data from the Centers 
for Disease Control and Prevention. Among those illnesses, only the prevalence of 
cases connected with STEC O157 is currently low enough to reach a national goal set 
for the end of 2010. The figures were included in the CDC’s April 16 Morbidity and 
Mortality Weekly Report, which reported preliminary data from the Foodborne 
Diseases Active Surveillance Network, or FoodNet. The network is part of the CDC’s 
Emerging Infections Program, and the data were collected through surveillance of 
laboratory-confirmed infections with pathogens that are commonly transmitted through 
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food. The surveillance area includes about 46.4 million people. 
Source: http://www.avma.org/onlnews/javma/jun10/100615m.asp 

33. June 3, PSYCORG.com – (National) New antibiotic proves safe and well 
tolerated. The new antibiotic - PT1.2 - has been developed by Phico Therapeutics, 
initially to treat nasal infections of the bacterium Staphylococcus aureus including the 
‘superbug’ MRSA. It is the first in a new class of antibacterial therapy forming Phico 
Therapeutics’s antibiotic platform technology called SASPject, which is specifically 
designed to combat the problem of drug resistance. “The completely new SASPject 
technology has the capability to revolutionise antibiotic therapy and human trials are a 
crucial milestone in product development,” explained the CEO of Phico Therapeutics. 
“Successful completion of this trial means that we have met the first milestone laid 
down by the Wellcome Trust as part of Phico’s Strategic Translation Award, and 
triggers drawdown of our second tranche of funds to cover the phase II trial.” 
Source: http://www.physorg.com/news194779751.html 

34. May 29, Associated Press – (Nevada) Hospital uses armed man in unannounced 
drill. An off-duty cop pretending to be a terrorist stormed into a hospital intensive care 
unit brandishing a handgun, which he pointed at nurses while herding them down a 
corridor and into a room. There, after harrowing moments, he explained that the whole 
caper was a training exercise. The staff at St. Rose Dominican Hospitals-Siena 
Campus, where the incident took place May 24, found the exercise more traumatizing 
than instructive. Just last year, Henderson police shot and killed an armed, hostile man 
in the emergency room, so security and emergency preparedness have been a focus. But 
in the May 24 incident, which occurred in a unit that houses the hospital’s sickest 
patients, nurses, patients, and their families did not know it was a drill, said the 
organizer of the California Nurses Association, which represents staff at the hospital. 
The union is investigating the incident. Many people saw the gunman, she said, and the 
union is gathering statements and talking to hospital administrators. The director of 
public policy and external affairs for the hospital, apologized for any distress caused by 
the incident. There has been an “ongoing effort to try and make (emergency 
preparedness drills) as realistic as possible,” he said. He said as many as 10 employees 
were involved in the incident and no one was hurt. The actor was from a local police 
department. The staff was supposed to have been told in advance of the exercise, but 
there was a “disconnect,” he said. State regulators who license hospitals said May 28 
the incident may warrant investigation, depending on whether patient care was 
compromised. 
Source: http://www.lasvegassun.com/news/2010/may/29/hospital-uses-armed-man-
unannounced-drill/ 

For another story, see item 5  
 
[Return to top]  

Government Facilities Sector 
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35. June 3, Mid Columbia Tri-City Herald – (Washington) Report urges better beryllium 
protection at Hanford. The Hanford, Washington nuclear-production site needs to do 
more to prevent chronic beryllium disease in its workers, moving more quickly and 
aggressively to implement a new protection program, according to the report on a 
three-month investigation released Wednesday. An independent inspection by the 
Department of Energy (DOE) Office of Health, Safety and Security found that the new 
Hanford-wide Chronic Beryllium Disease Prevention Program was a step in the right 
direction. But there have not been clear plans for a timely implementation of the site-
wide plan, the investigation concluded. It found that many of the key shortcomings in 
protecting Hanford workers had been identified earlier — including in a 2002 Hanford 
Joint Council report — but issues had not been addressed. “We will take every 
opportunity for improvement. We will make it the best in class,” pledged the DOE 
assistant secretary for environmental management. Then lessons learned at Hanford 
will be applied across the nationwide DOE environmental cleanup complex, she said. 
She requested the investigation this spring after the Hanford Advisory Board raised 
concerns for the second time within 12 months, and was in Richland June 2 when the 
investigation results were released at a meeting attended by about 60 people. 
Source: http://www.tri-cityherald.com/2010/06/03/1038696/report-urges-better-
beryllium.html 

36. June 3, Roanoke Times – (Virginia) FBI warns of financial e-mail scam. For 
Southwest Virginians who got an e-mail that says the FBI wants to help them claim $10 
million from an overseas bank, a federal official has news: It is a scam. The FBI 
official who leads the FBI office in Roanoke — the real FBI, not the one in the scam 
letter — sent out his own e-mail warning June 2. The FBI official wrote that the 
message making the rounds — a badly written, poorly capitalized, rather 
incomprehensible message that says the fictitious FBI Anti-Terrorist and Monetary 
Crimes Division needs certain documents to help people collect millions — is a fake 
and a swindle attempt. The real FBI “does not contact private citizens via the Internet 
in this manner,” the FBI official wrote. The scam document has a letterhead with an 
FBI seal and a U.S. flag and is addressed “Attention: Fund Beneficiary.” An unnamed 
Nigerian bank is mentioned in the first sentence. The message suggests legal action if 
personal information is not provided. The FBI official wrote that while many people 
called his office with questions, he had no indication anyone had fallen for the scam. 
“It’s the ones that don’t know to call that worry me,” the FBI official wrote. 
Source: http://www.roanoke.com/news/roanoke/wb/249024 

37. June 3, AHN News – (District of Columbia) Threat to blow up FBI building In D.C. 
results in prison term. A 45-year-old man has been convicted of threatening to blow 
up the J. Edgar Hoover FBI building in Washington, D.C. and has been sentenced to 
prison, the United States Attorney and the FBI Houston Special Agent in Charge 
announced June 2. The man is in custody at the FBI building in Washington, pending a 
transfer to a U.S. Bureau of Prisons facility to be designated in future where he will 
serve his sentence according to an FBI statement. The Jackson, Mississippi resident has 
been in custody since his arrest at the FBI building, July 30, 2008, and in March 2010 
was found guilty of sending a threatening communication in interstate commerce. On 
June 2, a U.S. district judge sentenced the man to 42 months in federal prison to be 
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followed by a three-year term of supervised release. 
Source: http://www.allheadlinenews.com/articles/7018880477 

38. June 2, Associated Press – (International) Japan’s PM resigns over U.S. base 
row. The embattled Japanese prime minister resigned June 2 to improve his party’s 
chances in an election next month, after his own popularity plunged over his broken 
campaign promise to move a U.S. Marine base. The prime minister’s bungled handling 
of the relocation of the Marine Air Station Futenma on the southern island of Okinawa 
reinforced his public image as an indecisive leader, causing him to step down just eight 
months after his party swept to power on promises to bring change and accountability 
to government. 
Source: http://www.military.com/news/article/japans-pm-resigns-over-us-base-
row.html?ESRC=topstories.RSS 

39. May 29, McClatchy Newspapers – (North Carolina) Lejeune pushed to release data 
on water. Angered by what they consider the military’s reticence to reveal all it knows 
about decades of water contamination on a North Carolina Marine base, lawmakers 
want to force the Marine Corps and the Navy to produce an inventory of all the 
documentation scientists need to understand the contamination. Senators and members 
of the House of Representatives have inserted language into the 2011 defense 
authorization bill that would require the Defense Secretary to certify that the military 
has done so. More than a million people are thought to have been exposed to the 
contaminated water from the mid-1950s to the mid-1980s. Some 156,000 people from 
all 50 states have registered with the Marines to get information on the contamination, 
which many say has caused a variety of cancers and other ailments. The House version 
of the bill gives the Defense Department 180 days to act; the Senate version offers 90 
days. For the past year, federal scientists have complained that the Marine Corps and its 
parent agency, the Department of the Navy, haven’t been fully open about the reams of 
documentation the military holds on the tainted water. 
Source: http://www.military.com/news/article/lejeune-pushed-to-release-data-on-
water.html?ESRC=topstories.RSS 

[Return to top]  

Emergency Services Sector 

40. June 3, Indianapolis Star – (Indiana) Gun, goods stolen from officer’s car. Indiana 
State Police are investigating the theft of a handgun, body armor and other law 
enforcement equipment from the car of an undercover officer assigned to an FBI task 
force. The car was parked in the driveway of the officer’s Greenwood residence. The 
break-in occurred sometime between 9 p.m. Tuesday and 6 a.m. Wednesday, according 
to a release from the state police. The stolen items had been locked in the trunk. They 
included a Glock 9 mm duty weapon with ammunition magazines and a holster, a 
tactical vest, bulletproof body armor, lights, handcuffs and a global positioning system. 
Source: 
http://www.indystar.com/article/20100603/LOCAL0402/6030449/1023/LOCAL04/Gu
n-goods-stolen-from-officer-s-car 
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41. June 2, WBAL 11 Baltimore – (Maryland) Fire dept. forced to demolish more of 
headquarters. Officials at the Sykesville-Freedom District Fire Department in 
Maryland said the administrative and living areas of its headquarters will have to be 
razed because of damage from February’s roof collapse and resulting fire. Most of the 
facility, including the station’s social hall, was destroyed in the Feb. 11 three-alarm 
fire. As crews fought the blaze, the two-story portion of the building facing Route 32 
was left standing in hopes it could be incorporated into the rebuilding of the station. 
During a recent planning meeting with an architectural firm, evidence was presented 
that revealed compromises in the structural integrity of the remaining part of the 
building. It was concluded that the remainder of the administrative and living portion of 
the station would need to be demolished. The fire department president said the loss of 
the department’s social hall is a severe blow, because of lost revenues from hall rentals 
and other fire department fundraisers. 
Source: http://www.wbaltv.com/news/23766593/detail.html 

For more stories, see items 21, 25, and 53  
 
[Return to top]  

Information Technology Sector 

42. June 3, The Register – (Florida) FTC slaps down commercial keylogger 
firm. CyberSpy Software, which markets the controversial RemoteSpy commercial 
keylogging application, has agreed to rewrite the software and clean up its business 
practices to settle a case brought by the US Federal Trade Commission (FTC). 
RemoteSpy was marketed as a “100 per cent undetectable” app that might be used to 
“Spy on Anyone. From Anywhere”. CyberSpy provided instructions on how the 
software might be sent to potential victims disguised as an innocuous application or 
supposed image in an e-mail attachment. Following a lawsuit brought by the FTC, 
CyberSpy is now banned from doing this. CyberSpy was also ordered by a U.S. district 
court in Florida to warn potential buyers that misuse of the software may violate 
wiretapping laws and to remove legacy versions of its software from computers. 
RemoteSpy is capable of logging chat conversations, Web site history, documents 
opened and keystrokes. RemoteSpy clients would log onto a Web site to access 
harvested information. Many commercial anti-malware vendors, such as Sunbelt 
Software, have labeled the application as spyware since it first arrived five years ago. 
The technology is marketed as “especially perfect for those who want to monitor their 
employees or children, while away from home or work” although suspicious spouses 
checking up on partners, unscrupulous private eyes, or stalkers might also find the 
technology useful. 
Source: http://www.theregister.co.uk/2010/06/03/cyberspy_ftc_slapdown/ 

43. June 3, SC Magazine – (International) Microsoft states that Windows is secure, as 
industry claims that security problems lie across all operating systems. Microsoft 
has responded to rumours that Google plans to stop using its products. Writing in a 
blog post, a Windows communications manager commented on the “coverage 
overnight about the security of Windows and whether or not one particular company is 
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reducing its use.” Pointing the finger at Google, the communications manager referred 
to a story from Mashable where it was reported that Yale University had halted their 
move to Gmail (and their move to Google’s Google Apps for Education package) citing 
both security and privacy concerns. He said: “When it comes to security, even hackers 
admit we’re doing a better job making our products more secure than anyone else. And 
it’s not just the hackers; third party influentials and industry leaders like Cisco tell us 
regularly that our focus and investment continues to surpass others.” The director of 
McAfee Labs security research communications, said that claims that removing 
Windows will solve all the problems and help prevent attacks such as Operation Aurora 
are shortsighted, as the objection is not even close to the real issue. 
Source: http://www.scmagazineuk.com/microsoft-states-that-windows-is-secure-as-
industry-claims-that-security-problems-lie-across-all-operating-systems/article/171610/ 

44. June 3, Help Net Security – (International) Samsung smartphone shipped with 
malware-infected memory card. The latest mass-market product that has been found 
being shipped to customers while containing malware is the Samsung S8500 Wave 
phone with the Samsung bada mobile platform. The malicious file in question is 
slmvsrv.exe, and can be found on the 1GB microSD memory card contained in the 
smartphone. The malicious file is accompanied by an Autorun.inf file, which installs 
itself on any Windows PC that still has the autorun feature enabled. According to an 
individual who tested one of the devices, he found out that the card was infected, then 
did an online search for the file in question and unearthed two posts on some German 
forums that claim the same. He contacted Samsung, and they confirmed that the initial 
production run of the devices shipped to Germany was infected. 
Source: http://www.net-security.org/malware_news.php?id=1364 

45. June 2, Sophos – (International) Don’t click on ‘Paramore n-a-k-ed photo leaked!’ 
Facebook link. Many Facebook users are being hit by further clickjacking attacks June 
2, taking advantage of the social network’s “Like” facility. The latest lure is a link 
which claims to point to a Web site containing a naked photo of the lead singer of the 
American rock band Paramore. Affected profiles can be identified by seeing that the 
Facebook user has apparently “liked” a link: The fact that the 21-year-old singer has 
been the subject of much Internet interest after a topless photo was leaked online, is 
only likely to fuel interest in the pictures promised by these links. Clicking on the links 
takes Facebook users to a third-party site which displays a message saying: Click here 
to continue if you are 18 years of age or above. The hackers have hidden an invisible 
button under the mouse pointer, so the mouse-press is hijacked wherever one clicks on 
the Web site. So when one clicks with the mouse, one is also secretly clicking on a 
button which tells Facebook that one ‘likes’ the Web page. This then gets published on 
the user’s Facebook page, and shared with online friends, resulting in the link spreading 
virally. 
Source: http://www.sophos.com/blogs/gc/g/2010/06/02/click-paramore-naked-photo-
leaked-facebook-link/ 

46. June 2, The Register – (International) Minor bugs bite patch security checking 
tool. A security researcher claims to have found a trio of coding bugs in Secunia’s 
popular security-inspection tool. Secunia PSI, which provides a handy way to check if 
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applications installed on a computer are up to date, has a bug in its interface which 
allows anything to be inserted, according to a blogger. The blogger posted a screenshot 
of a (SFW) rear view of an amply proportioned lady in a tracksuit within the PSI 
interface to illustrate this point. Another bug allows cookies to be read while the third 
remains undisclosed at the time of writing. The chief security officer at Secunia told 
The Register that the blogger had failed to demonstrate any vulnerability with its 
technology. “Based on the vague information he has posted there is no proof of a 
security issue,” the chief security officer said. “However, assuming that one can insert 
images and scripts as part of the profile, then it would only be a bug and not a security 
issue because the user only can do this to himself.” 
Source: http://www.theregister.co.uk/2010/06/02/secunia_bug_check_tool/ 

47. June 1, The New New Internet – (International) Attempts to infect computers 
increases. Attempts to infect computers has increased more than 25 percent according 
to Kaspersky Lab. In the first three months of 2010, more than 327 million attempts 
were made to infect user computers in a variety of countries around the globe. From the 
previous quarter, this is an increase of 26.8 percent. “Cybercrime is being fueled by the 
spread of the Internet itself combined with ineffective legislation and growing 
unemployment,” according to ITNewsAfrica. The geographical areas targeted have also 
varied, though the main targets have remained. In the last quarter of 2009 and the first 
quarter of 2010, Russian, China and India were the top targets for infection. However, 
the first quarter of 2010 saw a decrease in the number of attacks against China while 
the number of attempts against Russian users increased. 
Source: http://www.thenewnewinternet.com/2010/06/01/attempts-to-infect-computers-
increases/ 

48. June 1, Agence France-Presse – (International) N. Korea in warship sinking cyber 
campaign: Seoul official. North Korea has mounted a cyber campaign — using stolen 
identities of South Korean Internet users — to spread its claim that Seoul faked 
evidence on the sinking of a warship, officials said June 1. Intelligence officials believe 
the North hacked into the Internet identities of housewives, students and others for its 
campaign, the Munhwa Ilbo afternoon newspaper said. The North has put forward the 
view through Web sites at home and abroad to give the impression that many South 
Koreans do not trust the findings of a multinational investigation team, it said. The 
paper said South Korean intelligence officials are tracking the campaign. “The report is 
true,” a National Intelligence Service spokesman told Agence France-Press, declining 
to give details. 
Source: http://www.google.com/hostednews/afp/article/ALeqM5iCK2rkqmZgxXxDX-
CZHGO6fvWRMA 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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[Return to top]  

Communications Sector 

49. June 3, eWeek – (National) FCC Chairman Pushes for Better Mobile 
Broadband. The Federal Communications Commission (FCC) chairman pushed for 
improved mobile broadband during a conference hosted by The Wall Street Journal 
(WSJ). He linked mobile broadband and innovation and promised to work toward 
increasing the available spectrum for the technology, which he said should be 
“unleashed”. During the D8 tech conference, he told a WSJ tech reporter that deploying 
4G wireless networks would help allow the U.S. to catch up with other industrialized 
nations that currently offer faster, more complete wireless broadband coverage. 
“There’s no doubt in my mind that the biggest opportunity to drive competition to 
[fixed] broadband is to take advantage of mobile broadband,” WSJ reported him 
saying. “We need to have enough of an infrastructure here for companies to innovate 
here, launch here and want to do business here.”  
Source: http://www.eweek.com/c/a/Midmarket/FCC-Chairman-Pushes-for-Better-
Mobile-Broadband-414542/ 

[Return to top]  

Commercial Facilities Sector 

50. June 3, ClickonDetroit.com – (Michigan ) Fire rips through local strip mall. A quick 
moving fire consumed the Oak Park, Michigan Shopping Center, a local strip mall, 
June 2 forcing workers and customers to run for safety. Businesses affected include the 
Kashat Market and the Sahara Restaurant. The fire started in the afternoon and 
continued well into the night, as firefighters fought to save what they could of the 
shopping center. Flames destroyed the Sahara Restaurant, its distribution center and a 
farmer’s market located next door. A waitress at the Sahara said the flames ripped 
through the restaurant quickly and filled with thick black smoke. More than three hours 
later the blaze was still burning and the cause still unknown. There have been no 
reports of any injuries. Crews from three different departments assisted the Oak Park 
Fire Department and worked to keep the fire contained to the northwest portion of the 
mall. Investigators can not go into the structure until all the flames are extinguished. 
Source: http://www.clickondetroit.com/news/23775925/detail.html 

51. June 1, The Press-Enterprise – (California) Chemical fumes force evacuation of gym 
in Moreno Valley. A 24 hour fitness center in Moreno Valley, California was 
evacuated and two employees were taken to the hospital after a mixture of ammonia 
and bleach released noxious fumes in the gym. Emergency crews, including hazardous 
materials teams, evacuated 87 people from the gym at 23750 Alessandro Boulevard just 
after noon June 1. Two employees who came into contact with gas released by the 
improperly mixed cleaners were treated for minor injuries. 
Source: 
http://www.pe.com/localnews/stories/PE_News_Local_D_wb02_gymevac.21d1ef1.ht
ml 
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[Return to top]  

National Monuments and Icons Sector 

52. June 3, KRQE 13 Santa Fe – (New Mexico) Rio Fire listed at 10 percent 
contained. The Rio Fire, which is currently about six miles northwest of Jemez 
Springs, New Mexico and half a mile southwest of Fenton Lake State Park, has 
increased to 1,925 acres, but fire officials are listing the fire as 10 percent contained. 
The fire has been burning since June 1. No structures have been lost yet in the blaze, 
however the fire is threatening 83 structures currently. Air support continues to attempt 
to slow the fire by dropping water and retardant on the hot spots. Ground crews 
continue to strengthen and construct line along the west and north sides of the fire. 
Evacuations were put in order for people along FR 376, Fenton Lake State Park, the 
community of Seven Springs and the fish hatchery. Ten people were evacuated June 1. 
An evacuation center is set up at Jemez Valley High School gymnasium at 8501 
Highway 4 near Jemez Pueblo. No one is staying at the evacuation center currently. 
Officials think the cause of the fire was an abandoned camp fire. Over the Memorial 
Day holiday, officials put out 17 abandoned campfires in the Jemez Ranger District 
alone. 
Source: http://www.krqe.com/dpp/news/environment/rio-fire-listed-at-10-percent-
contained 

53. June 1, Washington State Department of Natural Resources – (Washingtong; Alaska) 
Washington DNR employees dispatched to help in Alaska wildfire outbreak. More 
than 30 employees of the Washington State Department of Natural Resources (DNR) 
are in Alaska this week helping crews there deal with an outbreak of large wildfires that 
have consumed more than 270,000 acres. Dry weather and higher-than-normal 
temperatures following a dry winter have helped raise fire risks in throughout interior 
Alaska. DNR crew members traveling to Alaska will help crews there with a range of 
firefighting support tasks, from coordinating aviation to operating equipment on the fire 
lines. In addition to the 30 DNR staff assigned to Alaskan duty for up to two weeks, 
about two dozen seasonal firefighters employed by DNR were also dispatched. 
Source: 
http://www.dnr.wa.gov/RecreationEducation/News/Pages/2010_06_01_alaska_wildfire
_nr.aspx 

[Return to top]  

Dams Sector 

54. June 3, Houston Chronicle – (Texas; International) Bomb plot alert at Falcon 
Dam. An alleged plot by a Mexican drug cartel to blow up a dam along the Texas 
border — and unleash billions of gallons of water into a region with millions of 
residents — sent American police, federal agents and local disaster officials scrambling 
last month to thwart such an attack, authorities confirmed Wednesday. Whether the 
cartel, which is known to have stolen bulk quantities of gunpowder and dynamite, 
could have taken down the five-mile-long Falcon Dam along the Rio Grande River may 
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never be known. But it may have been derailed by a stepped-up presence by the 
Mexican military, acting in part on intelligence from the U.S. government, sources said. 
The warning was based on what the federal government contends were “serious and 
reliable sources” and prompted the Homeland Security Department to sound the alarm 
to first responders all along the South Texas-Mexico border. Mexico’s Zeta cartel was 
planning to destroy the dam not to terrorize civilians, but to get back at its rival and 
former ally, the Gulf cartel, which controls smuggling routes from the reservoir to the 
Gulf of Mexico, the Zapata County sheriff and others familiar with the alleged plot 
said. Destroying the dam, however, also would have flooded large areas of agricultural 
land, as well as significant parts of a region with about 4 million border residents in 
Texas and Mexico. Besides the sheriff’s agency, the U.S. Border Patrol, the Texas 
Department of Public Safety (DPS), and even game wardens, also responded. Citing 
security concerns, neither Homeland Security nor DPS commented. 
Source: 
http://www.mysanantonio.com/news/local_news/bomb_plot_alert_at_falcon_dam_954
81059.html 

55. June 3, The Day – (Connecticut) FEMA inspects damaged dams. Federal Emergency 
Management Administration (FEMA) inspectors checked about a dozen state-owned 
dams around Connecticut Wednesday, including the Glasgo dam in Griswold and 
others on the Pachaug River that incurred some of the heaviest damage in the March 30 
floods. A spokeswoman for FEMA said the inspectors were assessing what repairs 
would be needed in order to determine how much the federal government would pay 
the state as part of its disaster-assistance program. She said the disaster-assistance 
program provides up to 75 percent of the cost of repairs, but inspectors must first verify 
the need and that the damaged structures were being adequately maintained before the 
storm. In the case of the Glasgo dam, one of the largest and most seriously weakened 
by the floods, most of the needed repairs were done by the DEP May 28, said the head 
of dam safety and maintenance programs for the Connecticut Department of 
Environmental Protection. FEMA crews are also assessing how to strengthen the dams 
so they will be better able to withstand a future flood. 
Source: http://www.theday.com/article/20100603/NWS01/306039606/1044 
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