
 - 1 - 

 

Homeland 
Security  
Daily Open Source Infrastructure
Report for 30 April 2010 

 

 

Current Nationwide  
Threat Level  

ELEVATED 

Significant Risk of Terrorist Attacks 

For information, click here: 
http://www.dhs.gov   

 
Top Stories 

 The American Forces Press Service reports that a massive oil slick in the Gulf of Mexico 
that is headed toward U.S. shores is receiving “top-level attention” within the Defense 
Department as officials evaluate what capabilities it may have to support the response 
mission, the Pentagon Press Secretary said on Thursday. According to Reuters, fishermen 
and tourism businesses in the northeast Gulf of Mexico are dreading the possibility that the 
spill could wreck their livelihoods if it reaches shore. (See items 2 and 35) 

 The Washington Times reports that U.S. Northern Command in Colorado withdrew from 
major participation in the National Level Exercise that tests its response with the 
Department of Homeland Security and local governments to a nuclear attack. Some 
officials say that what is now planned for this month will be a waste of time. (See item 57) 

 
Fast Jump Menu 

PRODUCTION INDUSTRIES SERVICE INDUSTRIES 

• Energy  • Banking and Finance  

• Chemical  • Transportation  

• Nuclear Reactors, Materials and Waste  • Postal and Shipping  

• Critical Manufacturing  • Information Technology  

• Defense Industrial Base  • Communications  

• Dams  • Commercial Facilities  

SUSTENANCE and HEALTH  FEDERAL and STATE 

• Agriculture and Food  • Government Facilities  

• Water  • Emergency Services  

• Public Health and Healthcare  • National Monuments and Icons  

 

 

 

 
 
Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
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http://www.dhs.gov/
http://www.esisac.com/
http://www.dhs.gov


 - 2 - 

1. April 29, Associated Press – (Kansas) Sunflower Electric reports fire; no 
injuries. Officials at the Sunflower Electric Corp.’s facility in Holcomb, Kansas said a 
brief fire will not impact operations at the plant. Garden City officials said the fire early 
Tuesday was extinguished quickly and no one was injured. Sunflower’s chief operating 
officer said the fire will not hinder the plant’s ability to produce power. The Garden 
City Telegram reports that fire officials said a smoldering conveyor belt likely caused 
an explosion on the north coal belt in the crusher house. At the time, upgrades were 
being made to reduce dust accumulation. Officials said coal or coal dust likely did not 
contribute to the fire because the systems had been out of service more than a week and 
were cleaned before starting again. 
Source: http://www.nebraska.tv/Global/story.asp?S=12396063 

2. April 29, American Forces Press Service – (National) Pentagon prepares for possible 
oil spill response. A massive oil slick in the Gulf of Mexico that is headed toward U.S. 
shores is receiving “top-level attention” within the Defense Department as officials 
evaluate what capabilities it may have to support the response mission, the Pentagon 
Press Secretary said on Thursday. The Defense Secretary, Chairman of the Joint Chiefs 
of Staff Navy, as well as officials at U.S. Northern Command, the Joint Staff, and the 
Navy are working in close collaboration with the White House and the Department of 
Homeland Security to determine what assets are required. In the meantime, planners at 
Northcom are planning for a variety of possible missions. Military resources could be 
used to tow and place containment booms, tow skimmers, provide aerial delivery of 
dispersant chemical or map the oil spill, reported a Northcom spokesman. In the event 
that the spill reaches shore, military assets could be needed to support beach clean-up, 
provide incident support bases, or provide other consequence management missions. A 
defense coordinating officer and defense coordinating element from Northcom’s 
Region 6 are deploying to support the federal on-scene commander, and their 
counterparts in Region 4 have been told to prepare to deploy. Meanwhile, the Navy is 
providing boom and mooring systems, oil skimmer systems and self-propelled 
MARCO Class V skimmer systems in direct support to the Coast Guard. That support 
is being provided under an existing pollution clean-up and salvage agreement between 
the two services. 
Source: http://www.defense.gov/news/newsarticle.aspx?id=58962 

3. April 29, Associated Press – (Arizona, New Mexico, Utah) Tribe gets money for 
power line improvements. U.S Department of Agriculture-backed loans are heading 
to rural communities in 21 states to improve electric service delivery to more than 
33,000 customers. The USDA said the Navajo Tribal Utility Authority in Fort 
Defiance, Arizona, has been selected to received a $103-million loan guarantee. The 
money will help pay for 600 miles of new distribution lines, 37 miles of transmission 
lines and make improvements to 153 miles of existing distribution lines. The 
investment will serve 4,900 new current customers in Arizona, New Mexico and Utah. 
Source: http://www.kold.com/Global/story.asp?S=12395287 

4. April 29, CNN – (Kentucky) 2 miners trapped in Kentucky mine after roof 
collapse. Rescue teams April 29 reached the area of a Kentucky coal mine where two 

http://www.nebraska.tv/Global/story.asp?S=12396063
http://www.defense.gov/news/newsarticle.aspx?id=58962
http://www.kold.com/Global/story.asp?S=12395287


 - 3 - 

trapped miners were believed to be, but efforts to contact them have failed so far, a 
state agency told CNN. The miners were trapped about 10 p.m. April 28 after a portion 
of the Dotiki Mine’s roof caved in, according to a statement from Webster County 
Coal, which operates the mine. The mine is located near the Hopkins and Webster 
County line, about 75 miles northwest of Bowling Green. “Efforts to contact the miners 
have been unsuccessful,” the company said. Officials from the U.S. Mine Safety and 
Health Administration and the Kentucky Office of Mine Safety and Licensing were at 
the site and assisting the company with rescue efforts. The Dotiki mine is operated by 
Webster County Coal and owned by Alliance Coal. 
Source: http://www.cnn.com/2010/US/04/29/kentucky.miners/?hpt=Sbin 

5. April 29, Associated Press – (Kansas) ‘Outside force’ damaged pipe before gas 
leak. A spokesman for Mid-America Pipeline Systems said an outside source 
apparently damaged a steel pipe that leaked natural gas in southeast Kansas. The 
spokesman said a fairly large piece of machinery appears to have damaged the pipe 
about five miles northwest of Solomon. The Salina Journal reported that about 10 
people were evacuated the night of April 23 after the leak was discovered near Cole 
Creek. A state environmental geologist said about 100 fish were found dead in the 
creek downstream from the leak. He said an estimated 75,000 gallons of liquid natural 
gas leaked from the pipe. Repairs were expected to be completed April 29. Cleanup of 
any contaminated areas would begin after that. 
Source: http://www.nebraska.tv/Global/story.asp?S=12397347 

6. April 28, Associated Press – (Nevada) 125 mph winds in Nevada hamper travel, cut 
power. Winds gusting more than 100 mph downed power lines in northern Nevada 
April 27, causing power outages for thousands of Reno residents and wreaking havoc 
with travel as a storm dumped snow and rain on the Sierra. The California Highway 
Patrol closed part of westbound U.S. Interstate 80 north of Lake Tahoe Tuesday 
morning. About 5,000 homes and businesses were without power in Reno. More than a 
dozen flights were canceled at Reno-Tahoe International Airport, where sustained 
winds up to 63 mph were reported. Power was out at as many as 20 schools in the Reno 
area at various times Tuesday. Five school buses suffered damage but they were 
running and picking up students, said the district transportation director. Wind also 
caused power outages for about 600 people in the Minden-Gardnerville area south of 
Carson City. 
Source: 
http://www.postbulletin.com/newsmanager/templates/localnews_story.asp?z=49&a=44
9899 

7. April 28, Fox5 Atlanta – (Georgia) Pipe bomb discovered after traffic stop. The 
bomb squad was called in the morning of April 28 to a gas station near Rockmart, 
Georgia after a pipe bomb was discovered inside a parked car. Polk County Emergency 
Services said the bomb was found at the Dunn’s Quickstop on Atlanta Highway after 
Polk County police pulled over the vehicle during a traffic stop. The driver of the car 
was arrested for having a suspended license. As the car was about to be impounded, 
officers discovered a pipe bomb. The device was detonated by the bomb squad, 

http://www.nebraska.tv/Global/story.asp?S=12397347
http://www.postbulletin.com/newsmanager/templates/localnews_story.asp?z=49&a=449899
http://www.postbulletin.com/newsmanager/templates/localnews_story.asp?z=49&a=449899
http://www.cnn.com/2010/US/04/29/kentucky.miners/?hpt=Sbin
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officials said. Police are awaiting a warrant to search the home of the driver. Van Wert 
Elementary School on Atlanta Highway was evacuated as a precaution. Students were 
taken by bus to Rockmart High School on Cartersville Highway, which is located about 
a mile and a half away from the convenience store. The case remains under 
investigation. 
Source: http://www.myfoxatlanta.com/dpp/news/Pipe-Bomb-Detonated,-School-
Evacuated-042810 

[Return to top]  

Chemical Industry Sector 

8. April 29, WSB 750 Atlanta – (Georgia) Interstate reopens. All lanes on I-20 in each 
direction in Newton County have reopened following a tractor-trailer accident that led 
to a fuel leak and the spill of potentially hazardous materials. The accident, just east of 
Georgia 11, happened just before 7 a.m April 29. A haz mat team was called to the 
scene by the Georgia Department of Transportation due to concerns about the leaking 
fuel and the chlorine tablets being transported. “We do not know whether [the fuel] 
mixed with the chlorine tablets that spilled or what if any reaction may occur,” a DOT 
spokesman told the Atlanta Journal Constitution. The interstate east of Georgia 11 was 
initially closed for more than two hours. 
Source: http://wsbradio.com/localnews/2010/04/interstate-reopens.html 

9. April 29, U.S. Environmental Protection Agency – (National) EPA opens access to 
chemical-information searchable database. The U.S. Environmental Protection 
Agency had made it easier to find chemical information online. On April 29, it 
announced the releasing of a database called ToxRefDB that allows scientists and the 
general public to search and download thousands of toxicity testing results on hundreds 
of chemicals. ToxRefDB captures 30 years and $2 billion of testing results. The 
database provides detailed chemical toxicity data in an accessible format. It is a part of 
ACToR, an online data warehouse that collects data from about 500 public sources on 
tens of thousands of environmentally relevant chemicals, including several hundred in 
ToxRefDB. People interested in chemical toxicity can query a specific chemical and 
find all available public hazard, exposure, and risk-assessment data, as well as 
previously unpublished studies related to cancer, reproductive, and developmental 
toxicity. ToxRefDB contains toxicity information that forms the basis for pesticide risk 
assessments when combined with other sources of information, such as those on 
exposure and metabolism. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/43216C4F52D46B0B85257713007C197B 

10. April 29, Saginaw News – (Michigan) Scent may be emanating from Midland’s Dow 
Chemical, company says. Midland-based Dow Chemical officials said a chemical may 
have discharged during a tank-cleaning at one of the company’s facilities April 29, and 
if so, it is not hazardous. “There have been reports of odors in the community,” said a 
global director with Dow’s financial communications and media relations division. 

http://wsbradio.com/localnews/2010/04/interstate-reopens.html
http://yosemite.epa.gov/opa/admpress.nsf/0/43216C4F52D46B0B85257713007C197B
http://www.myfoxatlanta.com/dpp/news/Pipe-Bomb-Detonated,-School-Evacuated-042810
http://www.myfoxatlanta.com/dpp/news/Pipe-Bomb-Detonated,-School-Evacuated-042810
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“Dow Chemical has reviewed its operations and has identified a tank-cleaning process 
that could have caused the odor.” He said the company is researching what chemicals 
were used to clean the tank that was identified as the potential source of the odor and it 
will provide details once it has more information. “We shut down the operations 
immediately, just in case that is what the problem is, but I do not have an estimate of 
how long the odors will remain in the air,” he said. 
Source: 
http://www.mlive.com/news/saginaw/index.ssf/2010/04/scent_emanating_from_midlan
ds.html 

11. April 28, U.S. Environmental Protection Agency – (Missouri) Warehouse company 
ordered to comply with law on storage, management of hazardous waste. PA 
Region 7 has issued a legal order against a St. Joseph, Missouri, warehouse company, 
directing the firm to conduct assessments of the storage, handling and management of 
hazardous wastes at four of its facilities in St. Joseph. The consent agreement and final 
order, filed today in Kansas City directs Brown Transfer and Storage Company to 
address issues at several of its warehouse. Inspections in January 2008 found the 
company was storing a combined total of more than 5,000 pounds of various hazardous 
wastes at those facilities, without proper permits as required by the federal Resource 
Conservation and Recovery Act, and by Missouri state laws. The stored materials 
included Xylene, hydrochloric acid, sodium hydroxide, paint wastes, petroleum 
distillates, flammable liquids, sodium hydroxide, waste aerosols and broken fluorescent 
bulbs, among others. Brown properly disposed of the wastes in March 2008. In addition 
to storing the materials without proper permits, the legal filing alleges that Brown: 
failed to conduct hazardous-waste analysis for the stored materials for at least a year; 
failed to perform weekly inspections of the materials; and failed to properly train 
employees on the management of hazardous wastes. The company also failed to make 
necessary precautionary arrangements with local hospitals and emergency responders 
in regard to each facility, and did not have contingency plans and emergency 
procedures in place for each facility, the order said. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/271B9F8DE4136C2D85257713006F6EED 

[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

12. April 29, Rutland Herald – (Vermont) Entergy allows filming under new 
conditions. Entergy Nuclear changed its mind Wednesday, and agreed to let a 
documentary filmmaker attend the April 29 visit by the Public Service Board to the 
Vermont Yankee reactor. But late Wednesday, April 28, Entergy issued new guidelines 
for all media attending the tour, in which the company said it reserved the right to 
review all film footage and still photography, with the right to delete any shots the 
company deemed a security risk. The company said it would determine at what point 
cameras would be used and what angles and subjects would be photographed. “Entergy 
VY’s policies regarding access to the Vermont Yankee nuclear power station are 

http://yosemite.epa.gov/opa/admpress.nsf/0/271B9F8DE4136C2D85257713006F6EED
http://www.mlive.com/news/saginaw/index.ssf/2010/04/scent_emanating_from_midlands.html
http://www.mlive.com/news/saginaw/index.ssf/2010/04/scent_emanating_from_midlands.html
http://www.mlive.com/news/saginaw/index.ssf/2010/04/scent_emanating_from_midlands.html


 - 6 - 

grounded in Entergy VY’s fundamental obligation to protect the safety and security of 
the company’s employees and the people of Vermont, and areas surrounding the 
Vermont Yankee nuclear power station,” wrote an attorney for Entergy Nuclear. A 
filmmaker from Turning Tides Productions of Wendell, Massachusetts, said he was 
glad with Entergy’s decision to recognize documentary filmmakers as having the same 
media-access rights as more traditional media. Until Wednesday, Entergy said the 
filmmaker could attend, but without a camera. 
Source: 
http://www.rutlandherald.com/article/20100429/NEWS04/4290383/1003/NEWS02 

13. April 29, Richmond Times-Dispatch – (Virginia) Dominion tries again to restart 
North Anna nuclear reactor. Dominion Virginia Power is making a second attempt to 
restart its North Anna Unit 2 nuclear reactor after a refueling outage. The U.S. Nuclear 
Regulatory Commission (NRC) said the reactor, one of two at the facility in Louisa 
County, about 45 miles northwest of Richmond, Virginia, was operating at 10 percent 
of capacity April 29. Unit 2 had been out of service for more than a month for a 
scheduled refueling and maintenance before the utility began trying to restart the 
reactor last weekend. That restart was aborted late Tuesday afternoon when a generator 
problem triggered a shutdown. The reactor had reached 74 percent of its operating 
power when the shutdown occurred. Unit 1 at North Anna remains operating at 100 
percent of capacity, according to the NRC. 
Source: 
http://www2.timesdispatch.com/rtd/business/energy/article/NUKEGAT29_20100429-
071601/340917/ 

14. April 29, Associated Press – (Pennsylvania; North Carolina) TMI generator moving 
to North Carolina. A massive turbine generator from the Three Mile Island unit in 
Pennsylvania that partially melted down in 1979 is scheduled to begin its journey to a 
new plant in North Carolina. Pennsylvania State Police said the 465-ton generator will 
set out from Middletown around 8 a.m. April 29, destined for the Progress Energy-
owned Harris Nuclear Plant near New Hill, North Carolina. The generator has been in 
storage since the accident. Nuclear Regulatory Commission officials said it was not 
contaminated in the 1979 accident. Officials for the company moving the generator said 
it would take about four days to transport the 250-foot behemoth to Havre De Grace, 
Maryland. It will then travel by barge to Virginia and then by heavy-duty, railcar to 
North Carolina. 
Source: http://www.ydr.com/ci_14982071 

15. April 28, Associated Press – (Colorado) Colo. Senate passes bill requiring uranium 
cleanup. The Colorado State Senate has passed a bill requiring uranium mines and 
mills to clean up nuclear waste before accepting more radioactive material. The senate 
voted 24-9 in favor of the bill Wednesday. It now heads back to the house, where 
backers hope lawmakers will agree with changes made in the senate. Mines and mills 
are currently allowed to postpone cleanup until they finish production and 
decommission their production facilities. Lawmakers are concerned that a national 
focus on nuclear energy will allow mines to postpone cleanup of radioactive wastes 

http://www2.timesdispatch.com/rtd/business/energy/article/NUKEGAT29_20100429-071601/340917/
http://www2.timesdispatch.com/rtd/business/energy/article/NUKEGAT29_20100429-071601/340917/
http://www.ydr.com/ci_14982071
http://www.rutlandherald.com/article/20100429/NEWS04/4290383/1003/NEWS02
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while they increase production. Plans to revive a uranium mill in Canon City — a 
Superfund site since 1984 — and open a mill in Montrose County led environmentalists 
and activists to push for a change this year. The Cotter Corp. said the future of its 
Canon City mill is uncertain if the bill becomes law. Last year officials announced they 
hoped to refurbish the mill to process ore from Mount Taylor in New Mexico as soon 
as 2014. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5i3mw_9EEJ214BnIwtBImEfm
hGIZwD9FC8NR80 

[Return to top]  

Critical Manufacturing Sector 

16. April 29, Fox 29 Philadelphia – (Pennsylvania) FBI & EPA hold mock terrorism 
drill in Ridley. This week, the FBI and Environmental Protection Agency headed over 
to the Boeing plant in Ridley Township, Pennsylvania to practice dealing with a “dirty 
bomb” incident. The “Liberty Rad-Ex” drill also incorporated local SWAT teams and 
HAZMAT units. They all worked together in a practice raid on a mock “dirty bomb” 
factory. Fox 29 reported that this is the third week in a row that local and federal 
agencies have practiced for a terrorist attack. Philadelphia’s Police Department’s 
Counter-Terrorism Unit also has spent the past two weeks practicing with the Navy 
Seals and other military units for a possible terrorist incident. 
Source: http://www.myfoxphilly.com/dpp/news/local_news/fbi-&-epa-hold-mock-
terrorism-drill-in-ridley- 

17. April 28, Consumer Affairs – (International) Toyota recalling older Sequoia 
SUVs. Toyota, which has already recalled the Lexus GX 460 SUVs sold in the U.S. to 
fix a stability-control issue, is now recalling 50,000, 2003 Toyota Sequoias to address a 
stability issue. The recall comes a few weeks after the Lexus recall, but nearly a year 
and a half after the National Highway Traffic Safety Administration opened a probe, in 
response to 50 complaints, about unexpected braking. Toyota said the VSC system can 
help control a loss of traction in turns as a result of front or rear tire slippage during 
cornering. In vehicles without the upgrade, the VSC system could, in limited situations, 
activate at low speed for a few seconds after acceleration from a stopped position and, 
as a result, the vehicle may not accelerate as quickly as the driver expects. There have 
been no reported injuries or accidents as a result of this condition, according to Toyota. 
Toyota said it instituted a running production change during the 2003 model year and 
published a Technical Service Bulletin to address this issue when it was first identified 
in fall 2003. Since that time, Toyota said it has been responding to individual owner 
concerns by replacing the Skid Control Engine Control Unit (ECU) in Sequoias 
impacted by this condition. Of the approximately 50,000 vehicles included in this 
recall, approximately half have already been serviced under warranty. 
Source: http://www.consumeraffairs.com/news04/2010/04/toyota_sequoia_recall.html 

http://www.myfoxphilly.com/dpp/news/local_news/fbi-&-epa-hold-mock-terrorism-drill-in-ridley-
http://www.myfoxphilly.com/dpp/news/local_news/fbi-&-epa-hold-mock-terrorism-drill-in-ridley-
http://www.consumeraffairs.com/news04/2010/04/toyota_sequoia_recall.html
http://www.google.com/hostednews/ap/article/ALeqM5i3mw_9EEJ214BnIwtBImEfmhGIZwD9FC8NR80
http://www.google.com/hostednews/ap/article/ALeqM5i3mw_9EEJ214BnIwtBImEfmhGIZwD9FC8NR80
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18. April 26, Associated Press – (Wyoming) Authorities probe fire, explosions at Casper 
site. Authorities investigating a fire and series of explosions at an industrial site in 
north Casper, Wyoming, have not ruled out arson. A blaze erupted the night of April 25 
at Eaton Metal Products Co-Casper Pump Service, and explosions rocked the area. 
There were no injuries and the business escaped serious damage. A Casper fire 
inspector said investigators have “pretty much” ruled out accidental or electrical causes 
of the fire. He said it is possible the fire was intentionally started, but investigators have 
found no evidence of that. Authorities believe a fire broke out and exploded several 55-
gallon drums and a 500-gallon tank, which held a mixture of water and gas residue. 
Source: 
http://cbs4denver.com/wireapnewswy/Authorities.investigate.fire.2.1657812.html 

[Return to top]  

Defense Industrial Base Sector 

19. April 28, Government Executive – (National) Special ops forces face helicopter 
shortage. Military officials Tuesday, acknowledged a helicopter shortfall plaguing 
Special Operations Forces, but said the Defense Department has a long-term plan to fill 
gaps in the in-demand force’s aviation inventory. The unpredictable security 
environment, with heavy deployments to Iraq and Afghanistan over the last several 
years, has strained special operators’ helicopter assets, the deputy assistant Defense 
secretary for special operations and combating terrorism, told the House Armed 
Services Terrorism and Unconventional Threats Subcommittee. The shortfall was 
exacerbated by early delays in fielding the Bell-Boeing CV-22 Osprey tilt rotor aircraft, 
as well as delays in modifying some of the special operations forces’ aircraft. “You can 
not just go down and buy some helicopters,” the Defense official said. “The simple 
mechanics of it all necessitate a four-year lead-in.” An army colonel who is U.S. 
Special Operations Command’s director of maritime and rotary wing assessment told 
the panel that the fiscal 2011 budget request is a “good starting point for a longer term 
look at this valuable asset.” 
Source: http://www.govexec.com/dailyfed/0410/042810cdam2.htm 

20. April 26, U.S. Government Accountability Office – (National) Sustainment strategy 
for Harrier aircraft could be enhanced with additional metrics. The sustainment 
strategy for Harrier aircraft could be enhanced with additional metrics, according to a 
new Government Accountability Office (GAO) report. Issued April 26, the study on the 
sustainment strategy for the AV-8B was required by the the National Defense 
Authorization Act for Fiscal Year 2010. GAO concluded that progress has been made 
with developments in the AV-8B sustainment strategy to address readiness and aircraft 
availability, but readiness challenges (e.g., meeting turnaround time goals) remain. In 
an effort to address these remaining readiness challenges, the Navy has begun to 
implement the Single Process Owner (SPO) concept. However, without metrics for 
evaluating each SPO key responsibilities, the Navy may not be able to properly 
evaluate, monitor, and adjust the execution of them in coordinating the PMI-2/3 
workload for AV-8B maintenance. To properly evaluate the execution of all SPO 

http://cbs4denver.com/wireapnewswy/Authorities.investigate.fire.2.1657812.html
http://www.govexec.com/dailyfed/0410/042810cdam2.htm
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responsibilities in coordinating the AV-8B PMI-2/3 workload, GAO recommends that 
the Secretary of Defense direct the Secretary of the Navy to take the following action: 
Develop and implement additional metrics for evaluating each SPO stated 
responsibility, and incorporate these metrics in the AV-8B Performance Based 
Agreement. 
Source: http://www.gao.gov/htext/d10618r.html 

For another story, see item 16  
 
[Return to top]  

Banking and Finance Sector 

21. April 29, Foster’s Daily Democrat – (New Hampshire) State warns consumers about 
loan scam. The New Hampshire attorney general and the banking commissioner wish 
to warn consumers about Laconia Loan Services, an Internet loan scam, which purports 
to offer loans that require individuals to pay a large fee upfront. The attorney general’s 
office and the New Hampshire Banking Commission, as well as the Laconia Police 
Department, have received complaints about Laconia Loan Services (LLS) from 
consumers who, thinking they are going to be receiving a loan, have wired large 
amounts of money through Western Union to addresses in Spain given to them by LLS. 
After wiring the funds, LLS has failed to provide the loans. LLS is an Internet loan 
company which uses a Laconia, New Hampshire address on its paperwork. It is not 
located at this address. LLS is in no way affiliated with Laconia Savings Bank. The 
attorney general’s office and the banking commission arranged to have LLS’ toll-free 
telephone number shut down, but the business had already obtained another number. 
LLS’ Web site has also been closed down. Consumers are urged not to do business 
with LLS or any other Internet loan business without first contacting the attorney 
general’s office or the banking commission. 
Source: 
http://www.fosters.com/apps/pbcs.dll/article?AID=/20100429/GJBUSINESS_01/7042
99817/-1/FOSBUSINESS 

22. April 29, Wichita Eagle – (National) FDIC: Hacker attacks are risk for 
businesses. A federal bank regulator is concerned about what he or she said are 
cybercriminals targeting small and midsize businesses. The Federal Deposit Insurance 
Corporation said such attacks are on the rise. It plans to begin addressing the problem 
at a symposium next month in Washington, D.C. “Our analysis of Financial Crimes 
Enforcement Network’s Suspicious Activity Reports indicates that bank losses related 
to computer intrusion or wire transfer have increased as of last fall,” said the director of 
the FDIC’s division of supervision and consumer protection. “We must do everything 
we can to keep electronic payments of all types safe.” The FDIC said the fraud has 
“resulted in losses in the millions, and frayed business relationships and litigation 
affecting both banks and businesses.” The specific issue is what the FDIC calls 
“corporate account takeover schemes.” Those involve criminals gaining access to a 
business’s online banking account by way of a password and user name or through 

http://www.fosters.com/apps/pbcs.dll/article?AID=/20100429/GJBUSINESS_01/704299817/-1/FOSBUSINESS
http://www.fosters.com/apps/pbcs.dll/article?AID=/20100429/GJBUSINESS_01/704299817/-1/FOSBUSINESS
http://www.gao.gov/htext/d10618r.html
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hacking, another FDIC spokesman said. The criminals then make fraudulent electronic 
funds transfers. “This is happening all across the country,” he said. 
Source: http://www.kansas.com/2010/04/29/1291118/fdic-hacker-attacks-are-risk-
for.html 

23. April 28, U.S. Government Accountability Office – (National) Better communication 
could enhance the support FinCEN provides to law enforcement. Better 
communication could enhance the support the Financial Crimes Enforcement Network 
(FinCEN) provides to law enforcement, the Government Accountability Office (GAO) 
has found. It detailed steps that could be taken to improve anti-money-laundering 
efforts in a study issued April 28. The GAO noted that in December 2009, it found that 
the majority of 25 Law Enforcement Agencies (LEA) surveyed found FinCEN support 
useful in their efforts to investigate and prosecute financial crimes. But the GAO also 
found that FinCEN could enhance its support by better informing LEAs about its 
services and products and actively soliciting their input. GAO recommended that 
FinCEN establish a process for soliciting input regarding the development of its 
analytic products. FinCEN agreed with the recommendation and in April 2010 outlined 
a number of steps it plans to take to better assess law-enforcement needs, including 
ongoing efforts to solicit input from LEAs. GAO recommended that FinCEN develop a 
mechanism to collect sensitive information regarding regulatory changes from LEAs. 
In April 2010, FinCEN reported that it developed an approach for collecting sensitive 
information without making the comments publicly available. 
Source: http://www.gao.gov/products/GAO-10-622T 

24. April 28, WBRC 6 Birmingham – (Alabama) Former bank employee indicted for 
fraud, theft. A federal grand jury April 28, indicted a former Regions Bank (Alabama) 
employee on fraud and identity theft charges. A U.S. attorney, in a statement to FOX6 
News, said the 33-year-old suspect of Birmingham, Alabama was indicted on 11 counts 
of mail fraud, bank fraud, and aggravated identity theft. In June 2008, the suspect 
applied for a Capital One credit card in the name of a Regions Bank customer who did 
business at the branch where the suspect worked. The suspect received the credit card 
through the mail, used it for more than a year, and sometimes made payments on the 
card bill with money he took from the same customer’s Regions Bank accounts. The 
indictment also charges that, from October 2008 to September 2009, the suspect made 
unauthorized cash withdrawals from accounts of three Regions customers, including 
the one in whose name he had obtained the Capital One credit card. Between June 2009 
and September 2009, the suspect also made unauthorized electronic withdrawals from 
accounts of two of these Regions customers, causing the money to be transferred to a 
PayPal account he controlled, the indictment says. The U.S. attorney said this 
prosecution is connected to the U.S. President’s Financial Fraud Enforcement Task 
Force. 
Source: http://www.myfoxal.com/Global/story.asp?S=12392483 

25. April 28, Chicago Tribune – (Illinois) Serial robber suspected in suburban bank 
heists. A man who robbed an Arlington Heights bank today is suspected in at least four 
other Chicago-area bank heists this month, authorities said. At approximately 4:10 
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p.m., the man walked into the Village Bank and Trust at 311 S. Arlington Heights Road 
and demanded money, although he did not display a weapon. He left the bank on foot, 
eastbound into a residential neighborhood, Arlington Heights police said. Police 
searched the area with officers and dogs but did not find him. The FBI believes the 
same man is responsible for four other bank robberies and an attempted robbery in the 
last month, a spokesman said. According to information the FBI posted on the 
bandittrackerchicago.com Web site, the same robber hit the TCF Bank at 950 W. 
Meacham in Schaumburg April 5, the Harris Bank at 1680 W. Algonquin Road in 
Hoffman Estates April 12, the Harris Bank at 10 Huntington Lane in Wheeling April 
16, and the Harris Bank at 1 S. Arlington Heights Road in Elk Grove Village April 21. 
According to the FBI, witnesses in the first heist described the robber as a white man in 
his early 20s, about 5-foot-10 and 185 pounds, brown hair, and wearing blue jeans, a 
gray sweatshirt and dark sunglasses. 
Source: http://www.chicagobreakingnews.com/2010/04/serial-robber-suspected-in-
suburban-bank-heist.html 

26. April 28, V3.co.uk – (International) Barclays security chief: assume all networks are 
compromised. IT security professionals should operate under the assumption that their 
networks are compromised, and look at ways to ensure that the system works 
regardless, according to the head of information risk management at Barclays. He 
argued during a panel debate at Infosecurity Europe April 28 that it is wrong for 
security chiefs to try to create a “bubble of safety” in their systems because it is a false 
hope given the numerous threats and flaws. He clashed with his fellow panelists, both 
heads of information security at large multinationals, arguing that users do not benefit 
from feeling that they are being “watched” and should not be treated like children. It is 
the information security professional’s responsibility to educate users so that they can 
make the right decisions, according to the Barclay’s executive. “I believe that it is not 
all the user’s fault. Users generally make informed and sensible decisions, and our goal 
is to educate and inform them,” he said. 
Source: http://www.v3.co.uk/v3/news/2262198/barclays-security-chief 

27. April 28, U.S. Government Accountability Office – (National) FinCEN needs to 
develop its form-revision process for suspicious-activity reports. The Financial 
Crimes Enforcement Network (FinCEN) must further develop its form revision process 
for suspicious-activity reports to better enforce the Bank Secrecy Act, according to a 
new Government Accountability Office (GAO) report. Issued April 28, the study found 
that from 2000 through 2008, total Suspicious Activities Report (SAR) filings by 
depository institutions increased from about 163,000 to 732,000 per year. 
Representatives from federal regulators, law enforcement, and depository institutions 
with whom the GAO spoke attributed the increase mainly to two factors. First, 
automated monitoring systems can flag multiple indicators of suspicious activities and 
identify significantly more unusual activity than manual monitoring. Second, several 
public-enforcement actions against a few depository institutions prompted other 
institutions to look more closely at client and account activities. Other factors include 
institutions’ greater awareness of and training on Business Software Alliance (BSA) 
requirements after September 11, 2001, and more regulator guidance for BSA 
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examinations. FinCEN and law-enforcement agencies have taken actions to improve 
the quality of SAR filings and educate filers about their usefulness. Since 2000, 
FinCEN has issued written products with the purpose of making SAR filings more 
useful to law enforcement. FinCEN and federal, law-enforcement agency 
representatives regularly participate in outreach on BSA/anti-money laundering, 
including events focused on SARs. Law-enforcement agency representatives said they 
also establish relationships with depository institutions to communicate with staff about 
crafting useful SAR narratives. According to FinCEN officials, it is taking additional 
steps toward obtaining greater collaboration with law-enforcement agency 
representatives, prosecutors, and multi-agency law-enforcement teams and others to 
determine the contents of the form, but it is too soon to determine the effectiveness of 
the process. 
Source: http://www.gao.gov/products/GAO-10-609T 

[Return to top]  

Transportation Sector 

28. April 29, CNN – (National) New rule should reduce airport tarmac wait times. The 
Department of Transportation (DOT) plans to put into effect more aggressive passenger 
protection rules concerning tarmac wait times. The DOT’s tarmac-delay rule subjects 
airlines to stiff fines if passengers are stuck on the tarmac for more than three hours. It 
was prompted by a string of long delays dating back to December 2006, which DOT 
documents say caused passengers “undue discomfort and inconvenience.” Passengers 
reported subsisting on rationed Pringles potato chips and said the toilet stopped 
working. “There was no common sense used, no decency towards people that were 
sitting on a plane,” the DOT secretary said April 27 at a news conference. The tarmac-
delay rule has been widely discussed and debated since it was announced in December, 
but it is only one of a series of new DOT regulations designed to protect commercial 
airline passengers. 
Source: 
http://www.cnn.com/2010/TRAVEL/04/29/airline.passenger.protections/index.html 

29. April 29, Associated Press – (North Carolina) No explosives are found on plane 
diverted to PTI. A Continental Express flight from Houston to Dulles International 
Airport was diverted to Greensboro, North Carolina, Wednesday morning when 
someone found the word “bomb” written on a bathroom mirror inside the plane, federal 
officials said. A search of the plane after it landed at Piedmont Triad International 
Airport turned up no explosives. The officials who described what was written on the 
mirror spoke on condition of anonymity because the investigation is ongoing. FBI 
agents, Greensboro’s police bomb squad, and bomb-sniffing dogs owned by the 
Piedmont Triad International Airport Authority swept through the plane and its cargo, 
and found no explosives. An FBI spokeswoman in Charlotte said that they had no 
immediate plans to file criminal charges. The FBI questioned every passenger. 
Source: http://www2.journalnow.com/content/2010/apr/29/no-explosives-are-found-on-
plane-diverted-to-pti/ 
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30. April 28, Florida Fish and Wildlife Conservation Commission – (Florida) FWC 
approves draft rule to improve airport safety. The Florida Fish and Wildlife 
Conservation Commission (FWC) approved draft rules Wednesday that will allow 
airports to take wildlife in emergency situations on airport property without a permit. 
The draft rules will help airports avoid wildlife risks to human safety. Under the current 
rules, if endangered or threatened wildlife pose a threat to human safety, the airport 
must receive a permit from the FWC to remove the wildlife. For state-listed species, the 
draft rule allows the take of the wildlife in emergency situations without a permit. If the 
federal government protects wildlife, the take of the animals will fall under the 
authorization or permit of the federal government, and additional state authorization 
will not be required. In addition, the take of all other wildlife will be allowed if posing 
a threat to aircraft and human safety. The draft rules also address the methods of take 
not allowed, such as using pesticides not registered with Florida’s Department of 
Agriculture and Consumer Services. FWC directed staff to have a final draft of the rule 
ready for the panel’s June meeting. 
Source: http://www.wctv.tv/news/headlines/92334209.html?ref=209 

For more stories, see items 5, 6, 7, and 8  
 
[Return to top]  

Postal and Shipping Sector 

31. April 28, Associated Press – (Alabama) 2 men charged with hoax anthrax 
mailings. A federal grand jury has indicted two men in connection with a series of 
hoax anthrax letters mailed in Alabama. One man, a 38-year-old, is charged with 
mailing 15 hoax letters between March 6 and April 5 containing white powder that 
officials said could have been perceived as anthrax. Authorities said that one of the 
letters was delivered to a Senator’s office. They said the Talladega County sheriff, 
judges in the county and other officials also received such letters. The lead suspect, and 
another 38-year-old male from Lincoln are charged with mailing eight other anthrax 
hoax letters. Postal inspectors arrested the two April 24 after they deposited eight 
letters in an outdoor drop box at the Pell City Post Office. 
Source: http://www.cbs42.com/content/localnews/story/2-men-charged-with-hoax-
anthrax-mailings/93SrGluazEGCCKAc9cJktQ.cspx?rss=1659 

[Return to top]  

Agriculture and Food Sector 

32. April 29, Pittsburgh Tribune-Review – (National) Dying honeybee population 
threatens U.S. agriculture. A Pennsylvania bee expert is warning of a nationwide 
honeybee crisis after a survey released April 29 revealed that one-third of commercial 
beekeepers’ colonies died over the winter, the fourth consecutive year that’s happened. 
“These numbers are all indicators that a crisis is coming. It will reach a perfect storm, 
the way the credit crisis did,” said Pennsylvania Department of Agriculture bee 
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researcher. Nearly 34 percent of the country’s managed honeybee colonies were lost 
over the winter, according to the survey of 4,331 beekeepers conducted by the Apiary 
Inspectors of America, and the Agricultural Research Service. That figure compares to 
losses of 29 percent in 2008-09, 35.8 percent in 2007-08 and 31.8 percent in 2006-07. 
Honeybees are used to pollinate everything from apples to pumpkins to blueberries and 
add $15 billion each year to agricultural output in the United States, according to the 
USDA. Crop production could be at risk if honeybees are found in increasingly short 
supply and if cash-strapped beekeepers leave the business, which some insist they 
might be forced to do. “All told, the rate of loss experienced by the industry is 
unsustainable,” the survey stated. Not all of the losses stemmed from colony collapse 
disorder, a syndrome identified three years ago that is characterized by the death of an 
entire bee colony, the Pennsylvania bee researcher said. Bees also are under great threat 
from a variety of mites and viruses, and also from poor nutrition. The impact of 
pesticides on honeybees also is under increasing scrutiny. 
Source: http://www.pittsburghlive.com/x/pittsburghtrib/news/breaking/s_678719.html 

33. April 29, Food Safety News – (National) Two mixes added to HVP recall list. MiDAS 
Foods International has announced a recall of its Instant Beef Soup dry mix and Instant 
Beef Stroganoff sauce mix because they may contain salmonella-contaminated, 
hydrolyzed vegetable protein (HVP). Oak Park, Michigan-based MiDAS said it learned 
from a vendor that a flavor it was using in its soup mix contained the HVP produced 
and recalled by Basic Food Flavors in North Las Vegas. In a statement, MiDAS said 
testing of the flavor by an independent lab was negative for salmonella, but the 
company was proceeding with its own recall notice “for precautionary food-safety 
reasons.” The dry soup and dry sauce mixes were distributed to food-service 
establishments in Florida and Tennessee. Retailers sold none. No illnesses have been 
associated with this or previous, HVP-related recalls. The salmonella problem with 
HVP at Basic Food Flavors dates back to September 17, 2009. The company said the 
contamination was limited to a single, 10,000-pound lot. Food and Drug 
Administration (FDA) investigators in February found salmonella inside the North Las 
Vegas facility and production was halted for a time. 
Source: http://www.foodsafetynews.com/2010/04/two-mixes-added-to-hvp-recall-list/ 

34. April 29, Columbus Dispatch – (Ohio, Michigan, New York) New York E. coli case 
linked to Columbus. Health officials in New York have linked a case there to the E. 
coli outbreak in Columbus, Ohio and Ann Arbor, Michigan, that has sickened at least 
47 people. And New York officials are looking into at least a dozen more possible 
cases. “We continue to review suspected cases. As a precaution, the department will 
issue a healthcare-provider alert statewide,” a New York State Health Department 
spokesman said in an e-mail. The linked New York case is from Erie County and the 
individual has recovered. All five confirmed Columbus cases have now been 
genetically linked to the outbreak in Michigan, said a Columbus Public Health 
spokesman. Eight other probable cases are under evaluation. The Ohio Department of 
Agriculture is testing four food samples; and results might not be available for several 
days, said a department spokeswoman. She would not name the types of food being 
tested or say whether all four samples are the same type of food. The department’s lab 
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is responsible for tests on both produce and meat. Food items also are being tested in 
Michigan. Students at Ohio State University and the University of Michigan are among 
those sickened in the outbreak. The New York health department spokesman said he 
did not know whether the New York resident is a college student. 
Source: http://www.dispatch.com/live/content/local_news/stories/2010/04/29/new-
york-e-colicase-linked-to-columbus.html?sid=101 

35. April 29, Reuters – (National) Oil spill fans fears of fishery, tourism 
damage. Fishermen and tourism businesses in the northeast U.S. Gulf of Mexico are 
dreading the nightmare possibility that a huge oil spill could wreck their livelihoods if 
it reaches shore. The threat could not come at a worse time as the oyster season ends 
and shrimp season is set to begin. The slick threatens the eastern shores of Louisiana 
and could also affect coastal waters in Mississippi, Alabama, and northwest Florida. 
The Southern Shrimp Alliance told the National Marine Fisheries Service in 
Washington this week it could help with prevention and clean-up. “They are willing to 
pull booms if they have to,” said a spokeswoman for the non-profit trade alliance. “The 
timing of this could be horrible.” U.S. landings of shrimp were valued at $442 million 
in 2008, up 2 percent from the previous year, according to the National Marine 
Fisheries Service. The industry fears a southerly wind could keep oil off the coast but 
push the shrimp into the slick, she said. The slick could also hit the tourism sector that 
is vital to Gulf Coast economies. In Alabama, coastal residents and businesses were 
“frantic” about the possible impact if the slick was blown east, said the director of the 
Dauphin Island Sea Lab, a state marine research facility. Tourists spent $2.3 billion on 
Alabama’s beaches in 2008, supporting 41,000 workers, according to the Alabama Gulf 
Coast Convention and Visitors Bureau. But Alabama’s beaches would be easier to 
clean than salt marshes and oyster reefs. The lab director said the state’s oyster fisheries 
are in “immediate jeopardy.” 
Source: http://www.reuters.com/article/idUSTRE63S4UK20100429 

36. April 29, KMTR 16 Springfield – (Oregon) Downtown Roseburg restaurant at center 
of salmonella-outbreak investigation. A long-time downtown Roseburg restaurant, 
Los Dos Amigos, is at the center of a salmonella-outbreak investigation after multiple 
reports of the illness. Douglas County Public Health officials said seven people in 
Douglas County have contracted lab-confirmed cases of “salmonellosis” in the last 
month. More possible infections are pending. State health officials have now joined in 
the investigation. The common link? Each infected person ate Los Dos Amigos on 
Jackson Street between April 9 and April 17. It is an issue restaurant owners are not 
taking lightly, and they worry the cases will shed the eatery in an unfair, negative light. 
The restaurant has been open for nearly 20 years and it has never dealt with this kind of 
problem before. The eatery passed its last two county food-safety tests. County health 
officials pointed out that the salmonella outbreak could have easily come from infected 
food provided by a food supplier or processor. State health officials were expected to 
pick up the investigation into the source of the outbreak this week. They will test food, 
kitchen equipment, and prepping procedures. 
Source: http://www.kmtr.com/news/local/story/Downtown-Roseburg-restaurant-at-
center-of/ksvPvKo5tEe8sjA5_5j0Fw.cspx 
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37. April 27, WMAR 2 Baltimore – (Maryland) Toxic fumes released in McDonald’s 
restaurant. Maryland deputy state fire marshals are looking for suspects connected to a 
chemical-reaction bomb that was set-off in the McDonald’s restaurant at 1325 
Riverside Parkway in Harford County. Last Friday, April 23 at about 8 p.m., someone 
put a chemical-reaction device on a table inside the restaurant and toxic fumes were 
released into the air spreading throughout the McDonalds. Employees first spotted the 
smoking plastic bottle on the table near the entrance. Four of them had to be taken to 
Harford Memorial Hospital for treatment of nausea and sore-throat pain. All of the 
employees were treated and released from the hospital. The Harford County Hazardous 
Materials Team along with employees from the county health department, and 
members of the Abingdon Volunteer Fire Department were sent to the McDonalds to 
assess the situation. Deputy state marshal office employees also responded. After the 
restaurant was considered safe, evidence from the bomb was collected. No arrests have 
been made yet, according to the deputy state fire marshal. 
Source: http://www.abc2news.com/news/local/story/Toxic-Fumes-In-Fast-Food-
Restaurant/Th9dXm2FAkKs_7XodPH4hA.cspx 

[Return to top]  

Water Sector 

38. April 28, Los Angeles Times – (California) Map shows 50 new California earthquake 
faults. More than 50 new surface earthquake faults have been discovered in California 
over the last two decades, according to a new state map that officials hope will help 
guide future development decisions and emergency planning. The state’s fault activity 
map, produced by the California Geological Survey, is the first in 16 years and offers a 
sober reminder of California’s quake risks. The engineering section manager for the 
Metropolitan Water District (MWD) of Southern California, said his agency is eager to 
review the new map. He said that the MWD already uses seismic maps in planning 
projects but that the state map provides additional useful information. The digital 
version of the new maps should be updated far more rapidly than in the past. If a new 
fault is discovered, it could be only months before its location is reflected 
electronically, the engineering section manager said. The new faults range from small 
ones that do not pose much threat for major temblors to very large ones. Most of the 
faults have been known to researchers, and information on them is contained in 
scientific files. But state officials and quake experts hope that putting all the faults on 
one map will educate the state about quake-risk zones and help residents grasp the 
geography of the fault lines. 
Source: http://www.latimes.com/news/custom/topofthetimes/topstories/la-me-
california-faults-20100428,0,2888008.story 

39. April 28, Alaska Journal of Commerce – (Alaska) Fluorination malfunction causes 
unsafe drinking water at Fort Richardson. A mechanical malfunction with the 
fluoride distribution system at the Fort Richardson, Alaska water-treatment plant near 
Anchorage rendered the water supply unsafe for drinking Wednesday morning. Alarms 
at the plant alerted workers that fluoride levels were higher than normal. Messages 
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were sent to people living and working at Fort Richardson to not drink the water, 
according to a public affairs officer. The water is safe for bathing and washing clothes, 
he said, and bottled water has been distributed to the two schools on the base, its 
daycare center, dining facilities, and other points. The fluorination system has been shut 
off and the water is being flushed through water mains and fire hydrants around the 
base, which hosts anywhere from 5,000 to 7,000 people. Officials were scheduled to 
meet again Wednesday afternoon to monitor the repair progress. Current estimates 
indicated that the problem should be fixed within 24 hours. 
Source: http://alaskajournal.com/stories/042810/Fluorination-malfunction-cause.shtml 

40. April 28, Wilkes-Barre Times Leader – (Pennsylvania) Casey wants EPA to probe 
well contamination linked to gas drilling. A U.S. Senator from Pennsylvania wants 
the U.S. Environmental Protection Agency (EPA) to investigate and respond to 
groundwater contamination that the state has linked to a natural gas well in 
Susquehanna County. In a letter to the EPA Administrator, the Senator noted that 
natural gas drilling in the Marcellus Shale region has led to job creation, strengthened 
the state economy and reduced dependence on foreign oil. However, he writes, “the 
highly variable and unpredictable nature” of hydraulic fracturing “that can lead to the 
contamination of drinking water is of great concern.” He noted the gas and oil industry 
is exempt from complying with the federal Safe Drinking Water Act. The Senator said 
there are many reasons for requesting EPA involvement, including recent incidents in 
the state that “raise the question of whether the necessary steps have been taken to 
protect Pennsylvania families and communities against the detrimental side effects of 
drilling.” The Senator asked for a meeting with appropriate EPA officials to discuss 
natural-gas drilling, and whether the agency could investigate water and environmental 
contamination. He said he hopes that Science Advisory Board officials would also 
attend the meeting to discuss the scope, timing and methodology of a congressionally 
mandated study the EPA has launched on hydraulic fracturing. An EPA spokeswoman 
said officials are reviewing Casey’s letter and expect to respond to it in the near future. 
Source: 
http://www.timesleader.com/news/Casey_wants_EPA_to_probe_well_contamination_l
inked_to_gas_drilling_04-27-2010.html 

41. April 28, U.S. Environmental Protection Agency – (Oklahoma) EPA orders Territory 
Resources, LLC to stop discharging wastewater. The Environmental Protection 
Agency (EPA) has issued cease and desist administrative orders to Territory Resources, 
LLC of Stillwater, Oklahoma, for violations of the federal Clean Water Act. A March 
25, 2010, EPA inspection of the company’s oil-field production and brine disposal 
facilities located in Noble County and Kay County, Oklahoma, found that oil-
production activities caused unauthorized discharges of oil field brine and produced 
wastewater into a tributary of Birds Nest Creek. The inspections also revealed that 
water located at the discharge points of entry into the tributary of Birds Nest Creek was 
contaminated with brine discharges and salts. Based on these findings, Territory 
Resources, LLC has been ordered to cease all discharges of pollutants from the 
facilities, remove all brine and contaminated soils from the flow paths located between 
the facilities and discharge points of entry into the tributary of Birds Nest Creek, and 
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within 30 days provide written certification that these activities have been completed. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/b01707cedbc119da852577130050ad68?Op
enDocument 

42. April 28, U.S. Environmental Protection Agency – (National) EPA launches online 
map tracking enforcement actions in Chesapeake Bay Watershed. The U.S. 
Environmental Protection Agency (EPA) has launched an online map that shows the 
locations of federal air and water enforcement actions in the Chesapeake Bay 
watershed. The map is part of EPA’s increased focus on enforcement of federal 
pollution laws in the Chesapeake Bay region, including a new strategy of targeting 
geographic areas and pollution sources contributing the greatest amounts of nitrogen, 
phosphorus and sediment to streams, creeks, rivers and the bay. EPA developed the 
Chesapeake Bay Compliance and Enforcement Strategy to target the greatest sources of 
pollution impairing the bay and its tributaries. The draft strategy is a multi-state plan 
for addressing violations of federal environmental laws, and will be finalized in May as 
part of the Chesapeake Bay Executive Order. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/51c02ac2bb2b6ab88525771300640c61?Op
enDocument 

[Return to top]  

Public Health and Healthcare Sector 

43. April 28, U.S Food and Drug Administration – (National) FDA urges industry to take 
additional steps to prevent cargo theft. The U.S. Food and Drug Administration 
(FDA) April 28 sent a letter to companies and a wide range of other key stakeholders 
detailing the agency’s concern over cargo and warehouse thefts of FDA-regulated 
products. The products stolen have included prescription and over-the counter 
medicines, medical devices, and infant formula. In its letter, the FDA seeks to raise 
awareness among industry about each firm’s responsibility to review and strengthen 
their security practices. The missive also seeks to inform industry of the actions the 
FDA will take when it becomes aware of a large-scale theft, and outlines preventative 
steps firms should take. And the letter emphasize the importance of notifying and 
informing members of the supply chain and the public after thefts occur. The FDA 
believes every company should have a clear plan developed on how to respond to these 
incidents. It also believes prevention of cargo theft is critical. The FDA said it will 
continue to work closely with manufacturers and wholesalers to find ways to better 
secure the nation’s supply chain, which protects the public health. 
Source: 
http://www.fda.gov/NewsEvents/Newsroom/PressAnnouncements/ucm209911.htm 

44. April 28, Mansfield News Journal – (Ohio) Mercury spill closes local health 
department. The Mansfield-Ontario-Richland County Health Department in Ohio was 
slated to be closed April 29 and 30 because of a mercury spill involving a manometer 
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within a blood-pressure machine. The closure will aid in spill cleanup and affects all 
health-department services, including community health screenings, Richland County 
Employee Wellness Screenings and both Ashland and Richland County WIC. Clinic 
patients, and Ashland and Richland County WIC clients with appointments scheduled 
during the closure will be contacted to reschedule. 
Source: 
http://www.mansfieldnewsjournal.com/article/20100428/UPDATES01/304280005/100
2/NEWS01 

45. April 28, WBKO 13 Bowling Green – (Kentucky) The Medical Center reports 
security breach. The Medical Center in Bowling Green, Kentucky has notified more 
than 5,000 of its patients about a security breach. Officials at The Medical Center said 
computer equipment was stolen from the clinic’s mammography suite containing 
information on patients who underwent bone density testing between 1997 and 2009. 
“We take very seriously our obligation to safeguard information, and certainly we are 
very regretful that this happened. As a result, we have taken steps to strengthen our 
security of patient information,” said the vice president of Commonwealth Health 
Foundation. An investigation is ongoing and has been reported to the Bowling Green 
Police Department. 
Source: http://www.wbko.com/news/headlines/92362139.html 

46. April 27, WKTV 2 Utica – (New York) Formaldehyde spill at Lewis County Hospital 
prompts hazmat response. Hazmat crews worked overnight at a Lewis County, New 
York hospital following a hazardous spill. It is estimated five gallons of formaldehyde 
spilled in a lab room at the Lewis County General Hospital in Lowville just after 8 
p.m., Monday, April 26. Emergency officials said the spill could have been a health and 
fire hazard, but fire and hazmat crews on the scene isolated it and got it cleaned up 
quickly. No one was injured, and officials said there was no danger to the rest of the 
hospital. 
Source: http://www.wktv.com/news/local/92167929.html 

[Return to top]  

Government Facilities Sector 

47. April 29, Brockton Enterprise – (Massachusetts) 6 charged with making bomb 
threats in Wareham. Six separate bomb scares in Wareham, Massachusetts public 
schools over the last several weeks have resulted in charges against six people, five of 
whom are younger than 18. The Wareham Fire Department responded to two separate 
calls about bomb threats Tuesday and Wednesday at Wareham Middle School. On 
Tuesday, a handwritten note was found on the wall of a bathroom at the middle school. 
On Wednesday, two more threats were found in a bathroom. Both times the school was 
evacuated while the building was combed for bombs. Three people who are younger 
than 18 were charged with making false bomb threats and disturbing school assembly. 
On April 14, another juvenile was charged with making a false bomb threat after a 
bomb scare at the Decas School. The day before, an 18 year-old student was charged 

http://www.wbko.com/news/headlines/92362139.html
http://www.wktv.com/news/local/92167929.html
http://www.mansfieldnewsjournal.com/article/20100428/UPDATES01/304280005/1002/NEWS01
http://www.mansfieldnewsjournal.com/article/20100428/UPDATES01/304280005/1002/NEWS01
http://www.mansfieldnewsjournal.com/article/20100428/UPDATES01/304280005/1002/NEWS01


 - 20 - 

with making a false bomb threat after a note was found in the hallway of Wareham 
High School. Another person under 18 was charged in a separate incident March 25 at 
the Minot Forest School, when a bomb threat in note form was found in the bathroom. 
The Wareham Fire Department is still investigating an April 6 bomb threat at the 
Wareham Middle School. Making a false bomb threat is a felony that carries a penalty 
of up to 20 years in state prison. 
Source: http://www.enterprisenews.com/news/x457997384/Six-charged-with-making-
bomb-threats-in-Wareham 

48. April 28, KSNW 3 Wichita – (Kansas) Woman arrested after making 9 bomb 
threats. Wichita, Kansas police have arrested a woman they said called in numerous 
bomb threats to a school. The most recent was Tuesday, April 27 when Payne 
Elementary School officials reported receiving a call from a woman saying there was a 
bomb inside the school set to blow up. Parents said they have been concerned over the 
past few weeks. After bomb scare number eight was called into the school, police 
investigators were waiting at the school to try and catch the suspect. It turned out that 
the 27-year-old suspect had a child at the school. She is now under arrest after police 
said they found her near the school ... watching the police response to the bomb threat. 
Parents said they can now breathe easier. The suspect was expected to be formally 
charged Thursday. The school was evacuated after each threat except for Tuesday, and 
no bombs were ever found. No motive has been released by police. 
Source: http://www.ksn.com/mostpopular/story/WPD-Woman-arrested-after-making-
nine-bomb-threats/gBlVP9exx0C7XsPgnO8FlA.cspx 

49. April 28, Associated Press – (Arizona) 5 Marines injured at Yuma base. Authorities 
say five visiting Marines have been injured in a training exercise at a remote airstrip on 
the Barry Goldwater Range in Yuma, Arizona. Officials with the Marine Corps Air 
Station Yuma said the Marines suffered smoke inhalation at about 1 p.m. April 28, 
when a pile of empty sandbags caught fire for an unknown reason. Base officials said 
one Marine was airlifted to the Maricopa Burn Center for treatment of severe smoke 
inhalation and was expected to remain overnight. The other four Marines were 
transported to Yuma Regional Medical Center, but two were released by Wednesday 
night. The names of the injured Marines were not immediately released, but officials 
say they were detached from Marine Air Control Squadron-2 out of Cherry Point, 
North Carolina. 
Source: http://ktar.com/?nid=6&sid=1289167 

50. April 28, Galveston Daily News – (Texas) Man charged with threat against La 
Marque mayor. A 43-year-old man was in the Galveston County jail Tuesday charged 
with making a false emergency report and a terroristic threat against the La Marque, 
Texas mayor. Using the county’s 911 system-tracking program, police, with the help of 
the FBI and Texas Rangers, were able to track a pay-as-you-go mobile phone suspected 
of having been used in the case and make an arrest within a few hours, La Marque’s 
police chief said. About 10 a.m. April 23, a man called La Marque’s 911 emergency 
dispatch line and made the threat, the police chief said. The caller said he had just 
gotten out of prison and found out that the city’s mayor was “black and that wasn’t 
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going to fly with him and his Klansmen,” according to police dispatch records. The 
operations manager for the Galveston County Emergency Communication District, was 
able to track where the mobile call originated from, the police chief said. That turned 
out to be near the Walgreens at state Highway 3 and FM 1765, he said. With the help of 
the FBI, officials were able to use the phone number to trace the serial number of the 
phone and determine who had last purchased minutes for the phone, the police chief 
said. 
Source: http://galvestondailynews.com/story.lasso?ewcd=72fe92ea970525d6 

51. April 28, Florida Times Union – (Florida) Jacksonville school district hires personal 
security force. To save more than a million dollars, cash-strapped Duval County 
Public Schools will no longer have officers with the Jacksonville (Florida) Sheriff’s 
Office patrolling its campuses. Starting later this year, JSO officers will be phased out 
of local schools. They will be replaced by district employees who are state-certified law 
enforcement officers, said a district spokeswoman. The district is facing a shortfall of 
up to $75 million next year, caused in part by declining revenues and costly class-size 
amendment requirements. “The cost of JSO officers has increased by about 50 percent 
in the last three years,” the spokeswoman said. “With our budget issues we needed to 
cut back.” The district plans to hire nine resource officers by July, and 15 more by 
October. The full complement of 60 officers will be in schools by October 2011, the 
spokeswoman said. 
Source: http://jacksonville.com/news/metro/2010-04-28/story/jacksonville-school-
district-hires-personal-security-force 

52. April 28, KCAL 9 Los Angeles – (California) Hoax prompts lockdown at USC’s 
Leavey Library. Authorities said a reported of a suspicious package at a library on the 
University of Southern California’s campus in Exposition Park California, turned out to 
be a hoax. Authorities said students were evacuated from Leavey Library, April 28, 
after they received a report from an anonymous caller of a suspicious package. No 
package had been found as of 1:30 p.m. and authorities determined the call was a hoax, 
a Los Angeles Police Department spokesman said. No other information was 
immediately available. 
Source: http://cbs2.com/local/USC.main.library.2.1662353.html 

53. April 27, Associated Press – (Illinois) Champaign community college reopens after 
threat. Parkland College will reopen the satellite campus it closed over a bomb threat 
after police said they did not find any explosives. A Parkland vice president said the 
community college’s Mattis Avenue campus in Champaign, Illinois would reopen 
Tuesday afternoon. She said the campus received a bomb threat at about 8:30 a.m., 
Tuesday, April 27, that officials decided was serious enough to close the facility. 
Parkland’s main campus was not affected. The vice president said up to 200 students, 
faculty and staff are at the smaller campus most mornings. The Champaign Police 
Department did not return calls seeking comment Tuesday. 
Source: http://www.sj-r.com/breaking/x43874525/Threat-closes-Champaign-
community-college-campus 
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[Return to top]  

Emergency Services Sector 

54. April 29, Homeland Security Today – (National) Senators seek to protect firefighter 
grants. A bipartisan group of U.S. senators moved Wednesday, April 28, to strengthen 
homeland security grants for firefighters in the face of proposed Administration cuts. 
The Fire Grants Reauthorization Act of 2010, which passed the Senate Homeland 
Security and Governmental Affairs Committee, would authorize $950 million per year 
for the Assistance to Firefighters (FIRE), Staffing for Adequate Fire and Emergency 
Response (SAFER), and the Fire Prevention and Safety (FP&S) grant programs for a 
period of five years. Those levels would increase with adjustments according to 
inflation. The bill would provide flexibility to the Federal Emergency Management 
Agency to waive some requirements for applicants that provide evidence of economic 
hardship, including high unemployment numbers during a time of record 
unemployment across the U.S. It further encourages joint applications to build regional 
capabilities and provides additional opportunities for peer review of grant applications. 
A Democratic Senator from Connecticut called the grants “invaluable.” A Republican 
Senator from Maine hailed the firefighter grants as a model program for first 
responders. “The fire grant is one of the most successful programs administered by the 
Department of Homeland Security,” she said. “It is an efficient and effective model for 
delivering grant funding because it is peer-reviewed and monies are provided directly 
to local fire departments. Another Senator (I-Connecticut) observed that fire 
departments have absorbed more and more emergency preparedness responsibilities in 
the wake of 9/11 and Hurricane Katrina. 
Source: http://www.hstoday.us/content/view/13097/128/ 

55. April 28, Homeland Security Newswire – (International) Software helps World Cup 
emergency planning. The organizers of this summer’s World Cup are using a 
simulation software developed by researchers at the University of Salford in 
Manchester, England which allows emergency personnel and hospital to better prepare 
for different emergencies. University of Salford researchers have developed a piece of 
software that has been used to plan for emergencies in South Africa’s World Cup 
stadiums. The software is said to mark a real step forward in planning for emergency-
medical scenarios, as it replaces physical models using toy-building blocks to represent 
people or resources that were unable to show complex data, move ahead in real time, or 
be captured as snapshots for later reviews. By using confidential data provided by the 
South African authorities, the software has been used by emergency services to 
simulate a range of scenarios that result in casualties. The software is based on models 
used in hospitals to plan for an influx of casualties following a major incident. It was 
developed by a computer-science researcher, and one of his students, who is a 
physician. “Scenario planning for major events is standard practice, but we felt that the 
toy-blocks-style physical process that is typically used could be improved using 
technology,” said the University of Salford computer scientist. “By using a games 
engine we have created something that is far more flexible, informative and can be 
adapted simply by inputting data from any event.” 
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Source: http://homelandsecuritynewswire.com/software-helps-world-cup-emergency-
planning 

56. April 28, U.S. Department of Defense – (National) Air Guard trains for firefighting 
mission. Airmen from the Air National Guard and Air Force Reserve are training with 
the Modular Airborne Fire Fighting System, or MAFFS, at the South Carolina 
Technology and Aviation Center here this week. MAFFS units are composed of 
National Guard and Reserve C-130 aircraft that drop fire retardant ahead of an 
encroaching fire to assist ground fire crews. Aircrews received classroom training April 
26 to set the foundation for the week of airborne exercises that revitalize the abilities of 
veteran crewmembers and certify crewmembers who are new to the MAFFS mission, 
Guard officials said. Military flight crews will rotate flying time, performing 
maneuvers to prepare them for challenges such as low-level flying through gorges and 
over mountainsides, and repeated drops and refills of fire retardant in rapid succession. 
Ground crews will learn about equipment operation and will be introduced to the 
extreme pace of constantly receiving, servicing, loading and launching the aircraft. 
Units assigned and equipped to execute the MAFFS missions include Air National 
Guard units from Charlotte, North Carolina; the Channel Islands, California; and 
Cheyenne, Wyoming; and an Air Force Reserve unit out of Colorado Springs, 
Colorado. MAFFS is a partnership between federal land management agencies and the 
military to provide supplemental air tankers to assist in fire-suppression efforts 
nationwide. 
Source: http://www.defense.gov/news/newsarticle.aspx?id=58943 

57. April 27, Washington Times – (National) Military cancels nuclear attack test. The 
U.S. military has canceled a major field exercise that tests its response to a nuclear 
attack, angering some officials who say that what is now planned for this month will be 
a waste of time. U.S. Northern Command in Colorado withdrew from major 
participation in the National Level Exercise (NLE), a large-scale drill that tests whether 
the military and the Department of Homeland Security can work with local 
governments to respond to an attack or natural disaster. The exercise was canceled 
recently, after the planned site for a post-nuclear-attack response — Las Vegas — 
pulled out in November, fearing a negative impact on its struggling business 
environment. A government official involved in NLE planning said a new site could 
not be found. The official also said the Northern Command’s exercise plans for 
“cooping” — continuity of operations, during which commanders go to off-site 
locations — also had been scratched. “All I know is it’s been turned into garbage,” said 
the official, who asked not to be identified because of the sensitivity of the information. 
The NLE, which is supposed to be a series of hands-on exercises to test the system in 
the event terrorists use a nuclear device, has become instead a “tabletop exercise at 
best,” the official said. The field exercise in Las Vegas was to simulate terrorists 
detonating an improvised nuclear device assembled with smuggled weapons-grade 
uranium. Created after the September 11th attacks, the NLE is the country’s largest 
exercise of its kind — combining activities among the military, Department of 
Homeland Security, and local governments to test their joint, emergency response 
capabilities. 
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Source: http://www.washingtontimes.com/news/2010/apr/26/military-cancels-nuclear-
attack-test/ 

58. April 29, IDG News Service – (International) Europe considers new cybercrime 
agency. European ministers are considering establishing a new agency that would tie 
together law-enforcement agencies and other entities dedicated to fighting cybercrime. 
The Council of the European Union, composed of ministers from 27 countries, issued a 
document earlier this week calling for the European Commission to draw up a 
feasibility study on the idea. The ministers released a set of goals they would like to 
achieve over time. One of them is to gain more ratifications of the Council of Europe’s 
Cybercrime Convention, the only international treaty covering computer crime. The 
treaty requires countries to adopt cyber-crime laws, have contacts available 24 hours a 
day for fast-breaking investigations, and to take other measures. Another medium-term 
goal focuses on revocation of domain names and Internet protocol addresses. The 
document does not spell out exactly what the ministers’ objectives are, but it is already 
standard procedure for many ISPs to shut down Web sites linked with bad behavior. 
The new agency would also be tasked with forging stronger bonds between various 
law-enforcement agencies and other organizations that deal with cybercrime, including 
Europol, Eurojust, Interpol, and others. 
Source: http://www.networkworld.com/news/2010/042910-europe-considers-new-
cybercrime.html?hpg1=bn 

For more stories, see items 23 and 27  
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Information Technology Sector 

59. April 29, V3.co.uk – (International) Russia dominating automated-malware kit 
market. Russia is dominating the market for automated malware creation kits that are 
sold online to phishers and data thieves. A new report from M86 Security, entitled 
“Web Exploits: There’s an App for That,” found that the majority of new malware-
creation kits, such as Adpack and Fragus, are being sold in Russia The company had 
seen a big increase in the size and complexity of such kits, and said that more than a 
dozen had launched in the past six months. “People can launch attacks without even 
knowing a line of code, and the infrastructure now exists to pay the attacker per exploit 
achieved,” said the vice president of technology strategy at M86 Security. “With an 
attack kit, there is literally ‘an app for that’ and it is driving the explosive growth in 
Internet-borne threats such as spam and zero-day attacks with new kits popping up 
every day.” Software to automatically generate malware has been around for some 
years, but has now evolved into a complex business. Some kits just offer code 
generation, while others sell full-service packages that update the creation engine to 
keep ahead of security companies. The report also found a thriving trade in third-party 
payments, where attackers receive a commission based on the amount of third-party 
malware installed on a victim’s system. 
Source: http://www.v3.co.uk/v3/news/2262206/russia-dominating-automated 
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60. April 29, Help Net Security – (International) India now the primary producer of 
viruses. India has pushed Korea into second place and taken over the mantle of the 
world’s largest producer of Internet viruses, according to analysis of Internet threats in 
April by Network Box. India now accounts for just under 10 percent of the world’s 
viruses, ahead of Korea at 8.24 per cent and the U.S. at 6.7 percent. India is also 
becoming a more dominant force in spam production and intrusions: 7.4 percent of the 
world’s spam now originates from India; and the country is responsible for 8.6 percent 
of intrusions. This trails the U.S., which still produces more spam than any other 
country (11.9 percent). It was revealed earlier in the month that computer networks in 
India were compromised by Chinese hackers using social networking sites to 
compromise computers in India, and also attack the India High Commission in the UK. 
Source: http://www.net-security.org/malware_news.php?id=1320 

61. April 29, Computerworld – (International) PDF exploits explode, continue climb in 
2010. Exploits of Adobe’s PDF format jumped dramatically last year, and continue to 
climb during 2010, a McAfee security researcher said April 28. Microsoft, meanwhile, 
recently said that more than 46 percent of the browser-based exploits during the second 
half of 2009 were aimed at vulnerabilities in Adobe’s free Reader PDF viewer. 
According to a security strategist with McAfee Labs, the percentage of exploitative 
malware targeting PDF vulnerabilities has skyrocketed. In 2007 and 2008, only 2 
percent of all malware that included a vulnerability exploit leveraged an Adobe Reader 
or Acrobat bug. The number jumped to 17 percent in 2009, and to 28 percent during the 
first quarter of 2010. “In the last three years, attackers have found PDF vulnerabilities 
more and more useful, for a couple of reasons,” the security strategist said. “First of all, 
it is increasingly difficult for them to find new vulnerabilities with the operating system 
and within browsers that they can exploit across the different versions of Windows. 
And second, Reader is one of the most widely deployed applications that allows files to 
be accessed or opened within the browser.” 
Source: 
http://www.computerworld.com/s/article/9176117/PDF_exploits_explode_continue_cli
mb_in_2010 

62. April 29, Wall Street Journal – (International) Beijing to impose encryption 
disclosure rules. China is set to implement new rules that would require makers of 
certain electronic equipment to disclose key encryption information to be eligible for 
government procurement sales, creating a possible showdown with foreign companies 
that are unlikely to comply. Beginning May 1, makers of six categories of technology 
products, including smart cards, firewall technology, and Internet routers, will have to 
disclose encryption codes to authorities for certification to participate in bidding for 
government purchases. Such encryption information is closely guarded by companies, 
and industry officials say foreign companies that fall under the new rules are unlikely 
to comply, which could mean they are cut off from government contracts for those 
products. The product categories covered by the encryption rules account for tens of 
millions, or possibly hundreds of millions, of dollars a year in government sales, 
industry officials estimate. That’s a small fraction of the many tens of billions a year 
China’s government spends on procurement. Still, the dispute is the latest illustration of 
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recent tension between Chinese authorities and foreign businesses over a range of 
regulatory policies. 
Source: 
http://online.wsj.com/article/SB10001424052748704423504575211842948430882.htm
l?mod=fox_australian 

63. April 28, Computerworld – (International) Major malware campaign abuses unfixed 
PDF flaw. Several security companies today warned of a major malware campaign that 
tries to dupe users into opening rigged PDFs that exploit an unpatched design flaw in 
the PDF format. Users who open the attack PDFs are infected with a variant of a 
Windows worm known as “Auraax” or “Emold,” researchers said. The malicious 
messages masquerade as mail from company system administrators and come with the 
subject heading of “setting for your mailbox are changed,” said a research engineer in 
CA Inc.’s security group. A PDF attachment purportedly contains instructions on how 
to reset e-mail settings. “SMTP and POP3 servers for ... mailbox are changed. Please 
carefully read the attached instructions before updating settings,” the message states. In 
reality, the PDFs contain embedded malware and use the format’s /Launch function to 
execute that malware on Windows PCs running the newest versions of Adobe Systems 
Inc.’s Acrobat application or its free Adobe Reader, as well as other PDF viewers, such 
as Foxit Reader. 
Source: 
http://www.computerworld.com/s/article/9176088/Major_malware_campaign_abuses_
unfixed_PDF_flaw 

64. April 28, IDG News Service – (Texas) Texas man set to admit building botnet-for-
hire. A Mesquite, Texas man is set to plead guilty to training his 22,000-PC botnet on a 
local Internet Service Provider — just to show off its firepower to a potential customer. 
The suspect will plead guilty to charges that he and another man built a custom botnet, 
called Nettick, which they then tried to sell to cybercriminals at the rate of $0.15 per 
infected computer, according to court documents. On August 14, 2006, the pair 
allegedly used part of Nettick to attack a computer hosted by The Planet. Apparently, 
that was just a test, to show that the botnet was for real. “After the test, the bot 
purchaser agreed to buy the source code and the entire botnet for approximately 
$3,000,” prosecutors said in the indictment against the two men. The first suspect will 
plead guilty Thursday in federal court in Dallas, according to his attorney. The second 
suspect has pleaded innocent in the case and is set to go to trial May 17. Both men face 
a maximum of five years in prison and a $250,000 fine on one count of conspiring to 
cause damage to a protected computer and to commit fraud. 
Source: 
http://www.computerworld.com/s/article/9176108/Texas_man_set_to_admit_building_
botnet_for_hire 

65. April 28, The Register – (International) Online anonymity fueled ‘Web War’ on 
Estonia. The attacks that paralyzed Estonian Internet traffic for three days in 2007 
were fueled by online anonymity and a phenomenon known as contagion, according to 
a report by three academicians. The paper, titled “Storming the Servers: A Social 
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Psychological Analysis of the First Internet War,” is among the first to study the social 
and psychological forces that contributed to the massive DDoS, or distributed denial of 
service, attacks on Estonia. They are likely to play out in future online conflicts, the 
authors warn. Chief among the contributors was the anonymity of online interactions, 
which the authors said created a disregard for established social mores. “Participants in 
the attacks both transmitted instructions on how to participate and took part in the 
DDoS attacks themselves from the privacy of their offices, Internet cafes, and homes,” 
the paper explains. “One of the many ways in which communication via the Internet 
differs from face-to-face communication is the relative anonymity afforded by the 
communication mode.” Anyone who has ever participated in an online discussion 
knows that the potential runs high for flaming and other highly aggressive behavior. 
The paper speculates that the relative anonymity that comes with online interaction 
may be to blame because it decreases the effect of an individual’s internal standards of 
conduct. The resulting lack of accountability may have spurred on people who were 
already angry at Estonia. 
Source: http://www.theregister.co.uk/2010/04/28/web_war_one_anonymity/ 

66. April 28, Government Computer News – (International) Microsoft reissues Windows 
2000 Server security fix. On April 28, Microsoft released an updated critical fix for 
Windows Media Services on Windows 2000 Server. The revamped bulletin, MS10-
025, addresses a “privately disclosed” bug that could enable remote code execution 
attacks. The bulletin was reissued less than a week after Microsoft pulled the initial fix 
from its April monthly security-patch rollout. Microsoft explained at that time that the 
fix did not “address the underlying issue effectively.” The company added that it was 
not aware of active attacks seeking to exploit the vulnerability. Some security experts 
believe that Microsoft recently received private, third-party reports that the patch did 
not correctly address the vulnerability and therefore pulled it for a reconfiguration last 
week. For its part, Microsoft said that the new update remedies the remote code 
execution exploit, which takes advantage of stack overflow in Windows Media 
Services. Windows Media Services is an option in Windows Server 2000 that supports 
streaming media applications. 
Source: http://gcn.com/articles/2010/04/28/microsoft-reissues-windows-2000-server-
security-fix.aspx 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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67. April 29, ITP.net – (International) Damaged submarine cable now fixed, says 
Etisalat. Frustrated Internet users in the UAE may finally be able to get back to 
watching video clips on YouTube and uploading pictures to Facebook, following the 
April 29 announcement that the damaged submarine cable largely responsible for 
connecting the country to the rest of the world has been fixed. The Sea-Me-We 4 cable 
has been out of action for two weeks, and although UAE internet providers Etisalat and 
Du say bandwidth has not been affected because traffic has been re-routed, users have 
complained of dramatically reduced speeds. Earlier April 29, a spokesman for Etisalat 
told CommsMEA: “[The repair work] has been completed and now all operators are re-
routing their traffic. This will take some time, but by tonight it should be back to 
normal.” Repair work to fix the affected section of the cable was scheduled to start 
April 17, but it was pushed back to April 24 due to bad weather in the Mediterranean 
Sea before finally beginning April 25. 
Source: http://www.itp.net/580134-damaged-submarine-cable-now-fixed-says-etisalat 
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Commercial Facilities Sector 

68. April 28, Manchester Union Leader – (New Hampshire) Gas leak forces Salem plaza 
evacuation. The DeMoulas Plaza on South Broadway was evacuated Wednesday 
afternoon after fire officials said construction workers hit a gas line. The Salem, New 
Hampshire Fire Department got a call at around 1:30 p.m., saying workers struck a 
natural gas line while digging behind the store, the Salem fire captain said. Several 
dozen people were evacuated from the plaza as a precaution, he said, but no widespread 
hazardous fumes were detected. Workers from Unitil arrived on scene at around 2 p.m. 
to close a valve on the line and contain the leak. People were allowed back into the 
building shortly after. 
Source: 
http://www.unionleader.com/article.aspx?headline=Gas+leak+forces+Salem+plaza+ev
acuation&articleId=9607ea7c-080d-4c0d-8974-cae4ec1e677b 

69. April 28, San Bernardino County Sun – (California) Foul fumes daze 23 San Manuel 
Indian Bingo and Casino workers. A mysterious odor invaded a cash-counting room 
at San Manuel Indian Bingo and Casino in California on Wednesday, and sent 23 
employees to hospitals after they were overcome by nausea and dizziness. Fire officials 
said they are unsure where the fumes originated or how they stayed confined to a 
particular area. Two hazardous materials crews searched three areas of the casino but 
could not pinpoint the cause of the fumes. “No hazmat materials or conditions were 
found,” said the San Manuel Fire Division chief. “It was likely an odor that came in 
from outside of the facility. At no time were casino guests in any danger or disrupted.” 
Employees did not exhibit signs of serious illness and were taken to hospitals as a 
precaution, officials said. None had any respiratory injuries and their vital signs were 
all normal. Both the San Manuel and San Bernardino fire departments investigated and 
performed tests in the interior and exterior of the facility. All tests came back negative. 
Toxicologists at Loma Linda University tested clothing and did not find any hazardous 
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chemicals. 
Source: http://www.sbsun.com/news/ci_14978063 

70. April 28, Executive Gov – (National) DHS partners with sports leagues 
subsector. The U.S. Department of Homeland Security’s (DHS) Office of 
Infrastructure is sponsoring The Sports League Conference. The sports leagues sub-
sector and DHS partnership is an example of the National Infrastructure Protection Plan 
framework at work. The event kicked off April 28 and will continue through the 29th. 
Approximately 200 security representatives from various pro-sports leagues, including 
the NFL, MLB, NHL, and NASCAR, are gathering with private sport-event security 
companies and the country’s homeland security and law enforcement agencies. The 
conference is an opportunity for sharing information, establishing protocols, and 
conducting a table-top exercise in Northern Virginia. The focus of this conference is 
the safety and security of commercial facilities, such as stadiums and arenas whenever 
there is a large gathering of Americans. With the hundreds of millions of spectators that 
gather at major sporting events across the country annually, DHS officials know that 
the safety and security of these facilities is critical. 
Source: http://www.executivegov.com/2010/04/dhs-partners-with-sports-leagues-
subsector/ 

For more stories, see items 35 and 55  
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National Monuments and Icons Sector 

71. April 29, Associated Press – (New Mexico) Wildfire chars more than 300 acres in 
Cimarron. New Mexico forestry officials said a wildfire has charred more than 300 
acres in Cimarron Canyon. The Horseshoe fire was spotted Wednesday afternoon and 
quickly grew to high winds. However, authorities said no homes or buildings in the 
area are threatened and the fire is about 6 miles away from the nearest structures in the 
Ute Park community. Cimarron Canyon State Park is temporarily closed to visitors and 
one camper had to be evacuated. Authorities believe the fire was started by a power 
line and was 5 percent contained by Wednesday night. 
Source: http://www.newswest9.com/Global/story.asp?S=12394590 

72. April 29, Bangor Daily News – (Maine) Arson continues to plague Down East. Four 
more intentionally set grass fires were discovered in the Pembroke and Perry areas of 
Maine this week, part of a pattern of arson fires that may have included a camp and a 
home. The tally is at least 35 fires since the snow has melted and the number is 
growing, a Maine Forest Service sergent said Wednesday. The most recent were a grass 
fire in Pembroke on Sunday and three in Perry and Pembroke on Monday. The Maine 
Forest Service would not release the details of how each fire was started but said they 
were conclusively “of human element.” The forest service also is working with the 
Maine Fire Marshal’s Office because it is believed that a camp fire at Knowlton’s 
Campground in Perry and a fire that destroyed a home on Ox Cove Road in Pembroke 
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may be related to the grass fires. State officials are concerned to the point that extra 
forest service personnel, state fire marshals, and airplane surveillance are being used to 
locate the suspect(s). Many of the Down East fires have burned less than a half-acre 
before being discovered and extinguished, but one fire on Monday burned more than 5 
acres of grass, brush, and trees. A reward is being offered for information leading to the 
conviction of anyone responsible for the fires. 
Source: http://www.bangordailynews.com/detail/142240.html 

73. April 28, Yellowstone Insider – (Wyoming; Montana; Idaho) Heavy snows force 
closure of Yellowstone National Park roads. Heavy spring snows have caused 
National Park Service officials to close down most of the roads within Yellowstone 
National Park, as a foot of new snow fell in a two-hour stretch, toppling power lines 
and causing all sorts of havoc. With more snow in the forecast for the next seven days, 
the roads will continue to be impacted. The section of road from Norris to Canyon was 
the first to close shortly after 10 a.m. Wednesday. By 3 p.m. the roads from Mammoth 
Hot Springs to Norris and Madison, and from West Yellowstone to Madison and Old 
Faithful were all closed to travel. The only road currently open to travel is the road 
from the park’s North Entrance at Gardiner, Montana, to Mammoth Hot Springs and 
east toward Tower Junction, the Northeast Entrance, and Cooke City, Montana. This 
section of road is not typically maintained between 4:30 p.m. and 6:30 a.m. The 
balance of the park’s roads and entrances have yet to open for the season. Staff 
members at Canyon have also reported that commercial power is out, and that they 
received as much as a foot of new snow during the two-hour period. Yellowstone 
National Park staff will continually evaluate the weather and road conditions and will 
reopen roads to travel when it is safe to do so. 
Source: http://www.yellowstoneinsider.com/20100428549/news/articles/heavy-snows-
force-closure-of-yellowstone-roads.php 
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Dams Sector 

74. April 28, Jersey Journal – (New Jersey) Plan being worked on to repair Centerton 
Lake dam, refill lake. Centerton Lake will remain at a low water level in Pittsgrove 
Township, New Jersey as members of the Centerton Lake Park Association continue to 
work on a plan to fix the lake’s aging dam. Issues with the dam became critical in mid-
December when the dam was weakened by torrential rain. Emergency crews from 
Pittsgrove Township were called out to temporarily patch up the dam. “The [New 
Jersey Department of Environmental Protection] has directed the owners’ group to 
drain the lake, and they did that in December of 2009,” said a spokesman for the state 
DEP. Now, members of the Centerton Lake Park Association, a group of 10 lakefront 
homeowners, must make repairs to the dam before the lake can be refilled. “We are 
exploring a couple different options to restore the dam,” said the vice president of the 
homeowners group. “We are looking at the best way and the most cost-effective way to 
rebuild or repair the existing structure.” He said the group will most likely rebuild the 
dam. He could not give an exact date to when repairs would begin, but the group does 
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hope they can complete them sooner rather than later. 
Source: 
http://www.nj.com/salem/index.ssf/2010/04/plan_being_worked_on_to_repair.html 

75. April 28, KCRA 3 Sacramento – (California) Levee inspectors weigh runoff risks. As 
spring approaches, with all the snow in the high country, concerns about the strength 
and integrity of Sacramento’s (California) levees is again coming to the surface. 
Inspectors with the American River Flood Control District were out Wednesday 
making sure that levees that protect homes in the area are ready for runoff coming to 
the valley. Officials said hundreds of miles of levees in the area, which were built 100 
years ago, are at high risk. Inspectors are now dealing with their biggest issue — levees 
overgrown by vegetation due to recent rain. Officials said they can not see potential 
problems until the vegetation gets cut. Flood season ends this month, but inspectors are 
still checking levees for erosion and rodent holes. Yellow flags indicate holes that need 
attention. “Sometimes during a high-rain event, the levee may lose some of its strength, 
so we will need to come in an fix that, but we can not see what those sites are until we 
get the mowing done,” a spokesman with the district said. Because of aging levees, the 
Sacramento-San Joaquin region’s risk of flooding is the highest in the country — even 
more so than New Orleans. 
Source: http://www.kcra.com/mostpopular/23297333/detail.html 

76. April 28, Chattanoogan – (Tennessee) 60 feet of TVA wooden flume destroyed by 
rock slide. A 60- to 70-foot section of the wooden flume which carries water to the 
Ocoee 2 powerhouse in Chattanooga, Tennessee was destroyed by a rock slide 
Wednesday morning. There were no injuries. The affected section is located below 
Ocoee 2 diversion dam about one mile above the powerhouse. The Tennessee Valley 
Authority (TVA) has notified the Tennessee Department of Environment and 
Conservation, the U.S. Forest Service, the Tennessee Emergency Management Agency, 
the National Weather Service in Morristown, the Whitewater Center near Ocoee No. 3 
dam and outfitters of the slide. Until the flume is repaired, TVA will lose the capability 
of generating a total of 23 megawatts of power at Ocoee No. 2 powerhouse. Based on 
the current generation forecast for Ocoee No. 3 dam, water will be flowing through 
Ocoee No. 2 diversion dam, 24 hours per day through Friday. 
Source: http://www.chattanoogan.com/articles/article_174472.asp 
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