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 The Federal Way Mirror reports that a suspicious object found at the Rainier View 
Elementary School playground in Washington on Monday turned out to be a six-inch pipe 
bomb, according to a King County sheriff's spokesman. The school was put into lockdown. 
(See item 45) 

 According to the Associated Press, police arrested two men and a woman suspected of 
planning to bomb an IBM Corp. research facility near Zurich, Swiss media reported on 
Monday. The arrests occurred on April 15. (See item 51) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES-ISAC) - 
[http://www.esisac.com]  

1. April 28, Associated Press – (Louisiana) Coast Guard considers lighting oil spill on 
fire. The Coast Guard is considering setting fire to a large oil spill in the Gulf of 
Mexico to keep it away from shore as efforts to cap a spewing well fail. Crews have 
been unable to stop thousands of barrels of oil from fouling gulf waters since an April 
20 explosion sank the Deepwater Horizon, which was drilling 50 miles off the 
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Louisiana coast. Eleven workers are missing and presumed dead, and the cause of the 
blast has not been determined. A Coast Guard rear admiral said the controlled burns 
would be done during the day far from shore. Crews would make sure marine life and 
people were protected and that work on other oil rigs would not be interrupted. The 
burning was expected to start as early as Wednesday afternoon, but whether it will 
work is unclear. Officials will consider weather conditions including wind and waves in 
deciding whether to go ahead, a BP spokesman said Wednesday. 
Source: http://www.lcsun-news.com/las_cruces-business/ci_14973850 

2. April 27, NewsInferno.com – (Louisiana) BP accused of safety violations at another 
Gulf of Mexico oil rig. BP, the firm leasing the Deepwater Horizon oil rig that 
exploded in the Gulf of Mexico last week, is facing a U.S. investigation over possible 
safety violations on another off-shore platform. According to a report in the UK 
Guardian, a whistleblower has accused BP of breaking the law by not keeping key 
documents relating to the Atlantis oil rig. BP denied the allegations, and said it is 
cooperating with the investigation. According to The Guardian, Atlantis, which is 
situated 190 miles south of New Orleans, is the world's largest platform of its kind. It 
began operating in 2007 in the Gulf of Mexico at one of the deepest depths in the 
world. The whistleblower who sparked the Atlantis investigation was employed by a 
contractor working for BP. The whistleblower leaked internal BP memos from August 
2008 that seem to imply that the company may not have been keeping a complete, 
accurate record of drawings of the components used to build Atlantis. Under U.S. law, 
rig operators are required to keep complete, up-to-date "as-built" drawings. One e-mail 
authored by a BP executive involved in the project warned that if BP assumed the 
drawings were accurate and up-to-date, "this could lead to catastrophic-operator 
errors." 
Source: http://www.newsinferno.com/archives/19932 

3. April 27, Reuters – (Louisiana) Shell oil pipeline, platform restart in Gulf. The 
75,000 barrel-per-day Nakika crude-oil pipeline and the oil platform it serves in the 
Gulf of Mexico have resumed normal operations after they were briefly closed last 
week for precautionary reasons, a spokesman for operator Royal Dutch Shell said 
Tuesday. The Nakika pipeline, which helps supply crude to Motiva's Norco, Louisiana 
refinery, was shut from April 22 to 24 due to its proximity to the Transocean Horizon 
platform, which exploded and sank in the Gulf last week. A Shell spokesman told 
Reuters Tuesday that both the pipeline and the Nakika oil platform resumed normal 
operations after the brief closure last week. He declined comment on current oil and gas 
production levels at the Nakika platform. 
Source: http://www.reuters.com/article/idUSN2725289620100427?type=marketsNews 

4. April 27, Associated Press – (Colorado) 5 arrested at coal-plant protest. Five people 
protesting a coal-fired power plant in Boulder County, Colorado have been arrested for 
trespassing. Tuesday's protest outside the Valmont Industries Inc. coal plant called for 
the generator to be shut down. The five people arrested are accused of climbing a fence 
to access a giant pile of coal. The plant's property belongs to XCel Energy, Colorado's 

http://www.newsinferno.com/archives/19932
http://www.reuters.com/article/idUSN2725289620100427?type=marketsNews
http://www.lcsun-news.com/las_cruces-business/ci_14973850
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largest utility. 
Source: http://cbs4denver.com/wireapbusinessco/5.arrested.at.2.1660009.html 

[Return to top]  

Chemical Industry Sector 

5. April 28, Business and Legal Resources – (National) Hot-work explosions cause 
deaths. Performing hot work around combustible gases is as clear-cut a recipe for 
disaster as can be found in industrial environments. Yet this highly dangerous activity 
is one of the most common causes of worker deaths, said the U.S. Chemical Safety 
Board (CSB). Following investigations of several hot-work accidents that killed 
workers in the past two years, CSB recently issued a safety bulletin identifying seven 
key lessons aimed at preventing worker deaths during hot work in and around storage 
tanks containing flammable materials. Hot work is any activity that involves burning, 
welding, cutting, brazing, grinding, soldering, or similar spark-producing operations 
that can ignite a flammable atmosphere. CSB investigated explosions ignited by hot 
work at an oil refinery, a food manufacturer, a produce company, and a waste-oil 
facility, among others. Each incident resulted in worker deaths or severe injuries. CSB 
said it has identified more than 60 fatalities that have occurred since 1990 as the result 
of explosions and fires caused by hot work. "A common feature of virtually all these 
accidents is the failure to recognize all the locations where a flammable atmosphere 
could be present," said the CSB investigations supervisor. "The absence of flammables 
needs to be verified before and during any hot work." CSB notes that combustible-gas 
monitors are relatively inexpensive, hand-held electronic instruments that measure the 
amount of flammable material in the atmosphere. Proper training and calibration are 
essential for using gas monitors effectively, said CSB. The Occupational Safety and 
Health Administration does not require combustible-gas monitoring for hot work on or 
near flammable storage tanks. 
Source: http://safety.blr.com/news.aspx?id=115988 

6. April 28, Associated Press – (Maryland) Man critically burned at Western Md. 
paint plant. The Maryland State Fire Marshal says a paint factory worker is in critical 
condition after a flash fire at the Rust-Oleum plant in Williamsport. The agency says 
the man was flown to the Johns Hopkins Bayview Burn Center in Baltimore after 
suffering third-degree burns to his face Wednesday morning. Investigators say the fire 
occurred during a mixing process and did more than $100,000 worth of damage to the 
plant. Rust-Oleum Corp. employs about 200 people at the plant and a nearby 
distribution center. 
Source: http://wjz.com/wireapnewsmd/Worker.critically.burned.2.1661098.html 

7. April 27, Cleveland Plain-Dealer – (Ohio) Hukill Chemical of Bedford fined by 
Ohio EPA. The Hukill Chemical Corp. has agreed to pay more than $10,000 in fines 
over hazardous-waste violations at the facility on Krick Road in Bedford, Ohio. In an 
inspection last year, the Ohio Environmental Protection Agency (EPA) found Hukill 
Chemical in violation of state regulations by storing drums of hazardous waste for 

http://safety.blr.com/news.aspx?id=115988
http://wjz.com/wireapnewsmd/Worker.critically.burned.2.1661098.html
http://cbs4denver.com/wireapbusinessco/5.arrested.at.2.1660009.html
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longer than a year, in violation of its permit. The company was also cited for several 
minor infractions, the state EPA said in a news release. Hukill specializes in solvent 
recovery, hazardous and nonhazardous waste disposal, and hydrofluoric acid re-
concentrating. The $10,140 penalty includes $8,112 that will go to Ohio's hazardous 
waste cleanup fund and $2,028 that will go to Ohio EPA's clean diesel school bus 
program. 
Source: 
http://blog.cleveland.com/metro/2010/04/bedford_chemical_company_fined.html 

For another story, see item 29  
 
[Return to top]  

Nuclear Reactors, Materials and Waste Sector 

8. April 28, Associated Press – (South Carolina) Federal regulators to talk about 
Jenkinsville nuclear plant. Federal nuclear power regulators planned an open house to 
discuss safety performance at South Carolina Electric & Gas (SCE&G) Co.'s facility 
near Jenkinsville. Staffers from the Nuclear Regulatory Commission were slated to be 
at Wednesday's meeting, which was scheduled to begin at 5 p.m. at McCrorey-Liston 
Elementary School in Blair, about 30 miles northwest of Columbia. The public was 
invited to ask questions and get an update on the plant's operations. Regulators said the 
Summer plant that SCE&G operates with state-owned utility Santee Cooper met all 
agency safety objectives last year and does not require any additional oversight. 
Source: http://www.wistv.com/Global/story.asp?S=12388614 

9. April 28, Richmond Times-Dispatch – (Virginia) North Anna nuclear reactor shut 
down by generator problem. Dominion Virginia Power's attempts to restart one of the 
two reactors at its North Anna, Virginia nuclear power station after a planned refueling 
outage were aborted Tuesday because of a generator problem. The U.S. Nuclear 
Regulatory Commission (NRC) said Wednesday that a generator lockout occurred at 
4:37 p.m. while North Anna's Unit 2 was operating at 74 percent of capacity during its 
restart. The generator lockout occurred while automatic-voltage regulator testing was 
being performed, and the lockout caused a turbine trip, the NRC said. In turn, the 
turbine trip shut down the reactor. The NRC and Dominion are investigating the 
problem, which occurred after Unit 2 had been out of service for more than a month for 
a scheduled refueling and maintenance. The utility began restarting the reactor over the 
weekend. The NRC, which was notified about the aborted start-up yesterday more than 
two hours after the problem occurred, said Unit 2 was stable this morning. Unit 1 at 
North Anna, about 45 miles northwest of Richmond, remains operating at 100 percent 
of capacity. 
Source: 
http://www2.timesdispatch.com/rtd/business/energy/article/NUKEGAT28_20100428-
080001/340622/ 

http://www.wistv.com/Global/story.asp?S=12388614
http://www2.timesdispatch.com/rtd/business/energy/article/NUKEGAT28_20100428-080001/340622/
http://www2.timesdispatch.com/rtd/business/energy/article/NUKEGAT28_20100428-080001/340622/
http://blog.cleveland.com/metro/2010/04/bedford_chemical_company_fined.html
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10. April 27, Colorado Springs Gazette – (Colorado) Bill would make uranium mill 
expansion tougher. A measure that would tighten environmental controls over a 
Fremont County uranium-processing mill advanced in the state senate Tuesday. Pueblo 
West’s Democratic representative said her bill, HB1348, would require cleanup of 
contamination in CaÃ±on City before the Cotter mill could expand its operations. Mill 
officials want to expand by refining uranium ore that is mined out of state. "If you have 
contamination, progress needs to be made on cleanup," the representative said after the 
measure sailed easily through the senate, where it faces a final vote this week. The 
Cotter site has been targeted as a federal Environmental Protection Agency Superfund 
site since 1984 due to ground-water contamination. Cotter proposed expanding its mill 
last year to process ore from New Mexico into fuel for nuclear reactors. That would 
require state approval, which the representative's measure makes tougher to obtain. 
Cotter representatives didn’t immediately return a phone call seeking comment on the 
bill. The mill has battled the measure, arguing that it would threaten the mill's 
economic viability. 
Source: http://www.gazette.com/articles/tougher-97800-bill-uranium.html 

[Return to top]  

Critical Manufacturing Sector 

11. April 28, Los Angeles Times – (California) Knott’s Berry Farm, manufacturer 
faulted in roller coaster accident that injured two. A state investigation found that a 
2009 roller coaster accident that injured two riders at Knott's Berry Farm could have 
been prevented with proper maintenance, casting blame on both the theme park and the 
ride manufacturer. Xcelerator, a $13-million, hydraulic-launch accelerator coaster that 
opened at the Buena Park, California theme park in 2002, reopened Monday evening 
after Knott's made modifications required by the California Division of Occupational 
Safety and Health. In a statement, the theme park said the state's report "identified 
shortcomings in the manufacturer's instructions regarding the inspection and 
maintenance of the cable" and that the state agency had "required Knott's Berry Farm to 
put into place additional safeguards to determine cable viability and to work with the 
manufacturer to revise maintenance instructions." The dramatic September 16 accident 
— which left a 12-year-old boy with a cut leg and a man with back injuries — was 
captured by an on-board video camera. In the video, viewed nearly 100,000 times on 
YouTube, a blast of debris sprayed riders as a cable snapped loose during the zero-to-
80 mph hydraulic launch up the distinctive, 205-foot-tall, top-hat element. As the train 
descended back toward the station, frantic riders tried to free themselves from the 
smoking coaster. 
Source: http://www.latimes.com/news/custom/topofthetimes/topstories/la-me-0428-
knotts-rollercoaster-20100428,0,3352106.story 

12. April 27, Associated Press – (Louisiana) Guard at GM plant accused of $23,000 
theft. A private security guard is accused of stealing 11,000 pounds of copper, a bit at a 
time, from the General Motors assembly plant in Shreveport, Louisiana over a 16-
month period, starting in 2008. The Caddo Parish Sheriff said the 54-year-old woman 

http://www.gazette.com/articles/tougher-97800-bill-uranium.html
http://www.latimes.com/news/custom/topofthetimes/topstories/la-me-0428-knotts-rollercoaster-20100428,0,3352106.story
http://www.latimes.com/news/custom/topofthetimes/topstories/la-me-0428-knotts-rollercoaster-20100428,0,3352106.story
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was booked Monday on 16 felony counts of theft and one misdemeanor theft count. 
The copper was in the form of welding tips used by robotic welders. The sheriff said 
the loss to GM was more than $23,000. He said the suspect was employed by a private 
security company and had access to the locked area where the metals were stored. 
Source: http://www.klfy.com/Global/story.asp?S=12385632 

[Return to top]  

Defense Industrial Base Sector 
 

Nothing to report 
 
[Return to top]  

Banking and Finance Sector 

13. April 28, Daily Bruin – (California) Duffel bag prompts examinination by Los 
Angeles Police Department bomb squad. A duffel bag left in the parking structure of 
Chase Bank in Westwood, California April 27 was deemed nonexplosive by the Los 
Angeles Police Department (LAPD) bomb squad at 2 p.m. The bomb squad arrived at 
Chase Bank at 1:30 p.m. to examine the bag, which was thought to be suspicious, a 
LAPD sergeant said. A note on the outside of the bag read "Keep away confidential," 
according to police. The bag belonged to a homeless person and contained clothes and 
other miscellaneous items, the sergeant said. While police were investigating, several 
Westwood intersections were blocked off, and foot traffic around the bank was 
redirected. 
Source: http://www.dailybruin.com/articles/2010/4/28/duffel-bag-prompts-
examinination-los-angeles-polic/ 

14. April 28, Patriot Ledger – (Massachusetts) Four charged with credit-card fraud at 
South Shore Plaza. Police arrested four, New York City residents on credit-card fraud 
charges at South Shore Plaza in Braintree, Massachusetts. They were charged with 
credit-card fraud, forgery of a credit card, and conspiracy. A Braintree deputy police 
chief said a detective and a officer were checking the parking lot near Lord & Taylor 
April 26 when they saw two men acting suspiciously in a Toyota RAV4. The officers 
allegedly saw the rear seat passenger "tearing stickers off a gold-colored Visa credit 
card," the deputy police chief said. In all, the officers saw more than 20 credit cards on 
the passenger's lap and on the seat, police said. They searched the passenger and found 
$1,630 in cash, the deputy police chief said. The two suspects in the vehicle were taken 
to the mall's police substation for further questioning. On the way, the deputy police 
chief said officers saw another man duck between two parked cars. He was also taken 
in for questioning. The final suspect was picked up when she returned to the vehicle 
with a laptop computer purchased from the Apple Store, the deputy police chief said. 
The officers found that the account numbers on the credit cards had not been issued by 
the card company and were either stolen or fraudulent, he said. Officers recovered 16 
fraudulent credit cards and 25 others that had not been programmed with account 

http://www.dailybruin.com/articles/2010/4/28/duffel-bag-prompts-examinination-los-angeles-polic/
http://www.dailybruin.com/articles/2010/4/28/duffel-bag-prompts-examinination-los-angeles-polic/
http://www.klfy.com/Global/story.asp?S=12385632
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information. Also recovered were $2,200 in cash, and two laptop computers believed to 
have been purchased with the fraudulent cards from Apple stores at the mall and in 
Dedham. 
Source: http://www.patriotledger.com/news/x457996998/Four-charged-with-credit-
card-fraud-at-South-Shore-Plaza 

15. April 27, ComputerWorld – (International) Man gets 81 months, $2.5-Million fine for 
stock scheme. An Indian national was sentenced Monday to 81 months in prison for 
hacking into online brokerage accounts and using those accounts to manipulate stock 
prices for personal gain. The 36-year-old suspect of Chennai, India, was also ordered to 
pay close to $2.5 million in restitution to the more than 90 people and seven brokerage 
firms that were victims of his illegal capers. In February, the suspect pleaded guilty in 
federal court in Omaha, Nebraska, to one count each of conspiracy to commit wire 
fraud, securities fraud, computer fraud and aggravated identity theft. He was arrested in 
Hong Kong and extradited to the U.S. last June. He had initially pleaded not guilty to 
the charges, but changed his mind earlier this year. One of his accomplices had in June 
2008 pleaded guilty on the same charge and was sentenced to a two-year term. 
However, that suspect was deported to India last year before completing his prison 
term. A third conspirator, who has been indicted on 23 criminal counts including 
computer fraud and aggravated identity theft, remains at large. Court documents said 
the Indian man and his accomplices ran a hack, pump and dump scheme in which they 
would buy large volumes of thinly traded stocks and then sell those stocks after 
fartificially inflating their price. Between February 2006 and December 2006, the 
suspect and his cohorts, all of whom operated out of Chennai and Thailand, hacked 
their way into numerous brokerage accounts at investment companies including 
Omaha-based T.D. Ameritrade, E*Trade, Schwab, and Fidelity. The documents do not 
describe how the three gained access to customer accounts at these firms. However, all 
three appear to have somehow gained access to the full names, addresses, Social 
Security Numbers and other personal details of their victims. 
Source: 
http://www.computerworld.com/s/article/9176046/Man_gets_81_months_2.5M_fine_f
or_stock_scheme 

16. April 27, WPEC 12 West Palm Beach – (Florida) Police looking for high tech ATM 
scammers. Police are looking for some high-tech ATM scammers in Palm Beach 
Gardens, Florida. In a new scam, suspects are placing high-tech devices on ATM's to 
swipe both card and personal identification numbers at the same time. Transactions 
process normally, but the card data and pin numbers are captured and saved. Often the 
devices are indiscernible from real ATM parts. Once the information is captured, the 
scammers can make fake, ATM cards with the information and access the victims' bank 
accounts. Incidents like this have been happening nationally, and Palm Beach Gardens 
police have recorded three incidents. The most recent took place at the Bank of 
America at 5560 PGA Blvd where a customer discovered a skimming device had been 
installed over the ATM's card slot. The customer tugged at the device and it came off, 
then took the device and contacted police. Immediately after the customer left with the 
device, two men were captured on the ATM's security camera removing a video camera 

http://www.computerworld.com/s/article/9176046/Man_gets_81_months_2.5M_fine_for_stock_scheme
http://www.computerworld.com/s/article/9176046/Man_gets_81_months_2.5M_fine_for_stock_scheme
http://www.patriotledger.com/news/x457996998/Four-charged-with-credit-card-fraud-at-South-Shore-Plaza
http://www.patriotledger.com/news/x457996998/Four-charged-with-credit-card-fraud-at-South-Shore-Plaza
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from the ATM's overhang. They were gone by the time police arrived. Authorities said 
that it is unusual to actually recover a skimming device. The one recovered in this 
incident has been sent for forensic analysis. 
Source: http://www.cbs12.com/news/atm-4725783-device-police.html 

17. April 27, SCMagazine – (National) U.S. businesses face skimming-fraud 
increase. U.S. banks are grappling with a recent increase in skimming attacks, which 
are being carried out by Eastern European gangs aiming to steal consumer bank 
account numbers and Personal Identification Numbers, according to a Gartner analyst. 
These types of attacks are not new, but the scale and the organization behind them is, 
the Gartner vice president told SCMagazineUS.com April 27. Over the past six months, 
fraudsters increasingly have been mounting well-organized and systematic attacks that 
involve placing skimming devices on not just ATM machines — the most commonly 
targeted device — but also point-of-sale systems and gas-pump card readers. The 
analyst said she heard about the increase in skimming at a recent fraud conference 
attended by officials from numerous financial-services firms. 
Source: http://www.scmagazineus.com/us-businesses-face-skimming-fraud-
increase/article/168793/ 

18. April 27, North Platte Bulletin – (Nebraska; National) Nebraskaland Bank pounces 
on 'phishing' scam. Nebraskaland National Bank took quick action April 27 to stop a 
"phishing" e-mail that apparently went out across the country. This phishing e-mail was 
sent at 7:55 a.m. notifying readers of "a new security message" at the bank. The readers 
were asked to click on the link: message-nebraskalandbank.com. At that link, they were 
asked to enter a password and other information, such as their name, address and 
Personal Identification Number. Bank officials immediately began contacting Internet-
security companies such as Norton and McAfee, as well as Internet search engines. In 
less than two hours the phony Web site was blocked with red warnings, and IT-security 
providers automatically advised their clients not to enter. Apparently, the e-mail was 
part of a widespread effort to collect passwords and bank account numbers. "We 
received calls from all over the nation," a bank spokesman said, "including a gentleman 
from Austin, Texas who said he got a similar e-mail from nine other banks. He didn't 
have an account at any of them." 
Source: 
http://www.northplattebulletin.com/index.asp?show=news&action=readStory&storyID
=18661&pageID=3 

19. April 27, WCTV 11 Tallahassee – (National) There is lots of mortgage fraud in 
Florida and Georgia. An annual report by the Lexis Nexis Mortgage Asset Research 
Institute has Florida ranked as the tops in mortgage fraud for 2009, while Georgia came 
in 8th. Fraud includes lying on a mortgage application, but this year much of the fraud 
stemmed from inaccurate appraisals. A Valdosta State University economics professor 
said he was surprised to see so many cases as a result of appraisals. "Appraisers can 
give you numbers that may not be reflective of what's truly going on in the economy," 
he said. "Certainly one issue is just the sheer volume of foreclosure issues. Florida and 
Georgia both have lots of foreclosures, and that makes it difficult to find three, 

http://www.scmagazineus.com/us-businesses-face-skimming-fraud-increase/article/168793/
http://www.scmagazineus.com/us-businesses-face-skimming-fraud-increase/article/168793/
http://www.northplattebulletin.com/index.asp?show=news&action=readStory&storyID=18661&pageID=3
http://www.northplattebulletin.com/index.asp?show=news&action=readStory&storyID=18661&pageID=3
http://www.cbs12.com/news/atm-4725783-device-police.html
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comparable homes for an accurate appraisal." The report said mortgage fraud and 
misrepresentation increased 7 percent from 2008 to 2009. 
Source: http://www.wctv.tv/news/headlines/92242554.html?ref=554 

20. April 27, WPBF 25 West Palm Beach – (Florida) Man wearing raincoat robs bank, 
claims he has bomb. A man wearing a raincoat left a Pompano Beach, Florida bank 
with a bag full of cash Monday morning after claiming he had a bomb, the Broward 
Sheriff's Office said. The robbery occurred at the Wachovia at 3885 N. Federal 
Highway about 9 a.m. Detectives said the man entered the bank, approached the teller, 
placed a black bag on the counter and told her it was a bomb. He then instructed the 
teller to fill a bag with money and threatened to detonate the bomb if she did not follow 
his instructions. The man then ran out of the bank. Surveillance video shows the man 
wearing a raincoat with the hood over his head and dark sunglasses to hide his face. 
Source: http://www.wpbf.com/news/23277726/detail.html 

21. April 27, Forbes – (National) Inside the brains of a professional, bank-hacking 
team. Following the cyberspying breaches at Google, Adobe, Yahoo!, Intel, Juniper 
and others, there has been much discussion and dissection of targeted attacks. But 
rarely is an individual operation laid out in step by step detail. And rarer still is an 
account told from the hacker's perspective. But just such an account has been provided 
by the individual who runs Netragard, a cybersecurity consultancy that, among other 
services, performs penetration tests on clients to expose their security vulnerabilities. In 
a blog post April 26, the consultant laid out a recent hacking operation that his SNOsoft 
research team was hired to perform on a bank client. Though he does not name the 
target, he describes step by step the social engineering involved in sussing out the 
bank's defenses, including staging a fake job interview with unwitting employees of the 
company. The technical strategy for breaching the bank's defenses — a targeted, 
booby-trapped, PDF attachment — is not a surprise. But the detailed description of the 
preparation for that exploit is a rare window into the hacking process. 
Source: http://blogs.forbes.com/firewall/2010/04/27/inside-the-brains-of-a-
professional-bank-hacking-team/ 

[Return to top]  

Transportation Sector 

22. April 28, WTOP 1500 Washington – (Virginia) Track equipment derails twice. Trains 
are moving slower than usual on the Yellow and Blue Lines in Northern Virginia after 
track equipment derailed twice Wednesday morning. Both incidents occurred between 
the Ronald Reagan Washington National Airport and Crystal City Metrorail stations. 
Metro said the first time the speed-swing vehicle derailed it caused minor damage to 
the tracks. That happened as the subway was getting ready to open. The second time, 
the vehicle was headed back to the rail yard in Alexandria. There was no damage with 
the second derailment. Nobody was hurt, but the repairs forced trains to single track 
until about 7 a.m. A speed-swing vehicle has rubber tires, as well as special wheels so it 

http://www.wpbf.com/news/23277726/detail.html
http://blogs.forbes.com/firewall/2010/04/27/inside-the-brains-of-a-professional-bank-hacking-team/
http://blogs.forbes.com/firewall/2010/04/27/inside-the-brains-of-a-professional-bank-hacking-team/
http://www.wctv.tv/news/headlines/92242554.html?ref=554
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can ride on the tracks and rerail itself. 
Source: http://wtop.com/?nid=25&sid=1944677 

23. April 28, Associated Press – (Montana) Great Falls airport shut down after package 
scare. Great Falls International Airport officials said a suspicious package caused them 
to close their passenger terminal for about two hours. The package turned out to be a 
battery charger with protruding wires that was in luggage being loaded onto a flight. 
The airport public safety manager said a Transportation Security Administration 
employee flagged the package after it was X-rayed Tuesday about 7:30 a.m. Officials 
evacuated the terminal and contacted police and the Explosive Ordnance Disposal 
teams with the Montana Air National Guard and Malmstrom Air Force Base. Using a 
robot, the military teams determined that the luggage was safe to be opened, revealing 
the battery charger. It was unclear how many other flights were affected by the delay. 
Source: http://www.kulr8.com/news/state/92267019.html 

24. April 28, Homeland Security Today – (National) DHS IG identifies TSA checkpoint 
weaknesses. The inspector general (IG) of the Department of Homeland Security 
identified a number of vulnerabilities in passenger-screening technologies and practices 
at airport checkpoints and made a number of recommendations to the Transportation 
Security Administration (TSA) to fix them, the IG Office said Tuesday. The exact 
nature of the eight, specific recommendations remained classified but the IG Office 
briefly acknowledged that it conducted tests and provided the results to TSA and 
Congress in a report, Evaluation of Newly Deployed and Enhanced Technology and 
Practices at the Passenger Screening Checkpoint. "The number of tests conducted, the 
names of the airports tested, and the quantitative and qualitative results of our testing 
are classified. We have shared that information with the department, the Transportation 
Security Administration (TSA), and appropriate congressional committees," the report 
stated. The study revealed that the IG Office examined advanced-imaging technology, 
advanced-technology, X-ray equipment, and liquid-container screening used to 
examine air passengers and carry-on luggage. The IG additionally evaluated the 
performance of transportation-screening officers in their checks of passenger travel 
documents. After examining those technology and processes at eight domestic U.S. 
airports, the IG delivered eight specific recommendations. TSA completely agreed with 
seven of the recommendations but only partially agreed to the eighth. The 
implementation of new passenger-screening technologies to identify prohibited objects 
such as explosives and weaponry requires further improvements to keep threatening 
items out of secure airport areas, TSA said. As such, the agency indicated it would 
strive to increase the effectiveness of various technologies. 
Source: http://www.hstoday.us/content/view/13088/128/ 

25. April 28, Times Newsline – (Maine) Delta jet flight diverted to Maine due to 
disruptive passenger. A Delta Airlines flight coming from Paris to Atlanta made an 
unscheduled landing in Maine today after a passenger started behaving erratically, 
claiming that the plane is in danger from a bomb. "Flight 273 ... is diverting to Bangor, 
Maine as a result of a disruptive passenger," Delta said in a statement. The passenger, 
who is a U.S. citizen, has been detained by the Federal Air Marshals, and officials of 
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the U.S. Transportation Security Administration (TSA) are interrogating the man. The 
flight was diverted to Bangor International Airport as a precautionary measure and it 
landed safely at approximately 3:30 p.m. EDT. 
Source: http://www.timesnewsline.com/news/Delta-Jet-Flight-Diverted-To-Maine-
Due-To-Disruptive-Passenger-1272452218/ 

26. April 27, Charlotte Observer – (North Carolina) Airline examines actions of flight 
attendant on US Airways flight. US Airways Flight 4703 from Charlotte to 
Milwaukee returned to its gate and was canceled late Saturday after passengers said the 
lone flight attendant appeared confused and couldn't finish the routine, passenger-safety 
briefing. Air Wisconsin, which operated the flight for US Airways, "has ordered a 
thorough investigation" of the incident, an Air Wisconsin spokeswoman told the 
Observer this afternoon. "We certainly regret the situation and inconvenience caused 
for our passengers," the spokeswoman said. "Safety is always our top priority." The 
spokeswoman said personnel privacy laws prohibited her from discussing the actions of 
the flight attendant. Passengers spent about an hour in the airport before being told the 
flight was canceled, he said. 
Source: http://www.charlotteobserver.com/2010/04/27/1401492/airline-investigating-
actions.html 

For another story, see item 3  
 
[Return to top]  

Postal and Shipping Sector 

27. April 28, WMTW 8 Portland – (Maine) No one hurt when bombs hit Windham 
mailboxes. Windham, Massachusetts police have charged two juveniles and one adult 
with six counts of criminal use of explosives, Class C felonies, in connection with six 
bomb detonations in Windham Tuesday afternoon. Two mailboxes were damaged in 
the incidents. No other property was damaged, and no one was injured. An 18-year-old 
suspect from Westbrook was being interviewed at the Windham Police Department 
Tuesday night after he was charged with criminal use of explosives. The two juveniles 
are male and are teens, said a Windham police sergeant. The bombs were chemical 
bombs that were held in plastic bottles. Windham police said that at least 11 devices 
were found in different locations in the South Windham area, and that they believed 
additional bombs that did not explode may be found. The three suspects may face more 
charges if police find more devices. 
Source: http://www.wmtw.com/mostpopular/23281133/detail.html 

[Return to top]  

Agriculture and Food Sector 

28. April 28, St. Petersburg Times – (Florida) Gov. Crist signs bill related to tomato 
safety into law. Florida's governor signed legislation (SB 350) sets safety standards for 
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tomatoes. The bill authorizes the Florida Department of Agriculture and Consumer 
Services to inspect farms, greenhouses and packing facilities. 
Source: http://www.tampabay.com/news/politics/stateroundup/gov-crist-signs-bills-
related-to-liability-cases-and-tomato-safety-into-law/1090865 

29. April 28, CBS2 Chicago – (Illinois) 8 sickened in chemical leak at Fresh Express 
plant. Eight people were sent to area hospitals late Tuesday when a chemical leak 
made them sick at a Franklin Park, Illinois salad-packaging plant. At about 10:30 p.m., 
the Franklin Park Fire Department responded to Fresh Express, at 11010 W. Addison 
Ave., after a chemical contamination caused eight people to suffer respiratory and eye 
problems, according to the fire commander. He said the incident occurred when 
workers at the business were mixing lactic acid with water for cleaning purposes. The 
container in which the solution was mixed was contaminated with something else and 
created an off-gas, causing eight people to suffer irritation to their eyes and lungs. A 
maintenance worker sealed the container and removed it from the building and a 
cleaning crew was slated to arrive later Wednesday to dispose of the waste, the fire 
commander said. According to earlier reports, a 55-gallon drum of hydrochloric 
solution spilled and seven people were reported as needing treatment and being 
transported to hospitals. But it turned out the liquid was contained to the barrel and 
never spilled, the fire commander said. He said all of the employees had evacuated the 
building by the time fire personnel arrived. Fresh Express manufactures packaged 
salads and is a subsidiary of Chiquita Brands. 
Source: http://cbs2chicago.com/local/salad.packaging.leak.2.1660934.html 

30. April 27, AolNews – (International) Stung by fraudsters, honey execs hold secret 
talks. For the nation's leading honey packers and sellers, smuggled and laundered 
foreign honey presents a vexingly sticky problem. Monday, they gathered for a secret 
meeting convened by the National Honey Packers & Dealers Association to discuss the 
impact it is having on their businesses. The meeting comes as federal investigators and 
the offices of the U.S. attorney in at least four states continue to hone in on packing 
companies, honey brokers and importers allegedly involved in facilitating or 
purchasing intentionally mislabeled or bogus honey. The crime, which some major 
suppliers say may involve 50 percent or more of all imported honey, is carried out by 
foreign hucksters and shady importers who take cheap but abundant Chinese honey, 
move it to a country with a reputation for a quality product, change the country of 
origin on the shipping papers, then market the bogus load to brokers in the U.S. 
Importers charge that most of the Chinese honey is adulterated, containing traces of an 
illegal, animal antibiotic called chloramphenicol. This drug, purchased from India, was 
first used years ago to stem an epidemic of disease that was laying waste to most of 
China's bee colonies. While chloramphenicol (CAP) is not harmful to most who 
consume the small amount in contaminated honey, some people can become seriously 
ill from any amount of the drug, and the Food and Drug Administration (FDA) has 
banned it from all food products. 
Source: http://www.aolnews.com/crime/article/stung-by-chinese-fraudsters-honey-
execs-hold-secret-talks/19454876 
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31. April 27, St. Louis Post-Dispatch – (Illinois) Fire hits ConAgra mill in Chester, 
Ill. Four people were injured, three of them seriously, in an explosion Tuesday at a 
Chester, Illinois grain mill. A Chester fire captain said the blast happened about 4 p.m. 
in one of several grain silos at the ConAgra mill in the 100 block of Water Street. The 
cause remained under investigation Tuesday night. The fire captain said that when 
firefighters arrived, workers had already evacuated everyone from the mill. The people 
injured were inside the silo and worked for a contractor, Westside Salvage. The three 
who were seriously hurt were flown to hospitals in St. Louis that have burn units, he 
said. The other injured worker went to a local hospital for treatment. Rescue workers 
from several fire departments in Illinois and Missouri responded to the blast in the river 
town about 50 miles south of St. Louis. The Randolph County sheriff responded to the 
incident, and said he was told that the silo where the blast occurred has about 6 feet of 
old soy bean meal at the bottom. He said it was his understanding that the contractors 
were clearing that silo. The sheriff said there were visible flames coming from vents at 
the bottom of the silo when firefighters first arrived and the blast had blown the top off 
the silo. Water was being sprayed on the silo more than two hours afterward in hopes of 
preventing any more blasts. "The main thing is if we can get water in there, then there 
is less chance of an explosion," the sheriff said. "The idea is to really soak that grain." 
The Chester fire captain said farmers bring grain to the mill, which then sends much of 
it to local plants run by food maker Gilster-Mary Lee. The Chester fire captain said the 
blast did not require any evacuations beyond the mill, but traffic on a nearby railroad 
was halted. 
Source: http://www.tradingmarkets.com/news/stock-alert/cag_fire-hits-conagra-mill-in-
chester-ill--942166.html 

32. April 27, NBC17 Durham – (North Carolina) 15 cases of food-borne illness linked to 
Durham BBQ restaurant. A well-known Durham, North Carolina restaurant is the 
focus of a health investigation after officials said at least 15 customers became sick 
after eating there. The Durham County Health Department said that all the illnesses 
were reported after April 20 from people who dined at Bullock's Barbeque. County 
inspectors suspect Salmonella may be to blame, but are waiting for lab work to confirm 
that theory. "We know the common element right now is the restaurant, but we don't 
know the food source," the Durham County health director explained. The kitchen was 
the first area health inspectors checked. "We have gone to the restaurant and looked at 
their production process from beginning to end and have no problem with that," the 
health director said. Health officials say the restaurant owner has cooperated fully. "We 
will be interviewing the employees of the restaurant to determine if any of them have 
been sick," the health director said. 
Source: 
http://durhamcounty.mync.com/site/durhamcounty/news|Sports|Lifestyles/story/50938/
15-cases-of-foodborne-illness-linked-to-bullocks-bar-b-cue 

33. April 26, AsiaOne – (International) Eighty ill from food poisoning in Beijing. Police 
have launched an investigation into a food poisoning case where 80 people, mostly 
tourists, fell ill after eating contaminated food at a restaurant in a Beijing, China suburb 
Friday. As of Sunday, more than 40 people were still hospitalized in stable condition 
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and will hopefully recover within the week, Xinhua News Agency said Sunday. The 
rest had already been discharged from the hospital. The 80 victims began to develop 
symptoms, including nausea and vomiting, after finishing a 16-course lunch at the 
restaurant, Shui'an Shanba, a holiday resort in the outer district of Huairou. Preliminary 
tests showed that some of the sufferers had the high-blood-pressure drug clonidine in 
their blood, according to the hospital where they were treated. Whether the 
contamination resulted from someone intentionally tampering with the food requires 
further investigation, according to a statement issued by the Huairou public security 
bureau over the weekend. The police closed off the site for their investigation. Some 
local newspapers reported that the clonidine was likely to have been deliberately added 
to the food, as the drug is not widely available in Beijing. When injested, it can cause 
lightheadedness, dry mouth, dizziness or constipation, experts said. 
Source: http://eatdrinkandbe.org/article/index.0426_int_asia_sick 

34. April 26, Mansfield News Journal – (Ohio) Ohio health officials pinpoint Norovirus 
as cause of outbreak. A March 5, 102-person, employee-appreciation luncheon at 
Emerson Precision in Mansfield, Ohio served up more than food and drink; more than 
half of the guests went home with a case of stomach cramps, diarrhea and vomiting. 
After a six-week investigation, local health officials have pinpointed the culprit as 
Norovirus, a highly contagious virus easily spread through contaminated food, 
beverages and infected surfaces. The illnesses were initially reported by the restaurant 
owner three days following the luncheon. The restaurant had catered other events that 
weekend, but no additional illnesses were reported. The restaurant was inspected by 
health officials, but no major violations were found. Officials have been unable to 
determine the source of the illness. 
Source: http://eatdrinkandbe.org/article/index.0426_or_noroohio 

[Return to top]  

Water Sector 

35. April 28, Associated Press – (Washington) Mabton mistake spills sewage into 
Yakima River. A power failure at the Mabton, Washington waste-water treatment 
plant sent 370,000 gallons of raw sewage into the Yakima River. The Yakima Herald-
Republic reported that a back-up generator failed to turn on Friday, April 16, and the 
problem went undetected until Monday, April 19. The state ecology department said 
there have been no reports of illnesses or fish kills, but there is a risk of exposure to 
bacteria such as E. coli. Mabton is applying for an emergency $20,000 state loan to fix 
the computer system that monitors power failures. 
Source: http://www.seattlepi.com/local/6420ap_wa_mabton_sewage_spill.html 

36. April 27, U.S. Environmental Protection Agency – (Oklahoma) EPA orders MMHF, 
LLC to stop discharging toxic pollutants. The Environmental Protection Agency 
(EPA) has issued a cease and desist administrative order to MMHF, LLC of Bokoshe, 
Oklahoma, for violations of the federal Clean Water Act. A February 22, 2010, EPA 
inspection of the company's open-pit coal mine reclamation operations in LeFlore 
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County, Oklahoma, found an unauthorized discharge of pollutants into a tributary of 
Doe Creek. Samples of the waste stream were taken during the inspection and were 
found to be toxic and in violation of Oklahoma water-quality standards. Based on these 
findings, MMHF, LLC has been ordered to immediately eliminate the unauthorized 
discharge of toxic waste, and within 30 days document and describe the corrective 
actions taken to eliminate the unauthorized discharge. The firm also must provide a 
plan explaining how future waste streams will be managed. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/6468BFE16424B76B8525771200690792 

37. April 27, WWMT 3 Grand Rapids – (Michigan) Legal firm files suit over Coca-Cola 
water contamination in Paw Paw. A law firm said it has filed suit against Coca-Cola 
over groundwater contamination in Paw Paw, Michigan. The suit by Weitz & 
Luxenberg P.C. alleges that the company sprayed waste water onto the ground near 
their Paw Paw plant for years, which led to heavy metals leeching into the water 
supply. Groundwater tests have shown high levels of heavy metals like arsenic, iron 
and manganese, which have been linked to cancer. The company has been providing 
bottled water to some of those people, but now the effects are hitting the bank accounts 
of homeowners. Eighty residents are participating in the lawsuit. They are seeking 
restitution for the contamination, which has impacted real-estate values. Community 
members have also reported health issues, including gastrointestinal, kidney and central 
nervous system disorders. In their statement in response to the lawsuit, Coca-Cola 
officials said, "We are very disappointed in this unjustified action. It is not the best way 
to help the community and costs us resources that would be better used to support and 
create jobs. We to continue to work cooperatively with the Michigan DNRE to 
investigate, identify, and implement responses to groundwater issues. We will defend 
vigorously the Company's actions at its Paw Paw, Michigan plant and the allegations 
made against us in the lawsuit filed by the Weitz & Luxenberg law firm. We are taking 
responsible steps to do the right thing with residents and regulators and to meet our 
legal obligations." 
Source: http://www.wwmt.com/articles/paw-1375701-water-legal.html 

38. April 27, Kansas City Star – (Missouri) Clogged sewer line results in pollution at 
Lake Winnebago. After asphalt and shop rags clogged a sewer line, more than 40,000 
gallons of raw sewage flowed into Lake Winnebago near Lee’s Summit, a Missouri 
agency reported Tuesday. City officials said the clog, which was discovered Friday, 
was an act of vandalism. The Missouri Department of Natural Resources is sampling 
water from the lake in Greenwood, according to a news release. Greenwood officials 
notified the department Monday about the backup that spilled from a manhole in the 
900 block of Brent Court. The sewage flowed into a detention pond that empties into 
Lake Winnebago, a private lake. The problem was fixed about 3 a.m. Saturday. 
Source: http://www.kansascity.com/2010/04/27/1908070/clogged-sewer-line-results-
in.html 
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Public Health and Healthcare Sector 

39. April 28, New York Daily News – (New York) St. Barnabas Hospital, Bronx 
residents clash over security measures. Disgruntled employees and a doctors union 
locked in an ongoing battle with St. Barnabas Hospital in the Bronx, New York City, 
are calling it "a hospital of horrors," citing a 300-percent spike in assaults at the facility 
last year. "Doctors, nurses and security guards can't serve the Bronx while working in 
fear of being attacked," said the union president. Employees have been bitten and 
punched — even hit with chairs, charged the union, which has filed a complaint with 
the federal Occupational Health and Safety Administration. St. Barnabas officials 
labeled the charges "outrageous" and called them another "ruthless" attempt by the 
committee of interns and residents to destroy the hospital. St. Barnabas and its residents 
have clashed repeatedly since the interns and residents unionized last year. St. Barnabas 
officials said the doctors are only students and have no right to unionize. The National 
Labor Relations Board is expected to rule on the dispute soon. A hospital spokesman 
attributed the increase in assaults to better record-keeping. OSHA records show 41 
assaults on workers at St. Barnabas last year, with an average of 1.8 assaults per 100 
employees. Other area hospitals had lower assault rates, including Montefiore Medical 
Center (0.4), Lincoln Hospital (0.6), and Jacobi Medical Center (1.6). 
Source: http://www.nydailynews.com/ny_local/bronx/2010/04/28/2010-04-
28_st_barnabas_hospital_bronx_residents_clash_over_security_measures.html 

40. April 27, KGNS 8 Laredo – (Texas) Veterans Clinic evacuated after suspicious 
powder found. The Laredo Veterans Clinic in Texas had to be evacuated Wednesday 
afternoon, after a suspicious white substance was found in an envelope. Hazmat crews, 
firefighters, and paramedics were on the scene as at least a dozen area veterans had to 
be escorted out of the building. According to fire officials, someone called in about a 
suspicious white powder that was found in an envelope at the facility. All employees 
and veterans in the building were evacuated into the parking lot. Hazmat crews sealed 
off the building with crime scene tape, and everyone was given masks to wear as a 
precaution. Officials also said that the Homeland Security Department had been called 
out to the scene, as well as the Laredo Police Department. 
Source: http://www.pro8news.com/news/local/92275069.html 

41. April 27, Reuters – (National) FDA warns on Cardiac Science devices, shares 
fall. U.S. health regulators warned Tuesday about faulty components in more than a 
dozen types of external defibrillators made by Cardiac Science Corp. The agency cited 
14 models, some of which are sold by other companies such as General Electric Co's 
GE Healthcare unit. About 280,000 external defibrillators used worldwide to try to 
rescue people having heart attacks could malfunction, the agency said. A spokesman 
for Cardiac Science had no comment. The FDA said Cardiac Science had already 
recalled some models, but that other models marketed under GE and Nihon Kohden 
brands have similar problems. A Cardiac Science software update issued for some 
models detects some, but not all defects, it added, noting that similar software upgrades 
are planned for other models. 
Source: http://www.reuters.com/article/idUSN2711575520100427 
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[Return to top]  

Government Facilities Sector 

42. April 28, Associated Press – (Missouri) EPA to review polluted sites for clean-
up. The Environmental Protection Agency will reassess a federal complex in Kansas 
City, Missouri, that includes several polluted sites to determine whether it should 
become a clean-up priority, officials said Monday. The reassessment of the Bannister 
Federal Complex will allow the EPA to decide whether to include it on the National 
Priorities List, said a spokesman for the agency's regional office in Kansas City. The 
list includes the most serious hazardous waste sites in need of long-term cleanup. The 
EPA determined in 1989 that the 310-acre Bannister site, which houses facilities for the 
General Services Administration and the Department of Energy, should not be on the 
list. The Sierra Club environmental group and Physicians for Social Responsibility 
asked the EPA to reinvestigate the complex earlier this month after reports of employee 
illnesses possibly linked to pollution. 
Source: 
http://www.newstribune.com/articles/2010/04/28/news_state/nt247state26epa10.txt 

43. April 28, Pueblo Chieftain – (Colorado) Public dislikes new chemical weapons 
plans. Public comments were mixed on the Pentagon's pending decision to accelerate 
the destruction of chemical weapons in Pueblo, Colorado. People have until Friday to 
comment on an environmental assessment that found no significant impact. The 
assessment looked at the effects of four proposals, that ranged from the status quo, to 
bringing in devices that would destroy weapons in explosion chambers, running as 
many as 125,000 of the Pueblo Chemical Depot's stockpile of 780,000 weapons 
through the process. A $3.6-billion plant is already under construction to destroy the 
depot's mustard-agent weapons through a water-neutralization process. The manager of 
the Assembled Chemical Weapons Alternatives (ACWA) program, has made several 
visits to Pueblo over the last few weeks to explain the new plans. ACWA handles 
weapons destruction at the Pueblo depot and the Blue Grass Army Depot in Kentucky. 
It was set up by Congress in response to area residents' opposition to using incinerators, 
which the Army has built at many other locations, to destroy chemical weapons. The 
proposals under study would bring in equipment that would allow ACWA to start 
destroying some weapons as early as 2012. Under one scenario, an explosive-
destruction technology would run parallel to the water-neutralization plant after it starts 
up, possibly allowing Pueblo to complete its mission eight months ahead of the Dec. 
31, 2017 deadline set by Congress. 
Source: http://www.chieftain.com/news/local/article_896a687a-529b-11df-93ed-
001cc4c002e0.html 

44. April 28, eWeek – (California) Terry Childs convicted of locking San Fran out of 
network. A former San Francisco network engineer was found guilty Tuesday of 
locking the city out of its own network. A jury convicted the engineer, 45, of one 
felony count of denying or disrupting computer services to an authorized user. The 
engineer was charged in 2008 after he refused to provide passwords to the city’s 
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FiberWAN network. The system contained much of the city's digital records, including 
law-enforcement documents and city payroll records. When the engineer heard about 
impending layoffs, he refused requests from his bosses to hand over passwords to the 
network he built. The lockout went on for 12 days before the engineer gave the 
passwords to the San Francisco mayor. While prosecutors tried to portray him as a 
disgruntled, vengeful employee, one juror interviewed after the trial told the San 
Francisco Chronicle that the city allowed the situation with the engineer to get out of 
control. 
Source: http://www.eweek.com/c/a/Security/Terry-Childs-Convicted-of-Locking-San-
Fran-out-of-Network-634070/ 

45. April 26, Federal Way Mirror – (Washington) Pipe bomb found at Rainier View 
Elementary in Federal Way. A suspicious object found at the Rainier View 
Elementary School playground in Washington Monday turned out to be a six-inch pipe 
bomb, according to a King County sheriff's spokesman. The pipe bomb was found 
during morning recess. The school was put into lockdown at 10:20 a.m. and the 
lockdown was lifted at 12:22 p.m. The King County Sheriff's Department was called to 
the school at 3015 S. 368th St. in unincorporated King County. The bomb squad came 
in and picked up the bomb. Students and staff were all safe. Shortly after the all clear 
was given Monday at Rainier View, a bomb threat was reported at Todd Beamer High 
School at 35999 16th Ave. S. The school was evacuated. Police inspected the school 
and found nothing suspicious. Staff and students were able to return to the school at 
1:30 p.m. Federal Way Police are continuing to investigate the threat, which came from 
a phone call. 
Source: http://www.pnwlocalnews.com/south_king/fwm/news/92115179.html 

[Return to top]  

Emergency Services Sector 

46. April 27, DVIDS Hub – (Alaska) Alaska hosts Vigilant Guard exercise this 
week. Members of the Alaska National Guard have been joined by 50 other state and 
federal organizations to take part in Vigilant Guard, a disaster-based training scenario 
that tests the coordination of these disaster preparedness organizations. "We are testing 
an unbelievable amount of effort and synchronization," said the adjutant general for the 
Alaska National Guard. "Every one of them is a little bit different in what we are trying 
to do, but it is one driving factor – the earthquake – that affects everyone across the 
broad spectrum." By working with local, first responders in a training environment, it 
will help strengthen those bonds should an actual large-scale disaster or emergency 
occur. "It reinforces those relationships that we said, and I have always professed, are 
critical if we are going to be successful in a large-scale response," he said, adding that 
the exercise also reinforces the Guard's role within the local community. 
Source: http://www.dvidshub.net/?script=news/news_show.php&id=48753 
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Information Technology Sector 

47. April 28, The Register – (International) Hackers crack Ubisoft always-online DRM 
controls. Hackers have overcome Ubisoft's controversial DRM system that relied on 
constant connection to the Internet for games to function. A crack for Ubisoft's anti-
piracy system published by a group called Skid Row allows gamers to circumvent the 
controls for games such as Assassin's Creed II. A message from the group on a gamers' 
forum sets out the group's agenda: allowing legitimate copies of PC games to be played 
without an Internet connection, rather than facilitating piracy. Skid Row sarcastically 
thanks Ubisoft for posing an interesting intellectual challenge. A security researcher at 
Sunbelt Software and a long-time gamer, told The Register that Ubisoft's controls were 
fundamentally misconceived. "In general, it seems DRM restrictions in gaming are 
becoming more intrusive and creating problems for genuine customers, rather than the 
pirates who happily bypass these measures every time," he said. "PC gaming should be 
about portability — what use are games you can't play at the airport or on a train if you 
can't get online?" 
Source: http://www.theregister.co.uk/2010/04/28/ubisoft_drm_cracked/ 

48. April 28, DarkReading – (International) Costs of data breaches much higher in U.S. 
than in other countries, study says. A data breach in the United States could cost 
enterprises twice as much as the same breach costs companies in other countries with 
less stringent disclosure and notification laws, according to a study published April 28. 
The study, conducted by the Ponemon Institute and sponsored by security vendor PGP, 
is an extension of the companies' previous cost-of-breach research that examined 
regional differences in the costs inflicted by compromises of enterprise data. In a 
nutshell, the study finds breaches are much more expensive in countries that have 
stringent regulations than in countries that do not. "The overarching conclusion from 
this study is the staggering impact that regulation has on escalating the cost of a data 
breach," said the chairman and founder of The Ponemon Institute. "The U.S. figures are 
testament to this, and it is clear that as breach-notification laws are introduced across 
the rest of the world, other countries will follow the same pattern, and costs will rise." 
The study examined breach costs in five countries: the United States, the United 
Kingdom, Germany, France, and Australia. In the U.S., where 46 states have 
introduced laws forcing organizations to publicly disclose the details of breach 
incidents, the cost per lost record was 43 percent higher than the global average. In 
Germany, where equivalent laws were passed July 2009, costs were second highest — 
25 percent above the world-wide average. In Australia, France, and the U.K., where 
data-breach notification laws have not yet been introduced, costs were all below the 
average. 
Source: 
http://www.darkreading.com/vulnerability_management/security/management/showArt
icle.jhtml?articleID=224700013 

49. April 28, IDG News Service – (International) New storm worm may not last long. A 
new variant of the Storm worm has emerged, but it does not appear to be as well-
designed as its older relative, according to computer-security researchers. The Storm 
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worm first appeared in early 2007 and spread quickly, making it one of the most 
prolific and widespread worms ever. Once it infected people's computers, the worm 
sent million upon millions of spam messages. The Shadowserver Foundation, which 
tracks botnets, first received a sample of the new version of the worm April 13, said a 
researcher via instant message. The worm was then reverse-engineered by the 
Honeypot Project, which studies Internet threats. The new worm was found to be based 
on the old code, but some of the elements that made Storm difficult to disrupt were 
gone, according to a blog post from the organization. The new Storm does not 
communicate using a peer-to-peer system, a decentralized way to have computers 
infected with the code communicate with each other and receive new spam instructions. 
That may be because researchers have effectively disrupted peer-to-peer botnets, the 
researcher said. The new Storm communicates via HTTP traffic, but it is programmed 
to receive instructions from one IP (Internet Protocol) address hosted by a server in the 
Netherlands. The ISP hosting that server has been contacted, the researcher said. Since 
it is receiving instructions from just one IP address, it means the new Storm may not 
last that long. 
Source: 
http://www.pcworld.com/businesscenter/article/195145/new_storm_worm_may_not_la
st_long.html 

50. April 27, KUSA 9 Denver – (International) New twist on old scam defrauds Facebook 
users. A new phishing fraud is a frenzy on Facebook. Thousands of folks have fallen 
victim to an old scam with a new twist. The Colorado attorney general wants to change 
Facebook liability rules "This is the very first time I have seen it but I am not 
surprised," the CEO of Vertical IT Solutions in Tampa, Florida said. The CEO was an 
intended target himself. He got an e-mail from what he thought was Facebook. It asked 
him to "reset his password" by clicking on an attachment. But being an Internet-
security expert, he knew better. "No organization can send you an e-mail requesting 
you to change your password. No organization does that," he said. He said that this 
policy was put in place after the Bank of America phishing scam that hit thousands of 
Americans last year. That scam was a more direct route to get to people's personal 
information, like passwords, account information and ultimately money. This Facebook 
scam is a more roundabout route but still effective, since most people tend to use the 
same password for everything. "Spoofing Facebook and having them capture that 
confidential information, I mean, it is ingenious," the CEO said. 
Source: 
http://www.9news.com/money/consumer/article.aspx?storyid=137672&catid=103 

51. April 26, Associated Press – (International) Swiss police foil bomb attack against 
IBM. Police have arrested two men and a woman suspected of planning to bomb an 
IBM Corp. research facility near Zurich, Swiss media reported Monday. Prosecutors 
said two Italians and a Swiss national suspected of planning a bomb attack against an 
international company had been arrested, but declined to confirm the target. They said 
the arrests occurred April 15 near Rueschlikon about 6 miles (10 kilometers) south of 
Zurich. Police discovered "explosive and further items in their car" as well as a note 
"indicating a planned attack on the branch of an international company," said a 
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spokeswoman for the federal prosecutors office. All of those arrested remain in 
detention, she said. The SonntagsBlick newspaper reported the suspects intended to 
attack a nanotechnology research facility that IBM Corp. is building in Rueschlikon. 
Source: 
http://hosted.ap.org/dynamic/stories/E/EU_SWITZERLAND_IBM_BOMB?SITE=NH
POR&SECTION=HOME&TEMPLATE=DEFAULT 

For more stories, see items 55 and 57  
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at sos@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org  
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Communications Sector 

52. April 28, Associated Press – (International) Copper theft cuts phone service to 
hundreds in Alberta. Telus says phone service to hundreds of customers was cut after 
thieves swiped about 500 meters of copper cable in Alberta, Canada. Land-line and 
Internet service to around 460 Telus customers living in the Big Lake area in northwest 
Edmonton was cut off around 6 a.m. April 26 and restored later that afternoon. A 
spokesman for the phone company said the outage was caused by the theft of about 500 
meters of copper cable. He said the cable normally would have been buried, but 
construction was underway in the area and it had been temporarily dug up and was 
above ground. The spokesman said the thieves put people's lives at risk because they no 
longer had access to 911. 
Source: http://www.thestar.com/news/canada/article/801499--copper-theft-cuts-phone-
service-to-hundreds-in-alberta 

53. April 28, Gulf News – (International) Faulty submarine internet cable still not 
fixed. The faulty Internet cable Sea-We-Me, which has caused Web traffic disruptions 
since April 14 not only in the UAE, but in the entire Middle East, large parts of Africa 
and Southern Asia, is still not fixed. The cable, which stretches from South East Asia to 
Europe via the Indian sub-continent and Middle East, was initially scheduled to 
undergo repairs April 24. But the cable consortium said that the work would take 
longer than expected, mainly due to bad weather conditions in the Mediterranean Sea. 
One of the affected Internet service providers, Seacom in South Africa, said in a 
statement April 28 that the Sea-We-Me consortium "has indicated that the repair 
window may be extended to Friday, April 30." The cause of the damage is still unclear. 
There is speculation that a ship anchor might have caused the outage, which has been 
located on a cable segment between Alexandra and Sicily. 
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Source: http://gulfnews.com/business/telecoms/faulty-submarine-internet-cable-still-
not-fixed-1.619236 

54. April 28, Southeast Texas Record – (Texas) Phone company claims utility provider 
caused damage to circuits. Southwestern Bell Telephone Co. (SWBT) has filed suit 
against Texas-New Mexico Power Co. over $30,000 worth in damages to its 
communications system. SWBT alleges that on May 14, 2008, TNMPC erected a utility 
pole near Highway 3 and Century Boulevard in Texas City and struck a conduit and 
cable that were buried in the area. The original complaint was filed April 26 in 
Galveston County Court No. 3. TNMPC is accused of negligence and trespassing. 
SWBT claims it lost the use of four DS3 trunk and toll circuits and five DS1 exchange 
circuits while repairing the problem caused by the power company. "The plaintiff has 
suffered actual, incidental and consequential damages, including costs to replace, repair 
and/or restore that portion of its telecommunications system damaged by the defendant 
and the value of replacement lines or circuits for the time they could not be used," the 
suit states. 
Source: http://www.setexasrecord.com/news/226385-phone-company-claims-utility-
provider-caused-damage-to-circuits 

55. April 28, Help Net Security – (International) Poisoned search results: Our daily 
reality. The biggest threat to search engines are not their competitors, but poisoned 
search results. Since the moment when search engines have largely become the starting 
point for our daily surfing, the risk of landing on a compromised site serving malware 
has increased. Scammers'-link architectures have evolved, and they now include even 
fake search engines — perfect copies of the real ones, but with all links pointing to 
compromised sites. A paper that Google presented April 27 at the Workshop on Large-
Scale Exploits and Emergent Threats in San Jose, California contains results of the 
company research of the fake AV phenomenon. Among the things the researchers 
reviewed is how their search engine is abused in order to drive users towards malware-
serving Web sites set up by fake AV peddlers. Basically, poisoned search engine results 
have become a primary vector of infection, and it should not come as a surprise that 
Google's large market share, its breadth and speed of indexing have made it the target 
of choice. 
Source: http://www.net-security.org/secworld.php?id=9209 

56. April 27, IDG News Service – (National) Broadcasting group defends its spectrum 
turf. Television broadcasters are willing to talk about sharing their unused spectrum 
with broadband providers, but they should not be forced to give up spectrum or be 
taxed for the spectrum they have, said the head of a broadcasting trade group. The 
National Association of Broadcasters (NAB) supports the goal of the U.S. Federal 
Communications Commission to bring broadband to all U.S. residents, but 
policymakers should recognize TV broadcasting, with its one-to-many communication 
model, is a more efficient use of spectrum than broadband, the NAB president and 
CEO said. "Broadband is one to one, and it is spectrum hogging," he told members of 
the U.S. Senate Small Business and Entrepreneurship Committee April 27. Mobile 
broad-band providers could solve much of their concern about a coming spectrum 
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shortage by investing more money and putting up more towers, the NAB president, 
who is a former U.S. Senator, said. While much of the hearing focused on the 
broadband needs of small businesses, the NAB president devoted much of his 
testimony to concerns that his group has about a national broadband plan the FCC 
released in March. The plan says the FCC should encourage broadcasters to give up 
unused spectrum in return for a share of the money when the spectrum is sold at 
auction as part of an effort to free up 500MHz of spectrum for mobile broadband uses 
in the next 10 years. 
Source: 
http://www.computerworld.com/s/article/9176055/Broadcasting_group_defends_its_sp
ectrum_turf 

57. April 27, V3.co.uk – (International) InfoSec 2010: Europe to mandate reporting of 
serious breaches. Organizations could soon be forced to report all serious data 
breaches to the Information Commissioner's Office (ICO), as part of an upcoming 
review of a European Union directive on the reporting of data losses. The ICO deputy 
commissioner said April 27 at Infosec 2010 that elements of the Privacy and Electronic 
Communications directive on breach notifications, which will soon force telcos and 
Internet Service Providers (ISPs) to report data breaches, are likely to be extended. 
"Within 18 months it is likely that ISPs and telecoms companies will have to abide by 
this rule, and before too long this same law will apply more generally," he said. 
"However, it would still only be for serious breaches of data, and firms would need to 
understand what represented a serious breach to ensure that the ICO, and individuals 
affected, were not bombarded with irrelevant notifications on all losses." The deputy 
commissioner also revealed the latest figures on data breaches reported to the ICO. 
Since November 2007, there were 962 public and private sector breaches. The largest 
source of breaches was the National Health Service. 
Source: http://www.v3.co.uk/v3/news/2262116/infosec-2010-europe-likely 
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Commercial Facilities Sector 

58. April 27, MyFoxAtlanta – (Georgia) Gas leak evacuates Virginia-Highland area. A 
gas leak caused major problems in one of Atlanta's busiest neighborhoods Tuesday 
evening. More than 20 businesses in the Virginia-Highland neighborhood were 
evacuated for hours. One of Atlanta's busiest shopping and dining destinations was shut 
down Tuesday evening as crews worked to repair a gas main leak. The leak happened 
in the heart of the Virginia-Highland business district and it caused firefighters and 
police to evacuate 20 businesses and close 10 streets. Emergency crews kept people out 
of the area for more than three hours after a work crew accidentally ruptured the 10-
inch gas main. 
Source: http://www.myfoxatlanta.com/dpp/news/main-break-shuts-down-n.-highland-
ave-042710 

For another story, see item 11  
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National Monuments and Icons Sector 
 

Nothing to report 
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Dams Sector 

59. April 28, Associated Press – (Washington) Corps finds Tri-City levees at risk of 
seepage. A Corps of Engineers review finds that Columbia River levies that protect 
Kennewick, Pasco, and Richland in Washington are at risk of seepage and internal 
erosion during high water. The Tri-City Herald reported that the levee system that 
protects the shoreline is 56 years old. The Corps review led it to deny a request from 
Pasco to lower a levee to help complete the Sacajawea Heritage Trail, a 22-mile bike 
and pedestrian loop. A Corps spokeswoman said that much of the Tri-City area is 
below Columbia River water levels and would flood every year without the levees. 
Source: http://www.seattlepi.com/local/6420ap_wa_tri_city_levees.html 

60. April 27, Agence France Presse – (International) Four wounded in grenade attack on 
dam. A series of grenade blasts hit a hydropower project in Burma Tuesday, wounding 
four workers in the latest unrest in the military-ruled country, officials said. The attacks 
occurred at the Thaukyegat hydropower plant under construction in Bago division, 
about 220 kilometres (137 miles) northeast of the country's main city Rangoon, a local 
official told AFP. "Four workers were injured during three grenade attacks at the 
Thaukyegat hydropower project site," the official said, asking not to be named because 
he was not authorized to speak to the media. The Burmese company behind the project, 
Asia World Construction, was also involved in a controversial dam project in Kachin 
state where there was a series of bombs blasts earlier this month, injuring one engineer. 
Three other bombs April 15, hit a water festival in Rangoon, in the city's worst attack in 
five years. The death toll from that attack has now risen to 10 people, with at least 170 
people wounded. Burmese authorities have arrested some suspects in their search for 
the perpetrators of those blasts, officials said, but they did not give any further detail as 
the investigation is still underway. Burma has been hit by several bomb blasts in recent 
years, which the junta has blamed on armed exile groups or ethnic rebels. The latest 
attacks come as the country prepares for elections planned for this year. 
Source: http://www.dvb.no/news/four-wounded-in-grenade-attack-on-dam/8780 
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